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Abstract—We propose a Byzantine-resilient federated conformal
prediction (FCP) method that leverages partial model sharing,
where only a subset of model parameters is exchanged each round.
Unlike existing robust FCP approaches that primarily harden
the calibration stage, our method protects both the federated
training and conformal calibration phases. During training, partial
sharing inherently restricts the attack surface and attenuates poi-
soned updates while reducing communication. During calibration,
clients compress their non-conformity scores into histogram-based
characterization vectors, enabling the server to detect Byzantine
clients via distance-based maliciousness scores and to estimate the
conformal quantile using only benign contributors. Experiments
across diverse Byzantine attack scenarios show that the proposed
method achieves closer-to-nominal coverage with substantially
tighter prediction intervals than standard FCP, establishing a
robust and communication-efficient approach to federated uncer-
tainty quantification.

I. INTRODUCTION

Federated learning (FL) [1]–[7] enables a network of devices,
such as smartphones, media streamers, and Internet of Things
(IoT) devices, to collaboratively train a global model without
sharing raw data. This decentralized nature makes FL attractive
for privacy-preserving applications. However, its reliance on
open participation also exposes it to adversarial clients who
can manipulate updates or submit misleading information.
Among these adversaries, Byzantine clients are especially
harmful because they participate in the learning protocol and
can directly influence the outcome by behaving arbitrarily or
maliciously, e.g., by transmitting corrupted gradients, inject-
ing inconsistent model weights, or executing denial-of-service
attacks that undermine the global model [8]–[11]. Therefore,
ensuring robustness against such threats is essential for the
practical deployment of FL.

Uncertainty quantification (UQ) has become a critical com-
ponent of high-stakes machine learning (ML) applications
in healthcare, finance, and defense [12]. Unlike single-point
predictions, UQ methods provide calibrated sets of plausible
outcomes with statistical coverage guarantees, offering both
accuracy and reliability. Conformal prediction (CP) [12]–[15] is
a principled UQ framework that produces distribution-free pre-
diction sets under minimal assumptions of exchangeability. To
extend these benefits to distributed settings, federated confor-
mal prediction (FCP) has been introduced [16], [17], enabling
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uncertainty-aware learning across multiple data sources. How-
ever, FCP directly inherits the vulnerabilities of FL: Byzantine
clients can compromise both the training and calibration phases,
for instance, by mislabeling high-risk financial profiles as safe,
thereby corrupting global predictions in sensitive domains.

Recently, Rob-FCP [18] has been proposed to mitigate the
impact of Byzantine clients in FCP. Rob-FCP computes lo-
cal non-conformity scores, sketches them into characterization
vectors, and detects malicious clients by measuring distances
between these vectors. Clients deemed highly malicious are
then excluded from the calibration process. While effective in
protecting calibration, Rob-FCP does not address training-time
poisoning, as adversaries can already degrade the learned model
during federated training, which in turn propagates into the
conformal intervals. Moreover, Rob-FCP introduces additional
client–server communication for robust calibration, since clients
must transmit characterization statistics in addition to standard
training messages, which can be costly at scale.

In this paper, we propose a Byzantine-resilient FCP frame-
work built around partial sharing online federated learning
(PSO-Fed) [19]–[22]. The key idea is to couple communication-
efficient partial parameter exchange with robust conformal
calibration so that resilience is achieved across both stages of
the FCP pipeline. During federated training, clients exchange
only a subset of model coordinates, which both reduces client–
server communication and inherently attenuates the effect of
poisoned updates by limiting the adversary’s influence on the
aggregated model. During calibration, clients compress their
local non-conformity scores into histogram-based characteriza-
tion vectors and the server assigns distance-based maliciousness
scores to detect and exclude Byzantine contributors prior to
estimating the conformal quantile. Experiments under various
attack models show that the proposed approach is more resilient
to Byzantine attacks compared to standard FCP and Rob-FCP.

II. PRELIMINARIES

In this section, we first introduce the system model and
review the PSO-Fed algorithm [19]–[22]. We then describe
the Byzantine attack model in the context of FL and analyze
its potential impact on PSO-Fed. Finally, we outline how CP
operates in an FL setup.
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A. System Model

We consider a federated network consisting of K clients that
can communicate with a central server. At each time instance
n, client k observes a data pair xk,n ∈ RD and yk,n ∈ R,
which follow the model

yk,n = w⋆⊺xk,n + νk,n, (1)

where w⋆ ∈ RD is the unknown parameter vector to be
estimated collaboratively and νk,n denotes observation noise.
The global learning task is to estimate w by minimizing the
expected mean-squared error (MSE) across all clients:

J (w) =
1

K

K∑
k=1

Jk(w), (2)

where the local objective function at client k is

Jk(w) = E
[
|yk,n −w⊺xk,n|2

]
. (3)

The primary goal of FL is to obtain the optimal minimizer
argminw J (w) through decentralized collaboration between
clients and the central server without exchanging raw data.

B. PSO-Fed Algorithm

In our prior work [21], [22], we have studied PSO-Fed in
detail. Here, we briefly summarize its operation. Unlike conven-
tional FL, where the full parameter vector is exchanged between
the server and clients, PSO-Fed communicates only a subset of
parameters at each iteration. Specifically, the server sends a
fraction of the global model estimate to each client, while each
client transmits only a fraction of its local model estimate to the
server. The diagonal selection matrix Sk,n ∈ RD×D with M
ones identifies the model parameters communicated between
client k and the server at iteration n. Therefore, the PSO-Fed
recursions minimizing (2) are given by

ϵk,n = yk,n − [Sk,n−1wn−1 + (ID − Sk,n−1)wk,n−1]
⊺
xk,n

wk,n = Sk,n−1wn−1 + (ID − Sk,n−1)wk,n−1 + µxk,nϵk,n

wn =
1

|Sn|
∑
k∈Sn

[Sk,nwk,n + (ID − Sk,n)wn−1] ,

where wk,n is the local model estimate at client k and iteration
n, wn is the global model estimate at iteration n, ID is the
D×D identity matrix, µ is the stepsize controlling convergence
speed and steady-state performance, Sn is the set of selected
clients at iteration n, and |Sn| is the cardinality of Sn.

C. Byzantine Attack during Training

Let SB denote the set of Byzantine clients in the network,
and let βk be an indicator variable such that βk = 1 if client
k ∈ SB and βk = 0 otherwise. The server is assumed to
know |SB |. At each iteration, a Byzantine client may corrupt
its transmitted (partial) update with probability pa. Specifically,
we model the corruption as wk,n + τk,nδk,n, where τk,n is
a Bernoulli random variable with Pr(τk,n = 1) = pa, and
δk,n ∼ N (0, σ2

BID) is zero-mean white Gaussian noise [23].
Accordingly, the server receives Sk,nwk,n + βkτk,nSk,nδk,n
instead of the benign partial update Sk,nwk,n.

D. Federated Conformal Prediction

FCP for regression generates predictive intervals that achieve
a user-specified confidence level (e.g., 90%) under the as-
sumption of data exchangeability. CP calculates non-conformity
scores, typically residuals on a calibration set, and uses their
quantiles to form prediction intervals with rigorous marginal
coverage guarantees. Importantly, these guarantees hold regard-
less of the underlying model’s accuracy or complexity, making
CP a distribution-free method for UQ.

In the standard CP setting, a calibration dataset {(xj , yj)}Nj=1

and a trained model ŵ are required. The non-conformity score
for each calibration point is

rj = |yj − ŵ⊺xj |, j = 1, . . . , N. (4)

Let q1−α denote the 1− α quantile of these scores:

q1−α = Quantile1−α ({r1, . . . , rN}) . (5)

Then, the two-sided 1 − α prediction interval for a new input
x is

C(x) = [ŵ⊺x− q1−α, ŵ
⊺x+ q1−α] . (6)

The confidence parameter α ∈ (0, 1) controls interval width:
smaller α (higher confidence) yields wider intervals, while
larger α produces narrower but less conservative ones. By
construction, the marginal coverage satisfies

P (y ∈ C(x)) ≥ 1− α. (7)

In FL, after training a global model ŵ, each client k holds a
local calibration set {(xk,j , yk,j)}Nk

j=1 and computes local non-
conformity scores

rk,j = |yk,j − ŵ⊺xk,j |, j = 1, . . . , Nk. (8)

Privacy constraints prevent clients from sharing raw calibra-
tion data or even individual scores. The FCP algorithm [16]
addresses this by employing secure aggregation or sketching
techniques (e.g., CountSketch), which allow the server to
approximate the global quantile as

q̂1−α ≈ Quantile1−α

(
K⋃

k=1

{rk,j}Nk
j=1

)
. (9)

This enables the server to construct CP-style intervals that
aim to achieve near-nominal global coverage while preserv-
ing the privacy of individual clients’ calibration sets. Under
mild conditions (e.g., non-pathological score distributions), the
approximation incurs only negligible degradation in empirical
coverage.

E. Byzantine Attack during Calibration

During the calibration phase, Byzantine clients in SB may
submit arbitrary or adversarially crafted non-conformity scores
in place of their true values, with the aim of skewing the global
quantile estimate used for interval construction. Such manipu-
lations can distort prediction intervals, making them either too
wide (overly conservative) or too narrow (undercovering), thus
undermining the coverage guarantees of CP.
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Fig. 1. Example histograms illustrating the effect of different Byzantine attacks during the calibration phase: (a) efficiency attack, (b) coverage attack, and (c)
random attack.

In this work, we consider three representative types of
Byzantine attacks, whose effects are illustrated in Fig. 1:

• Efficiency attack, clients report abnormally small scores,
deflating q1−α leading to undercoverage.

• Coverage attack, clients report artificially large scores, inflat-
ing q1−α and producing excessively wide prediction intervals.

• Random attack, clients submit random scores, injecting noise
into the quantile estimate.

III. BYZANTINE-RESILIENT FCP VIA PARTIAL SHARING

In this section, we present our approach for mitigating
the impact of Byzantine attacks during both the training and
calibration phases of FCP.

A. Mitigating Byzantine Attack during Training Phase

As shown in [21], [22], PSO-Fed reduces communication
by allowing each client to share only a fraction of its model
parameters with the server. Beyond communication savings,
partial sharing has also been demonstrated to enhance robust-
ness against model-poisoning attacks. In particular, we have
proven that PSO-Fed maintains both mean and mean-square
convergence even in the presence of Byzantine clients that
inject noise into their updates. In this work, we leverage the
partial sharing mechanism to mitigate the effect of Byzantine
attacks during the training phase of FCP.

B. Mitigating Byzantine Attacks during Calibration Phase

To defend against Byzantine attacks in the calibration phase,
each benign client computes non-conformity scores {rk,j}Nk

j=1

on its local calibration set and summarizes them into a
histogram-based characterization vector vk ∈ ∆H defined as

vk,h =
1

Nk

Nk∑
j=1

1 [ah−1 ≤ rk,j < ah] , (10)

where the score range is normalized to [0, 1] and partitioned
into H bins with boundaries 0 = a0 < a1 < · · · < aH = 1.

Each entry vk,h then denotes the empirical probability of local
scores falling into bin h. Here,

∆H ≜

{
vk ∈ RH

∣∣∣∣∣ vk,h ≥ 0,

H∑
h=1

vk,h = 1

}
(11)

denotes the H-dimensional probability simplex. The character-
ization vectors are transmitted to the server, while Byzantine
clients may submit arbitrary or adversarial vectors (see Fig. 1).

This histogram representation offers several advantages: it
preserves the distributional structure of local non-conformity
scores, facilitates reliable comparisons across clients, improves
privacy by avoiding raw score transmission, and reduces com-
munication overhead by compressing local information. Benign
clients typically yield similar vectors, whereas Byzantine clients
tend to deviate, enabling detection.

To identify adversaries, we compute pairwise ℓ2 distances
between characterization vectors as

dk,k′ = ∥vk − vk′∥2 , ∀ k, k′ ∈ {1, · · · ,K}. (12)

We then assign each client k a maliciousness score mk, defined
as the average distance to its Kb − 1 nearest neighbors as

mk =
1

Kb − 1

∑
k′∈NN(k,Kb−1)

dk,k′ , (13)

where Kb ≜ K − |SB | denotes the number of benign clients.
We classify the Kb clients with the lowest maliciousness scores
as benign, forming the set B. We then estimate quantile q̂1−α

only on B to ensure robust federated conformal calibration.
By adopting this strategy, our approach inherits the robustness
guarantees of Rob-FCP while additionally benefiting from
communication efficiency, yielding valid and reliable prediction
intervals even in the presence of Byzantine clients.

IV. SIMULATION RESULTS

In this section, we present numerical experiments to evaluate
the performance of partial model sharing in FCP under various
Byzantine attack scenarios. We consider a federated network



5 10 15 20 25 30
Time Index (n)

−3

−2

−1

0

1

2

T
ar

ge
t

V
al

u
e
y

(a) Efficiency attack

5 10 15 20 25 30
Time Index (n)

−4

−2

0

2

4

(b) Coverage attack

5 10 15 20 25 30
Time Index (n)

−3

−2

−1

0

1

2

(c) Random attack

Fig. 2. Illustrative prediction intervals under (a) efficiency, (b) coverage, and (c) random attacks. The true target values are shown as dashed lines, while
prediction intervals from FCP and our partial sharing approach with M/D = 0.3 are shown in red and green, respectively.
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Fig. 3. Violin plots illustrating the distribution of maliciousness scores mk

for different types of Byzantine attacks.

of K = 100 clients. At each iteration, the server randomly
selects |Sn| = 10 clients to participate in training. Each client
k holds non-IID data consisting of an input vector xk,n ∈ RD

and a corresponding response yk,n, related through (1) with
a unit-energy model parameter w⋆ = 1√

D
[1, · · · , 1]⊺ ∈ RD.

We set the model dimension to D = 50 and communicate a
random subset of M = 15 parameters (M/D = 0.3) between
each client and the server at each iteration. The entries of xk,n

are drawn from zero-mean Gaussian distributions with client-
specific variances ς2k ∼ U(0.2, 1.2), while the observation noise
is Gaussian with variance σ2

νk
∼ U(0.005, 0.025).

In our experiments, we consider |SB | = 20 Byzantine
clients. During the training phase, these clients employ an
attack probability of pa = 0.25 and inject Gaussian noise with
variance σ2

B = 0.1 into their updates. During the calibration
phase, as illustrated in Fig. 1, the same Byzantine clients report
adversarial non-conformity scores according to three attack
scenarios: (i) all zeros, (ii) all ones, and (iii) uniform random
scores drawn from the uniform distribution U(0.8, 1). We fix

the size of the characterization vectors to H = 100, and set the
target coverage to 90%, i.e., α = 0.1 in (9).

In Fig. 3, we demonstrate the effectiveness of our approach
in handling Byzantine behavior by depicting the maliciousness
scores of all clients under efficiency, coverage, and random
attacks (see Fig. 1). In each case, Byzantine clients exhibit
significantly higher scores and are clearly identifiable as out-
liers, enabling their reliable exclusion from the calibration
process. Note that without prior knowledge about the number
of Byzantine clients, another efficient way to detect outliers is
to use the median absolute deviation (MAD) rule [24].

We present the marginal coverage and average interval width
for both FCP with and without partial model sharing under the
identical Byzantine attack scenarios in Fig. 2 and Fig. 4. We
conduct training, calibration, and testing using 1,000 synthetic
data samples per client, with the first 30 samples shown in
Fig. 2 for clear visualization.

In Fig. 4, we compare FCP and Rob-FCP with our ap-
proach under Byzantine attacks that affect both the training
and calibration phases. FCP, which performs no Byzantine
filtering, is vulnerable: under the coverage attack, it yields
inflated coverage (≈ 93%) together with overly wide intervals
(about 2.2× that of ours). Rob-FCP mitigates calibration-phase
manipulation by filtering Byzantine clients using the mali-
ciousness scores mk (cf. (13)), and therefore maintains near-
nominal coverage (≈ 90%). However, because Rob-FCP does
not mitigate training-phase attacks, its learned model exhibits
higher MSE and consequently wider intervals. Our approach
addresses both phases: partial sharing attenuates Byzantine
influence during training (reducing MSE), while calibration-
stage filtering preserves robust quantile estimation. As a result,
ours produces intervals that are 1.8× tighter than Rob-FCP and
2.2× tighter than FCP.

Overall, incorporating PSO-Fed into Rob-FCP yields two
key benefits: (i) resilience to adversarial behavior during both
training and calibration of CP, and (ii) enhanced communication
efficiency through random client participation and partial model
parameter sharing.



Efficiency Coverage Random
Attack Type

70

75

80

85

90

95

100

105
C

ov
er

ag
e

(%
)

Target (90%)

Our Approach

Rob-FCP

FCP

(a) Coverage

Efficiency Coverage Random
Attack Type

0

2

4

6

8

In
te

rv
al

W
id

th

(b) Interval width

Fig. 4. Comparison of FCP and Rob-FCP with our approach under Byzantine
attacks (D = 50, 20% Byzantine clients).

V. CONCLUSION AND FUTURE WORK

We developed a Byzantine-resilient CP framework by inte-
grating PSO-Fed’s partial sharing mechanism into Rob-FCP.
During training, clients exchange only selected model coordi-
nates, which attenuates the impact of poisoned updates while
reducing communication. During calibration, clients summarize
local non-conformity scores via histogram-based characteri-
zation vectors and the server assigns maliciousness scores
to identify and exclude Byzantine clients. Simulation results
show that our approach attains closer-to-nominal coverage
with significantly tighter prediction intervals compared to both
standard FCP and Rob-FCP across a range of Byzantine attack
scenarios. A promising direction for future work is to establish
theoretical guarantees that quantify how partial sharing affects
robustness and coverage, further strengthening the foundations
of trustworthy FL.
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