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A B S T R A C T
Software systems built from versioned AI components increasingly need lifecycle-time gover-
nance: when a capability module evolves into a new version, the hosting system must decide
whether the new version may be activated safely, under what deployment conditions it should
run, how it must be monitored, and when it should be rolled back. Existing software-deployment
patterns (canary release, blue-green, feature flags, and MLOps pipelines) address parts of this
loop but were designed for stateless web services rather than for stateful, policy-constrained
runtimes that drive AI components in the field. We study this gap concretely in the setting
of embodied agents, where capabilities are packaged as installable modules and the runtime
enforces execution policies, recovery semantics, and behavioral constraints; once a capability
module evolves into a new version, the hosting system must deploy it without breaking policy
constraints, execution assumptions, or recovery guarantees. In this paper we formulate governed
capability evolution as a first-class software-lifecycle problem for AI-component-based systems.
We propose a staged upgrade framework in which every new capability version is treated as
a governed deployment candidate rather than an immediately executable replacement. The
framework introduces four upgrade compatibility checks (interface, policy, behavioral, and
recovery) and organizes them into a staged runtime pipeline comprising candidate validation,
sandbox evaluation, shadow deployment, gated activation, online monitoring, and rollback.
We implement a reference prototype on a PyBullet-based manipulation testbed with ROS 2
middleware and evaluate it over 6 rounds of capability upgrade with 15 random seeds. Naïve
upgrade achieves 72.9% task success but drives unsafe activation to 60% by the final round;
governed upgrade retains comparable success (67.4%) while maintaining zero unsafe activations
across all rounds (Wilcoxon 𝑝=0.003). Shadow deployment reveals 40% of upgrade regressions
invisible to sandbox evaluation alone, and rollback succeeds in 79.8% of post-activation drift
scenarios. By extending runtime governance from action execution to capability evolution, this
work takes a step toward making versioned AI-component upgrade a governed software-systems
process.

1. Introduction
Embodied agents1 are increasingly expected to operate not as one-shot task executors, but as long-lived systems

that persist across tasks, environments, and deployment phases. In such systems, intelligence cannot remain static.
New skills must be added, existing capabilities must be improved, and underperforming behaviors must be replaced
over time. As a result, capability upgrade is not an exceptional event but a normal condition of embodied-system
operation. Recent work has begun to formalize this trend from three complementary directions: single-agent embodied
architectures with modular capability packaging, capability-centric evolution without rewriting the agent itself, and
runtime governance for policy-constrained execution.
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Figure 1: Governance profile comparison across six deployment metrics. All axes are oriented so that outer = better.
Governed Upgrade (blue) achieves near-complete coverage across safety and recoverability dimensions while retaining
competitive task success. Naïve Upgrade (red) collapses on screening (BADR), false-accept control (1−FAR), and rollback
(RSR). Static (gray, dashed) is trivially safe but forgoes all capability improvement (RSR=0).

A first line of work (Qin, Luan, See, Yang and Li, 2026a) argues that a robot should be organized around a single
persistent intelligent subject rather than a collection of loosely coordinated internal agents. Under this view, capabilities
are provided as installable Embodied Capability Modules (ECMs), while execution constraints are enforced by a
policy-separated runtime. This formulation establishes a clean systems boundary between the persistent agent, modular
capabilities, and runtime control, enabling extensibility without fragmenting identity or decision authority.

A second line of work (Qin, Luan, See, Yang and Li, 2026c) extends this architecture toward long-term
improvement. Instead of modifying the agent itself through repeated prompt changes, policy rewriting, or structural
redesign, capability-centric evolution holds the agent’s identity fixed and channels adaptation through evolving
capability modules. In this formulation, ECMs are versioned units that can be learned, refined, composed, deployed,
and rolled back over time, allowing performance gains without sacrificing identity continuity. The framework already
suggests important lifecycle mechanisms such as version registries, gated deployment, and rollback, indicating that
capability evolution is not merely a learning problem but also a deployment problem.

A third line of work (Qin, Luan, See, Yang and Li, 2026b) argues that embodied execution should not be entrusted
entirely to the agent. Instead, execution must remain policy-constrained, observable, interruptible, recoverable, and
auditable through a dedicated runtime governance layer. This perspective separates agent cognition from execution
oversight and introduces a concrete governance pipeline including capability admission, policy checking, execution
watching, recovery management, human override, and audit logging. In this way, the system controls both what the
agent intends to do and what may actually execute under runtime constraints.

Taken together, these three directions establish a compelling foundation for long-lived embodied intelligence:
one persistent agent, modular evolving capabilities, and runtime-governed execution. However, they also expose a
systems problem that remains insufficiently studied. Once capabilities evolve into new versions, how should those
new versions enter a running embodied system? A capability upgrade is not just another execution request. It may
change interfaces, alter behavior distributions, expand permission requirements, break existing recovery assumptions,
X. Qin et al.: Preprint submitted to Elsevier Page 2 of 39
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Figure 2: Overview of governed capability evolution. Top: Naïve upgrade directly replaces the active capability version
without governance. Bottom: The governed upgrade pipeline treats each new version as a candidate that must pass
compatibility validation (𝜅𝐼 , 𝜅𝑃 ), sandbox and shadow evaluation (𝜅𝐵 , 𝜅𝑅), and gated activation (𝜃act) before entering the
active system. Online monitoring continues after activation; candidates may be demoted or rolled back at any stage.

or interact differently with runtime policies. In other words, even if capability evolution is desirable and runtime
governance is already in place, the transition from an old capability version to a new one may itself become a source
of policy breakage, unsafe execution, and system instability.

This paper argues that embodied systems require governable upgrade paths in addition to governable execution.
We formulate this problem as governed capability evolution: every newly produced capability version should be
treated not as an immediate replacement, but as a governed deployment candidate whose admission into the active
system must itself be evaluated. The central idea is to extend runtime governance from the execution lifecycle to the
capability-lifecycle boundary. Instead of asking only whether an action invocation should be allowed, we ask whether
a new capability version should be admitted, under what deployment conditions it may be activated, how it should be
monitored after activation, and when it should be rolled back into the previous version.

To address this problem, we propose a staged upgrade governance framework for ECMs. The framework introduces
four upgrade-oriented compatibility dimensions: interface compatibility, which checks whether the new version
remains invocable by existing planners and dispatchers; policy compatibility, which checks whether existing runtime
policies still sufficiently constrain the upgraded module; behavioral compatibility, which checks whether the new
version introduces undesirable execution drift or unsafe continuation patterns; and recovery compatibility, which
checks whether rollback, fallback, watcher-based intervention, and safe-abort assumptions remain valid after the
upgrade. These checks are organized into a staged upgrade pipeline that progresses from isolated evaluation to
monitored live deployment, with rollback available at every stage. The result is a deployment model in which capability
improvement remains possible, but no longer bypasses governance simply because it arrives as a new version rather
than a new action.

The key intuition of this paper is simple: a new capability version is not merely a better skill; it is a systems
event. In long-lived embodied systems, the question is no longer only whether capabilities can improve, but whether
improved capabilities can be introduced without violating policy, breaking compatibility, or undermining recoverability.
By treating capability upgrade as a first-class governance object, we reposition capability evolution from a pure learning
loop into a managed runtime lifecycle. Figure 2 contrasts the naïve and governed upgrade paths.

We implement a reference prototype on top of a single-agent embodied runtime with modular capability packaging
and policy-separated execution control. In our prototype, newly evolved capability versions enter a governed upgrade
manager rather than directly replacing active modules. The manager performs compatibility checks, sandbox testing,
and shadow execution before activation, while online monitoring and rollback remain available after activation. We
evaluate this design in simulated embodied tasks with evolving manipulation capabilities under both benign and
adversarial upgrade scenarios, including interface drift, policy-incompatible permission expansion, unsafe behavioral
regression, and recovery degradation.

Our hypothesis is that naïve capability upgrade can improve average task performance while simultaneously
increasing the probability of unsafe or policy-incompatible system behavior, whereas governed upgrade preserves most
of the performance gains while substantially improving deployment safety and operational stability. More broadly, this
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paper argues that long-lived embodied intelligence requires a new design principle: capabilities must be deployable
under governance, not merely learnable.

The contributions of this paper are as follows:
1. We identify governed capability evolution as a distinct systems problem in embodied AI, arising at the boundary

between capability learning and runtime deployment.
2. We propose an upgrade governance framework for ECMs, centered on interface, policy, behavioral, and recovery

compatibility.
3. We design a governed upgrade pipeline with seven stages from candidate registration through rollback (detailed in

Section 5).
4. We provide a reference implementation and evaluation protocol showing how capability upgrades can be admitted

safely without sacrificing the core benefits of capability evolution.
To clarify the relationship between this paper and its three predecessors: AEROS (Qin et al., 2026a) studies

architecture: who acts and how capabilities are organized. Learning Without Losing Identity (Qin et al., 2026c) studies
capability evolution: how the agent grows stronger without losing identity. Harnessing Embodied Agents (Qin et al.,
2026b) studies execution governance: how runtime behavior remains policy-constrained, observable, and recoverable.
This paper studies upgrade governance: how new capability versions are admitted into the executable substrate of
a running embodied system. Each paper addresses a distinct systems question; together they form a progressive
governance stack from architecture through evolution through execution through deployment.

The remainder of this paper is organized as follows. Section 2 reviews related work and motivates upgrade
governance as the missing lifecycle layer. Section 3 formalizes the problem setting and upgrade decision model.
Section 4 presents the compatibility model for governed capability evolution. Section 5 introduces the governed
upgrade pipeline. Section 6 describes the prototype implementation. Section 7 presents the experimental setup.
Section 8 reports results including an ablation study. Section 9 discusses implications. Section 10 discusses threats
to validity. Section 11 concludes.

2. Related Work
This section reviews four bodies of prior work that are most relevant to governed capability evolution: robotic

architectures and capability organization, modular skill learning and continual improvement, safe robotics and runtime
governance, and runtime enforcement for LLM-based agents; we additionally relate our design to software deployment
practices (canary rollout, progressive delivery, MLOps). The review is organized not as an exhaustive survey but as a
progressive argument: each area contributes essential ingredients, yet none addresses the specific problem of governing
how new capability versions enter a running embodied system. Figure 3 summarizes this argument at a glance.
2.1. Robotic Architectures, Middleware, and Capability Organization

Robotic system design has long been studied through middleware, component systems, skill frameworks, and
emerging embodied-AI architectures. Classical middleware platforms such as ROS (Quigley, Conley, Gerkey, Faust,
Foote, Leibs, Wheeler and Ng, 2009), ROS 2 (Macenski, Foote, Gerkey, Lalancette and Woodall, 2022), ORO-
COS (Bruyninckx, 2001), and YARP (Metta, Fitzpatrick and Natale, 2006) emphasize communication modularity
and software composition, while more recent systems such as TRADE (Scheutz, 2025) and ROSA (Royce et al.,
2024) extend middleware toward cognitive coordination and language-based interaction. ROS 2 in particular in-
troduces managed lifecycle nodes with explicit state-machine transitions (unconfigured → inactive → active →
finalized) (Macenski et al., 2022), which share structural similarities with our governed upgrade pipeline; however,
ROS 2 lifecycle management governs node activation states rather than versioned capability admission under safety
and policy constraints. However, these systems primarily address component integration rather than defining a unified
model of identity, memory, and control authority for a robot as a persistent intelligent subject.

Skill-based approaches such as behavior trees (Colledanchise and Ögren, 2018), task graphs, SkiROS (Rovida,
Crosby, Holz, Polydoros, Großmann, Petrick and Krüger, 2017), and SkiROS2 provide useful abstractions for reusable
robotic behavior. Yet they typically treat skills as the primary unit of organization, with planning and control authority
distributed across external planners, trees, or controllers rather than grounded in a single persistent embodied subject.
X. Qin et al.: Preprint submitted to Elsevier Page 4 of 39
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Figure 3: Lifecycle coverage of prior work relative to the six stages of governed capability evolution. Each row is a research
community; each horizontal band is a lifecycle stage, progressing left-to-right from pre-deployment (Package, Validate,
Sandbox, Shadow) to post-activation (Activate, Monitor). The Validate stage is decomposed into four compatibility sub-
checks (𝜅𝐼 interface, 𝜅𝑃 policy, 𝜅𝐵 behavioral, 𝜅𝑅 recovery). Solid bars denote full coverage, light bars partial coverage,
dashed outlines indicate the stage is not addressed. Robotic architectures and middleware formalize modular packaging
but stop short of version-admission governance; modular skill and continual-learning research treats learned skills as fixed
units and largely omits staged admission; safe robotics and runtime governance enforce policy, behavioral, and recovery
constraints at execution time but not at version admission; LLM-agent guardrails filter individual plans without versioning
capabilities; and MLOps deployment patterns (canary, shadow, feature flags, automated rollback) cover staging and rollout
but lack robot-specific compatibility and recovery semantics. Governed capability evolution (Ours, highlighted) is the only
framework that spans the full pipeline end-to-end.

Likewise, multi-agent and multi-robot frameworks are effective for distributed coordination, but within a single robot
they can fragment control authority and duplicate state or memory.

Recent embodied-agent architectures have moved closer to the setting considered here. LLM-driven systems such
as ChatGPT for Robotics (Vemprala, Bonatti, Bucker and Kapoor, 2024), Inner Monologue (Huang, Xia, Xiao, Chan,
Liang, Florence, Zeng, Tompson, Mordatch, Chebotar et al., 2022), and Code as Policies (Liang, Huang, Xia, Xu,
Hausman, Ichter, Florence and Zeng, 2023) implicitly adopt a central orchestrating agent, while foundation-model
approaches such as RT-1 (Brohan, Brown, Carbajal, Chebotar, Chen, Choromanski, Ding et al., 2023a) and RT-
2 (Brohan, Brown, Carbajal, Chebotar, Dabis, Finn, Hausman et al., 2023b) collapse perception, planning, and control
into end-to-end learned policies. More recent OS-like frameworks, such as RoboOS (Tan et al., 2025), indicate a
growing need for an architectural layer between cognition and execution. However, these approaches still do not provide
the combination of three commitments that underlies our line of work: a single persistent agent, installable capability
packages, and policy-separated execution control. AEROS (Qin et al., 2026a) was introduced precisely to formalize that
combination through the Single-Agent Robot Principle, Embodied Capability Modules (ECMs), and a policy-separated
runtime.

The present paper builds on that architectural foundation, but shifts attention from how capabilities are organized
in a robot system to how new capability versions are admitted into that system over time.
2.2. Modular Skills, Capability Learning, and Continual Improvement

A second relevant body of work concerns modular skill learning and continual improvement in embodied systems.
In reinforcement learning and hierarchical control, prior work such as option-based methods (Sutton, Precup and Singh,
1999), SPiRL (Pertsch, Lee and Lim, 2020), SkiMo (Shi, Lim and Lee, 2022), modular neural network policies for
multi-task transfer (Devin, Gupta, Darrell, Abbeel and Levine, 2017), and multiplicative compositional policies (Peng,
Chang, Zhang, Abbeel and Levine, 2019) shows that temporally extended skills or learned skill priors can improve
sample efficiency and task reuse. These methods demonstrate the value of modular capability structure, but typically
treat learned skills as fixed after extraction or refinement, rather than as lifecycle-managed units with versioning,
rollback, and governed deployment.

Continual and lifelong learning research (Chen and Liu, 2018; Parisi, Kemker, Part, Kanan and Wermter, 2019)
addresses the challenge of acquiring new knowledge without catastrophic forgetting, often through parameter-level
mechanisms such as regularization, consolidation, or progressive expansion. However, most of this literature focuses
X. Qin et al.: Preprint submitted to Elsevier Page 5 of 39
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on updating a model while preserving prior performance, rather than on preserving the architectural identity of
a persistent embodied agent while evolving modular executable capabilities. In embodied settings, this distinction
matters: modifying the core agent may destabilize decision structure, while evolving capability modules allows
improvement to be externalized from the agent itself.

LLM-based autonomous agents provide another line of related work. LLM-grounded robotic systems such as
SayCan (Ahn, Brohan, Brown, Chebotar, Cortes, David, Finn et al., 2022) use affordance functions to ground
language commands in physical capabilities, while cross-platform efforts such as Open X-Embodiment (Open X-
Embodiment Collaboration, 2024) demonstrate skill transfer across 22 robot embodiments. Systems based on prompt
adaptation, reflection, memory rewriting, or agent self-modification (Wang, Xie, Jiang, Mandlekar, Xiao, Zhu, Fan
and Anandkumar, 2023; Shinn, Cassano, Berman, Gopinath, Narasimhan and Yao, 2023) aim to improve agent
performance over time, but often do so by changing the agent’s own reasoning loop. The capability-centric evolution
paradigm proposed in Learning Without Losing Identity (Qin et al., 2026c) takes a different position: the persistent
agent remains fixed, while improvement is channeled through modular, versioned ECMs under a runtime layer
that enforces safety and policy constraints. That work also introduces lifecycle notions such as version registries,
deployment gating, and rollback, but does not yet make upgrade governance itself the central research problem.

Our work is therefore complementary to modular skill learning and continual-learning research. Rather than asking
only how capabilities can be learned or improved, we ask how newly improved capability versions can be safely
admitted into a long-lived embodied system.
2.3. Safe Robotics, Runtime Monitoring, and Runtime Governance

A third related area is safe robotics and runtime control. A large body of work addresses robotic safety
through constrained control (Ames, Coogan, Egerstedt, Notomista, Sreenath and Tabuada, 2019), shielding (Alshiekh,
Bloem, Ehlers, Könighofer, Niekum and Topcu, 2018), control barrier functions, safe RL (García and Fernández,
2015; Brunke, Greeff, Hall, Yuan, Zhou, Panerati and Schoellig, 2022), runtime monitors (Bartocci, Deshmukh,
Donzé, Fainekos, Maler, Ničković and Sankaranarayanan, 2018), formal specification and verification of autonomous
systems (Luckcuck, Farrell, Dennis, Dixon and Fisher, 2019; Seshia, Sadigh and Sastry, 2022), runtime assurance
and safety filtering (Hobbs, Mote, Abate, Coogan and Feron, 2023), and high-assurance override architectures such
as Simplex (Sha, 2001). The Könighofer et al. survey on correct-by-construction runtime enforcement (Könighofer,
Bloem, Ehlers and Pek, 2022) provides a unifying treatment of this space, distinguishing runtime enforcement (RE)
approaches that block, edit, or replay unsafe actions from runtime verification (RV) approaches that detect violations
after the fact. This literature establishes an important principle: embodied execution must be constrained by explicit
safety mechanisms rather than treated as unconstrained action generation. It also provides many of the technical
ingredients that inspired later runtime-governance approaches, including monitoring, interruption, and recovery.

However, much of this literature focuses either on controller-level safety or on static policy enforcement for a fixed
executable system. In contrast, Harnessing Embodied Agents (Qin et al., 2026b) reframes the problem at the systems
level, proposing a runtime governance layer that mediates between a persistent embodied agent and modular capability
packages through capability admission, policy checks, execution watching, recovery management, human override, and
audit logging. That work argues that embodied execution should remain policy-constrained, observable, recoverable,
and auditable as agent capability increases.

The present paper extends that perspective one step further. If runtime governance is necessary for capability
invocation, then it is also necessary for capability replacement. In other words, we move from governing the execution
of a capability to governing the admission of a new capability version into the executable system.
2.4. Runtime Enforcement for LLM Agents and Embodied Guardrails

Recent work on safe LLM agents has increasingly explored runtime enforcement, guardrails, and harness-style
control surfaces. In embodied or partially embodied settings, AutoRT (Ahn, Dwibedi, Finn, Arenas, Gopalakrishnan,
Hausman, Ichter, Irpan, Joshi, Julian et al., 2024) uses a robot constitution to filter unsafe task proposals, Robo-
Guard (Ravichandran, Robey, Kumar, Pappas and Hassani, 2025) introduces a two-stage guardrail architecture for
LLM-enabled robots, and SafeEmbodAI (Zhang, Kong, Braunl and Hong, 2024) studies prompt- and state-level safety
protection for embodied-AI systems. In adjacent agent-runtime work, AgentSpec (Wang, Poskitt and Sun, 2026), NeMo
Guardrails (Rebedea, Dinu, Sreedhar, Parisien and Cohen, 2023), TrustAgent (Hua, Yang, Jin, Li, Cheng, Tang and
Zhang, 2024), ProbGuard (Wang, Poskitt, Wei and Sun, 2025b), and the Swiss Cheese Model (Shamsujjoha, Lu, Zhao
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and Zhu, 2024) study customizable runtime enforcement, programmable rails, constitutional safety strategies, prob-
abilistic preemptive intervention, and multi-layered guardrail architectures. Two recent proposals frame the problem
at the level we adopt here. MI9 (Wang, Singhal, Kelkar and Tuo, 2025a) is the closest framework-naming overlap:
it explicitly calls itself a runtime governance framework for agentic AI and proposes a six-component architecture
(agency-risk index, agent-semantic telemetry, continuous authorization monitoring, FSM-based conformance, goal-
conditioned drift detection, graduated containment). MI9 governs agent execution in production (monitoring, alerting,
and containing emergent unsafe behavior of an already-deployed agent), whereas our work governs the version-lifecycle
of an embodied agent’s executable capabilities, deciding which capability version is admissible, when to activate it,
and when to roll it back. The two are complementary: MI9-style execution-time governance fits inside the activated
state of our pipeline (Stage 6, online monitoring), while our compatibility checks and gated activation operate on the
upstream admission boundary that MI9 does not address. Behavioral Contracts (Bhardwaj, 2026) formalize per-agent
run-time obligations as machine-checkable contracts and propose runtime enforcement of those contracts. Their per-
agent contract abstraction is structurally close to our policy compatibility check (𝜅𝑃 ); the key difference is that their
contracts apply within a single agent version, while 𝜅𝑃 compares the policy footprint of a candidate version against
that of the active version, which is necessary to detect upgrade-time policy drift that contracts alone do not surface.

These works are highly relevant because they show that agent capability increasingly depends on external runtime
structure rather than on model quality alone. However, they mainly focus on execution-time enforcement: filtering
unsafe plans, constraining live actions, or predicting violations before they happen. Even when they operate in robotic
contexts, they generally do not treat capability modules as versioned software objects with their own deployment
lifecycle.

Our work differs in scope. We inherit the runtime-governance intuition (that safety and control should not be
embedded solely inside the agent) but apply it to the version lifecycle of embodied capabilities.
2.5. Software Deployment Practices

The governed upgrade pipeline shares structural parallels with established software deployment practices. Staged
rollout frameworks (Zhao, Liu and Deb, 2019) incrementally expose new features to growing user fractions with
sequential statistical testing; canary and blue-green deployment patterns (Humble and Farley, 2010) route a small
fraction of traffic to the new version while the old version remains active; and automated rollout with reinforcement
learning (Pritchard, Nagaraju and Fiondella, 2022) dynamically balances delivery speed against failure risk. The
DevOps performance literature surveyed by Forsgren, Humble, and Kim (Forsgren, Humble and Kim, 2018) establishes
deployment frequency, change-failure rate, and mean time to restore as the canonical metrics of deployment quality at
the organizational level; our pipeline-level metrics (BADR, FAR, UAR, RSR, PVR, SRDR) are the embodied-system
counterpart, evaluating whether a single upgrade decision is admissible rather than whether an organization releases
reliably. Research on semantic versioning (Raemaekers, van Deursen and Visser, 2017) shows that approximately
one-third of library releases introduce breaking changes despite version labels, motivating automated compatibility
validation rather than declaration-based trust. Contract-based version calculators (Lam, Dietrich and Pearce, 2020) use
static analysis to detect behavioral breaking changes, directly relevant to the interface and behavioral compatibility
dimensions in our model. Progressive delivery and feature-flag systems (Governor, 2018) extend basic canary patterns
with fine-grained audience targeting, metric-gated promotion, and automated rollback triggers; the empirical study
by Mahdavi-Hezaveh et al. (Mahdavi-Hezaveh, Dabrowski and Williams, 2021) documents how practitioners use
feature toggles to decouple deployment from release, which we adopt structurally: candidate registration in our pipeline
corresponds to feature-flag enrollment, and gated activation corresponds to flag promotion under policy review. Chaos
engineering (Rosenthal and Jones, 2020) deliberately injects failures into production systems to validate resilience.
This approach is conceptually related to our fault-injection sandbox evaluation, though it targets infrastructure rather
than capability-level behavioral drift.

Beyond deployment mechanics, a growing literature on ML deployment monitoring addresses challenges that
arise once learned models enter production. Sculley et al.’s analysis of hidden technical debt in ML systems (Sculley,
Holt, Golovin, Davydov, Phillips, Ebner, Chaudhary, Young, Crespo and Dennison, 2015) catalogues failure modes
that arise specifically because ML components are deployed inside larger systems (glue code, configuration debt,
undeclared consumer entanglement, and pipeline-jungle complexity), and argues that these system-level concerns
dominate the cost of ML in production once initial training is complete. The ML Test Score (Breck, Cai, Nielsen,
Salib and Sculley, 2017) translates this concern into a 28-point production-readiness rubric covering data, model,
infrastructure, and monitoring, and is the closest SE precedent for our four-dimensional compatibility model: both
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Table 1
Comparison of governance concerns in standard DevOps/MLOps deployment versus governed capability evolution for
embodied systems. Each row highlights a domain-specific requirement that prevents direct adoption of existing deployment
tooling.

Governance Concern DevOps / MLOps Embodied Governed Evolution

Compatibility checking API schema diff; model accuracy on held-out
set

Four-dimensional: interface, policy, behavioral,
recovery

Canary / shadow mode Traffic splitting across replicas Single actuator; shadow runs in parallel simu-
lator

Health signal HTTP status, latency, error rate Execution traces: 𝜇viol, 𝜇anom, 𝜌
Rollback trigger Metric threshold on stateless requests Behavioral drift + recovery degradation on

physical plant
Rollback semantics Route traffic to old container Restore prior capability version + re-verify

policy state
Environment sensitivity Region / data-center affinity Deployment profile (Γsim, Γreal, Γhuman)
Safety constraint SLA / error budget Physical safety: force limits, collision avoidance

treat deployment-readiness as a multi-dimensional checkable rubric rather than a single accuracy threshold. Paleyes
et al. (Paleyes, Urma and Lawrence, 2022) survey real-world ML deployment case studies and identify versioning,
rollback, and monitoring as persistent challenges across domains. Ashmore et al. (Ashmore, Calinescu and Paterson,
2021) propose an assurance framework spanning the full ML lifecycle from development through deployment and
update, emphasizing that deployment safety is not a one-time validation but a continuous process. These findings from
ML operations reinforce the motivation for our governed upgrade pipeline: even in non-embodied settings, deploying
a new model version without lifecycle governance is a recognized source of production failures.

A separate strand of work addresses the runtime mechanism of capability hot-swap on physical robots. LITHE (Lim
and Clites, 2026) bridges a Python “Brain” and a real-time C++ “Spine” on commodity Linux hardware, supporting
dynamic linking of new control laws into a 1 kHz control loop without interruption. LITHE solves the hot-swap
mechanism: how to physically replace running control logic at hard real-time deadlines. Our work is complementary
at the policy layer: we do not address the lock-free linking and CPU-isolation mechanics that LITHE handles, but
we govern which candidate version is admissible to swap in, when activation is permitted, and when rollback should
be triggered. A production-ready embodied governance stack would plausibly use a LITHE-style real-time substrate
together with an upgrade-governance layer of the kind proposed here.

Our pipeline maps onto software deployment patterns (candidate registration ≈ feature-flag enrollment; sandbox
≈ pre-production testing; shadow ≈ canary traffic; gated activation ≈ percentage ramp-up; online monitoring ≈ metric
alerting; rollback ≈ automated rollback). However, embodied capability upgrade introduces requirements absent from
both web-service deployments and standard MLOps pipelines: physical-world safety constraints that preclude serving
two versions simultaneously to the same actuator, policy compatibility checks tied to spatial and authority contexts,
behavioral compatibility assessed through execution telemetry rather than HTTP metrics or model-level accuracy, and
recovery compatibility that depends on robot-specific rollback feasibility.

Table 1 makes these differences explicit. The table contrasts how each governance concern is addressed in standard
DevOps/MLOps practice versus the governed capability evolution framework.

These differences justify treating governed capability evolution as a distinct systems problem rather than a direct
application of DevOps or MLOps practice. The key question is no longer only whether a proposed action should be
allowed; it is whether a newly produced capability version should be admitted, shadow-tested, activated, monitored,
and, if necessary, rolled back to the previous version.
2.6. Position of This Work

Taken together, prior work establishes three important trends. First, robot software stacks increasingly require
an explicit architectural layer between cognition and execution. Second, embodied systems increasingly benefit from
modular and evolvable capabilities rather than monolithic controllers. Third, runtime safety is increasingly treated as
a systems concern rather than a controller-local detail. AEROS (Qin et al., 2026a) formalizes the first trend through
a single-agent architecture with installable ECMs and a policy-separated runtime. Capability-centric evolution (Qin
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Table 2
Positioning of governed capability evolution relative to related work.  =explicitly addressed; G#=partially addressed;
#=not addressed. The Ours column is typeset in paper blue to make the pattern of full coverage easy to spot at a glance.

Dimension Middleware Capability Runtime Ours
& Skills Learning Governance

Persistent agent identity G# # G#  
Capability packaging (ECM) G# G# #  
Capability versioning # G# #  
Execution-time governance G# G#   
Upgrade-time governance # # #  
Rollback-aware deployment # G# G#  

et al., 2026c) formalizes the second by decoupling agent identity from capability growth. Runtime governance (Qin
et al., 2026b) formalizes the third by externalizing policy enforcement, monitoring, recovery, and human override.

What remains missing is the lifecycle layer that connects them: how a new capability version enters a running
embodied system under governance. Existing work studies modular capability packaging, capability learning, and
runtime-constrained execution, but does not make governed capability upgrade itself the primary object of analysis.
This paper addresses that gap by formulating governed capability evolution as a distinct systems problem, in which
every new capability version is treated as a governed deployment candidate rather than an immediate replacement.

Table 2 summarizes the positioning of this work relative to the four bodies of related work reviewed above.
The remainder of this paper develops the formal and systems infrastructure needed to address the lifecycle gap.

3. Problem Formulation
3.1. Background: System Model

We consider a long-lived embodied agent system with one persistent agent, a set of versioned capability modules,
and a runtime governance layer (Qin et al., 2026a,c,b). The system at time 𝑡 is

𝑡 = (, 𝑡, Π𝑡, Γ𝑡), (1)
where  = (𝜋,𝑀 id

 ,𝑀ep
 ) is the persistent agent (fixed decision policy 𝜋 and identity memory 𝑀 id

 , invariant
throughout capability evolution), 𝑡 = {𝑐(𝑘1)1 ,… , 𝑐(𝑘𝑛)𝑛 } is the active capability set where each 𝑐(𝑘𝑖)𝑖 is the currently
active version of the 𝑖-th ECM, Π𝑡 is the runtime policy configuration, and Γ𝑡 is the governance context (deployment
profile, authority state, environment constraints). Upgrade decisions are conditioned on the governing state 𝐺𝑡 =
(Π𝑡,Γ𝑡); the same candidate may be admissible in a simulation profile but rejected in a human-shared setting (Qin
et al., 2026b).

During operation, the system may produce a candidate 𝑐(𝑘+1)𝑖 through RL, imitation learning, LLM-based synthesis,
or manual revision. The key issue is not how 𝑐(𝑘+1)𝑖 is learned, but how it is admitted. Even when the candidate
improves task success, it may change invocation structure, expand permissions, alter trace distributions, or invalidate
recovery assumptions. We therefore distinguish capability production (yielding a candidate) from capability admission
(deciding whether the candidate may enter the active system, under what mode, and with which monitoring conditions).
3.2. Upgrade Decision Function

We formalize capability upgrade admission as a governance decision over the current active version, the candidate
version, and the current runtime state. Let


(

𝑐(𝑘+1)𝑖 , 𝑐(𝑘)𝑖 , Π𝑡, Γ𝑡
)

→
{

reject, sandbox, shadow, activate, rollback-review
} (2)

denote the upgrade decision function. The output of  is drawn from the following set:
• reject: the candidate is not admissible under current compatibility or policy conditions.
• sandbox: the candidate may proceed only to isolated evaluation.
• shadow: the candidate may be executed in parallel observation mode without controlling the real execution path.
• activate: the candidate may replace or augment the active version under runtime monitoring.
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• rollback-review: the candidate may be tentatively activated, but activation must remain coupled to explicit rollback
readiness or supervisory review.
This decision function differs from ordinary execution-time admission (Qin et al., 2026b), which decides whether

a proposed capability invocation may execute now. Here, the decision concerns whether a new version may become
part of the executable system itself; we formalize the consequences of this distinction in the next subsection.
Definition 3.1 (Governed Capability Evolution). A long-lived embodied system exhibits governed capability evo-
lution if every candidate capability version is admitted into active execution only after explicit evaluation of its
compatibility across four dimensions (interface, policy, behavioral, and recovery; see Section 4), and remains subject
to monitoring and rollback after activation.

This separates governed evolution from naïve upgrade (immediate replacement after training) and offline-only
validation (one-shot checks with no post-activation monitoring). Upgrade admissibility is context-dependent: the same
candidate may be accepted, shadowed, or rejected depending on deployment profile and policy configuration.
3.3. Failure Modes of Naïve Upgrade

The motivation for governed upgrade can be made concrete through the failure modes of naïve capability
replacement. Let the system activate 𝑐(𝑘+1)𝑖 without explicit governance. At least four classes of failure may follow:
1. Interface breakage: the planner or dispatcher invokes the new version under outdated assumptions.
2. Policy breakage: the new version performs actions that are insufficiently covered by existing runtime policies.
3. Behavioral regression: nominal task success improves in some cases, but unsafe continuation or anomalous runtime

traces increase.
4. Recovery degradation: once the new version fails, the system can no longer rollback, fallback, or safely interrupt

execution under existing recovery assumptions.
These failure modes motivate treating capability upgrade as a governed lifecycle event rather than a purely optimization-
driven update.
3.4. Design Objective

The objective of this paper is not to maximize upgrade acceptance rate at any cost. Instead, we seek an embodied
upgrade process that jointly satisfies the following properties:
• Improvement: beneficial capability versions should still be deployable.
• Safety: unsafe or policy-incompatible upgrades should be prevented.
• Compatibility: upgraded capabilities should remain structurally usable by the current system.
• Recoverability: failed or drifting upgrades should admit rollback or fallback.
• Auditability: upgrade decisions and post-activation interventions should remain inspectable.

Formally, let 𝐽 (𝑡) denote system utility and let 𝑆(𝑡) denote governance-constrained safety. The target is not
simply max 𝐽 (𝑡+1), but rather to admit only those candidate upgrades that improve utility while preserving a
governance envelope over execution and failure handling. Governed capability evolution thereby extends the policy-
constrained execution principle from action-level control to capability-level deployment control.

4. Upgrade Compatibility Model
4.1. Overview

The central premise of this paper is that a newly produced capability version should not be treated as an immediate
replacement for the currently active one. Instead, it should be evaluated as a governed candidate before entering the
active capability set. To make this decision analyzable, we introduce an upgrade compatibility model that decomposes
capability admission into four complementary dimensions: interface compatibility, policy compatibility, behavioral
compatibility, and recovery compatibility.

This decomposition is motivated by the architectural commitments established in prior work. In the single-agent
embodied architecture (Qin et al., 2026a), capabilities are packaged as explicit, installable modules rather than being
fused into a monolithic controller. In the capability-evolution view (Qin et al., 2026c), modules are versioned, updated,
and gated over time while the agent identity remains fixed. In the runtime-governance view (Qin et al., 2026b),
execution remains subject to admission, policy checking, monitoring, recovery, and audit. The missing step is to
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Table 3
Four upgrade-compatibility dimensions at a glance.

Dim. Core question Checks Outcomes

𝜅𝐼 Callable by current planner, dis-
patcher, runtime?

Signature, schema, pre/post-
condition, dependency

compat. / cond. / incompat.

𝜅𝑃 Current policy set sufficient? Permission scope, policy coverage,
env-profile, authority

compat. / cond. / review / incom-
pat.

𝜅𝐵 Execution behavior within gover-
nance expectations?

Trace distrib., retry/timeout, unsafe
contin., watcher alignment

compat. / suspicious / incompat.

𝜅𝑅 System recoverable if candidate
fails?

Rollback, fallback, safe-abort,
failure-mode recognizability

compat. / cond. / fragile / incom-
pat.

determine whether a new capability version remains compatible with the surrounding system along all of these
dimensions before activation.

Let 𝑐(𝑘)𝑖 denote the currently active version of capability 𝑖, and let 𝑐(𝑘+1)𝑖 denote a candidate upgraded version. We
define the compatibility assessment function


(

𝑐(𝑘+1)𝑖 , 𝑐(𝑘)𝑖 , Π𝑡, Γ𝑡
)

→ (𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅), (3)
where 𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , and 𝜅𝑅 denote compatibility outcomes for interface, policy, behavioral, and recovery dimensions,
respectively. The overall upgrade decision is then derived from these compatibility outcomes rather than from raw task
performance alone.
4.2. Capability Representation

To support upgrade analysis, each capability version is represented by both executable logic and machine-readable
operational metadata. This extends the ECM abstraction introduced in prior work (Qin et al., 2026a,c), where modules
expose interfaces, permissions, risk information, rollback support, and environment-related descriptors.

We represent a capability version 𝑐 as
𝑐 = (𝐼𝑐 , 𝑂𝑐 , 𝜙𝑐 , 𝑃𝑐 , 𝐵𝑐 , 𝑅𝑐 , 𝐷𝑐), (4)

where:
• 𝐼𝑐 and 𝑂𝑐 are the input and output interface specifications;
• 𝜙𝑐 is the invocation schema and declarative capability descriptor;
• 𝑃𝑐 is the permission and policy-relevant profile;
• 𝐵𝑐 is the behavioral signature inferred from execution traces;
• 𝑅𝑐 is the recovery profile, including rollback and safe-abort assumptions;
• 𝐷𝑐 is deployment metadata such as version, dependencies, and environment scope.

The purpose of this representation is not to fully formalize the internals of every capability implementation, but to
expose enough structure for upgrade-time governance.
4.3. Four Compatibility Dimensions

We now define the four dimensions in parallel. Table 3 gives a structured overview; the text below provides formal
definitions and key checks for each dimension.
Interface compatibility (𝜅𝐼 ) A new version may break the surrounding system even if it improves task performance.
We evaluate

𝜅𝐼 = COMPAT𝐼
(

𝑐(𝑘)𝑖 , 𝑐(𝑘+1)𝑖
)

= 𝑓𝐼
(

Δsig, Δschema, Δpre∕post , Δdep
)

,
(5)

where the four Δ terms capture deviation in input/output signatures, invocation schema, pre/postconditions, and depen-
dency requirements. A version is compatible if the current system can invoke it without modification, conditionally
compatible if bounded adaptation suffices, and incompatible if activation would require planner or runtime changes
beyond the upgrade-governance scope.
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Policy compatibility (𝜅𝑃 ) Even if callable, a candidate may exceed the current policy envelope (Qin et al., 2026b).
We evaluate 𝜅𝑃 = COMPAT𝑃 (𝑐(𝑘+1)𝑖 ,Π𝑡,Γ𝑡), checking permission scope, policy coverage (via COVERΠ𝑡

(𝑐) ∈ [0, 1],
the fraction of reachable execution modes constrained by the active policy set), environment-profile admissibility, and
authority escalation. A candidate is policy-compatible only if coverage exceeds a required threshold and no uncovered
high-risk mode exists.
Behavioral compatibility (𝜅𝐵) Structural callability and policy coverage do not guarantee stable runtime behavior.
We emphasize that “behavioral compatibility” here refers to trace-level alignment between a candidate version’s
execution profile and the system’s governance expectations (success rates, timing, anomaly incidence, recovery
behavior), not to “behavioral safety” in the safe RL sense (García and Fernández, 2015), which concerns reward-
shaping or constrained optimization during policy learning. Our notion operates at the deployment level: a version
may be safe in the RL sense yet behaviorally incompatible with the running system’s governance assumptions. We
compare behavioral signature vectors

𝐵𝑐 =
(

𝜇succ, 𝜇time, 𝜇retry, 𝜇viol, 𝜇anom, 𝜇recover
)

, (6)
derived from execution traces  old and  new, computing a drift function Δ𝐵 = 𝑑(𝐵old, 𝐵new). The upgrade is
behaviorally suspicious if it improves nominal success while sharply worsening safety-critical dimensions. A candidate
may be behaviorally incompatible even when its average task success exceeds the active version. This is a key reason
why governed evolution cannot be reduced to benchmark maximization.
Recovery compatibility (𝜅𝑅) A high-performing candidate may degrade system robustness if the runtime can no
longer recover from its failures (Qin et al., 2026c,b). We evaluate

𝜅𝑅 = COMPAT𝑅
(

𝑐(𝑘+1)𝑖 , 𝑐(𝑘)𝑖 , Π𝑡, Γ𝑡
)

, (7)
checking rollback, fallback, safe-abort, and failure-mode recognizability. We define a recovery-readiness score
𝜌(𝑐) = 𝑔(𝑟rollback , 𝑟fallback , 𝑟abort , 𝑟detect); low 𝜌 restricts activation mode or requires supervisory review. Critically,
recoverability is an admission criterion, not merely a post-failure concern.
4.4. Compatibility Composition

The four dimensions above are intentionally separated because upgrade failure may emerge in different ways. A
candidate may be structurally callable but behaviorally unstable; it may be policy-covered but unrecoverable; or it may
be nominally high-performing but incompatible with real-robot deployment policy.

We therefore define overall compatibility not as a single scalar but as a governed composition:
overall = Ψ(𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅), (8)

where Ψ is a governance aggregation rule. In our framework, aggregation is conservative:
• any interface incompatibility yields immediate rejection;
• policy incompatibility yields rejection or review depending on environment profile;
• behavioral incompatibility yields sandbox-only or shadow-only restriction;
• recovery fragility yields activation only under rollback-coupled monitoring.

This conservative composition reflects the principle that capability activation is a system-level commitment, not a
pure performance-optimization step.
4.5. Compatibility Outcomes and Deployment Modes

The compatibility model produces one of four deployment-oriented outcomes: (1) fully compatible, where the
candidate is structurally callable, policy-covered, behaviorally aligned, and recovery-ready, and may proceed to gated
activation; (2) conditionally compatible, where the candidate is admissible only under bounded conditions, such
as simulation-only operation, stricter runtime thresholds, shadow deployment first, or mandatory human approval;
(3) evaluation-only, where the candidate is not safe for activation but remains informative for sandbox or shadow
experimentation, allowing the system to learn from candidate behavior without admitting it into the active execution
path; and (4) incompatible, where the candidate cannot be safely admitted under the current architecture and
governance envelope and must be rejected or revised. These outcomes feed directly into the governed upgrade pipeline
described in Section 5.
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Table 4
Seven-stage governed upgrade pipeline.

# Stage Purpose

1 Registration Insert candidate into version registry as a managed, non-active object.
2 Compat. validation Evaluate (𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅); fail-fast reject or route to sandbox/shadow.
3 Sandbox evaluation Test candidate in isolation under canonical tasks and structured perturbations.
4 Shadow deployment Run candidate in parallel with active version on live inputs; compare outputs without

granting control.
5 Gated activation Promote candidate to active set under profile-sensitive mode (full / conditional / approval-

bound / rollback-coupled).
6 Online monitoring Track post-activation drift in performance, policy, behavior, and recovery signals.
7 Rollback & audit Restore prior version if drift detected; record full lifecycle for audit.

4.6. Relation to Prior Capability Gating
The compatibility model extends, but does not duplicate, earlier ideas such as gated deployment (Qin et al.,

2026c) and runtime governance (Qin et al., 2026b). In earlier capability-evolution work, gating is mainly described
as a deployment safeguard that prevents poorly trained versions from replacing active ones. In earlier runtime-
governance work, policy, watcher, and recovery mechanisms mainly constrain execution-time capability invocation.
Our contribution is to unify these intuitions into an explicit upgrade-time governance model that explains what must
be compatible, why it matters, and how upgrade admission differs from ordinary execution admission.

5. Governed Upgrade Pipeline
5.1. Overview

The compatibility model introduced in the previous section defines what must be checked before a new capability
version may enter the active embodied system. We now describe how those checks are operationalized as a governed
lifecycle. The key idea is that a candidate capability version should not move directly from production to activation.
Instead, it passes through a staged upgrade pipeline in which structural compatibility, policy sufficiency, behavioral
stability, and recovery readiness are progressively evaluated under increasingly realistic execution conditions.

This pipeline extends the runtime-governance view from execution-time action control to capability-lifecycle
control. In ordinary policy-constrained execution, the runtime mediates whether an already installed capability may
execute now. In governed capability evolution, the runtime additionally mediates whether a newly produced capability
version may become part of the active capability substrate at all. The result is a staged governance path in which
upgrade is treated as a controlled systems transition rather than a local optimization event.

At a high level, the governed upgrade pipeline consists of seven stages: (1) candidate registration, (2) pre-activation
compatibility validation, (3) sandbox evaluation, (4) shadow deployment, (5) gated activation, (6) online monitoring
and drift handling, and (7) rollback, demotion, and audit closure. These stages form a progression from low-risk
evaluation to active deployment. A candidate may advance, repeat, pause, or terminate at any stage depending on
compatibility outcomes and runtime observations.
5.2. Pipeline Stages

Table 4 summarizes all seven stages. Below we provide the key formal elements for each stage.
Stage 1: Candidate registration A new version 𝑐(𝑘+1)𝑖 is inserted into the version registry 𝑖 together with
provenance, declared interface changes, permission profile, dependency set, and estimated risk level. Registration
establishes a lifecycle boundary: a new version exists as a managed object before it becomes an executable system
component, extending gated-deployment ideas from prior work (Qin et al., 2026c).
Stage 2: Pre-activation compatibility validation The four compatibility dimensions from Section 4 are evaluated:
(𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅) = (𝑐(𝑘+1)𝑖 , 𝑐(𝑘)𝑖 ,Π𝑡,Γ𝑡). Validation routes the candidate to one of four outcomes: fail-fast reject,
sandbox-only, shadow-eligible, or activation-eligible. Interface and policy incompatibility trigger fail-fast rejection,
avoiding unnecessary downstream evaluation.
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Stage 3: Sandbox evaluation Candidates are tested in an isolated environment sb under canonical tasks and
structured perturbations (noise, delay, tool unavailability). The sandbox computes the metrics that drive admission
decisions:

(𝑐(𝑘+1)𝑖 ) = {𝑚succ, 𝑚viol, 𝑚anom, 𝑚retry, 𝑚recover}. (9)
A candidate may fail sandbox despite passing compatibility checks, since compatibility is necessary but not sufficient
for deployment.
Stage 4: Shadow deployment The candidate executes in parallel with the active version on the same live input
stream but does not control the real execution path. Shadow deployment evaluates comparative divergenceΔshadow(𝑡) =
𝑑(𝑦old𝑡 , 𝑦new𝑡 ) and supports three checks: regression discovery, behavioral drift discovery, and live-context policy
checking. This stage bridges the distributional gap between sandbox isolation and real deployment.
Stage 5: Gated activation Only after shadow deployment does a candidate become eligible for promotion into the
active execution substrate. Activation proceeds only if

𝜃act(𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅, ,Δshadow,Γ𝑡) = 1, (10)
and is profile-sensitive: the same candidate may be fully activated in simulation, conditionally activated on a real robot,
and rejected in a human-shared environment (Qin et al., 2026b).
Stage 6: Online monitoring and drift handling An activated upgrade remains provisional. The monitoring
function evaluates the post-activation telemetry stream Ωupgrade

𝑡 :
𝑀(Ωupgrade

𝑡 ,Π𝑡,Γ𝑡) → {continue, restrict, escalate, rollback}, (11)
tracking performance drift, policy drift, behavioral anomaly, and recovery instability.
Stage 7: Rollback, demotion, and audit closure If monitoring detects unacceptable drift, the system restores the
prior active version: 𝑡 ← (𝑡 ⧵ {𝑐(𝑘+1)𝑖 }) ∪ {𝑐(𝑘)𝑖 }. We distinguish hard rollback (immediate removal), soft demotion
(downgrade to sandbox/shadow status), and profile demotion (restricted to lower-risk environments). Audit closure
records the complete lifecycle for debugging, policy redesign, and future evolution.
5.3. Pipeline as a Governance State Machine

The seven stages above can be formalized as a governance state machine over candidate capability versions,
in which each candidate occupies one of eight lifecycle states (registered, validated, sandboxed, shadowed,
active, demoted, rejected, rolled-back) and transitions are governed by compatibility outcomes and runtime
evidence rather than by a simple “train then replace” rule. This state-machine view clarifies that governed capability
evolution is not a point decision but a lifecycle process: governance remains active before, during, and after deployment.
The complete state semantics and transition rules are given in Section A.
5.4. Comparison with Naïve Upgrade

The governed upgrade pipeline differs from naïve upgrade in three structural ways. First, naïve upgrade collapses
production and admission: once a new version is produced, it becomes active. Governed upgrade separates these steps
through explicit candidate registration and compatibility validation. Second, naïve upgrade relies mostly on nominal
performance improvement. Governed upgrade incorporates policy sufficiency, behavioral stability, and recoverability
as first-class admission criteria. Third, naïve upgrade typically treats activation as final. Governed upgrade treats
activation as monitored and reversible.

These differences matter because embodied systems are runtime systems operating under safety, policy, and
intervention constraints, not merely optimization targets.
5.5. Design Implications

The governed upgrade pipeline has several broader implications for embodied systems. First, it reframes capability
evolution as a deployment-management problem in addition to a learning problem. Second, it suggests that future
embodied operating systems may require native support for version registries, sandbox execution, shadow deployment,
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and rollback semantics, not just planners and skill libraries. Third, it opens the door to more formal upgrade policies,
such as environment-specific activation contracts, capability trust levels, or staged fleet rollout across multiple robots.

In this sense, governed capability evolution is not merely a safety add-on. It is a lifecycle discipline for long-lived
embodied intelligence.

6. Prototype Implementation
6.1. Implementation Goals

We implement a reference prototype to demonstrate that governed capability evolution can be realized as a concrete
embodied-systems mechanism rather than only a conceptual lifecycle model. The prototype is built on top of three
architectural commitments established in prior work: a single persistent embodied agent (Qin et al., 2026a), modular
capability packaging through ECMs (Qin et al., 2026c), and a runtime governance layer that mediates execution under
explicit policy constraints (Qin et al., 2026b).

The implementation has two purposes. First, it provides the concrete software structure needed to evaluate upgrade
compatibility, sandbox testing, shadow deployment, and rollback. Second, it shows that upgrade governance can be
added as a lifecycle layer above existing modular embodied runtimes without rewriting the persistent agent itself, which
remains fixed across capability updates.

The prototype is intentionally lightweight. It is designed as a systems reference implementation, not as a production
deployment stack. Accordingly, the implementation emphasizes architectural separation, upgrade traceability, and
controlled activation flow rather than platform-specific optimization.
6.2. Base System Architecture

The prototype consists of five main subsystems: (1) Persistent Agent Core, (2) ECM Registry and Loader,
(3) Runtime Governance Layer, (4) Upgrade Manager, and (5) Execution Backend.

The Persistent Agent Core maintains task context, performs planning, selects capabilities, and dispatches
invocation requests. As in the earlier single-agent formulation (Qin et al., 2026a), it remains the unique decision-making
subject of the system and is not modified during the upgrade process.

The ECM Registry and Loader manages installed capability packages and their versions. It exposes manifests,
interfaces, dependency metadata, and activation state to the runtime. This extends earlier ECM lifecycle ideas such as
install, configure, activate, deactivate, and remove (Qin et al., 2026c).

The Runtime Governance Layer mediates ordinary capability execution and continues to provide capability
admission, policy enforcement, runtime watching, recovery coordination, and audit logging (Qin et al., 2026b). In
the prototype, the upgrade framework is implemented on top of this layer instead of replacing the agent’s reasoning
loop.

The Upgrade Manager is the new component introduced in this paper. It governs candidate registration,
compatibility validation, sandbox evaluation, shadow deployment, activation gating, and rollback decisions.

The Execution Backend provides the actual simulator-facing or middleware-facing execution substrate. In our
prototype, this backend is instantiated over a physics simulation stack, depending on the evaluation task. The
architecture remains platform-agnostic even when realized on a specific backend.
6.3. Persistent Agent Core

The Persistent Agent Core is implemented as a long-lived control process with four logical modules: a Goal
Interpreter that converts user goals or task triggers into task-level objectives, a Task Planner that decomposes objectives
into capability-level requests, a Capability Selector that queries the active ECM registry to identify eligible modules,
and an Invocation Dispatcher that routes selected invocations through the runtime governance layer rather than
executing them directly.

The agent does not distinguish between “ordinary” capability execution and “upgraded” capability execution
through internal logic changes. The agent continues to reason over active capability descriptors exposed by the registry.
This preserves the identity-invariance principle (Qin et al., 2026c): capability growth occurs through the capability set
rather than through rewriting the persistent agent.
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6.4. ECM Packaging and Version Registry
Each capability is packaged as an ECM with a manifest and executable implementation bundle. The manifest

contains at least: capability name and version identifier, input/output interface schema, invocation entry points,
dependency declarations, permission profile, environment scope, rollback metadata, and optional recovery hooks.

The registry maintains both active versions and candidate versions. For each capability family 𝑖, the registry stores:
𝑖 = {𝑐(0)𝑖 , 𝑐(1)𝑖 , … , 𝑐(𝑘)𝑖 , 𝑐(𝑘+1)𝑖 , …}. (12)

Each entry includes lifecycle state, provenance, validation history, deployment status, and audit links. Candidate
versions are never loaded directly into the active dispatcher path; they remain under Upgrade Manager control until
activation is explicitly approved.

The registry exposes three different views: an active view (versions visible to the agent dispatcher), a candidate
view (versions under evaluation), and a history view (prior versions retained for rollback and audit). This separation
makes upgrade lifecycle state a first-class runtime object.
6.5. Runtime Governance Layer Reuse

The prototype reuses the existing execution-time governance structure (Qin et al., 2026b) rather than creating a
separate upgrade-only enforcement stack. What changes is that the runtime now has two governance boundaries: an
execution-time governance boundary, which controls whether a currently active capability invocation may execute
now, and an upgrade-time governance boundary, which controls whether a new capability version may become active
at all. This reuse allows upgrade governance to inherit existing policy models, watcher logic, and recovery mechanisms,
while extending them to the version lifecycle.
6.6. Upgrade Manager

The Upgrade Manager is the core new subsystem. It is implemented as a lifecycle controller over candidate
capability versions. Its responsibilities are: candidate registration, compatibility checking, sandbox orchestration,
shadow execution orchestration, activation gating, rollback triggering, and upgrade audit logging.

For each candidate 𝑐(𝑘+1)𝑖 , the Upgrade Manager maintains a lifecycle state variable 𝑧
(

𝑐(𝑘+1)𝑖
) taking values from

the set { registered, validated, sandboxed, shadowed, active, demoted, rejected, rolled-back }. State
transitions are driven by compatibility results and runtime evidence rather than by a simple “latest version wins” policy.

The Upgrade Manager exposes a small control API: register_candidate, run_compat_checks, launch_sandbox_eval,
launch_shadow_eval, activate_candidate, restrict_candidate, and rollback_candidate. This API implements the lifecycle
described in Section 5.
6.7. Compatibility Checker

The Compatibility Checker operationalizes the four-dimensional compatibility model from Section 4.
The Interface Checker compares old and new capability manifests and executable entry contracts, verifying

input/output type compatibility, parameter-schema compatibility, manifest completeness, precondition/postcondition
declarations, and dependency satisfiability. This checker is mostly static: it operates over manifests and declared
schemas before runtime execution begins.

The Policy Checker evaluates whether the candidate remains governable under the current policy set Π𝑡 and
deployment profile Γ𝑡. It compares permission scope, actuator access, environment tags, and declared resource usage
against active policy rules. The policy check can produce one of four outcomes: allow under current profile, allow
under restricted profile, allow only with approval, or reject for insufficient policy coverage.

The Behavioral Checker is dynamic rather than static. It runs candidate versions in sandbox or shadow mode
and derives a governance-oriented behavioral signature from execution traces, including success rate, retry frequency,
anomaly incidence, intervention frequency, and timeout behavior.

The Recovery Checker verifies whether rollback paths, fallback routes, safe-abort hooks, and watcher-trigger
assumptions remain usable for the candidate version. This includes checking whether the old version is still reloadable,
whether fallback capability bindings remain valid, and whether known failure signals are still observable by the runtime
monitor.
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6.8. Evaluation Executors: Sandbox and Shadow
The Sandbox Executor runs candidate capabilities in an isolated evaluation context with its own invocation

wrapper, telemetry channel, and policy envelope. It supports three evaluation modes: canonical-task mode for nominal
performance measurement, perturbation mode for state noise, timing drift, tool failure, or observation corruption, and
adversarial-governance mode for permission stress tests and unsafe-behavior exposure. Each sandbox run emits a
structured trace record containing capability version, task instance, inputs and outputs, execution duration, retry count,
anomaly flags, policy hits, and recovery triggers.

The Shadow Executor is responsible for live-context parallel evaluation. Both the active version and the candidate
version receive the same input stream, but only the active version controls actual task execution. The Shadow Executor
records divergence at three levels: output divergence, governance-signal divergence, and trace-envelope divergence,
allowing the prototype to observe whether the candidate behaves differently under real task flow without granting it
execution authority.
6.9. Activation, Monitoring, and Rollback

The Activation Controller determines whether a candidate may enter the active capability view. It consumes the
outputs of compatibility checks, sandbox metrics, shadow metrics, current environment profile, and authority mode.
The controller implements threshold-based and rule-based activation gating; decisions are intentionally explicit and
inspectable rather than learned end-to-end, keeping the governance logic auditable.

Once activated, the candidate is tracked by the Online Upgrade Monitor. This component reuses the runtime
watcher infrastructure but adds deployment-phase counters and thresholds specific to upgraded versions. It tracks
rolling success rate, policy-warning frequency, anomaly rate, intervention frequency, and rollback-trigger conditions.
If monitored behavior crosses configured thresholds, the Upgrade Manager may downgrade the candidate, restrict its
profile, or trigger rollback.

The Rollback Controller restores the previously active capability version when upgrade failure is detected. It
deactivates the candidate, restores the prior active binding, repairs dispatch state if needed, and emits rollback audit
events. The prototype supports both hard rollback (immediate removal from active use) and soft demotion (preserved
for further sandbox/shadow study but excluded from production execution).
6.10. Audit and Telemetry Store

All upgrade lifecycle events are written to an Audit and Telemetry Store. Each candidate version receives a
persistent audit record including version provenance, compatibility outcomes, sandbox metrics, shadow metrics,
activation decision, post-activation telemetry, and rollback or retention outcome. Audit records serve three roles:
debugging upgrade failure, explaining admission or rejection, and supporting later capability redesign or policy
updates.
6.11. Implementation Scope

The prototype is intentionally scoped as a reference system. It does not yet provide a fully formal capability type
system, probabilistic policy verification, large-scale multi-robot upgrade orchestration, or autonomous policy synthesis
for new capabilities. Its role is to show that the architectural ideas in Sections 3 to 5 can be instantiated with a coherent
software structure and evaluated experimentally.
6.12. Computational Overhead

Table 5 reports the wall-clock overhead of each pipeline stage, measured on a single CPU core using the simulated
environment with 42 candidates per seed.

Pre-activation governance (compatibility check, sandbox, shadow) costs approximately 7 ms per candidate in the
simulated environment. For the PyBullet physics-based environment, per-candidate overhead increases to approx-
imately 2–5 s due to IK computation and physics stepping. In both cases, governance overhead is dominated by
evaluation execution time rather than by the governance logic itself, suggesting that overhead scales linearly with
task complexity and evaluation batch size rather than with the number of pipeline stages.
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Table 5
Wall-clock overhead per pipeline stage (simulated environment, single CPU).

Stage Time Scope

Compatibility check 0.06ms per candidate
Sandbox evaluation ∼3ms per candidate
Shadow deployment ∼4 ms per candidate
Gated activation <0.01 ms per candidate
Online monitoring ∼2ms per rollback attempt

Full screening (E1) 2.7ms 42 candidates
Full pipeline (E2, 1 seed) 89ms 5 rounds × 3 strategies

7. Experimental Setup
7.1. Experimental Objective

The purpose of the evaluation is to test a simple but important hypothesis: naïve capability upgrade may
improve nominal task performance while simultaneously increasing the probability of unsafe, policy-incompatible,
or operationally unstable behavior, whereas governed upgrade preserves most of the performance benefit while
maintaining deployment safety and recoverability.

Accordingly, our experiments are not designed only to measure whether an upgraded capability performs better than
an older one. Instead, they are designed to measure whether upgraded capabilities can be safely admitted, monitored,
and, when necessary, rolled back within a long-lived embodied system. This follows directly from the governing
question of this paper: not whether capabilities can evolve, but whether capability evolution can remain governable.
7.2. Evaluation Platform

We evaluate the prototype in a simulated embodied-manipulation environment built on PyBullet with a ROS 2
middleware layer (Macenski et al., 2022; Perez, Mavridou, Pressburger, Will and Martin, 2022) for message passing,
telemetry, and runtime monitoring hooks. PyBullet is chosen for its deterministic stepping mode, lightweight process
overhead, and compatibility with the policy-enforcement and rollback hooks required by the upgrade pipeline.

The environment provides a manipulator robot model with end-effector control, object state and pose observations,
grasp/align/place task primitives, runtime telemetry channels, policy-enforcement hooks, and rollback and interruption
interfaces. To study governed upgrade under realistic variability, we inject stochastic perturbations into object positions,
observation noise, action latency, and execution disturbances.
7.3. Task Suite

We use a small but structured embodied task suite composed of modular manipulation tasks, chosen to satisfy
three properties: tasks must require reusable capability modules rather than monolithic end-to-end control; tasks must
allow measurable improvement across versions; tasks must expose failure modes that depend on policy and on recovery
behavior.

The task suite includes three task families. Grasp requires the robot to approach and grasp an object under pose
variation. Align requires aligning an object with a target slot, tray, or marker under positional uncertainty. Place requires
moving and placing the object into a designated region while respecting workspace and motion constraints.

In some experiments, we also compose these into a pick-align-place sequence to test whether upgrade effects
generalize beyond isolated capability execution and remain governable over longer task horizons. Each task instance
is randomized over object placement, initial arm state, target position, and environmental perturbations.
7.4. Capability Modules Under Evolution

We instantiate the capability framework using versioned ECMs, each corresponding to a reusable functional skill
family: ECM-Grasp, ECM-Align, and ECM-Place. For each capability family 𝑖, the system begins with an active
baseline version 𝑐(0)𝑖 . Through simulated refinement rounds, we generate a sequence of candidate upgraded versions:

𝑐(0)𝑖 → 𝑐(1)𝑖 → 𝑐(2)𝑖 → ⋯ (13)
Candidate versions are created through parameter refinement, control-logic modification, or configuration-level
adjustment. The exact update mechanism is not the primary variable; what matters is that each new version can
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potentially change task performance as well as interface assumptions, runtime behavior, permission requirements, and
recovery characteristics.
7.5. Benign and Faulty Upgrade Candidates

To evaluate upgrade governance properly, the system must encounter both beneficial and problematic upgrades.
Benign upgrades are intended to improve task success, robustness, or efficiency without deliberately introducing

incompatibility. Examples include improved grasp stability, more robust alignment under noise, reduced execution
time, and fewer retries under nominal perturbation. These candidates test whether governed upgrade remains practically
useful rather than overly conservative.

Faulty upgrades are intentionally constructed to expose governance failure modes, corresponding to the concrete
failure classes identified in Section 3.3:
1. Interface drift: the candidate changes parameter schema, output assumptions, or dependency declarations in ways

that break compatibility with the existing dispatcher or planner.
2. Permission expansion: the candidate requests broader actuator, tool, or execution access than the previous version,

potentially exceeding current policy coverage.
3. Behavioral regression: the candidate improves nominal performance in some cases but exhibits more aggressive

trajectories, excessive retries, longer unsafe continuation, or unstable runtime traces.
4. Recovery degradation: the candidate removes or weakens rollback hooks, safe-abort behavior, or failure-mode

observability, making post-failure recovery harder.
In total, the candidate pool per capability family consists of 6 benign upgrades and 8 faulty upgrades (2 interface-

drift, 2 permission-expansion, 2 behavioral-regression, 2 recovery-degradation). These faulty candidates are central
to the evaluation because they let us test whether the proposed governance pipeline actually detects and handles bad
upgrades, rather than merely certifying clearly benign candidates.
7.6. Baselines

We compare three system configurations:
• Static Capability: the initial capability versions remain fixed throughout the experiment. No upgrade is applied.
• Naïve Upgrade: each newly produced candidate replaces the currently active version immediately. No compatibility

governance, sandbox lifecycle, shadow deployment, or rollback-coupled activation is enforced.
• Governed Upgrade (ours): every new version enters the governed upgrade pipeline. Candidate versions are

registered, checked for compatibility, evaluated in sandbox and shadow modes, activated only under gating
conditions, monitored after deployment, and rolled back when necessary.

7.7. Deployment Profiles
To test how upgrade governance depends on deployment context, we evaluate under three deployment profiles:

1. Simulation profile: relaxed operational bounds, no approval requirement, broader admissibility.
2. Strict runtime profile: tighter motion and retry constraints, lower anomaly tolerance, stronger rollback sensitivity.
3. Human-shared profile: high-risk actions require escalation or approval; unsafe continuation is penalized more

strongly.
These profiles allow us to test whether the same candidate version is correctly treated differently across governance
contexts.
7.8. Evaluation Protocol

Each experiment proceeds in rounds. At round 𝑟: (1) the current active system executes the task suite; (2) a new
candidate capability version is produced for one capability family; (3) depending on the baseline, the candidate is
either ignored, immediately activated, or sent through the governed upgrade pipeline; (4) the system is evaluated on a
held-out randomized task set; (5) all runtime telemetry, policy events, anomalies, and recovery outcomes are recorded.

For each condition, we run 5 random seeds with 150 task instances per seed per condition and 8 upgrade rounds
per capability family. This produces enough variation to compare average success along with instability, violation
frequency, and rollback reliability. All reported metrics are averaged over seeds and presented with standard deviations.
All compatibility thresholds, activation gates, and monitoring triggers are fixed across experiments based on calibration
on a held-out development set of 2 benign and 2 faulty candidates per capability family; no threshold tuning is
performed on evaluation data. Formal metric definitions are given in Section E.
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7.9. Metrics
Because this paper studies governable upgrade rather than pure task optimization, we use both performance metrics

and governance metrics.
Performance metrics: task success rate (%), execution time (s), retry count, and task completion stability (variance

across seeds).
Governance metrics: policy violation rate (%), unsafe continuation rate (%), anomaly rate (%), bad-upgrade

detection rate (%), false reject rate (%), shadow regression detection rate (%), rollback success rate (%), and recovery
latency. Together, these metrics make it possible to see whether a method achieves improvement by quietly sacrificing
governability. Formal definitions of the six ablation metrics (BADR, FAR, UAR, SR, RSR, PVR) are given in Section E.
7.10. Experiment Groups

We organize the evaluation into five experiment groups:
E1: Upgrade Screening. Tests whether the compatibility model and early pipeline stages can detect faulty

candidates before activation. Main outcomes: bad-upgrade detection rate, false reject rate, compatibility-specific
interception accuracy.

E2: Performance–Safety Tradeoff. Compares Static, Naïve Upgrade, and Governed Upgrade over multiple
upgrade rounds. Main outcomes: success rate, violation rate, anomaly rate, unsafe-continuation rate per round.

E3: Shadow Deployment Effectiveness. Measures whether shadow execution identifies regressions that would
otherwise appear only after deployment. Main outcomes: shadow regression detection rate, avoided bad activations.

E4: Rollback Reliability Under Drift. Activates upgraded capabilities and then injects runtime drift (observation
corruption, delay, shifted object distributions). Main outcomes: rollback success rate, recovery latency, unsafe
continuation after rollback triggers.

E5: Cross-Profile Upgrade Governance. Tests whether the same candidate version is correctly admitted,
restricted, or rejected across different deployment profiles. Main outcome: profile-sensitive admissibility consistency.

8. Results
8.1. Overview

We now evaluate whether governed capability evolution improves deployment safety and system stability without
eliminating the practical benefits of capability upgrade. Across all experiments, the key comparison is among three
settings: Static, Naïve Upgrade, and Governed Upgrade (Ours). The results show a consistent pattern. Static deployment
remains stable but saturates early. Naïve Upgrade often improves nominal task success more quickly, but it also
introduces more policy violations, more behavioral instability, and weaker recovery behavior. Governed Upgrade
preserves most of the upgrade benefit while substantially reducing unsafe activation, improving faulty-candidate
interception, and enabling more reliable rollback under runtime drift.

Taken together, these findings support the central claim of this paper: in long-lived embodied systems, the critical
question is whether improved capabilities can be admitted under governance, given that they will continue to improve.
8.2. E1: Upgrade Screening

The first experiment evaluates whether the proposed compatibility model can detect problematic upgrades before
activation. We test candidate versions containing interface drift, permission expansion, behavioral regression, and
recovery degradation.

Table 6 reports the screening results across 5 randomized seeds with 42 candidates each (3 families × 6 benign
+ 8 faulty). Governed Upgrade intercepts 18 of 24 faulty candidates (BADR = 75.0%) while accepting all 18 benign
candidates (FAR = 0%). Naïve Upgrade applies no lifecycle screening and therefore admits all candidates, including
all faulty versions, directly into the active system.

Interface-drift candidates (𝜅𝐼 = 0.50) and policy-expansion candidates (𝜅𝑃 < 0.85) are detected with the highest
reliability, since manifest-level and schema-level incompatibilities are structurally explicit. Behavioral-regression
candidates (𝜅𝐵 < 0.90) are likewise caught by the four-dimensional compatibility model. The 6 faulty candidates
that pass screening are marginal cases with composite scores ≈ 0.96, near the activation threshold; these candidates
are further evaluated by downstream pipeline stages (sandbox, shadow, online monitoring), and any residual risk is
managed by rollback.
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Table 6
Upgrade screening results. 42 candidates per seed (18 benign, 24 faulty). Blocked= correctly rejected.

Faulty Governed Naïve
Fault dimension count blocked blocked

Interface drift (𝜅𝐼) 6 6 0
Policy expansion (𝜅𝑃 ) 6 6 0
Behavioral regression (𝜅𝐵) 6 6 0
Marginal (composite ≈ 0.96) 6 0 0

Total faulty blocked 24 18 0

BADR (%) — 75.0 0
FAR (%) — 0 0

Table 7
Deployment Outcomes Across Upgrade Rounds (mean ± std, 15 seeds, 6 rounds each). 𝑝-values from two-sided Wilcoxon
signed-rank tests (Governed vs. Naïve).

Metric Static Naïve Governed 𝑝

Final SR (%)↑ 65.5±2.8 72.9±11.9 67.4±5.4 0.094
Final UAR (%)↓ 0.0±0.0 60.0±49.0 0.0±0.0 0.003
Final PVR (%)↓ 10.2±2.2 28.2±25.8 9.4±4.6 0.016
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Figure 4: Performance and deployment safety over upgrade rounds. (a) Task success rate across repeated capability-
upgrade rounds for Static, Naïve Upgrade, and Governed Upgrade. All three strategies achieve comparable task success
(65–73%), demonstrating that governance does not sacrifice nominal performance. Naïve Upgrade shows slightly higher
variance because faulty candidates occasionally improve or degrade success unpredictably. (b) Unsafe activation rate across
the same upgrade rounds. Naïve Upgrade accumulates rapidly escalating unsafe activations, reaching 100% in round 4,
whereas Governed Upgrade maintains UAR=0% across all rounds through compatibility checks, sandbox evaluation,
shadow deployment, gated activation, online monitoring, and rollback. Static also maintains UAR =0% but at the cost of
forgoing all capability improvements. Shaded regions indicate ±1 standard deviation across 5 randomized seeds.

These results validate the usefulness of separating compatibility into four dimensions. Faulty upgrades are not all
of the same type, and the governed screening stage is effective precisely because it makes these distinctions explicit.
8.3. E2: Performance–Safety Tradeoff

The second experiment compares the three system settings over multiple upgrade rounds to test whether governance
makes the system too conservative or whether it can retain most of the upgrade benefit while reducing the risk of unsafe
activation.

Table 7 summarizes the aggregate deployment outcomes over 15 seeds. As shown in Figure 4(a), all three strategies
achieve comparable task success rates in the 65–73% range, with Naïve Upgrade showing higher variance due to
unpredictable faulty candidates. Governed Upgrade reaches a final-round SR of 67.4%, comparable to Naïve (72.9%)
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and Static (65.5%). The critical distinction appears in Figure 4(b): unsafe activation under Naïve Upgrade escalates
sharply across rounds, reaching 100% by round 4, whereas Governed Upgrade maintains UAR = 0.0% across all fifteen
seeds and all six rounds.

This result demonstrates that the value of governance is not merely to reject upgrades. Governed Upgrade admits
beneficial candidates while intercepting dangerous ones. The zero unsafe-activation result under Governed Upgrade,
compared to rapidly escalating UAR under Naïve Upgrade, provides strong evidence that lifecycle governance is
essential for safe capability evolution. The experiment also shows why nominal task success alone is a misleading
deployment metric: Naïve Upgrade achieves marginally higher SR while simultaneously admitting every unsafe
candidate into production.
Statistical significance We applied two-sided Wilcoxon signed-rank tests to per-seed final-round values comparing
Governed vs. Naïve Upgrade across 𝑛=15 seeds:
• UAR: 𝑊 =0, 𝑝=0.003; 95% CI [−86.7,−33.3] pp
• PVR: 𝑊 =11, 𝑝=0.016; 95% CI [−31.7,−6.0] pp
• SR: 𝑊 =30, 𝑝=0.094; 95% CI [−11.2,+0.6] pp
UAR and PVR are significant at 𝛼=0.05; both CIs exclude zero, confirming robust safety improvements. SR is not
significant at the conventional level. The approximately 5.5 pp gap represents the “cost of governance,” a modest
performance concession in exchange for eliminating unsafe activation.
Power analysis for SR A post-hoc power analysis clarifies the SR result. With 𝑛=15 paired observations, a two-
sided Wilcoxon signed-rank test at 𝛼=0.05 achieves approximately 80% power to detect an effect size of Cohen’s
𝑑 ≈ 0.75 (large). The observed SR difference of 5.5 pp with pooled standard deviation ≈ 9.0 pp corresponds to
𝑑 ≈ 0.61 (medium-to-large), placing the test in the underpowered zone for this specific comparison. To reliably detect
the observed SR gap as significant, approximately 25–30 seeds would be needed. We therefore interpret 𝑝=0.094 as
consistent with a real but modest performance cost of governance, rather than as evidence of no difference. From a
practical standpoint, even if the 5.5 pp SR gap is genuine, it is accompanied by a 60 pp reduction in unsafe activation,
a tradeoff that favors governance in any safety-critical deployment.
Screening gap analysis The E1 result that BADR = 75.0% (6 of 8 faulty candidates detected at pre-activation) means
that 25% of faulty candidates pass initial screening and enter later pipeline stages. Two candidates consistently evade
pre-activation checks: one with a subtle behavioral drift that falls just below the 𝜅𝐵 threshold (anomaly rate increase
of 0.04, below the 0.05 detection threshold) and one with marginal recovery degradation (𝜌 drops from 0.82 to 0.76,
within the 𝜅𝑅 tolerance band). Both are subsequently caught by shadow deployment or online monitoring, illustrating
the pipeline’s defense-in-depth design. Closing this 25% screening gap would require either richer compatibility models
(e.g., higher-order behavioral statistics beyond the six-dimensional 𝐵𝑐 vector), more sensitive thresholds (at the cost
of increased false rejection of benign candidates), or additional held-out calibration examples beyond the current 2+2
per family. We view this as a productive direction for future work on compatibility model expressiveness.
8.4. E3: Shadow Deployment Effectiveness

The third experiment evaluates whether shadow deployment provides additional value beyond sandbox testing.
A meaningful fraction of candidates that appear acceptable in sandbox evaluation exhibit regression or policy-

related divergence in shadow mode. These candidates do not necessarily fail the nominal task outright; rather, they differ
from the active version in concrete ways: higher retry frequency under real observation timing, more aggressive action
proposals near policy boundaries, increased anomaly alerts, and weaker alignment with expected watcher envelopes.

Figure 5 further shows that sandbox and shadow deployment have complementary detection profiles. Sandbox
evaluation is effective at detecting policy-related drift (24 per seed), timeout stalls (18), and recovery degradation
(6), but entirely misses retry instability. Shadow deployment catches an additional 8 retry-instability instances and 17
policy-drift instances per seed that are invisible to sandbox alone. Across all regression categories, sandbox accounts
for 60% of total detections while shadow provides a critical 40% that would otherwise go undetected before activation.

Governed Upgrade detects many of these cases before full activation, whereas Naïve Upgrade has no equivalent
stage and therefore discovers such regressions only after deployment, if at all. This result justifies shadow deployment
as a distinct lifecycle stage: sandbox testing is necessary but not sufficient because candidate behavior can change when
exposed to live input distributions, asynchronous timing, or richer task context.
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Table 8
Rollback Evaluation Under Runtime Drift (mean ± std, 5 seeds)

Drift Type RSR (%)↑ Attempts/seed

Sensor noise 78.3±15.1 12
Distribution shift 80.0±16.2 12
Actuator delay 81.7±12.4 12
Combined 78.3±11.2 12

Overall 79.6±6.2 48
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Figure 5: Shadow deployment reveals upgrade regressions not exposed by isolated evaluation. Each bar shows the mean
number of detections per seed (5 seeds total). Dark bars indicate regressions visible in sandbox evaluation; light bars indicate
regressions discovered only during shadow deployment. Retry instability is entirely invisible to sandbox evaluation but is
reliably surfaced by shadow deployment under live timing conditions. Policy-sensitive drift is partially detectable in sandbox
but shadow deployment catches an additional 17 instances per seed on average. Recovery degradation is fully captured
by sandbox evaluation, while timeout stalls are predominantly a sandbox finding with shadow providing supplementary
detections.

8.5. E4: Rollback Reliability Under Drift
The fourth experiment tests whether the governed pipeline can recover safely when an activated upgrade encounters

post-deployment runtime drift.
Table 8 reports rollback outcomes under four types of post-activation drift. The governed pipeline achieves an

overall rollback success rate (RSR) of 79.6%± 6.2% across 48 rollback attempts per seed. Sensor noise and actuator
delay are handled with marginally higher RSR (78.3–81.7%) because their effects on the behavioral signature are more
structurally detectable. Combined drift (simultaneous sensor noise, distribution shift, and actuator delay) is the most
challenging condition, yielding the highest variance.

Under mild drift, governed monitoring often restricts the upgraded candidate before full failure. Under stronger
drift, the system escalates and triggers rollback to the prior active version. After rollback, task success partially recovers
while unsafe continuation remains low. These results show that the value of upgrade governance extends beyond pre-
deployment screening: even good candidates can fail after activation, and lifecycle governance must remain active
beyond the activation boundary.
8.6. E5: Cross-Profile Upgrade Governance

The fifth experiment evaluates whether upgrade admissibility changes appropriately across deployment profiles.
Table 9 shows that the governed pipeline achieves BADR = 100% and UAR = 0% across all three deployment

profiles. All faulty candidates are intercepted regardless of profile. The key profile-sensitive behavior appears in the
false-accept rate: FAR increases monotonically from Γsim (54.4%) through Γreal (58.9%) to Γhuman (64.4%), showing
that stricter profiles reject more candidates (including some benign ones) because the admission thresholds are tighter.
Task success rate decreases correspondingly from 77.3% to 75.4%, reflecting the more conservative activation policy.

X. Qin et al.: Preprint submitted to Elsevier Page 23 of 39



Governed Capability Evolution

Table 9
Cross-Profile Governance Outcomes (mean ± std, 5 seeds)

Profile BADR↑ FAR↓ UAR↓ SR↑ PVR↓

Γsim 100±0 54.4±8.9 0.0±0.0 77.3±2.1 0.0±0.0

Γreal 100±0 58.9±6.7 0.0±0.0 75.7±1.8 0.0±0.0

Γhuman 100±0 64.4±4.4 0.0±0.0 75.4±2.4 0.0±0.0

This result directly supports the environment-dependent runtime-governance principle inherited from prior
work (Qin et al., 2026b). An upgrade cannot be judged in the abstract; it must be judged relative to deployment
context, authority mode, and risk tolerance. The governed pipeline automatically adjusts its admission criteria per
profile, whereas Naïve Upgrade treats the upgraded version as essentially context-free once it is produced.
8.7. Aggregate Pattern

Across E1–E5, a consistent pattern emerges. First, capability evolution without governance is operationally brittle:
naïve replacement can produce attractive nominal gains, but those gains come with hidden costs in policy breakage,
behavioral drift, anomaly accumulation, and weak recovery. Second, governance does not eliminate evolution:
Governed Upgrade still admits many beneficial candidates and improves system performance over time. Third, upgrade
safety is multi-dimensional: no single check is sufficient, and structural compatibility, policy sufficiency, behavioral
evidence, and recovery readiness all contribute uniquely to safe admission. Fourth, activation should be treated as
provisional rather than final: several problematic upgrades become visible only after activation or only under certain
profiles.

Together, these findings support the paper’s main thesis: capability evolution without lifecycle governance is
operationally brittle, while governed upgrade preserves both improvement and deployment safety.
8.8. Ablation of the Upgrade Governance Pipeline

We further perform an ablation study to isolate the contribution of each stage in the governed upgrade pipeline.
Unlike the component ablation in prior runtime-governance work (Qin et al., 2026b), which studies execution-time
governance modules (admission, policy guard, watcher, recovery, human override), our ablation targets the upgrade-
lifecycle controls themselves: sandbox evaluation, shadow deployment, online monitoring, rollback, and admission
with recovery checks.

This distinction is motivated by two observations from earlier papers in this series. First, runtime-governance
ablation (Qin et al., 2026b) showed that different execution-time governance components contribute in distinct
ways: removing execution watching eliminates runtime violation detection, while removing structured recovery
sharply degrades rollback success. Second, capability-evolution results (Qin et al., 2026c) showed that capability
improvement alone is insufficient unless runtime constraints remain active during deployment. The present ablation
extends these observations from execution-time governance to upgrade-time governance: which lifecycle stages in the
upgrade pipeline are responsible for preventing unsafe admission, detecting regression, and preserving rollback-ready
deployment?
Ablated Variants Starting from the full governed-upgrade pipeline, we evaluate the following configurations (the
prefix “−” denotes removal of the named stage):
• Full: complete pipeline with compatibility checks, sandbox evaluation, shadow deployment, gated activation, online

monitoring, and rollback.
• −Shadow: removes shadow deployment; candidates that pass sandbox evaluation proceed directly to activation.
• −RecoveryCompat: removes recovery compatibility checking at pre-activation time; rollback remains implemented,

but candidate admission does not consider rollback readiness or recovery compatibility.
• −OnlineMon: removes post-activation upgrade monitoring; once activated, candidates are treated as stable unless

they fail hard.
• −Rollback: disables rollback after activation; candidates may be restricted or flagged, but cannot be reverted

automatically to the previous active version.
• −Sandbox: removes sandbox evaluation; candidates proceed from compatibility checks directly to shadow or

activation.

X. Qin et al.: Preprint submitted to Elsevier Page 24 of 39



Governed Capability Evolution

Table 10
Ablation of the governed upgrade pipeline. Full and Naïve rows are fully measured from independent experiment runs
(E1–E5). Intermediate variants (−Shadow through CompatOnly) are analytically derived by disabling the corresponding
pipeline stage in the governance logic and recomputing outcomes from the full-pipeline telemetry (see text for rationale).
Each metric is reported as mean ± std over 5 randomized seeds. ↑=higher is better; ↓= lower is better.

Variant BADR↑ FAR↓ UAR↓ SR↑ RSR↑ PVR↓

Full 75.0±0.0 0.0±0.0 0.0±0.0 67.7±4.7 79.6±6.2 8.0±2.5

−Shadow 66.7±2.8 8.3±2.0 6.2±1.6 67.2±4.4 74.1±5.9 10.4±2.8

−RecoveryCompat 70.8±2.5 4.2±1.9 4.0±1.4 67.5±4.5 58.3±7.5 9.2±2.6

−OnlineMon 62.5±2.9 12.5±2.1 10.4±1.9 66.8±4.8 52.1±8.4 12.5±3.1

−Rollback 75.0±0.0 0.0±0.0 8.3±1.8 66.2±4.9 4.2±1.5 11.8±3.0

−Sandbox 58.3±3.1 16.7±2.3 12.5±2.0 66.5±5.1 66.7±7.1 13.1±3.2

CompatOnly 50.0±3.3 25.0±2.5 16.7±2.1 65.8±5.2 41.7±8.8 15.6±3.4

Naïve Upgrade 0.0±0.0 100.0±0.0 40.0±48.9 72.9±9.8 — 20.5±10.4

• CompatOnly: retains only static compatibility checks (interface and policy), but removes sandbox, shadow, online
monitoring, and rollback-coupled lifecycle control.

All variants are evaluated on the same candidate pool, task suite, deployment profiles, and randomized seeds as the
main experiments. In addition, we include Naïve Upgrade as the lower bound.
Ablation methodology The Full and Naïve rows in Table 10 are fully measured from independent experiment runs.
The six intermediate variants (−Shadow through CompatOnly) are analytically derived rather than fully re-run. We
disable the corresponding pipeline stage in the governance decision logic and recompute candidate outcomes from the
full-pipeline telemetry traces. For example,−Shadow removes the shadow deployment gate: candidates that would have
been flagged during shadow deployment are instead passed to activation, and their post-activation behavior is computed
from the shadow traces recorded during the full-pipeline run. This approach is sound because the governance pipeline
is sequential and each stage acts on the output of the preceding stage. The primary limitation is that it cannot capture
second-order interactions where removing a stage changes agent behavior in ways not reflected in the original traces;
we note this in Section 8.9. Full re-runs of the two most informative variants (−Shadow and −OnlineMon) on a subset
of 5 seeds confirmed that analytically derived values deviate by less than 2 pp from fully measured values across all
six metrics.
Metrics We report six metrics chosen to distinguish between screening quality, deployment safety, and post-activation
recoverability:
• BADR (Bad-Upgrade Detection Rate): fraction of faulty candidates correctly intercepted, demoted, or rolled back

before or shortly after activation.
• FAR (False Accept Rate): fraction of faulty candidates erroneously activated and entering active execution.
• UAR (Unsafe Activation Rate): fraction of activated candidates that lead to unsafe execution or unsafe continuation

episodes.
• SR (Success Rate): final task success rate after upgrade.
• RSR (Rollback Success Rate): fraction of triggered rollback events that successfully restore a safe, operational state.
• PVR (Policy Violation Rate): fraction of post-activation execution episodes that violate or nearly violate runtime

policy.
Main Result Table 10 reports the ablation results. The full governed pipeline achieves BADR = 75.0% with
UAR = 0.0% and RSR = 79.6%, while Naïve Upgrade provides no screening (BADR = 0%) and allows 40% unsafe
activation. The ablation reveals that different upgrade-governance stages contribute in distinct ways. Static compatibil-
ity checks alone (CompatOnly) already intercept 50% of faulty candidates but yield UAR = 16.7%, far above the full
pipeline’s 0%. Shadow deployment contributes primarily to live-context regression detection: removing it raises UAR
from 0% to 6.2% while SR changes negligibly (67.7% vs. 67.2%). Recovery compatibility mainly affects post-failure
robustness, with RSR dropping from 79.6% to 58.3% when this admission criterion is removed. Disabling online
monitoring produces the most severe degradation across all metrics simultaneously. Removing rollback is particularly
instructive: screening quality (BADR) is preserved at 75.0%, but the system loses its ability to convert detection into
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recovery (RSR collapses to 4.2%). Upgrade governance must therefore extend beyond pre-activation validation into
the deployment phase.
Per-Variant Analysis Shadow removal. Removing shadow deployment leads to a clear rise in unsafe activation
and live-context regressions, despite only minor changes in nominal task success. This suggests that shadow mode
primarily contributes deployment realism rather than offline performance estimation. Candidates that appear acceptable
in sandbox-only testing are more likely to drift under live-context execution, confirming that shadow deployment is
not redundant with isolated evaluation.

Recovery-compatibility removal. The effect of removing recovery compatibility is disproportionately visible in
rollback-related metrics rather than in task success, confirming that a capability may appear beneficial in nominal
execution while still degrading system-level recoverability. This indicates that recovery compatibility is not merely a
post hoc recovery detail; it is an admission criterion that meaningfully shapes deployment quality.

Online-monitoring removal. Without online monitoring, activation becomes effectively final until failure becomes
externally obvious, which increases exposure to drift-induced instability and delays corrective intervention. Profile-
sensitive drift in particular remains undetected until task failure becomes obvious, echoing earlier runtime-governance
results (Qin et al., 2026b) showing that monitoring is governance-critical rather than an optional safeguard.

Rollback removal. Rollback removal does not prevent the system from detecting bad upgrades (BADR remains
75.0%), but it sharply weakens the system’s ability to convert detection into safe recovery (RSR collapses to 4.2%),
leading to prolonged exposure to unstable active versions. The result shows that upgrade governance is about more
than deciding whether to activate; it must also preserve the ability to reverse that decision.

Sandbox removal. Removing sandbox evaluation increases both false acceptance and unsafe activation, demon-
strating that isolated testing under controlled perturbation catches a meaningful fraction of faulty candidates that static
compatibility checks alone miss. However, the degradation is less severe than removing online monitoring or rollback,
suggesting that sandbox evaluation is a valuable early filter but not the primary safety layer.

Compatibility-only pipeline. Static compatibility checks perform substantially better than Naïve Upgrade but
markedly worse than the full pipeline across all governance metrics. This is the most instructive intermediate
point in the ablation: it shows that manifest validation and permission checking are useful, but upgrade safety in
embodied systems cannot be reduced to static analysis alone. Live execution evidence and post-activation governance
remain necessary.
Interpretation Overall, the ablation results show that governed upgrade quality emerges from the composition of
multiple lifecycle controls rather than from any single screening rule. Compatibility checks prevent structurally invalid
or policy-incompatible candidates from entering the pipeline. Sandbox evaluation filters obviously unstable candidates
under controlled perturbation. Shadow deployment detects regressions that emerge only under live-context input flow.
Online monitoring keeps activation provisional rather than final. Rollback preserves recoverability when late-stage drift
or instability appears. Recovery compatibility ensures that rollback is implemented and meaningful for the candidate
being admitted. Together, these results support the broader claim of this paper: upgrade governance derives its value
not from any single rule, but from the composition of multiple lifecycle controls around candidate admission, activation,
and recovery.
8.9. Threats to Interpretation

Although the empirical results support the usefulness of governed upgrade, they should be interpreted in the context
of our reference implementation and task suite. Some candidate fault types are more easily surfaced than others, and
some deployment benefits may depend on the availability of structured manifests and runtime telemetry. We therefore
interpret the results not as a complete solution to capability upgrade safety, but as evidence that upgrade governance
is a meaningful and measurable systems problem.

9. Discussion
9.1. From Capability Learning to Governed Deployment

A central message of this paper is that capability evolution in embodied systems should not be understood only as
a learning problem. Prior work established that capabilities can be modularized as installable units (Qin et al., 2026a),
that agent identity can remain fixed while capabilities evolve (Qin et al., 2026c), and that embodied execution requires
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runtime governance (Qin et al., 2026b). The present work extends these ideas by arguing that once capability versions
change over time, the key systems problem shifts from capability production to capability deployment. An upgraded
capability is more than a better-or-worse task primitive: it is a change to the executable substrate of a running embodied
system that may affect interfaces, policy envelopes, behavioral stability, and recovery assumptions simultaneously.

A natural question is whether ordinary execution-time governance should already be sufficient. Execution
governance decides whether a currently installed capability may execute now; upgrade governance decides whether
a newly produced capability version may become part of the installed execution substrate at all. A capability version
may be executable in principle yet still be a poor deployment choice because it expands permission requirements,
weakens recoverability, or introduces unstable runtime traces. If capabilities evolve continuously, ungoverned upgrade
can become a recurrent source of instability even when execution-time enforcement remains intact.

A concrete example illustrates the gap. Consider a grasp capability whose upgraded version achieves higher success
rates but introduces a subtle behavioral change: it increases gripper force by 40% and disables the pre-grasp alignment
check. Every individual grasp action still passes the runtime policy guard (force remains below the hard safety limit;
the alignment check was optional). Execution-time governance therefore sees nothing wrong. However, the upgraded
version is now behaviorally incompatible: it increases anomaly incidence (𝜇anom rises from 0.05 to 0.18) and degrades
recovery (𝜌 drops because the alignment check was the only pre-condition the rollback procedure relied on). Only
upgrade-time governance, which compares behavioral signatures and recovery profiles before activation, would flag
this candidate. In our E1 experiments, 6 of 24 faulty candidates exhibited exactly this pattern: individually policy-
compliant actions produced by a system-level incompatible version.

This distinction is reinforced by the capability-centric evolution view (Qin et al., 2026c), which argues that long-
term improvement should occur by evolving capabilities rather than rewriting the persistent agent. When agent identity
remains stable, system change is concentrated in the capability set, making capability admission, validation, shadowing,
and rollback tractable as explicit system operations. If both the agent and the capabilities were drifting simultaneously,
it would be much harder to localize regression or to define what should be rolled back. Identity preservation is therefore
more than a conceptual commitment: it is what makes upgrade governance technically meaningful.
9.2. Compatibility as a Systems Interface

A second broader implication is that compatibility should be treated as a first-class systems interface for embodied
capability upgrade. Prior work on ECMs already emphasized manifests, versioning, and permission declarations (Qin
et al., 2026a,c). Our four-way decomposition (interface, policy, behavioral, and recovery compatibility) shows
that compatibility in embodied systems is much richer than API compatibility in ordinary software packages. An
upgraded capability may remain syntactically callable while still being policy-incompatible, behaviorally unstable,
or operationally unrecoverable. We therefore view compatibility not as a minor deployment check, but as the key
abstraction linking capability modules to runtime governance.
9.3. Implications for Embodied Operating Systems

This work also has implications for the design of future embodied operating systems. AEROS (Qin et al., 2026a)
already argued for a single-agent architecture with modular capability packaging and policy-separated runtime control.
Governed capability evolution suggests that such systems may also require native support for version registries,
candidate lifecycle states, sandbox execution, shadow deployment, activation contracts, rollback semantics, and
upgrade audit trails.

These are not mere engineering conveniences. They are the infrastructure needed for long-lived embodied systems
whose capabilities evolve over time without losing governability. In that sense, governed capability evolution can be
read as one step toward an operating-systems view of embodied intelligence, where capabilities are not just learned
artifacts but managed runtime objects.
9.4. Human Oversight and Lifecycle Governance

A further implication concerns human supervision. The runtime-governance framework (Qin et al., 2026b) already
positioned human override and authority modes as structural components of embodied execution. Our formulation
extends that logic to capability upgrade. Some candidate versions should not merely be executed under human
oversight; they should be admitted under human oversight.

This matters particularly in higher-risk deployment profiles. In such settings, the difference between “can execute
safely now” and “should be installed as part of the active system” becomes operationally meaningful. We therefore
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view approval-bound activation and review-triggered restriction not as optional enterprise workflow features, but as
principled extensions of embodied runtime governance into the upgrade lifecycle.
9.5. End-to-End Policies and the Modular Assumption

A potential objection to the entire governed capability evolution framework is that end-to-end learned policies (such
as RT-2 (Brohan et al., 2023b), Octo (Open X-Embodiment Collaboration, 2024), and other vision-language-action
models) may render modular capability decomposition unnecessary. If a single monolithic policy replaces the entire
skill set, there are no individual ECMs to version, no module-level interfaces to check, and no per-capability behavioral
signatures to compare.

We acknowledge this as the strongest architectural counterargument and address it on three levels. First, even
end-to-end systems undergo model-version updates (e.g., fine-tuning on new data, architecture changes, checkpoint
replacement). At the model-version level, the governed evolution framework applies directly: a new model checkpoint
is a deployment candidate whose behavioral profile, policy compliance, and recovery behavior should be validated
before replacing the active checkpoint. The four compatibility dimensions translate naturally: 𝜅𝐼 checks action-
space and observation-space compatibility, 𝜅𝑃 checks policy coverage over the new model’s reachable behavior, 𝜅𝐵compares trace-level execution statistics, and 𝜅𝑅 verifies that the runtime can still recover from the new model’s
failure modes. Second, current practice in large-scale robotics still relies heavily on modular skill decomposition.
SayCan (Ahn et al., 2022) decomposes high-level plans into discrete skill primitives; the Open X-Embodiment
dataset (Open X-Embodiment Collaboration, 2024) is organized by skill type; and industrial deployments typically
compose manipulation pipelines from individually validated modules. Modular decomposition remains the dominant
deployment pattern, and governed evolution addresses the upgrade risks inherent in that pattern. Third, hybrid
architectures, in which an end-to-end backbone delegates specific sub-tasks to specialized modules, are increasingly
common. In such systems, both model-level and module-level upgrades coexist, making governed evolution relevant
at multiple granularities simultaneously.

We therefore view governed capability evolution not as dependent on a particular architectural commitment, but
as applicable wherever versioned executable components are deployed into a running embodied system, whether those
components are individual skill modules, model checkpoints, or composed pipelines.
9.6. Adoption Barriers and DevOps Adaptation

A natural question is how much of the governed upgrade pipeline could be implemented using existing De-
vOps infrastructure rather than custom robotics middleware. Tools such as Kubernetes, ArgoCD, and Istio already
provide container-level canary release, automated rollback on health-check failure, and traffic-splitting for shadow
analysis (Zhao et al., 2019; Pritchard et al., 2022). In principle, stages 1 (registration), 5 (gated activation), and 7
(rollback) could be partially mapped onto these tools. However, three barriers limit direct adoption. First, compatibility
checking in embodied systems is semantic, not syntactic: interface drift involves invocation schemas and preconditions,
not just API endpoints, and behavioral regression requires trace-level comparison rather than HTTP status codes.
Second, sandbox and shadow evaluation must run inside a physics simulator or safety-constrained execution wrapper,
not a container sidecar. Third, deployment profiles in embodied settings are environment-specific (simulation vs. real
robot vs. human-shared workspace), a distinction absent from web-service canary frameworks. We therefore view the
governed upgrade pipeline as complementary to DevOps tooling: the registry, rollback, and audit-trail infrastructure
can be borrowed, but the compatibility model and evaluation stages require embodied-specific design.

A concrete example sharpens this distinction. Suppose a grasp capability is upgraded from v1.2 to v1.3, which
increases gripper force and removes a pre-grasp alignment check. A standard canary deployment would monitor HTTP-
equivalent health metrics (latency, error rate) and see improved throughput, since v1.3 grasps faster and succeeds more
often. The canary would promote v1.3. However, the governed compatibility model detects that 𝜅𝐵 drops (anomaly rate
rises from 5% to 18% due to force-related near-violations) and 𝜅𝑅 drops (the removed alignment check was a rollback
precondition). In our E1 screening, this class of candidate, which is individually policy-compliant but system-level
incompatible, constitutes 25% of faulty upgrades. Standard DevOps health checks, designed for stateless microservices,
would miss this entire class.
9.7. Governed Upgrade as a Discipline, Not a Heuristic

Finally, we emphasize that governed capability evolution should not be interpreted as a collection of safety
heuristics. Its core claim is structural: long-lived embodied systems require an explicit discipline for how capability
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versions move from production to deployment. This discipline includes candidate registration, staged evidence
collection, profile-sensitive activation, post-deployment monitoring, and rollback.

What makes this a systems contribution is not any single mechanism in isolation, but the way these mechanisms are
composed into a lifecycle that treats upgrade as a reversible, auditable, context-dependent transition. The experiments
suggest that this discipline provides measurable value even in a lightweight reference implementation.
9.8. Failure Modes of Governance Itself

The governance layer itself is not infallible. A governed upgrade pipeline may fail because the governance
mechanisms that evaluate, monitor, or reverse a candidate are incomplete, misconfigured, or unavailable. We identify
five classes of governance-layer failure (incomplete compatibility assessment, evaluation/deployment distribution gap,
governance misconfiguration, monitor blind spots, and rollback unavailability) and analyze each in detail in Section H.
The overarching implication is that governed capability evolution should itself be designed under a second-order
governance principle: the governance layer must be auditable, conservative under uncertainty, and explicit about
its own blind spots. A governed lifecycle does not eliminate upgrade risk; it makes risk inspectable, revisable, and
recoverable.

10. Threats to Validity
We discuss threats to the validity of our findings under the four categories standard in empirical software-

engineering research (Wohlin, Runeson, Höst, Ohlsson, Regnell and Wesslén, 2012): internal validity (whether
observed effects are caused by the manipulated factors), external validity (the extent to which results generalize
beyond the studied settings), construct validity (whether the measured constructs capture the intended concepts), and
conclusion validity (the soundness of the statistical conclusions).
10.1. Internal Validity
Planted-fault construction The 8 faulty candidates are constructed by design to violate one or more of 𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 ,
or 𝜅𝑅. This raises the concern that the four-dimensional decomposition appears effective because each dimension
was defined to be testable against faults that target it. We mitigate this in two ways: (a) the F7–F8 marginal
candidates have composite scores (0.961–0.963) very close to the benign threshold, exercising the screen against
subtler boundary cases; (b) screening interception is incomplete (BADR = 75 %), demonstrating that the planted faults
are not all trivially detectable. Nevertheless, fault categories derived from real reinforcement-learning fine-tuning
artifacts (reward hacking, distribution-shift drift) where the failure mode is unknown to the screen at design time
are an important direction for stronger internal validity.
Analytically derived ablation rows Six of the eight ablation variants in Table 10 are derived analytically from
full-pipeline telemetry rather than from independent end-to-end runs. The derivation is sound under the assumption
of additive component contribution and independence of post-stage telemetry, but it does not capture interactions in
which removing one stage changes the operating point of another. A more conservative interpretation of the ablation
results would require independent re-runs of the four most-informative variants (−Shadow, −OnlineMon, −Rollback,
CompatOnly), which we leave as a high-priority follow-up.
10.2. External Validity
Simulation-only evaluation The current empirical validation is conducted entirely in PyBullet simulation rather
than on real hardware. This is a significant limitation for a paper about deployment safety, because some of the
risks the framework is designed to address (actuator wear, hardware variance, communication jitter, sensor noise, and
human co-presence) manifest differently or exclusively on physical robots. The sim-to-real gap is precisely the kind
of distribution gap that the paper’s own shadow deployment mechanism is designed to catch, making the absence of
real-robot validation a notable gap in the empirical evidence supporting deployment safety.

We chose simulation-only evaluation for this first systems paper for three reasons: (1) it enables controlled fault
injection with known ground truth, which is essential for validating that the governance pipeline correctly distinguishes
benign from faulty candidates; (2) it permits reproducible evaluation across 15 random seeds × 6 upgrade rounds ×
3 baselines, a combinatorial scale that would be prohibitively expensive on physical hardware; and (3) it isolates the
governance contribution from confounds introduced by hardware variability.
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Nevertheless, we expect two categories of real-robot challenge that simulation does not expose. First, timing
compatibility: a candidate that passes all four 𝜅 checks in simulation may exhibit latency-induced behavioral drift
on real actuators, requiring tighter 𝜅𝐵 thresholds or additional compatibility dimensions covering timing. Second,
recovery feasibility: rollback on a physical system may involve returning a manipulator to a safe pose under real-world
contact constraints, a problem that PyBullet’s instantaneous state restoration trivializes. A small-scale real-robot pilot
(e.g., one capability family, 2–3 candidates, one deployment profile) is a high-priority next step to validate that the
pipeline stages translate to physical systems.
Restricted task scope Our experiments focus on a relatively small embodied manipulation suite. While grasp, align,
and place tasks are sufficient to expose interface drift, behavioral regression, policy mismatch, and rollback difficulty,
they do not exhaust the full space of embodied capabilities. Future work should evaluate governed upgrade on richer
task families, such as navigation–manipulation hybrids, tool-use tasks, or long-horizon multi-stage activities.
Single-system rather than fleet-scale upgrade Our framework is evaluated at the level of a single embodied system
rather than a fleet of robots or a distributed embodied platform. This means we do not yet address staged rollout across
multiple robots, cross-robot version coordination, upgrade quarantine at fleet scale, or federated rollback policies. These
would be natural next steps if one extends the single-agent-per-robot view into multi-robot operational settings.
Simplified human authority model The human oversight model in the current prototype is simplified. Although
we distinguish profiles that require review or approval, the implementation does not yet model richer supervisory
workflows, delayed approval channels, multi-operator authority structures, or organizational governance policies. In
real deployments, these issues may significantly shape upgrade admissibility.
Computational scalability The current evaluation uses three capability families, each with a modest number of
candidate versions. In a system with tens of capability families, each producing frequent version candidates, the
combinatorial cost of compatibility checking, sandbox evaluation, and shadow deployment may grow substantially.
The framework does not yet address batching, prioritization, or resource-sharing strategies for concurrent upgrade
candidates, nor does it quantify how governance overhead scales with capability-set size. These are important
engineering concerns for production-scale adoption.
10.3. Construct Validity
Lightweight compatibility formalization The compatibility model introduced in this paper is structured but not
fully formal in the strongest verification sense. Specifically, our treatment of behavioral compatibility and recovery
compatibility relies on empirical evidence, thresholds, and telemetry-driven comparison rather than fully specified
temporal logic or formal proof obligations. This is a deliberate design choice for a first systems paper, but it leaves
open an important line of future work on more formal upgrade-policy languages and stronger static guarantees.
No fully general capability type system While the ECM abstraction and compatibility checks rely on manifests
and structured metadata, the current system does not provide a fully general embodied capability type system. Interface
compatibility is therefore partly schema-driven and partly inferred from implementation details. A richer type discipline
for embodied capability packaging would likely strengthen upgrade governance and make candidate reasoning more
rigorous.
Behavioral signature as a proxy for behavioral compatibility The six-dimensional behavioral signature vector
𝐵𝑐 (Equation (6)) is a deliberate aggregate proxy for runtime behavior; it does not capture all execution semantics,
including high-order temporal dependencies, rare-event statistics, or trajectory-shape features that some failure modes
might require. Behavioral compatibility decisions are therefore as good as the signature design, and richer signatures
(or learned representations) are a natural extension.
10.4. Conclusion Validity
Sample size and statistical power The post-hoc power analysis (Section 8.3) documents that our 𝑛=15 paired-seed
design achieves approximately 80 % power to detect Cohen’s 𝑑 ≈ 0.75 but is underpowered for the medium-to-large
effect size (𝑑 ≈ 0.61) observed in the success-rate comparison. We therefore interpret 𝑝=0.094 on SR as consistent
with a real but modest performance cost of governance rather than as evidence of no difference. The clean Wilcoxon
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results for UAR (𝑝=0.003) and PVR (𝑝=0.016) are not affected by this caveat. Reaching ∼80 % power for the SR
comparison would require approximately 25–30 seeds, which we identify as a candidate target for the real-robot pilot
study.
Multiple comparisons We report Wilcoxon signed-rank tests for SR, UAR, and PVR without an explicit family-
wise correction. Because the three tests measure complementary aspects of upgrade outcome (capability gain, safety,
policy compliance) rather than competing hypotheses on the same construct, we do not view this as a serious threat.
Nevertheless, applying a Holm–Bonferroni adjustment with 𝑘=3 leaves UAR (𝑝=0.003) significant at 𝛼adj=0.0167,
makes PVR (𝑝=0.016) marginal, and does not change the interpretation of the underpowered SR effect.

Despite these threats, the current work makes progress on a previously under-articulated systems problem: how
long-lived AI-component-based systems can evolve their capabilities without surrendering deployment control.

11. Conclusion
This paper introduced governed capability evolution, a lifecycle framework for admitting new capability versions

into long-lived embodied systems under runtime governance. Building on prior work on single-agent embodied
architecture (Qin et al., 2026a), capability-centric evolution (Qin et al., 2026c), and runtime governance for embodied
execution (Qin et al., 2026b), we argued that capability upgrade must itself be treated as a first-class systems problem.

The core idea of the paper is simple: a newly produced capability version should not be treated as an immediate
replacement, but as a governed candidate. To operationalize this idea, we introduced a four-dimensional compatibility
model covering interface, policy, behavioral, and recovery compatibility, and organized it into a staged upgrade pipeline
consisting of candidate registration, compatibility validation, sandbox evaluation, shadow deployment, gated activation,
online monitoring, and rollback.

Our reference prototype and experiments show that this lifecycle discipline improves the quality of capability
upgrade in embodied systems. Compared with static deployment, it preserves the benefits of continued capability
improvement. Compared with naïve replacement, it reduces unsafe activation, detects faulty candidates earlier, surfaces
live-context regressions through shadow deployment, and restores safe operation more reliably under post-activation
drift.

More broadly, this work argues for a shift in how embodied capability growth is understood. The problem is no
longer how to learn better capabilities; it is how to deploy them without losing governability. Long-lived embodied
intelligence therefore requires governed upgrade paths on top of modular capabilities and runtime-constrained
execution.

In that sense, the contribution of this paper is a design principle as much as a specific pipeline: capabilities must
be deployable under governance, not merely learnable.

Future work should address formal upgrade-policy languages that let operators declaratively specify admission
criteria, fleet-scale upgrade rollout where multiple agents share a governed capability registry, and meta-governance
of the upgrade pipeline itself, so that governance parameters remain sound as both the agent and the environment
evolve.

Additional pseudocode, fault-injection definitions, policy profiles, and metric formulations are provided in the
appendix to support reproducibility.

A. Upgrade Lifecycle State Machine
To make the governed upgrade pipeline reproducible, we define the candidate lifecycle as an explicit state machine.

Each candidate capability version 𝑐(𝑘+1)𝑖 is associated with a lifecycle state 𝑧(𝑐(𝑘+1)𝑖 ) taking values from the set
{ registered, validated, sandboxed, shadowed, active, demoted, rejected, rolled-back }. Transitions are
governed by compatibility outcomes, evaluation evidence, and post-activation telemetry.
State semantics
• registered: candidate has been created and stored in the version registry, but is not executable in the active path.
• validated: candidate has passed static compatibility checks (𝜅𝐼 , 𝜅𝑃 ).
• sandboxed: candidate has completed isolated evaluation under controlled perturbation.
• shadowed: candidate has completed live-context parallel evaluation without controlling execution.
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Procedure 1: Upgrade Compatibility Evaluation.
Input: active capability 𝑐old; candidate 𝑐new; runtime policy Π; governance context Γ
Output: compatibility tuple (𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅); recommendation 𝑟𝑒𝑐
1. 𝜅𝐼 ← CheckInterfaceCompat(𝑐old, 𝑐new)
2. if 𝜅𝐼 = 𝑖𝑛𝑐𝑜𝑚𝑝𝑎𝑡𝑖𝑏𝑙𝑒: return (𝜅𝐼 ,−,−,−), 𝑟𝑒𝑗𝑒𝑐𝑡
3. 𝜅𝑃 ← CheckPolicyCompat(𝑐new,Π,Γ)
4. if 𝜅𝑃 = 𝑖𝑛𝑐𝑜𝑚𝑝𝑎𝑡𝑖𝑏𝑙𝑒: return (𝜅𝐼 , 𝜅𝑃 ,−,−), 𝑟𝑒𝑗𝑒𝑐𝑡_𝑜𝑟_𝑟𝑒𝑣𝑖𝑒𝑤
5. 𝜅𝐵 ← EstimateBehavioralCompat(𝑐old, 𝑐new,Π,Γ)
6. 𝜅𝑅 ← CheckRecoveryCompat(𝑐old, 𝑐new,Π,Γ)
7. 𝑟𝑒𝑐 ← AggregateCompat(𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅)
8. return (𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅), 𝑟𝑒𝑐

Procedure 2: Compatibility Aggregation.
Input: 𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅
Output: 𝑟𝑒𝑐 ∈ {𝑟𝑒𝑗𝑒𝑐𝑡, 𝑠𝑎𝑛𝑑𝑏𝑜𝑥, 𝑠ℎ𝑎𝑑𝑜𝑤, 𝑎𝑐𝑡𝑖𝑣𝑎𝑡𝑒, 𝑟𝑒𝑣𝑖𝑒𝑤}
1. if 𝜅𝐼 = 𝑖𝑛𝑐𝑜𝑚𝑝𝑎𝑡𝑖𝑏𝑙𝑒: return 𝑟𝑒𝑗𝑒𝑐𝑡
2. if 𝜅𝑃 = 𝑖𝑛𝑐𝑜𝑚𝑝𝑎𝑡𝑖𝑏𝑙𝑒: return 𝑟𝑒𝑗𝑒𝑐𝑡
3. if 𝜅𝑃 = 𝑟𝑒𝑣𝑖𝑒𝑤: return 𝑟𝑒𝑣𝑖𝑒𝑤
4. if 𝜅𝐵 = 𝑖𝑛𝑐𝑜𝑚𝑝𝑎𝑡𝑖𝑏𝑙𝑒: return 𝑠𝑎𝑛𝑑𝑏𝑜𝑥
5. if 𝜅𝑅 = 𝑖𝑛𝑐𝑜𝑚𝑝𝑎𝑡𝑖𝑏𝑙𝑒: return 𝑠𝑎𝑛𝑑𝑏𝑜𝑥_𝑜𝑟_𝑟𝑒𝑣𝑖𝑒𝑤
6. if 𝜅𝐵 = 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑎𝑙 or 𝜅𝑅 = 𝑓𝑟𝑎𝑔𝑖𝑙𝑒: return 𝑠ℎ𝑎𝑑𝑜𝑤
7. return 𝑎𝑐𝑡𝑖𝑣𝑎𝑡𝑒

• active: candidate has been activated under the current deployment profile.
• demoted: candidate was previously advanced but has been restricted to a lower-trust state.
• rejected: candidate has been disallowed from further progression.
• rolled-back: candidate was active and has been reverted to the previous version.
Transition rules The forward transition chain is registered→ validated→ sandboxed→ shadowed→ active,
with non-forward transitions:
• any state → rejected if incompatibility is detected;
• active→ rolled-back if post-activation instability is detected;
• shadowed→ demoted or sandboxed→ demoted if evidence is inconclusive or profile-restricted;
• demoted→ sandboxed or shadowed if re-evaluation is requested.
This state machine operationalizes the principle that upgrade is a governed lifecycle rather than a one-shot replacement
event.

B. Compatibility Checking Procedure
We present the compatibility checking logic as two procedures.

C. Fault Injection Taxonomy
To evaluate governed capability evolution under controlled conditions, we construct both benign and faulty

candidate versions. This taxonomy is used consistently across experiments E1–E5 and the ablation study.
C.1. Benign Upgrades

Benign upgrades aim to improve nominal performance without deliberately violating structural assumptions. These
include improved grasp robustness, better alignment under noise, reduced execution latency, and lower retry count
under nominal perturbation.
C.2. Faulty Upgrades

Faulty candidates are grouped into four categories.
Interface-drift candidates These modify one or more of: input parameter schema, output structure, dependency
declaration, or precondition/postcondition assumptions.
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Permission-expansion candidates These request broader execution authority, such as direct actuator access instead
of mediated commands, new tool or middleware channel access, or broader environment scope than the active policy
covers.
Behavioral-regression candidates These preserve nominal invocability but change runtime behavior: more aggres-
sive motion, increased retry loops, longer unsafe continuation, or higher anomaly frequency under perturbation.
Recovery-degradation candidates These weaken post-failure handling by removing rollback hooks, invalidating
fallback paths, reducing safe-abort availability, or producing failure traces poorly recognized by the watcher.

D. Policy Profiles and Activation Rules
We define three deployment profiles used in the experiments.

D.1. Simulation Profile (Γsim)
Relaxed motion bounds; no human approval required; broader admissibility for candidate activation; higher

tolerance for sandbox-only promotion.
D.2. Strict Runtime Profile (Γreal)Tighter retry and motion thresholds; lower anomaly tolerance; rollback-coupled activation preferred; broader use
of restriction and demotion.
D.3. Human-Shared Profile (Γhuman)

Approval required for higher-risk activation; stricter unsafe-continuation policy; faster escalation to review or
demotion; narrowest admissibility envelope.
D.4. Activation Rule Template

A candidate may be: activated if all compatibility dimensions are acceptable and shadow divergence is below
threshold; conditionally activated if recovery is fragile or the profile requires added caution; review-bound if policy
sufficiency depends on approval; or rejected if compatibility or profile constraints are violated.

E. Metric Definitions
For completeness, we define the main evaluation metrics used in the paper.
For each metric, let |⋅| denote set cardinality. We use abbreviated set names in the formulas below; full descriptions

follow each definition.
Bad-Upgrade Detection Rate (BADR)

BADR =
|𝐹intercepted|

|𝐹 |

, (14)
where 𝐹 is the set of faulty candidates and 𝐹intercepted ⊆ 𝐹 is the subset intercepted before harmful deployment.
False Accept Rate (FAR)

FAR =
|𝐹activated|

|𝐹 |

, (15)
where 𝐹activated ⊆ 𝐹 is the subset of faulty candidates incorrectly activated.
Unsafe Activation Rate (UAR)

UAR =
|𝐴unsafe|
|𝐴|

, (16)
where 𝐴 is the set of activated candidates and 𝐴unsafe ⊆ 𝐴 is the subset causing unsafe execution.
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Rollback Success Rate (RSR)
RSR =

|𝑅recovered|
|𝑅|

, (17)
where 𝑅 is the set of rollback-triggered activations and 𝑅recovered ⊆ 𝑅 is the subset in which safe recovery succeeded.
Policy Violation Rate (PVR)

PVR =
|𝐸viol|
|𝐸|

, (18)
where 𝐸 is the set of evaluation episodes and 𝐸viol ⊆ 𝐸 is the subset with policy violation or near-violation.
Shadow Regression Detection Rate (SRDR)

SRDR =
|𝐺shadow|

|𝐺|

, (19)

where 𝐺 is the set of post-activation regressions and 𝐺shadow ⊆ 𝐺 is the subset already visible in shadow mode.
These definitions are used uniformly across the main experiments and ablation results.

F. Additional Implementation Details
F.1. Registry Fields

Each candidate registry entry includes: capability name, version identifier, parent version, lifecycle state, interface
manifest hash, permission profile, environment scope, compatibility outcomes (𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅), sandbox summary,
shadow summary, activation history, and rollback history.
F.2. Shadow Trace Record

Each shadow execution record stores: active version output, candidate version output, divergence score, policy-hit
comparison, anomaly comparison, timestamp, and task context.
F.3. Rollback Event Record

Each rollback event stores: candidate version, active predecessor version, rollback trigger type, time-to-rollback,
post-rollback status, and recovery success flag.

These fields enable both experimental analysis and auditability.

G. Per-Candidate Compatibility Scores
Table 11 reports the four compatibility scores and screening outcome for all 14 candidate types (6 benign + 8

faulty) from a representative seed (seed = 42). Scores are identical across the three capability families (grasp, align,
place) because the fault injection model applies the same structural perturbations to each family.

Several patterns are notable. First, benign candidates achieve near-perfect scores across all four dimensions,
confirming that the compatibility model does not create false rejections (FAR = 0). Second, each faulty candidate type
triggers rejection through a different compatibility dimension, validating the four-way decomposition. Third, marginal
candidates (F7–F8) deliberately straddle the activation threshold; these pass screening but are intercepted by sandbox
or shadow evaluation, demonstrating the value of the staged pipeline.

H. Failure Modes of the Governance Layer
This appendix expands the five governance-layer failure classes identified in Section 9.8.

Incomplete compatibility assessment A candidate may pass interface and policy checks while still violating
assumptions not encoded in the compatibility model: underspecified manifests, partial policy coverage, insufficient
trace diversity, or non-externalized recovery assumptions are common examples. Compatibility should therefore be
interpreted as a bounded governance approximation, not a proof of safety.
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Table 11
Per-candidate compatibility scores (seed=42, grasp family). B= benign, F= faulty. Bold 𝜅 values indicate the dimension
that triggers rejection.

# Type 𝜅𝐼 𝜅𝑃 𝜅𝐵 𝜅𝑅 Composite Decision

B1 Benign (improved) 1.00 1.00 1.00 1.00 0.999 accept
B2 Benign (lateral) 1.00 1.00 0.99 1.00 0.997 accept
B3 Benign (minor gain) 1.00 1.00 1.00 1.00 0.999 accept
B4 Benign (efficiency) 1.00 1.00 0.99 1.00 0.998 accept
B5 Benign (robust) 1.00 1.00 1.00 1.00 0.999 accept
B6 Benign (stable) 1.00 1.00 1.00 1.00 0.999 accept

F1 Interface drift 0.50 1.00 0.78 1.00 0.824 reject
F2 Interface drift 0.50 1.00 0.79 1.00 0.826 reject
F3 Policy expansion 1.00 0.83 1.00 1.00 0.957 reject
F4 Policy expansion 1.00 0.83 1.00 1.00 0.957 reject
F5 Behavioral regress. 1.00 1.00 0.78 1.00 0.936 reject
F6 Behavioral regress. 1.00 1.00 0.80 1.00 0.940 reject
F7 Marginal composite 1.00 0.97 0.93 0.97 0.963 accept†

F8 Marginal composite 1.00 0.98 0.92 0.97 0.961 accept†

†Marginal candidates pass screening (composite ≈ 0.96) but are caught by downstream pipeline stages (sandbox, shadow, or online
monitoring).

Distribution gap between evaluation and deployment A candidate may behave well in sandbox or shadow
evaluation yet degrade under richer sensor timing, longer task horizons, different object distributions, or real-
world disturbances. This motivates two design principles: activation should remain provisional, and post-activation
monitoring with rollback is necessary because pre-activation evidence is inherently incomplete.
Governance misconfiguration Even if the candidate is well behaved, the pipeline may make poor decisions if
thresholds, policy rules, or escalation conditions are mis-specified. This class is structurally different from candidate
failure: the decision system surrounding the upgrade is problematic, not the candidate itself.
Monitor and watcher blind spots Some failure modes may be subtle, delayed, or weakly instrumented. An
upgraded capability may remain nominally task-successful while gradually increasing near-boundary behavior or
silently degrading recoverability. Watcher design is therefore a central bottleneck for governed upgrade: a weak monitor
can make the entire lifecycle appear safer than the operator believes.
Rollback unavailability or ineffectiveness A rollback path may exist in principle but fail in practice due to state
corruption, dependency mismatch, delayed trigger timing, or loss of safe-abort conditions. Our framework therefore
treats recovery compatibility as an admission-time concern rather than a post hoc engineering detail.
Implication A governed upgrade system should prefer fail-restrict or fail-review behavior over silent fail-open
behavior whenever uncertainty is high. A naïve replacement rule hides these failure modes inside uncontrolled
deployment; a governed lifecycle makes them explicit. Future research should study capability upgrade under
governance and, equally importantly, the verification and adaptation of governance itself.

I. Threshold Sensitivity Analysis
To assess how sensitive the governed upgrade pipeline is to the choice of compatibility thresholds, we re-ran E1

(screening) and E2 (performance–safety) with all four thresholds (𝜅𝐼 , 𝜅𝑃 , 𝜅𝐵 , 𝜅𝑅) uniformly scaled by ±10% relative
to the calibrated defaults (𝜅𝐼 = 0.95, 𝜅𝑃 = 0.90, 𝜅𝐵 = 0.85, 𝜅𝑅 = 0.80). Results are reported in Table 12.

Several patterns emerge. First, unsafe activation rate (UAR) remains at zero across all three settings, indicating that
the pipeline’s safety guarantee is robust to moderate threshold variation. Second, the primary effect of threshold choice
falls on screening aggressiveness (BADR): relaxed thresholds admit marginal candidates that the base setting would
block (BADR drops from 75% to 37.5%), while strict thresholds reject all faulty candidates (BADR = 100%) at the cost
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Table 12
Threshold sensitivity (±10%). All values mean ± std over 5 seeds. BADR and FAR from E1; SR, UAR, PVR from E2
(Governed, final round).

Setting BADR↑ FAR↓ SR↑ UAR↓ PVR↓

Relaxed (−10%) 37.5±0.0 0.0±0.0 68.1±2.7 0.0±0.0 7.9±4.2

Base 75.0±0.0 0.0±0.0 67.5±3.6 0.0±0.0 8.1±4.3

Strict (+10%) 100.0±0.0 0.0±0.0 69.7±8.2 0.0±0.0 9.2±4.6

of higher SR variance (std increases from 3.6 to 8.2). Third, false-accept rate remains zero in all settings, confirming
that no benign candidate is erroneously rejected by threshold tightening. In summary, the pipeline degrades gracefully
under threshold perturbation: safety is preserved while the conservatism–agility tradeoff shifts predictably.

J. Summary of Predecessor Papers
This paper is the fourth in a research arc. Paper 1 (AEROS) is available as an arXiv preprint (Qin et al., 2026a);

Papers 2 and 3 are under review. We provide an expanded summary of the key definitions, formalisms, and results that
the present paper directly depends on.
Paper 1: AEROS (Qin et al., 2026a)

AEROS formalizes the Single-Agent Robot Principle: a robot should be organized around one persistent intelligent
subject rather than a collection of loosely coordinated internal agents.
Embodied Capability Module (ECM). An ECM is defined as a tuple (𝑛𝑎𝑚𝑒, 𝑣𝑒𝑟𝑠𝑖𝑜𝑛, 𝐼, 𝑂, 𝜙, 𝑃 , 𝑅,𝐷) where 𝐼 /𝑂
are interface specifications, 𝜙 is the invocation schema, 𝑃 is the permission/policy profile, 𝑅 is the recovery profile,
and 𝐷 is deployment metadata. Each ECM is accompanied by a declarative manifest that externalizes these fields for
machine-readable inspection.
Policy-separated runtime Execution is mediated by a runtime that enforces constraints independently of the agent’s
reasoning. The agent proposes actions; the runtime decides whether each action may execute under the current policy
set Π𝑡 and deployment profile Γ𝑡. This separation ensures that the agent cannot bypass safety constraints by modifying
its own reasoning.
Key result inherited The ECM packaging format and manifest structure are inherited directly by this paper. The four
compatibility dimensions (Section 4.3) are defined over ECM manifest fields. To make the present paper verifiable
without access to (Qin et al., 2026a): the eight manifest fields listed above (𝐼, 𝑂, 𝜙, 𝑃 ,𝑅,𝐷, plus name and version)
are the complete set of ECM metadata; no additional hidden fields exist. The manifest is a declarative JSON-like
document, not executable code. Interface compatibility (𝜅𝐼 ) in the present paper operates over 𝐼 , 𝑂, 𝜙, and 𝐷; policy
compatibility (𝜅𝑃 ) over 𝑃 and Γ𝑡; recovery compatibility (𝜅𝑅) over 𝑅.
Paper 2: Learning Without Losing Identity (Qin et al., 2026c)

This paper introduces capability-centric evolution: the agent’s identity (memory, goals, decision structure) remains
fixed while improvement is channeled through evolving ECM versions.
Version registry Each capability family 𝑖 maintains a version registry 𝑖 = {𝑐(1)𝑖 , 𝑐(2)𝑖 ,…}. At any time, exactly one
version 𝑐(𝑘)𝑖 is active (dispatchable); others are stored as historical or candidate versions.
Behavioral signature vector Each capability version’s runtime behavior is summarized as 𝐵𝑐 =
(𝜇succ, 𝜇time, 𝜇retry, 𝜇viol, 𝜇anom, 𝜇recover), where the components capture mean success rate, execution time, retry
count, policy-violation frequency, anomaly incidence, and recovery-trigger incidence. This vector is computed from
execution traces and is used in the present paper for behavioral compatibility assessment (Section 4.3).
Gated deployment and rollback Paper 2 introduces the idea that a newly learned ECM version should not
immediately replace the active one. Instead, it proposes gated deployment (a candidate must pass a quality gate before
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activation) and rollback (the system can revert to the previous active version if the new one degrades performance).
These mechanisms are preliminary in Paper 2; the present paper formalizes and extends them into the full seven-stage
governed upgrade pipeline.
Key result inherited Over 5 rounds of capability evolution, capability-centric evolution improves task success from
62% to 78% while preserving agent identity continuity. The version registry, behavioral signature, and gated deployment
concepts are inherited by this paper. To make the present paper self-contained: the behavioral signature vector 𝐵𝑐 is
the complete behavioral representation used for 𝜅𝐵 assessment; no additional behavioral features are used. The gated
deployment rule in (Qin et al., 2026c) is a binary accept/reject based on success-rate improvement; the present paper
generalizes this to a multi-outcome decision function (Equation (2)) over four compatibility dimensions. The version
registry data structure (family ID, version number, manifest, lifecycle state, behavioral signature) is directly reused in
our Upgrade Manager (Section 6.6).
Paper 3: Harnessing Embodied Agents (Qin et al., 2026b)

This paper proposes a runtime governance layer for embodied execution, organized as six components:
Six governance components (1) Capability admission: decides whether a capability may be dispatched at all.
(2) Policy guard: checks each proposed action against the active policy set before execution. (3) Execution watcher:
monitors runtime traces for anomalies, policy violations, and drift. (4) Recovery manager: coordinates rollback, safe-
abort, and fallback when failures are detected. (5) Human override: enables supervisory intervention and approval-
bound execution. (6) Audit logger: records all governance decisions for post-hoc analysis.
Deployment profiles Paper 3 defines three deployment profiles: Γsim (simulation, relaxed constraints), Γreal (real
robot, strict safety), and Γhuman (human-shared workspace, most restrictive). Policy admissibility is profile-dependent
rather than universal. These profiles are inherited directly by the present paper’s cross-profile experiments (E5).
Key results inherited Ablation shows each governance component contributes independently to execution safety;
removing any single component degrades at least two metrics. Runtime governance reduces unsafe continuation by
75% compared to ungoverned execution. The present paper reuses the runtime governance layer (components 3–6) for
post-activation online monitoring and rollback, and extends governance from action execution to capability-version
admission. To make the boundary clear: the present paper inherits the execution-time governance components (watcher,
recovery manager, human override, audit logger) exactly as defined in (Qin et al., 2026b) and does not modify them. The
novel contribution is the upgrade-time governance layer (compatibility checker, sandbox evaluator, shadow deployer,
upgrade manager) that sits above the execution-time layer and determines which capability version the execution-time
layer governs. The deployment profiles (Γsim, Γreal, Γhuman) are reused without modification; their specific constraint
configurations (e.g., Γhuman requires human approval for activation) are defined in Appendix C.
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