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Abstract: In Shamir’s secret sharing scheme, all participants possess equal privileges.
However, in many practical scenarios, it is often necessary to assign different levels of au-
thority to different participants. To address this requirement, Hierarchical Secret Sharing
(HSS) schemes were developed, which partitioned all participants into multiple subsets
and assigned a distinct privilege level to each. Existing Chinese Remainder Theorem
(CRT)-based HSS schemes benefit from flexible share sizes, but either exhibit security
flaws or have an information rate less than % In this work, we propose a disjunctive HSS
scheme and a conjunctive HSS scheme by using the CRT for integer ring and one-way
functions. Both schemes are asymptotically ideal and are proven to be secure.
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1 Introduction

Secret Sharing (SS) [, 2] is a method for sharing a secret among a group of participants. It
typically consists of two phases: the share generation phase and the secret reconstruction
phase. In the share generation phase, a dealer divides the secret into multiple shares and
securely distributes each share to its designated participant. In the secret reconstruction
phase, any authorized subset can reconstruct the secret by gathering their shares together,
while any unauthorized subset cannot. The collection of all authorized subsets is known
as the access structure. An SS scheme is termed perfect if any given unauthorized subset
gains no information about the secret. An SS scheme is said to be ideal if it is perfect and
has an information rate 1. It is referred to as asymptotically ideal if it is asymptotically

perfect and its information rate approaches 1 as the secret size increases.
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The (t,n)-threshold scheme is an SS scheme such that any subset of at least ¢ partic-
ipants is authorized, while any subset with (¢ — 1) or fewer participants is unauthorized.
In a (t,n)-threshold scheme, all participants possess identical privileges, but in many
real-world scenarios, it is often necessary to assign differing privilege levels to different
participants. To address this need, Simmons [3] introduced the hierarchical threshold
access structure in 1988, which partitions the participants into multiple disjoint subsets
and assigns a distinct privilege level to each. More precisely, let P be the set of all partic-
ipants, which are divided into m disjoint subsets Py, Ps, ..., Py. Denote by t1,t9,..., ¢,
be a sequence of thresholds such that 1 < t; < 5 < --- < t,,. By using geometric

methods, Simmons [3] constructed an SS scheme with access structure
¢
Iy ={ACP:3e{1,2,....m} such that |AN (| ] Pu)| >t}
w=1

which is called a Disjunctive Hierarchical Secret Sharing (DHSS) scheme. However, this
scheme is not ideal and requires the dealer to verify the non-singularity of many matrices.
Tassa [4] introduced the Conjunctive Hierarchical Secret Sharing (CHSS) scheme, which
is an SS scheme with access structure
¢
Ty ={ACP:|AN(|JPu)l >t forall £ € [m]}.
w=1

Moreover, an ideal CHSS scheme and an ideal DHSS scheme were proposed by using
Birkhoff interpolation, and the dealers were required to check many matrices. Chen et al.
[b] constructed ideal CHSS and DHSS schemes based on polymatroids, and the dealers
were required exponential time to find a specific parameters via special algorithms.

In order to reduce the dealer’s computational complexity from exponential time to
polynomial time, Yuan et al. [6] constructed a CHSS scheme by using linear homogeneous
recurrence relations and one-way functions, which is not ideal due to the use of one-way
functions, and many values were published. The Chinese Remainder Theorem (CRT)
provides the flexibility to assign shares of varying sizes to different participants. Harn et
al. [[7] constructed a DHSS scheme based on the CRT for integer ring, which was insecure
pointed by Ersoy et al. [8]. Furthermore, Ersoy et al. [8] proposed a new DHSS scheme
and a new CHSS scheme by using the CRT for integer ring and hash functions. Their
information rates were smaller than % Tiplea et al. [9] proposed an asymptotically ideal
DHSS scheme and an asymptotically ideal CHSS scheme by using the CRT for integer
ring, achieving information rates approaching 1. Recently, Yang et al. [10] constructed an
ideal DHSS scheme by using the CRT for polynomial rings. However, all these CRT-based
ideal or asymptotically ideal DHSS schemes and CHSS schemes [9, [10] have been shown
to be insecure in our other work.



Our contributions. By using the CRT for integer ring and one-way functions, we
construct two asymptotically ideal hierarchical secret sharing schemes with flexible share

sizes. More precisely, we make the following contributions:

o We construct an asymptotically ideal DHSS scheme, which has flexible share sizes,
but the ideal DHSS schemes of Tassa et al. [4] and Cheng et al.[5] cannot. Compared
with the CRT-based DHSS schemes of Harn et al. [[7], Ersoy et al. [8], Tiplea et
al. [9] and Yang et al. [10], our scheme is a secure and asymptotically ideal DHSS
scheme (See Table 1).

Table 1. Disjunctive hierarchical secret sharing schemes.

Accommodate Information
Schemes Secure _ i Perfectness
flexible share sizes rate p
M] Yes No Yes p=1
b] Yes No Yes p=1
] No Yes No p<l1
9] No Yes No p<l1
[10] No Yes No p=1
8] Yes Yes Asymptotic p<3
Our scheme  Yes Yes Asymptotic Approaches 1

o We construct an asymptotically ideal CHSS scheme, which has flexible share sizes,
but the ideal CHSS schemes of Tassa et al. [4], Cheng et al.[5] and the asymptotically
ideal CHSS scheme of Yuan et al. [] cannot. Compared with the CRT-based CHSS
schemes of Tiplea et al. [9] and Ersoy et al. [§], our scheme is a secure and
asymptotically ideal DHSS scheme (See Table 2).

Table 2. Conjunctive hierarchical secret sharing schemes.

Accommodate Information
Schemes Secure _ _ Perfectness
flexible share sizes rate p
] Yes No Yes p=1
bl Yes No Yes p=1
6] Yes No Asymptotic p=1
9] No Yes No Approaches 1
8] Yes Yes Asymptotic p<i
Our scheme  Yes Yes Asymptotic Approaches 1

Paper organization. The remainder of this paper is structured as follows. Section 2

introduces the necessary preliminaries. Section 3 presents the construction of our DHSS

3



scheme, along with its security analysis. In section 4, we construct a CHSS Scheme and

provide its security analysis. Section 5 concludes the paper.

2 Preliminaries

This section will introduce the relevant mathematical tools required in this paper as well
as the related concepts of secret sharing.

2.1 Relevant mathematical tools

Lemma 1 (CRT for integer ring, [11]). Let my,mao,...,m, be positive integers that are

pairwise coprime. Given any integers xq,xsa, ..., T, and a system of congruences

(2 =2, (mod m,),

r =y (mod my),

lz =2, (modm,),

it holds that .
r= Z AiMiz;  (mod M),

where M = H m;, M; = m—i, and \; = M; ' (mod m;). If the integer x satisfies 0 < x <

]

M, the Solutzon is unique, denoted by

Definition 1 (k-compact sequences of co-primes [9]). We assume L = {mg, m1, ..., m,}
is sequences of co-primes, i.e ged(m;,m;) = 1,0 < i < j <mn,i # j. The sequence L is
called (k,0)-compact if it satisfies

(i) mo <my < - < my,.
(i) kmo < m; < kmg +m$, where k > 1, 6 € (0,1) are real numbers, i € [n] .

L is classified as k-compact if it fulfills the (k,0)-compactness criterion for some
g€ (0,1).

Remark 1. A sequences of co-primes L = {mg,mi,...,mL ....om7" ... om™} is 1-

ni Tvm

compact if and only if all sub-sequences Ly = {mg,mi, ... ,m}bl, comb nz} s 1-

compact, where { € [m)]



Remark 2. k-compact sequences of co-primes can be efficiently generated; see Section 5

of schemel9] for the specific algorithm.

2.2 Secret sharing

Definition 2 (Secret sharing scheme). LetU = {U,Us,...,U,} be a set of n participants.
A secret sharing scheme consists of a share generation phase and a secret reconstruction

phase, as follows.

o Share Generation Phase: We assume S is the secret space. For any secret s € S,

the dealer distribute shares to participants using a share distribution algorithm
SHARE: S X R — 81 X 83 X -+ - X S,

where R is a set of random symbol set, and S; is the share space of the participant
P;.

o Secret Reconstruction Phase. Participants in any authorized set A C P can use

their shares to reconstruct the secret through the secret reconstruction algorithm
RECON: [] &i—s.
P,cA

Conversely, any unauthorized set cannot reconstruct the secret.

Denote by [n] = {1,2,...,n} and [Ny, No] = {Ny, N7 + 1,..., No}, where n, Ny, Ny
be positive integers such that N; < N,. In this work, the index ¢ conventionally denotes
the i-th participant P; . Consequently, the set [n] represents the complete participant
set P. A secret sharing scheme is perfect security if any unauthorized subset gains no

information about the secret.

Definition 3 (Information rate, [12]). The information rate quantifies the efficiency of a
secret sharing scheme, defined as:

_ log, |S]|
max;.,, 1og ||’

where |S| is the number of elements in the secret space, and |S;| is the number of elements

in the share space of the i-th participant.

The information rate p of any perfect secret sharing scheme is bounded above by 1
(p < 1). If a perfect secret sharing scheme has information rate one, it is said to be ideal.

We now introduce essential Shannon entropy. For discrete random variables X and
Y, H(X) signifies the Shannon entropy of X. The conditional entropy of X given Y is
denoted H(X]|Y).



Definition 4 (Asymptotically ideal hierarchical secret sharing scheme, [13]). For a hier-
archical secret sharing (HSS) scheme with the secret space S and share spaces S;,i € [n],
it is said to be asymptotically ideal if the following asymptotic perfectness and asymptotic

maximum information rate are satisfied.

o Asymptotic perfectness. For all e1 > 0, there is a positive integer o1 such that for
all B¢ T and |S| > oy, the loss entropy

A(IS]) = H(S) — H(S|V3) < &,

where H(S) # 0, and S, Vi are random variables corresponding to the secret and

the knowledge of B, respectively.

o Asymptotic maximum information rate. For all ea > 0, there is a positive integer
oy such that for all B ¢ T' and |S| > o9, it holds that

max;,, H(S;)

<1 .
HS) = @

The (t,n)-threshold secret sharing scheme[15] by Asmuth and Bloom, based on the

Chinese Remainder Theorem, ranks among the most widely implemented schemes.

Definition 5 (Asmuth-Bloom’s secret sharing scheme, [15]). Let mo be a prime. For a
secret s € Ly,. Asmuth-Bloom’s secret sharing scheme is a (t,n)-threshold scheme with

the following two phases.

o Share Generation Phase: The dealer chooses an increasing sequence of pairwise

co-prime integers my < mq < - -+ < m,, satisfy the following conditions:

(i) deg(mo,m;) =1,i € [n]
(ii) mo [1.Z; mi < [1'_, mi(The Asmuth-Bloom constraint)

The dealer then chooses a integer o such that 0 < y = s+ amg < H§:1 m;. The
dealer computes s; = y (mod m;),i € [n], and distributes each share s; to the i-th

participant P;.

o Secret Reconstruction Phase: Given any A C [n] of cardinality |A| > t, participants
from A reconstruct the secret s with their shares s; = y (mod m;),i € A. Since
y < H§:1 m; < [[,cami, based on Lemma @, they can compute y = s + amgy and

s =y mod my



The Asmuth-Bloom constraint ensures that any set of fewer than t participants cannot
recover the secret. However, this scheme is only asymptotically perfect (as detailed in [[13]),
due to its reliance on the Chinese Remainder Theorem. Furthermore, its information rate
is strictly less than 1. To address this limitation, we introduce k-compact sequences of

co-primes.

Remark 3. When my is sufficiently large, the k-compact co-prime sequence L satisfies
the Asmuth-Bloom constraint. Let L = {mg,mq,...,m,} be a k-compact sequences of co-
primes. First, we known (kmg)t > mo(kmo +m§)'=1 for mg is sufficiently large. Second,
fori € [n], kmo < m; < kmg +mi. Finally, my Hf;i m; < mo(kmo +mf)1 < (kmg)t <

H;l m;. Therefore, the sequence L satisfies the Asmuth-Bloom constraint.

Definition 6 (Disjunctive hierarchical secret sharing scheme, [3]). The set P can be

divided into m disjoint subsets Pi, Po, ..., Pm, i.e.,
P =U Py, and Py NPy, =2 for any 1 <l < ly <m.

A Disjunctive Hierarchical Secret Sharing (DHSS) scheme associated with a strictly
increasing threshold sequence 1 <ty <ty < --- < t,, < n satisfies the following properties:

o Correctness. Any authorized set A € T can reconstruct the secret, I' is the access

structure defined as:

¢
I'={ACP:3lec|m]such that |AO(U Puw)l = te}.

w=1
o Privacy. Any given B ¢ T" does not get any information about the secret.

A DHSS scheme attains ideal status if and only if it is perfect and information rate

achieves one(p =1).

Definition 7 (Conjunctive hierarchical secret sharing scheme, [4]). The setting is the
same as that of the DHSS Definition B Only the access structure I' is different, as defined
below:

l
I ={ACP:[AN(|JPu)l =t for Vi e m]}.

3 A novel asymptotically ideal DHSS scheme

In this section, we construct a hierarchical secret sharing scheme for disjunctive access
structures. The construction is based on the Chinese Remainder Theorem over the ring
of integers and one-way functions. Our scheme is given in subsection El!, and we analyze

its security in subsection @



3.1 Our scheme 1

Consider a set P of n participants partitioned into m disjoint subsets Pi, Pa, ..., Pum.
Let ng = |Pg| and Ny = S, n,, for £ € [m]. For £ € [m], t; define as the threshold
for the subsets Ui:l P.. The threshold sequence satisfies 1 < t; < t, < --- < t,,, and
ty < Ny. Our scheme consists of two phases: the share generation phase and the secret
reconstruction phase.

Share Generation Phase.

o The dealer first generates a publicly co-prime sequence, L = {mg, m1,...,my,}. The
dealer assign each m; to a participant ¢, i € [n|. Let Ly = {mg,m1,...,mp,}, { € [m]
denotes the sub-sequence of L such that the following conditions are satisfied.

(i) my is a big prime and ged(m;,m;) =1,0 <7< j <n.
(i) mog <my <--- <mpy,, £ € [m].
(iii) kmo < m; < kmg +mf, where k > 1, 6 € (0,1) are real numbers, i € [N,] and
¢ e ml.

o For any given secret s € Z,,,, the dealer selects random integers ¢; € Z,,,, © €

[Ny—1].

The dealer selects integers oy, ¢ € [m] such that

0 <yp=s5+amy<mymg---my,

The dealer sends each share s; to the ¢-th participant, where

S; —
Ym  (mod m;),if i € [Ny—1 + 1, Ny
o The dealer selects m publicly known distinct one-way functions hy(+), ha(:), ..., Am(+).

These functions h,(+) : Zp, X Zy — Zy, for i € [n], £ € [m]. For any i € [N, 1],
there is an integer ¢, € [m — 1] such that i € Py,. For all ¢ € [¢;,m], the dealer

computes and publishes

wl@ = (ye — he(s;,0))  (mod m;).

Secret Reconstruction Phase. For any A C P such that A = AN (U,_,P,),
|A®)| > t, for some ¢ € [m], participants of A first compute

ho(si, ) +w?, if € € [m —1),i € A® C [N,
sgz) =9 hp(s;,m)+ wl(m), if ¢t =m,ic AYNI[N,_4],
si, if t=m,i € AY N[Ny +1, Ny
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Then, they based on CRT for the ring of integers compute

Yo = Z )\i,.A(Z) M’i,.A(a S,ge) (mOd MA(Z)),

i€ AW
and reconstruct the secret s = g, (mod my), where My = [[ mi, M; 400 = M g0 /ms,
ic AW
|
Aiaw = M) (mod m;).

3.2 Security analysis of our scheme

We will prove the correctness, asymptotic perfectness and asymptotic maximum informa-

tion rate of our scheme in this subsection.

Theorem 1 (Correctness). Any authorized subset

¢
Aec{ACP:3Iem]such that |[AN( U )| >t}

w=1

can reconstruct the secret.

Proof. Let A = {iy,ia, ... ij40} such that A® = AN (U_, Py),[AP] > t, for some
¢ € [m]. We will prove that the all participants in A®) can reconstruct the secret.

For i € AY N [N,,_1], each participant needs to compute the required values by
using the public one-way function hy(-), the public values m;, wy) = (yr — he(ss,?))
(mod m;), and their shares s;. For i € A® N[N,,_; + 1, N,,], the participant’s operation
is straightforward, requiring only the provision of their share. Specifically, participants of

A compute

ho(si,0) +w?, if € € [m —1),i € A® C [N,
517 = (s, m) +w™, i €= m,i € AO O[N],
si, if £=m,i € A N[Ny +1, Ny

And for i € AY, get the system of congruences

Yo = 555) (mod m;).

Since 1, satisfies
174
Yo < Hmi < H m,
i=1 e AW

where |A®)| > #,. Based on the CRT for integer ring in Lemma m, it holds a unique

solution that

Z )‘z A(z) A(e)S (mod MA(Z)),
ic A0



where My = [ mi, M; g0 = Mgw /m; and A 40 = Mi_j(a (z) (mod m;). And they
i€ A®) ’
can compute the secret s =y, (mod my). O
Now we will prove our scheme is asymptotic perfectness .
Let B C P be an unauthorized subset. Therefore,

B¢ {ACP:3em|suchthat |AN (| ] Pu)| >t}
w=1
such that,
BN (U _,Py)| <ty for all £ € [m].

Participants in B attempt to reconstruct the secret using their shares, one-way functions

and all available public information. In other words, for any given secrets € S, there

exists a tuple (z1, 29,...,2,) € G derivable from all share values in set B and all public
values.
Denote by
G ={(z1,22,...,2m) € Z™ : the conditions (i) to (iv) are satisfied.} (1)

« Basic Conditions

t
(i) 0< 2z < ﬁ my, for all £ € [m)].

i=1
(i) 21 =20 =+ = 2, (mod my).

e Share Verification Conditions

(iii) For any i € BN [N,,_1], there is an integer £ € [m — 1] such that i € Pp. It
holds that

2= (WP + hy(si, €))  (mod my) for all £ € [¢,m],

namely,

(

21 E(wgl) + hi(si, 1)) (mod m;) for all ¢ € BN [NVy],
29 E(UJZQ) + ho(s4,2))  (mod m;) for all : € BN [N,

Zm-1 z(w?"’” + hpm_1(si,m — 1))  (mod my) for all i € BN [N,,_1],
Zm E(wgm) + him(si,m))  (mod m;) for all i € BN [Ny,—1].

\

(iv) For i € BN [N,,—1 + 1, Ny, it holds that z, = s; (mod m;).
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e Public Value Verification Conditions

(v) For any ¢ € [N,,—1] and i ¢ B, there is an integer (3 € [m] such that i € Py,.
There are integers s;, and hy(s;,m) = (z, — wl@) (mod m;) for all £ € [¢5,m].

Lemma a determines the cardinality of G. Building on Lemmas a and E, we derive the
conditional entropy H(S|V}) and thereby prove the asymptotic perfectness of our scheme

in Theorem

Lemma 2. The cardinality of G satisfies
G| =YL+ 7Y + -+ yamYom,

where 41, %2, . .., yam €N, and y1+v2 4 - - +y2m = m, BY = BN[Ny| for £ € [m]. Denote
by
m H m;
KI H H m +aq4>
(=1 t
ieB®)

. ag € {0,1} for g € 2] and ¢ € [m], and |-] is the floor function.

Proof. For any (21, ze,...,2y) € G, it holds that

2 =29 =+ =2z, (mod myg),
2 —s( ) (mod m;) for all i € BN [Ny],
29 _s( ) (mod m;) for all © € BN [Ny,

21 =Y (mod my) for all i € BN [Ny,_1],

2

[ Zm =s{™" (mod m;) for all i € BN [N,].

where
he(si, 0) + ', if € € [m —1],i € BN[N,],

81(13): B (5, )—|—w ,1f£—m2630[ 1),
siy if £=m,i € BO[Npy—1+ 1, Nyl

Since G satisfies condition (ii), each secret s € S yields a unique outcome. Therefore,
the cardinality of G corresponds to all possible combinations of outcomes for the entire

set of secrets. For any s € S, and (z1, 22, ..., 2,) € G, it can be formulated as a system
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of congruence equations that

([ ===z, =5 (mod my),

z =5\ (mod m;) for all i € BN [N],
29 ESZ(-Q) (mod m;) for all i € BN [Ny,

Zm—1 —=5(m~1) (mod m;) for all i € BN [N,,_1],

%

[ Zm =5 (mod m;) for all i € BN [N,].

where

ho(si, ) +w, if € € [m —1),i € BN[N,,
B (si,m) +w™, if £ =m,i € BN [Np_1,
si, if =m,i € BN [Ny_1+ 1, Nyl

By Lemma EI, it holds that

S0 -

a= ) NgoM, gost”  (mod Mge), L € [m]
ieB®)
where B = {0} U (BN [Ng) = {0} UBY, s =5, Mg = II mi, M; gy = Mg /mi,

ieB®

and \; g (v) = Mi’_é(g)(x) (mod m;).

_ ©)
Denote by Z&g(@ = Z Ai,gw) Mi7l§(e) S, (mod Ml’g(@), then
ieB®
Zepo < Mgw = H my,
i€eB®
and

20 = 250 (mod Mg ). (2)

That is, there exists a nonnegative integer k, . such that

Ze = 2y g T kg go Mg -
ty
On the one hand, z, satisfies the basic conditions 0 < z, < [[ m; in Expression (m)

=1
Since 0 < z, gy < Mg, it holds that

ty
[Tm;— IN:10)
=1

0<k, 530 <
= E7B(£) N
MB(E)
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Let 1, gy be the number of all possible k, ), then

( t
ﬁ m; te
ﬁ s lf ZZ,E(Z> 2 (H m; (mod M)B'(g)) y
0 =1
o =N 7| u
IT m; ) ty
zﬁl — +1],if 250 < (H m; (mod M)g([)) .
[\ [ieB® =
On the other hand, different choices for nonnegative integer vector (k; ga), ky geo - - -, K, gom)
173
correspond to different (zy, 29, ..., z,,) satisfying 0 < z, < [[ m;, £ € [m] and Expres-
i=1
sion (E), ie., (21,29,...,2m) € G. This means that for a given secret, the outcome is

I, Ny g~ We represent this outcome with the variable Y.

For the sake of convenience and to avoid confusion, we make the following provisions.

let A ={ay,as,...,asm}, where each indexed selection vector a, = (aq1,ag2, - - -, Ggm)
satisfies a, € {0,1} for ¢ =1,2,...,2™ and £ = 1,2,...,m. Here, a, represents the ¢-th
component of the ¢-th selection vector a,.

Correspondingly, the ¢-th product term (which can be any arbitrary term in the
product set) is defined as

ty

i=1
%:H(TTE'MW

= |eso

The set of all product results is then expressed as

174
m H m;

m i=1 m
Y={¥lq=12...2"} =T T faw)|qg=1,2,...,2
= lieao

Notably, the cardinality of the selection vector space A is |A]| = 2™, as each component
d4¢ has two independent choices (0 or 1). This implies that the product set ) contains
exactly 2™ distinct terms, and there exists a bijective correspondence between the indexed

selection vectors a, and the product terms Y.

] m I m
It shows that there are either Zﬁl — | or Zﬁl — | + 1 | possible consistent for
ieB®) icB)

each zy. This mean that there are possibly 2™ scenarios for the candidates about a tuple
(21,22, -, 2m) € G.
We emphasize that the cardinality of G is all possible candidates of (z1, 22, ..., 2m).

Since given a secret s € S corresponds to a Yy, g € [2™]. Therefore, the number of
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secrets corresponding to Y, is denoted as v,,q € [2™]. The cardinality of G is |G| =
YY1 + Yo + -+ yom Yom, where 1,79, ..., vom € Ny and v + v + - - - 4+ Yom = m.
O

Based on Lemmas B and B, we determine the conditional entropy H(S|Vj) and give

the proof of the asymptotic perfectness our scheme in Theorem E

Lemma 3. The knowledge of B is the following conditions (i) to (v) denoted by Vg.
Denote by Vi the conditions (i) to (iv). For all ¢, > 0, there is a positive integer o, such
that for all |S| = mgy > o1, it has that

0 < H(S|Vj) — H(S|V5) < €,
where Vi and Vi are random variables corresponding to Vi and Vg, respectively.

Proof. Since the dealer selects the shares s;(for i € [N,,,—1]) uniformly at random and the
one-way functions h(-),¢ € [m] are distinct, condition (v) will only reject a candidate
tuple(z1, 22, ..., zm) € Z™ with negligible probability, provided the share set |S| is suffi-
ciently large. Consequently, the entropy difference H(S|Vy) — H(S| V) is negligible for
sufficiently large |S|. This completes the proof. N

According to Lemma E, for each ¢ € [m], the possible candidate values for z, are either
t
_ﬁl m; IT m:

1131 — | or 'H — | + 1. However, by leveraging the properties of the k-compact co-
ieB®) icB®)

prime sequence, we can establish the following result: as mq tends to infinity, the possible

candidate values for z, tends to a fixed constant. We illustrate this by considering the

case where m = 1 and present Lemma @

Lemma 4. Let the single-layer Asmuth-Bloom (t,n)-threshold scheme be based on a k-
I1m:
i=1

mo [[ my
i€EB

compact sequence of co-primes mo, my, ..., m, (k> 11is an integer). Let ng =

be the number of candidate values determined by an unauthorized set B using both shares
t
{1 m:

i=1

and the secret. Then the lim 0 T and the np satisfy the following piecewise

mo700 icB
relation:
11 m:
When lim mg:i'[ — | =k — 1, if and only if, for all secrets, the candidate values
mo—>00 i€
|
tends to ng+1; if lim m;:h — | =k, if and only if, for all secrets, the candidate values
mo—00 i€

tends to ng.
14



Proof. This scheme is based on the Asmuth-Bloom’s secret sharing scheme framework
using a k-compact co-prime sequence. The relevant parameters are provided in Definition
B. For an unauthorized set B, the system of congruences ' =y mod m,, 7 € B is known.
fin

mo [ m4

i€EB

Let ng = . First, when the secret is not given, the participants in B can

use Lemma El to determine the number of candidate values that are consistent with their
shares, denoted as Cp. Second, if the secret s is given, then from adversary’s perspective,
for each s € S, the number of consistent y candidates is either 7z + 1 or nz. In other
words, the entire secret space is partitioned into two subsets: one containing d; secrets
corresponding to np possible y candidates, and the other containing dy, = my — d; secrets

corresponding to 1z + 1 possible y candidates.
Cs
mo

J‘i‘dgzmo'n[g"’—dg, where ng > 0,

0 < dy < mg. Furthermore, based on the property of the k-compact co-prime sequence

According to the division theorem, Cz = my - L

where kmg — (mf+1) < Cg < kmg+ (m$+1), the following two scenarios can be derived:

Csae 1: kmg — (mf + 1) < C < kmg. Then, as mg approaches infinity, L%J =n=Fk—1.
As Cg=my - L%J + dy, we obtain

mo
mo—(m8+1)<d2<m0

which shows that i—% goes to 1 and d; goes to 0 as mg goes to infinity (recall that

0 is fixed). This is mean that lim ng =k — 1, all secrets corresponding to 7z + 1
mo—00

possible y candidates.

Csae 2: kmg < Cg < kmg + (mg + 1). Then, as mq approaches infinity, L%J =ng=k. As
Cg=myg - L%J + dy, we obtain

mo
0<dy <mf+1

which shows that i—% goes to 0 and i—lo goes to 1 as my goes to infinity (recall that

0 is fixed). This is mean that lim 7z = k, all secrets corresponding to 7 possible
mo—r00

y candidates.

In summary, the parameter Cz admits only two possible scenarios. Each corresponds
to a distinct limit value lim 7p and a specific case for the parameter 1. This relationship
mo—r0Q
is a one-to-one correspondence.

]

We first prove that

15



Lemma 5. For every { € [m],

ty
[T m

. =1
lim ——— = k.
mo—o0 11 H m;
ieB®

Proof. Base case: For ¢ = 1, the left-hand side is

t1
[Tmi

. i=1 . my . mao . My
lim = lim — x lim X +-+ X lim
mo—r00 mo H m’L mo—00 mo mo—r00 mll mo—r00 miil—l
ieB)

On one hand, according to the definition of k-compact sequences of co-primes, any m;
and m; tends to be the same as mg goes to infinity, i, 7 € [n]. kmg < m;, m; < kmg +m,

. kmo+m? . km, : km,
her >1 1). Then —fme < mi < BMOEMg i) 0 = lim 0 —
where £ > 1, 0 € (0,1) O ot = my = T kmo B Rnotmg b Fmo+mg

1, at this time, m{ is a higher-order infinitesimal of mg(recall that 6 is fixed). Therefore,

measured using the squeeze theorem, lim % =1.
mo—r0oQ p
On the other hand, k < ané < k+ mgfl, where k > 1, 0 € (0,1). We can easily get

lim k= lim k-+ mg_l = k. According to the squeeze theorem, there is lim ™ = k.
mo—00 mo—00 mo—soo "0

Now, the left-hand side is

t1
[T m
. i—1 . 1 . 2 .
lim ! = lim — x lim X --- X lim
mp—oo 1My H m; mo—00 17 mo—o0 My, mo—r00 mitl_l
ieB)

mtl

=kx1lx---x1=k.

And the right-hand side is k. Since they are equal, the proposition holds for ¢ = 1.
Inductive Step: Assume, for some ¢ —1 > 1 € [m — 1], that the proposition is true.
That is, we assume the inductive hypothesis:
(7]
[T mi
lim =

=1
ieB=1)

=k

We now need to prove that the proposition is true for ¢, i.e.,

ty
[Tm

. i=1

lim ———— =k

mo—o0 110 H my;
ieB®

16



Counsider the left-hand side for ¢:

ty
[T mi

. =1
lim ————
ieB®)
to—1 ty
[T m [T m
= lim — =L Tl
mo—oo mg [ my IT m;
ieB—1) ieB® i¢BE-1)
to—1 174
[T m [T m
. i=1 . i=ty_1+
= lim ———— lim
mo—00 1M H m; mo—oo my;
ieB=1 ieB®) igBE-1)
to—1
[T mi
. =1
= lim ———— 1
mo—20 1 H m;
ieB—1)
to—1
[T mi
. i=1
= lim = k.

1=
mo—oomgy  [[  my
ieB-1)

This is the desired result for /.

Conclusion: Since the base case is true and the inductive step has been established,

[l m
by the principle of mathematical induction, the proposition lim mo’:lﬂ = k holds for
mo—»00 z
ieB(®)
all £ € [m)]. O

Theorem 2 (Asymptotic perfectness). Our scheme is asymptotically perfect.

Proof. For any s € S and B ¢ I', by Lemmas E we get there exist 7,, ¢ € [2™] elements in
S with the property that each of them is (21, 29, . .., 2,) of exactly Y, possible candidates.
It holds that the conditional probability

! / Y
Pr(S = s|Vig = Vi) = ﬁ

17



for exactly v, values s € §. Therefore,

A(Vg) = H(S) = H(S| V)

1
_ _ I\
longO—SGZSPr(SS|V = V;) log, R —y
=log,mo + »_Pr(S = s[V}z = Vg)log, Pr(S = s|Vj; = V)
seS
=log, mg + Y10Y+ YloY + 7y Ylo Yom
8210 T g] 082 [g] TG B g T G %2 g1

We are considering the worst-case scenario, the other scenarios are similar.
BN (U _ P, = |B|=t,—1forall £ € [m)].

Form Lemmas B, for any € > 0 and sufficiently large mg, we can know that

ty
[T

’ =1

mo H my;
ieB®

— k|l <e

It is mean that for all £ € [m], any € > 0 and sufficiently large my,

ty
[T m

i=1

kE—e< <k+e
mo [T m;
ieB®
ty ty
IT mi ‘ I m
For ¢ € [m], if k —e < —=5— < k, we obtain that all £ € [m]|, lim [—==—| =
mo [ mu mo—oo | ™0 1T m
ieB® ies(®)
I ms
k — 1. Similarly, For ¢ € [m], if k < o < k + € we obtain that all £ € [m],
ieB(®)
Ly
1‘ ‘Hlml k
1m = =
moTree " 1611;[(Z> "

te
1T m
In summary, for the unauthorized set B, the limit lim | —=——r0
My —00 0 H( 0 mi
i€B

is a constant. This means that for unauthorized sets, at each level ¢ can be treated as

at each level ¢

a single-layer Asmuth-Bloom scheme. According to Lemma @, for all secret s € S, its
candidate values tends to a fixed constant. Therefore, in the hierarchical scheme, the

candidate values for all secrets also tends to a fixed constant. As mg approaches infinity,

18



for all secret s € S, the number of possible candidates for (21, 29, ..., 2,) approaches Y,

q € [2™]. In other words, we can obtain

moY .
lim —— =1, lim
mo—r00 |g| mo—r00 |g|

/Y/
WA —0,¢ #qe2].

A(Vg) = H(S) = H(S| V)

Y] Y Y, Yom Yom

Y,
=log, Mo + 715 10y = + Yoo Foe e ygm o logy o
G| | | |Q| \ | 4 G|

Y, - Yy
=log, mo + Y4~ lo + lo
e ”qwgr i Zﬂq o1 " 1al

2m
Y/ Y/ Y
=log, m —I— i

Y, Y, Y, |G
=log, mgy + log, |?q + Z yq/ |5| (logs( |§| X y)
q'#q,q'= q

ng Y/
~log +
27 [g] Z g |g| v, )

Next, we will prove that ¢ is a bounded quantity. First, we introduce two notations

Yq
x and 2’ to represent the number of 0 components in Y, and Y/, respectively. This means
1 . i .
that Y, is the product of = terms of ’ﬁl | and m —x terms of ’ﬁl | +1 (with ¢
ieB0) ieBO)
12
I mi
only serving as a symbol here). Similarly, Y, is the product of 2’ terms of lﬁl — | and
165(2)
ty ty
I1 m; I1 mi
m—2z' terms of | “=—— | +1. Considering the extreme case, we take lim =L | =k,
Hw " moreo H(é) "
i€B i€B

thus A(Vj) is as follows
A(Vg) =H(S) - H(S|V§s)

21’n

e Tt 2 wig 0o =

me = 1,300 = 0,¢' # q € [27]. Therefor,

In summary, as mq approaches infinity,

log, |°g“’ approaches 0. Furthermore, the term log, <%) is bounded. Its limit
therefore does not affect the outcome of A(VYy). However, qu g|q tends to 0, ¢’ # ¢ € [2"].

Consequently, as mg approaches infinity, A(VY) converges to 0.
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Moreover, the secret in our scheme is randomly and uniformly, which means that
H(S) = log, |S| = log, mg. According to Lemma B, for all €; > 0, there is a positive
integer oy such that for all |S| = mgy > o1, it holds that

0 < H(S) — H(S|Vg) = H(S|V) — H(S|V5) < €.
As a result, our scheme is asymptotically perfect by Definition @ ]

Theorem 3. Let P be a set of n participants, and it is partitioned into m disjoint subsets
Pi1,Pa, ..., Pmn. For a threshold sequence ti,ta, ... t, such that 1 <t; <ty <---<t, <
n and ty < |Py| for £ € [m], our scheme is a secure and asymptotically perfect DHSS
scheme. Furthermore, our scheme is an asymptotically ideal DHSS scheme if it is based

on 1-compact sequences of co-primes.

Proof. According to Definition B, Theorem @ and Theorem E, we get that our scheme is

a secure and asymptotically perfect DHSS scheme. Moreover, it is known that

C;, if 1 € [Nm—l]a
S; —
Ym (mod m;),if i € [Ny—1 + 1, Ny,

where ¢; € Zp,,1 € [Np—1], Ym = $ + ammo, and a,, € Z. When scheme is based on 1-
compact sequences of co-primes. We can get mqg < m; < mo+mg, where § € (0,1), i € [n].

We known the secret space is S = Z,,, and the maximum share is Z,,,, which implies
log, mo
logy mo+m§
that mean p approaching 1. According to Definition @, our scheme is an asymptotically

ideal DHSS scheme. ]

that the information rate is p = Since 6 € (0,1), myg is sufficiently large and

4 A novel asymptotically ideal CHSS scheme

In this section, we construct a hierarchical secret sharing scheme for conjunctive access
structures. The construction is the same with DHSS scheme in subsection @ Our

scheme is given in subsection @, and we analyze its security in subsection @

4.1 Our scheme 2

Let P be a set of n participants, and it is divided into m disjoint subsets Py, Ps, ...,
Pp. Let ny = [Py and Ny = S n,, for £ € [m]. For ¢ € [m], let t, be the threshold
of the subset Ufuzl Po. The threshold sequence satisfy 1 < t; < t5 < --- < t,, and
t¢ < Ny. But the conjunctive access structures is I' = {A C P : V¢ € [m] such that | AN
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(Ufuz1 Pw)| > te}. Our scheme consists of two phases: the share generation phase and
the secret reconstruction phase..

Share Generation Phase.

o The dealer first generates a publicly co-prime sequence, L = {mg, m1,...,m,}. The
dealer assign each prime m; to a participant i, ¢ € [n]. Let L, = {mo, mq,...,mp,},
¢ € [m] denotes the sub-sequence of L such that the following conditions are satisfied.

(i) my is a big prime and ged(m,,, m;) =1,0 <w < j < n.
(i) mop <my <--- <mpy,, £ € [m].

(iii) kmo < m; < kmg +mf, where k > 1, 6 € (0,1) are real numbers, i € [N,] and

¢ e ml.
o For any given secret s € Z,,,, the dealer randomly selects 01,02, ...,0m—1 € Zp,.
And the dealer computes §,, = s—d; —dy—- - — 0,1 (mod my). The dealer selects

integers ay, ¢ € [m] such that

0<yp=0dr+aymy <myimg:---my,

For ¢ € [N;_4], random integers ¢; € Z,,, is selected by the dealer. The dealer sends

each share s; to the i-th participant, where

c,if 1 € [Ng_l],
S; =
Ym  (mod m;),if i € [Ny_q + 1, N, ].
» The dealer selects m publicly known distinct one-way functions hy(+), ha(:), ..., Am(+).

These functions hy,(-) : Zp, X Zy —> Zy, for i € [n],€ € [m]. For any i € [Np,_1],
there is an integer ¢; € [N,,—;] such that ¢ € P,,. For all £ € [¢;,m], the dealer

computes and publishes

w® = (g — ho(s:,0))  (mod my).

Secret Reconstruction Phase. For any A € I' participants, let A® = AN
(U _,P,). Each ¢ € [m] compute
Yo = Z )\i’_A(Z) MZ'”A(Z) SZ(Z) (mod MA(z)),
ic A0

_ a1
where Myw) =[] mi, M; 400 = M aw /mi, A a0 = M, 40 (mod m;), and
i€ AWO ’

he(si, 0) +w?, if € € [m —1),i € A® C [N,
sgz) =9 hp(s;,m)+ wl(m), if ¢t =m,ic AYNI[N,_4],
si, if t=m,i € AY N[Ny +1, Ny
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For all ¢ € [m], they can get 6, = y, (mod mg) and reconstruct the secret s = d§; + o +
-+ 4 6y (mod my)

4.2 Security analysis of our scheme

We will prove the correctness, asymptotic perfectness and asymptotic ideal of our scheme

in this subsection.

Theorem 4 (Correctness). Any authorized subset

¢
Ael'={ACP:Vle|m]such that |[AN ( U )| >t}

w=1
can reconstruct the secret.
Proof. Let A® = {i1, 4, ..., djaw ) be an authorized subset such that AY = AN
(U Py), | AD| > t, for all £ € [m]. We will prove that the all participants in A®

can reconstruct the secret.

w=1

For ¢ € [m —1],i € A® N[N,,_1], each participant needs to compute the required
values using the public one-way function hy(-), the public values m; , wzw = (yr—he(s;,0))

(mod m;). Namely, participants of A®) compute
sgf) = he(s;, 0) + wy)
For ¢ = m, participants of A® compute

SO _ B (55,m) 4+ 0™, if € =m,i € AD N[N, _1],
sy, if £=m,i € ADN[N,_1+1,N,].

for each £ € [m],i € A® N[N, they can get the system of congruences
(1, Esgf) (mod my, ),

¢
Yo ESZ(-Z) (mod m,, ),

— .0
Ye =Si 0 (mod milA“)l)'

\

Based on the CRT for integer ring in Lemma m, for each ¢ € [m] holds that

Z )\z A(!) _A(Z)S( (IIlOd MA(e)),
ic A0

22



_ a1 .
where My = [ ma, M; g0 = Myw/m; and \; 40 = M 40 (x) (mod m;). Since y,
i€ A ’
satisfies

174
Ye < Hmi < H mi,
i=1 ic AL
where |A®)| > t,. From the CRT for integer ring in Lemma m, it holds that

_ ©
Yo = g NiaoM; 05,7 (mod M y),
i€ AW

and &, =y, (mod myg). Finally, the secret s = (01 + 02 + - -+ + d,,,) (mod my) O

As for the asymptotic perfectness of our scheme, a similar proof method has been
mentioned in Subsection @ Therefore, we will no longer describe it here. The proof is

refered to the appendix.

Theorem 5. Let P be a set of n participants, and it is partitioned into m disjoint subsets
Pi1,Ps, ..., Pn. For a threshold sequence ty,to, ... t,, such that 1 <t; <ty <---<t, <
n and t; < |Py| for £ € [m], our scheme is a secure and asymptotically perfect CHSS

scheme if and only if it is based on 1-compact sequences of co-primes.

5 Conclusion

In this work, we construct asymptotically ideal DHSS and CHSS schemes based on the
Chinese Remainder Theorem over integer rings. Compared to prior CRT-based construc-
tions, our scheme achieves security, an information rate asymptotically approaching 1,

and computational efficiency.
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