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ABSTRACT

The nonparametric variational information bottleneck (NVIB) provides the foun-
dation for nonparametric variational differential privacy (NVDP), a framework for
building privacy-preserving language models. However, the learned latent repre-
sentations can drift into regions with high information content, leading to poor
privacy guarantees, but also low utility due to numerical instability during train-
ing. In this work, we introduce a principled parameter clipping strategy to directly
address this issue. Our method is mathematically derived from the objective of
minimizing the Rényi Divergence (RD) upper bound, yielding specific, theoret-
ically grounded constraints on the posterior mean, variance, and mixture weight
parameters. We apply our technique to an NVIB based model and empirically
compare it against an unconstrained baseline. Our findings demonstrate that the
clipped model consistently achieves tighter RD bounds, implying stronger privacy,
while simultaneously attaining higher performance on several downstream tasks.
This work presents a simple yet effective method for improving the privacy-utility
trade-off in variational models, making them more robust and practical.1

1 INTRODUCTION

Large Language Models have achieved remarkable success across a wide array of complex tasks,
from natural language understanding (NLU) to generation (Vaswani et al., 2017; Devlin et al., 2019).
This success is largely fueled by training on vast datasets, which often include sensitive user infor-
mation. Consequently, these models are susceptible to privacy leakage, where they might inad-
vertently memorize and reveal private data (Carlini et al., 2021) in the embeddings shared to an
adversarial third party, raising significant security and ethical concerns. Differential Privacy (DP)
has emerged as the gold standard for providing formal mathematically rigorous guarantees against
such leakage (Dwork et al., 2006).

While traditional DP methods often rely on direct noise injection, such as in DP-SGD (Abadi et al.,
2016), this can severely degrade model utility. As an alternative, variational methods offer a promis-
ing path for privatizing shared text embeddings. In this framework, noise is not added directly; in-
stead, the model learns a latent posterior distribution from which a stochastic representation is sam-
pled to produce a sanitized embedding. Building on this idea and extending it to the attention-based
representations used for text, prior work (El Zein & Henderson, 2026) established a framework for
privacy-preserving representation learning using nonparametric variational information bottleneck
(NVIB) (Henderson & Fehr, 2023), called nonparametric variational differential privacy (NVDP).
They demonstrated that by modeling the posterior with NVIB’s flexible Dirichlet Processes, formal
privacy guarantees can be derived by bounding the Rényi Divergence (RD) between this posterior
and a data-independent prior, a concept inspired by the variational information bottleneck (Alemi
et al., 2017). The resulting Bayesian Differential Privacy (BDP) guarantee (Triastcyn & Faltings,
2020) is an intrinsic part of the model’s objective, resulting in a more natural integration of privacy
and utility.

However, the practical application of the NVIB framework reveals a critical vulnerability: the pos-
terior parameters are unbounded. This lack of constraint allows the parameters to drift into regions

1Our code is publicly available at: https://github.com/idiap/NVDP-Clipping
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of the parameter space with high information content, resulting in a loose worst-case privacy guar-
antee. Furthermore, extreme parameter values can lead to numerical instability in the Rényi Diver-
gence calculation itself. The existing NVIB framework lacks an explicit mechanism to confine the
posterior to a well-behaved region that ensures both a tight privacy bound and a stable computation.

In this work, we address these limitations by introducing a principled parameter clipping strategy.
Instead of relying on ad hoc heuristics, our clipping operations are mathematically derived from the
objective of minimizing the RD upper bound. This analysis yields theoretically grounded constraints
for the posterior mean, variance, and mixture weight parameters. We apply our method to the NVIB
model and demonstrate its effectiveness on several downstream NLP tasks. Our experiments show
that the clipped model achieves a superior privacy-utility trade-off, consistently yielding tighter RD
bounds while improving task accuracy compared to the unconstrained NVIB baseline. Our primary
contributions are:

• We perform a detailed analysis of the RD upper bound and derive a set of principled,
theoretically grounded constraints for the posterior mean, variance, and mixture weight
parameters.

• We implement these constraints as a novel clipping mechanism within the NVIB framework
and empirically validate its effectiveness across a range of downstream NLP tasks.

• We demonstrate that our proposed method achieves a superior privacy-utility trade-off,
yielding tighter privacy bounds while maintaining or improving task performance com-
pared to the unconstrained baseline.

2 BACKGROUND

This section provides the necessary background for our work. We first review the formal privacy
frameworks of Rényi Differential Privacy (RDP) and BDP, which we use to quantify the privacy
guarantees of our models. We then describe the architecture of the nonparametric variational differ-
ential privacy model in prior work (El Zein & Henderson, 2026), which serves as the baseline for
our experiments. The NVDP model is a Transformer-based architecture that incorporates a NVIB
layer to learn private representations.

2.1 RÉNYI DIFFERENTIAL PRIVACY (RDP)

RDP is a relaxation of standard (ϵ, δ)-DP (Dwork et al., 2006) that leverages the RD (Van Erven
& Harremos, 2014) to quantify the difference between probability distributions. This approach,
introduced by Mironov (2017), is particularly well-suited for analyzing privacy in machine learning,
as it composes gracefully over multiple steps.
Definition 2.1 (Rényi Divergence). The RD of order λ > 1 between two probability distributions
Q and Q′ over a domain Z is defined as:

Dλ(Q||Q′) =
1

λ− 1
log

(∫
z

Q(z)

(
Q(z)

Q′(z)

)λ−1
)
. (1)

In the context of privacy, a mechanism is said to provide ϵ-RDP if for any two adjacent inputs, the
divergence between their output distributions is bounded by ϵ. The order λ determines the relative
importance placed on the worst-case samples in Z . In our work, we adapt this concept to measure
the divergence between the posterior distributions learned by our model.

2.2 BAYESIAN DIFFERENTIAL PRIVACY (BDP)

While RDP provides a powerful analytical tool, BDP offers a more pragmatic interpretation of pri-
vacy, as proposed by Triastcyn & Faltings (2020). BDP shifts the focus from comparing two adjacent
inputs to comparing an individual’s output with the expected output over the entire population. This
measures how much an adversary’s belief about an individual changes after observing their output,
relative to a prior belief formed from the population.
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Definition 2.2 (Bayesian Differential Privacy). A randomized mechanism M : X → Z satisfies
(ϵµ, δµ)-BDP if for any individual’s data point x and a point x′ drawn from the population distribu-
tion X , and for all measurable subsets S ⊆ Z ,:

Pr[M(x) ∈ S] ≤ eϵµ Pr[M(x′) ∈ S] + δµ. (2)

Here, the privacy budget ϵµ bounds the information gain, while δµ captures the probability of failure.
A key advantage of this framework is its ability to convert a bound on the RD into an interpretable
(ϵµ, δµ)-guarantee. We detail the specific conversion mechanism used in our experiments in Sec-
tion 4.1.

2.3 NONPARAMETRIC VARIATIONAL DIFFERENTIAL PRIVACY (NVDP)

To address the privacy-utility trade-off in sharing Transformer embeddings, prior work (El Zein &
Henderson, 2026) introduced the NVDP model. The core idea of NVDP is to leverage the principles
of a NVIB to learn a stochastic, information-constrained representation of an input that is sufficient
for downstream tasks while being provably private. This is achieved by generating a noisy, sanitized
embedding from which it is difficult to infer the original input.

The NVDP architecture, shown in Figure 1, begins with a pretrained Transformer encoder (e.g.,
BERT) that produces initial embeddings. These embeddings are then passed to a single, privacy-
focused Transformer block containing a NVIB layer. This NVIB layer maps the input embedding
to the parameters of a posterior distribution, specifically, a set of means (µq), variances (σq), and
pseudo-counts (αq) which specify a Dirichlet Process. During training, these parameters are regu-
larized by Gaussian (LG) and Dirichlet (LD) penalty terms weighted by hyperparameters λG and
λD respectively, which collectively enforce the information bottleneck (we set λG = λD). A key
architectural modification for privacy is the removal of the standard residual skip connection around
this block. This design choice is critical, as it forces all information to pass exclusively through
the stochastic NVIB bottleneck, preventing any part of the original, unsanitized embedding from
leaking to the final output.

The privacy guarantee of NVDP is realized through its sampling procedure. At both training and
evaluation, we draw a noisy sample, Z, from the posterior distribution defined by the learned pa-
rameters (µq,σq,αq). This stochastic sample Z, rather than the original embedding, is what is
shared and used for downstream tasks. The resulting privacy leakage is quantified by adopting two
complementary perspectives rooted in RDP. The first measure, RDP, ensures the indistinguishability
between any two inputs by bounding the worst-case RD between their respective posterior distribu-
tions. This guarantees that an adversary cannot confidently determine which of two specific texts
generated a given noisy sample. A second measure, interpreted as BDP, aggregates these pairwise
divergences to quantify how much a single input stands out from the rest of the dataset. For our
purposes, the worst-case RDP formulation provides the most rigorous guarantee. In the subsequent
section, we will use the specific formula for this worst-case RD bound as the mathematical basis for
deriving our proposed clipping strategy.

3 PRINCIPLED CLIPPING FOR TIGHTER RÉNYI DIVERGENCE BOUNDS

The core of our contribution is a principled clipping strategy designed to regularize the posterior
parameters of the NVDP model. This strategy is not based on ad hoc heuristics but is derived
directly from a mathematical analysis of the RD upper bound. By minimizing the terms of this
bound, we can achieve tighter privacy guarantees and improve numerical stability.

3.1 THE RÉNYI DIVERGENCE BOUND

The RD upper bound of order λ > 1 between samples from two different input embeddings (q and
q′) in the NVDP model is given by:

3
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Add & Norm
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Transformer Encoder

Figure 1: The Nonparametric Variational Differential Privacy (NVDP) Architecture. An input se-
quence is first processed by a standard pretrained Transformer encoder to produce token-wise em-
beddings, x ∈ Rn×d. These embeddings are then passed through a NVIB layer, which acts as
a stochastic bottleneck by mapping them to the parameters of a posterior distribution. A sample
is drawn from this distribution and processed by a Denoising Multi-Head Attention (MHA) and a
Feed-Forward layer. Crucially, the standard residual skip connection around the MHA and Feed-
Forward block is removed, ensuring that all information must pass through the privacy-preserving
NVIB layer.

Dλ(DP(Gq
0, α

q
0)||DP(Gq′

0 , α
q′

0 )) (3)

≤−

(
1

λ− 1
log Γ

(
λαq

0 − (λ− 1)αq′

0

)
+ log Γ(αq′

0 )− λ

λ− 1
log Γ(αq

0)

)

+

n+1∑
i=1

κi

(
1

λ− 1
log Γ(λ

αq
i

κi
− (λ− 1)

αq′

i

κi
) + log Γ(

αq′

i

κi
)− λ

λ− 1
log Γ(

αq
i

κi
)

)

+

n+1∑
i=1

κi

(
λ

2

∥∥∥∥∥µq
i − µq′

i

σ′
i

∥∥∥∥∥
2

+
1

1− λ
1
(
log

σ′
i

(σq′

i )(1−λ)(σq
i )

λ

))
,

where σ′
i =

√
(1−λ)(σq′

i )2 + λ(σq
i )

2, 1 is a vector of 1s, and κi the number of vectors sampled is
1.

3.2 DERIVATION OF CLIPPING OPERATIONS

To minimize the total divergence Dλ, we now analyze each component of the upper bound from
Equation 3 to derive a specific clipping operation for each posterior parameter. We present the
high-level summary of our derivations here and provide the full step-by-step mathematical details in
Appendix A.
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Mean Clipping (µq
i ). The first component we analyze is the mean-dependent term from Equa-

tion 3. For an active component i, this term is Dλ(µ
q
i ) = λ

2

∥µq
i−µq′

i ∥2

∥σ′
i∥2 . Since the coefficient is

positive, minimizing this is equivalent to minimizing the squared L2-distance ∥µq
i − µq′

i ∥2. The
unconstrained global minimum is achieved when µq

i = µq′

i . While forcing an exact match is too
restrictive, we can introduce a budget, 2Cµ, on the maximum allowable distance between two em-
beddings, which we enforce by constraining each individual embedding to be at most Cµ distance
from the prior mean. This leads to a constrained optimization problem whose solution is to project
any µq

i that violates the constraint onto the L2-ball of radius Cµ centered at the prior mean. In the
common case where the prior mean is zero, this simplifies to the max-norm clipping operation:

µ̂q
i =

{
µq

i if ∥µq
i ∥2 ≤ Cµ

Cµ
µq

i

∥µq
i ∥2

if ∥µq
i ∥2 > Cµ

(4)

In practice, Cµ is treated as a task-specific hyperparameter that controls the privacy-utility trade-off
by limiting the information carried by the posterior mean. We select Cµ via a small grid search on
the validation split and choose the smallest value that preserves near-peak validation utility while
yielding the tightest worst-case RD/BDP bound. The resulting Cµ values (Appendix B.1) vary
across tasks because lower-resource tasks typically benefit from stronger regularization (smaller
Cµ), whereas higher-resource tasks tolerate larger budgets without degrading privacy significantly.

Standard Deviation Clipping (σq
i ). Next, we analyze the variance-dependent term Dλ(σ

q
i ) =

λ
2

∥µq
i−µq′

i ∥2

∥σ′
i∥2 + 1

1−λ1

(
log

σ′
i

(σq′
i )(1−λ)(σq

i )
λ

)
. Since its leading coefficient 1

1−λ is negative, minimiz-

ing the term is equivalent to maximizing its inner function. By taking the derivative, we find that the
theoretical optimum that minimizes the divergence is achieved when σq

i = σq′

i . However, a more
critical requirement is ensuring the mathematical validity of the term σ′

i, which involves a square
root. For σ′

i to be a real number, the expression inside the square root must be non-negative, which
imposes a strict lower bound on σq

i :

σq
ij ≥

√
λ− 1

λ
σq′

ij . (5)

This lower bound is the essential constraint that must be enforced, for every σq′

ij . Because the NVIB

regulariser pushes every σq′

ij towards the prior standard deviation, and the task loss pushes it down,

we know that the worst case σq′

ij is bounded above by the prior standard deviation. Therefore, our
implemented strategy focuses on this aspect by clipping the posterior standard deviation from below:

σ̂q
i = max

(
σq
i ,

√
λ− 1

λ
σq′

i

)
(6)

where for σq′

ij we use the prior standard deviation. This operation guarantees the divergence is always
well-defined, while not preventing the model from learning values near the theoretical optimum.

Alpha Clipping (αq
i ). Finally, we analyze the divergence terms dependent on the pseudo-counts

αq
i . These terms involve the log-gamma function log Γ(x), which is large for both large x and x

approaching zero, and is numerically unstable for the latter. An analysis of the bound’s components
reveals conflicting pressures: some terms in the RD bound push for αq

i → ∞ to minimize diver-
gence, while others push for αq

i → 0. This conflict makes the unconstrained minimization difficult
and can lead to training failure.

To resolve this, we constrain each αq
i within a principled range [Cα,min, Cα,max]:

α̂q
i = clamp(αq

i , Cα,min, Cα,max). (7)

We set Cα,min to a small positive constant near zero to avoid the singularity of the log Γ function and
its derivatives, which otherwise leads to unstable RD estimates and exploding gradients. The choice
of Cα,max is motivated by both modeling and privacy considerations: α acts as a pseudo-count
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controlling the concentration of the nonparametric posterior (and thus the effective information ca-
pacity of the latent mixture), and the α-dependent terms in Eq. 3 grow with large pseudo-counts
(via the log Γ combinations), which loosens the RD upper bound. Accordingly, we choose Cα,max

to be on the order of the prior pseudo-counts (typically ≤ 1), keeping the posterior in a sparse,
low-information regime consistent with the Information Bottleneck objective. As reported in Ap-
pendix B.1, we use smaller Cα,max for low-resource tasks (e.g., RTE) and values closer to 1 for
higher-resource tasks (e.g., QNLI), selected from a small validation grid to balance stability, pri-
vacy, and utility. We also observe that results are not sensitive within a reasonable band around
these values.

4 EXPERIMENTS

We conduct a series of experiments to empirically evaluate our proposed clipping method. Our
primary goal is to assess whether the principled clipping of posterior parameters leads to a bet-
ter privacy-utility trade-off compared to an unconstrained model. We perform evaluations on both
natural language understanding and speech processing tasks.

4.1 EVALUATION METRICS AND PRIVACY ACCOUNTING

We evaluate our models on two primary axes: utility and privacy. Utility is measured using standard
task-specific metrics such as Accuracy or F1-score. For privacy, we report both BDP and RD.

The RD bound is calculated for the learned distributions of our model, using the formula derived in
Section 3. To offer a more concrete and interpretable privacy budget, we convert this into a BDP
guarantee. This conversion strictly follows the methodology established in prior work (El Zein &
Henderson, 2026), which employs the privacy accountant from Triastcyn & Faltings (2020). Specif-
ically, we leverage their Theorem 2 to derive a tight bound on the privacy loss. To quantify the
privacy loss shown in Tables 1 and 2, we fix the Rényi order to λ = 1.1 (in Equation 3) and the
BDP failure probability to δµ = 10−5 (in Equation 2) reporting the worst-case privacy loss across
all test set pairs: specifically the maximum RD (RD max) and the corresponding BDP guarantee.
While these tables summarize the best achieved privacy-utility trade-offs, comprehensive results for
NLU tasks, across all regularization strengths, including both average and worst-case divergences,
are provided in Appendix B.2.

4.2 NATURAL LANGUAGE UNDERSTANDING TASKS

Datasets. We validate our approach on a diverse suite of tasks from the General Language Under-
standing Evaluation (GLUE) benchmark (Wang et al., 2019). Our evaluation includes natural lan-
guage inference on RTE (Dagan et al., 2005) and QNLI (Rajpurkar et al., 2016); sentiment analysis
on SST-2 (Socher et al., 2013); and paraphrase and semantic similarity detection on MRPC (Dolan
& Brockett, 2005) and STS-B (Cer et al., 2017). This selection of tasks allows us to test our model’s
performance on a broad range of language understanding capabilities.

Models and Baselines. To provide a comprehensive analysis, we compare three distinct models:

• Standard Classifier: This model consists of a standard pretrained Transformer encoder
with a classification head, fine-tuned directly on the downstream task. It contains no
privacy-preserving mechanism and serves as an upper bound for utility.

• NVDP (Unconstrained): This is the model from prior work (El Zein & Henderson, 2026),
which applies an unconstrained NVIB layer to the Transformer embeddings. It represents
the primary privacy-preserving baseline and allows us to isolate the effect of our clipping
strategy.

• NVDP-Clipped (Ours): This is our proposed model, which incorporates the principled
clipping strategy derived in Section 3.2. The parameters (µq,σq,αq) are constrained dur-
ing training to minimize the RD bound and ensure stability.

Implementation Details. For our Transformer backbones, we experiment with three widely-used
architectures: BERT-Base, BERT-Large (Devlin et al., 2019), and RoBERTa-Base (Liu et al., 2019).

6
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Table 1: Privacy-utility trade-off on GLUE tasks for multiple Transformer backbones. We compare
our proposed NVDP-Clipped model against the unconstrained NVDP baseline for BERT-Base,
BERT-Large, and RoBERTa-Base. For each model, we report its best-achieved utility score along-
side privacy guarantees. Privacy is measured via BDP (BDP ↓) and the maximum (worst-case) RD
(RD (max) ↓). Lower privacy values are better. The best-performing model per task is bolded. The
non-private BERT-Base is included as a utility upper bound

NVDP (Unconstrained) NVDP-Clipped (Ours) Non-Private

Dataset Metric Score BDP ↓ RD (max) ↓ Score BDP ↓ RD (max) ↓ Score

BERT-Base Backbone

MRPC Accuracy 83.0 10.70 0.34 81.6 10.60 0.013 81.2
F1 Score 87.5 10.70 0.34 87.0 10.60 0.013 86.0

STS-B Pearson 85.2 20.93 1.41 85.7 20.34 0.423 86.0
Spearman 84.0 20.93 1.41 84.7 20.34 0.423 84.9

RTE Accuracy 64.8 10.90 1.66 65.0 10.73 0.956 65.9

QNLI Accuracy 89.5 12.10 0.75 89.7 11.46 0.533 89.0

SST-2 Accuracy 91.7 10.90 0.19 91.1 10.80 0.223 92.9

BERT-Large Backbone

MRPC Accuracy 85.0 10.60 0.611 85.4 10.54 0.313 84.1
F1 Score 89.2 10.60 0.611 89.5 10.54 0.313 88.5

STS-B Pearson 85.1 20.27 2.993 86.8 15.93 0.384 87.0
Spearman 84.9 20.27 2.993 85.8 15.93 0.384 86.1

RTE Accuracy 69.2 10.80 0.846 69.7 10.73 0.109 69.3

QNLI Accuracy 92.2 10.86 1.277 92.2 10.86 1.015 91.9

SST-2 Accuracy 94.3 10.48 0.529 93.6 10.47 0.122 93.3

RoBERTa-Base Backbone

MRPC Accuracy 87.8 10.55 0.937 86.4 10.47 0.286 86.9
F1 Score 90.8 10.55 0.937 89.8 10.47 0.286 90.3

STS-B Pearson 88.4 18.40 0.819 88.6 15.51 0.245 89.2
Spearman 87.6 18.40 0.819 87.8 15.51 0.245 88.6

RTE Accuracy 70.6 10.77 0.528 71.3 10.55 0.494 73.5

QNLI Accuracy 92.1 10.92 0.891 92.2 10.54 0.118 91.8

SST-2 Accuracy 95.1 10.86 3.007 94.7 10.52 1.267 94.0

All models were trained using the AdamW optimizer (Zhang et al., 2021; Mosbach et al., 2021).
To ensure optimal performance for each baseline, we tuned key hyperparameters, such as learn-
ing rate and batch size, for each model dataset combination. A complete breakdown of the final
hyperparameters used for each experiment is provided in Appendix B.1.

Results and Analysis. We present the primary results for the BERT-Base, BERT-Large, and
RoBERTa-Base backbones in Table 1. This table compares the best privacy-utility trade-off achieved
by the unconstrained NVDP model against our proposed NVDP-Clipped model.

The results consistently demonstrate the effectiveness of our principled clipping strategy across all
model architectures. For a majority of tasks and backbones, the NVDP-Clipped model achieves a
strictly superior outcome, improving both utility and privacy simultaneously. This trend is particu-
larly pronounced on the STS-B task, where clipping consistently yields a better Pearson score while
dramatically tightening the privacy budget; for BERT-Large, the BDP privacy cost improves from
20.27 to 15.93. Similarly, on tasks like RTE and QNLI, our method generally yields higher accu-
racy with a lower (better) privacy cost across all tested backbones. These results indicate that by
constraining the posterior parameters to a stable and low-divergence region, the model is guided to

7
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Table 2: Privacy-utility trade-off for Speech Language Identification using a Wav2Vec2 backbone.
Consistent with the NLP results, the clipped model achieves a tighter privacy profile (lower BDP
and RD) with minimal impact on utility measure by F1 score.

Model F1↑ BDP↓ RD (max) ↓
NVDP (Unconstrained) 83.7 10.46 4.044
NVDP-Clipped 82.6 9.90 3.567

learn more effective representations while incurring less privacy leakage, a benefit that scales with
model size.

On other tasks, the results highlight a classic trade-off where our clipping mechanism enables a more
favorable choice. For instance, across all three backbones on SST-2, the unconstrained model can
sometimes achieve a fractionally higher peak accuracy, but the NVDP-Clipped model consistently
provides a stronger privacy guarantee for a negligible drop in performance. This demonstrates that
our clipping mechanism effectively regularizes the model, preventing it from overfitting to the last
percentage point of accuracy at the cost of a looser privacy bound.

Overall, the results confirm that our formula-driven clipping successfully constrains the NVDP
framework. The strategy generalizes across different model architectures and sizes, consistently
leading to better or more efficient privacy-utility trade-off. The full results for all tested KL-
divergence weights for each backbone are detailed in Appendix B.2.

4.3 SPEECH LANGUAGE IDENTIFICATION TASK

The goal in this task is to predict the language spoken in a given speech utterance.

Datasets. We train and evaluate on the CommonLanguage dataset (Ravanelli et al., 2021; Sinisetty
et al., 2021), which contains approximately 45 hours of short, single-speaker read speech spanning
45 languages. All audio is resampled to a 16 kHz sampling rate. We use the dataset’s default splits,
comprising roughly 22k utterances for training and 6k utterances for testing.

Models and Baselines. We use a pre-trained Wav2Vec2-large model (Baevski et al., 2020) as the
encoder. We attach an NVIB layer followed by a linear classification head. The Wav2Vec2 frame-
level representations are passed through the NVIB layer, mean-pooled over time, and then fed to the
linear head to produce a distribution over 45 language classes. We optimize a cross-entropy (CE)
classification loss in addition to the losses induced by the NVIB layer. As a baseline, we consider an
unconstrained NVIB variant. In our proposed NVDP-Clipped model, we constrain the variational
parameters (µq,σq,αq).

Implementation Details. We train using AdamW optimizer with a peak learning rate of 3×10−5.
The learning rate follows a linear warmup over the first 10% of training steps, followed by linear
decay for the remaining steps. Models are trained for 10 epochs. We report the F1 score on the
test set. For NVDP (Unconstrained), we set λG = λD = 1e−2. For NVDP-Clipped, we set
Cµ = 3, Cα,max = 0.7 and λG = λD = 1e−6.

Results and Analysis. The results in Table 2 demonstrate that the benefits of our principled clip-
ping strategy extend beyond text to speech embeddings. While the unconstrained NVDP baseline
achieves better F1 score, it does so by allowing the posterior to drift into regions that incur a signif-
icantly higher privacy cost and a looser RD bound. In contrast, the NVDP-Clipped model achieves
a more favorable privacy-utility trade-off. It provides a substantially tighter privacy guarantee and a
lower worst-case divergence while maintaining competitive task performance. This confirms that the
constraints derived in Section 3.2 are robust across different modalities and architectures (Wav2Vec2
vs. BERT), successfully preventing the model from sacrificing formal privacy for marginal gains in
utility.

8
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5 CONCLUSION

In this work, we introduce a critical enhancement to the NVDP framework to provide stronger and
more reliable privacy guarantees. We addresse the limitation of unbounded worst-case privacy loss
in the original method by proposing a principled clipping strategy. Our approach enforces explicit
bounds on all three key latent parameters that define the posterior distribution: the L2 norm of the
latent mean µ̂q

i , the magnitude of the latent variance σ̂q
i , and the value of the pseudo count α̂q

i . By
constraining these parameters, our NVDP-Clipped model ensures that the RD is provably bounded.
Our experiments confirm that this method significantly reduces the worst-case privacy loss, while
preserving high utility on downstream NLP tasks, thereby transforming NVDP into a more practical
and trustworthy tool for real-world applications.
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A DETAILED DERIVATIONS OF CLIPPING OPERATIONS

In this section, we provide the full step-by-step derivation for each of the clipping operations sum-
marized in Section 3.2.

A.1 MEAN CLIPPING (µq
i )

Derivation. We seek to minimize the part of the formula that depends on µq
i . This term appears

only in the final summation of Equation 3. For a component i, this term is:

Dλ(µ
q
i ) =

λ

2

∥µq
i − µq′

i ∥2

∥σ′
i∥2

. (8)

The minimization problem with respect to µq
i is:

min
µq

i

Dλ(µ
q
i ) = min

µq
i

(
λ

2∥σ′
i∥2

· ∥µq
i − µq′

i ∥
2

)
. (9)

Since the coefficient λ
2∥σ′

i∥2 is positive, minimizing the expression is equivalent to minimizing the

squared L2-distance between µq
i and µq′

i . The unconstrained global minimum is achieved when
µq

i = µq′

i .

We therefore introduce a budget, 2Cµ, on the maximum allowable distance from µq′

i , which we
enforce by constraining each individual embedding mean (including µq

i and µq′

i ) to be at most Cµ

distance from the prior mean. The solution to this constrained optimization problem is to project
any µq

i whose distance from the prior mean violates the constraint onto the boundary of the feasible
region (the L2-ball of radius Cµ centered at the prior mean). This leads to the following operation:

If ∥µq
i − µq′

i ∥2 > Cµ, then set µ̂q
i = µq′

i + Cµ
µq

i − µq′

i

∥µq
i − µq′

i ∥2
. (10)

where for µq′

i we use the prior mean. In the common case where the prior mean is zero, this
simplifies to the max-norm clipping operation, as presented in Equation 4.

A.2 STANDARD DEVIATION CLIPPING (σq
i )

Derivation. We seek to minimize the component of the RD that depends on the posterior standard
deviation, σq

i . For a single component i, this full variance-dependent term is:

Dλ(σ
q
i ) =

λ

2

∥µq
i − µq′

i ∥2

∥σ′
i∥2

+
1

1− λ
1

(
log

σ′
i

(σq′

i )(1−λ)(σq
i )

λ

)
, (11)

where σ′
i =

√
(1− λ)(σq′

i )2 + λ(σq
i )

2. Our goal is to find the value of σq
i that minimizes this

expression.

First, for the RD to be well-defined, the term σ′
i must be a real number. This requires the expres-

sion inside its defining square root to be non-negative. For each dimension j, this imposes a hard
constraint on the value of σq

ij :

(1− λ)(σq′

ij )
2 + λ(σq

ij)
2 ≥ 0 (12)

λ(σq
ij)

2 ≥ (λ− 1)(σq′

ij )
2 (since λ > 1) (13)

σq
ij ≥

√
λ− 1

λ
σq′

ij (14)

This inequality defines a strict lower bound on the posterior standard deviation, establishing the
feasible region for our optimization. If any dimension of σq

i falls below this value, the divergence
becomes mathematically undefined.

11
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To express this constraint on any pair of embeddings as a constraint on any individual embedding,
we take advantage of the fact that every σq′

ij is bounded above by the prior standard deviation. This

is because the task loss always pushes σq′

ij down towards zero so as to reduce the noise and make

the embedding more informative for performing the task. The only loss pushing σq′

ij up is the NVIB

regulariser, which pushes it towards the prior standard deviation. So any trained σq′

ij will be between
zero and the prior standard deviation. This allows us to use the prior standard deviation as a bound
on the worst case σq′

ij in the above constraint on σq
ij .

We therefore propose a clipping strategy that directly enforces this validity constraint. The operation,
applied element-wise to the model’s output σq

i , is:

σ̂q
i = max

(
σq
i ,

√
λ− 1

λ
σq′

i

)
. (15)

where for σq′

i we use the prior standard deviation.

We can now justify this operation as the correct solution to the constrained minimization prob-
lem. By inspection, the divergence term Dλ(σ

q
i ) is minimized when the posterior distribution most

closely matches the alternative posterior distribution, i.e., when σq
i = σq′

i . At this point, the log-
based contribution to the divergence becomes zero. Since

√
(λ− 1)/λ < 1, this unconstrained

optimum σq′

i always lies within the feasible region defined by the lower bound in Equation 14.

The problem is thus to find the point in the feasible region that is closest to the true optimum σq′

i .
If the model’s output σq

i is already in this region, no change is needed. If it violates the constraint
(i.e., it is smaller than the lower bound), the optimal solution is to project it to the closest point
in the feasible region, which is the boundary itself. This is precisely what the ‘max‘ operation in
Equation 15 achieves.

A.3 ALPHA CLIPPING (αq
i )

Derivation. The divergence terms dependent on the pseudo-counts αq
i and their sum αq

0 =
∑

i α
q
i ,

which we denote as Dλ(α
q), are composed of both global and local parts:

Dλ(α
q) =−

(
1

λ− 1
log Γ

(
λαq

0 − (λ− 1)αq′

0

)
+ log Γ(αq′

0 )− λ

λ− 1
log Γ(αq

0)

)
(16)

+

n+1∑
i=1

(
1

λ− 1
log Γ(λαq

i − (λ−1)αq′

i ) + log Γ(αq′

i )− λ

λ−1
log Γ(αq

i )

)
. (17)

We know of no closed-form formula for minimization of this expression with respect to αq . This
is due to the complex nature of the log-gamma function, log Γ(x), and, more importantly, because
different components of the formula create conflicting pressures on the values of αq

i . The log-gamma
function log Γ(x) is large both for large values of x and as x approaches zero, and has a singularity
at zero. We can reorganize this formula into three pairs of terms (aligned vertically in equation 16
and equation 17) consisting of one global term and one local term, where each pair has the form∑

i log Γ(xi) − log Γ(
∑

i xi) (or its negative). This function is large when any xi approaches zero
and otherwise decreases as

∑
i xi grows.

First we consider the positive instance of this function in the terms
∑n+1

i=1 log Γ(αq′

i ) −
log Γ(αq′

0 ). To keep this instance from exploding, we need to ensure that each individ-
ual αq′

i does not get too close to zero. We therefore constrain all αq
i to be above a small

value Cα,min. This constraint also helps prevent the other positive instance of this function,
1

λ−1

(∑n+1
i=1 log Γ

(
λαq

i − (λ−1)αq′

i

)
− log Γ

(
λαq

0 − (λ− 1)αq′

0

))
, from exploding.

Next we consider the negative instance of this function in the terms
− λ

λ−1

(∑n+1
i=1 log Γ(αq

i )− log Γ(αq
0)
)

. Since the weight − λ
λ−1 is always negative, we want

12
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to keep
∑n+1

i=1 log Γ(αq
i )− log Γ(αq

0) from getting too small. This implies preventing
∑

i α
q
i = αq

0
from getting too big, which we do by constraining the individual αq

i to be below a value Cα,max.

Thus, to enforce these constraints on Dλ(α
q) and to ensure a stable training process, we introduce

a clipping operation at the local level. We constrain each individual αq
i to lie within a ”safe” range

[Cα,min, Cα,max], where Cα,min > 0 to avoid the singularity at zero. This operation not only helps
to constrain Dλ(α

q), as argued above, but is also a practical necessity for numerical stability. By
constraining each αq

i , we inherently also constrain their sum, αq
0 =

∑
i α

q
i , thereby stabilizing both

the positive and the negative instances of the function
∑

i log Γ(xi)−log Γ(
∑

i xi) in the divergence.

B EXPERIMENTAL DETAILS AND FULL RESULTS FOR NLU TASKS

B.1 HYPERPARAMETER DETAILS

All models for the NLU tasks were fine-tuned on their respective GLUE tasks. The general training
hyperparameters for each backbone are listed in Table 3. Our clipping strategy introduces two task-
specific hyperparameters: µ̂q

i , which defines the maximum L2 norm for the latent means, and α̂q
i ,

which sets the maximum value for the pseudo-counts. The values used for these clipping hyperpa-
rameters are detailed in Table 4.

Table 3: General training hyperparameters for each model backbone.
Hyperparameter BERT-Base BERT-Large RoBERTa-Base

Learning Rate 7e-5 2e-5 2e-5
Warmup Ratio 0.06 0.1 0.06
Adam Epsilon 1e-8 1e-8 1e-8
Train Batch Size 32 32 32
Eval Batch Size 16 16 16
Max Sequence Length 512/ 128 512 / 128 512 / 128

Table 4: Task-specific clipping hyperparameters reported as the triple (Cµ, Cα,min, Cα,max). These
constraints ensure numerical stability and minimize the RD upper bound.

Task BERT-Base BERT-Large RoBERTa-Base

MRPC (2, 0, 0.5) (3, 0, 0.7) (3, 0, 0.7)
QNLI (7, 0, 1) (7, 0, 1) (7, 0, 1)
SST-2 (2, 0, 1) (3, 0, 1) (3, 0, 1)
RTE (6, 0, 0.5) (6, 0, 0.6) (6, 0, 0.6)
STS-B (10, 0, 1) (10, 0, 1) (10, 0, 1)

B.2 FULL RESULTS TABLES

This section provides the comprehensive experimental results for all model backbones for NLU tasks
presented in Section 4.2. The results for BERT-Base, BERT-Large, and RoBERTa-Base are detailed
in Table 5, Table 6, and Table 7, respectively. Each table presents the full privacy-utility trade-off
across varying strengths of the training regularization weights (λG = λD). These hyperparameters
control the the Gaussian and Dirichlet information bottlenecks of the information bottleneck, respec-
tively, allowing us to explore the Pareto frontier between task performance and privacy-preserving
noise levels.
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Table 5: Full experimental results for BERT-Base on GLUE tasks. We compare the unconstrained
and clipped NVDP models across different strengths of the KL-divergence regularization weight
(λG = λD). For each model, we report Utility (task-specific scores) and privacy metrics BDP
(ϵµ) and RD. The RD metric is reported as max/avg, representing the worst-case and average-case
divergence across all example pairs, respectively. Lower values are better for all privacy metrics (↓).
Model Metric MRPC STS-B RTE QNLI SST-2

Acc / F1 Pearson / Spearman Accuracy Accuracy Accuracy

BERTBase (Non-Private) Utility 81.2 / 86.0 86.0 / 84.9 65.9 89.0 92.9
Privacy - - - - -

NVDP (Unconstrained)

λ = 1e− 3
Utility 82.5 / 87.1 85.2 / 84.0 64.8 89.5 91.7
BDP (ϵµ) ↓ 10.95 20.93 10.90 12.10 11.19
RD (max/avg) ↓ 0.89 / 0.06 1.41 / 0.10 1.66 / 0.12 0.75 / 0.06 1.00 / 0.06

λ = 1e− 2
Utility 83.0 / 87.5 84.6 / 83.6 61.3 89.2 91.7
BDP (ϵµ) ↓ 10.70 20.77 10.70 11.30 10.90
RD (max/avg) ↓ 0.34 / 0.02 1.22 / 0.05 0.87 / 0.04 0.71 / 0.09 0.19 / 0.01

λ = 1e− 1
Utility 68.3 / 80.2 78.4 / 77.7 50.3 49.5 90.7
BDP (ϵµ) ↓ 10.50 20.38 10.60 10.48 10.70
RD (max/avg) ↓ 0.04 / 0.01 0.22 / 0.01 0.10 / 0.01 0.016 / 0.003 0.016 / 0.004

λ = 1
Utility 66.5 / 79.9 82.7 / 82.9 50.3 49.5 49.9
BDP (ϵµ) ↓ 10.40 18.65 10.40 10.46 10.40
RD (max/avg) ↓ 0.008 / 0.002 0.03 / 0.004 0.005 / 0 0.007 / 0.001 0.01 / 0.002

NVDP-Clipped (Ours)

λ = 1e− 3
Utility 80.6 / 85.8 85.7 / 84.7 65.0 89.7 91.1
BDP (ϵµ) ↓ 10.80 20.34 10.73 11.46 10.80
RD (max/avg) ↓ 0.112/ 0.007 0.423 / 0.036 0.956 / 0.075 0.533 / 0.037 0.223 / 0.035

λ = 1e− 2
Utility 80.7 / 85.3 85.5 / 84.5 64.8 88.8 89.9
BDP (ϵµ) ↓ 10.60 19.85 10.70 11.18 10.60
RD (max/avg) ↓ 0.130 / 0.011 0.410 / 0.036 0.100 / 0.017 0.310 / 0.017 0.090 / 0.010

λ = 1e− 1
Utility 81.6 / 87.0 85.6 / 84.5 64.9 88.2 89.7
BDP (ϵµ) ↓ 10.60 19.70 10.70 10.47 10.60
RD (max/avg) ↓ 0.013 / 0.002 0.114 / 0.011 0.080 / 0.006 0.004 / 0.000 0.020 / 0.003

λ = 1
Utility 66.4 / 79.8 85.1 / 83.8 49.3 49.5 49.8
BDP (ϵµ) ↓ 10.40 19.01 10.40 10.46 10.40
RD (max/avg) ↓ 0 / 0 0.051 / 0.007 0.001 / 0 0.004 / 0 0.003 / 0.001
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Table 6: Full experimental results for BERT-Large on GLUE tasks, showing the complete privacy-
utility trade-off across all tested KL-divergence regularization weights (λG, λD). For each model,
we report Utility (task-specific scores) and privacy metrics BDP (ϵµ) and RD. The RD metric is
reported as max/avg, representing the worst-case and average-case divergence across all example
pairs, respectively. Lower values are better for all privacy metrics (↓).
Model Metric MRPC STS-B RTE QNLI SST-2

Acc / F1 Pearson / Spearman Accuracy Accuracy Accuracy

BERTLarge (Non-Private) Utility 84.1 / 88.5 87.0 / 86.1 69.3 91.9 93.3
Privacy - - - - -

NVDP (Unconstrained)

λ = 1e− 3
Utility 84.6 / 88.8 85.1 / 84.9 69.2 92.2 93.0
BDP (ϵµ) ↓ 10.70 20.27 10.80 10.86 13.68
RD (max/avg) ↓ 1.555 / 0.150 2.993 / 0.259 0.846 / 0.071 1.277 / 0.101 0.911 / 0.129

λ = 1e− 2
Utility 85.0 / 89.2 82.1 / 82.4 51.9 92.0 94.3
BDP (ϵµ) ↓ 10.60 20.27 10.69 10.73 10.48
RD (max/avg) ↓ 0.611 / 0.087 2.516 / 0.129 0.168 / 0.048 0.559 / 0.099 0.529 / 0.059

λ = 1e− 1
Utility 66.5 / 75.9 75.9 / 82.4 50.3 50.5 50.6
BDP (ϵµ) ↓ 10.54 18.62 10.59 10.47 10.47
RD (max/avg) ↓ 0.026 / 0.006 0.412 / 0.037 0.018 / 0.004 0.017 / 0.003 0.030 / 0.008

λ = 1
Utility 66.5 / 79.9 74.2 / 86.6 50.3 48.9 50.6
BDP (ϵµ) ↓ 10.46 16.47 10.47 10.47 10.47
RD (max/avg) ↓ 0.004 / 0.001 0.116 / 0.016 0.011 / 0.002 0.010 / 0.001 0.023 / 0.005

NVDP-Clipped (Ours)

λ = 1e− 3
Utility 85.4 / 89.5 86.6 / 85.5 69.7 92.2 93.2
BDP (ϵµ) ↓ 10.54 16.10 10.73 10.86 10.65
RD (max/avg) ↓ 0.313 / 0.029 0.264 / 0.028 0.109 / 0.015 1.015 / 0.054 0.153 / 0.013

λ = 1e− 2
Utility 83.3 / 87.9 86.8 / 85.8 68.7 92.0 93.6
BDP (ϵµ) ↓ 10.53 15.93 10.58 10.70 10.47
RD (max/avg) ↓ 2.891 / 0.084 0.384 / 0.046 0.104 / 0.019 0.270 / 0.042 0.122 / 0.018

λ = 1e− 1
Utility 82.1 / 87.2 86.6 / 85.6 51.3 48.8 50.2
BDP (ϵµ) ↓ 10.51 15.71 10.51 10.47 10.46
RD (max/avg) ↓ 0.020 / 0.006 0.296 / 0.030 0.004 / 0 0.001 / 0 0.008 / 0.002

λ = 1
Utility 81.3 / 86.3 86.0 / 85.1 51.2 50.4 50.6
BDP (ϵµ) ↓ 10.49 10.69 10.46 10.47 10.46
RD (max/avg) ↓ 0.021 / 0.008 0.110 / 0.010 0.001 / 0 0.005 / 0 0.008 / 0.002
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Table 7: Full experimental results for RoBERTa-Base on GLUE tasks, showing the complete
privacy-utility trade-off across all tested KL-divergence regularization weights (λG, λD). For each
model, we report Utility (task-specific scores) and privacy metrics BDP (ϵµ) and RD. The RD metric
is reported as max/avg, representing the worst-case and average-case divergence across all example
pairs, respectively. Lower values are better for all privacy metrics (↓).
Model Metric MRPC STS-B RTE QNLI SST-2

Acc / F1 Pearson / Spearman Accuracy Accuracy Accuracy

RoBERTaBase (Non-Private) Utility 86.9 / 90.3 89.2 / 88.6 73.5 91.8 94.0
Privacy - - - - -

NVDP (Unconstrained)

λ = 1e− 3
Utility 86.7 / 90.5 88.2 / 87.3 70.6 92.1 95.1
BDP (ϵµ) ↓ 10.64 19.75 10.77 10.92 10.86
RD (max/avg) ↓ 1.535 / 0.136 1.446 / 0.164 0.528 / 0.044 0.891 / 0.074 3.007 / 0.107

λ = 1e− 2
Utility 87.8 / 90.8 88.4 / 87.6 70.3 91.8 94.8
BDP (ϵµ) ↓ 10.55 18.40 10.63 10.74 10.54
RD (max/avg) ↓ 0.937 / 0.057 0.819 / 0.118 0.312 / 0.030 0.289 / 0.031 0.305 / 0.034

λ = 1e− 1
Utility 65.0 / 78.7 88.1 / 87.5 48.9 51.2 49.4
BDP (ϵµ) ↓ 10.50 15.51 10.61 10.47 10.47
RD (max/avg) ↓ 0.005 / 0.001 0.246 / 0.031 0.051 / 0.011 0.014 / 0.003 0.021 / 0.005

λ = 1
Utility 66.4 / 79.8 87.8 / 87.2 49.6 51.1 49.3
BDP (ϵµ) ↓ 10.47 15.50 10.47 10.47 10.47
RD (max/avg) ↓ 0.003 / 0 0.237 / 0.027 0.005 / 0.001 0.013 / 0.003 0.019 / 0.004

NVDP-Clipped (Ours)

λ = 1e− 3
Utility 84.8 / 89.4 88.2 / 87.3 71.3 91.7 94.7
BDP (ϵµ) ↓ 10.60 18.16 10.55 10.63 10.52
RD (max/avg) ↓ 0.634 / 0.061 1.446 / 0.164 0.494 / 0.030 0.188 / 0.023 1.267 / 0.139

λ = 1e− 2
Utility 85.3 / 89.3 88.4 / 88.0 70.3 92.2 94.6
BDP (ϵµ) ↓ 10.53 16.78 10.48 10.54 10.51
RD (max/avg) ↓ 0.345 / 0.049 0.640 / 0.078 0.312 / 0.030 0.118 / 0.013 0.463 / 0.052

λ = 1e− 1
Utility 86.4 / 89.8 88.6 / 87.8 50.8 51.2 49.8
BDP (ϵµ) ↓ 10.47 15.51 10.46 10.46 10.46
RD (max/avg) ↓ 0.286 / 0.035 0.245 / 0.031 0.048 / 0.010 0.014 / 0.003 0.018 / 0.005

λ = 1
Utility 66.4 / 79.8 87.8 / 87.2 49.6 49.3 50.1
BDP (ϵµ) ↓ 10.46 15.4 10.46 10.46 10.46
RD (max/avg) ↓ 0.003 / 0 0.237 / 0.027 0.005 / 0.001 0.012 / 0.003 0.013 / 0.003
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