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Abstract. In this paper, we study the problem of sampling random supersingular elliptic curves
with unknown endomorphism rings. This problem has recently gained considerable attention as
many isogeny-based cryptographic protocols require such “secure” curves for instantation, while
existing methods achieve this only in a trusted-setup setting. We present the first provable quantum
polynomial-time algorithms for sampling such curves with high probability, one of which is based
on an algorithm of [BBDT24]. One variant runs heuristically in O(log? p) quantum gate complexity,
and in O(log13 p) under the Generalized Riemann Hypothesis, and outputs a curve that is provably
secure assuming average-case hardness of the endomorphism ring problem. Another variant samples
uniform O-oriented curves with unknown endomorphism rings, for any imaginary quadratic order
O, with security based on the hardness of VECTORIZATION problem. When accompanied by an
interactive quantum computation verification protocol our algorithms provide a secure instantiation
of the CGL hash function and related primitives.

Our analysis relies on a new spectral delocalization result for supersingular /-isogeny graphs: we
prove the Quantum Unique Ergodicity conjecture and provide numerical evidence for complete
eigenvector delocalization. We also prove a stronger e-separation property for eigenvalues of isogeny
graphs than that predicted in the quantum money protocol of Kane, Sharif, and Silverberg, thereby
removing a key heuristic assumption in their construction.

1. Introduction

Isogeny-based cryptography is a promising approach to post-quantum cryptography, aiming to construct
cryptographic schemes that remain secure against quantum adversaries while relying only on classical algo-
rithms. Its central hardness assumption is the isogeny path problem: given two supersingular elliptic curves
E and F’, find an isogeny ¢ : E — E’ connecting them. Despite its relatively recent development, the area
has attracted significant cryptanalytic attention.

One of the earliest primitives in this area is the CGL hash function of Charles, Goren, and Lauter [CGL09],
defined via random walks on the supersingular /-isogeny graph, which is Ramanujan. Collision resistance
reduces to the hardness of the endomorphism ring problem ENDRING: given a supersingular elliptic curve
E, compute its ring of endomorphisms End(FE). The reduction proceeds via the intermediate problem
ONEEND of computing a nontrivial endomorphism [PW24]. Since the supersingular isogeny path problem
is computationally equivalent to ENDRING [EHL™ 18, [Wes22l [Mam24], initializing the hash function from a
curve whose endomorphism ring is known renders the scheme insecure: the random walk reveals an explicit
path from Ey to E, which allows one to compute End(FE) and hence find collisions.

A key requirement in such constructions is therefore that the starting curve be sampled without re-
vealing information about its endomorphism ring. This observation leads to a fundamental problem in
isogeny-based cryptography: how to generate a supersingular elliptic curve whose endomorphism ring is
unknown, often called a secure curve. This assumption underlies many constructions, including the CGL
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hash function [CGL0OY], commitment schemes [Ste22], isogeny-based VDFs [DEMPST9], oblivious pseudo-
random functions [Bas24], verifiable random functions [LP25], identity-based encryption [GS25], and related
primitives.

Despite its importance, no efficient classical or quantum algorithm is known to sample guaranteed secure
curves. Approaches based on generating supersingular j-invariants require exponential resources [MMP24].
Other classical and quantum proposals [BBD™24l [Dol23], building on ideas of [KSS22], remain heuristic and
provide no provable security.

Currently, the only method guaranteeing secure curves relies on a trusted setup. Basso et al. [BCCT23]
proposed a distributed protocol in which multiple parties jointly generate a curve by sequentially applying
isogenies and proving correctness in zero knowledge; the output curve is secure provided at least one partici-
pant behaves honestly. However, this approach only produces secure curves over [F,,2. Many protocols—such
as CSIDH-based VDFs [DEMPS19], oblivious transfer [LGDdSG21], and delay encryption [BDEF21]—require
secure curves over I, equipped with an orientation by a quadratic order O, typically induced by Frobenius.
Mokrani and Jao [MJ23] proposed a related protocol for generating such curves over IF,,, but it likewise relies
on a trusted setup.

These limitations suggest that new approaches are required in order to tackle this fundamental open
problem in isogeny-based cryptography: how to efficiently sample supersingular elliptic curves whose endo-
morphism rings are unknown without relying on a trusted setup. Ideally, such a procedure should produce
curves whose security follows from well-studied hardness assumptions while also allowing an explicit analysis
of the algorithm used to generate them. In this work we develop quantum algorithms that address this
problem by exploiting spectral properties of supersingular isogeny graphs and with group actions arising
from oriented isogenies.

This work. We give two quantum polynomial-time algorithms for sampling provably secure supersingular
elliptic curves together with an explicit gate-complexity analysis.

- An algorithm based on continuous-time quantum walks and e-separation, which admits both a heuristic
variant aimed at efficiency and a rigorous conditional variant with provable guarantees. Assuming the
average-case hardness of ENDRING together with a well-established number-theoretic conjecture, the out-
put curve is provably secure, i.e. we give a security proof that any quantum polynomial-time adversary
has negligible probability in computing the endomorphism ring of the output curve. We note that a sketch
of the algorithm is present in [BBD™24|, yet here we give full provable guarantees on running time and
security.

- An unconditional quantum algorithm for sampling ©-oriented supersingular elliptic curves for any imagi-
nary quadratic order 9. The security of the output relies on the hardness of the VECTORIZATION problem
for the class group action. This problem underlies the security of several group-action-based crypto-
graphic constructions, notably CSIDH |[CLM™ 18] and CSI-FiSh [BKV19]. While VECTORIZATION is be-
lieved to be hard for classical algorithms, it admits a subexponential quantum attack via Kuperberg’s
algorithm [Kup05].

Beyond establishing polynomial-time solvability, a central technical contribution of this work is the re-
placement of heuristic assumptions appearing in previous proposals with rigorous conditional statements.
In particular, not only we were able to prove the e-separation for eigenvalues of isogeny graphs under the
generalized Riemann hypothesis (GRH), but also obtain a strictly better bound required for Algorithm
thereby removing a key heuristic assumption present in prior works [Kan18, [KSS22, BBD* 24| [Dol23]. Our
techniques can also be adapted to sample curves equipped with N-level structure, although we leave the
analysis of this extension for future work.

Threat model. The threat model plays an important role in this setting. In the cryptographic literature
it is common to distinguish between an honest-but-curious adversary, who follows the prescribed protocol
but attempts to learn additional information from the execution, and an active adversary, who may deviate
arbitrarily from the protocol.



One might ask why Alice, acting honestly, cannot simply perform a classical random walk in an isogeny
graph, output the final curve, and discard the walk. The difficulty is that the walk itself may be observable:
an adversary with access to Alice’s internal computation (for example via a cloud execution environment)
could record the intermediate curves and reconstruct the entire path. Moreover, if Alice is honest-but-curious
she may attempt to extract additional information from the computation. By contrast, Algorithm [I] produces
the output curve through Hamiltonian simulation, so that no explicit isogeny walk is generated. This makes
the quantum approach more robust against such honest-but-curious leakage or adversarial observation.

In the active setting a generator could attempt to output a maliciously chosen trapdoor curve. One
possible mitigation is to combine our algorithms with interactive quantum computation verification proto-
cols [FK17, [ABOEMI7] to verify that the curve is the output of the desired algorithm. There is, however,
an important distinction between the authority-free setting and a trusted-setup setting. For instance, a
standardization authority such as NIST could publicly generate a supersingular curve F, using Algorithm
or Algorithm [3| together with such a verification protocol, ensuring that E, arises from an honest execution.
Starting from such a publicly trusted base curve, one could bootstrap a family of further candidate hard
curves by taking random walks. In that sense, a single publicly trusted hard base curve would already remove
much of the practical parameter-generation bottleneck.

Even though one cannot in general certify security from the curve alone, we show that any curve honestly
generated by Algorithm [1]is secure under the average-case hardness of ENDRING:

Problem 1 (ENDRING). Given a uniformly random supersingular elliptic curve E/F,2, compute four en-
domorphisms that generate End(E).

We note that the worst-case version of ENDRING reduces to the average-case version by taking a suffi-
ciently long random isogeny walk from the challenge curve. Furthermore, any oriented curve produced by
Theorem is secure assuming average-case hardness of VECTORIZATION:

Problem 2 (VECTORIZATION). Given an 9-oriented supersingular elliptic curve (Ey, tp) and a uniformly
random oriented curve (£, ;) defined over [F,2, compute an O-ideal a such that

(El,bl) =ax (E07[,0).

1.1. Technical overview

Our first algorithm relies on spectral properties of the supersingular f-isogeny graphs G(p,¢), where £ # p
is a small prime. The vertices of G(p,¥) correspond to supersingular elliptic curves over F,2, and edges
correspond to {-isogenies. These graphs are (£ 4+ 1)-regular Ramanujan graphs and admit a rich algebraic
structure coming from the action of Hecke operators. Let A, denote the adjacency matrix of G(p, ). Since
the operators A, commute for different primes £, they admit a simultaneous orthonormal eigenbasis

{¢i}: C C.

From the perspective of automorphic forms, these eigenvectors correspond to Hecke eigenforms associated
with Brandt matrices. A central analytic question concerns the delocalization of these eigenvectors, which
measures how evenly the mass of ¢; is distributed over the set of supersingular curves. The quantity governing
this behavior is the sup-norm

pillcc = mgx|¢i(E)|-

Delocalization bounds prevent eigenvectors from concentrating on a small set of curves. In this work we
prove the estimate
Igilloe < p~/4F2,

in theorem and establish an average form of complete delocalization (Theorem [3.4)). These bounds follow
from recent sup-norm estimates for quaternionic automorphic forms and play a central role in the security
analysis of the sampling algorithm.



Sampling from isogeny graphs. The sampling algorithm exploits the spectral decomposition of the
adjacency operators. At a high level, the algorithm prepares a quantum state supported on the vertices of the
isogeny graph and applies quantum phase estimation to simultaneously diagonalize a collection of commuting
adjacency operators. More concretely, the algorithm proceeds as follows. Starting from a superposition over
eigenvectors, we implement Hamiltonian simulation of the operators Ay, ,..., Ay, corresponding to several
small primes ¢;. Applying quantum phase estimation produces a state of the form

Zaz‘|>\i>|¢i>,

where |¢;) is an eigenvector of the adjacency operators and A; denotes the vector of corresponding eigenvalues
(the “spectral tag” of the eigenstate).

A key requirement for the success of the algorithm is that distinct eigenvectors produce distinct spectral
tags. Prior work treated this separation heuristically. In this paper we prove, under the Generalized Riemann
Hypothesis, an even stronger version of e-separation bound for these eigenvalues than that predicted in
[Kan18), [KSS22| [Dol23], which ensures that the phase estimation procedure identifies eigenvectors reliably.

After the phase estimation step we measure the eigenvector register in the curve basis. The probability
of observing a particular curve FE is determined by the distribution of mass of the eigenvectors on the vertex
set. The delocalization bounds above imply that no eigenvector concentrates on a small set of curves. As a
consequence, the output distribution of the algorithm is near-uniform over the graph. Using our delocalization
results, we show that any curve sampled in this way is secure under the average-case hardness of ENDRING.

Sampling oriented supersingular curves. Our second algorithm addresses the setting of 9-oriented
supersingular elliptic curves. In this case the relevant structure is the regular group action

(CL(D), X, %),

where X denotes the set of D-oriented supersingular curves and the class group Cl(9) acts by oriented
isogenies. For regular actions, the Hilbert space C* admits a natural Fourier basis consisting of the states

1
G x ) = ——=>" x(g,h)lg * x),

V16l sea

where y ranges over the characters of the class group. These states are simultaneous eigenvectors of the
action operators Uy, : |y) — |k * y).

The oriented sampling algorithm starts with a superposition of such Fourier states and then computes the
index h in superposition using a phase-kickback procedure combined with the quantum Fourier transform
over the class group. Measuring the resulting state produces a uniformly random supersingular curve together
with its orientation. The security of the resulting curve follows from the hardness of the VECTORIZATION
problem for the class group action.

Organization. The paper is organized as follows. Section [2| reviews supersingular elliptic curves, isogeny
graphs, and the Deuring correspondence. Section [3] develops the analytic ingredients used in the security
and distributional analysis, including eigenvector sup-norm bounds, delocalization, and eigenvalue separation
under GRH. Section [4] presents and analyzes the quantum sampling algorithms.

Notation. We write f = O(g) and f < ¢ to mean that there exist constants C' > 0 such that |f(n)| <
C'|g(n)| for all sufficiently large n, in particular f < 1 <= f < ¢. We also use the analytic number theory
notation f < g to mean that there exist constants ¢,¢’ > 0 such that c¢|g(n)| < |f(n)] < ¢ |g(n)| for all
sufficiently large n (equivalently, f < g and g < f). Unless stated otherwise, every theorem and proposition
whose statement involves GRH is conditional on the Generalized Riemann Hypothesis.



2. Preliminaries

2.1. Background on Elliptic curves.

We briefly recall the elliptic-curve notions used below; see [Sil09] for background. Let K be a field of
characteristic p > 3. An elliptic curve over K is given by E : y? = 2>+ Ax+B, for A, B € K, 4A34+27B% #£ 0,
with K-rational points together with the point at infinity co. An isogeny ¢ : E1 — FEs defined over K is a
nonconstant morphism that is also a group homomorphism and sends co; to cos. Its degree is its degree as a
rational map. Every isogeny of composite degree factors into prime-degree isogenies, and if deg(y) = d, then
there is a unique dual isogeny ¢ : F5 — FEj such that ¢oy = [d]. Isogenies of degree 1 are isomorphisms. The
j-invariant classifies elliptic curves up to E,—isomorphism, though over smaller fields several K-isomorphism
classes may share the same j-invariant.
Since we require explicit representatives over )2, we use the following standard parametrization.

Proposition 2.1. Let p # 2,3, set K = F)2, and fiz a generator a € K*. Represent K -isomorphism classes
of elliptic curves over K by pairs (j,b) € K x Z, where

be{0,1} ifj#£0,1728,  be{0,1,2,3} if j=1728,  be{0,1,2,3,4,5} if j = 0.

Define
o 37 2j
0,1728: E,;p:y?2 =23 20__J __
if j # byt =14 a 1728_jx+a 1738 =
if j =1728: Ei7osp: y? = 23 + alx,
ifj=0: Eop:y®>=a+al.

Then E;p =k Ejy if and only if b =10 (mod 2) for j # 0,1728, b = b’ (mod 4) for j = 1728, and b = V'
(mod 6) for j =0.

Proof. See [Sil09) Corollary X.5.4.1]. O

If deg(y) is coprime to p, then ¢ is uniquely determined by its kernel. Given the kernel, Vélu’s formulas
compute @ in polynomial time in deg(yp) and logp [VEI71]; asymptotically faster methods are also known
[BFLS20].

An endomorphism of F is an isogeny from F to itself, and these form the ring End(FE). If End(F) is
an order in an imaginary quadratic field, then E is called ordinary; if End(F) is a maximal order in the
quaternion algebra By, o, then E is supersingular. Every supersingular elliptic curve in characteristic p is Fp—
isomorphic to one defined over Fz, since its j-invariant lies in IF,,2.. We denote by S, the set of supersingular
elliptic curves over F,2 up to [F,2-isomorphism; it has size about [p/12].

For a prime ¢ # p, the supersingular ¢-isogeny graph G(p,¢) has vertex set S,, with one edge for each
¢-isogeny. Since every curve has exactly ¢ 4+ 1 subgroups of order ¢, the graph is (¢ 4+ 1)-regular. Moreover,
it is Ramanujan, so random walks mix rapidly, and any two vertices are connected by an isogeny of degree
™ with m = O(log p) [Koh96].

We also consider supersingular curves with level structure; see [Arp24] for background. Let N be square-
free and coprime to p, and define S,(INV) to be the set of equivalence classes of pairs (E,G), where E/F,2 is
supersingular and G C E[N] is cyclic of order N. Two pairs (F1,G1) and (E2,G2) are equivalent if there
is an isomorphism ¢ : E1 — FE5 with ¢(G1) = Ga. We write G(p, ¢, N) for the corresponding ¢-isogeny graph
with level-N structure.

To such a pair (E,G) € S,(N), we associate the order

O(E,G) = {a € End(E) : o(G) C G},

consisting of endomorphisms preserving the chosen subgroup.



2.2.  Quaternion Algebras and the Deuring Correspondence

For a detailed account on the arithmetic of quaternion algebras we refer the reader to [Voi2l]. For a,b € Q*,
let B(a,b) denote the quaternion algebra over Q, with basis 1,1, j,j, i.e.

B(a,b) = Q + Qi + Qj + Qij,

such that 32 = a, j2 = b and ij = —ji. The quaternion algebra B has a canonical involution that sends
=11 + X201 + 23] + T43) to @ = x1 — T2l — x3) — x43j, and we define both the reduced trace and norm of
an element « in B by

Trd(a) = a +a =2z, Nrd(a) =aa = 2% — ax3 — ba2 + aba?.

We say A is a lattice in B if A = Zxy + Zxo + Zxs + Zxy where the z;’s form a basis for the vector space B
over Q.
If I C B is a lattice, then the reduced norm of I, Nrd(I) = ged(Nrd(«)|a € A). We associate to A the

normalised quadratic map
Nrd(a)

qga : A — Z, O Trd(a)

and notice that EESEX; € Z as Nrd(A)|Nrd(«). The quaternion algebra B is an inner product space with

respect to the bilinear form
1
{@,y) = 5 (Nrd(z +y) — Nrd(z) — Nrd(y)),

and the basis {1,4,7,4j} is an orthogonal basis with respect to this inner product.
An order O in B is a full rank lattice that is also a subring. It is maximal if it is not contained in any other
order. For an lattice A we define the left order and right order of A to be

Or(A)={aeBlaACA}, Ogr(A)={aeB| AaCA}}.

If O is a maximal order and I is a left O-ideal, then Or(I) is also a maximal order. Given two maximal
order O and @', then there exist a lattice I, called a connecting ideal, such that O (I) = O and Og(I) = O'.
Additionally, we say left O-ideals I and J are equivalent if there exists an o« € B> such that I = aJ. The
set of classes of this equivalence relation is called the left-ideal class set of O and is denoted by C1(O).

The endomorphism rings of supersingular elliptic curves in characteristic p are maximal orders in the unique
quaternion algebra B, - over Q ramified exactly at p and oco. Equivalently, the localizations B, o ®g Qp
and B, - ®g R are division algebras, while for every prime ¢ # p we have a splitting into matrix algebras

Bp,oo ®Q Q€ = M2(QZ)'

An Eichler order O is an intersection © = 01 N Os for two (not necessary distinct) maximal orders O; and
Os. The level N of an Eichler order is given by its index in one of the maximal orders whose intersection
defines the order, i.e. N = [O1 : O] = [O3 : O] (this index will be the same for either order). Trivially, a
maximal order is an Eichler order of level N = 1.

The Deuring Correspondence. For a detailed account of on the Deuring correspondence, see chapter
42 of [Voi2I]. Let E be a supersingular elliptic curve defined over F,2, Deuring showed that endomor-
phism rings of supersingular elliptic curves are in bijection with maximal order in B o, up to conjugation
with norms and traces on the endomorphisms side correspond to norms and traces in the quaternion algebra.

Deuring’s correspondence establishes that, for a supersingular elliptic curve E defined over 2, every
isogeny ¢ : E — E’ of degree n can be associated with a left ideal I in End(F) whose norm is n. According
to Kohel’s work [Koh96, Section 5.3], every nonzero left ideal of End(E) arises from such an isogeny.



To construct an isogeny from a given left ideal, one considers a nonzero integral left ideal I C End(FE)
and defines E[I] as the scheme-theoretic intersection of the kernels of all endomorphisms « € I, i.e.

E[I] = () ker(a).

acl

This subgroup then determines an isogeny ¢y : E — E/E[I]. We also have for each isogeny ¢ : E — FE’, the
corresponding ideal which is given by I, = Hom(E’, E)¢p, and its a left End(E)-ideal and a right End(E’)-
ideal. Interestingly, I,, = I and ¢;, = ¢. Moreover, if the reduced norm of [ is coprime to p, ¢ is separable,
and E[I] = {P € E(F,2) : a(P) =0, Ya € I}. We now look more closely at the analogous structure for
Eichler Orders. The next result gives a characterization of Eichler orders in terms of supersingular elliptic

curves with level-N structure.

Theorem 2.2. For every (E,G) € S,(N), the order O(E, G) is isomorphic to an Eichler order of level N.
Conversely, every Eichler order of level N is isomorphic to O(E,G) for some (E,G) € S,(N).

Proof. See Theorem 3.7 and proposition 3.8 of [Arp24]. O

We also define (-isogeny graphs with level-N structure, which will play an important role in our applica-
tions. Let (E,G) € Sp(N) with G C E[N] and |G| = N, and let ¢ : E — E’ be an isogeny of prime degree
¢ with ged(¢,pN) = 1. Then ¢(G) C E'[N], so ¢ induces a morphism in S,(N),

¢ (E,G) — (E'¢(Q)).

Just as isogenies between supersingular curves correspond to connecting ideals between their endomorphism
rings, isogenies between curves equipped with level-N structure correspond to connecting ideals between
the associated Eichler orders. In particular, an isogeny ¢ : (E,G) — (E’, ¢(G)) corresponds to an ideal I,
connecting O(E, Q) and O(E’, p(G)). For details, see Propositions 3.9 and 3.10 of [Arp24].

Oriented isogeny group actions. We briefly recall the notion of oriented supersingular elliptic curves and
the associated class group action. Let K be a quadratic number field and 9 an order in K. A K-orientation
on an supersingular elliptic curve F is an embedding

t: K — End(E) @z Q.
An O-orientation is a K-orientation such that +(9) C End(E), and it is called primitive if
1(O) = «(K)NEnd(E).

We write (E,¢) for an elliptic curve equipped with such an orientation and assume from now on that all
orientations discussed are primitive.

Any isogeny ¢ : E — F induces an orientation on F. If ¢ : F — E denotes the dual isogeny, then the
pushforward orientation is defined by

, 1
6.(0)(@) = (601(0) 0 6) & o

Hence, for two K-oriented elliptic curves (F1,t1) and (Fa,t2), an isogeny ¢ : Ey — FE5 is called K-oriented
if (b*(Ll):Lg. .

Let So(p) denote the set of isomorphism classes of supersingular elliptic curves over F, equipped with
a 9-orientation. Under the standard assumptions that p does not divide the conductor of O and does not
split in K, this set is nonempty [?]. We define ideal-induced isogenies by the following: for (E,:) € So(p)
and an ideal a C O, set

Ela] = ﬂ ker(:(c)).

aca



This subgroup determines an isogeny ¢, : E — E,, and thus a new oriented curve
% (E,1) = (Ea, ($a):(1))-
In this way one obtains an action
Cl(O) x So(p) — So(p), (4, (E,1)) — ax (E,0).

When p does not split in K and does not divide the conductor of O, the class group action of CI(9) on
SSo(p) is free and transitive [?, Theorem 3.4]. Moreover, recent advances show that this action on O-
oriented curves can be evaluated efficiently, notably via the CLAPOTIS algorithm [PR23] and PEGASIS
IDEFT25].

2.3. Brandt Operators of Isogeny Graphs

For background, see Chapter 41 of [Voi21]. Let S,(IN) be the set of supersingular elliptic curves over I,
with level-IV structure, and fix a prime ¢ # p. The adjacency operator A, of the supersingular ¢-isogeny
graph G(p, £, N) acts on CS»(V) | with basis {0e,e)} by

(AF)(E,G) = > F(E', G,
(E,G)—(E',G")

where the sum runs over all {-isogenies ¢ : E — E’ such that G’ = ¢(G), counted with multiplicity. Since
each vertex has £ + 1 outgoing f-isogenies, the graph is (¢ 4 1)-regular.

Via Deuring’s correspondence, this graph admits an algebraic description in terms of Brandt operators.
Let © C B, » be an Eichler order of level N coprime to p, and let

be its left ideal class set, in bijection with S,(N). The ¢-th Brandt matrix By = (b;;) is defined by
bij = #{J C I; : Ned(J) = ¢ Ned(I;) and [J] = [I}] },

or equivalently, for f: Cl(D) — C,

(Bef)([T]) = S D).

JCI
Nrd(J)=¢ Nrd([I)

Under Deuring’s correspondence, By agrees with the adjacency operator A,.
Because of extra automorphisms at j = 0 and j = 1728, A, need not be symmetric for the standard inner
product. Writing

w(E,G) = |Aut(E, G)/{£1}] € {1,2,3}, D = diag(w(FE, G))(Emesp(m,

the conjugated operator
A, =D'?B,D~'/? (1)

is real symmetric; see [Voi21l §§40.1.9-40.1.10]. Hence A} and B, are similar and have the same spectrum.
Moreover, the operators {A}} commute and therefore admit a common eigenbasis.

In particular, if p = 1 (mod 12), then no supersingular curve has j = 0 or 1728, so w(E,G) = 1 for
all (E,G), and thus Ay = By. This assumption is often imposed in isogeny-based cryptography to avoid
exceptional automorphisms, loops, and multiple edges. See also Appendix A of [PW24] for more on .



3. Automorphic Forms

In this section, we review several aspects of the theory of automorphic forms. We focus in particular on
quaternionic automorphic forms, viewed both as finite-dimensional vector spaces of functions on quaternionic
ideal class sets and as functions on 3-spheres. We then recall the classical correspondence between these two
perspectives and establish the sup-norm bounds and the e-separation of Hecke eigenvalues required for our
applications. These results will play a fundamental role in our subsequent analysis.

3.1. Space of Quaternionic forms

For background, see [DV13| Marar]. Let B = B, o, be the definite quaternion algebra over Q, let O be an
Eichler order of level N coprime to p, and let

be the set of invertible left O-ideal classes, where h = |C1(O)|.
Let Z =[], Zp, and let Ay = H; Qp be the finite adeles of Q. Write

BZB@Q.Af, @ZO@ZZ,
and define X . .
H=H(N):=(1+NO)NnO* C B*.
Then the double coset space .
B*\B*/H

is finite and naturally identified with Cl(O). Choosing representatives z1, ..., zp, we identify functions on
Cl(O) with functions on B* that are left B*-invariant and right H-invariant.
The space of automorphic forms of level H is

A(O) := L*(BX\B* /H) = {¢ : Cl(0) — C},

a finite-dimensional Hilbert space equipped with the Petersson inner product

= [ eI dute),

where p is a Haar measure on Bx. X
Let ¢ be a prime unramified in B, so that Oy ~ M(Z;). Let a; € B> be the adele equal to 1 at all places

away from /¢, and equal to (é O> at £. If HayH = | |, z;H, then the Hecke operator Ty : A(O) — A(O) is

0 1
defined by
To(p)(@)= Y. @B axH),

z,HeHay H/H

and its adjoint is
T/ (p)(z) = Y. e(BYawH).

fL’i,HGHa;l H/H
For ¢4 N, the operators Ty form a commuting family of self-adjoint operators with respect to the Petersson
inner product.

These Hecke operators are the adelic counterparts of the Brandt operators arising from supersingular
isogeny graphs; in fact, as the next proposition shows, the two notions coincide.

Proposition 3.1. The Hecke operator T, defined with respect to the indicator §-functions is equal to the
Brandt matriz By.



Proof. Choose representatives z1,...,z, € B* for B X\B */H, corresponding to the left O-ideal classes

[11], ..., [I]. We identify ¢ € A(O) with the column vector (¢(z1),..., gp(xh))t, and let dj7;) be the function
supported on [[;] (equivalently on the coset B*x;H).
Write the finite right-coset decomposition HayH = | |, y»H. Then for any i, j we have

(Tedyr,)) () = Z o1, (B™ wiyr H)
=#{r: B z,y,H =B z;H}. (%)

Hence the (i, ) entry of the matrix of Ty in the delta-basis is exactly the cardinality in (k).
Now use the standard local double-coset computation in GL2(Qy) (elemntary divisor theorem). Since
Hy ~ GL3(Zy) and a; = diag(¢,1) at £, one has

o V)= U (5 1)) u(y ) (h

i€Z/IZ

Extending each representative by 1 at all primes # ¢ gives a decomposition Ha¢H = ||, y,H with £ + 1
cosets.

Under the standard bijection BX\B*/H 2 Cl(O), right-multiplication by such a , changes the local
lattice only at ¢ in a way that corresponds to passing from a left ideal I; to an /-neighbor left ideal J C I;
of (relative) reduced norm ¢. Since (y,)q = 1 for ¢ # ¢, the ideal attached to z;y, agrees with I, away from
¢, and because (y.)¢ € O (§9)O/ it yields precisely an £-neighbor J C I; with Nrd(I;'J) = £.

Consequently, for fixed ¢, the multiset of classes represented by B*x;y.H as r varies is exactly the
multiset of ideal classes [J] with J C I; and Nrd(I; 'J) = ¢.

Therefore the count in (x) equals

#{JC L. Ned(I; ') =¢, [J] = (L]},
which is precisely the defining (4, j)-entry of the Brandt matrix B,. Thus the matrix of Ty in the delta-basis
is B[. O
3.2. The sup-norm problem of Hecke eigenforms

Here we study the so-called sup-norm problem. Let T; be a Hecke operator on
A(0) = L2 (BX\BX/H) .

Since T} is self-adjoint with respect to the Petersson inner product, it admits an orthonormal eigenbasis (of
eigenforms) consisting of functions ¢ : C1(O) — C. A classical question in analytic number theory concerns
the sup-norm of such forms. Simply put, for a normalized Hecke eigenform

¢:Cl0) = C,  [L]— (L)),
or equivalently a function on BX\BX /H, the sup-norm problem is to obtain an upper bound for

lolloe = max |({Li])]-
The sup-norm problem fits into the broader circle of ideas known as arithmetic quantum chaos: one expects
high-energy Hecke eigenfunctions to behave “randomly” and, in particular, to avoid strong concentration.
Quantitatively, this is reflected both in bounds for the L°°-norm and in statements about the distribution
of the L?>-mass (“energy”) of eigenfunctions [Sar93, IS95]. In this direction, Rudnick and Sarnak initiated a
systematic study of quantum limits for arithmetic eigenstates and formulated the quantum unique ergodicity
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(QUE) philosophy in the arithmetic setting [RS94].

On arithmetic surfaces, Lindenstrauss proved arithmetic QUE for compact congruence surfaces (via measure
classification) [Lin06], and Soundararajan ruled out “escape of mass” for the modular surface; together these
establish the Rudnick—Sarnak QUE conjecture in that case [Soul0]. In the holomorphic setting, Holowin-
sky and Soundararajan proved the Rudnick—Sarnak mass equidistribution conjecture for Hecke eigenforms
[HS10].

In the definite quaternionic setting, the operators T, are realized by Brandt operators on the finite set
Cl(O), so an eigenform ¢ : CI(O) — C may be viewed as an eigenvector of a regular “Brandt graph.”
From this perspective, bounding ||¢||~ is a quantitative delocalization statement: it prevents the eigenvector
from concentrating on a small subset of vertices. This viewpoint parallels the delocalization and quantum
ergodicity theory for eigenvectors on large regular graphs [ALMT5].

Some of the first sup-norm bounds in our setting of automorphic forms on
X = BX\B*/H,

are due to Blomer and Michel [BMT1, Theorem 1]. Specifically, for an L?-normalized Hecke eigenform ¢
they prove that there exists § < 1/60 such that

[¢lloo < VOI(X) ™0 = |disc(0)|7%/? =< (pN)~°,

using that Vol(X) = disc'/?(0) = pN where O C B, ~ again is an Eichler order of level N. This was
subsequently strengthened in [BM13l Theorem 1], where they refined the exponent and obtained, for any
e>0,

llloo < VOL(X) ™10+ = (pN) =10+,

The sharpest sup-norm bound currently known in this setting is due to Khayutin-Nelson—Steiner [KNS24],
which we record for later use.

Theorem 3.2. [KNS24, Corollary 2.3] Let p € A(O) be an L?-normalized Hecke eigenform. Then for any
>0,
9]0 <o Vol(X)~H/4+e.

Remark. Norms in [KNS24] are taken with respect to a probability measure (i.e. total mass 1). In our
setting X = B*\B* /H is finite, and the Haar-induced measure u satisfies

Vol(X):/dep.

We set the probability measure djipyon := Vol(X)~1du, so that fX 1dppron = 1. Consequently,

1 1
2 2 2 2
%) = © dﬂ rob = 7T o 2 d,u = Pll2s
|| ||2,prob / ‘ | prob ‘701( )() / | ‘ ‘701( )() || ||2

and switching between these normalizations rescales ¢ (hence |¢||o) by a factor Vol(X)'/2.

We now prove our main delocalization theorem of eigenvectors of supersingular ¢-isogeny graph. For the
sake of emphasizing the characteristic p we are working over and the structure of the quaternion algebra, we
will denote by G(p, ¢, N) the supersingular ¢-isogeny graph with N-level structure where again (N, p) = 1.

Theorem 3.3. Let Ay be the weighted adjacency matriz of the supersingular £-isogeny graphs with level
structure G(p, £, N) given by[l} If v is a normalized eigenvector of {As}e, then

— a E < ]\]71/44»87
ol = max, W(E)] < (oN)

where v(E) denotes the (E,G)*" entry of v.
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Proof. Write v in the d-indicator basis indexed by the vertices of G(p, ¢, N). By the identity , the vector
w := D7lv is an eigenvector of the Brandt matrix B, in the indicator basis of Cl(O), where D is the
weighted diagonal matrix. By Proposition [3.1) w corresponds to a Hecke eigenform ¢ € A(QO) satisfying
o([L;]) = w([L;]) for all i. Hence, by Theoren&,

o = o = I; N _1/4+6-
[[w]] el amax ) leUED] <. (pN)

Finally, since v = Dw and ||D||o = 3, we obtain
[v]loo < IDloo llwlloee <& (pN)~H/44,
as claimed. ]

This theorem establish a strong delocalization property of the isogeny graphs: an L?-normalized eigen-
vector of the adjacency operator cannot concentrate a large proportion of its mass on a small set of vertices.
Equivalently, the eigenmodes of the random walk on G(p,¢) are forced to be spread across many vertices
rather than exhibiting sharp spikes.

However, we expect more from these isogeny graphs. As pointed out in [BMI3] p. 4], the strongest
conceivable upper bound for the sup-norm is

l@lloo <o Vol(X)~1/2+e = (pN)~1/2+e,

From a graph-theoretic perspective, such a bound would imply not merely strong delocalization, but complete
delocalization of eigenvectors. This so-called sup-norm bound, first highlighted in [BM13] and subsequently
echoed in [KNS24], remains a long-standing and widely believed open problem in analytic number theory.
While no proof is currently known, we provide further supporting evidence for the sup-norm conjecture in
the case of the regular f-isogeny graph, that is when N = 1, which is the case of interest.

Conjecture 1 (Sup-norm bound). Let A, denote the weighted adjacency matrix of the supersingular (-
isogeny graph G(p, £) for all £ # p. Then any L?-normalized simultaneous eigenvector v of A, satisfies

lo
olle < —22.

VP
In Figure[I} we computed the sup-norm of each simultaneous orthonormal eigenvector of A, for £ = 2,3, 5,
then took the maximum over all of them and plotted the results. The matrices were computed using
Sage’s built-in functions BrandtModule (p, ) and hecke matrix, and subsequently analyzed in MATLAB
for improved stability and efficiency. As shown, the computations indicate that the sup-norm satisfies the
conjecture, with implicit constants ranging roughly between 0.5 and 2.5.

0.25

Sup-norm value

T T T T T T T T T
0 10000 20000 30000 40000 50000 60000 70000 80000

Figure 1: Sup-norm values versus 1‘3%’ for £ =2,3,5.
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We now record the following useful theorem, which asserts that eigenvectors of the weighted adjacency
matrices Ay are completely delocalized, on average. For a vector v, we write v(x) for its z-th coordinate.

Theorem 3.4 (Fourth Moment bound). Let A, denote the weighted adjacency matrices of the graph
G(p,¢,N), and let n be the number of vertices. For any two vertices x,y € G(p, ¢, N), we have

n
2 _
> (@) = mi(w)?)’ < (V)7
i=1
where {v;}?_, is a simultaneous orthonormal basis of eigenvectors of {Ag}.

Proof. This follows directly from Theorem 2.1 of [KNS24], since the weighted adjacency matrices Ay satisfy
the same hypotheses in the elliptic curve setting. The proof proceeds exactly as in Theorem
O

3.3. e-Separation of Hecke Eigenvalues

Fix a prime p and let Ay, , ..., Ay, be the weighted adjacency matrices of the supersingular ¢;-isogeny graphs
over [F,2 as in . These matrices are real and symmetric. For each prime /¢, define

Uz = eiAg/\/Z

Let v, v; be simultaneous normalized eigenvectors of all Ay, (and hence of all Uy, ). For each eigenvector
v;, define the eigenvalue vector

>‘j = ()‘Lj’ ceey )\r,j)a

where A; ; is the eigenvalue of Ay, corresponding to v;.

Definition 3.5. The operators {A,} are e-separated if for any two distinct simultaneous eigenvectors vy, v;,
Ak = Ajll2 = e

Our goal is to obtain explicit lower bounds on ||[A;y — Aj|l2 (see Theorem and Proposition [3.7). The
operators Uy are introduced for applications: since A, is symmetric, Uy is unitary and can be implemented
as a quantum gate.

By the Jacquet—Langlands correspondence, the Brandt operators on the supersingular module coincide
with the Hecke operators Ty acting on S2(I'g(p)) with the Petersson inner product. Thus the eigenvectors of
{A,} correspond to normalized weight-2 Hecke eigenforms f; € Sa(T'o(p)), with

Affj = ae(fj>fj, Uefj — ei“‘(fj)/ﬂfj.

We associate to f; the Hecke tag vector

tj = (/\Zl(fj)v"'ﬂ)‘fr(fj))7 Ae(f) = €[-2,2],

where the bound follows from Deligne’s theorem [Del80, [Piz98§].
The eigenvalue separation problem asks for r and € > 0 such that

fi# f = lt; —til2 > e

This enables identification of one-dimensional eigenspaces from approximate measurements, a requirement
in many schemes (see e.g. [Kani8| [KSS22, BBD 24 [Dol23]), which currently rely on heuristic separation
assumptions.

13



At the level of uniqueness, analytic multiplicity-one results show that if f ## g are Hecke eigenforms then
an(f) # an(g) for some n < plogp, and under GRH one may take

r = O((log p)*(loglog p)*)

[GH93, Thms. 2-3]. However, these results give only non-equality and do not yield a quantitative lower
bound on ||ty — t,4|2. Our main result provides such a quantitative eigenvalue separation.

Theorem 3.6 (GRH). Let p be a prime, and let fi and f; be two distinct normalized and simultane-
ous cuspidal Hecke eigenforms in S2(To(p)). Assume the Generalized Riemann Hypothesis for the relevant
Rankin-Selberg L-functions. If Y and X satisfy X > Y > (logp)*, and £1,--- £, are the primes in the
interval [Y, X, then

[tr — tjlla > 1.

In order to prove Theorem we introduce several tools from analytic number theory. We refer the
reader to sections 1.6 and 1.8 of [Bum09]. We note that the following discussion can also be examined from a
representation-theoretic perspective. We Let f, and f; be normalized cuspidal Hecke eigenforms of weight 2
and level p (with trivial nebentypus).

The Rankin-Selberg L-function L(s, fi X f;) is the degree 4 L-function whose Euler product (for R(s) > 1)
is given by

2 —
Lis, e x F) =11 11 (1 _ae,i(fk)mg_s) 3
0 ig=1

where {ag1(fr), ae2(fr)} and {og1(f;), cw2(f;)} are the Satake parameters at £ { p (so a1 (fi) +ae2(fr) =

Ae(fr) and oy 1 (fr)ae2(fr) = 1, and similarly for f;). Equivalently, the logarithmic derivative of L(s, fi x f;)
encodes the correlations A¢(fi)Ae(f;):

gy = 3 MOy = ngns) (e, ®

n>1

where A is the von Mangoldt function.
Analytically, L(s, f x f;) admits analytic continuation and a functional equation [IK04, chapter 5].
Moreover, if fi # f; then L(s, fy % f;) is entire, whereas

L(s, fi x fx) = ¢(s) L(s,sym? fy,)

has a simple pole at s = 1, and similarly for f;. These facts imply a sharp distinction between diagonal and
off-diagonal prime sums: the diagonal terms have a main term of size X, while the off-diagonal correlation
has no main term. We are now ready to prove theorem [3.6

Proof. Fix parameters 1 <Y < X and define the interval second moment

SV, X) = Y (Ne(fi) = Ae(f))” log .

Y <t<X

Expanding gives

SY,X)= > N(fi)logl+ > Ne(f5)?logt—2 Y Ne(fi)he(f;)log .

Y <<X Y<6<X Y<<X

Under the Generalized Riemann Hypothesis for the relevant Rankin—Selberg L-functions, the corresponding
prime number theorem is proved in full generality in [IK04, Theorem 5.15] ( see also [Qu07]). A similar
unconditional version is obtained in [LWY05]. By the discussion above, this implies that (for i € {j, k})

> O XN(fi)?logl =T +O(T?1og>(QT)), > Me(fu)Me(f;)log £ = O(T"/?10g*(QT)),

<T <T
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where (@ is the analytic conductor (here @ < p?). Subtracting the estimates at T = X and T =Y yields

D M) logl = (X —Y) + O(X?10g?(QX) + Y/ 10g?(QY)),
Y <<X
and similarly
> Nelfu)he(f)logt = O(X '/ 1og*(QX) + V7 1og*(QY)).
Y<t<X
Consequently,
S(Y,X) =2(X - Y) + O(X?10g*(QX)).
In particular, if X > Y > (logp)?, then the main term dominates and we may ensure

S(Y,X) > e(X —Y)

with ¢ > 1 by taking the implicit constants sufficiently large.
On the other hand, if [A¢(fx) — Ae(f;)] < co < +/c for all primes Y < ¢ < X, where ¢y is picked such that

S, X)<c§ Y logl<c(X-Y),
Y<t<X

we get a contradiction. In other words, if the individual point-wise distance of eigenvalues is less than a
constant, then the average needs be also smaller. Hence there exists a prime ¢ € (Y, X] with £+ p such that

IAe(fe) = Ae(f5) = 1.
Since the tag set {{1,...,¢,} contains all primes in (Y, X], then this implies |[t; — t;||2 > 1. O

Since our applications concern the unitary operators {Uy}¢, we will also need the following proposition.
Unlike the previously proposed separation guarantees in [KSS22], which are heuristic, our result is not only
rigorous under GRH but yields a strictly stronger bound.

Proposition 3.7 (GRH). Fiz a prime p, and let £y,--- £, be the primes € [V, X] with X <Y = log* p
and {; ¥ p. Then the unitary operators {Uy, } are e-separated with € > 1.

Proof. Assuming the content of the proposition, the proof of theorem shows that there exists a prime
¢* € [Y, X] such that

e () = X (F) > 1 = ag(fj) — ap-(fr)] > V> log” p.

But the as(f;)’s coincide with the eigenvalues A\;; of the corresponding eigenvector v; under A,. Hence, for
any simultaneous eigenvectors v; and vy, of the {A;}, we obtain

1A = Akll2 > log® p,

ie. {Ay} are (log® p)-separated. Proposition 6.15 of [KSS22] states that if {A,} are e-separated then the
{U,} are ¢’-separated for ¢’ = &/v/max /. Our theorem then follows. O

Remark 1. Using the publicly available GitHub implementation/ of Sharif , we computed the vectors of
eigenvalues A; = (i ¢y, ..., i) associated with the operators Up,, where the primes satisfy logp < ¢; <
4logp. Figure [2| displays the minimum Euclidean distance ||A; — A;||2 over all ¢ # j.

The empirical results deserve a brief discussion. In [KSS22], the authors computed the e-separation for
primes p up to approximately 20,000, at all primes ¢; < logp. They conjectured that the resulting ¢ value
should be on the order of (41ogp)~t. By contrast, Propositionpredicts a separation, on average, bounded
below by a positive constant, uniformly in p . This prediction is fully consistent with our computations,
as Figure [2f shows that the observed values cluster around ¢ = 1. We suspect that the interval [2;log p]
considered in [KSS22] was too narrow to capture the constant gap. In contrast, enlarging the range of
primes to logp < ¢; < 4logp allows this behavior to be clearly observed. In particular, our results suggest
that € = 0.25 is a reasonable lower bound for the separation.
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Remark 2. We note a minor gap in the heuristic argument of [Dol23, Lemma 5.2]. Under the heuristic
independence assumption on the tag vectors t;, the estimate there bounds the pairwise collision probability
Pr{||t; —t;|| < €] for any fixed pair (¢, j). However, in their setting one needs a global (worst-case) guarantee
that no collision occurs among any pair, i.e., a bound on Pr[3i # j : |[t; — t;|| < ¢]. Applying the union
bound yields Pr[3i # j : [[t; — t;[| <] <>, <y Pr[l[t; — ;]| < €], which introduces an additional (g)
factor and therefore changes the quantitative bound stated in Lemma 5.2].

Empirical e-separation vs prime p
2.00
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1.25 1 o o, @
W 1,00 4--@rerrerernrens @ Y A ! TPYTP COTTPIPRTR o
0751 o ° e 9
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0 2500 5000 7500 10000 12500 15000 17500 20000
p

Figure 2: e-separation for logp < ¢; < 4logp
at different primes p

4. Quantum Sampling of Secure Curves

In this section, we present the main application of our theory: generating a random supersingular elliptic
curve with unknown endomorphism ring. The main results are Theorems and [£:4] for sampling from the
full graph and [£.5] for oriented curves.

We briefly recall the quantum notions needed below; see [KLMO7, Ch. 3-7].
Qubits and measurement. A qubit is a unit vector |z) = |0) + 8|1) € C? with |a|> + |3]> = 1. An
n-qubit register is a state

-1
o) = aili) € (€, Y el =1,
=0 i
where {|0),...,|2" — 1)} is the computational basis. Measuring |z) in this basis results in the outcome i

with probability |a;|?.
Quantum algorithms. A quantum algorithm is a sequence of unitary operations. An oracle O : X — Y
is implemented reversibly by

Uo = [z)ly) = |2)|y @ O(x)).

Quantum Phase Estimation. Given a unitary U and an eigenstate |¢) with U[y) = e*™|¢), for X €
[0,1), Quantum Phase Estimation (QPE) outputs an m-bit estimate A of A with high probability, using

controlled powers of U and an inverse quantum Fourier transform. For a state [¢)), we write QPES)(W)» for
the resulting entangled state after applying QPE to Uly) at precision e.
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4.1. Sampling from the Full Isogeny graph

Throughout, we restrict to supersingular elliptic curves without level structure, although the same ideas
extend naturally. As noted above, our algorithm outputs a provably secure curve without generating an
explicit isogeny path, in the sense that any QPT adversary has only negligible advantage in computing
its endomorphism ring. Moreover, using interactive protocols to verify the quantum computations, e.g.
[FK17, [ABOEMI17], one can verify if a curve is generated by an honest execution of the algorithm and thus
the curve is verifiably correct and secure.

In what follows, our quantum states live in the Hilbert space C*, where K is the number of elliptic curves
over [,z (including ordinary curves). Let V,,, denote the subspace spanned by supersingular curves over Fz.
Using Proposition we index the computational basis by pairs (j,b), where j € F,2 is the j-invariant and
b denotes the twisting data, giving the basis {|(4,))}.

It was noted to us that Montgomery and Sharif [MS25] previously used such a parametrization for curves
over [F,; here we adapt it to Fp2. Alternatively, one could encode curves by Weierstrass coefficients (a, ),
but this would require roughly twice as many qubits.

We now outline the sampling algorithm. Let |Ey) be an initial vertex state corresponding to a supersin-
gular curve in V;,, which can be efficiently prepared using [Bro09]. For a prime ¢, let A; denote the weighted
symmetric adjacency matrix of the supersingular /-isogeny graph as in , and define

_ A
T

The normalization ensures that H, has bounded spectrum, so that the unitary e*f¢ can be efficiently
implemented.

The matrices {A¢} admit a common orthonormal eigenbasis {|¢;)} ,, and consequently the unitaries
{e*H¢} share this eigenbasis. Expanding the initial state, we write

Hy:

|Eo) =Y aulgi),  aii=(¢:|Eo).
=1

Thus, the algorithm can be viewed as progressively learning spectral information about the unknown com-
ponent |¢;) present in |Ey).

We first apply Quantum Phase Estimation (QPE) with respect to e«

, obtaining
o) = Zai\j\l,i>|¢i>,
i=1

where 5\171 is an approximation of the eigenvalue A\, ; of Hy, . Measuring the eigenvalue register yields an
outcome \; and projects the state onto the subspace spanned by eigenvectors whose eigenvalues are consistent
with A1, resulting in a post-measurement state |th1).

We then iterate this procedure: applying QPE with respect to elen to |thr—1) and measuring the eigen-
value register produces an approximation A, and further refines the state to |¢x). At each step, the mea-
surement restricts the support of the state to eigenvectors consistent with the observed eigenvalue, so the
state becomes supported on a progressively smaller subset of the common eigenbasis.

_ By Proposition (or its heuristic form in Remark , after sufficiently many iterations the tuple
(M, ..., Ar) uniquely identifies an eigenvector. Intuitively, the sequence of measurements acts as a sequence
of spectral filters that isolate a single eigenstate. At this stage, the state is approximately supported on a
single eigenstate |¢). Finally, measuring the vertex register in the basis {|(j, b))} yields a curve E € G(p, )
with probability |(E|¢)|?.
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Algorithm 1 QUANTUMSAMPLING(p; X,Y)
Input: An odd prime p, an initial curve Ey € S, and parameters 1 < X <Y.
Output: A supersingular elliptic curve E encoded by (j,0).

: Let {¢1,...,¢,.} be the primes in [X,Y] (in any fixed order)

. Initialize [¢o) < |Eop)

: ¢ + max(0.25, ¢p), where ¢ is the e-separation constant from Proposition

:for k=1tor do

Set Hy + Agk/\/E€

lor) < QPEéféfﬁ)(Wk—O)

|tr) < post-measurement state after measuring the eigenvalue register of @)

: end for

: Measure the final state |¢,.) in the basis {|(j, b))} to obtain E

: return F

© 0N U W N e

—_
=]

The remainder of the section analyzes (i) the gate complexity of QUANTUMSAMPLING, in particular the
number of controlled-e*** calls required for the desired precision, and (ii) the distribution and security of
the output curve.

Proposition 4.1. Given primes p and £ t p, the gate complerity to execute one call to Quantum Phase
estimation QPES,» with failure probability n, where H = Ay/\/1, is

3 3/2 1/2
(0] <1og (1> [65/4 <1) + 34 <1> <1og 1 + log log 1)]) .
n € € 7 €

Proof. Since the eigenvalues of H lie in [—2, 2] (Deligne’s bound [Del80]), the eigenphases of U are in [—2, 2]
(as 2 < 7), hence there is no modular ambiguity between an eigenphase and the corresponding eigenvalue.

Fix a target additive phase accuracy € and an overall failure probability 7. Standard QPE uses

= [l

phase bits, and thus requires controlled applications of the powers U? = 2’ for j = 0,1,...,q — 1.
Equivalently, one execution of QPE requires implementing controlled Hamiltonian evolutions for times

t; =20 (0<j<qg-1).

To reduce the failure probability to at most 7, we repeat QPE R = O(log(1/n)) times and output the median
estimate.

We implement each e** using sparse-Hamiltonian simulation as in Berry—Childs-Kothari [BCK17]. Their
cost is expressed in terms of

7(t) = d|[H[maxt,

where d is the sparsity and || H || max = max, , |H, ,|. For H = Ay/\/{, we have d = (+1 and || H | max = 1/V7,

hence
t —

= kKt K =
Vi
We allocate simulation error per controlled evolution as
N
10Rq’

so that over the g controlled evolutions and R repetitions, a union bound ensures that the total probability
of any simulation failure is at most 7/10. Thus

41

() = (£+1) NE

5sim =

log

= log(©(Rq/m)) = O(log(1/n) +logq).

5sim
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Specializing [BCKI17, Theorem 3] with o = 1, each evolution ¢*/* can be implemented within error dgm,

using
O(7(1)*? + (1) 10g(1/dm) )
oracle queries. Therefore, the j-th controlled power costs
Q; = O((HQj)S/Z + (/-£2j)1/2 1og(1/551m)).
Summing over j =0,...,q — 1 and using geometric-series bounds yields

Qqre = O(H3/2 2%4/2 4 p1/2 log(1/5sim)2q/2>-

Since q = [logy(4/¢)] implies 239/2 = O((1/¢)3/?), we obtain

_ 3/2 (1 i 12 (1 12 1
Qqre = O| K - + K - log .
€ 9 6sim

Finally, repeating R = ©(log(1/n)) times gives the total query complexity

3/2 1/2
1 1 1 1 1
Qtotal = O<log [,4’)/2 () + K12 () (1Og, + log log )1) .
n € € n €

Using the square-root Vélu algorithm of [BFLS20, Appendix A] to compute isogenies, the gate cost of
one coherent call to compute the isometry

+1

T 2 IBIE,

|E) =

where the curves E; are the ¢-neighbors of F, is O(\/Z) Then the gate complexity to execute one QPE is
T = O(Qtotal . \/Z), the result then follows. O

We now specialize our previous result to Algorithm

Theorem 4.2. Given a prime p and the primes {; € [Y, X| where £; # p, Algomthm. samples a random
supersingular elliptic curve from V,, and has heuristic quantum gate complezity of O(log p) with Y = logp
and X = 4logp. Assuming the GRH, the algorithm has provable running time of O(log p) withY < X =<

log* p.

Proof. First notice that the tags t; = (A1, -, Ar;) uniquely identify the eigenvectors ¢; and are e-separated
for e = ¢y or 0.25 depending on whether we use the GRH or the heuristics presented in remark[I] Hence if we
use approximation tags t; with accuracy € = ¢/2+/7 each t; will also uniquely correspond to an eigenvector
(see [Dol23l, lemma 3.3] for more details).

Specializing proposition [4.1| E to the heuristic reglme we choose n = 1/p, € = 1/24/r, and ¢; = O(logp), and
hence the running time of one QPE call is O(log p). By the prime number theorm, we have

s X Y
logX logY’

many primes in [V, X], thus the heuristic running time becomes
O(log® p).

The GRH-based regime can be analyzed similarly and we obtain a gate complexity of (fj(log13 D). O
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We now turn to the problem of studying the distribution of the output curve. Since the proof only uses
our technical results from section [3.2] and as it won’t play a crucial role in the security proof of the output
curve, we defer it to the appendix [6]

Theorem 4.3. Let p be an odd prime and let E'/F 2 be any supersingular elliptic curve. For any e > 0,
the output E of Algorithm[1] satisfies

0<Pr[E=FE] <. p'*° (3)

Security of the output curves. We now study the security of the curve output by Algorithm [T} The
main difficulty is that it is not clear whether the tuple of approximate eigenvalues (A1, ..., \,.) reveals useful
information to an adversary seeking to compute the endomorphism ring of the output curve. This concern
was already raised in [BBD™ 24, [Dol23], but to the best of our knowledge it has not been resolved in any prior
work. Using our delocalization results, we prove the following theorem: assuming the sup-norm conjecture
the output curve remains secure whenever ENDRING is hard on average.

Theorem 4.4. Let (E, \) be the output of Algom'thm where E [, is the output curve, X is the the sequence
of approximate eigenvalues measured, and let n = logp. Assume conjecture [1] holds and suppose that the
ENDRING problem is quantumly hard on a uniformly random supersingular elliptic curve over IFp2, i.e. for
every QPT adversary B,
Pr [B outputs End(E’)] < negl(n),
E'—U

where U denotes the uniform distribution over S,. Then for any QPT adversary A against (E, ),
Pr [A(E, \) outputs End(E)] < negl(n).

Proof. Let A denote the random variable corresponding to the tuple of approximations of eigenvalues as in
algorithm[I] By construction, each X of A identifies a unique simultaneous eigenvector ¢. Hence, conditioned
on A = ), the output distribution of E is

PrE=y| A=)\ =lon]  (y€Sp)

By the sup-norm conjecture loalloo < C\I;Z%p , and therefore

21 2
Pr[E:y|A:)\]§$::% (4)

where m = |S,| and a = O(log® p)
Now let A be any QPT adversary, and define

sx(y) := Pr [A(y, \) outputs End(y)],

where the probability is over the internal randomness (and measurements) of A. Conditioned on A = ), its
success probability is
PrA succeeds | A = A] = > Pr[E =y | A=\ sx(y).
YyES)

Using (4)), we get

Pr[A succeeds | A = ] < Z % saly) =a- % Z sx(y) = a-Eyculsa(y)], (5)
YES,

YyES,

where U is the uniform distribution on S,.

20



Averaging over A gives
Pr[A(E, A) outputs End(E)] = Ex. s [ Pr[A succeeds | A = A]] < a-Exc aEyu[sa(y)].

Now define a QPT algorithm B for ENDRING on uniform input as follows: on input E’ < U, sample A
from the marginal distribution of A by running Algorithm [I] once and discarding its curve output, then run
A(E', \) and output whatever A outputs. By construction,

E/f;rU [B outputs End(E")] = ExcaEyu(sa(y)].
Therefore,
Pr[A(E, A) outputs End(E)] < a - EPrU [B outputs End(E")].
4

By the assumed average-case hardness of ENDRING and the fact that A and E’ are independent,

/
< .
EllirU [B outputs End(E")] < negl(n)

Since o = O(log® p), it follows that Pr[A(E, A) outputs End(E)] < negl(n). O

4.2. Sampling Secure Oriented Curves

The sampling algorithm proposed in Section produces supersingular elliptic curves from the full isogeny
graph. From a security perspective this is highly desirable, since the best known algorithms for computing
the endomorphism ring are exponential. However, this approach has two minor drawbacks:

1. The implementation relies on Hamiltonian simulation and quantum phase estimation. Although the
circuit complexity remains poly(logp), these primitives are technically involved and their efficient
implementation is non-trivial in practice.

2. The algorithm does not allow sampling from prescribed subsets of S,,. For example, it cannot sample
uniformly from the set of supersingular curves defined over IF,, unless it is tailored specifically to that
subset.

In this subsection we present a quantum algorithm that addresses these drawbacks. The algorithm was first
studied by Zhandry [Zha25], and builds on a quantum subroutine introduced by Doliskani [Dol25]. It samples
uniformly random 9-oriented supersingular elliptic curves for any imaginary quadratic order £, assuming
the class group action is regular (i.e., transitive and free).

We begin by introducing the necessary background and notation. Let G be a finite abelian group. Its
characters are the homomorphisms x(a,-) : G — C*, indexed by a € G. If

G%ZNl@"‘@ZNM

a1xry AR Tl
then x(a,r) = wi ™ -+ Wi

given by

, where wys = exp(2mi/M). The Fourier transform of a function f: G — C is

a \/FZXQJ:

zeG

and the quantum Fourier transform maps > . f(9)lg) to >_,cq f(a:)|x>
Now let (G, X, *) be a regular group action. For any subset S C G, any y € X, and any h € G, define

1S s )

\/Fg;gx h)|g * y). (6)
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The space C* admits two natural orthonormal bases: the standard basis {|z) : 2 € X'}, and, for any fixed
r € X, the Fourier basis

|G 2 ZX g, h)|g*xz), heq.

Vv |G geG

These states are simultaneous eigenstates of the action operators. Indeed, if Uy : |y) — |k * y), then
Ur|G™ s ) = x(—k, h)|G™ % z).

The following procedure, which appears in [Zha25, Theorem 3.3, 3.5] and [Dol25], recovers h from |G xz)
via phase kickback by implementing the unitary transform

|G™ % 2)]0) — |GP) % ) |h).

Algorithm 2 Complndex
Require: A state |G % z)[0) for some h € G
Ensure: The state |G x z)|h)
1: Apply the quantum Fourier transform to the second register.
2 Apply D4 Ur ® k) (K| to both registers.
3: Apply the inverse quantum Fourier transform to the second register.

We now present our sampling algorithm which uses algorithm

Theorem 4.5. Let (C1(D), X, x) be a regqular group action on the set X of D-oriented supersingular elliptic
curves over Fp. Algom'thm@ samples a uniformly random secure oriented curve (E, 1) from X and runs in
quantum polynomial time.

Algorithm 3 ORIENTEDSAMPLING(z, k)
1: Input: 2 = (E,1) € X, k:G=Cl(D) > T
2: Output: Uniform (E L) exXx
3: Prepare |z)|0) = \/\EZhEG‘
Apply Complndex to |z)|0)
Apply the phase oracle |y)|h) — &(h)|y)|h)
Apply Complndex ' and discard the second register
Measure the first register and output the result

G™ x z)]0)

To prove the theorem, we need a simple Fourier-analytic fact showing that quadratic refinements have
flat Fourier magnitude.

Lemma 4.6. Let G be a finite abelian group, let x : G x G — C* be a bicharacter, and let K : G — T be a
quadratic refinement of x, i.e.,

k(g +h) = r(g)c(h)x(g,h) forall g,h € G.

Then, for every g € G,

heG

In particular, |K(g)| is independent of g.
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Proof. From the defining identity of a quadratic refinement,

x(g, h)k(h) = K(9) " 'K(g + h).

Hence

1 1
R , = ——xr(g) ! K h). = k(g)~! k(h),
(9) \/WZXQ \/@(g) > k(g +h) \/@(9) > k(h)

heG heG heG

where the last equality follows from the fact that translation by g permutes G. Since x(g)~! € T, we have

3 n(h)' . |1G| S k()

heG heG

|k(g)| = ﬂ‘ﬁ(g)_ |

b

which proves the last claim. O
We now apply this observation to obtain a uniform sampler.

Proof of Theorem[{.5 Let G = Cl(9) and and fix any oriented supersingular curve z = (E,.) € X. We

start from the state
| \/ |G |

heG

and apply Complndex to obtain the state

|G s 2)|h).
-

heG

Let k : G — T be any efficiently computable function, which we set later. Compute  into the phase to

obtain the state
Z h)|GM s z)|h).

v |G heG

Next, we uncompute and discard the second register by applying the inverse of Complndex to obtain

i 06 ) = 3 (3 oWl g+ 9) = 2 SRl v )

heG geqG <hEG geG

Measuring this state produces an oriented curve g * x with probability |/£( )I2/|G|. To make the distribution
of the sample g * z uniform, we must choose a function x for which |k(g)| is constant in g. By Lemma
this can be done by choosing  to be a quadratic refinement of x, which can be constructed as follows. Write
Cl(D) = Zn, X - -+ X Ln,. For each j, let x;(a, h) = exp(2miah/Nj) be the standard bicharacter on Zy;, and
define

.h2
exp 77]2\7- , N; even,
ri (h) = <2ﬂgtjh2>
exp , N, odd,
N; J

where 2t; =1 (mod N;) in the odd case. Then each r; is a well-defined quadratic refinement of x;, so

k
w(h,. .. hy) = Hnj(hj)

is a quadratic refinement of x on G = Cl(D).
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The security of the curve clearly hinges on the VECTORIZATION problem as by construction the algorithm
outputs the curve plus an O-orientation. However, as is the case in Algorithm [1] there is no path or ideal
used to construct the curve and hence its not vulnerable to a path-storing attack. Additionally, for any QPT
adversary storing a set P of polynomially many ©-oriented curves E with known End(F) the probability

that the output curve lies in this set is % which is negligible for cryptographic size C1(D). O

Remark 3. With more work one can analyze the running time of Algorithm [3] as the most-costly step is
evaluating the group action in superposition. Using the CLAPOTI algorithm [PR23] the running time is
provably polynomial-time by using 8-dimensional isogenies.
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6. Appendix

Distribution of the output curve. Here we prove Theorem which states that for any supersingular
curve E’/F,2, the output E of Algorithm [1|satisfies Pr[E = E'] <. p~'*¢ for any ¢ > 0.

Proof. By the separation assumption, the joint QPE tag t; = (5\i71, ... Ai,r) uniquely identifies the common
eigenvector |¢;).
Let |E’) be any vertex basis state. Measuring only the vertex register sequentially yields

PrlE=E]=> |al’[(E'l¢:)], = (Eolo). (7)
i=1
In particular, @ implies Pr[E = E'] > 0 for every vertex E’. Indeed, write p := Trdiages(|T)(T|) =
> lail? i) (¢4], so that Pr[E = E'] = (E'|p|E’). Let
K := span{A}|Fy) : k > 0}

be the Krylov subspace generated by A, for some prime £ { p. By spectral decomposition, K = span{|¢;) :
a; # 0} and hence ker(p) = K+. If (E'|p|E") = 0, then |E’) € ker(p) = K+, so (E'|A}|Eo) = 0 for all k > 0.
But note that

(E'|A¥|Ey) = #{paths in G(p,£) from Ey to E'of length k},

and since G(p,¢) is connected and A, has nonnegative weights, there exists k such that (A¥)p g, =
(E'|A¥|Ey) > 0, a contradiction.

If we apply theorem to we obtain Pr[E = E'] <. p~'/2%¢ (since 3" |o;|> = 1); however we can do
much better.

Recall that m := |S,| < p, and define

rp = (0B, om(E)) € RY, wi= (L, L),
Then (7) may be written as
re, e = (u+ (re, —u)) - (u+ (re —u)),
and the cross terms cancel, yielding
PrlE = B = |ul3 + (rp, — u) - (rer — ).
By Cauchy—Schwarz inequality,
((re, —u) - (rer —w)| < |rg, — ull2[lre — ull2,

and Theorem (fourth-moment bound), which states sup, , > ", (¢7(z) — ¢*(y))* < p~ '+, implies
|l7e — ul|3 <. p~1*¢ uniformly in E. Since ||ul|? = m™!, we obtain

PI"[E — E/] _ m—l 4 Oa(p—l-‘rs) <. p—1+e.

O

Remark 4. As indicated by conjecture [T} the exponent £ could be plausibly replaced by a logarithmic factor
(e.g. log2 p). At present, however, unconditional results only achieve this bound up to a power loss.

Remark 5. Unlike [Dol23] Section 5.1], we do not assume that the ¢-isogeny adjacency matrices have simple
spectrum. Their assumption is used to prove convergence to the limiting distribution of the continuous-time
quantum walk, whereas here we only need a bound on the induced distribution.
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