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Abstract

Machine unlearning (MU) is essential for enforcing the right to be forgotten
in machine learning systems. A key challenge of MU is how to reliably audit
whether a model has truly forgotten specified training data. Membership Inference
Attacks (MIAs) are widely used for unlearned model auditing, where samples that
evade membership detection are regarded as successfully forgotten. We show this
assumption is fundamentally flawed: failed membership inference does not imply
true forgetting. We prove that unlearned samples occupy fundamentally different
positions in the feature space than non-member samples, making this alignment bias
unavoidable and unobservable, which leads to systematically optimistic evaluations
of unlearning performance. Meanwhile, training shadow models for MIA incurs
substantial computational overhead. To address both limitations, we propose
Statistical Membership Inference (SMI), a training-free auditing framework that
reformulates auditing as estimating the non-member mixture proportion in the
unlearned feature distribution. Beyond estimating the forgetting rate, SMI also
provides bootstrap reference ranges for quantified auditing reliability. Extensive
experiments show that SMI consistently outperforms all MIA-based baselines,
with no shadow model training required. Overall, SMI establishes a principled
and efficient alternative to MIA-based auditing methods, with both theoretical
guarantees and strong empirical performance.

1 Introduction

Machine learning (ML) has been widely deployed in various critical domains, such as healthcare,
finance, and Transportation, whose training processes may heavily depend on privacy-sensitive
data under certain protections [7, 19]. However, the authentication of data usage from users is not
necessarily unwarranted, particularly in the background of policies like GDPR that propose “the right
to be forgotten”, which indicates users reserve the right to withdraw the data authentication with
considerations like privacy-protection, ethical issues, or policy requirements [16, 25, 20, 10]. This
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explicitly indicates an urgent need for an accountable mechanism that can timely remove the impact
of related data on model behaviors when authentication is revoked, as well as restrictions on training,
inference, or communication with these data for future model deployments [36].

Given this background, machine unlearning has emerged as a prominent approach to address these
requirements [34, 6, 35]. Generally, machine unlearning involves using post-training methods to
eliminate the influence of specific training data on the trained model. Despite notable success, a key
open question in machine unlearning remains: How can we effectively evaluate the forgetting of a
given set of data [40, 41]? In this paper, we refer to this evaluation as the auditing problem of machine
unlearning. Currently, common auditing criteria can be categorized into three types of backdoor
attacks [8, 18], adversarial attacks [30, 26], and membership inference attacks (MIA) [29, 9].

Both backdoor and adversarial attacks attempt to poison the training data, leading to compromised
model performance on specific tasks. Since machine unlearning can be viewed as recovering the
model’s ability by locating the poisoning data and unlearning them, these two kinds of attacks
calculate the attack success rate on the unlearned model for auditing [17]. Thus, a critical concern
emerges: as defense techniques (e.g., adversarial training against adversarial attacks) can also
decrease ASRs, yet do not achieve the unlearned goal, the trustworthiness of such auditing methods
is compromised. In addition, both attack strategies require training a new target model, which may be
perceived as tampering with the underlying task.

Besides, MIA aims to judge whether a specific data point is involved in the model training process,
determined by assessing the output of the model given this input [33]. Intuitively, MIA can be
mathematically formulated as a threshold-based classification problem:

MIA(x;w) = 1scoreMIA(x;w)≥β , (1)

where scoreMIA(x;w) is the membership score for sample x under model parameter w. So far, a
thread of MIA-based methods has paved the way for effectively auditing machine unlearning re-
sults [24]. Many variants have been implemented to improve MIA performance on diverse unlearning
settings, such as RMIA [38], IAM [32], and RULI [23]. These attack-based auditing methods are
prone to a failure mode in which failed attacks give rise to illusory forgetting. Specifically, a failure
in the attack strategy may be misinterpreted as the model having unlearned the sample. Consequently,
this causes the auditing of the unlearning task to fail.

In this study, we aim to address the issue of illusory forgetting caused by failed membership inference
attacks. We revisit the validity of the MIA paradigm. In an MIA task, the goal is essentially to train
a binary classifier that distinguishes member sample features Fm (e.g., features from the training
dataset) from non-member sample features Fn (e.g., features from the test dataset). However, in a real
unlearning task, the audited targets are the feature representations of unlearned samples Fu [5, 1, 22].
Conventional MIA assumes that the audit features of Fu are close to those of Fn, and therefore
treats samples whose features in Fu are classified as Fn as successfully unlearned. As illustrated
in Figure 1, this assumption is not well aligned with the actual objective of unlearning. This is
because, in the unlearning task, Fm corresponds to feature representations that contribute positive
gradients to the model, Fn corresponds to feature representations that contribute no gradient, while
Fu corresponds to feature representations that induce negative gradients. Such a gradient-based
distinction is fundamentally misaligned with the core assumption of MIA, which does not explicitly
account for these opposing optimization dynamics. Although some studies have attempted to improve
the alignment between MIA and unlearning through group-level attack strategies or independent
modeling procedures, these methods do not fundamentally resolve the alignment bias and still require
training tens of shadow models, each as costly as the audited model itself, making the computational
overhead prohibitive.

Based on the above observations, we first conduct a theoretical analysis from two aspects. First, we
formally prove that MIA-based strategies for auditing machine unlearning suffer from inevitable
alignment errors. Second, based on the sample features migration property during the unlearning
process, we introduce optimal transport theory to derive the corresponding optimal estimation.
Building on this analysis, we propose a training-free statistical method for auditing unlearning tasks,
called Statistical Membership Inference (SMI). Unlike existing methods that rely on shadow model
training and classifier training, SMI does not require any shadow models or MIA classifiers. Instead, it
only uses statistical techniques to estimate the mixture proportion between member and non-member
distributions. In addition, SMI provides reference ranges for the audit results, which offer a reliable
reference for audit decisions. Overall, our contributions are summarized as follows:
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Figure 1: Misalignment Between MIA and the Unlearned Model Auditing Process

• Conceptually, we show that failed MIA does not imply true forgetting, since unlearned
samples may reside in a feature distribution fundamentally distinct from that of genuine
non-members. This reveals a structural mismatch between MIA-based auditing and the goal
of unlearned model auditing.

• Theoretically, we prove that this mismatch arises from an unavoidable yet unobservable
alignment bias between unlearned samples and non-members. We further reformulate
unlearned model auditing as estimating the member and non-member mixture proportion,
shifting the Monge problem of unlearning from the parameter space to the feature space.

• Practically, we propose SMI and its variant SMI-M, a training-free auditing framework that
estimates the forgetting rate without shadow models or learned classifiers, while providing
bootstrap reference ranges to quantify auditing reliability.

2 Revisiting MIA: From Attack to Auditing

This section explains the limitations of MIA in unlearned model auditing and motivates the proposed
improvement, SMI. First, we use PAC-Bayes theory to derive the alignment bias in unlearned model
auditing. Second, we adopt an optimal-transport perspective to revise the auditing strategy.

Alignment Bias in MIA. We decompose the attacker’s learning process to identify the alignment
bias in MIA-based unlearned model auditing. Let Fn, Fm, and Fu be the auditing feature sets of
the retained member dataset Dn, non-member dataset Dm, and unlearning dataset Du, and let Fn,
Fm, and Fu be the corresponding empirical distributions [3, 21]. Let P and Q denote the prior and
posterior distributions over the attacker’s hypothesis space [12, 27]. The χ2-based PAC-Bayes risk
bound is stated in Theorem 2.1.

Theorem 2.1 (PAC-Bayesian Bound for MIA). For a binary classifier, suppose that the attacker
model A learns from a prior distribution P and induces a posterior distributionQ. For a sample size
m, with probability at least 1− δ, the following inequality holds for any distribution Q:

RD(Q) ≤ RS(Q)︸ ︷︷ ︸
Empirical Risk

+
√
χ2(Q∥P) + 1 ·

√
2

δm︸ ︷︷ ︸
Statistical Error

, (2)

where RD(Q) is the true risk when hypotheses are sampled according to Q, RS(Q) is the average
empirical risk computed on the training set, and χ2(Q∥P) is the χ2 divergence between Q and P .

Remark 1: We use a χ2-based PAC-Bayes framework because it provides convenient second-moment
control for deriving the subsequent distribution-shift term. Detailed proof refers to Appendix C.1.

Theorem 2.1 gives a general decomposition of the attacker’s learning error. More importantly, it does
not reveal the alignment discrepancy in unlearned model auditing. The reason is that the bound is
derived on the MIA training distribution Ft, which is constructed from Fn and Fm, while the actual
auditing target is Fu. Conventional MIA implicitly treats Ft and Fu as aligned, which can introduce
an alignment bias. We therefore incorporate the discrepancy between Ft and Fu into the PAC-Bayes
bound and obtain a refined auditing-error decomposition in Corollary 2.2.
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Figure 2: Approximate Representation of the Distribution Transport Problem as a Distribution
Mixture Problem

Corollary 2.2 (PAC-Bayesian Bound for MIA Auditing Results). When the training data distribution
Ft of the MIA attacker model A is used to audit the data distribution Fu, for a sample size m, with
probability at least 1− δ, the following risk inequality holds:

RFu
(Q) ≤ RS(Q) +

√
2

mδ
(χ2(Q∥P) + 1)︸ ︷︷ ︸

Statistical Error

+

√
1

2
D∞(Ft∥Fu)︸ ︷︷ ︸

Auditing Error

. (3)

where D∞(Ft∥Fu) = log
(
sup Ft

Fu

)
is the Rényi divergence [13]. Please refer to Appendix C.2 for

a detailed explanation of the notation and all proofs.

This corollary shows that the MIA risk bound contains an additional auditing term controlled by
D∞(Ft∥Fu). This term increases with the distribution shift between Ft and Fu, indicating that
conventional MIA faces an alignment bias in unlearned model auditing. Thus, the auditing error is
not only caused by empirical risk or statistical complexity, but also by the mismatch between the
attacker’s training distribution and the actual auditing distribution.

Revising the Auditing Strategy. To address the alignment bias in conventional MIA, we revise
the auditing criterion from the goal of machine unlearning. After sufficient unlearning, the post-
unlearning model should no longer preserve membership traces of the unlearned samples. Thus,
auditing should not only test whether the attacker fails to identify their membership. It should also
examine whether their auditing features are close to those of non-member samples.

From a transport perspective, machine unlearning can be viewed as moving the original model state
toward the retrained model state. Let αw be the parameter distribution after original training, and let
βw\u be the ideal retraining distribution after removing Du. The ideal unlearning objective can then
be written as the following Monge-type problem.
Definition 2.3. The Monge problem in parameter space is:

min
Tw:Tw#αw=βw\u

∫
cw
(
w, Tw(w)

)
dαw(w), (4)

where Tw is the unlearning map in the parameter space, Tw#αw denotes the pushforward distribution
obtained by transporting the original parameter distribution αw through Tw, and cw is the parameter
transport cost. This objective requires the post-unlearning model distribution to be aligned with the
ideal retrained model distribution.

Directly verifying this parameter-space objective is usually infeasible. Modern neural networks are
high-dimensional, and different parameter settings can yield similar functions. More importantly,
unlearned model auditing concerns whether unlearned samples still show membership traces in
outputs or representations, instead of whether the parameters match a target distribution. Therefore,
we move the auditing objective to the feature space. Instead of verifying the parameter distribution,
we check whether Fu moves away from Fm and approaches Fn. The feature-space auditing objective
can then be written as the following Monge-type problem.
Definition 2.4. The Monge problem in feature space is:

min
TF :TF#Fu=Fn

∫
cF
(
z, TF (z)

)
dFu(z), (5)

4



where TF is the transport map in the auditing feature space, TF#Fu is the pushforward of Fu under
TF , and cF measures the cost of transporting Fu to Fn.

The Monge formulation does not require explicitly solving TF . It only specifies the desired auditing
direction: after sufficient unlearning, Fu should move away from Fm and approach Fn. Thus,
auditing only needs to measure how far Fu has moved toward the non-member state. As illustrated in
Figure 2, we therefore relax the transport objective into a mixture-proportion problem and approximate
Fu as a convex combination of Fm and Fn. The relaxation of the conditions in this Monge problem
is discussed in detail in Appendix B.1.

Fu ≈ (1− ρ)Fm + ρFn, ρ ∈ [0, 1], (6)

where ρ measures the non-member-like proportion in Fu. Thus, the new unlearned model auditing
objective is to estimate the mixture coefficient ρ instead of solving the feature-space transport map.
In practice, ρ can be estimated by minimizing the discrepancy between empirical distributions.
Definition 2.5. The practical estimation problem for the mixture proportion is defined as:

ρ∗ = arg min
ρ∈[0,1]

D (Fu, (1− ρ)Fm + ρFn) , (7)

where D(·, ·) denotes a distributional discrepancy measure. We then define the auditing objective as
solving the optimization problem in Eq. (7), and use the resulting ρ∗ as the auditing metric for the
unlearned model.

3 Method

In this section, we propose Statistical Membership Inference (SMI) for reliable unlearned model
auditing. Motivated by the previous analysis, SMI solves the optimization problem in Eq. (7).
Statistical metrics for distributional distance are classical; see, e.g., [31, 28, 13]. Appendices C and D
provide the omitted mathematical details. We next introduce two solution strategies for SMI:

• SMI: An auditing tool that calculates low-order moments of distributions.
• SMI-M: An auditing tool that calculates the Maximum Mean Discrepancy (MMD) between

distributions.

3.1 Statistical Membership Inference (SMI)

For the mixture-ratio estimation problem, SMI estimates the mixing proportion using the low-order
statistics of the three distributions Fm, Fn, and Fu. Under the assumption in Eq. (7), the mixed
auditing distribution can be expressed as follows.
Proposition 3.1 (See Appendix C.3 for the proof.). If Fu is modeled as a mixture of Fn and Fm

with proportions ρ and 1− ρ, respectively, i.e.,

Fu = ρFn + (1− ρ)Fm, (8)

then its mean µu and covariance Σu satisfy

µu = ρµn + (1− ρ)µm, Σu = ρΣn + (1− ρ)Σm + (ρ− ρ2)(µn − µm)(µn − µm)⊤. (9)

From Proposition 3.1, estimating the forgetting degree of Fu can be reduced to estimating the mixture
coefficient ρ. SMI estimates ρ by matching the empirical covariance of Fu with the covariance
predicted by the mixture model.
Lemma 3.2 (Solution of SMI). Let d = µn − µm, B = dd⊤, A = Σu − Σm, G = Σn − Σm +B.
SMI estimates the mixture ratio by solving:

min
0≤ρ≤1

∥∥Σu −
[
ρΣn + (1− ρ)Σm + (ρ− ρ2)(µn − µm)(µn − µm)⊤

]∥∥2
F
. (10)

The solution is selected from the search space C:

ρ⋆ = argmin
ρ∈C

∥∥A− ρG+ ρ2B
∥∥2
F
. (11)
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The search space C is:

C = {0, 1}∪
{
ρ ∈ [0, 1] : 2∥B∥2F ρ3−3⟨G,B⟩F ρ2+

(
∥G∥2F + 2⟨A,B⟩F

)
ρ−⟨A,G⟩F = 0

}
, (12)

where ⟨A,B⟩F = tr(A⊤B) denotes the Frobenius inner product. Specifically, the solution process
can be described as first solving a univariate cubic equation in ρ, and then substituting the obtained
roots into the search space to select the minimizer. The complete proof is provided in Appendix C.4.

Algorithm 1: SMI
Input: Member data Dm, non-member

data Dn, pending-audit data Du,
model w, audit function g(·, w)

Output: Mixture ratio ρ∗.
1 (µm,Σm)← stats(g(Dm;w));
2 (µn,Σn)← stats(g(Dn;w));
3 (Σu)← stats(g(Du;w));
4 ρ⋆ ← argmin

ρ∈C

∥∥A− ρG+ ρ2B
∥∥2
F

;

5 return ρ∗;

The SMI optimization is simple, and the resulting
ρ∗ serves as the final auditing result. SMI com-
putes the mean and variance of neural features,
rather than raw data. For a sample x and model
parameters w, we denote the extracted feature
by g(x;w). Algorithm 1 gives the pseudo-code
of SMI. The optimization in Lemma 3.2 may
be unstable because it depends on the empirical
statistics Σu, Σn, and Σm. With limited audit-
ing samples, covariance estimates can fluctuate,
especially for high-dimensional neural features.
Direct covariance matching may therefore give
unstable mixture-ratio estimates. To improve sta-
bility, we instead use kernel mean embeddings
and match the embedding of Fu to a convex combination of those of Fm and Fn.

3.2 Statistical Membership Inference-MMD (SMI-M)

The computational error in estimating the mixture ratio using low-order moments mainly arises from
the estimation of the covariance matrix. Therefore, we introduce a statistical feature optimization
method, embedding g(·;w) into a RKHS, thereby transforming the original second-order moment
(covariance Σ) optimization problem into a first-order moment embedding problem in RKHS.

Specifically, we introduce a kernel function k(·, ·) for g(·;w) and define the kernel mean embedding
as µ

(k)
· = E[k(g(·;w), g(·;w)⊤)]. This mapping transforms the second-order information of the

original distribution into the first-order information of the embedded distribution. Accordingly, the
Lemma 3.2 can be reformulated as follows:

Lemma 3.3 (Optimization problem of SMI-M). For the embedded µ
(k)
f , µ

(k)
v , µ

(k)
t , the optimization

problem (10) is equivalent to the following convex quadratic programming problem:

min
0≤ρ≤1

ρ2∥µ(k)
v − µ

(k)
t ∥2H − 2ρ⟨µ(k)

f − µ
(k)
t , µ(k)

v − µ
(k)
t ⟩H, (13)

where ∥ · ∥H denotes the Hilbert space norm, and ⟨·, ·⟩H denotes the Hilbert space inner product.
This problem is a convex quadratic programming problem and can be solved directly by a solver
without manually deriving a closed-form solution. The complete proof is provided in Appendix C.5.

3.3 Resampling-based Uncertainty Estimation for SMI

Inspired by shadow models in MIA, we use resampling to estimate the uncertainty of SMI. Shadow-
model methods train multiple auxiliary models, which is costly for unlearned model auditing. SMI
avoids this cost by bootstrapping Du in the auditing feature space. For each resampled set, we solve
the SMI optimization again and obtain {ρ∗b}Bb=1.

Resampling doesn’t change the point estimate ρ∗. It only provides an empirical reference range for
finite-sample sensitivity. Concentrated ρ∗b indicates stable auditing, while large variation suggests
that ρ∗ should be interpreted with caution. We report {ρ∗5%, ρ

∗
95%} as the reference range.

4 Experiment

To verify the effectiveness of SMI, we will examine it from the following five perspectives:
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1. Performance: Does SMI outperform conventional MIA-based auditing?In Section 4.2, we
evaluate SMI on public datasets and the unlearning-audit benchmark, and compare it with
conventional MIA methods as baselines.

2. Computational Cost: Does SMI avoid the substantial computational overhead of shadow-
model-based auditing? In Section 4.3, we compare the runtime and inference cost of
different SMI variants and conventional MIA methods, with a particular focus on shadow
model and non-shadow model settings.

3. Limited-sample Reliability: Can SMI provide stable auditing results with limited unlearn-
ing samples? In Section 4.4, we evaluate whether SMI remains reliable when the number
of audited samples is limited, and analyze the stability of its estimated forgetting ratio and
resampling-based reference range.

4. Robustness: Is SMI-M stable under different experimental conditions? In Section 4.5,
we conduct robustness experiments for SMI-M to assess whether its auditing performance
remains stable under variations in data, model behavior, or sampling conditions.

5. Practicality: Does SMI work in real unlearning scenarios? In Section 4.6, we evaluate
SMI in realistic machine unlearning settings to examine whether it can reliably audit actual
forgetting behavior beyond controlled benchmark comparisons.

4.1 Experimental Setup

Dataset and Models: We construct image-classification tasks using the CIFAR-10, CIFAR-100 [15],
and CINIC-10 [4] datasets. We adopt ResNet-18 [11], Resnet50 [14] and VIT [37] for both the target
model and the shadow models required by conventional MIA baselines.

Baselines: We evaluate model-agnostic MIA methods using the unlearning audit benchmark released
alongside IAM [32]. We adopt seven MIA-based strategies as baselines forunlearned model auditing,
as listed below:

• Random: Randomly estimates the member proportion as a worst-case reference.

• Unlea:This metric measures the output discrepancy before and after unlearning.

• LiRA: Performs auditing by comparing the output likelihood ratio between the unlearning
dataset and the training dataset on the target model.

• EMIA: Extends LiRA with incremental auditing decisions.

• RMIA: Builds a robust likelihood ratio based on LiRA.

• IAM: Uses a model interpolation strategy to localize model information for auditing.

• RULI: Explicitly models the unlearning process for auditing.

MIA Settings. For all MIA baselines, we use the online white-box setting, where the attacker
accesses the pre-unlearning model, the post-unlearning model, and all shadow models. This gives the
baselines the strongest capability under our auditing setup. For LiRA-type methods, we use the full
logit vector and learn the threshold on an independent calibration set with 10,000 member and 10,000
non-member samples. The learned threshold is then applied to the unlearning data, with calibration
and evaluation strictly separated. For MIA methods with class-level decisions, we report the better
result between class-level and full-sample evaluation as a strong upper bound.

Metrics. MIA methods output sample-level membership decisions, while SMI methods estimate a
distribution-level mixture ratio. For MIA, we report FNR, FPR, and the proportion of unlearning
samples classified as non-members as the aligned ρ∗. For SMI, we report the estimated ρ∗.

4.2 The Performance of SMI

Unlearning Task Settings. In this subsection, we use full retraining as the optimal unlearned model
auditing target, and set the unlearning data to a randomly selected 5% or 10% subset of each dataset.
Practical unlearning algorithms are discussed in the following subsection.

Results. Table 1 reports the results across datasets for both MIA- and SMI-based auditing. Overall,
SMI-M achieves the best estimation accuracy. Among non-SMI methods, RuLI and LiRA perform

7



Table 1: Auditing performance of SMI and MIA-based methods on complete unlearning. The Dataset
column lists the model, task, unlearning percentage, and number of shadow models. Experimental
results for some datasets, with the best and second best results are highlighted. The complete results
can be found in Appendix E.
Dataset Metric SMI SMI-M RULI IAM RMIA EMIA LiRA Unleak Ramdom

Resnet18-Cifar10-5%-64
FNR – – 13.28% 12.72% 49.68% 70.82% 13.80% 41.24% 49.52%
FPR – – 0.00% 13.08% 50.04% 70.72% 0.00% 43.48% 50.88%
ρ∗ 88.89% 92.44% 87.94% 88.67% 66.68% 39.10% 87.84% 62.58% 50.06%

Resnet18-Cifar100-5%-16
FNR – – 15.60% 17.76% 87.80% 24.72% 10.47% 81.04% 48.72%
FPR – – 0.00% 17.96% 87.96% 22.24% 0.00% 82.88% 49.52%
ρ∗ 79.64% 89.84% 83.00% 89.36% 67.19% 84.64% 86.64% 28.52% 50.88%

Resnet50-Cifar100-5%-32
FNR – – 36.76% 86.72% 91.92% 66.52% 37.41% 93.08% 47.68%
FPR – – 0.00% 63.83% 56.00% 57.56% 0.00% 47.69% 50.15%
ρ∗ 81.22% 92.64% 73.08% 63.56% 58.24% 67.84% 87.04% 10.40% 54.68%

Resnet50-Cifar100-10%-32
FNR – – 26.90% 87.73% 91.50% 70.72% 38.29% 93.56% 49.71%
FPR – – 0.00% 61.69% 53.21% 57.81% 0.00% 49.77% 42.27%
ρ∗ 83.46% 93.95% 74.44% 64.98% 60.74% 69.94% 87.38% 4.68% 54.14%

Resnet50-Cinic10-10%-16
FNR – – 11.36% 29.92% 11.88% 22.08% 11.18% 19.46% 49.82%
FPR – – 0.00% 30.96% 11.28% 21.68% 0.00% 14.04% 50.23%
ρ∗ 90.89% 92.27% 89.88% 85.35% 87.64% 89.66% 90.47% 78.02% 49.76%

VIT-Cinic10-10%-16
FNR – – 15.92% 57.40% 85.04% 65.36% 18.76% 43.24% 49.97%
FPR – – 0.00% 53.37% 86.12% 65.24% 0.00% 44.76% 51.93%
ρ∗ 91.44% 93.62% 89.84% 41.01% 15.33% 36.66% 83.51% 55.71% 51.04%
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Figure 3: CINIC-ResNet50

Figure 4: Effect of audit sample size on SMI and SMI-M performance. Solid lines show the mean,
and dashed lines show the reference range.

best in most settings: RuLI explicitly models the unlearning data, while LiRA uses a simpler and
more stable auditing pipeline.Better auditing performance is usually associated with lower FPR; for
example, RuLI and LiRA consistently achieve an FPR of 0. However, different metrics are not strictly
aligned. In many settings, LiRA has a higher FNR than RuLI, whereas RuLI gives a more reliable ρ∗.
This supports our corollary: even a well-trained MIA may still suffer from an additional auditing
error in unlearned model auditing.

4.3 The Computational Cost of SMI

Computational Cost. Table 2 reports the computational overhead of different MIA methods and
SMI variants for a single auditing run on CIFAR-100. For SMI methods, the runtime covers auditing
over all classes. Methods without shadow models generally have low cost, although SMI-M is slower
due to its kernel embedding computation.This overhead is still small compared with training shadow
models. For example, training one LiRA shadow model with a ResNet-18 backbone takes enough
time to run SMI-M hundreds of times, while shadow-model-based MIA usually requires multiple
shadow models. For SMI, the main cost comes from bootstrapping, and the runtimes in Table 2
are reported with 200 bootstrap iterations. Non-shadow methods require one inference pass, except
Unleak, which requires two. Shadow-model methods require one pass for each shadow model plus
one additional pass.
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Table 2: Computational cost of MIA methods. A dash (–) indicates that the corresponding method is
not used. The compute time reported for Train shadow model refers to the cost of training a single
shadow model.

Method Compute times Shadow model Bootstrap

Inference on one model 4.47× 104ms - -
Logit Metric 217.25ms - -
Unleak 667.09ms - -
SMI 930.71ms - 200
SMI-M 4301.66ms - 200

Train one shadow model 2.46× 106ms - -
LiRA 1464.51ms 8 -
EMIA 1625.26ms 8 -
RMIA 2475.42ms 8 -
IAM 2944.35ms 8 -
RULI 5672.83ms 8 -

4.4 The Small-Sample Reliability of SMI

The Small-Sample Challenge of SMI. Since SMI relies on distributional mixture estimation,
its error increases with smaller sample sizes. We therefore study its sample requirement on
CINIC-10 by varying the audit size from 1 to 800. For each size, we run 1,000 resam-
pling audits when the size is below 200 and 500 audits otherwise. As shown in Figure 4,
SMI converges around 200 samples, or about 20 samples per class for a 10-class dataset.
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Figure 5: Performance fluctuation of SMI and
SMI-M with different numbers of resampling iter-
ations on 10% randomly unlearned data.

Bootstrap Overhead. Figure 5 illustrates the
auditing performance of SMI and SMI-M un-
der different numbers of bootstrap groups. As
a white-box auditing method, SMI has already
demonstrated strong and reliable performance ad-
vantages. Across varying numbers of bootstrap
groups, SMI does not exhibit significant fluctu-
ations in either the median performance or the
reference ranges, indicating that the bootstrap
procedure is well controlled and does not need to
be excessively increased to improve SMI’s per-
formance.

4.5 The Robustness of SMI

Hyperparameter. Since SMI-M adopts a kernel embedding strategy, it involves several hyperpa-
rameters that need to be discussed. The hyperparameters of MMD generally include the choice
of kernel function and the bandwidth selection strategy. In this subsection, we consider the RBF
kernel, Laplacian kernel, linear kernel, polynomial kernel, and cosine kernel, as well as different
RBF-based bandwidth selection strategies. The experimental results are shown in the table 3. Overall,
the standard median bandwidth with the RBF kernel achieves the best MMD hyperparameter setting.
The bandwidth is computed as the median distance over 10,000 sampled points from the member,
non-member, and unlearning data. If the number of unlearning samples is small, the bandwidth can
be estimated using only the member and non-member data.
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Table 3: Relationship between different kernels and the performance of SMI-M. Values in parentheses
denote the multiplier applied to the median bandwidth.

Data RBF RBF(0.25X) RBF(0.5X) RBF(2X) RBF(4X) Laplacian Linear Polynomial Consine

Cifar100-5% 89.84% 24.39% 77.70% 86.88% 86.72% 80.05% 86.65% 82.56% 83.98%
Cifar100-10% 91.84% 26.03% 79.22% 89.88% 89.90% 82.41% 89.88% 85.63% 88.16%

4.6 The Practicality of SMI

Practical Tasks. Beyond retraining, practical scenarios involve more approximate unlearning tasks
that are difficult to audit. These methods may exhibit low accuracy on Du, but their true level of
forgetting is hard to determine. In this subsection, we evaluate the unlearning performance of three
approximate unlearning strategies other than retraining: FineTune, Fisher, and Scrub. Their detailed
descriptions are provided in Appendix E.3. The final results are shown in Table 4. Among them,
Scrub achieves the best unlearning performance.

Table 4: SMI-based Detection of Unlearning Levels in Practical Unlearning Tasks

Method Cifar100 Cinic

Resnet18-5% Resnet18-10% Resnet50-5% Resnet50-10% Resnet50-5% Resnet50-10% Vit-5% Vit-10%

Retrain 89.84% 91.84% 92.64% 93.95% 90.72% 92.27% 92.13% 93.62%

FineTune 63.01% 66.54% 59.63% 61.79% 67.35% 68.66% 58.99% 55.42%
Fisher 32.51% 34.70% 39.82% 34.86% 40.83% 44.98% 44.77% 38.93%
Scrub 76.34% 75.95% 72.61% 77.58% 69.21% 63.27% 62.43% 66.16%

5 Conclusion

In this work, we propose SMI, an unlearned model auditing method based on measuring distributional
distances. We revisit the implicit bounds underlying MIA attacks and MIA-based auditing, and argue
that failed attacks can produce illusory forgetting. To address this issue, we propose a mixture-ratio
estimation strategy for auditing model unlearning, which provides an efficient unlearned model
auditing approach without requiring shadow models. Experimental results show that our MMD-based
SMI-M outperforms existing MIA-based methods. It demonstrates strong capability in reliably
measuring unlearning outcomes, achieving efficient computation without training shadow models,
and providing reference intervals to assess the reliability of the auditing conclusions.
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Overview

For a detailed exposition of SMI, this appendix is organized into five parts: Related Work, Disscussion
and Limitations, Theory Proofs, Theoretical Elaboration on SMI-M and MMD and The Complete
Experimental.

A Related Work

A.1 Machine unlearning

Machine unlearning aims to selectively remove the influence of the data to be unlearned, Du, from a
trained model. Let the initial model w0 be trained on the member training data Dm, where Du denotes
the unlearning set to be removed and Dn denotes non-member data that have never participated in
training [6]. The goal of machine unlearning is to eliminate the influence of Du while preserving
the model utility on Dm as much as possible, so that the unlearned model wu becomes close to the
retrained model wr obtained by training only on Dm \Du [16, 25, 20].

A.2 Auditing Strategies for Machine Unlearning

A common privacy-oriented evaluation strategy for machine unlearning is to regard a model trained
from scratch without the unlearning data as the optimal unlearned model. This view is based on
the premise that, if an unlearning algorithm truly removes the influence of the unlearning data, the
resulting model should behave similarly to this retrained model. Following this idea, existing studies
usually evaluate unlearning by comparing the unlearned model and the retrained model in terms of
parameters, output distributions, prediction confidence, or task performance [39, 25].

Another intuitive privacy-oriented evaluation method is MIA. In the context of machine unlearning,
Chen et al. first showed that unlearning itself may introduce new privacy risks: by comparing the
outputs of the original model and the unlearned model, an attacker can infer whether a target sample
was included in the original training set but removed from the unlearned model [3]. Beyond this
unlearning-specific leakage, Carlini et al. formulated membership inference from first principles
and proposed a likelihood-ratio attack that provides a stronger and more systematic way to detect
membership traces [2]. Zarifzadeh et al. further improved the practicality of MIA by developing a
low-cost, high-power attack that remains effective even with limited reference models [38]. More
recently, Wang et al. argued that binary membership inference alone is insufficient for measuring
approximate unlearning, and proposed sample-level unlearning completeness to characterize how
completely each individual sample has been forgotten [32]. Naderloui et al. further revisited privacy
and efficacy measurements in machine unlearning from a new inference attack perspective, showing
that unlearning evaluation requires attacks tailored to the post-unlearning setting rather than relying
only on coarse aggregate metrics [23]. Together, these studies motivate MIA-based evaluation as
an interpretable privacy audit: if the unlearning data have been effectively removed, they should
no longer exhibit membership traces that allow an attacker to distinguish them from non-member
samples.

B Discussion and Limitations

To further elucidate the workings of SMI, we address potential queries regarding SMI in advance to
facilitate a better understanding of its underlying philosophy:

Question 1: The contribution of SMI appears to be merely replacing the binary classifier with a
statistical metric discriminator; this contribution seems incremental.

Answer: From a technical standpoint, the contribution of SMI differs significantly from traditional
MIA methods, which focus on constructing a g(x;w) with superior performance. The core contri-
bution of SMI is the proposal of a novel perspective: When the attack on a single sample becomes
unreliable as an evaluation metric, directly measuring statistical indicators for the entire audit pop-
ulation is a more reliable approach. In reality, indistinguishable samples always exist; however,
when viewed through the lens of statistical measurement, they are naturally categorized within the
distribution of member samples. Conversely, if these indistinguishable samples are involved in the
training of a binary classifier as non-member data, they disrupt the classifier’s training process.
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Question 2: Why not consider using Wasserstein methods to improve mixture proportion estimation,
given their natural alignment with the Monge problem?

Answer: This is an incisive observation. We initially adopted SMI-W as our working strategy,
hoping to formulate it as an improvement over SMI-M. However, our experiments showed that its
performance was inferior to the simple estimation strategy used by SMI.

The formalization of the Monge problem helped us understand why the Wasserstein approach failed
in this setting. Wasserstein distance measures the optimal discrepancy between two distributions. In
our context, it can be viewed as a metric for an optimal forgetting strategy defined over the parameter
space, or equivalently, as measuring an optimal transformation process in a modified parameter
or feature space. However, neither retraining nor fine-tuning a model fundamentally satisfies the
geometric assumptions underlying the Wasserstein formulation: the actual update trajectory does not
align with the optimal transport geodesic.

Put more simply, Wasserstein distance assumes that there exists a shortest geodesic between two
distributions and measures the length of that path. Yet the forgetting behavior we truly need to
quantify does not lie on this path; from the perspective of the Wasserstein metric, all feasible
forgetting strategies we can conceive of are too crude. This also motivates our future work: in
high-dimensional spaces, Wasserstein metrics and gradient flows may not necessarily be aligned, and
such statistical distances must therefore be used with caution.

Question 3: What advantages does SMI offer over MIA as an auditing strategy in practical audit
settings?

Answer: We believe the most important advantage is that, during the auditing process, one does not
need to worry about the effectiveness of the auditing tool itself. According to our experimental results,
the greatest strength of SMI-M is its exceptional stability: it does not exhibit large performance
fluctuations during auditing.

By contrast, a major limitation of MIA-based methods is that, before conducting the audit, one must
assess whether the designed MIA discriminator has been sufficiently trained. In practice, however, it
is difficult to determine whether MIA training is truly sufficient. Our experiments further show that,
under the same FPR, a lower FNR does not necessarily lead to more accurate MIA decisions.

The SMI family provides a set of accurate and efficient auditing metrics whose error scales almost
solely with the size of the unlearning set. Before applying SMI to a real forgetting audit, one can
directly evaluate its task-specific performance on a test set.

Question 4: I noticed that the PAC-Bayes theory you use appears to differ from the commonly used
KL-divergence-based formulation. Could you elaborate on this difference?

Answer: We recognize that this issue is of particular interest to researchers working on the theoretical
side, and we would like to clarify why we adopt the χ2 divergence.

At the beginning, we attempted to use the most classical PAC-Bayes theorem based on KL divergence.
However, while developing the proof, our literature review led us to a PAC-Bayes strategy based on
χ2 divergence. We found that this formulation is more useful for decomposing the statistical error
and deriving the resulting auditing error.

More interestingly, it is also better aligned with the methodology underlying our experiments. In
essence, our approach solves the distributional mixture problem by exploiting higher-order statistical
moments. This inevitably requires a statistical measure that can capture higher-order moment
information. In this setting, χ2 divergence is substantially more effective than KL divergence at
capturing second-order moment behavior.

Limitation: As the saying goes, there is no free lunch. Since SMI does not use shadow models as
auxiliary information, it must inevitably cope with the noise introduced by small sample sizes. As a
statistical strategy, SMI relies on having a sufficient number of samples. Its auditing performance on
a single sample is weaker than that of MIA methods, which can exploit both the sample itself and
information from shadow models. Empirically, our results suggest that at least 20 samples are needed
to conduct an effective audit for a given class.
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B.1 Discussion on the Relaxation of the Monge Problem

We note that some readers may have questions about the relaxed formulation in Eq. (14) derived from
the Monge problem, and may question whether it is valid. We clarify this issue in this section.

Fu ≈ (1− ρ)Fm + ρFn, ρ ∈ [0, 1]. (14)

First, this condition does not always hold. We construct a counterexample: when a malicious attacker
uses adversarial example generation to forge the unlearning process, we find that the estimated
ρ∗ ≫ 10. This demonstrates that SMI-based unlearned model auditing can quickly fail under
adversarial perturbations. Nevertheless, the abnormal value of ρ∗ can still indicate that an anomalous
result has occurred in the current unlearning process.

In addition, the objective loss obtained when solving the optimization problem can serve as a classical
evaluation metric. After normalizing the input features, we find that the objective value is on the
order of 10−1, which indirectly supports that the mixture-proportion assumption is likely to hold in
practical scenarios.

Finally, we would like to provide an insight from the perspective of the statistical estimation process.
In high-dimensional statistical metrics, we often observe that part of the computation of the Wasser-
stein distance can be related to mixture-ratio estimation. From this viewpoint, SMI can be regarded as
a Wasserstein-like high-dimensional statistical measurement strategy. Moreover, for neural network
output features with relatively low signal-to-noise ratios, capturing higher-order moments may not be
particularly effective. Therefore, we are confident in this heuristic conclusion.

Here, we must clarify that if one aims to obtain a strict convexity result, additional complex as-
sumptions would be required for the proof. However, such a proof would provide limited practical
guidance, and its significance would be much weaker than our decomposition of the auditing error. In
future work, we will continue along the direction of AI interpretability and attempt to analyze the
behavior of neural networks in feature space, although such conclusions are not easy to obtain.

C Theory Proofs

Regarding the detailed exposition of SMI, this appendix is organized into three sections: related
discussions on the SMI framework, theoretical proofs presented in the SMI paper, and further
elaboration on the MMD distance.

We extend our gratitude to the readers for reaching this point. The core philosophy of SMI stems from
PAC-Bayes theory, long-tailed distribution theory, and unsupervised learning theory. In the proof
and characterization of our theorems, we adopt many ideas from these works. First and foremost,
we thank every reader interested in SMI theory. We look forward to building the Unlearning Audit
community with you.

Specifically, the empirical risk of MIA attacks is inspired by PAC theory and MIA prior theory,
leading us to construct a PAC error form for MIA. As shown in Theorem C.1, this constitutes one of
the core contributions of our paper. Considering that this contribution is difficult to describe simply in
the main text, we discuss in detail in this appendix its impact on our work and its guiding significance
for MIA auditing tools.

Learning theory investigates the gap between training error and generalization error, providing
performance guarantees for a well-trained learner on new data. A model with strong generalization
capability will have a theoretical generalization error that is as small as possible.

Consider a learning algorithm setting where there exists a sample set S = {z1, z2, · · · , zm} contain-
ing m samples. All these samples are drawn from the same unknown distribution D, which is a
probability measure on a measurable space Z . For a supervised learning problem, this measurable
space can be decomposed into a feature part and a label part, i.e., Z = X ×Y , where X is the feature
space and Y is the label space. If the problem is a binary classification problem, then Y = {0, 1}; if
it is a regression problem, then Y = R. Given a measurable hypothesis spaceH and a loss function
l : H×Z → R, the general learning objective is to find the best hypothesis h ∈ H that minimizes
the true risk (also known as the expected risk):

RD(h) = Ez∼Dl(h, z) (15)
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For classification problems,H can be a class of classifiers. IfH is a set of parameterizable classifier
models, then h can be a weight vector. LetM(H) denote a probability measure space over H.
To incorporate model uncertainty, we consider using stochastic inference instead of deterministic
inference. Therefore, the goal of the learning task is to provide a posterior distribution Q ∈M(H)
such that the following expected risk is minimized:

RD(Q) = Eh∼Q(RD(h)) = Eh∼QEz∼Dl(h, z) (16)

Similarly, by substituting the data distribution with the dataset, the empirical risk is defined by the
following equation:

RS(Q) =
1

m

m∑
i=1

Eh∼Ql(h, zi) (17)

It is important to note that since the true distribution of data is unknowable, the expected risk RD(Q)
is generally difficult to calculate directly, while the empirical error serves as an unbiased surrogate.
The PAC-Bayes framework provides inequalities relating expected risk and empirical risk. Define the
KL divergence from Q to P as:

KL(Q∥P) = Eh∼Q log
Q(h)
P(h)

(18)

Remark C.1. In fact, the expected risk tends to be any Loss you select; it does not have a fixed
formulation. However, in PAC theory, KL is generally adopted to reduce the difficulty of theoretical
analysis, though we do not strictly follow this convention.

Further considering that some errors in the generalization process cannot be effectively estimated, a
statistical complexity term is generally used to characterize the corresponding generalization error. A
specific example is given in Lemma C.2.

Lemma C.2. Fix λ > 1
2 , and assume the loss function takes values within a range of length L. For

any δ > 0,m ∈ N,D,P ∈ M, then with probability at least 1− δ, the following inequality holds
for Q ∈M:

RD(Q) ≤ 1

1− 1
2λ

(
RS(Q) +

λL

m

(
KL(Q∥P) + log

1

δ

))
(19)

The result of Lemma C.2 provides an upper bound on the true risk, summarized by the empirical risk
and a complexity term. An important fact is that empirical risk is generally hard to improve, while
decomposing the complexity term helps us understand issues arising during learning and further
provides ideas for improvement. In auditing tasks, the non-equilibrium distribution of P is a crucial
process guiding our improvement of MIA. So, how can we improve upon KL divergence? We first
define some important statistical metrics.

In statistical learning theory and information theory, metrics measuring the difference between two
probability distributions are usually formalized as statistical distances. Among them, f -Divergence is
a widely used family of metrics defined by a convex function representing the difference between
distributions.

Definition C.3 (f -Divergence). Let P andQ be two probability distributions defined on a measurable
space X , with probability density functions p(x) and q(x), respectively. Given a convex function
f : R→ R satisfying f(1) = 0, the f -divergence from P to Q is defined as:

Df (P∥Q) =
∫
X
f

(
p(x)

q(x)

)
q(x) dx (20)

Alternatively, utilizing the Radon-Nikodym derivative, it is expressed as:

Df (P∥Q) =
∫
X
f

(
dP
dQ

)
dQ (21)

Different selections of the function f(x) correspond to different statistical distance metrics. The
following lists several common f -divergences and their corresponding generating functions f(x):
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• KL Divergence (Kullback-Leibler Divergence):

f(x) = x lnx (22)

• Reverse KL Divergence:
f(x) = − lnx (23)

• Hellinger Distance:

f(x) = (
√
x− 1)2 or f(x) = 2(1−

√
x) (24)

• Total Variation Distance:
f(x) =

1

2
|x− 1| (25)

• Pearson χ2-Divergence: Usually defined as f(x) = (x − 1)2, but may also appear in
different literature in the following equivalent forms (differing only by constant or linear
terms):

f(x) = (x− 1)2, f(x) = x2 − 1, or f(x) = x2 − x (26)

• Reverse Pearson χ2-Divergence:

f(x) =
1

x
− 1 or f(x) =

1

x
− x (27)

• Jensen-Shannon Divergence (JS Divergence):

f(x) =
1

2

[
(x+ 1) ln

(
2

x+ 1

)
+ x lnx

]
(28)

• L1 Norm:
f(x) = |x− 1| (29)

Having introduced the above work, we can now proceed to the proof of Theorem 2.1.

C.1 Proof of Theorem 2.1

Theorem C.4 (PAC-Bayesian Generalization Bound with χ2 Divergence). LetH be a hypothesis
class and ℓ : H×Z → [0, 1] a loss function. Let D be a data distribution and S = (z1, . . . , zm) ∼
Dm an i.i.d. sample. For any prior distribution P overH and any posterior distribution Q such that
Q ≪ P , with probability at least 1− δ over the draw of S, it holds that

RD(Q) ≤ RS(Q) +
√

2

mδ
(χ2(Q∥P) + 1), (30)

where RD(Q) = Eh∼Q[RD(h)], RS(Q) = Eh∼Q[RS(h)], and the χ2-divergence is defined as

χ2(Q∥P) =
∫
H

(
dQ(h)
dP(h)

− 1

)2

dP(h). (31)

Proof. Let S = (z1, . . . , zm) ∼ Dm be a training sample drawn independently from the distribution
D. For any hypothesis h ∈ H, define its true risk and empirical risk as

RD(h) = Ez∼D[ℓ(h, z)], RS(h) =
1

m

m∑
i=1

ℓ(h, zi). (32)

We further define the generalization gap of a single hypothesis as

∆S(h) = RD(h)−RS(h). (33)

Since
ES∼Dm [RS(h)] = RD(h), (34)

we have, for any fixed h ∈ H,
ES∼Dm [∆S(h)] = 0. (35)
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For a posterior distribution Q, the corresponding Gibbs true risk and empirical risk are given by

RD(Q) = Eh∼Q[RD(h)], RS(Q) = Eh∼Q[RS(h)]. (36)

Therefore,
RD(Q)−RS(Q) = Eh∼Q[∆S(h)]. (37)

Assume that Q ≪ P , and let

r(h) =
dQ
dP

(h) (38)

denote the Radon–Nikodym derivative of Q with respect to P . Then,

Eh∼Q[∆S(h)] =

∫
H
∆S(h)r(h) dP(h) = Eh∼P [r(h)∆S(h)]. (39)

By the Cauchy–Schwarz inequality, we obtain

Eh∼P [r(h)∆S(h)] ≤ |Eh∼P [r(h)∆S(h)]| ≤
√

Eh∼P [r(h)2]
√
Eh∼P [∆S(h)2]. (40)

By the definition of the χ2-divergence,

χ2(Q∥P) =
∫
H
(r(h)− 1)2 dP(h) = Eh∼P [r(h)

2]− 1, (41)

where we used
Eh∼P [r(h)] = 1. (42)

Hence,
Eh∼P [r(h)

2] = χ2(Q∥P) + 1. (43)

Let
ZS = Eh∼P [∆S(h)

2]. (44)

Then,
RD(Q)−RS(Q) ≤

√
χ2(Q∥P) + 1

√
ZS . (45)

It remains to derive a high-probability upper bound for ZS . Since the prior P is independent of the
sample S, by Fubini’s theorem we have

ES∼Dm [ZS ] = Eh∼PES∼Dm [∆S(h)
2]. (46)

For any fixed h, since ES [∆S(h)] = 0, we have

ES∼Dm [∆S(h)
2] = VarS∼Dm(RS(h)). (47)

Moreover,

RS(h) =
1

m

m∑
i=1

ℓ(h, zi). (48)

Since z1, . . . , zm are independent and identically distributed,

VarS∼Dm(RS(h)) =
1

m2

m∑
i=1

Varzi∼D(ℓ(h, zi)). (49)

By the bounded-variance assumption, there exists a constant σ2 > 0 such that, for all h ∈ H,

Varz∼D(ℓ(h, z)) ≤ σ2. (50)

Therefore,

VarS∼Dm(RS(h)) ≤
σ2

m
. (51)

Consequently,

ES∼Dm [ZS ] ≤
σ2

m
. (52)
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Since ZS ≥ 0, Markov’s inequality gives

Pr
S∼Dm

(
ZS ≥

σ2

mδ

)
≤ ES [ZS ]

σ2/(mδ)
≤ δ. (53)

Thus, with probability at least 1− δ,

ZS ≤
σ2

mδ
. (54)

Substituting this bound into the previous Cauchy–Schwarz inequality yields that, with probability at
least 1− δ, for all Q ≪ P ,

RD(Q)−RS(Q) ≤
√
χ2(Q∥P) + 1

√
σ2

mδ
. (55)

Equivalently,

RD(Q) ≤ RS(Q) +
√

σ2

mδ
(χ2(Q∥P) + 1). (56)

This completes the proof.

C.2 Proof of Corollary 2.2

Corollary C.5 (Auditing Generalization Bound for Membership Inference). Let ℓ : H×Z → [0, 1]
be the loss function of a membership inference attacker. Let Df denote the true auditing distribution,
and let Dt denote the training distribution used by the attacker. Assume Dt ≪ Df and define the
Rényi-∞ divergence as

D∞(Dt∥Df ) = log

(
ess sup
z∼Df

dDt

dDf
(z)

)
. (57)

Let S = (z1, . . . , zm) ∼ Dm
t be an i.i.d. training sample. Then, for any prior P over H and any

posterior Q ≪ P , with probability at least 1− δ over S, the true auditing risk satisfies

RDf
(Q) ≤ RS(Q) +

√
2

mδ
(χ2(Q∥P) + 1) +

√
1

2
D∞(Dt∥Df ). (58)

Proof. Let S = (z1, . . . , zm) ∼ Fm
t be the training sample used to learn the MIA attacker. For any

distribution F , define
RF (Q) = Eh∼QEz∼F [ℓ(h, z)]. (59)

We decompose the auditing risk as

RFu(Q)−RS(Q) = (RFt(Q)−RS(Q)) + (RFu(Q)−RFt(Q)) . (60)

The first term is the standard PAC-Bayesian statistical error under the attacker training distribution
Ft. By applying the PAC-Bayesian bound with χ2-divergence under a bounded-variance loss to Ft,
with probability at least 1− δ over the draw of S ∼ Fm

t , for all posteriors Q ≪ P ,

RFt(Q) ≤ RS(Q) +
√

σ2

mδ
(χ2(Q∥P) + 1). (61)

It remains to control the second term, which measures the auditing error caused by the distribution
shift from Ft to Fu. Since the loss is bounded in [0, 1], for any fixed hypothesis h ∈ H,

|RFu
(h)−RFt

(h)| ≤ TV(Ft,Fu). (62)

Taking expectation over h ∼ Q gives

RFu(Q)−RFt(Q) ≤ TV(Ft,Fu). (63)

We now bound the total variation distance by the Rényi divergence of order infinity. Let

ρ(z) =
dFt

dFu
(z) (64)
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be the density ratio between the attacker training distribution Ft and the audited distribution Fu, and
define

ε = D∞(Ft∥Fu) = log

(
ess sup

z
ρ(z)

)
. (65)

If ε = ∞, then the auditing error term on the right-hand side diverges, and the desired inequality
holds trivially. This case indicates the absence of finite density-ratio control between Ft and Fu:
the attacker training distribution is not sufficiently covered by the audited distribution, or the two
distributions have insufficient overlap for this divergence-based auditing guarantee to be finite.
Therefore, it suffices to consider the nontrivial case where ε <∞.

When ε <∞, we have
ρ(z) ≤ eε (66)

for Fu-almost every z. Let
A = {z : ρ(z) ≥ 1} . (67)

By the variational characterization of total variation distance,

TV(Ft,Fu) = Ft(A)−Fu(A). (68)

Moreover, since ρ(z) ≤ eε, we have

Fu(A) =

∫
A

dFu ≥ e−ε

∫
A

ρ(z) dFu(z) = e−εFt(A). (69)

Therefore,
TV(Ft,Fu) ≤

(
1− e−ε

)
Ft(A) ≤ 1− e−ε. (70)

Using the elementary inequality

1− e−ε ≤
√

ε

2
, ε ≥ 0, (71)

we obtain

TV(Ft,Fu) ≤
√

1

2
D∞(Ft∥Fu). (72)

Consequently,

RFu(Q)−RFt(Q) ≤
√

1

2
D∞(Ft∥Fu). (73)

Combining the PAC-Bayesian statistical error under Ft with the auditing error bound yields that,
with probability at least 1− δ, for all Q ≪ P ,

RFu
(Q) ≤ RS(Q) +

√
σ2

mδ
(χ2(Q∥P) + 1) +

√
1

2
D∞(Ft∥Fu). (74)

This completes the proof.

C.3 Proof of Proposition 3.1

Proposition C.6. If Fu is modeled as a mixture of Fn and Fm with proportions ρ and 1 − ρ,
respectively, i.e.,

Fu = ρFn + (1− ρ)Fm, (75)
then its mean µu and covariance Σu satisfy

µu = ρµn + (1− ρ)µm, Σu = ρΣn + (1− ρ)Σm + (ρ− ρ2)(µn − µm)(µn − µm)⊤. (76)

Proof of Proposition 3.1. Let x ∼ Fu be a random variable drawn from the audited mixture distribu-
tion. Since

Fu = ρFn + (1− ρ)Fm, (77)
the mean of Fu is

µu = Ex∼Fu [x]

= ρEx∼Fn
[x] + (1− ρ)Ex∼Fm

[x]

= ρµn + (1− ρ)µm. (78)
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Next, we derive the covariance of Fu. By definition,

Σu = Ex∼Fu

[
(x− µu)(x− µu)

⊤]
= ρEx∼Fn

[
(x− µu)(x− µu)

⊤]+ (1− ρ)Ex∼Fm

[
(x− µu)(x− µu)

⊤]
= ρEx∼Fn

[
(x− µn + µn − µu)(x− µn + µn − µu)

⊤]
+ (1− ρ)Ex∼Fm

[
(x− µm + µm − µu)(x− µm + µm − µu)

⊤]
= ρΣn + (1− ρ)Σm + ρ(µn − µu)(µn − µu)

⊤ + (1− ρ)(µm − µu)(µm − µu)
⊤. (79)

Using
µu = ρµn + (1− ρ)µm, (80)

we have
µn − µu = (1− ρ)(µn − µm), µm − µu = −ρ(µn − µm). (81)

Substituting these identities into the covariance expression gives

Σu = ρΣn + (1− ρ)Σm + ρ(1− ρ)2(µn − µm)(µn − µm)⊤

+ (1− ρ)ρ2(µn − µm)(µn − µm)⊤

= ρΣn + (1− ρ)Σm +
[
ρ(1− ρ)2 + (1− ρ)ρ2

]
(µn − µm)(µn − µm)⊤

= ρΣn + (1− ρ)Σm + ρ(1− ρ)(µn − µm)(µn − µm)⊤

= ρΣn + (1− ρ)Σm + (ρ− ρ2)(µn − µm)(µn − µm)⊤. (82)

This completes the proof.

C.4 Proof of Lemma 3.2

Lemma C.7 (Solution of SMI). Let d = µn − µm, B = dd⊤, A = Σu − Σm, G = Σn − Σm +B.
SMI estimates the mixture ratio by solving:

min
0≤ρ≤1

∥∥Σu −
[
ρΣn + (1− ρ)Σm + (ρ− ρ2)(µn − µm)(µn − µm)⊤

]∥∥2
F

(83)

The solution is selected from the search space C:

ρ⋆ = argmin
ρ∈C

∥∥A− ρG+ ρ2B
∥∥2
F
, (84)

The search space C is:

C = {0, 1}∪
{
ρ ∈ [0, 1] : 2∥B∥2F ρ3−3⟨G,B⟩F ρ2+

(
∥G∥2F + 2⟨A,B⟩F

)
ρ−⟨A,G⟩F = 0

}
, (85)

where, ⟨A,B⟩F = tr(A⊤B) denotes the Frobenius inner product. Specifically, the solution process
can be described as first solving a univariate cubic equation in ρ, and then substituting the obtained
roots into the search space to select the minimizer.

Proof of Lemma 3.2. By Proposition 3.1, the covariance predicted by the mixture model with mixture
ratio ρ is

Σ̂u(ρ) = ρΣn + (1− ρ)Σm + (ρ− ρ2)(µn − µm)(µn − µm)⊤. (86)
Let

d = µn − µm, B = dd⊤, A = Σu − Σm, G = Σn − Σm +B. (87)
Then

Σ̂u(ρ) = Σm + ρ(Σn − Σm +B)− ρ2B = Σm + ρG− ρ2B. (88)
Therefore, the covariance matching objective can be rewritten as∥∥∥Σu − Σ̂u(ρ)

∥∥∥2
F
=
∥∥A− ρG+ ρ2B

∥∥2
F
. (89)

Thus, SMI estimates ρ by solving the one-dimensional constrained optimization problem

ρ⋆ = arg min
0≤ρ≤1

J(ρ), J(ρ) =
∥∥A− ρG+ ρ2B

∥∥2
F
. (90)
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We now derive the candidate set for the global minimizer. Using the Frobenius inner product

⟨X,Y ⟩F = tr(X⊤Y ), (91)

the objective can be expanded as

J(ρ) =
〈
A− ρG+ ρ2B,A− ρG+ ρ2B

〉
F

= ∥A∥2F − 2ρ⟨A,G⟩F + ρ2∥G∥2F + 2ρ2⟨A,B⟩F
− 2ρ3⟨G,B⟩F + ρ4∥B∥2F .

(92)

Since J(ρ) is a continuous polynomial on the compact interval [0, 1], it attains a global minimizer.
Any global minimizer must either lie at the boundary points ρ = 0 or ρ = 1, or be an interior
stationary point satisfying J ′(ρ) = 0.

Differentiating J(ρ) gives

J ′(ρ) = −2⟨A,G⟩F + 2ρ∥G∥2F + 4ρ⟨A,B⟩F
− 6ρ2⟨G,B⟩F + 4ρ3∥B∥2F .

(93)

Dividing by 2, the stationary condition J ′(ρ) = 0 is equivalent to

2∥B∥2F ρ3 − 3⟨G,B⟩F ρ2 +
(
∥G∥2F + 2⟨A,B⟩F

)
ρ− ⟨A,G⟩F = 0. (94)

Therefore, all possible global minimizers are contained in the finite candidate set

C = {0, 1}∪
{
ρ ∈ [0, 1] : 2∥B∥2F ρ3−3⟨G,B⟩F ρ2+

(
∥G∥2F + 2⟨A,B⟩F

)
ρ−⟨A,G⟩F = 0

}
. (95)

Consequently, the SMI estimate is obtained by evaluating the objective on this candidate set and
selecting the minimizer:

ρ⋆ = argmin
ρ∈C

∥∥A− ρG+ ρ2B
∥∥2
F
. (96)

This completes the proof.

C.5 Proof of Lemma 3.3

Lemma C.8. For the embedded µ
(k)
f , µ

(k)
v , µ

(k)
t , the optimization problem (10) is equivalent to the

following convex quadratic programming problem:

min
0≤α≤1

α2∥µ(k)
v − µ

(k)
t ∥2H − 2α⟨µ(k)

f − µ
(k)
t , µ(k)

v − µ
(k)
t ⟩H (97)

This provides an efficient solution path for the optimization problem (??).

Proof. We begin by expanding the squared Hilbert space norm in the objective of problem (10).
Recall that for any a, b ∈ H, we have ∥a− b∥2H = ⟨a− b, a− b⟩H. Applying this to the objective
function:

∥µ(k)
f − αµ(k)

v − (1− α)µ
(k)
t ∥2H

=
〈
µ
(k)
f − αµ(k)

v − (1− α)µ
(k)
t , µ

(k)
f − αµ(k)

v − (1− α)µ
(k)
t

〉
H.

We simplify the expression inside the inner product. Observe that:

αµ(k)
v + (1− α)µ

(k)
t = µ

(k)
t + α(µ(k)

v − µ
(k)
t ). (98)

Therefore,
µ
(k)
f − αµ(k)

v − (1− α)µ
(k)
t = (µ

(k)
f − µ

(k)
t )− α(µ(k)

v − µ
(k)
t ). (99)

Let us denote:
A := µ

(k)
f − µ

(k)
t , B := µ(k)

v − µ
(k)
t . (100)

Then the objective becomes:

∥A− αB∥2H = ⟨A− αB,A− αB⟩H. (101)
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Expanding the inner product using bilinearity and symmetry:

∥A− αB∥2H = ⟨A,A⟩H − 2α⟨A,B⟩H + α2⟨B,B⟩H
= ∥A∥2H − 2α⟨A,B⟩H + α2∥B∥2H.

Since ∥A∥2H is independent of α, it does not affect the minimizer of the optimization problem over
α ∈ [0, 1]. Therefore, minimizing the original objective is equivalent to minimizing the function:

α2∥B∥2H − 2α⟨A,B⟩H. (102)

Substituting back the definitions of A and B, we obtain:

α2∥µ(k)
v − µ

(k)
t ∥2H − 2α⟨µ(k)

f − µ
(k)
t , µ(k)

v − µ
(k)
t ⟩H, (103)

which is precisely the objective in equation (13).

Finally, note that the objective in (13) is a quadratic function in α with a non-negative leading
coefficient ∥µ(k)

v − µ
(k)
t ∥2H ≥ 0. Hence, it is convex in α, and the constraint 0 ≤ α ≤ 1 defines a

compact convex set. Therefore, problem (13) is a convex quadratic programming problem, which
admits a unique global minimizer that can be efficiently computed.

This completes the proof.

D Theoretical Elaboration on SMI-M and MMD

In this section, we elucidate the motivation behind SMI-M. In traditional statistical inference and
optimization problems, the similarity between two random variables or feature distributions is often
measured by matching the first moment (mean) or the second moment (covariance matrix) of the
samples. For instance, in the SMI-Σ method, the objective is to align the empirical covariance Σ̂f of
the auditing features f(·;w) with the target covariance Σ∗. However, relying solely on low-order
moments presents significant limitations:

• Low-order moments fail to characterize high-order structures of the distribution (such as
skewness, kurtosis, and multimodality).

• In high-dimensional spaces, the estimation of covariance matrices is susceptible to noise
and small sample sizes, leading to the "curse of dimensionality".

• If the true distribution is non-Gaussian, matching only the first two moments may completely
overlook critical differences.

To overcome these issues, modern approaches tend to directly measure the distance between
entire probability distributions rather than just their moments. Among these, the Maximum
Mean Discrepancy (MMD) serves as a non-parametric distribution metric with a solid theoretical
foundation and computational feasibility.

Let X ⊆ Rd be a non-empty set (typically a subset of Euclidean space), and let P and Q be two
Borel probability measures defined on X . Let k : X × X → R be a Mercer kernel function, which
satisfies the following conditions:

1. Symmetry: k(x, x′) = k(x′, x) for all x, x′ ∈ X ;

2. Positive Definiteness: For any finite set of points {x1, . . . , xn} ⊂ X and any real coefficients
{ai}ni=1 ⊂ R, the following holds:

n∑
i=1

n∑
j=1

aiajk(xi, xj) ≥ 0.

According to Mercer’s theorem, there exists a unique Reproducing Kernel Hilbert Space (RKHS)
Hk, where the inner product ⟨·, ·⟩Hk

satisfies the reproducing property:

⟨f, k(x, ·)⟩Hk
= f(x), ∀f ∈ Hk, x ∈ X .
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Furthermore, the RKHSHk can be constructed via a feature map ϕ : X → Hk, such that k(x, x′) =
⟨ϕ(x), ϕ(x′)⟩Hk

. This mapping embeds the input space into a (potentially infinite-dimensional)
Hilbert space.

Given a probability measure P, its kernel mean embedding in the RKHS Hk is defined as the
Bochner integral:

µ
(k)
P := Ex∼P[ϕ(x)] =

∫
X
ϕ(x) dP(x) ∈ Hk,

provided that this expectation exists in Hk (e.g., this holds when Ex∼P[
√

k(x, x)] < ∞). This
embedding compresses the entire distribution P into a single vector within the RKHS, thereby
transforming the problem of distribution comparison into a geometric problem within a Hilbert space.

The Maximum Mean Discrepancy (MMD) is defined as the Hilbert norm distance between the
embeddings of the two distributions:

MMDk(P,Q) :=
∥∥∥µ(k)

P − µ
(k)
Q

∥∥∥
Hk

. (104)

Utilizing the reproducing property of the RKHS and the linearity of the inner product, the square of
MMD can be expanded into a form dependent solely on the expectation of the kernel function:

MMD2
k(P,Q) =

〈
µ
(k)
P − µ

(k)
Q , µ

(k)
P − µ

(k)
Q

〉
Hk

= Ex,x′∼P [k(x, x
′)] + Ey,y′∼Q[k(y, y

′)]− 2Ex∼P, y∼Q[k(x, y)]. (105)

This expression demonstrates that MMD relies only on pairwise kernel values between samples,
without the need to explicitly compute high-dimensional feature maps.

It is worth noting that whether MMD constitutes a valid metric depends on the properties of the
kernel function k. If k is a characteristic kernel, satisfying

MMDk(P,Q) = 0 ⇐⇒ P = Q,

then MMD induces a metric on the space of probability measures. Sufficient conditions include: k is
continuous, bounded, and the corresponding RKHSHk is dense in X (e.g., the Gaussian RBF kernel
satisfies this property on compact sets).

D.1 Empirical Estimation

In practical applications, assuming we only have independent and identically distributed (i.i.d.)
samples {xi}ni=1 from P and samples {yj}mj=1 from Q, MMD can be estimated via empirical mean
embeddings. Define the empirical embeddings:

µ̂
(k)
P =

1

n

n∑
i=1

ϕ(xi), µ̂
(k)
Q =

1

m

m∑
j=1

ϕ(yj).

The biased estimator is given by:

M̂MD
2

k,biased =
∥∥∥µ̂(k)

P − µ̂
(k)
Q

∥∥∥2
Hk

=
1

n2

n∑
i=1

n∑
j=1

k(xi, xj)+
1

m2

m∑
i=1

m∑
j=1

k(yi, yj)−
2

nm

n∑
i=1

m∑
j=1

k(xi, yj).

(106)
This estimator possesses a systematic bias under finite samples but is consistent (i.e., it converges in
probability to the true MMD as n,m→∞).

To eliminate the bias from auto-correlation terms, an unbiased estimator can be adopted:

M̂MD
2

k,unbiased =
1

n(n− 1)

∑
i̸=j

k(xi, xj) +
1

m(m− 1)

∑
i̸=j

k(yi, yj)−
2

nm

n∑
i=1

m∑
j=1

k(xi, yj),

(107)

where the first and second terms exclude the diagonal entries where i = j. This estimator is unbiased
when n,m ≥ 2, although it may exhibit larger variance with small sample sizes.
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D.2 Common Kernel Functions and Calculation Methods

The empirical performance of MMD depends on the choice of kernel function k(x, x′). For distance-
based kernels, the bandwidth or scale parameter, usually denoted by σ > 0, controls how rapidly
the kernel value decreases as the distance between two samples increases. A smaller bandwidth
makes the kernel more sensitive to local differences, whereas a larger bandwidth produces smoother
similarity scores. In practice, σ is commonly selected by the median heuristic or cross-validation.

Commonly used kernel functions can be computed as follows:

1. Gaussian RBF Kernel

kRBF(x, x
′) = exp

(
−∥x− x′∥22

2σ2

)
.

To compute this kernel, first calculate the squared Euclidean distance

∥x− x′∥22 =

d∑
i=1

(xi − x′
i)

2,

then substitute it into the exponential function. The bandwidth σ determines the scale at
which two samples are regarded as similar.

2. Laplacian Kernel

kLap(x, x
′) = exp

(
−∥x− x′∥1

σ

)
,

where

∥x− x′∥1 =

d∑
i=1

|xi − x′
i|.

The calculation first sums the absolute coordinate-wise differences, then divides the result
by σ and applies the negative exponential.

3. Linear Kernel
klin(x, x

′) = x⊤x′.

This kernel is computed directly by taking the inner product between two vectors:

x⊤x′ =

d∑
i=1

xix
′
i.

4. Polynomial Kernel
kpoly(x, x

′) = (x⊤x′ + c)p,

where c ≥ 0 is the bias term and p ∈ N is the polynomial degree. Its computation consists
of first evaluating the inner product x⊤x′, adding the bias term c, and then raising the result
to the power p.

5. Cosine Kernel

kcos(x, x
′) =

x⊤x′

∥x∥2∥x′∥2
.

This kernel measures the cosine similarity between two nonzero vectors. It is computed by
taking the inner product of x and x′, then normalizing it by the product of their Euclidean
norms.

After choosing a kernel, the empirical MMD estimator can be obtained by substituting sample pairs
from the two distributions into the corresponding kernel function.
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E The Complete Experimental

The complete experimental results are shown in Table 5.

Table 5: Performance auditing of SMI and MIA-based methods on the complete unlearning task.
The Dataset column reports the model, task, unlearning percentage, and number of shadow mod-
els.Experimental results for full datasets, with the best and second best results are highlighted.
Dataset Metric SMI SMI-M RULI IAM RMIA EMIA LiRA Unleak Ramdom

Resnet18-Cifar10-5%-64
FNR – – 13.28% 12.72% 49.68% 70.82% 13.80% 41.24% 49.52%
FPR – – 0.00% 13.08% 50.04% 70.72% 0.00% 43.48% 50.88%
ρ∗ 88.89% 92.44% 87.94% 88.67% 66.68% 39.10% 87.84% 62.58% 50.06%

Resnet18-Cifar10-10%-64
FNR – – 19.38% 14.22% 56.98% 61.22% 18.20% 52.44% 49.88%
FPR – – 0.00% 18.28% 42.24% 67.83% 0.00% 31.88% 50.17%
ρ∗ 87.70% 91.80% 83.24% 83.37% 61.68% 30.90% 89.94% 53.28% 50.02%

Resnet18-Cifar100-5%-16
FNR – – 15.60% 17.76% 87.80% 24.72% 10.47% 81.04% 48.72%
FPR – – 0.00% 17.96% 87.96% 22.24% 0.00% 82.88% 49.52%
ρ∗ 79.64% 89.84% 83.00% 89.36% 67.19% 84.64% 86.64% 28.52% 50.88%

Resnet18-Cifar100-10%-16
FNR – – 31.00% 54.88% 58.96% 87.04% 32.24% 62.84% 49.71%
FPR – – 0.00% 52.12% 60.92% 87.00% 0.00% 64.36% 51.02%
ρ∗ 77.56% 91.84% 87.48% 84.76% 81.74% 51.46% 88.94% 36.90% 50.58%

Resnet50-Cifar100-5%-32
FNR – – 36.76% 86.72% 91.92% 66.52% 37.41% 93.08% 47.68%
FPR – – 0.00% 63.83% 56.00% 57.56% 0.00% 47.69% 50.15%
ρ∗ 81.22% 92.64% 73.08% 63.56% 58.24% 67.84% 87.04% 10.40% 54.68%

Resnet50-Cifar100-10%-32
FNR – – 26.90% 87.73% 91.50% 70.72% 38.29% 93.56% 49.71%
FPR – – 0.00% 61.69% 53.21% 57.81% 0.00% 49.77% 42.27%
ρ∗ 83.46% 93.95% 74.44% 64.98% 60.74% 69.94% 87.38% 4.68% 54.14%

Resnet18-Cinic10-5%-16
FNR – – 28.44% 82.32% 90.64% 9.24% 5.36% 14.96% 49.92%
FPR – – 0.00% 81.68% 90.20% 8.36% 0.00% 14.52% 51.13%
ρ∗ 89.12% 92.10% 88.47% 37.53% 29.44% 88.24% 89.27% 87.28% 50.05%

Resnet18-Cinic10-10%-16
FNR – – 24.17% 81.44% 94.08% 85.56% 17.64% 29.92% 49.52%
FPR – – 0.00% 76.84% 92.56% 78.84% 0% 22.04% 50.88%
ρ∗ 87.24% 92.41% 91.15% 40.34% 24.98% 35.88% 89.62% 78.71% 49.83%

Resnet50-Cinic10-5%-16
FNR – – 11.68% 82.32% 90.64% 15.24% 11.36% 14.96% 49.24%
FPR – – 0.00% 81.68% 90.20% 15.36% 0.00% 14.52% 50.21%
ρ∗ 89.31% 90.72% 89.74% 37.53% 29.44% 88.26% 89.92% 87.28% 49.36%

Resnet50-Cinic10-10%-16
FNR – – 11.36% 29.92% 11.88% 22.08% 11.18% 19.46% 49.82%
FPR – – 0.00% 30.96% 11.28% 21.68% 0.00% 14.04% 50.23%
ρ∗ 90.89% 92.27% 89.88% 85.35% 87.64% 89.66% 90.47% 78.02% 49.76%

VIT-Cinic10-5%-16
FNR – – 15.68% 46.96% 15.56% 36.60% 19.27% 81.28% 49.42%
FPR – – 0.00% 48.16% 14.72% 35.36% 0.00% 81.96% 50.48%
ρ∗ 89.72% 92.13% 85.05% 53.62% 85.30% 65.52% 78.62% 18.84% 50.52%

VIT-Cinic10-10%-16
FNR – – 15.92% 57.40% 85.04% 65.36% 18.76% 43.24% 49.97%
FPR – – 0.00% 53.37% 86.12% 65.24% 0.00% 44.76% 51.93%
ρ∗ 91.44% 93.62% 89.84% 41.01% 15.33% 36.66% 83.51% 55.71% 51.04%

E.1 Robustness Experiments

We provide additional visualizations of the experiments in Figures 6 and 7.
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1 2 5 10 15 20
Number of Bootstrap (×10)

90%

92%

95%

98%

M
ix

tu
re

 r
at

io
 ρ

(d) ResNet18-10%-SMI-M

Figure 6: Performance fluctuation of SMI and SMI-M with different numbers of resampling iterations
on 5% and 10% randomly unlearned data.
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Figure 7: Performance fluctuation of SMI and SMI-M with different numbers of resampling iterations
on 5% and 10% randomly unlearned data.

E.2 Experimental Environment

We conduct the experiments on eight NVIDIA RTX A6000 GPUs, with Python 3.11 as the experi-
mental environment.

E.3 Unlearning methods

We select Retrain, FineTune, Fisher, and Scrub as baseline methods for machine unlearning, in
order to compare different unlearning strategies in terms of forgetting effectiveness and retained
performance. Let Du denote the dataset to be unlearned, and let Dm denote the member dataset after
removing Du.

Retrain is the most direct unlearning baseline. It removes the unlearning dataset Du from the original
training set and trains a model with the same architecture from scratch using only the member dataset
Dm. Since this model never observes Du during training, Retrain is usually regarded as the ideal
reference for machine unlearning. However, it requires a full retraining process and therefore incurs
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substantial computational cost, so it is mainly used to evaluate the effectiveness of other unlearning
methods.

FineTune adopts a fine-tuning-based unlearning strategy. Starting from the original model, it
continues training the model using only the member dataset Dm, so that the model gradually shifts
toward a state that relies more on the retained data. This method is simple to implement, has lower
computational cost than retraining, and can weaken the influence of the unlearning data Du to some
extent. However, since the model parameters are inherited from the original model, FineTune cannot
guarantee complete removal of the information contained in Du.

Fisher adopts a Fisher-information-based unlearning method. It estimates the importance of model
parameters to determine which parameters are more critical for model predictions, and then adjusts
or perturbs the parameters accordingly to weaken the influence of the unlearning data Du. The core
idea of this method is to exploit local second-order information in the parameter space, so as to forget
Du while preserving the model performance on Dm as much as possible. Compared with simple
fine-tuning, Fisher pays more attention to the differences in how different parameters contribute to
the model behavior.

Scrub adopts a distillation-based unlearning method. It guides the model to deviate from the original
predictions on the unlearning dataset Du, while preserving the prediction behavior of the original
model on the member dataset Dm. In this way, Scrub balances forgetting effectiveness and retained
performance: it weakens the model’s memorization of the target unlearning samples while minimizing
performance degradation on the remaining data.
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