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Abstract

Composition is a cornerstone of classical differential privacy, enabling strong end-to-end
guarantees for complex algorithms through composition theorems (e.g., basic and advanced). In
the quantum setting, however, privacy is defined operationally against arbitrary measurements,
and classical composition arguments based on scalar privacy-loss random variables no longer
apply. As a result, it has remained unclear when meaningful composition guarantees can be
obtained for quantum differential privacy (QDP).

In this work, we clarify both the limitations and possibilities of composition in the quantum
setting. We first show that classical-style composition fails in full generality for POVM-based
approximate QDP: even quantum channels that are individually perfectly private can completely
lose privacy when combined through correlated joint implementations.

We then identify a setting in which clean composition guarantees can be restored. For tensor-
product channels acting on product neighboring inputs, we introduce a quantum moments ac-
countant based on an operator-valued notion of privacy loss and a matrix moment-generating
function. Although the resulting Rényi-type divergence does not satisfy a data-processing in-
equality, we prove that controlling its moments suffices to bound measured Rényi divergence,
yielding operational privacy guarantees against arbitrary measurements. This leads to advanced-
composition-style bounds with the same leading-order behavior as in the classical theory.

Our results demonstrate that meaningful composition theorems for quantum differential
privacy require carefully articulated structural assumptions on channels, inputs, and adversarial
measurements, and provide a principled framework for understanding which classical ideas do
and do not extend to the quantum setting.
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1 Introduction

Differential privacy (DP) provides a rigorous framework for limiting information leakage about sen-
sitive inputs under randomized data analysis [DMNS06, DKM™06]. While the theory of classical
differential privacy is by now mature, extending its guarantees to quantum information process-
ing raises both conceptual and technical challenges [ZY17]. In the quantum setting, outputs are
quantum states rather than classical samples, adversaries may perform arbitrary measurements,
and correlations or entanglement across multiple outputs can fundamentally alter distinguishabil-
ity properties [NCO0, [KSV02]. These features complicate even basic questions about composition,
a cornerstone of the classical DP theory.

In classical DP, composition guarantees are derived by tracking a scalar privacy-loss ran-
dom wvariable whose moment generating function (MGF) is additive under independent compo-
sition [DRV10]. This structure underlies both basic composition and advanced composition results,
including the moments accountant framework of Abadi et al. [ACG™16]. In contrast, for quantum
channels privacy loss is not a scalar quantity prior to measurement, and naively taking a supremum
over all measurements destroys additivity since measured quantum divergences are not always ad-
ditive or at least sub-additive. As a result, classical composition arguments do not directly extend
to quantum differential privacy (QDP).

Much of the existing literature on composition in quantum differential privacy has taken an
explicitly adversary-centric viewpoint [HRE23, NGW24]. In this line of work, composition is
analyzed primarily through the lens of what an adversary may do to the outputs of multiple
private mechanisms, most notably by quantifying over increasingly powerful classes of measure-
ments [NGW24] NSW25]. While this perspective is natural from an operational security standpoint,
it largely abstracts away how quantum systems are actually composed in practice. In quantum infor-
mation processing, composition is implemented by specific channel constructions (such as tensor-
product composition, factorized releases, or correlated joint implementations) whose structural
properties can be as consequential for privacy as the adversary’s measurement capabilities [AR19].
By explicitly separating the model of channel composition from the model of adversarial measure-
ment, our work shifts part of the focus from “what measurements are allowed” to “how mechanisms
are combined,” and shows that many composition phenomena in quantum differential privacy are
driven as much by the structure of the joint channel as by the power of the adversary.

This work develops a principled framework for understanding when and how composition guar-
antees can be recovered in the quantum setting. Our analysis makes two key points. First, classical-
style composition fails in full generality for POVM-based approximate QDP when correlated joint
channels or entangled neighboring inputs are allowed. Second, under carefully articulated structural
assumptions (most notably tensor-product channels acting on product neighboring inputs) one can
recover clean and quantitatively sharp composition guarantees via an operator-level analogue of
the classical moments accountant.

To achieve this, we introduce a quantum moments accountant (QMA) based on the privacy-loss
operator and a matrix moment-generating function. While the resulting Rényi-type divergence does
not satisfy a data-processing inequality in general, we show that controlling its moments suffices to
bound measured Rényi divergence, which by definition captures worst-case distinguishability over
all measurements. This yields a direct route from operator-level moment bounds to operational
(€,6)-QDP guarantees.

Throughout the paper, we emphasize the importance of distinguishing between different mod-
els of composition. We propose a strict hierarchy (i.e., tensor-product, factorized C general joint
composition) and show that failures of classical composition arise precisely when moving beyond
tensor-product structure. Our results therefore clarify not only what is possible in quantum com-
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Figure 1: A hierarchy for multi-output composition models.

position, but also why additional assumptions are unavoidable.

1.1 Contributions

This paper makes the following contributions.

e A hierarchy of quantum composition models. We formalize and distinguish tensor-
product, factorized, and general joint composition of quantum channels, and show that these
form a strict hierarchy. This framework, illustrated in Figure[l] isolates exactly where classical
composition guarantees break down in the quantum setting.

e Impossibility of basic composition for general joint channels. We prove that even
pure (0,0)-QDP mechanisms can fail to compose under correlated joint implementations. In
particular, we show that, for e1,e9,d1,02 > 0 no general (g1 + 9,91 + d2)-type composition
theorem can hold for POVM-based approximate QDP without further restrictions.

e Safe basic composition under restricted adversaries. For tensor-product channels on
product neighboring inputs, we prove basic composition guarantees against one-way LOCC



adversaries, providing a clean quantum analogue of classical sequential composition under
explicitly stated assumptions.

e A quantum moments accountant. We introduce a non-commutative analogue of the clas-
sical moments accountant based on the quantum privacy-loss operator and a matrix moment-
generating function. We show that this accountant composes additively under tensor-product
channels and product neighbors.

¢ From operator moments to operational privacy. We prove that bounds on the quantum
moments accountant imply bounds on measured Rényi divergence, yielding operational (g, §)-
QDP guarantees against arbitrary POVMs. This provides an advanced-composition-style

bound with the familiar /3, ?log(1/6) scaling.

e Advanced composition for QDP. We prove an advanced composition result for k (g, 9;)-
QDP mechanisms under all possible adversaries for §; = 0, with the composed mechanism

satisfying the privacy parameter |/>_.?log(1/d) for 6 € (0,1). Moreover, we also prove an

advanced composition result that even holds for §; # 0, when the adversary is allowed local
operations and joint classical post-processing.

e Clarifying the quantum—classical gap. Our results identify measurement incompatibility
and the absence of a joint classical probability space as the fundamental obstacles to classical
composition arguments, rather than a failure of tensor-product additivity at the channel level.

2 Preliminaries and Definitions

We collect notation, definitions, and structural distinctions that will be used throughout the paper.
Because composition behavior in the quantum setting depends sensitively on how channels are
combined, how neighboring inputs are defined, and what adversarial measurements are permitted,
we make these modeling choices explicit at the outset. In particular, we distinguish several notions
of multi-output composition that coincide classically but diverge sharply in the quantum setting.

2.1 Notation and Conventions

All Hilbert spaces are finite-dimensional. For a Hilbert space H, we write D(H) for the set of
density operators on H, i.e., positive semidefinite operators with unit trace.

Definition 2.1 (Density operators). Let H be a finite-dimensional Hilbert space. We write
D(H) :={peL(H)|p=0, Tr(p) =1},

where L(H) denotes the set of linear operators on H. Elements of D(H) are called density operators
or quantum states.

Given a composite system H1 ®- - - @Hp, we write Trqy\; for the partial trace over all subsystems
except H;. For operators X,Y we write X <Y to denote that Y — X is positive semidefinite.

Throughout, logarithms are natural unless otherwise stated. When defining operator expres-
sions involving inverses or logarithms, we adopt the convention that the expression is 400 whenever
the required support conditions fail.



2.2 Channels

Quantum channels are completely positive, trace-preserving (CPTP) maps between spaces of den-
sity operators.

Definition 2.2 (Tensor-product channels). Let Hi,Ha, ..., Hy and Ky, Ko,...,K,, be finite-
dimensional Hilbert spaces. Let

A D(H:) = D(Ki),  ie{l,2,....m},

be quantum channels (i.e., completely positive, trace-preserving maps). The tensor-product channel
associated with (Aj,..., A,,) is the channel

A®@ @Ay DH1 @ @Hpy) — DK1®- @ Kp)
defined by
(A1®®Am)(pl®®pm) = Al(pl)@"‘@)Am(pm)a

and extended linearly to all inputs p € D(H1 ® - - - ® H,y, ). Equivalently, A} ® --- ® A, is a CPTP
map whose Kraus operators are all tensor products of Kraus operators of Aq,..., A,,.

Definition 2.3 (Factorized channels). Let H be a finite-dimensional Hilbert space and let K1, ..., Ky,
be finite-dimensional Hilbert spaces. A quantum channel

A:DH) DK ®@ - ®@Kp)
is called factorized if there exist quantum channels
A; : D(H) = D(K;), j=1,...,m,
such that

A(p) = A1(p) ® A2(p) @ -+ - ® Ap(p)  for all p € D(H).

In this case, the m outputs are independent given the input state, although they may be derived
from the same underlying input.

Definition 2.4 (General joint channels). Let H be a finite-dimensional Hilbert space and let
K1, ..., K be finite-dimensional Hilbert spaces. A general joint channel is any quantum channel

A:DH) - DKL @ @ Kp)

that is completely positive and trace-preserving, with no further structural restrictions. Equiva-
lently, a general joint channel may produce arbitrary correlations or entanglement among the output
subsystems K1, ..., K,,, and need not admit any factorization or tensor-product decomposition.

2.3 Models of Composition

Classically, releasing multiple outputs of differentially private mechanisms implicitly defines a joint
distribution over all outputs. In the quantum setting, however, there is no unique joint state
consistent with a collection of marginals, and different joint implementations can exhibit drastically
different privacy behavior.

We therefore distinguish three composition models:



1. Tensor-product composition, where independent channels act on independent input sub-
systems.

2. Factorized composition, where multiple channels act on the same input but the joint
output is constrained to be a product state.

3. General joint composition, where only the marginal behavior of each output is fixed, and
the joint output may be arbitrarily correlated or entangled.

While these notions might coincide in the classical setting, they form a hierarchy in the quantum
setting. Much of the subtlety of quantum composition arises from the gap between factorized and
general joint composition.

Definition 2.5 (Composition into tensor-product channels). Let
AZD(HZ)—)D(KZ), 1=1,...,m,

be quantum channels acting on (possibly distinct) input systems. The composition into a tensor-
product channel is the joint channel

A® = A1 @ @Ay DH1® - @Hp) =DK1 @ @ Kyp),
defined by
AP(p1 @ @ pm) = A1(p1) ® -+ @ Am(pm),

and extended linearly to all joint inputs. This models the composition of independent mechanisms
acting on independent inputs.

Note that tensor-product composition is the quantum analogue of classical parallel composition.

Definition 2.6 (Composition into factorized channels). Let
AZD(H)—)D(,CZ), i:1,...,m,

be quantum channels sharing the same input system. The composition into a factorized channel is
the joint channel

Al - DH) =DK1 @ - @ Ki)

defined by
ABC(p) = A (p) @+ ® Am(p),  pED(H).

In this composition, all outputs are conditionally independent given the same underlying input
state, but each output may reveal different information about that input.

Definition 2.7 (Composition into general joint channels). Let
A; : D(H) — D(K,), t1=1,...,m,

be quantum channels with a common input space. A composition into a general joint channel is
any quantum channel N
At D) - DKL @ @Ko

whose marginals coincide with the individual channels, i.e.,
Tr;c\i(Ajomt(p)) = A;(p) forall p € D(H) and all i,

where C\; 1= ®j £i Kj. Such a composition may introduce arbitrary classical or quantum corre-
lations (including entanglement) among the outputs and strictly generalizes both tensor-product
and factorized compositions.



Remark 2.8 (Tensor-product vs. factorized composition). Tensor-product and factorized compo-
sition impose constraints along different axes. Tensor-product composition restricts how a joint
channel is implemented, requiring independent local mechanisms, but allows correlated or entan-
gled outputs on entangled inputs. In contrast, factorized composition restricts the output structure,
requiring a product state for every input, but does not require that the channel decompose as a
tensor product of local channels.

On product inputs p = p1 ® -+ - ® pm, the output of a tensor-product channel is product:

(A1 @ @ Am)(p) = Ar(p1) © - -+ © Am(pm),

but this coincidence does not extend to entangled inputs.

Below, we provide a few examples of the different channels we apply composition into.

2.3.1 Examples

Example 2.9 (Example of tensor-product channel). Let H; = Hy = C? and K; = Ky = C2. Let
Aq and As be single-qubit depolarizing channels,

I :
Ailp) = (L =p)p+piy, i€ {1,2}

Then the tensor-product channel A; ® Ao acts on two-qubit inputs as

(A1 ® A2)(p1 ® p2) = A1(p1) @ Az(p2),

and introduces no correlations between the two output qubits beyond those already present in the
input. If the input is a product state, the output is also a product state.

Example 2.10 (Example of factorized channel). Let # = C? and let K; = C?, Ky = C™. Define

A =p. Aslp) = 3 Te(Mop) [a)al,

where {M,} is a POVM. Then the joint channel
A(p) = Ai(p) @ A2(p)

is a valid factorized channel. The two outputs are independent given the input state, yet derived
from the same underlying quantum system.

Example 2.11 (Example of general joint channels). Let H = C? and K; = Ky = C2. Define a
channel A that appends an ancilla qubit initialized to |0) and applies a CNOT gate:

A(p) = CNOT (p ® |0)(0]) CNOTT.

The resulting joint output state on K3 ® Ky is generally entangled. This channel is a valid joint
channel but is neither tensor-product nor factorized, since the two output subsystems are correlated
even when the input is pure.

Remark 2.12 (Distinguishing the three notions). Tensor-product channels describe independent
mechanisms acting on independent inputs. Factorized channels describe multiple independent out-
puts derived from the same input. General joint channels allow arbitrary correlations or entangle-
ment across outputs. These distinctions are crucial when reasoning about composition and privacy
guarantees in the quantum setting.



This leads to the following proposition:

Proposition 2.13 (Containment relations between composition models). Let m > 2 and let
H,Hiy oo, Hin and Ky, ..., Ky, be finite-dimensional Hilbert spaces.

1. Tensor-product implies factorization on product inputs. Let A® .= A1 ®---® A,, be
a tensor-product composition of channels A; : D(H;) — D(K;). Then for every product input
state

P=p1O: D Pm,

the output of A® is factorized:
A®(p) = A1(p1) @ @ Ap(pm)-

FEquivalently, when restricted to product inputs, a tensor-product channel coincides with a
factorized channel.

2. Factorized C general joint. Fvery factorized composition is a special case of general joint
composition. Indeed, if

AR(p) = A1(p) © - ® A(p),

then A% is a joint channel whose marginals are exactly the A;.
3. Strictness of inclusions. Both inclusions above are strict:

e There exist factorized channels that are not tensor-product channels (e.g., multiple out-
puts derived independently from the same input).

e There exist general joint channels that are not factorized (e.g., channels that produce
entangled outputs while preserving the same marginals).

Proof. Follows from Definition Definition Definition [2.7)and Example[2.9] Example Ex-
ample O

2.4 Operational Quantum Differential Privacy

In the classical setting, differential privacy is defined in terms of the output distributions of ran-
domized algorithms. In the quantum setting, the output of a mechanism is a quantum state, and
privacy must therefore be defined operationally in terms of the statistics produced by measure-
ments. This leads naturally to a definition that quantifies over all POVM effects applied to the
channel output [ZY17, [HRF23]:

Definition 2.14 ((Approximate) Quantum Differential Privacy). A quantum channel (CPTP map)
A is (g,0)-QDP if for all neighboring input states p ~ o and for every measurement operator M
(i.e., satisfying 0 < M < I),

To(MA(p)) < TH(MA(0)) + 6. (1)

Importantly, this operational definition captures adversaries with unrestricted measurement
power. While alternative notions of quantum privacy can be defined (e.g., by restricting measure-
ments or comparing states directly via trace distance [NGW24]), the general quantum differential
privacy definition most directly mirrors the classical adversarial model and is the strongest notion
considered in this work.



2.4.1 Neighboring Inputs

We use the standard notion of neighboring inputs adapted to quantum states. Two density oper-
ators p,o € D(H) are said to be neighbors, denoted p ~ o, if they differ in the data of a single
individual or record. The precise definition is application-dependent and left abstract in this work;
all results hold for any fixed neighboring relation.

When considering multi-system inputs, we distinguish between:

e Product neighbors, where p = @), p; and o = ), 0; with p; ~ o; for each subsystem; and
e (General neighbors, which may be entangled or classically correlated across subsystems.

This distinction plays a critical role in our composition results and impossibility theorems.

2.5 Roadmap

The distinctions introduced above are not merely definitional. In Section {4 we show that basic
composition fails for approximate QDP under general joint composition. In contrast, Sections
and [6] show that clean composition guarantees can be recovered for tensor-product channels act-
ing on product neighboring inputs, culminating in an advanced-composition-style bound via the
quantum moments accountant. First, we discuss some additional related work.

3 Related Work

Classical differential privacy and composition. Composition theorems are central to clas-
sical differential privacy [KOV17|]. Basic composition and advanced composition results were es-
tablished early in the literature, culminating in the moments accountant framework of Abadi et
al. JACG™16] for tracking privacy loss in iterative algorithms such as DP-SGD. Rényi differential
privacy (RDP) and its variants further systematized composition by working directly with Rényi
divergences [Mirl7].

Quantum differential privacy. Quantum differential privacy (QDP) was first introduced in
[ZY17], and several variants of QDP considering distinguishability under all possible measure-
ments (adversaries) have been studied in [ARI19, HRF23, [ADK23, NGW24, [AK25| [Gua24l, [Gal25].
Furthermore, a variant that generalizes QDP by encoding domain knowledge and measurement
capabilities (practical possibilities of the adversary) of the systems, known as quantum puffer-
fish privacy (QPP), was introduced in [NGW24] and further studied in [NSW25] with the in-
spiration from its classical variants [KM14, ING23]. This variant highlights, in some cases, how
certain mechanisms are private when we consider the limitations of the measurements that can
be performed, in contrast to those mechanisms being non-private when all measurements are al-
lowed. Prior works have explored relationships between QDP mechanisms, quantum hypothesis
testing, and quantum Rényi divergences, as well as connections to classical DP under commuting
states [HREF23, NGW24| [Far23| [AK25, NW25| [CHR24, [DWH25]|.

In terms of composition of private mechanisms, for the variant of quantum local differential
privacy (Definition for § = 0 and neighbors declared as p ~ o for all pairs of distinct states),
(basic) composition of several such private mechanisms when allowed measurements are having
locally motivated structures has been studied in [Gua24|, and in [HRF23, NGW24| for QDP and
QPP, some basic composition results were provided. In the setting where one applies private
channels one after the other sequentially, sequential composition results for QDP have been studied
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using strong data-processing inequalities [HREF23, INGH25]. However, more generally, composition
guarantees in the quantum setting remain far less understood in a unified way, particularly in the
presence of entanglement and correlated outputs.

Rényi divergences in quantum information. Quantum Rényi divergences, including the Petz
and sandwiched variants [MLDS™13b, BSW15|, [RSB24], play a central role in quantum information
theory [DWI18]. The sandwiched Rényi divergence satisfies a data-processing inequality and has
been used to derive operational guarantees in a variety of settings. In contrast, the MMGF-
induced divergence we consider is tailored to moment accounting and exact additivity, rather than
monotonicity under channels.

Limits of composition in non-classical settings. Impossibility results related to composition
have appeared in other non-classical or non-i.i.d. settings, where joint distributions or correlated
releases invalidate union-bound-based arguments [KOV17]. Our no-go results for general joint quan-
tum channels fit squarely into this theme and provide a concrete quantum-mechanical explanation
rooted in measurement incompatibility.

Our contribution in context. Relative to prior work, this paper provides the first systematic
treatment of when classical-style composition can and cannot be recovered for quantum differ-
ential privacy. By explicitly separating structural assumptions on channels, neighboring inputs,
and adversaries, we reconcile negative results with positive composition theorems and introduce a
moments-accountant-style framework that is both quantum-native and operationally meaningful.

4 Why Basic Composition for Approximate DP Fails for General
Joint Channels

Basic composition (classical). In the classical setting, if M is (e1,01)-DP and My is (2, 02)-
DP, then the joint release (M, My) is (1 4 €2, 61 + d2)-DP. The proof relies on representing privacy
loss as a scalar random variable and applying a union bound to the “d-bad” events.

4.1 Failure of Basic Composition for Quantum DP

We now show that the classical basic composition theorem does not extend to Definition [2.14]

Theorem 4.1 (No-go for basic composition under POVM-QDP). There exist quantum channels
Ay, As and neighboring inputs p ~ o such that:

1. each of Ay and Ay is (0,0)-QDP, yet

2. there exists a composition of A1, As into a joint channel (Definition[2.7) that is not (¢, 6)-QDP
for any 6 < 1.

Consequently, no general rule of the form
(81, 51)—QDP+ (52, 52)—QDP — (61 +&9,01 + (52)—QDP

can hold for POVM-based quantum differential privacy.
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Proof. Let the database be a single bit b € {0,1} encoded by orthogonal states py = |0)(0| and
p1 = |1)(1], which we declare neighboring.
Define a joint channel Ao with two-qubit output systems A and B by

Apa(po) = [®F)(®F|,  Asa(pr) = [@7)(D7],

where |®F) := %(|OO> +|11)) are Bell states.
Define the individual mechanisms by taking marginals:

Al = TI‘BOAlz, A2 = TI"AOAlg.
Since
Trp(|@F)(@F)) = Trp(|27)(@7)) = 3,
we have Aj(pg) = A1(p1), and similarly As(pg) = Aa(p1). Hence for every POVM effect M,
Tr(MAi(po)) = Te(MAi(p1)), i€ {1,2},

so both A; and Ay are (0,0)-QDP.
However, the joint outputs A12(pg) and Aja(p1) are orthogonal. Let M = [®)(®T|. Then

Tr(MAlg(po)) = 1, TI‘(MAlg(pl)) = 0
If Ajp were (g,9)-QDP with § < 1, Definition would imply 1 < §, a contradiction. O

Remark 4.2 (Clarification about Theorem [4.1)). The joint channel refers to the correlated imple-
mentation (see Definition given by the single joint channel A5 outputting both subsystems,
not to the independent tensor product channel A; ® Ay (see Definition .

Source of the composition failure The failure of composition in Theorem does not arise
from entangled neighboring inputs. The neighboring states pg = |0)(0| and p; = |1)(1] are single-
qubit, orthogonal, and unentangled. Rather, the pathology arises from allowing a general joint
channel whose marginals are fixed but whose joint action introduces correlations between outputs.
Although each marginal channel is perfectly private, the joint channel can amplify distinguishability
through correlated outputs.

4.2 Why This Phenomenon Is Quantum

Classical approximate DP relies on two properties:

1. Existence of a single joint probability space supporting all outcomes and all privacy-loss events.

2. Scalar privacy loss: the likelihood ratio is a random variable, and ¢ controls the probability
of large deviations via a union bound.

In contrast, Definition quantifies over all POVMs after the channel. Different POVMs
are generally incompatible and cannot be realized jointly. As a result, there is no single outcome
space on which “bad events” can be union-bounded. This lack of joint measurability is the same
structural feature responsible for Bell/CHSH violations in quantum mechanics [NC00, [KSV02].

Basic composition for approximate DP fundamentally relies on classical probabilistic structure.
Under POVM-based quantum differential privacy, this structure is absent: local indistinguishability
does not imply joint indistinguishability. Consequently, classical (g1 4 €2, 01 + d2) composition has
no general quantum analogue without additional assumptions.

The impossibility of basic (g1 + 2,01 + d2) composition for approximate QDP stems from
measurement incompatibility and the absence of a joint classical probability space, rather than
from a failure of tensor-product additivity at the channel level.

12



5 Basic Composition for Product Neighbors and Tensor-Product
Channels
5.1 Setup

Let H1, H2 be finite-dimensional Hilbert spaces. Fori € {1,2}, let 4; : D(#H;) — D(K;) be quantum
channels (CPTP maps), and define the tensor-product channel composition (as in Definition

A= A1 Q Ay : D(Hl & 7‘[2) — D(}Cl X ’Cg)

We use the POVM-based approximate quantum differential privacy definition (Definition [2.14)).

Product-neighbor model. We say that (p, o) are product neighbors if p = p1 ® p2, 0 = 01 ® 02,
and p; ~ o; for each i € {1,2}.
5.2 A Composition Theorem

The clean “d-adds” basic composition proof in the classical setting relies on the fact that a joint event
can be decomposed into conditional events on each release (equivalently, one can implement any test
sequentially without changing the underlying probability space). In the quantum setting, this exact
argument goes through verbatim provided the adversary’s test on the joint output is separable (in
particular, any LOCC test is separable). For arbitrary global POVMs, the corresponding statement
is not generally known to hold under the POV M-based definition, and the classical proof technique
does not directly apply.

Definition 5.1 (One-way LOCC two-outcome tests). A two-outcome test on K ® K is one-way
LOCC (K; — Kpy) if it can be implemented as:

e measure K; with a POVM {E,;},,

e on outcome ¢, measure Ky with the POVM {My, I — My} such that 0 < My; < I and
accept iff it accepts.

Equivalently, its acceptance probability on product states satisfies Tr(M & ®&) = 3, Tr(E&1) Tr(Ma&2).

Theorem 5.2 (Tensor-product composition on product neighbors against one-way LOCC tests).
Let A; : D(H;) — D(K;) be quantum channels for i € {1,2}. Assume that A; is (gi,0;)-QDP: for
all neighboring p; ~ o; and all measurement operators 0 <X M; < I on Kj,

Tr(M;Ai(pi)) < e Tr(M;Ai(0i)) + 6.
Fiz any product neighboring pair
P =p1 & p2, 0 =01Q 02, pi ~ 0j.

Let A1y := Ay ® Ay. Then for every one-way LOCC (K1 — Ka) two-outcome test on K1 ® Ky in
the sense of Deﬁnition (equivalently, for every measurement operator 0 < M < I admitting the
factorization in below), we have

Te(M Ai2(p)) < 2T M Ara(0)) + €261 + 6. (2)
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By swapping the roles of the two subsystems (i.e., using one-way LOCC tests Ko — K1), we also

obtain the symmetric bound

Tr(MAlg(p)) < €al+a2TI'(MA12(O')) + 07 + €eflhs.

Consequently, against one-way LOCC adversaries (in either direction) the tensor-product channel

A1 ® Ay is (1 + €2, dcomp)-QDP on product neighbors for

5comp = min{ €201 + do, 01 + €109 }

Proof. Let w; := A;(p;) and n; :== A;(0;) for i € {1,2}. Then A12(p) = w1 ®@ws and Aj2(0) = 11 @n2.
Fix a one-way LOCC (K; — Ks) two-outcome test with acceptance operator 0 < M =< [.
By definition there exist a POVM {E;}; on K; (so Ey = 0 and ), Fy = I) and measurement

operator 0 < Ma; < I on K> such that for all product states {; ® &a,

T(M (& @ &) = Y Tr(E&) Tr(Maa).

Applying to w1 ® wo gives
Tr(M(wl ® wg)) = Z Tr(Eywr) Tr(Ma jwo).
t
For each ¢, since 0 < My < I and Aj is (g2, 02)-QDP, we have

Tr(Maws) < € Tr(Maynz) + 02.

Multiplying by Tr(FEwwi) > 0 and summing over ¢ yields

Tr(M(m ® wg)) < Z Tr(Eww) (652TI'(M27,5772) + 62)

— 52 Z Tr(Fiw ) Tr(Masn2) + 6o Z Tr(Eyw:).

t t

Since ), By = I and Tr(w;) = 1, we have ), Tr(Eyw;) =1, so

Tr(M(w1 ® (,UQ)) < e2 Z TI‘(Etwl)TI‘(MQJT]Q) + 09.
t

Define the scalars s; := Tr(Ma12) € [0,1] and define the operator
N = Z StEt.
t
Because 0 < s; < 1 and Zt E, =1, it follows that 0 < N < I. Moreover,

Z Tr(Eywr ) Tr(Man) = Z Tr(Eywi) s¢ = Tr(Nwy).

Substituting into gives
Tr(M(wl ® wg)) < e2Tr(Nwy) + do.

Now apply (g1, d1)-QDP for A; to the measurement operator N (valid since 0 < N < I):

Tr(Nwy) < e 'Tr(Nny) + 61.
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Plugging into @ yields
Tr(M(w1 ® wg)) < ef2? (ealTr(Nm) + (51> + 0y = e TE2Tr(Nny) + €251 + ba. (7)
Finally, apply to n1 ® no:
To(M(m @m2)) = > Tr(Eym)Te(Maymz) = Y Tr(Epmr) sp = Te(Nm).
t t

Substituting Tr(Nn;) = Tr(M (m ® n2)) into (7)) gives
Tr(M(w1 ® wg)) < eEH'EQTr(M(m ® 772)) + €261 + 09,

which is exactly . The symmetric claim follows by repeating the same argument with the roles
of the subsystems swapped. ]

Remark 5.3. Theorem avoids any appeal to separable decompositions of M. It uses only
the defining sequential factorization of one-way LOCC tests and the one-shot POVM-based QDP
inequalities for each channel. This is the direct quantum analogue of the classical sequential/inter-
active proof of basic composition.

Corollary 5.4 (Small-e simplification). In the setting of Theorem let emax = max{e1,ea}.
Then
5C0mp = min{ €201 + 89, 01 + €1 } < gfmax (51 + (52)

In particular, if emax < 1, then using e* < 1+ 2z for all x € [0, 1],
dcomp < (14 2emax) (01 + d2).
Proof. Since ef2 < efmax and ! < efmax,
dcomp = min{ 201 + d2, 91 + €"1da } < e™™xG; + Jy < 7™(01 + d2),

and similarly using the other order. This proves the first inequality.
If epax < 1, the elementary bound e* < 1+ 2z on [0, 1] gives e®™a < 1 4 2ey,x, hence

5comp < gfmax (51 + (52) < (1 + 25max)(51 + 52)
L]

Remark 5.5 (Relation to previous works). One can also arrive at Theorem by using the gen-
eral result for all joint measurements for the QDP setting in [HRF23, Corollary III.3] using syb-
additivity properties of hockey-stick divergence. Theorem can also be obtained by invoking
results in the Quantum Pufferfish Framework (i.e., defining potential secrets, discriminative pairs,
data distributions, and measurements). Specifically, by using quasi-subadditivity of the Datta-
Leditzky information spectrum divergence [DL15] in Proposition 2 of [NGW24], the same result in
Theorem can be obtained. In this work, we provide an alternative proof that works for one-way
LOCC measurements.

In this section, we obtained composition guarantees when the adversary is allowed to perform
one-way LOCC two-outcome tests as in Definition This can be understood as the composed
mechanism satisfying a flexible private variant of QDP (also a special case of quantum pufferfish
privacy in [NGW24]). In particular, Theorem shows that the composed mechanism satisfies
quantum differential privacy with the neighbors defined as p1 ® ps ~ 01 ® g9, p; ~ o; and M
having measurement operators corresponding to two-outcome tests belonging to the category of
one-way LOCC in Definition [5.1
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6 Quantum Moments Accountant

In the classical setting, the moments accountant tracks the log-moment generating function (MGF)
of the privacy-loss random variable and exploits its additivity under independent composition. In
the quantum setting, the main obstruction is that privacy loss cannot be represented as a scalar
random variable prior to measurement, and taking a supremum over all POVMs destroys additivity.
Nevertheless, we show that a natural non-commutative analogue of the MGF (i.e., defined using
the privacy-loss operator and a Petz/exponential Rényi divergence induced by the MMGF) restores
exact additivity. This yields a clean and composable quantum version of the classical moments
accountant over pure DP channels.

Recall that a channel A is (g,0)-QDP if for all neighboring states p ~ o and all measurement
operators M (i.e., satisfying 0 < M < 1),

T{M A(p)] < € Te[M A(o)] + 6. (8)
The results we provide here are over tensor-product channels.
6.1 Quantum Privacy-Loss Operator
For neighboring states p ~ o, define the quantum privacy-loss operator
L(p,0) = log(cr_l/Qp 0_1/2), (9)
which is well defined on the support of . For a quantum channel A, we write

La(p,0) = L(A(p), A(0)). (10)

This operator is the natural non-commutative analogue of the classical privacy loss log % for

classical probability measures P, (@ and outcome/event o.

Support convention. Throughout, when defining
L(p,0) = log(c 7 ?po=1/?),
we implicitly restrict to pairs (p, o) satisfying supp(p) C supp(c). If this condition fails, we define

the corresponding privacy-loss operator and MMGF to be +00. Consequently, a4(\) may take the
value oo for some channels.

6.2 Matrix Moment-Generating Function

For A > 0, quantum channel A, and states p ~ o, we define the matriz moment-generating function
(MMGPF) of the privacy-loss operator by

MMGF 4(\; p, o) = Tt [A(J)W exp(ALa(p, o)) A(a)lﬂ . (11)
Since eralro) = (A(a)~ Y2 A(p)A(o)~1/2), we can rewrite this as

MMGF 4(\; p, o) = Tt [A(a) (A(a)*l/m(p)A(a)*l/?)A] . (12)
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6.3 Quantum Moments Accountant

We now define the quantum analogue of the classical moments accountant.

Definition 6.1 (Quantum Moments Accountant). For a quantum channel A and A > 0, define the
quantum moments accountant (QMA) by
as(A) = suplog MMGF 4(\; p, o),
p~o
where

MMGF 4(\; p, o) == Ti{A(0) /2 exp(ALa(p,0)) A(0)/?],  La(p,o) = log(A(o) "2 A(p)A(o)~1/?).

As we will discuss, Definition induces an exponential Rényi-type divergence that composes
additively under tensor products:

Definition 6.2 (Petz—Rényi divergence [Pet85, [Pet86]). Let p and o be density operators on a
finite-dimensional Hilbert space H, and let a € (0,1) U (1,00). The Petz-Rényi divergence of order

« 1s defined as ]
D (pllo) = —— logTr[p™ o' ],
o —

with the convention that DY°*(p||lo) = 400 if supp(p) ¢ supp(o).

Relation to Rényi-type divergences induced by the MMGF. The quantum moments
accountant is defined via the log moment generating function

log MMGF 4(\; p, o) = log Tr [A(a) <A(J)_1/2A(p)A(U)_1/2>/\] .

It is convenient to associate to this quantity an MMGF-induced (exponential) Rényi-type diver-
gence:

Definition 6.3 (MMGF-induced divergence). Let p and o be density operators on a finite-
dimensional Hilbert space #H, and let o € (0,1) U (1,00). For o > 1, the MMGF-induced divergence
of order « is defined as

1 B _ a—1
DMMGE ()15 = - 1logTr[a (a 120 1/2> ], (13)

with the convention DMMS¥ (p||o) = 400 if supp(p) Z supp(c).

With this notation, for &« = 1 + A we have the identity
1
T 1ogMMGF4(%; p, ) = DYMCF(A(p) [ A(0)).

While Dg/IMGF composes additively under tensor products for product inputs (Section , it
need not satisfy a data-processing inequality in general. To obtain an operational privacy guarantee
against arbitrary POVMs, we instead show in Theorem that bounds on the MMGF moments
imply a bound on measured Rényi divergence, which directly captures worst-case distinguishability
over all measurements:

Definition 6.4 (Measured Rényi divergence). Let aw > 1. The measured Rényi divergence of order
o is

Dg**(pllo) = sup  Da(Pr(p) |l Pr(c)),
MePOVM

where Py(p) denotes the classical outcome distribution induced by measuring p with POVM M,
and Dg(+||-) is the classical Rényi divergence of order «.
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6.4 Additivity Under Tensor-Product Composition

Let Ay,..., A act on disjoint subsystems, and let
k
AW = ) 4,
i=1

For neighboring product states p = ®f:1 pi and 0 = ®f:1 o;, we have

k

Ly (p,0) =>_ La,(pi i),
=1

where each summand acts on its own tensor factor.
Because exponentials of tensor-factor sums factorize, and because Tr(X @ V') = Tr(X)Tr(Y),
we obtain the following:

Lemma 6.5 (Additivity of the Matrix MGF). For all A > 0,

k
MMGEF 1) (A;p,0) = H MMGF 4, (X; pi, 0i).
=1

Taking logarithms and suprema yields:

Theorem 6.6 (Additivity of the quantum moments accountant under product neighbors). Fiz
A > 0. For a channel A define the product-neighbor accountant

OéE{Od()O — sup log MMGFA(A> 12 J) .
p=Q®F | p;, =% ,0;
Pi~0Og V’L

Let AF) = ®f:1 A; be a tensor-product channel on disjoint subsystems. Then for all A > 0,

k
oot () =" au (V).
=1

Moreover, for the unrestricted accountant o 4u)(A) of Definition with neighbors having the
same dimension as ®F_,p;, we always have the lower bound

aum) = aP0) = Y au (V).

Proof. Let p = ®;p; and ¢ = ®;0; be product neighbors. Then A®) (p) = ®;Ai(pi) and AP () =
®;A;i(0;). The privacy-loss operators add across tensor factors, hence their exponentials factorize.
Using Tr(X ® V) = Tr(X)Tr(Y) yields

k
MMGF ) (X; p,0) = [ [ MMGF 4, (X; py, 04),
=1

so taking log gives additivity for each fixed product neighbor pair. Taking the supremum over

product neighbors yields az{&?()\) = >, a4, (). Finally, since the unrestricted supremum is over a

larger set, o 4(x)(A) > af’;&?()\). O
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This mirrors the classical moments accountant exactly, but crucially without requiring any
measurement.

Proposition 6.7 (Advanced composition via the quantum moments accountant (measured Rényi
route)). Let Ay, ..., Ay be quantum channels and let

AR = A @@ A

denote their tensor-product composition. Consider product neighboring inputs p = ®,’f:1 pi and
o= ®f:1 o; with p; ~ 0;. Fiz o> 1 and write A == a — 1.

Assume that for each i € {1,...,k} there exist parameters ¢; € (0,1], ¢; > 0, and a; > 1 such
that for all o € (1, 4] and all p; ~ o;,

log Tr [Ai(ai) (Ai(Ji)_1/2Ai(pi)Ai(Ui)_l/Q)a] < %sf(a —1)? + ci(a—1). (14)
Let . i
S::Ze?, C::Zci, Q= m%lﬁai, Ai=a— 1.
i=1 i=1 €

Then for every 6 € (0,1) and every A € (0,] the channel A%®) satisfies (¢(\),8)-QDP against
arbitrary POVMs, where
log(1/9)

. S 2
= oA OV (15)

log(1 - <
o= Mgéw and X\ = min{\, \*},

we obtain the explicit bound

e(\) < 1/2Slog(1/8) + 20102(1/5) + g(LA*)+, (16)

where (z)4+ = max{z,0}.

g(A)

In particular, letting

Proof. Fix § € (0,1) and A € (0, ], and set o == 1+ \.

Step 1: Moment additivity under tensor products (product neighbors). For each i
define
Xi = Ai(O‘i)il/2Ai(pi)Ai(O’i)7l/2 i 0

Since A®) = ®?:1 A; and the neighbors are products, we have

k k

and thus
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Using (Q); Xi)* = @), X;* and multiplicativity of the trace,

k k
(AW (0) X¥) = Tr (@ Ai(0y) ® Xf‘)
= H Tr(Ai(07) X7). (17)

Taking logarithms and applying the bound yields

k
log To(A® () X) < Y (;ggv + ci)\?’) = §A2 +COX3. (18)

=1

Step 2: Convert the moment bound to measured Rényi DP. By Theorem [6.9] applied to
A®) at order a = 1 + A, for all product neighbors p ~ o,

DgleaS(A(k) (p) H A(k) (U)) < - i - log Tr(A(k)(J) Xoc) — %]og TI“(A(k) (O’) X@).

Combining with gives

1
PR AP () 1aM(0)) < <§A2 + C)\?’) - gA +OA2. (19)

Equivalently, A% satisfies (a, £q)-measured Rényi DP with ¢, = g)\ + C)%.

Step 3: Convert measured Rényi DP to (¢,6)-QDP. Fix an arbitrary POVM M. By defini-
tion of measured Rényi divergence, implies that the induced classical distributions Py (A®*)(p))
and Py (A% (o)) satisfy

Do(Par(A®)(p) | Par(A®)(0))) < e

Applying the standard (classical) conversion from Rényi DP to approximate DP yields that for all

5 €(0,1),
log(l/f)> Pr[M(A® (0)) = 1] + 4.

Pr{M(AD(p)) = 1] < exp ( n
Since a — 1 = A, we obtain (()),0)-QDP with

(M) = ea + bg&l/é) = <§>\+C)\2> + log(;/(s)’

which is exactly .

Step 4 (Optimization). For fixed ¢§ € (0, 1), the conversion yields the bound

log(1/4)
A )

e(\) = %s + 0N + valid for A € (0, \],

where S = ZZ L €2. Ignoring the constraint A < X for a moment, the function
A log(1/4)
A)==2.5
9 =55+ —
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is minimized over A > 0 at

«. [2log(1/6)
A= ‘/T‘

We therefore choose the feasible parameter
A == min{\*, A}.
Substituting A = A gives the valid bound

) . log(1
e < %S+C>\2 + Ogg/‘s). (20)

In particular, if \* < A then A= \* and

2C'log(1/6
e(\) = /25 10g(1/8) + Og(/).
If instead A\* > ), then A=\ and we simply obtain the explicit feasible bound

A - log(1
;‘S+C>\2+Og(>\/5).

Combining these cases yields with A = min{\*, A}.

e(\) =

O]

Lemma 6.8 (Scalar Jensen bound for operator moments). Let X = 0 be a positive semidefinite
operator on a finite-dimensional Hilbert space and let T € D(H) be a density operator. Then for
everyt > 1,

(Tr(rX))" < T(rX?).

Proof. Let X =) ;%511 be the spectral decomposition of X with eigenvalues x; > 0 and orthog-
onal projectors II;. Define a probability distribution r on eigen-indices by r; := Tr(7Il;), so that
rj > 0and } ;r; = Tr(r) = 1. Then

Tr(rX) = era:j, Tr(rX") = meﬁ-.
J J

Since f(x) = 2! is convex on R, for t > 1, Jensen’s inequality gives

¢
Do | <),
J J
which is exactly the desired inequality. O

Theorem 6.9 (Quantum moments accountant = measured Rényi DP). Fiz o > 1 and let A be a
quantum channel. Define, for neighbors p ~ o,

X(p,o) = Alo)"2A(p)A(0) 2,

with the convention that if supp(A(p)) € supp(A(0)), then the expressions below are +00. Suppose
there exists a function aa(a) > 0 such that for all neighbors p ~ o,

log Te(A(0) X(p,0)*) < (a—1)eq for some €, > 0. (21)
Then A satisfies (, e4)-measured Rényi DP, i.e., for all p ~ o,
DES(A(p) | A(0)) < <o
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Proof. Fix neighbors p ~ ¢ and an arbitrary POVM M = {M.}, on the output space. Let the
induced classical distributions be

p, = Tr(M,A(p)), q, = Tr(M,A(0)).
If supp(A(p)) & supp(A(o)), then Tr(A(c)X*) = +o00 and the claim is trivial, so assume supp(A(p)) C
supp(A(0)).
Define the positive operators
B, == A(0)/2M_A(0)"/? = 0.
Then ), B, = A(0), and moreover
q. = Tr(B,), p. = Tr(M.A(p)) = Te(B.X (p, 0)).

For each z with g, > 0, define the normalized state 7, .= B./q, € D so that

P

= Tr(r,X).
4 (r:X)

Now consider the classical Rényi divergence of order a > 1:

«
- p
ex (@ = Da(ple) = ot = Fa (%) = L ar (o))"
z z Z z
Apply Lemma [6.8 with ¢ = v to each term:
(Tr(r.X))" < Tr(r.X%).

Hence

> @ (Tr(mX)* <D g Tr(X%) = Tr(B.X%) =Tr <Z B. Xa) = Ti(A(0) X?).

Therefore,
exp ((a — l)Da(qu)) < Tr(A(J) XO‘).

Taking logs and dividing by a — 1 gives

Da(pllg) <

o] log Tr(A(0) X°).

By the assumed accountant bound , the RHS is at most &,. Since M was arbitrary, taking the
supremum over all POVMs yields

D**(A(p) | A(0)) = sup Dol Par(A(p)) | Pas(A(0))) < 0.

which is the desired (a,e,) measured Rényi DP guarantee. O

Corollary 6.10 (Composition via the quantum moments accountant (measured Rényi route)). Let
Aq, ..., A, be quantum channels and let
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be their tensor-product composition. Consider product neighboring inputs p = ®f:1 pi and 0 =
®f:1 o; with p; ~ 0;. Fiz a> 1 and set A\ :=a — 1.

Assume each A; admits a quantum moments accountant at order «, i.e., there exists aa,(a) > 0
such that for all p; ~ oy,

logTr[Ai(Ji) (AZ-(ai)_1/2Ai(pi)Ai(ai)_l/2>a} < (a—1)aq,(a). (22)

Then the composed channel A®) satisfies (v, eq)-measured Rényi DP against arbitrary POVMs
with

k
Eq = ZO‘Ai (). (23)
i=1

Consequently, for every § € (0,1), the composition satisfies (¢',0)-QDP with

a—1

k
log(1/6
g = ZaAi(oa) + M. (24)
Proof. Fix a > 1 and write A :=a — 1.

Step 1: Additivity of the a-order moment bound under tensor products. Let p =
®f:1 pi and o = ®f:1 o; be product neighbors. Define

Xi = Ai(0) V2 Ai(p) Ai(o) V2 X = AR ()72 AW (p) AR (0) 7172,
Because A% = ®f:1 A; and the inputs are products, we have

k k k

AB)(p) = ®Ai(pi)7 AP (g) = ®Ai(0i), X = ®Xi.

i=1 =1 i=1

Therefore, using (Q); X;)* = @), X;* and multiplicativity of the trace,

k k
Ti(A® () X©) :Tr<®Ai(ai) ®Xﬁ> HTr i(03) X7,
i=1 i=1
and hence

log Tr(A(k Z log ’H(A lop) XO‘)

Applying term-by-term yields

k

log Tr(A®) () X) < (@ — 1)) aa,(a).
=1

Step 2: Convert the moment bound to measured Rényi DP. Applying Theorem at
order « gives, for all product neighbors p ~ o,

DR AB (p) || AP (o)) <
o —

1 log Tr( Z aq,(
which proves .
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Step 3: Convert measured Rényi DP to (¢/,§)-QDP. Fix any POVM M. By definition of
measured Rényi divergence,

Do(Prr (AW (p)) [| Par(A®)(0))) < DF(AW (p) | AW(0)) < ea
Applying the standard classical conversion from («, e4)-Rényi DP to (¢/,§)-DP yields

Pr[M(A® (p)) =1] < ¢ PrM(AW (o)) = 1]+ 5 with & =eq + bf(i/f)-

Substituting gives (24). O

Remark 6.11 (Comparison to the classical moments accountant of Abadi et al.). Proposition
and Corollary are most naturally compared to the classical moments accountant analysis of
Abadi et al. for DP-SGD.

Classical moments accountant (Abadi et al.). In the classical setting one considers a se-
quence of (randomized) mechanisms and tracks the log moment generating function of the privacy
loss random wvariable. Under adaptive composition, these log-moments add, and one converts the
resulting moment bound to an (e,d)-DP guarantee via Markov’s inequality, followed by an opti-
mization over the moment order.

Quantum analogue in this work. In the quantum setting, privacy is defined operationally
against all measurements (POVMSs). A direct quantum analogue of the classical privacy loss random
variable is not available prior to measurement. Instead, we work with an operator-level moment
quantity: for neighbors p ~ o we form the positive operator

X(p,0) = A(0) 2 A(p)A(0) /2

and track the moment functional Tr(A(a)X (p,o)a). Theorem shows that controlling these
moments implies an operational Rényi-type privacy guarantee, namely measured Rényi DP, which
by definition quantifies worst-case distinguishability over all POV Ms.

Additivity vs. post-processing. As in the classical analysis, additivity under composition is
obtained at the level of moments: for tensor-product channels and product neighboring inputs, the
moments factorize exactly by tensor-product identities and multiplicativity of the trace, yielding the
additive accountant in Corollary Unlike the classical case, post-processing by measurements
is handled inside the privacy notion via measured Rényi divergence: the supremum over POVMs
is built into D5 so no additional data-processing inequality is needed at this stage.

Resulting advanced-composition behavior. After converting measured Rényi DP to (g, 0)-
QDP using the standard classical Rényi-DP-to-approximate-DP conversion, one recovers an “ad-

vanced composition” tradeoff with dominant term />, £21log(1/d) (cf. Abadi et al.). The concep-

tual difference is that the quantum analysis separates (i) an operator-level accounting step (moments
add under tensor products) from (ii) an operational step (worst-case over POVMs), whereas in the
classical setting the privacy loss is classical from the outset.
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7 Advanced Composition for Quantum Differential Privacy

In this section, we provide advanced composition results for QDP mechanisms under the tensor
product composition (aka parallel composition) and neighboring notion based on product neighbors
(ie., ®E 1 pi ~@F 10, &= pi~o;Vie{l,... k}).

For this setting, if one uses basic composition of k& QDP mechanisms, we would get a composed
mechanism satisfying (ke, 0)-QDP, if each of them satisfies (¢,0)-QDP [ZY17, HREF23]. Next, we
show that one can even obtain strong privacy guarantees that scale as vke for sufficiently small €,
which may find use in high privacy regimes with € < 1 and iterative protocols where the impact of
k is significant.

Theorem 7.1. Let ¢; € [0,1] for all 1 < i < k and 6 € (0,1]. Let the channel A; satisfy (e,
0)-QDP. Then, the parallel composition (Definition[2.5) of Ax, ..., Ay (i.e., A1 ®---® Ay) satisfies
(£,6)-QDP with

Zs ECTE )Zs (25)

Furthermore, for e; =¢ <1 for all i, we have that

2 1
e = % + Vke 210g<5). (26)

Proof. Choose D,, satisfying data-processing and additivity for a > 1 (For example, Sandwiched
Rényi divergence in Definition [A.1)). We also havei € {1,...,k}. A; satisfying (e;, 0)—QDPDimplies
that we have from [NGW24, Proposition 9, Proposition 13|

a
sup Dy (A4i(p)]|Ai(0)) < min {22,51} ) (27)

p~o

Then, consider the following:

sup Do (A1(p1) ® -+ @ Ag(pr)l|A1(01) @ - @ Ag(or))

pi~o; Vi
= sup ZD i(pi) || (7)) (28)
pi~o; Vi i—1

< zmn{;} (29)
=1

where the equality follows by the additivity of Rényi divergence and the inequality follows from (27)).
Let 0 < M, = I (note that M, is a measurement operator on k sub-systems), define the
following;:

pz(p) = Tr[M,; (A1(p1) @ - - - @ A(pr))] (30)
qz(0) = Tr[My (A1(01) @ - @ Ag(oy))] (31)

In [NGW?24], the result is shown for the Quantum Pufferfish Privacy (QPP) framework, which generalizes the
QDP definition.
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Then, by the data-processing of Rényi divergence, we have that

sup Do (A1(p1) © -~ @ Ap(pr)[|Ar(o1) @ -~ @ Ap(or)) = sup — sup Da(pz(p)llgz(0)), (32)
pi~oi Vi pirvoi Vi{ My}
where the second supremization is over all POVMs over k-subsystems.
So we have that for all {M,}, and neighboring pairs, we have

Da(pe(p)llgz(o <me{ }sifazm, (33)

i=1

where ( = Zf 1€ 2 /2. This is the point where we can utilize various classical procedures to obtain
the desired composition result.

By following the reasoning of the proof of [Mirl7, Proposition 3| by utilizing [Mirl7, Proposi-
tion 10], we have that

pz(p) < €equ(o)+ 6 (34)
for § € (0,1) and g, = (o + log(l/ 9) (By choosing D, as Sandwiched Rényi, we can also use
Theorem m to arrive at the above conclusion). This holds for all 0 < M, < I and all neighboring

pairs, so we have the guarantees of (e4,0)-QDP.
Note that the above analysis is valid for all & > 1. With that the privacy parameter can be

optimized by obtaining
log(1
¢ = min <Ca + o8 /5)> . (35)
a>1 a—1

Let f(o =a—1)=({(¢/ +1) 4+ b/’ by denoting b = log(1/d). Then,
fi(a) = ¢ =b/(a) (36)
With that, the minimum is achieved at o/ = 1/b/(. So that, we have

5’—C+21/Clog<(1s>, (37)

and plugging that { = Zle €2/2, we conclude the proof. O

7.1 Advanced Composition for Local Adversaries

In the above sub-section, we prove an advanced composition result for (e,d)-QDP, where 6 = 0
when the adversary is allowed to choose any joint measurement on the composed system. It is not
exactly clear how to generalize this result for § # 0 in general for all possible measurements applied
by an adversary. Next, we look into obtaining stronger composition results under restrictions on
the measurements (e.g.; locality of measurements) one could do on the composed quantum channel
comprising k separate quantum sub-systems composed in the tensor product fashion.

Let us consider the following measurement set that is related to local operations and classical
post-processing:

Mo+ = { Z T(z1,.. . 2k) M{*® - @ MZ*: {M['},.cz is a POVM Vi, T(-) € [0, 1]}
Z1ye5%k
(38)
Note that the function 7'(-) can be understood as the classical processing component that takes
each local measurement outcome as input.
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Example 7.2 (Local measurements and classical processing). Mo+ consists of all measurements
one could do locally, independently on each sub-system, and then do classical post-processing. Note
that it is not required for Z%m’% T(z1,...,2K) = 1, even though it is an special case.

As an example, consider k = 2, and each sub-system is a qubit system, where each party
performs the computational basis POVM (i.e.; M? = |0X0| and M} = |1)1] for all i € {1,2}).
Then, in the classical processing, it will accept iff both outcomes are not the same (i.e; T'(z1, 22) = 1
if 21 # z9 and T'(z1,22) = 0 if 21 = 23).

Proposition 7.3. Let A; satisfies (g;,0)-QDP. Then for product neighbors ®f:1pz' ~ ®f:10i and
M € Mio*, we have that

Tr + 6, (39)

k
M <®Az(pz))] < eTr
i=1

k
i=1

where for all 6 > 0 and

. k
L (e =1 1 9
5.261(65i+1)+ 2log<5);€i. (40)

i=1

Proof. Fix M € Myo~. By definition, there exist POVMs {M"},,cz, and a function T : Z; X - - - X
2, — [0,1] such that

M= > T(u,...,z) M{*®--- @ M. (41)
Z1,..,2k
Define the classical outcome space Z = Z; X -+ X Zj and, for z = (21,...,2x,) € Z, define the

local outcome probabilities
pils) = TME Ai(p)],  ailes) = T(MZ Ay(oy)]. (42)

Since the global output states are a product of states and the measurement is a product POVM
at the level of outcomes, the induced joint distributions factor as follows:

k k
P(z) = Hpi(zi), Q(z) = H%’(Zi)« (43)
-1 i=1

Moreover, the acceptance probability of the LO* test M is exactly a classical post-processing
leading to the following equivalent formulation with expectation over P and Q:

k k
Tr | M <® Ai(pi)) =Ez.p[T(Z)], Tr|M ((X) Ai(ai)> =Ez0lT(2)). (44)
i=1 i=1
For each i, define the privacy-loss random variable
pi(zi)
Li Zi) = lo . 45
(=) & qi(%i) (45)

By the QDP guarantee for all measurement operators M;* acting on A;, we have the pointwise
bounds

e fi <

pi(%i) <e = |Li(z)| <& V. (46)
qi(zi)
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Define the total privacy loss

N ) — 100 PO
Le) = 3 1) = low (5 (@7
Let
pi = Eayop, [Li(2i)] (48)
= Snteos(§37) = Pratla (49)

where the last equality uses the definition of KL-divergence (relative entropy for commuting states),
and

K
p=Y i (50)
=1

Since Vz;, e % < % < €, leading to the formulation of classical differential privacy, we have

([Ste24, Theorem 5]; see also [BS16, [HM25])

ef —1
=Dl <= (557 ). 51
Also, we get
) k )
e —1 ef —1
i < & <e€i+1> — “§;5i<esi+1)' (52)
Now set
1 k
t = 2log<5) 2622, Ei=p+t, (53)
i=1
and define the event
G={z€2Z:L(z) <&} (54)
Under P, the coordinates z; are independent, hence Li(z1),..., Li(zx) are independent. Also,

by , each centered variable X; := L;(z;) — Ep[L;(2i)] € [a;,b;] with |b; — a;] < 2¢;. Then,
Hoeffding’s inequality yields the following with the choice of ¢:

P~ BplL] > 1) < exp[ ——— 20 (55)
Zf:l(bi —a;)?
< exp (—f2> =, (56)
236

where we used |b; — a;| < 2¢;.
Since Ep[L] = >, E,,[L;] = p, this shows

P(G%) = P(L > p+1t) <6 (57)

For any T'(-) € [0, 1], with P(z) = e**)Q(z), we can write

EplT] = 3 P(2)T(z) = 3. Q(2)e")T(2) = Eqle"T]. (58)
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Now Split over G and G° with 1p is the indicator function on the event B:
EQ [6LT] = EQ [eLTlg] + EQ [eLTlgc] (59)
< eEg[T] + EgleF1ge], (60)

where the last inequality holds since on G we have el < ef ,0<T <1,and 15 < 1. Then, observe
that

olef1ge] = ZQ e 1 e (2) (61)
= ZP 2)1ge(2) (62)

= P(G") (63)
<4, (64)

where the second equality by L( ) = log E ; and the last inequality by . Therefore, Ep[T] <
e*Eq[T] + 4, and by and (52), we conclude the proof. O

Next, we derive an advanced composition result for the setting that holds even when §; # 0 with
the adversary performing measurements on My, by utilizing advanced composition for classical
differentially private mechanisms in Lemma

Proposition 7.4. Let A; satisfy (g;,0;)-QDP. Then for product neighbors ®§:1pi ~ ®§:1Ui and
M € Mo+, we have that
k
M (@ Ai(ai)>
i=1
where for all § € (0,1) and

= min Za Zk: i + QZk:aQ min < lo ! lo 6+M (66)
(2] & 65i+1 — '3 g 6 ) g 5

Tr + 9, (65)

k
M <®A,(p2)>] < e Tr

i=1

g
=1
k
§=1-1-06]J01-0d). (67)
=1

Proof. Fix M € Mpo+. By definition, there exist POVMs {M;"},,cz, and a function T": Z; x - - - X
Zj, — [0,1] such that

M= Y T(x,...,%) M'® - @ M>*. (68)
Z1y-5”k
Define the classical outcome space Z := 21 X --- x Zj, and, for z = (z1,..., 2x) € Z, define the local
outcome probabilities
pizi) = Te[ M Ai(ps)], ¢i(z) = Tr[M" Ai(0;)]. (69)

Since the global output states are a product of states and the measurement is a product POVM
at the level of outcomes, the induced joint distributions factor as follows:

k k
)=]]riz0), Q) =]]az). (70)
=1 =1
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Moreover, the acceptance probability of the LO* test M is exactly a classical post-processing
leading to the following equivalent formulation with expectation over P and Q:

k k

Recall that A; satisfies (g4, 6;)-QDP channel (with neighbors p; ~ 0;). Fix any POVM {M[},cz,
and define the induced classical mechanism B; that maps an input state w to an outcome z; € Z;
with Pr(B;(w) = z;) := Tr[M A;(w)]. Then, B; is (g, d;)-differentially private (classical) with
respect to the same neighboring relation on the input states. To see that, let S C Z; and define
the measurement operator Mg := > ¢ M;", which satisfies 0 < Mg < I. Since 4; is (&;,9;)-QDP
for neighboring inputs p; ~ 0;, we get

—EzoT(Z). (7))

TI‘[MsAi(pi)] < eEiTI‘[MsAi(O'Z‘)] + 6;. (72)

By the definition of B;, Tr[MgA;(p;)] = Pr(Bi(p;) € S) and similarly for o;, so B; satisfies the
classical DP as in Definition [B.1l

Now, considering the composition of classical DP mechanisms (Bj, ..., By) obtained by measur-
ing A;(-) with the POVM {M;"},.cz,, together with the classical outcomes from each mechanism
(z=1(21,...,2k) € Z1x---xX Z) = Z), and by applying classical advanced-composition guarantees
for this non-adaptive setting [KOV17, Theorem 3.5], we obtain

VS C Z, P(S) <ef Q(S) +4. (73)

with &, 6 defined in the Proposition statement (see also Lemma [B.2)) and
=D _P(), Q=) Q) (74)
z€S z2€8

With that, choose the following S; C Z for a measurable function 7' : Z — [0,1] (measurability
holds since Z is a finite set since Z; is finite for all i € {1,...,k}): For t € [0,1]

Sy ={z:T(2) > t}, (75)
which leads to
P(Sy) < e Q(Sy) + 6. (76)
Also note that )
Ezop|T(Z)] = /0 P(S) dt, Eg-olT / Q(S,) dt, (77)
Ez~p[T(Z)] = T(2)P(2) (78)
z€EZ
= 1er)>ndt ) P(2) (79)
-5 ([ 1m0 >
/ S 1 ir(en P(2) d (30)
ZEZ

- / P(S) dt, (s1)
0
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and similarly for ) with 14 denoting the indicator function on set A.
With that, we arrive at the desired result

Ez~p[T(Z)] < € Ezq[T(Z)] + 0, (82)

by using and concluding the proof since the above inequality holds for all M € Mo, and
product neighboring states.
O

Remark 7.5 (Improved Composition Results). One can also obtain strong advanced composition re-
sults by utilizing improved composition results in the classical setting (e.g.; [KOV1T7, Theorem 3.3])

in Proposition in the proof step .

8 Conclusion

This work clarifies the landscape of composition guarantees for quantum differential privacy. We
showed that classical composition theorems fail in full generality for POVM-based approximate
QDP, due to measurement incompatibility and correlated joint channels unique to the quantum
setting. At the same time, we demonstrated that these failures are not inherent to quantum channels
per se, but arise from specific structural features absent in classical analysis.

By restricting attention to tensor-product channels acting on product neighboring inputs,
we recovered clean composition guarantees using a quantum moments accountant. Our frame-
work separates operator-level accounting from operational privacy guarantees, enabling advanced-
composition-style bounds against arbitrary measurements without invoking a data-processing in-
equality at the accounting stage.

Several directions remain open. It would be valuable to understand whether variants of the
quantum moments accountant can handle broader classes of channels, such as factorized but non-
tensor-product compositions, or whether approximate DP guarantees can be incorporated without
losing additivity. More generally, our results suggest that progress on quantum differential pri-
vacy will require careful alignment between mathematical structure and operational threat models,
rather than direct transplantation of classical proofs. This work provides both technical tools and
conceptual clarity for future investigations into privacy in quantum information processing.
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A Sandwiched Rényi DP to Approximate QDP

A.1 Sandwiched Rényi Divergence

We adopt the standard sandwiched Rényi divergence from quantum information theory as our
notion of Rényi divergence.

Definition A.1 (Sandwiched Rényi divergence [MLDS™13a, WWY14]). Let a > 1. The sand-
wiched Rényi divergence is

1

Dalpllor) i= ——

logﬂ[(a%pa%)a}.

When p and o commute (e.g., in the classical case), the sandwiched Rényi divergence reduces
to the classical Rényi divergence: if p =), p; |i)(i| and o = ), ¢; |4)(i| with respect to a common
eigenbasis, then

~ 1 _
Dalpllo) = —log 3 _pfq; ™,
7

the usual classical Rényi divergence.

Definition A.2 (Sandwiched Rényi DP (quantum)). Let o > 1. A quantum channel A satisfies
(a, €)-sandwiched Rényi differential privacy if for all neighboring inputs p ~ o,

Bu(A(p) | A(0)) < e.
Theorem A.3 (From sandwiched Rényi DP to approximate QDP). If a quantum channel A
satisfies (o, €)-sandwiched Rényi DP for some o > 1, then for all 6 € (0,1) it satisfies (¢',0)-QDP

with loa(1/8
o los(1/e)
a—1

Proof. Fix any POVM M. Since measurement is a CPTP map, by the data-processing inequality
for the sandwiched Rényi divergence (e.g., [Beild]),

Da(Par(A(p)) || Par(A(0))) < Dol Alp) [| A(0) < <.

The resulting distributions are classical, so the standard conversion from Rényi DP to (¢/,d)-DP
applies, yielding
Pr[M(A(p)) = 1] < €® Pr[M(A(c)) = 1] + 4,

with &/ = ¢ +1log(1/6)/(a — 1). O

B Classical Differential Privacy

Definition B.1 (Differential privacy (e.g., see [DMNS06, DKM™06])). Fix €,d > 0. A randomized
mechanisrrE] B : X — Zis (e 0)-differentially private if for all 2 ~ 2’/ neighboring datasets and
S C Z measurable, we have

Pr(B(z) € S) < e Pr(B(z') € S) + 6. (83)

2A randomized mechanism is described by a (regular) conditional probability distribution given the data, i.e.,

Pyyix-
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Lemma B.2. [Theorem 3.5 in [KOV17]] Let B; be a classical mechanism satisfying (&, 0;) classical
differential privacy as in Definition with g; > 0 and 0; € [0,1] for all i € {1,...,k}. Then
the k-fold adaptive composition of these mechanisms (also for the non-adaptive setting) satisfy
(¢,6)-classical differential privacy with

~ k efi—1 ~ 1 Sk €2
5 :— mi , , 2 i = i=15;
€ '= min ;sz, ;51 <e€i+1> + Q;EZ mm{log<6) 7log(eﬂ— 5 )} (84)
k
§=1-1-6]J0-0d), (85)
i=1
for 6 € (0,1).
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