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Abstract

This paper proposes an alternative approach to formally establishing
the correctness of the RSA public key cryptosystem. The methodology
presented herein deviates slightly from conventional proofs found in ex-
isting literature. Specifically, this study explores the conditions under
which the choice of the positive integer N, a fundamental component of
RSA, can be extended beyond the standard selection criteria. We derive
explicit conditions that determine when certain values of N are valid for
the encryption scheme and explain why others may fail to satisfy the
correctness requirements. The scope of this paper is limited to the math-
ematical proof of correctness for RSA-like schemes, deliberately omitting
issues related to the cryptographic security of RSA.

1 Introduction and Definitions
This section introduces the mathematical framework for our extended RSA en-
cryption scheme and establishes the correctness conditions that will be analyzed
throughout this paper.

1.1 Problem Statement
To achieve our goals, we begin by defining an extended framework for the RSA
public key encryption system.

Definition 1.1 Extended RSA Public Key Encryption Scheme. Given
a positive integer N and ϕ(N) denoting the Euler’s totient function, we choose
an integer e such that 1 ≤ e < ϕ(N) and gcd(e, ϕ(N)) = 1. We then compute
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the multiplicative inverse of e modulo ϕ(N) and denote it as d, where ed ≡ 1
(mod ϕ(N)).

For any integer m, 1 ≤ m < N , the encryption and decryption functions are
defined as follows:

Encryption Function (Enc): c = Enc(m) = me (mod N)
Decryption Function (Dec): m = Dec(c) = cd (mod N) ♢

Remark 1.2 The pair (e,N) forms the public key, while (d,N) forms the private
key.
Definition 1.3 Correctness of Generalized RSA Public Key Encryption
Scheme. The correctness condition for this encryption scheme is described as
follows:

For any integer m, 1 ≤ m < N , we have:

Dec(Enc(m)) ≡ m (mod N) (1.1)

or equivalently,
(me)d ≡ m (mod N) (1.2)

♢
The classical (or textbook) RSA algorithm chooses N as the product of two

large, distinct prime numbers, which guarantees that (1.1) holds. However, this
paper seeks to investigate the generalized criteria under which (1.1) remains
valid for various choices of N . To achieve this, we provide a modified proof of
correctness that builds upon existing proofs in the literature and derive necessary
criteria for the selection of N .

2 Preliminary Number Theory Background
In this section, we will cover some basic concepts of number theory such as
divisibility, fundamental theorem of arithmetic, greatest common divisor, and
modular arithmetic, which are important for understanding RSA.

2.1 Integer Division and Fundamental theorem of Arith-
metic

Integer division and remainder are fundamental operations in modular arith-
metic. Given two integers a and b, where b ̸= 0, the integer division of a by b
is denoted as q = a ÷ b, and the remainder is denoted as r = a mod b. These
values satisfy the equation:

a = b · q + r, where 0 ≤ r < b.
If the remainder r is zero, then a is divisible by b, and we say that b divides

a and is denoted by b|a.
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Theorem 2.1 Fundamental theorem of Arithmetic. Every integer N
greater than 1 can be uniquely expressed as a product of prime factors:

N = pn1
1 pn2

2 · · · pnk
k =

k∏
i=1

pni
i (2.1)

where p1, p2, . . . , pk are distinct prime numbers and n1, n2, . . . , nk are their cor-
responding positive integer exponents.

If
N = pn1

1 pn2
2 · · · pnk

k

and a|N , then a can be expressed as a product of the prime factors:

a = pm1
1 pm2

2 · · · pmk
k

where 0 ≤ mi ≤ ni (usually if mi = 0, pi is not included in the product).
This means that a can be formed by taking some of the prime factors of N and
raising them to powers that do not exceed the corresponding powers in the prime
factorization of N .

2.2 The Greatest Common Divisor and Co-Prime
The greatest common divisor (gcd) of two integers a and b, denoted as gcd(a, b), is
the largest positive integer that divides both a and b without leaving a remainder.

Two integers a and b are said to be co-prime (or relatively prime) if their
gcd is 1, i.e., gcd(a, b) = 1. This implies that a and b have no common positive
integer factors other than 1.

Many useful results in number theory and cryptography rely on the properties
of co-prime integers. For example, in the RSA public key cryptosystem, the
choice of the public exponent e must be co-prime to the Euler totient function
ϕ(N) to ensure that the encryption and decryption processes work correctly. To
prove the correctness of the RSA algorithm, we need the following two theorems:
Theorem 2.2 Product of Divisors. For any three integers a, b, and N , if
a|N , b|N and gcd(a, b) = 1, then ab|N .

Proof. Assume
N = pn1

1 pn2
2 · · · pnk

k

as given in the Fundamental theorem of Arithmetic. Since a|N and b|N , we can
express a and b in terms of the prime factors of N :

a = pm1
1 pm2

2 · · · pmk
k

and
b = pl11 p

l2
2 · · · plkk

where 0 ≤ mi ≤ ni and 0 ≤ li ≤ ni. Since gcd(a, b) = 1, it follows that for
each prime factor pi, either mi = 0 or li = 0. Therefore, the product ab can be

3



expressed as:
ab = pm1+l1

1 pm2+l2
2 · · · pmk+lk

k

where mi + li ≤ ni for each i. This implies that ab is a product of the prime
factors of N raised to powers that do not exceed the corresponding powers in
the prime factorization of N . Hence, ab|N . ■

As a consequence, the product of two coprime integers divides any common
multiple of those integers. This theorem is particularly useful in the context of
RSA, where we often deal with products of two coprime integers.
Theorem 2.3 Given any two coprime integers P and Q and any two integers p
and q, if p|P and q|Q, then p and q are coprime, i.e., gcd(p, q) = 1.

Proof. This theorem can be proved using similar reasoning as in Theorem 2.2,
p. 3. ■
Theorem 2.4 For any three positive integers m, P , and Q, we have:

(1) gcd(m,PQ) ≤ gcd(m,P )× gcd(m,Q)

(2) if gcd(P,Q) = 1, then gcd(m,PQ) = gcd(m,P )× gcd(m,Q)

Proof. (1)
By the definition of gcd, we have:

g = gcd(m,PQ) = max{d | d divides m and d divides PQ}

Since g divides PQ and m, g can be expressed as p ∗ q, where p divides P and m,
and q divides Q and m. Therefore,

p ≤ gcd(m,P ) and q ≤ gcd(m,Q)

which implies that
g = p ∗ q ≤ gcd(m,P ) ∗ gcd(m,Q)

This proves part (1).
(2)
Let

p = gcd(m,P ) and q = gcd(m,Q)

Since gcd(P,Q) = 1, by Theorem 2.3, p. 4, we have gcd(p, q) = 1.
Consequently, by Theorem 2.2, p. 3, we have p ∗ q divides both m and PQ.

Therefore,
gcd(m,P )× gcd(m,Q) = p× q ≤ gcd(m,PQ)

Together with (1), we prove part (2). ■
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2.3 Modular Arithmetc and Congruences
Modular arithmetic is a system of arithmetic for integers, where numbers ”wrap
around” after reaching a certain value, known as the modulus. More specifically,
given a positive integer N , we can partition integers into N equivalence classes
denoted by 0, 1, · · · , N − 1 so that each i represents the set of integers that have
the same remainder i when they are divided by N .
Definition 2.5 Congruence Relation. We say that two integers a and b
are congruent modulo N , denoted as a ≡ b (mod N), if they have the same
remainder when divided by N . Equivalently, a ≡ b (mod N) if and only if
N |(a− b). ♢
Theorem 2.6 We are given a positive integer N and

N = P ×Q

where P and Q are positive integers and gcd(P,Q) = 1. The following property
holds for any two integers a and b:

a ≡ b (mod N)

if and only if
a ≡ b (mod P ) and a ≡ b (mod Q)

Proof. Based on the fact that

a ≡ b (mod N) if and only if N |(a− b)

and Theorem 2.2, p. 3, we can easily prove the theorem. □ ■
This theorem is particularly useful in RSA, where we often work with prod-

ucts of primes and their multiples. It allows us to break down congruences
modulo a composite number into simpler congruences modulo its prime factors.
This fact is essntial for the proof of correctness of RSA, as it enables us to ana-
lyze the encryption and decryption processes separately for each prime factor of
the modulus N .

3 ϕ-set and ϕ (Euler’s Totient) Function
In this section, we introduce Euler’s Totient Function, which is an important
concept in number theory and plays a significant role in the RSA encryption
scheme.

Definition 3.1 ϕ-set. The ϕ-set of a positive integer N , denoted as ϕ-set(N),
is the set of all integers from 1 to N that are coprime to N . ♢

For example, if N = 10, then ϕ-set(10) = {1, 3, 7, 9}, since these are exactly
the integers between 1 and 10 that are coprime to 10. In the literature, the
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ϕ-set(N) is commonly called the reduced residue system modulo N . It can be
verified ϕ-set(N) forms a group under multiplication modulo N . We use the
notation ϕ-set(N) because we will later extend this set to a bigger set called
Φ-set(N), which plays an essential role in the correctness of the RSA encryption
scheme.
Definition 3.2 Euler’s Totient Function. Euler’s Totient Function of a
positive integer N , denoted as ϕ(N), is defined as the number of integers from 1
to N that are coprime to N . As a result ϕ(N) is the number of elements in the
ϕ-set(N). ♢
Theorem 3.3 Computing Euler’s Totient Function.

1. If p is a prime number, then ϕ(p) = p− 1.

2. If p1, p2, . . . , pk are distinct prime numbers, then

ϕ(p1p2 · · · pk) = (p1 − 1)(p2 − 1) · · · (pk − 1).

3. If n is a positive integer with the prime factorization n = pk11 pk22 · · · pkmm ,
then

ϕ(n) = n
m∏
i=1

(
1− 1

pi

)
.

Corollary 3.4 If N = P ×Q, where gcd(P, Q) = 1, then ϕ(N) = ϕ(P ) · ϕ(Q).
According to the above theorem, we can design an algorithm to compute the

ϕ(N) function by using the prime factorization of N . Consequently, the problem
of computing ϕ(N) is reduced to the challenge of finding the prime factorization
of N . The security of the RSA encryption scheme relies on the computational
difficulty of this factorization problem..

4 Φ-set and Φ Function
In this section, we define the Φ-set of an positive integer N , which is an extension
or a super set of ϕ-set of N and plays an essential role in the correctness of the
RSA encryption scheme.

Definition 4.1 Φ-set. The Φ-set of a positive integer N , denoted as Φ-set(N),
is the set of all integers m, 1 ≤ m ≤ N that satisfy the following condition:

if P = gcd(m,N) and Q = N ÷ P then gcd(P,Q) = 1.
Or equivalently,

Φ-set(N) = {m, 1 ≤ m ≤ N | gcd(P,Q) = 1,where P = gcd(m,N) and Q = N÷P}

♢
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For example, if N = 10, then Φ-set(10) = {1,2,3,4,5,6,7,8,9,10}. We can
easily verify the result manually. Or we can use the theoream Theorem 4.3, p. 7
for 10 = 2 . . . 5 to prove the result.

Remark 4.2 For m ∈ Φ-set(N), from the definition and Theorem 2.4, p. 4, it is
clear that gcd(m,Q) = 1.

The Φ function of a positive integer N , denoted as Φ(N), is defined as the
number of integers in Φ-set(N).

It is clear that Φ-set(N) is a super set of ϕ-set(N), i.e., Φ-set(N) ⊇ ϕ-set(N).
As a result, we have Φ(N) ≥ ϕ(N).

Theorem 4.3 Computing Φ Function. For an positive integer N if :

N = p1p2 · · · pk

where p1, p2, . . . , pk are distinct prime numbers, then Φ(N) = N , i.e. the
Φ-set(N) contains all integers from 1 to N .

Proof. Let m be any integer such that 1 ≤ m ≤ N . We need to show that
m ∈ Φ-set(N). Let P = gcd(m,N) and Q = N ÷ P . Since N is a product of
distinct primes and P is a divisor of N , P must be a product of a subset of the
prime factors of N . Therefore, Q = N÷P is the product of the remaining prime
factors of N . Cosequently, P and Q do not share any common prime factors,
which implies that gcd(P,Q) = 1 and as a result m ∈ Φ-set(N). This concludes
the proof. ■

5 Euler Theorem
In this section, we state the well-known Euler’s Theorem, a fundamental result
in number theory related to modular arithmetic. This theorem is essential for
understanding the RSA encryption scheme and its generalizations.

Theorem 5.1 Euler’s Theorem. For any two positive integers m and N , if
gcd(m,N) = 1, then mϕ(n) ≡ 1 (mod N).

Proof. The proof of Euler’s Theorem is equvalant to prove for any m ∈ ϕ-set(N),

mϕ(n) ≡ 1 (mod N).

Since ϕ-set(N) forms a group under multiplication modulo N , for any m ∈
ϕ-set(N), the cyclic group generated by m is a subgroup of ϕ-set(N). Therefore,
the order of m, denoted by order(m), is a divisor of ϕ(N), which is the order of
the group ϕ-set(N).

Therefore, we have

morder(m) ≡ 1 (mod N)
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and
ϕ(N) = k × order(m), where k is a positive integer.

Combining the above results, we get

mϕ(N) = mk×order(m) = (morder(m))k ≡ 1k ≡ 1 (mod N).

■

6 Extended RSA Encryption Scheme
In this section, we define the extended RSA encryption scheme and prove its
correctness by demonstrating that the decryption process correctly recovers the
original plaintext message.

Definition 6.1 Extended RSA Encryption Scheme. For any positive
integer N , the extended RSA encryption scheme is defined as follows: choose e
and d such that 1 ≤ e, d ≤ ϕ(N) and e×d ≡ 1 (mod ϕ(N)), then the encryption
function is defined as:

For any m, 1 ≤ m ≤ N , Enc(m) = me (mod N)
and the decryption function is defined as:
For any c, 1 ≤ c ≤ N , Dec(c) = cd (mod N) ♢
Like the classical RSA encryption scheme, the correctness condition for the

extended RSA encryption scheme is formulated as:

(me)d ≡ m (mod N) for any integer m, 1 ≤ m ≤ N .
The main difference between the extended RSA encryption scheme and the

classical RSA encryption scheme is that the extended RSA scheme permits a
wider choices of N . The main result of this paper shows the set of messages
satisfying the correctness condition of the extended RSA encryption scheme is
exactly the Φ-set(N). This main result is proved in the next Theorem.

Theorem 6.2 Correctness of Extended RSA Encryption Scheme. For
any positive integer N , the correctness condition of the extended RSA encryption
scheme holds for all integers in Φ-set(N).

In other words, for any integer m in Φ-set(N), we have:

(me)d ≡ m (mod N).

Proof. By definition, for any integer m in Φ-set(N), we have:

P = gcd(m,N), Q = N ÷ P, and , gcd(P,Q) = 1.

We need to prove for such m that:

(me)d ≡ m (mod N)
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Since e× d ≡ 1 (mod ϕ(N)), we can express e× d as:

e× d = k × ϕ(N) + 1

for some integer k.
Now, we can rewrite (me)d as:

(me)d = mk×ϕ(N)+1

and we can easily verify that:

mk×ϕ(N)+1 ≡ m (mod P )

(both sides are divisible by P due to P = gcd(m,N)).
Next, we want to show that mk×ϕ(N)+1 ≡ m (mod Q). Since gcd(P,Q) = 1,

ϕ(N) = ϕ(P ) · ϕ(Q) holds and we can rewrite mk×ϕ(N)+1 as:

mk×ϕ(P )·ϕ(Q)+1 = mk×ϕ(P )·ϕ(Q) ·m.

Since gcd(P,Q) = 1, which implies gcd(m,Q) = 1 (because m ∈ Φ-set(N)),
we can apply Euler’s theorem, which states that if gcd(m,Q) = 1, then:

mϕ(Q) ≡ 1 (mod Q).

From this we can conclude that:

mk×ϕ(P )·ϕ(Q)+1 ≡ m (mod Q).

Summarize what we have proved:

(me)d ≡ m (mod P )

and
(me)d ≡ m (mod Q).

Since gcd(P,Q) = 1 and N = P ×Q, by Theorem 2.6, p. 5, we have:

(me)d ≡ m (mod N).

This completes the proof of the theorem. ■
Corollary 6.3 . If N is a positive integer and

N = p1p2 · · · pk

where
p1, p2, . . . , pk

are distinct prime numbers, then the correctness condition of the RSA encryption
scheme holds for all m, 1 ≤ m ≤ N .
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This corollary follows directly from Theorem 6.2, p. 8 and Theorem 4.3, p. 7.
In the classical RSA algorithm, where N = p×q with p and q distinct primes,

this corollary establishes the correctness of the classical RSA encryption scheme.
Example 6.4 Example of classical RSA Encryption Scheme. Consider
N = 10 = 2× 5. We can easily compute:

ϕ-set(N) = {1, 3, 7, 9}

and
Φ-set(N) = {1, 2, 3, 4, 5, 6, 7, 8, 9, 10}.

If we choose e = 3 and d = 7 (since 3 × 7 ≡ 1 (mod 4) and ϕ(10) = 4) as
the keys for the RSA encryption scheme, then from the corollary, it follows the
correctness condition holds for all m, 1 ≤ m ≤ 10. □
Example 6.5 Example of extended RSA Encryption Scheme. Consider
N = 20 = 22 × 5. We can easily compute:

ϕ-set(N) = {1, 3, 7, 9, 11, 13, 17, 19}

and
Φ-set(N) = {1, 3, 4, 5, 7, 8, 9, 11, 12, 13, 15, 16, 17, 19, 20}.

If we choose e = 3 and d = 3 (since 3×3 ≡ 1 (mod 8) and ϕ(20) = 8), as the keys
for the RSA encryption scheme, then we can verify for any m in Φ-set(20) that
the correctness condition holds. However, {2,6,10,14,18} are not in Φ-set(20) and
we can verify that all of those integers do not satisfy the correctness condition.
In fact,

(23)3 ≡ 12 (mod 20),
(63)3 ≡ 16 (mod 20),
(103)3 ≡ 0 (mod 20),
(143)3 ≡ 4 (mod 20),
(183)3 ≡ 8 (mod 20).

None of these results equals the original plaintext message. This example demon-
strates that, for the given choices of N, e, and d, the messages for which the
extended RSA encryption scheme is correct are exactly those in Φ-set(N). □

7 Future Work
In this section, we will discuss future work related to the generalized RSA en-
cryption scheme.
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7.1 Necessary Condition of the Correctness Φ-set(N)

We have proved that all messages in Φ-set(N) satisfy the correctness condition
of the generalized RSA encryption scheme. However, we did not prove that
it is necessary that messages must be in Φ-set(N) to satisfy the correctness
condition. Example 6.5 in section 6 demonstrates that the necessary condition
for the correctness of the generalized RSA encryption scheme is true. Moreover,
we have performed many computational experiments for various values of N
and e (except e = 1) to verify that the necessary condition is true for all tested
cases. Therefore, it is reasonable to conjecture that the necessary condition for
the correctness of the generalized RSA encryption scheme is true. However, a
formal proof of this conjecture is still missing and needs to be done in future
work.

7.2 Efficient Computing of Φ(N)

The computation of Φ(N) is another interesting problem. However, the brute-
force method for computing Φ(N) is not efficient enough for large values of N . In
future work, we will explore more efficient algorithms for computing Φ(N).
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