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Abstract—The rapid evolution of Text-to-Video (T2V) diffu-
sion models has driven remarkable advancements in generating
high-quality, temporally coherent videos from natural language
descriptions. Despite these achievements, their vulnerability to
adversarial attacks remains largely unexplored. In this paper, we
introduce T2VAttack, a comprehensive study of adversarial at-
tacks on T2V diffusion models from both semantic and temporal
perspectives. Considering the inherently dynamic nature of video
data, we propose two distinct attack objectives: a semantic objec-
tive to evaluate video-text alignment and a temporal objective to
assess the temporal dynamics. To achieve an effective and efficient
attack process, we propose two adversarial attack methods: (i)
T2VAttack-S, which identifies semantically or temporally critical
words in prompts and replaces them with synonyms via greedy
search, and (ii) T2VAttack-I, which iteratively inserts optimized
words with minimal perturbation to the prompt. By combining
these objectives and strategies, we conduct a comprehensive
evaluation on the adversarial robustness of several state-of-the-
art T2V models, including ModelScope, CogVideoX, Open-Sora,
and HunyuanVideo. Our experiments reveal that even minor
prompt modifications, such as the substitution or insertion of a
single word, can cause substantial degradation in semantic fidelity
and temporal dynamics, highlighting critical vulnerabilities in
current T2V diffusion models.

Index Terms—Adversarial attack, diffusion models, text-to-
video generation.

I. INTRODUCTION

The emergence of Text-to-Video (T2V) diffusion models,
capable of generating coherent and high-quality videos from
textual prompts, has attracted unprecedented attention over the
past two years [1]-[8]. Pioneering works such as Sora [1],
CogVideoX [6] and Wan [8] have demonstrated remarkable
capabilities in simulating complex worlds through minute-
long video generation, exhibiting impressive spatiotemporal
modeling capabilities. These advances hold transformative
potential across various domains, including filmmaking, em-
bodied intelligence, and physical world simulation. However,
their rapid advancements in generative capabilities also raise
serious security concerns, emphasizing the urgent need for a
systematic evaluation of their adversarial robustness.
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In contrast, the adversarial robustness of Text-to-Image
(T2I) diffusion models has been extensively studied [9]-[11].
For example, RIATIG [9] leverages genetic algorithms [12]
to craft stealthy adversarial prompts via word-level pertur-
bations, achieving imperceptible yet effective attacks. Sim-
ilarly, QueryFreeAdv [10] demonstrates that character-level
perturbations can effectively attack Stable Diffusion models
through Projected Gradient Descent (PGD) [13] and greedy
search [14]. These approaches pose tangible threats, especially
when integrated into tools such as autocomplete plugins, which
can generate seemingly natural adversarial prompts that bypass
content moderation and yield harmful outputs. Despite these
advances in robustness evaluation of T2I models, the emerging
field of T2V generation presents unique challenges: (1) se-
mantic vulnerability, stemming from multi-frame conditional
generation that requires precise cross-modal alignment, and (2)
temporal vulnerability, rooted in the complexity of modeling
realistic motion dynamics. To bridge these gaps, we conduct
a systematic exploration of adversarial robustness on T2V
models from both semantic and temporal perspectives, with
representative examples illustrated in Fig. 1.

For semantic vulnerability, prior attack methods on T2I
models typically leverage image-text similarity to measure
semantic deviation in generated images [10]. However, the
spatiotemporal nature of video introduces more intricate fea-
tures, such as motion speed and trajectory. Therefore, we
introduce a Semantic Attack Objective to quantify the align-
ment between a generated video and its corresponding prompt
by leveraging video-text similarity. For temporal vulnerability,
video generation heavily relies on temporal cues to maintain
the naturalness and coherence of motions. To exploit this
property, we introduce a Temporal Attack Objective that
leverages motion estimation techniques, such as optical flow,
to evaluate motion vectors across neighboring frames. An
effective temporal attack aims to induce unnatural or stagnant
motion, thereby degrading the quality and realism of the
generated video.

Building on these objectives, we propose T2VAttack, a
comprehensive framework for investigating the adversarial
robustness of T2V diffusion models. After analyzing four fun-
damental text editing operations, i.e., substitution, reordering,
insertion, and deletion (Table VI), we observe that deletion
and reordering operations provide limited attack effectiveness.
Consequently, we focus on two more effective word-level
adversarial strategies: the substitution attack (T2VAttack-S)
and the insertion attack (T2VAttack-I). Inspired by textual
adversarial methods in Natural Language Processing (NLP)
such as TextFooler [15], T2VAttack-S first identifies the most
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Examples of adversarial attacks on CogVideoX under semantic and temporal objectives. The first and second rows show the attack results targeting

the semantic and temporal objective, respectively; the third row visualizes the corresponding optical flow magnitudes for the temporal case. Columns show
videos generated from the original prompt (left), after T2VAttack-S (middle), and after T2VAttack-1 (right). The examples highlight that even single-word
modifications can cause significant degradation in semantic fidelity and temporal dynamics.

influential words in a prompt by measuring their importance
to the attack objectives, and then replaces them with carefully
chosen synonyms via a greedy search to maximize semantic
or temporal discrepancies. In contrast, T2VAttack-I iteratively
inserts optimized words to the prompt, subtly distorting its se-
mantics or temporal dynamics. As quantified by our proposed
objectives, both of these strategies can significantly degrade
semantic fidelity and temporal dynamics while maintaining
high semantic and formal similarity to the original text.

To facilitate rigorous evaluation, we construct a high-
quality textual dataset that describes visually rich and highly
dynamic content, leveraging manually curated prompts from
VBench [16] and the rewriting capabilities of GPT-40 for T2V
generation tasks. We then conduct extensive experiments on
four representative T2V models, ModelScope [2], CogVideoX
[6], Open-Sora [17], and HunyuanVideo [18]. Experimental
results demonstrate that our attack methods achieve strong
effectiveness with minimal query budget, requiring only a few
dozen queries and single-word modifications. These findings
reveal critical vulnerabilities: even imperceptible textual per-
turbations can severely disrupt T2V model outputs, highlight-
ing urgent security risks for real-world deployment.

In summary, we present a comprehensive study on adver-
sarial attacks of T2V models, with the main contributions as
follows:

« We design tailored attack objectives for T2V generation,
targeting semantic and temporal vulnerabilities.

e We propose two word-level attack methods that can
significantly distort generated videos while preserving
imperceptibility.

« We construct a high-quality textual dataset and conduct
a comprehensive evaluation of the adversarial robustness
of state-of-the-art T2V models.

II. RELATED WORK
A. Text-to-Video Diffusion Models

Driven by advancements in Transformers [19], Diffusion
Models [20], and Diffusion Transformers [21], text-to-video
generation has seen remarkable progress [1]-[7], [17], [18].
T2V diffusion models mainly consist of three key components:
a text encoder, a diffusion network, and a video decoder.
The text encoder, leveraging pre-trained models such as
CLIP [22], TS [23], and Multimodal Large Language Models
(MLLMs) [24], transforms input prompts into textual embed-
dings that guide the video generation process. The diffusion
network, often implemented with U-Net [20] or more recent
DiT [21] series architectures, is the core of the generative
process. It samples initial video latent representations from a
Gaussian distribution and iteratively denoises the video latents
into coherent video representations over multiple timesteps.
Finally, the video decoder, typically a Variational Autoencoder
(VAE) [25] or variants like VQ-VAE [26] and VQGAN [27],
translates the denoised latent representations back into raw
video data.

To generate high-quality videos, various improvements have
been proposed. Early works like Make-A-Video [28] and
Imagen-Video [29] demonstrate the potential of cascaded
diffusion models for video synthesis. To enable multi-view
synthesis, Stable Video Diffusion [30] extends pretrained
text-to-image models with temporal layers and staged train-
ing for video generation. More recently, ModelScope [2],
building upon Stable Diffusion, introduces spatio-temporal
blocks to enhance frame consistency and motion smoothness.
CogVideoX [6] utilizes a 3D VAE for spatial and temporal
video compression and employs an expert transformer with
adaptive LayerNorm to facilitate deep cross-modal fusion.
Open-Sora [17] adopts a Spatial-Temporal Diffusion Trans-
former (STDiT) and a compressive 3D autoencoder to en-
hance efficiency and flexibility. Most notably, HunyuanVideo
[18], a significant advancement with 13 billion parameters,
achieves high-quality video synthesis through a combination
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Fig. 2. Overview of the adversarial attack pipeline for T2V models. This pipeline illustrates the key process of two attack methods (T2VAttack-S and
T2VAttack-I), two attack objectives, and the targeted T2V victim models. It systematically demonstrates how minor prompt perturbations can disrupt the

fidelity and dynamics in the generated videos.

of meticulous data curation, advanced architecture, and pro-
gressive model scaling. Concurrently, commercial models such
as Sora [1], Pika [31], Kling [32], and Gen-3 [33] have show-
cased impressive video quality with fine-grained control. In
this paper, we select four state-of-the-art models, ModelScope
[2], CogVideoX [6], Open-Sora [17], and HunyuanVideo [18],
as our victim models for adversarial evaluation. Detailed
configurations of these models are provided in Supplementary
Materials A.

B. Adversarial Attack on Diffusion Models

Adversarial attacks in computer vision typically involve
introducing slight perturbations to input data, causing mod-
els to yield incorrect outputs. These attacks are commonly
categorized by the attacker’s knowledge (white-box attacks
[13], [34], [35] vs. black-box attacks [36]-[38]) and by the
target objective (targeted [34], [39] vs. untargeted attacks
[40]). In NLP, adversarial attacks are further classified by the
granularity of perturbations (character-level [41]-[43], word-
level [15], [44]-[48], and sentence-level [49], [50]). Our work
mainly focuses on word-level black-box attacks.

Specifically, adversarial attacks on diffusion models can be
further categorized based on the location where perturbations
are applied [51]. These include input image-based [52]-[55],
text prompt-based [9]-[11], [56]-[60], and fine-tuning image-
based attacks [61]-[65]. Our work is most closely related
to the text prompt-based attacks, which manipulate textual
prompts to induce unintended or harmful content.

Text prompt-based attacks on T2I models have been ex-
tensively studied. A major goal of these attacks is to mis-
align the generated image with the original prompt, often by
degrading visual quality or altering content semantics. For
instance, QueryFreeAdv [10] appends optimized characters
to reduce embedding similarity with the original prompt,
shifting the generated content without querying the whole
model. SAGE [57] leverages an LLM to generate semanti-

cally natural suffixes to mislead the model generation toward
unintended content. Other studies, such as RealWorldAdv [60],
exploit common typographic and glyph errors as perturbations
to explore real-world robustness vulnerabilities, while Char-
Grad [58] applies visually similar character substitutions to
discreetly alter outputs. Another line of text prompt-based at-
tacks aims to bypass safety mechanisms and generate targeted
or Not-Safe-For-Work (NSFW) content. TargetedAdv [56]
performs gradient-based embedding optimization to bypass
keyword detectors and generate images from a specific target
category. RIATIG [9] employs genetic algorithms to find
imperceptible adversarial prompts that are semantically differ-
ent yet produce visually similar outputs. Meanwhile, MMA-
Diffusion [11] uses a multi-modal objective to bypass both
text and image filters, while SneakyPrompt [59] applies rein-
forcement learning to efficiently discover adversarial tokens.
Although these studies collectively reveal that T2I models
are highly susceptible to prompt-based adversarial attacks,
the adversarial robustness of T2V models remains largely
unexplored.

To the best of our knowledge, only one contemporaneous
work, T2V-Optlail [66], has investigated jailbreak attacks
on T2V models. T2V-OptlJail introduces a discrete prompt
optimization framework to systematically bypass safety filters
for NSFW content generation. In contrast, our work focuses on
evaluating the intrinsic adversarial robustness of T2V models
by targeting video-specific vulnerabilities rather than solely
safety bypass. Specifically, our attack targets the temporal
properties of the video itself, such as optical flow in the
temporal objective and video-text similarity in the semantic
objective, rather than image-text similarity used by T2V-
OptJail. Furthermore, our optimization seeks to maximize
semantic or temporal discrepancies under general conditions,
without being limited to NSFW scenarios, which enables
a broader and more systematic assessment of the intrinsic
robustness of T2V models.
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III. METHOD

A. Problem Formulation

Let G denote a text-to-video model that takes a textual
prompt X as input and produces a video G(X) expected to be
semantically aligned with X. The attacker aims to construct
an adversarial prompt X’ such that the generated adversarial
video G(X’) minimizes a predefined attack objective M,
while ensuring that the perturbation is imperceptible and that
X' remains both semantically and formally similar to X.
Formally, this can be formulated as the following optimization
problem:

min f(G(X")) s.t

u 9(X,X) > ¢, M

where f(-) is the evaluation function measuring the attack
impact on the adversarial video G(X’). In this work, we
define two attack objectives: the semantic objective fs and the
temporal objective f;. The similarity function g(-, -) quantifies
the textual similarity between X and X’, which is further
decomposed into formal similarity and semantic similarity.
The perturbation constraint e specifies the minimum similarity
threshold to ensure imperceptibility. We denote by @ : X —
X’ the mapping from an original prompt to its adversarial
prompt, termed the attack method, and G represents the
black-box T2V models under attack. An overview of the attack
pipeline is illustrated in Figure 2.

B. Attack Objective

The attack objectives are designed to assess the quality of
the generated adversarial video G(X') through the evaluation
function f(-). Given the inherently spatiotemporal nature of
video data, we consider semantic and temporal objectives to
comprehensively guide and assess the attack performance.

1) Semantic Objective: Since T2V models are expected to
generate videos that are semantically aligned with the input
prompt, preserving this alignment is essential for generated
content to faithfully reflect the user’s intent. We define the
semantic objective fs to quantify the degree of alignment
between the prompt and its adversarial video, with the goal
of producing videos that are semantically inconsistent or
irrelevant to the original prompt. Formally, the semantic sim-
ilarity between the original prompt X and the corresponding
adversarial video G(X’) is minimized in the latent space as
follows:

fs = sim(Ey(X), E,(G(X"))), ()

where F; and F, represent the text encoder and video encoder
from ViCLIP [67], a model demonstrating strong zero-shot
performance in video-text retrieval tasks. We employ cosine
similarity sim(-, -) to measure the semantic alignment between
the textual features of the prompt and the visual features of
the adversarial video. By minimizing the semantic objective
fs, the attack forces the generated video to diverge from
the intended meaning, even when prompt perturbations are
imperceptibly small.

2) Temporal Objective: T2V models rely heavily on tempo-
ral dynamics to preserve temporal coherence and realistic mo-
tion, which distinguishes them from T2I models [68]. Ignoring
this temporal dimension may cause the generated videos to
lack natural motion or coherent scene transitions, though
they appear visually consistent frame by frame. Therefore,
it is essential that evaluation metrics explicitly account for
temporal dynamics when assessing the adversarial robustness
of T2V models. To this end, we define the temporal objective
ft to quantify the degree of motion dynamics in the generated
content. Given that optical flow is the most fundamental
estimation technique for measuring motion in videos, we adopt
it to quantify the inter-frame temporal variations:

T-1

fo="Y_ p(G(X)r, G(X)r11), 3)

T=1

where p(-,-) calculates the optical flow intensity between
neighboring frames. We utilize a learnable optical flow es-
timator [69] to ensure differentiability of the entire process.
Minimizing the temporal objective f; effectively suppresses
inter-frame motion, thereby degrading temporal dynamics and
rendering the generated videos unnaturally static.

C. Attack Method

The goal of our method is to construct adversarial prompts
X' by introducing minimal perturbations to the original
prompt X, such that the objective function f is minimized
while preserving semantic and formal similarity. Among the
four basic text editing operations, i.e., substitution, reordering,
insertion, and deletion, reordering has a limited impact on
attack effectiveness. Similarly, deleting non-critical words has
a limited effect, while the deletion of important words violates
the constraint of minimal perturbation. Therefore, we focus on
two word-level adversarial attack strategies: the substitution
attack (T2VAttack-S) and the insertion attack (T2VAttack-
I). Both strategies are designed to ensure that adversarial
prompts remain semantically consistent and formally natural,
while effectively degrading the semantic fidelity or temporal
dynamics of the generated videos.

1) T2VAttack-S: Inspired by prominent adversarial attack
methods in text classification [15], we extend the substitution
operation to the T2V generation task. Specifically, our method
first identifies semantically or temporally critical key words
in the prompt X, and then replaces them with high-similarity
synonyms. This substitution aims to induce significant changes
in the generated video content while keeping the modifications
imperceptible. While conventional text classification methods
derive attack scores from label confidence, our method com-
putes them based on their effect on semantic or temporal ob-
jectives, with similar adjustments applied to word importance
and stopping criteria. To ensure attack stealthiness, we also
employ SentenceTransformer [70] for accurate textual simi-
larity measurement and enforce a high similarity threshold.

Formally, given a prompt X = [x1, 2, ..., T, ] consisting
of n words, we define the importance score s; for the word
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x; as the change in the attack objective f before and after
removing x;:

where X\, denotes the prompt with z; removed, and f
corresponds to either semantic objective fs or temporal ob-
jective f; introduced in Sect. III-B. By prioritizing key words
with the highest importance scores, our method enables subtle
yet effective modifications that degrade semantic fidelity or
temporal dynamics while preserving semantic and formal
similarity.

For each important word z;, we retrieve a set of synonym
candidates from lexical databases such as WordNet [71].
To ensure semantic and syntactic coherence in the modified
prompt, we adopt a three-step filtering strategy: (1) filter out
stop words, (2) select high-similarity synonyms whose similar-
ity exceeds a threshold 6 with x;, measured by SentenceTrans-
former, and (3) check Part-of-Speech (POS) consistency to en-
sure grammatical correctness. After obtaining valid candidates,
we craft a set of perturbed prompts X’ by substituting x; with
each candidate and then evaluate their attack objective f. From
the candidates that successfully reach an attack threshold 7 (7
for the semantic criterion and 7; for the temporal criterion),
we select the substitution with the highest textual similarity
to X to maximize stealthiness. Otherwise, if no candidate
meets the threshold, the algorithm proceeds to the next most
important word and repeats the previous substitution process.
The entire procedure is conducted in a greedy manner and
terminates when either the cumulative number of substitutions
reaches the predefined word modification limit or the overall
attack objective is achieved, thereby controlling the overall
perturbation magnitude.

2) T2VAttack-I: In contrast to T2VAttack-S, which per-
turbs existing words in the original prompt X, T2VAttack-I
introduces adversarial perturbations by prepending additional
words, yielding the adversarial prompt X'. This approach
subtly shifts the semantics without modifying the core syn-
tactic structure of X. Specifically, we first randomly sample
a set of candidate words W) = {wy,ws,--- ,w,, } from a
vocabulary (e.g., GloVe [72]) as potential first-level prefixes.
Each candidate word w; € W) is prepended to X, forming
an adversarial prompt X' 51) = [w;; 1., ]. We then evaluate
the attack objective f for each perturbed prompt and retain the
top k1 candidates that induce the largest semantic or temporal
disruption as the first-level prefixes,

WO =TOP-KE ) (F (G ([wi;z1a))), ()

where the TOP-K operator selects the k; elements from W)
that minimize the objective function f(-), identifying the most
effective prefixes.

Based on each retained first-level prefix in WO, we further
sample ¢, additional candidate words as the second-level
prefixes and repeat the evaluation and selection process. This
multi-stage strategy iteratively prepends words, progressively
expanding the incremental semantic deviation and amplifying
adversarial influence in the generated video. The total number
of queries in the whole process is @ = q1 + k1 g2+ ...+

k;—1 - q;. Despite its simplicity, our experiments demonstrate
that inserting even a single word with dozens of queries can
induce significant deviations in the generated video content.

Although T2VAttack-I typically produces adversarial
prompts that remain natural and easily understood by hu-
mans, the inserted words may also be more noticeable to
detectors. To enhance the stealthiness, we propose a variant,
T2VAttack-I++, which introduces character-level perturbations
on the inserted prefixes. These character-level modifications
include insertion, deletion, reordering, substitution, duplica-
tion, symbol replacement, and case flipping. These pertur-
bations reduce the readability of the inserted prefixes while
keeping the words in the original prompt unchanged, thereby
making the modifications harder to detect by human detectors
and further compromising T2V generation quality.

IV. EXPERIMENTS
A. Dataset

Effective adversarial robustness evaluations require both
powerful victim models and well-curated prompts. Although
VBench [16] provides a comprehensive benchmark for evalu-
ating video generative models, its results reveal that current
models still fall short of producing fully complex and co-
herent videos. This limitation makes direct use of VBench
suboptimal for adversarial evaluation, as low performance
may obscure the true impact of attacks. To address this,
we build T2VAttackBench, a high-quality textual dataset
derived from VBench and refined with large language models
like GPT-40. Empirical evaluations with both semantic and
temporal objectives, as shown in Table I, demonstrate that
T2VAttackBench yields videos with better visual-language
alignment and motion dynamics compared to the original
VBench. The construction process for our dataset is as follows.

Prompt Expansion: We augment the VBench dataset by
generating semantically and temporally various prompts using
GPT-4o0 refinement. This process generates 200 additional tex-
tual prompts (denoted GPT-G) covering semantic or temporal
dimensions.

Prompt Filtering: To ensure high-quality adversarial sam-
ples, we employ a two-step protocol, i.e., Model-Centric
Selection and Consensus Filtering. During Model-Centric Se-
lection, four state-of-the-art T2V models independently rank

TABLE I
COMPARISON OF DIFFERENT PROMPT DATASETS ON STATE-OF-THE-ART
T2V MODELS UNDER SEMANTIC AND TEMPORAL METRICS. OUR
PROPOSED T2VATTACKBENCH YIELDS BETTER ALIGNMENT AND
DYNAMICS THAN VBENCH [16] AND GPT-40-GENERATED PROMPTS

(GPT-G).
Objective | Model | VBench GPT-G  Ours
ModelScope 72.6 72.2 81.1
Semantic CogVideoX 65.5 714 79.8
Objective Open-Sora 68.4 70.7 80.1
HunyuanVideo 73.6 76.8 83.0
ModelScope 34.0 20.8 45.2
Temporal CogVideoX 46.8 45.8 83.6
Objective Open-Sora 47.7 24.8 67.9
HunyuanVideo 66.3 48.5 72.1
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TABLE II
ATTACK PERFORMANCE ON T2V MODELS. COMPARISON OF SEMANTIC AND TEMPORAL ATTACKS USING T2VATTACK-S, T2VATTACK-I, AND
T2VATTACK-I++ ACROSS FOUR VICTIM MODELS (MODELSCOPE, COGVIDEOX, OPEN-SORA, AND HUNYUANVIDEO). METRICS INCLUDE PRE-ATTACK
AND POST-ATTACK OBJECTIVE SCORES, ATTACK EFFICACY (SEMANTIC DIFFERENCE OR TEMPORAL DIFFERENCE), SEMANTIC SIMILARITY, AND FORMAL
SIMILARITY. BOLD INDICATES THE MOST EFFECTIVE ATTACK AMONG THE THREE STRATEGIES FOR EACH MODEL.

Attack Victim Semantic Formal Pre-Attack  Post-Attack Difference
Method Models Similarity  Similarity Score Score
Semantic Attack \ Semantic Difference
ModelScope 0.81 0.78 81.1 56.7 244 (130.1%)
CogVideoX 0.84 0.79 79.8 527 27.1 (134.0%)
T2VAttack-S Open-Sora 0.82 0.78 80.1 54.5 25.6 (132.0%)
HunyuanVideo 0.82 0.78 83.0 58.8 24.2 (129.2%)
ModelScope 0.89 0.91 81.1 56.0 25.1 (130.9%)
CogVideoX 0.90 0.91 79.8 55.1 24.7 (131.0%)
T2VAttack-T Open-Sora 0.90 0.91 80.1 50.0 30.1 (137.6%)
HunyuanVideo 0.89 091 83.0 61.6 21.4 (125.8%)
ModelScope 0.89 0.91 81.1 613 19.8 (124.4%)
CogVideoX 0.90 091 79.8 623 17.5 (121.9%)
T2VAtack-l+ o Sora 0.90 0.91 80.1 60.4 19.7 (124.6%)
HunyuanVideo 0.89 091 83.0 67.1 15.9 (119.2%)
Temporal Attack Temporal Difference
ModelScope 0.87 0.80 452 9.3 35.9 (179.4%)
CogVideoX 0.77 0.75 83.6 293 54.3 (165.0%)
T2VAttack-S Open-Sora 0.82 0.77 67.9 19.4 48.5 (171.4%)
HunyuanVideo 0.69 0.64 72.1 36.6 35.5 (149.2%)
ModelScope 0.83 0.86 452 3.4 41.8 (192.5%)
CogVideoX 0.82 0.86 83.6 20.7 62.9 (175.2%)
T2VAttack-I Open-Sora 0.82 0.86 67.9 55 62.4 (191.9%)
HunyuanVideo 0.84 0.86 72.1 422 20.9 (141.5%)
ModelScope 0.83 0.86 452 16.9 28.3 (162.6%)
CogVideoX 0.82 0.86 83.6 333 50.3 (160.2%)
ToVAtack-lH+ () Sora 0.83 0.86 67.9 192 487 (J71.7%)
HunyuanVideo 0.85 0.86 72.1 50.0 22.1 (130.7%)

prompts from VBench and GPT-G, retaining the top-k samples
with the highest video-text similarity and temporal dynamics
scores. For Consensus Filtering, we perform the intersection
of the four model-selected subsets. This rigorous process
guarantees that prompts in T2VAttackBench: (1) produce
videos with strong semantic consistency and dynamic fidelity
under normal conditions, and (2) provide a “clean slate” for
isolating degradation caused by attacks rather than exposing
inherent weaknesses of the models. Detailed specifications,
prompt templates, and the complete dataset are provided in
the Supplementary Materials D.

B. Evaluation Metric

To comprehensively evaluate adversarial robustness of T2V
models, we assess the adversarial prompts across three dimen-
sions: stealthiness, efficacy, and efficiency.

For adversarial prompt stealthiness, we consider semantic
similarity, formal similarity, and word modification count.
The semantic similarity quantifies the degree to which an
adversarial prompt X’ preserves the semantic meaning of the
original prompt X, computed as the cosine similarity between
SentenceTransformer [70] embeddings. The formal similarity
reflects the structural similarity between X and X', quantified

via normalized Levenshtein distance. The word modification
count denotes the number of word-level edits applied to X.

For attack efficacy, we measure the relative difference in
the objective score before and after the attack, defined as
A = f(G(X)) — f(G(X")), where f corresponds to either
the semantic or temporal attack objective. We specifically
refer to these as the Semantic Difference A, and Temporal
Difference A, representing the efficacy of the semantic and
temporal attacks, respectively.

For attack efficiency, we report the total number of queries
to the black-box T2V model, where each query corresponds
to a complete video generation process.

C. Main Results

We conduct comprehensive experiments on four state-
of-the-art T2V diffusion models, including ModelScope,
CogVideoX, Open-Sora, and HunyuanVideo. Table II sum-
marizes the performance comparison across two attack ob-
jectives (Semantic Attack and Temporal Attack) and two
attack approaches (T2VAttack-S and T2VAttack-I). Several
key observations emerge from the results: First, both semantic
and temporal attacks are particularly effective in disrupting
all four T2V models. Second, CogVideoX and Open-Sora
models are more sensitive to semantic attacks. Specifically,
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TABLE III
ABLATION STUDIES ON T2VATTACK-I STRATEGY UNDER VARYING CONDITIONS: (A) DIFFERENT VOCABULARY SOURCES, (B) VARYING WORD
MODIFICATION COUNT AND QUERY ALLOCATIONS, (C) WORD INSERTION POSITIONS. GRAY IS THE DEFAULT SETTING.

(a) Vocabulary

(b) Word Edits (c) Position

Vocabulary Original Filtered Semantic Words Query Semantic Insertion Semantic
Source Size Size Difference Edits Count Difference Position Difference
CLIP [22] 49,408 18,557 23.1 8 11.9 First 25.1
T5 [23] 32,000 11,188 222 | 16 16.7 Middle 21.6
LLaVA [24] 128,000 5377 21.3 gi g(s)i Last 200
BERT [74 22 1 24. : Random 21.1
GPT2 [[775]] 28’257 36%941519 202 4+1x60 28.6 Important 233
’ ’ : 5 4+4x15 26.4
Word2Vec [76] 3,000,000 80,313 23.4 16 +1 x 48 30.1
GloVe [72] 400,001 74,495 25.1 16 +4 x12 29.8
TABLE IV

ABLATION STUDIES ON T2VATTACK-S STRATEGY UNDER VARYING CONDITIONS: (A) VARYING WORD MODIFICATION COUNT AND QUERY
ALLOCATIONS, (B) SYNONYM FILTERING THRESHOLD @, (C) ATTACK SCORE CRITERION 75 ON SEMANTIC OBJECTIVE, (D) ATTACK SCORE CRITERION T¢
ON TEMPORAL OBJECTIVE. GRAY IS THE DEFAULT SETTING.

(a) Word Edits (b) Synonym Threshold 6

(¢) Semantic Criterion 75 (d) Temporal Criterion 7

Words Query  Semantic Synonym Semantic Semantic  Semantic Temporal  Temporal
Edits Count  Difference Threshold  Difference Criterion  Difference Criterion  Difference
1 23 16.1 0.90 242 0.30 294 0.02 37.3
0.80 24.4 0.40 27.8 0.05 36.6
2 284 20:5 0.70 25.1 0.50 244 0.10 35.9
3 343 24.4 0.60 25.2 0.60 21.6 0.15 353
0.50 25.5 0.70 17.4 0.20 34.5

T2VAttack-S reduces the semantic score of the CogVideoX
model by 34.0%, while T2VAttack-I decreases the semantic
score of Open-Sora by 37.6%. Conversely, ModelScope and
Open-Sora models are more sensitive to temporal attacks, with
T2VAttack-I reducing the temporal dynamics score of Mod-
elScope and Open-Sora by 92.5% and 91.9%, respectively.
Third, HunyuanVideo demonstrates notably stronger robust-
ness across different attack types. We attribute this robustness
to its integrated prompt rewrite mechanism [73]. Fourth,
T2VAttack-I is generally more advantageous than T2VAttack-
S in temporal attacks. However, the rewrite mechanism [73]
in HunyuanVideo effectively defends against this insertion
strategy. While T2VAttack-I++ further enhances visual decep-
tion, it introduces a trade-off by slightly compromising overall
performance.

D. Ablation Study

We perform extensive ablation studies and in-depth analyses
of our attack methods. These include parameter ablations
for three attack methods: T2VAttack-I, T2VAttack-S, and
T2VAttack-I++, as well as three discussions covering: Text
Editing Operations, Attack Stealthiness, and Part-of-Speech.
All of these experiments are conducted on ModelScope.

1) T2VAttack-1 Ablations: We first investigate how vocab-
ulary selection affects the performance of the T2VAttack-I
strategy in Table III-(a). Candidate vocabularies are derived
from T2V-related text encoder (e.g., CLIP [22], TS [23],
LLaVA [24]), traditional NLP embeddings (Word2Vec [76],
GloVe [72]), and large language models (BERT [74],

GPT [75]). Except for LLaVA, which employs the LLaVA-
Llama-3-8B variant [77], all models use their official vocabu-
laries. Since modern large models commonly employ subword
tokenization, we apply a spell-check filter to retain only valid
words. The results indicate that GloVe achieves the highest
overall attack score of 25.1 with a filtered vocabulary size
of 74,495 tokens. Despite a smaller post-filtering vocabulary,
BERT retains competitive attack effectiveness. This suggests
that carefully selecting a semantically relevant subset of words
is crucial for attack efficacy. Table III-(b) analyzes the impact
of word modifications and query counts on T2VAttack-I.
Increasing the number of queries significantly enhances the se-
mantic objective difference. Extending the attack to two-word
insertions further reduces semantic similarity. For instance,
allocating 1644 x 12 queries reduces the semantic score of the
ModelScope model by 29.8. This query allocation involved 16
queries to select the top 4 most influential words for the first
prefix, followed by 12 queries for each of these words to select
the second prefix, with a total of 64 queries. Notably, insert-
ing a single prefix word with 64 queries generally achieves
strong attack performance. Table III-(c) investigates the effect
of insertion positions on T2VAttack-I. Surprisingly, inserting
words at the beginning of the prompt proves to be the most
effective, reducing the semantic score of ModelScope by 25.1.
This even outperforms inserting a word at the most important
position in the prompt, whose importance is calculated using
Equation 4. In contrast, inserting a word at the end of the
prompt has the least impact.
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TABLE V
ABLATION STUDIES OF CHARACTER-LEVEL PERTURBATION COUNT ON
T2VATTACK-I++ STRATEGY. -’ DENOTES T2VATTACK-I BASELINE
RESULTS. GRAY IS THE DEFAULT SETTING.

Char-perturbations Semantic
Query Count Difference

- 25.1

8 16.8

16 19.8

24 21.1

32 233

2) T2VAttack-S Ablations: Table IV analyzes the impact
of word modifications and query allocations, synonym thresh-
olds, and attack score thresholds on T2VAttack-S. The word
modification count, which represents the maximum number of
substitutable words, controls the query count during the attack
process. This query count includes the importance calculation
of each word in the prompt when ranking and querying
adversarial prompts for synonym substitution. As shown in
Table IV-(a), as the number of substitutable words increases,
both the query count and attack effectiveness increase. To
maintain the stealthiness of adversarial prompts, we limit
the number of word modifications to no more than three.
Table IV-(b) investigates the impact of the synonym threshold
on T2VAttack-S. Since our synonym candidates are sourced
from WordNet lexical databases, this candidate set already
has a high similarity to the target words. As a result, the
overall change in semantic similarity is minimal. However, this
synonym filtering process can optimize synonym candidates
for some adversarial prompts, thereby improving adversarial
prompt stealthiness due to the polysemy inherent in WordNet.

Table IV-(c) and Table IV-(d) analyze the influence of attack
score thresholds on T2VAttack-S in semantic and temporal
attacks. The attack score threshold represents the exit criterion
for the substitution process, and its optimal value differs sig-
nificantly between semantic and temporal objectives. A higher
criterion threshold corresponds to a looser exit condition for an
attack, leading to lower attack effectiveness but improved ef-
ficiency. For simple examples, a low criterion threshold strug-
gles to achieve high stealthiness and high-quality adversarial
examples; for complex examples, a high criterion threshold
makes it difficult to generate effective adversarial examples.
Therefore, the criterion threshold represents a delicate trade-
off between stealthiness and effectiveness in the T2VAttack-S
strategy.

3) T2VAttack-I++ Ablations: Table V analyzes the impact
of additional character-level perturbations on T2VAttack-I++.
We treat the one-word, 64-query T2VAttack-I as the baseline,
and then apply random character-level modifications to the
inserted prefix words. These modifications, including char-
acter insertion, deletion, reordering, substitution, duplication,
symbol replacement, and case flipping, obscure the newly
added semantics and thereby enhance the attack’s stealthi-
ness. Consequently, these perturbations initially decrease the
semantic score difference due to the semantic disruption.
However, as the number of character perturbations increases,

TABLE VI
COMPARISON OF VARYING TEXT EDITING OPERATIONS (SUBSTITUTION,
REORDERING, INSERTION, AND DELETION) AT DIFFERENT WORD
POSITIONS (FIRST AND IMPORTANT).

Text Position Semantic Formal Semantic
Editing Similarity  Similarity Difference
Insertion First 0.89 091 25.1 (130.9%)

Important 0.93 091 23.3 (128.7%)
- First 0.89 091 40 (149%)
Substitution (- ortant 0.82 0.91 21.6 (126.6%)
Deletion First 0.97 091 2.4 (13.0%)
Important 0.89 091 21.8 (126.9%)
. First 0.97 0.82 33 (14.1%)
Reordering -\ ortant 0.98 0.82 7.9 (19.7%)
TABLE VII

COMPARISON OF DIFFERENT STEALTHINESS CONDITIONS:
CHARACTER-LEVEL PERTURBATIONS AND RANDOM POSITION INSERTION

STRATEGY.
Stealthiness Semantic Formal Semantic
Character Random | Similarity Similarity Difference
Perturbations  Insertion
0.89 091 25.1 ({30.9%)
v 0.89 091 19.8 ({24.4%)
v 091 091 21.1 ({26.0%)
v v 0.91 0.91 17.2 (J21.2%)

the reduction effect gradually diminishes. For attack efficiency,
T2VAttack-I++ applies 16 additional character-level perturba-
tion queries, yielding a total of 80 queries per attack.

4) Text Editing Operations: In NLP, four fundamental ad-
versarial operations are widely employed in text classification
tasks: substitution, reordering, insertion, and deletion [78]. We
adopt analogous operations to assess the adversarial robustness
of T2V models: substituting a word with a random word,
reordering two words, inserting a random word, and deleting
a word. For the substitution and insertion operations, the
newly introduced random words are sourced from the GloVe
vocabulary.

Table VI presents the impact of these varying text editing
operations, with editing positions including the first posi-
tion and the most important word position (determined by
Equation 4). For example, the Insertion-Important operation
inserts a random word before the most important word,
while the Reordering-First operation swaps the first word
with a randomly selected word. The results yield two key
findings: First, the insertion operation exerts a significant
influence on semantic similarity, whereas reordering has a
minor effect. Second, substitution and deletion operations
substantially reduce semantic similarity only when applied to
the important word position, with negligible impact at other
positions. Considering that the deletion operation introduces
more noticeable modifications to the prompt, particularly when
applied to important positions, we employ substitution and in-
sertion as our two primary attack strategies. More experimental
results and details for other editing positions are provided in
Supplementary Materials E.
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Fig. 3. Part-of-Speech (POS) analysis on T2VAttack-1. The figure plots the proportion difference between the POS distribution of the top-K most effective
adversarial words and the full vocabulary, with a positive value indicating a higher likelihood of POS being effective adversarial tokens. (a) Semantic attacks:
nouns dominate, strongly affecting semantic content. (b) Temporal attacks: nouns and verbs dominate, perturbing temporal dynamics.

5) Attack Stealthiness: For sentiment classification tasks in
NLP, replacing “accept” with “reject” can flip the sentiment
from positive to negative. In contrast, T2V models exhibit a
lower tolerance for such obvious perturbations. For example,
replacing “Two pandas discussing an academic paper” with
“Two womens discussing an academic paper” may not con-
stitute a successful adversarial example. To further enhance
the stealthiness of adversarial perturbations, we introduce
additional constraints into our attack methods.

In T2VAttack-S, we restrict the source of substituted words
to synonyms and apply a three-step “filter—select—check” con-
straint mechanism. In T2VAttack-I, we consider two con-
straints to improve stealthiness: character-level perturbations
and random insertion positions. Table VII shows the impact of
these constraints on attack effectiveness, by semantic attacks
on ModelScope. Character perturbations result in a negative
impact of 5.3 in semantic similarity, while random inser-
tion position causes a negative impact of 4.0. These results
demonstrate a clear trade-off between attack stealthiness and
effectiveness. It is worth noting that while character pertur-
bations can obscure the intent of the introduced adversarial
words, they are prone to be detected and corrected by specific
methods [79]. For human observers, such perturbations im-
prove stealthiness; for machines, they diminish it. Therefore,
we retain both T2VAttack-I and T2VAttack-I++ to address
different environmental conditions.

6) Part-of-Speech (POS): To further investigate the behav-
ior of the T2VAttack-I attack, we analyze the POS distribution
of adversarial words under a 64-query, one-word insertion
setting. Specifically, we compute the proportion difference
between the POS distribution of the top-K lowest-scoring
words (i.e., most effective adversarial words) and that of the
full candidate vocabulary. A larger difference indicates that
words of a particular POS type are more likely to dominate
in terms of attack effectiveness.

As illustrated in Fig. 3, for semantic attacks, nouns show
the largest increase in top-K representation, suggesting their
strong impact on visual-semantic disruption. For temporal at-

tacks, both nouns and verbs contribute significantly, reflecting
their critical ability in disturbing motion modeling and tem-
poral consistency. These findings emphasize the importance
of POS-aware adversarial strategies and provide insights into
linguistic patterns that more effectively degrade T2V model
performance.

E. Visualization

Fig. 4 provides representative visualization examples illus-
trating the effects of subtle textual perturbations introduced
by T2VAttack-I, T2VAttack-S, and T2VAttack-I++ attacks
across four T2V models: ModelScope, CogVideoX, Open-
Sora, and HunyuanVideo, with temporal attacks illustrated via
optical flow magnitudes to highlight motion changes. Two key
patterns emerge from these observations. First, T2VAttack-S
emphasizes local and strict semantic constraints by replacing
words with close synonyms. Utilizing a greedy search, it
progressively modifies the prompt until the generated video
exhibits clear semantic shifts or degraded temporal dynamics.
Second, T2VAttack-I, limited to a single word insertion, strate-
gically inserts the word most likely to introduce a conflicting
or disruptive concept, thereby destabilizing the model’s ability
to synthesize coherent visual narratives. Collectively, these
examples underscore that even minor prompt perturbations can
significantly compromise semantic fidelity and temporal con-
sistency in T2V diffusion models. More challenging visualiza-
tion results on HunyuanVideo are provided in Supplementary
Materials F.

F. Limitation

Computational Cost: Both T2VAttack-S and T2VAttack-
I are score-based black-box attacks. Such score-based attack
methods require multiple queries to the victim model to obtain
generated videos, and thus, the runtime depends on both the
query count and the model’s inference time. T2V models are
generally highly resource-intensive and time-consuming, for
instance, producing the highest-quality video on Hunyuan-
Video can take up to 50 minutes per inference. Despite strict
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Fig. 4. Visualization of adversarial attack effects across four T2V models (columns: ModelScope, CogVideoX, Open-Sora, HunyuanVideo). Rows correspond
to: (1) Semantic attack - T2VAttack-S; (2) Semantic attack - T2VAttack-I; (3) Temporal attack - T2VAttack-S; (4) Temporal attack - T2VAttack-1. In Substitution
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limitations on the number of queries, the overall attack process
remains computationally expensive. Challenges in Temporal
Attack: An effective temporal attack would ideally render the
generated video completely static even when the prompt spec-
ifies dynamic content. For CogVideoX and HunyuanVideo,
some adversarial prompts only partially diminish the temporal
dynamics of the generated videos, while some trickily exploit
degenerate solutions (e.g., shrinking the size of moving objects
or reducing background motion) rather than fully eliminating
motion. Consequently, achieving high-quality temporal attacks
remains an open challenge for future research.

V. CONCLUSION

This paper presents a pilot investigation into adversarial
attacks on Text-to-Video diffusion models. We propose two
prompt perturbation approaches, T2VAttack-S and T2VAttack-
I, and evaluate them across two attack objectives that target
semantic fidelity and temporal dynamics. Our experimental
results reveal that even minor modifications can significantly
induce semantic shifts or degenerate temporal dynamics in
the generated videos, exposing critical vulnerabilities within
current T2V models. Despite the simplicity of our methods,
these findings underscore the urgent need to improve adver-
sarial robustness in T2V generation. Future work should focus
on developing effective countermeasures to mitigate such
adversarial threats, thereby ensuring safer and more reliable
content generation for real-world applications.
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