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Abstract—Convolutional Neural Networks (CNNs) and their
quantized counterparts are vulnerable to extraction attacks,
posing a significant threat of IP theft. Yet, the robustness of
quantized models against these attacks is little studied compared
to large models. Previous defenses propose to inject calculated
noise into the prediction probabilities. However, these defenses
are limited since they are not incorporated during the model
design and are only added as an afterthought after training.
Additionally, most defense techniques are computationally ex-
pensive and often have unrealistic assumptions about the victim
model that are not feasible in edge device implementations and
do not apply to quantized models. In this paper, we propose
DivQAT, a novel algorithm to train quantized CNNs based on
Quantization Aware Training (QAT) aiming to enhance their ro-
bustness against extraction attacks. To the best of our knowledge,
our technique is the first to modify the quantization process to
integrate a model extraction defense into the training process.
Through empirical validation on benchmark vision datasets, we
demonstrate the efficacy of our technique in defending against
model extraction attacks without compromising model accuracy.
Furthermore, combining our quantization technique with other
defense mechanisms improves their effectiveness compared to
traditional QAT.

Index Terms—Machine Learning, Quantization,

Model extraction attacks.

Security,

I. INTRODUCTION

In modern computing, the development of Deep Learning
(DL) models has resulted in a new era of innovation and tech-
nological advancement. These models, trained on vast datasets,
have demonstrated remarkable capabilities across many tasks,
from image recognition to natural language processing [1],
[2]. As the demand for intelligent systems continues to grow,
there is a pressing need for deploying DL models on edge
devices, such as smartphones, and IoT devices, to enable real-
time inference and decision-making in embedded systems.

Deploying DL models on edge devices presents unique
challenges, particularly in terms of computational resources,
memory constraints, and energy efficiency. To address these
challenges, researchers propose to compress DL models with-
out significantly affecting their performance using techniques
such as pruning and quantization: the former relies on re-
ducing redundant and non-informative neurons [3], [4], and
the latter reduces the number of bits required to represent
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Fig. 1. In model extraction attacks, the adversary leverages the prediction
probabilities of their inputs to build a labeled dataset. Then the attacker uses
this dataset to train their stolen model.

the model weights [5], [6]. Quantization generally outper-
forms pruning due to its predictable memory savings and
efficiency [7]. By reducing the precision of model parameters,
quantization techniques effectively lower the computational
costs and memory footprint of DL models, making them more
suitable for deployment on edge devices [8].

The widespread adoption of DL techniques has raised
concerns about their security and privacy [9]. Particularly, in
model extraction attacks, also called as model stealing attacks,
adversaries can exploit the output predictions of a deployed
model to extract a surrogate model. Fig. 1 illustrates the
process of an extraction attack to steal a vision model. Even
in a black-box setting, by observing the input-output pairs,
the attacker can build a labeled dataset to train a surrogate
Convolutional Neural Network (CNN) with high accuracy and
fidelity to the victim, posing a significant risk of Intellectual
Property (IP) theft [10]. Extraction attacks are less studied
in the literature than adversarial attacks since the latter have
a direct impact on deteriorating the model’s performance.
Adversarial attacks focus on crafting adversarial examples
to evade the classification or fool a model [11]. However,
extraction attacks are not of less importance since they may
serve as a stepping stone to adversarial attacks and make them
easier. An adversary could leverage the extracted model as a
substitute victim to craft adversarial examples transferable to
the original victim [12]. Hence, defending against extraction
attacks makes other attacks more difficult.

State-of-the-art defenses against model extraction attacks
still have multiple limitations. Firstly, they do not modify
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the training algorithm to integrate the defense into training.
In contrast to adversarial training [13], which was introduced
to create models robust by design against adversarial exam-
ples, defenses against extraction attacks are still added as
an afterthought to the models. The key idea of state-of-the-
art defenses against model extraction attacks on computer
vision models is often to inject noise into prediction prob-
abilities [14]-[18]. While effective to some extent, some of
these defenses are computationally expensive and may not
be feasible for real-time and edge implementations due to
resource constraints and induced significant delays in inference
time [14], [15]. This prevents their integration into quantized
models. Other defenses preserve the model inference time
and may be applied to quantized models without additional
training [17], [18]. Yet, none of them have been customized
for quantized models [17], [18], nor do they focus on incorpo-
rating security into the training and design of quantized CNNss.

In this paper, we introduce Divergence-Based Quantization

Aware Training (DivQAT), a novel approach that addresses
the vulnerabilities of quantized models to model extraction
attacks. DivQAT is a technique designed to enhance the robust-
ness of quantized models against stealing attacks on CNNs.
Unlike previous methods that add defenses as an afterthought,
DivQAT integrates a model extraction defense directly into
the Quantization Aware Training (QAT) process. Our approach
introduces a divergence loss term during QAT, increasing the
dissimilarity between the prediction probability distributions
of the original and quantized models. During quantization,
instead of minimizing the cross-entropy loss of the quan-
tized model with relation to the true labels, we additionally
maximize the KL-divergence loss between the quantized and
the original model predictions. KL-divergence can be used
to maximize the similarity between two models [19], thus
our rationale, is that maximizing this loss would help deviate
probabilities of the quantized model from the same distribution
as the large one. By manipulating this divergence, we slightly
poison prediction probabilities that are crucial for adversaries
attempting model extraction, thus strengthening the robustness
of quantized models without compromising their accuracy.

Through extensive experimentation, we demonstrate the

effectiveness of our technique in enhancing the robustness of
quantized models against extraction attacks, while preserving
the accuracy. Besides, we combine DivQAT with efficient
state-of-the-art defenses that can be applied in quantized
models and find that our training approach improves their
performance. To summarize, we make the following contri-
butions:

o we propose a novel approach to QAT, which aims to en-
hance the robustness of quantized models against model
extraction attacks. To the best of our knowledge, our
technique DivQAT is the first to modify the quantization
process to integrate a model extraction defense directly
into the training phase;

o through empirical validation on benchmark vision
datasets and against state-of-the-art attacks, we demon-
strate the efficacy of our technique in mitigating the risks
posed by model extraction attacks, without compromising
the accuracy of the model, and;

o when combined with other post-training defense mech-
anisms, our quantization technique, DivQAT, improves
their effectiveness compared to traditional QAT, pro-
viding an additional layer of security for edge devices
deploying quantized models.

In the remainder of this paper, we provide an overview
of the background and related work in Section II, we delve
into the methodology behind our proposed divergence-based
quantization technique in Section III, we present and discuss
the experimental results in Section IV, and finally, we conclude
the paper in Section V.

II. BACKGROUND AND RELATED WORK

In this section, we introduce the background and basic
concepts to Machine Learning (ML) and the quantization of
CNNs mentioned in our work. Then, we review the related
work to model extraction attacks and defenses.

A. Machine Learning (ML)

ML algorithms are computational methods that learn from
data to perform specific tasks [20]. This data comprises exam-
ples with quantitatively measured features, each represented as
a vector in a multi-dimensional space.

DL, a subset of ML, involves techniques based on Artificial
Neural Networks (ANNs) [20]. DL models map input vectors
to output values through multiple layers of interconnected
neurons. These models are trained by optimizing their param-
eters to minimize a loss function, typically using methods like
Stochastic Gradient Descent (SGD) [20]. SGD is an iterative
optimization method commonly used for minimizing a cost
function in ML models. During training, SGD processes one
training example (or a small batch) at a time. It updates
the model parameters by taking a step in the direction of
the negative gradient of the cost function. The learning rate
controls the step size during parameter updates. The loss
function (often denoted as £) quantifies the difference between
the predicted values and the actual labels. For instance, the
cross-entropy loss equation is defined as:

Lop(y, fw(x) ==Y yilog fw(w:) (1)

where y; is the actual label for the i-th example, fy (x;) is
the predicted value (i.e., the output of the model) for the ¢-
th example and W represents the model parameters. In each
iteration of SGD, the gradient of the loss function with respect
to the model parameters is computed, and the parameters
are updated accordingly. The process repeats for a specified
number of iterations or until convergence.

Generative models are a class of ML models designed
to create new data samples that resemble a given dataset.
They learn the underlying patterns and generate novel
instances. Popular examples include Variational Autoen-
coders (VAEs) [21] and Generative Adversarial Networks
(GANSs) [22].

Convolutional Neural Networks (CNNs) are a specific type
of DL models that are particularly suitable for tasks involving
images. The input to a CNN is typically an image, and



the features are the individual pixels of the image. CNNs
use convolution operations and non-linear activations to learn
filters and characteristics relevant to the task [23]. These filters
can capture local patterns, like edges and shapes, in the input
image. After sufficient training, CNNs can learn high-level
features in images that are useful for tasks such as image
classification. This makes CNNs highly effective for computer
vision tasks.

B. Quantization of CNNs

Quantization is a fundamental technique used to reduce
the computational and memory requirements of DL models,
particularly when deploying them on resource-constrained
devices such as edge devices [5], [6]. In the context of
Convolutional Neural Networks (CNNs), quantization involves
reducing the precision of the model parameters, such as
weights and activations, from floating-point numbers to lower
bit-width integers [24]. Quantization techniques fall into two
families: Post Training Quantization (PTQ) and Quantization
Aware Training (QAT) [8].

PTQ is a commonly used approach where quantization is
applied after the model has been trained using full precision
(usually 32-bit floating-point numbers). In PTQ, the model is
first trained using standard techniques, and then the weights
and activations are quantized to lower precision (e.g., 8-
bit integers) during inference. While PTQ is straightforward
to implement and is effective in reducing model size and
inference latency, it may suffer from accuracy degradation due
to quantization-induced errors [8].

QAT, on the other hand, integrates the quantization process
into the training pipeline. During QAT, the model is trained
with quantization in mind, simulating the lower precision
arithmetic that will be used during inference [25]. This allows
the model to adapt to the quantization effects, often resulting
in a quantized model that closely approximates the accuracy
of the original full-precision model. QAT involves additional
training for a pre-trained model with quantization constraints,
which requires additional computational resources and time
compared to PTQ but can yield superior performance on
quantized models [8].

C. Model stealing attacks

Model extraction attacks on DL models, also known as
model stealing attacks, pose a significant threat to the IP of ML
model owners. These attacks occur during the inference phase,
even in black-box settings, where an adversary can observe
the prediction outputs of their queries to a model and attempt
to replicate its functionality or parameters [10]. The goal is
to create a classifier that matches or closely approximates
the target classifier, which not only risks the IP but also
facilitates other attacks like membership inference [26] and
evasion attacks [27].

Model stealing attacks are categorized into two types: side-
channel extraction attacks (leveraging hardware side-channel
information) [28]-[31] and API-based extraction attacks (ex-
ploiting input-output predictions through APIs) [10], [12],

[32]-[42]. In this paper, we focus on stealing attacks that
leverage API access.

Earlier work [12] introduces a method to generate synthetic
data using Jacobian-based data augmentation techniques. Then
using this data they query the target model. They use the
stolen model to craft adversarial examples [43] to evade the
classification of the victim model. An intriguing attack, known
as KnockoffNets [32], aims to create a functionally equivalent
clone of CNNs using random and publicly available data.
Despite its simplicity, KnockoffNets outperforms other state-
of-the-art stealing attacks.

Recent advancements in extraction attacks against CNNs
include MAZE [39] and DFME [40]. These approaches lever-
age generative models for building the adversary’s dataset,
without relying on public datasets. They generate query images
while observing the output predictions of the victim model to
target the decision boundary better. They achieve successful
extraction for most cases, albeit at the cost of requiring
millions of queries compared to KnockoffNets.

Other stealing attacks in the literature assume that a target
model can only output top-1 predictions (hard labels) instead
of probability values [41], [42]. This could limit the amount of
information that can be obtained about the model’s confidence
in its predictions. In our work, we only consider attacks
leveraging soft labels with full access to output probabilities.

D. Model stealing defenses

To protect models against API-based model stealing attacks,
researchers propose to add perturbation to the prediction
probabilities [14]-[18]. Since the adversary relies on these
predictions to build a labeled dataset, the defender aims to
poison the attacker’s training data with perturbed annotations.

The Reverse Sigmoid (RS) defense [17] proposes to change
the activation function of the last layer of a Neural Network
(NN) to a reverse sigmoid to perturb the output predictions.
However, the transparency of the model is negatively affected
by using such a high perturbation level in this technique.
Another method includes truncating the probability scores [32]
but it is ineffective against state-of-the-art attackers due to its
simplicity. Additionally, adding random noise is explored [32]
but is considered a bad strategy as it compromises the de-
fender’s performance due to large perturbation levels. Some
defenses propose monitoring the input queries to detect an
ongoing attack by identifying a deviation from the normal
distribution [44] or a high volume of Out-of-Distribution
(OOD) queries [16]. In Adaptive Misinformation (AM) [16]
defense, queries with low prediction scores are marked as
OOD, and using an auxiliary model, a high noise is injected
into the predictions. Nevertheless, this method is susceptible
to false positives, which deteriorates the model’s performance.

Recent works [14], [15] propose to compute the appropriate
perturbation level per query relying on optimization methods.
MAD [14] is a defense that attempts to solve an optimization
problem where it mimics the attacker by using a different
network and tries to add the perturbation that maximizes the
error of the simulated surrogate model. It aims to deviate the
adversary’s gradient signal by injecting targeted noise into the



TABLE I
OUR APPROACH VS. STATE-OF-THE ART METHODS DEFENDING AGAINST
EXTRACTION ATTACKS

Approach Fast No auxiliary Low Integrated

inference model perturbation  in training
MAD [14] X X v X
GRAD? [15] X X 4 X
AM [16] v X 4 X
RS [17] v v X X
DCP [18] v v 4 X
DivQAT v v v v

prediction probabilities. However, computing these perturba-
tions is computationally expensive and delays the inference
latency. GRAD? [15] is a method similar to MAD, focusing
on redirecting the gradient signal. It suggests simulating the
attacker’s knowledge by training a surrogate model using
the attacker’s queries. However, GRAD? assumes that the
attacker will send a large batch of queries for training the
simulated attacker, which limits its practicality. This is because
it presumes that the system where the model is deployed for
predictions has enough hardware resources for the training.

Deception (DCP) [18] is a heuristic defense that perturbs
output probabilities without additional training nor relying
on an auxiliary model. Their technique is inspired by the
defenses RS and AM, but it achieves better trade-offs be-
tween the defender’s accuracy and the perturbation level while
maintaining low inference latency. The authors demonstrated
the effectiveness of their defense on large CNNs and their
quantized counterparts. However, DCP does not modify the
quantization process but rather uses a simple heuristic function
to compute the noise that can be injected at the last layer of
a model during inference.

To summarize, current strategies to defend against model
extraction attacks on computer vision models typically in-
volve adding noise to predictions. However, none of these
defenses [14]-[18] are tailored for quantized models, nor do
they explore integrating security into the training and design
of quantized CNNs (Table I). Additionally, some of these
strategies [14], [15] are computationally demanding and may
not be suitable for real-time and edge deployments due to
resource limitations and significant inference time delays.

III. METHODOLOGY

In this section, we present the threat model assumptions.
Then, we describe our approach DivQAT, the validation pro-
cess in our methodology, and the evaluation metrics.

A. Threat model

After quantization, the model owner (i.e., the victim) pro-
vides an API access to users where they can send inputs (e.g.,
images) and receive output probabilities (e.g., 90% being a
vehicle). We consider a scenario where the attacker has API
access to the victim’s quantized model, akin to a benign user’s
interaction. The attacker lacks direct access to the model’s
architecture, training data, or parameters. Despite these lim-
itations, model stealing attacks remain feasible through the

observation of input-output pairs [32]. The attacker’s objective
is to replicate the victim model’s functionality closely.

B. Approach

Our approach focuses on disrupting the output probabilities
that API-based model stealing attacks typically exploit. We
propose an alteration to the QAT process, aiming to produce
a quantized model that, while maintaining accuracy, yields
probabilities divergent from the original model. We introduce
DivQAT: a divergence-based QAT algorithm. This divergence
introduces noise into the attacker’s dataset, hindering their
ability to replicate the model effectively.

We implement our approach by integrating a divergence-
based loss term into the QAT process. Figure 2 describes the
steps of our algorithm. To illustrate, let fy;,, represent a large
(i.e., non-quantized) model trained with a dataset X and fWQ
denote its quantized counterpart, with Wy, and W being their
respective parameters. Let z; and y; denote a training example
and its ground truth label. In a normal quantization process,
the quantized network is trained by minimizing cross-entropy
loss, defined as:

Lce(y, fwy (x Z yilog fw, (2:) 2

Our proposed methodology modlﬁes the loss function by
incorporating a divergence term, specifically the Kullback-
Leibler (KL) divergence [45]. We modify the loss to minimize
the cross-entropy loss of the quantized model and to maximize
the KL-divergence between the large and the quantized model.
Contrary to previous work that used KL-divergence as a mean
to maximize the similarity between two models while trans-
ferring the knowledge between them [19], [39], our rationale
is that using this loss would help deviate probabilities of the
quantized model from the same distribution as the large one.
For example, in knowledge distillation [19], where knowledge
is transferred from a large network to a smaller one, both
the cross-entropy loss and the KL-divergence are minimized.
Furthermore, extraction attacks such as MAZE [39] leverage
minimizing the KL-divergence while training the stolen model,
to have a surrogate model that closely mimics the victim.

In our DivQAT algorithm, we seek to have a quantized
model that does not imitate the decision boundary of the origi-
nal model but rather have a more generalized one that makes it
harder to extract knowledge from. During quantization, when
computing the KL-divergence loss in each training epoch, we
additionally feed the training examples to the large model and
get their predictions. The large model and the quantized model
predictions are respectively denoted as fy, (z;) and fy, (z;)
for an input z;. Then, the KL-divergence is calculated as
follows:

fuwg (i
ZfWQ (a;) log fVVEQ gi 3)

Consequently, our proposed loss function becomes:

DKL(fWQ ) ” fWL

=Lore(Y, fwy (7))
—aDgr(fwe () || fw, (x))

£(y7fWQ7fWL) (4)



Training
Dataset

Forward pass

. Images < P True Labels
gy [10..00]
B\ g.w [01..00]
1s 4 [0.810.03 ... 0.010.02] 00..01]
a_— L\ [0.010.90 ... 0.03 0.01] [00. 10
Quantized [0.01004 .. 0.740.12]
Non- uantized Forward pass [0.14 0.23.”. 0.01 0.56] .
I\(ﬁodel Model [————————P Predictions———P>| Loss calculation
(trained) Inlgaltlsatlon: CrossEntropy
etup a . L
. 0SS
quantized clone ¢ Backpropagation
_______________ 0.84 0.01 ... 0.02 0.01 KL-Divergence
{0.02 0.89...0.04 0.03} _> 9
..... Loss
[0.03 0.05 ... 0.70 0.11]
[0.110.20...0.02 0.58]

P> Predictions

Fig. 2. Our Div-QAT approach: First, we initialize a quantized neural network based on a trained non-quantized model (red dashed arrow). Then, the quantized
model is trained on the same training dataset as the original model. In each training step, input images are fed to the quantized model (forward pass) to
provide prediction probabilities which will be used along with the true labels to compute the cross-entropy loss (green arrows). Additionally, we feed the
training examples to the original (non-quantized) model and get their predictions to compute the KL-divergence between them and the quantized model’s
predictions (blue bold arrows). After that, the loss (Eq. 4) is computed. The quantized neural network weights are updated through backpropagation and the

training process continues.

Here, « is a hyperparameter that we add to balance between
the cross-entropy loss and the KL-Divergence loss and hence
it controls the trade-off between accuracy and robustness
against model extraction. The training relies on minimizing
the loss function, thus a negative KL-divergence term would
push the model to maximize the divergence between the
probability distributions while minimizing the cross-entropy
loss to maintain the accuracy.

C. Validation

Validating our approach, we seek to answer multiple re-
search questions:

o Does our quantization algorithm enhance the robustness
of quantized models against extraction attack?

o How does the robustness of models obtained through
DivQAT compare to other quantized models and baseline
defenses applicable to quantized models?

o What is the impact of combining our quantization algo-
rithm with other defenses?

o Does DivQAT work on different quantization configura-
tions?

We use several model stealing attacks to validate the
robustness of quantized CNNs obtained by our algorithm
DivQAT. We perform traditional stealing attacks that rely
on publicly available datasets to query the model namely
KnockoffNets [32]. Additionally, we leverage data-free steal-
ing attacks that utilize generative models to synthesize data,
namely DFME [40] and MAZE [39].

We compare the robustness of models obtained through
DivQAT with the original large model, quantized models
obtained through QAT and PTQ as well as other defenses.
To the best of our knowledge, the state-of-the-art defenses

that are suitable for edge device implementations on quantized
models are: DCP [18], and RS [17]. These defenses maintain
the inference time without requiring additional models.

Then, we evaluate the impact of our quantization algorithm
on other post-training defenses against stealing attacks. In
this validation step, we train models using DivQAT and
QAT. Then, after applying DCP and RS defenses to models
obtained through both quantization algorithms, we evaluate
their robustness against stealing attacks.

Finally, we test our approach on different variations of QAT.
The quantization algorithm can be adapted depending on the
target device which will be used during inference: mobile or
server. We quantize models using both configurations, then
we validate their robustness against extraction attacks.

D. Evaluation metrics

The performance of defenses against stealing attacks is
measured through the adversary model’s prediction results
on the victim’s test data. To estimate how well a stolen
adversary model performs on the same task as the victim,
we follow previous work in this research area [15], [17], [18]
and compute the Adversary’s classification error. This metric
measures the stolen functionality from the victim, i.e., the
performance of the extracted model on the same task. Further-
more, to estimate the fidelity of the predictions of the adversary
model to the victim, we compute the Disagreement between
them. This metric is obtained by calculating the fraction of
mismatching predictions from the victim and the extracted
model. This is similar to calculating the classification error
of the extracted model using the predictions of the attacked
victim as ground truth labels. A powerful adversary would
have lower Adversary’s classification error and Disagreement,



TABLE II
SELECTED DATASETS IN OUR EXPERIMENTS

Dataset  Dataset size Description Classes Samples

CIFAR10  Train: 60k Images of animals 10 [-:! e
Test: 10k and vehicles | d

CIFAR100 Train: 60k Diverse real-world 100 I: J -
Test: 10k images.

SVHN Train: 73k Images of street 10 m | m
Test: 26k view house numbers

GTSRB  Train: 39k German traffic signs 43 r £
Test: 12k dataset @ @

hence we seek to maximize both metrics to weaken the
adversary and hinder the model extraction attack.

To measure the impact of our defense algorithm on the
victim model, similar to [15], [18], [32], we use two utility
metrics: the Defender’s classification error and the ¢ distance
between the clean predictions and the perturbed predictions
by each defense technique. The ¢; distance metric measures
the magnitude of the perturbation that impacts the prediction
probabilities, i.e., it is the distance between the clean proba-
bilities and the perturbed ones. For example, an ¢; distance
larger than 1 entails a high perturbation that might harm the
model’s transparency and reduce its utility when probabilities
are required to be precise [18].

IV. EXPERIMENTS

In this section, we explain our experimental setup including
the datasets, the neural network architectures, and the training
process. Then, we show and analyze our experimental results
validating our approach.

A. Experimental setup

1) Victim datasets: We leverage CNNs trained on 4
benchmark vision datasets: CIFAR-10 [46], CIFAR-100 [46],
SVHN [47] and GTSRB [48]. We describe these datasets
in Table II. CIFAR-10 is an image dataset of 10 classes of
animals and vehicles. CIFAR-100 contains 100 classes of
diverse real-world images such as objects, people, animals,
fruits, and vegetables. SVHN is a dataset of 10 classes of
images of house numbers taken from street views. GTSRB is
a dataset of 43 classes of german traffic signs. We consider
models trained on these datasets as potential victims of stealing
attacks.

2) Adversary datasets: We utilize three stealing attacks:
KnockoffNets [32], DFME [40] and MAZE [39]. An adver-
sary that leverages the KnockoffNets [32] attack requires a
publicly available dataset to perform the attack. In accordance
to [15], [18], we reproduce two attack scenarios in which (a)
an attacker has access to images situated close to the data
distribution of the victim, but without any similar data between
them, and (b) an attacker who lacks knowledge of the data
distribution, thus uses OOD data for the attack. Therefore,
to perform the first one, since CIFAR-10 and CIFAR-100
are subsets of the same distribution which is the TinyImages
dataset [46], we choose images from CIFAR-10 to attack

models trained on CIFAR-100, and the opposite way around.
For adversaries with limited knowledge, we opt for unrelated
datasets. CIFAR-10 images are selected as adversary datasets
to attack victims trained on GTSRB and SVHN. In data-
free model stealing attacks DFME [40] and MAZE [39], the
attacker generates the adversary dataset during the attack while
querying the victim model and observing its predictions.

3) Models architectures and training: We select the
ResNet-18 [49] architecture to train the non-quantized neural
networks for 50 epochs. Quantization (i.e., QAT and DivQAT)
is performed with an SGD optimizer with a momentum
of 0.9 and a weight decay of 5-10~% The learning rate
is initialized at 0.01 and updated using a cosine annealing
schedule. In KnockoffNets attack [32], we select four different
CNN architectures for the adversary model: ResNet-18 [49],
ResNet-34 [49], MobileNetV2 [50] and ShuffleNetV2 [51].
In this attack, we limit the query budget to 50k queries.
Similar to [15], [18] in training, we use an SGD optimizer
with an initial learning rate of 0.01 that is annealed with a
cosine schedule. We use a Nesterov Momentum of 0.9 and a
weight decay of 5-10~*. In data-free model stealing attacks
DEME [40] and MAZE [39], we choose ResNet-34-8x as
the adversary model’s architecture. Similar to [40], we train
each model for 200 epochs with 20M queries (i.e., generated
images) using SGD with an initial learning rate of 0.1 and a
weight-decay of 5-10~*. Furthermore, a scheduler was used to
increase the learning rate by 0.3 for 0.1x, 0.3, and 0.5x of
the overall training period. We use Pytorch for all experiments
including the quantization. We run our code on AlmaLinux 9
computer with 1 GPU NVIDIA Tesla P100-PCIE-12GB and
24 CPU cores Intel E5-2650 v4 Broadwell @ 2.2GHz.

B. Experimental results

1) DivQAT robustness against extraction attacks: First, we
evaluate the robustness of quantized models obtained by our
algorithm DivQAT compared to an extraction attack on the
original large model and on other models obtained through
quantization techniques QAT and PTQ as well as quantized
models protected with post-training defenses RS [17] and
DCP [18]. Table III shows the results of 3 stealing attacks
KnockoffNets [32], DFME [40] and MAZE [39]. For each
attack, we report the performance of the victim and the
corresponding stolen model using the classification error as
an evaluation metric. We aim to maximize this metric for the
adversary’s model (i.e., the stolen model), and keep its increase
as small as possible for the defender’s model (i.e., the victim).
Since defenses against extraction attacks add perturbation to
the prediction probabilities, this may harm the confidence
values of the model. Therefore, we constrain the results of
RS, DCP and DivQAT to have a budget of ¢; distance between
their predictions and ones of a model obtained through normal
QAT to be lower than 0.6, which is a reasonable value to keep
the noise as small as possible. This ensures the transparency
of models about the precision of their probabilities.

Compared to normal QAT, our algorithm DivQAT, yields a
defender’s neural network with a comparable performance. In
most cases, the classification error variation of victim models



TABLE III

EXPERIMENTAL RESULTS OF MULTIPLE STEALING ATTACKS AGAINST QUANTIZED MODELS.

THE VARIATION BETWEEN THE ORIGINAL LARGE MODEL AND QUANTIZED MODELS IS REPORTED BETWEEN PARENTHESES.

FOR RS, DCP AND DIVQAT, VALUES ARE SELECTED WITH #1 DISTANCE LOWER THAN 0.6.

Dataset ;’/}ggrerll szrfgfiifcgﬁsigfjitli;n Adversary’s classification error (stolen model)
Knockoffnets Attack ~ DFME Attack  MAZE Attack
Large 16.37 20.56 42.82 67.70
CIFAR10 PTQ 16.69 (+0.32) 21.17 (+0.61) 43.18 (+0.36) 74.12 (+6.42)
QAT 15.52 (-0.85) 20.40 (-0.16) 48.74 (+5.92)  82.97 (+15.27)
RS (QAT) 15.52 (-0.85) 21.77 (+1.20) 46.80 (+3.98) 77.61 (+9.91)
DCP (QAT) 15.55 (-0.82) 24.21 (+3.65) 67.98 (+25.16)  72.00 (+4.30)
DivQAT 20.03 (+3.66) 23.52 (+2.96) 69.40 (+26.58)  90.00 (+22.30)
Large 39.68 63.98 85.93 93.56
CIFAR100 PTQ 40.25 (+0.57) 63.94 (-0.04) 85.06 (-0.87) 95.17 (+1.61)
QAT 36.33 (-3.35) 58.52 (-5.46) 86.02 (+0.09) 97.84 (+4.28)
RS (QAT) 36.33 (-3.35) 57.76 (-6.22) 86.88 (+0.95) 94.72 (+1.16)
DCP (QAT) 36.35 (-3.33) 65.28 (+1.29) 87.03 (+1.10) 95.87 (+2.31)
DivQAT 42.38 (+2.70) 65.29 (+1.30) 95.69 (+9.76) 98.20 (+4.64)
Large 7.73 43.90 35.97 73.30
GTSRB PTQ 7.76 (+0.03) 50.18 (+6.29) 34.87 (-1.10) 83.95 (+10.65)
QAT 7.23 (-0.50) 50.18 (+6.29) 34.87 (-1.10) 83.95 (+10.65)
RS (QAT) 7.23 (-0.50) 46.31 (+2.41) 36.52 (+0.55) 78.80 (+5.49)
DCP (QAT) 7.23 (-0.50) 51.71 (+7.81) 44.58 (+8.61) 82.02 (+8.72)
DivQAT 6.88 (-0.85) 52.03 (+8.14) 64.76 (+28.79)  93.25 (+19.95)
Large 5.82 9.22 6.89 7.18
SVHN PTQ 5.87 (+0.05) 9.22 (+0.00) 6.48 (-0.41) 49.90 (+42.72)
QAT 5.78 (-0.04) 9.22 (+0.00) 6.64 (-0.25) 6.56 (-0.63)
RS (QAT) 5.78 (-0.04) 9.52 (+0.30) 5.93 (-0.96) 32.45 (+25.27)
DCP (QAT) 5.78 (-0.04) 18.43 (+9.21) 13.50 (+6.61) 18.04 (+10.86)
DivQAT 9.28 (+3.46) 20.97 (+11.75) 84.06 (+77.17)  92.24 (+85.06)

is negligible with an utmost performance drop of 3.66%. Fur-
thermore, DivQAT deteriorates the stolen model performance
in all attack settings. The classification error of the adversary
models is increased by 1.30% to 11.75% for KnockoffNets
attacks, by 9.76% to 77.17% for DEME attacks, and by 4.64%
to 85.06% for MAZE attacks. We observe that DFME and
MAZE attacks are the most harmed by our defense since these
attacks rely on the victim’s predictions to generate suitable
images that will be used to query the victim model and
improve its extraction. This entails that our approach poisons
the data generated by these models and hinders the adversary’s
learning process.

We notice that KnockoffNets is the strongest attack because
in most cases it produces a stolen model with the lowest
classification error. Additionally, the error increase induced by
our DivQAT algorithm compared to QAT is small for Knock-
offNets compared to the other attacks. We experiment with this
attack further using different CNN architectures ResNet-18,
ResNet-34, MobileNetV2 [50], and ShuffleNetV2 [51]. Fig. 3
shows the results of Knockoffnets attacks against quantized
models. For each attack, a different adversary architecture is

selected. Our algorithm shows an increase in the adversary’s
classification error and the disagreement for most cases. We
notice that the lightweight network MobileNetV2 often yields
a higher error compared to other architectures, which proves
that our quantization technique makes it harder for weak
adversaries to learn from perturbed outputs compared to larger
models.

2) Impact of combining DivQAT with other defenses against
extraction attacks: We explore the scenario where a model
owner using our quantization technique wants to add an extra
layer of protection against extraction attacks using state-of-the-
art defenses suitable for quantized models. Table IV shows the
results of such a scenario where quantized models are attacked
with Knockoffnets attack, the strongest attack in previous
experiments. Attacks are performed against multiple variations
of defended models. Each defense technique has a set of
parameters that can be adjusted to balance the performance
trade-off between the defender and the adversary: an increase
in the adversary’s classification error comes with the cost
of an increase in the defender’s classification error. Like
previous experiments, to balance both metrics we constrain the



TABLE IV
IMPACT OF COMBINING DIVQAT WITH POST-TRAINING DEFENSES.
THE VARIATION BETWEEN THE QAT AND DIVQAT 1S REPORTED
BETWEEN PARENTHESES.
FOR RS, DCP AND DIVQAT, VALUES ARE SELECTED WITH #1 DISTANCE
LOWER THAN 0.6.

Victim Defenfier’s A.dversary’s
Dataset Model clas_s1ﬁ_cat10n error  classification error

(victim model) (stolen model)
QAT+RS 15.52 21.77

CIFAR10 DivQAT+RS 16.41 (+0.89) 24.27 (+2.51)
QAT+DCP 15.55 24.21

DivQAT+DCP 16.24 (+0.69) 26.88 (+2.67)
QAT+RS 36.33 57.76

CIFAR100  DivQAT+RS 36.65 (+0.32) 61.25 (+3.48)
QAT+DCP 36.35 65.28

DivQAT+DCP 36.87 (+0.52) 69.46 (+4.18)
QAT+RS 7.23 46.31

GTSRB DivQAT+RS 6.88 (-0.35) 54.30 (+7.99)
QAT+DCP 7.23 51.71

DivQAT+DCP 6.96 (-0.27) 59.36 (+7.65)
QAT+RS 5.78 9.52

SVHN DivQAT+RS 6.62 (+0.84) 13.15 (+3.63)
QAT+DCP 5.78 18.43

DivQAT+DCP 5.57 (-0.21) 20.56 (+2.13)

models with a perturbation level measured by ¢; distance that
should not exceed 0.6. Models quantized with DivQAT show
a significantly improved robustness against extraction attacks
compared to models quantized with normal QAT. We observe
that the Adversary’s classification error has increased in all
cases. For example, for the GTSRB dataset, the classification
error is up by ~ 8% for both DivQAT+RS and DivQAT+DCP
compared to respectively QAT+RS and QAT+DCP.

We investigate the impact of each defense on the prediction
probabilities. RS and DCP are perturbation-based defenses,
hence their efficacity relies on noising the predictions. The de-
fender aims to maximize the adversary’s error while minimally
perturbing the predictions. Table III and Table IV show the
adversary’s classification error with respect to a fixed budget
of ¢; distance between clean and perturbed probabilities. We
observe that models trained with DivQAT algorithm show
better performance compared to other quantized models and
baseline defenses. This entails that when using DivQAT com-
bined with other perturbation-based defenses, the robustness
against stealing attacks is enhanced while the injected noise
in the prediction probabilities is reduced.

3) Performance of DivQAT with different quantization con-
figurations: Table V shows the results of KnockoffNets attack
against quantized models obtained through multiple quan-
tization techniques. For each approach QAT and DivQAT,
we use two quantization variations server and mobile. The
perturbation level is constrained not to exceed the ¢; distance
of 0.6. We notice that in both scenarios, models quantized
using our technique DivQAT yield better robustness against
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Fig. 3. Results of Knockoffnets attack using different adversary architectures
to extract quantized models obtained with QAT and DivQAT. (a) and (b)
respectively show the adversary’s classification error and the disagreement
between the victim and the adversary. Each column represents the results for
a dataset. Architectures are on the x-axis.
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Fig. 4. Impact of « variation in DivQAT on the classification error of both
the victim and the stolen model (adversary).

extraction attacks compared to QAT. This validates the efficacy
of our approach in protecting quantized models while having
a minor accuracy drop and minimal perturbation levels.

4) Ablation study: We investigate the impact of the pa-
rameter « in Eq.4 on the robustness of the quantized model
against extraction attacks. Fig. 4 and Fig. 5 show the results of
this study. We quantize multiple models using DivQAT with



TABLE V

EXTRACTION ATTACKS AGAINST DIFFERENT QUANTIZATION
CONFIGURATIONS
THE VARIATION BETWEEN QAT AND DIVQAT IS REPORTED BETWEEN
PARENTHESES.
FOR DIVQAT, VALUES ARE SELECTED WITH £1 DISTANCE LOWER THAN

0.6.
Victim D_efender’s A.dver§ary’s
Dataset Model clasglﬁcanon error  classification error
(victim model) (stolen model)
QAT (server) 15.52 20.40
CIFAR10 DivQAT (server) 20.03 (+4.51) 23.52 (+3.12)
QAT (mobile) 15.51 21.37
DivQAT (mobile) 18.86 (+3.35) 24.12 (+2.76)
QAT (server) 36.33 58.52
CIFARI00  DivQAT (server) 42.38 (+6.05) 65.29 (+6.77)
QAT (mobile) 36.37 58.97
DivQAT (mobile) 37.60 (+1.23) 61.88 (+2.92)
QAT (server) 7.23 50.18
GTSRB DivQAT (server) 6.88 (-0.35) 52.03 (+1.85)
QAT (mobile) 7.28 51.65
DivQAT (mobile) 6.62 (-0.67) 53.55 (+1.89)
QAT (server) 5.78 9.22
SVHN DivQAT (server) 9.28 (+3.50) 20.97 (+11.75)
QAT (mobile) 5.74 9.22
DivQAT (mobile) 9.37 (+3.63) 14.92 (+5.70)
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Fig. 5. Impact of « variation in DivQAT on the disagreement between the
victim and the adversary.

different « values, then each model is extracted using multiple
CNN architectures as adversary models, namely ResNet-18,
ResNet-34, MobileNetV2 [50], and ShuffleNetV2 [51]. Our
experiments show that increasing « results in a higher classifi-
cation error for both the victim and the adversary. Additionally,
for high « values, the disagreement between the victim and the
adversary is larger. This entails that « is a trade-off parameter
that balances robustness against extraction attacks and the
defender’s performance.

Since our quantization approach relies on maximizing the
KL-divergence between the original large model and its quan-
tized counterpart, we study the variation of the KL-Divergence
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Fig. 6. Impact of « variation in DivQAT on the KL-Divergence between the
large and quantized model.

between both models w.r.t a.. Fig. 6 shows the result of this
experiment. We find that increasing « results in increasing
the KL-Divergence between the large and quantized models.
This empirically proves our intuition in Eq. 4 that through our
quantization algorithm, we obtain a quantized model slightly
divergent from the original one.

C. Discussion

Our experimental results underscore the robustness of the
DivQAT method against model extraction attacks, demonstrat-
ing its superiority over traditional QAT and other defenses ap-
plicable to quantized models. Notably, this enhanced security
does not compromise the performance of the victim model,
which only has a minor decrease in accuracy. When com-
pared to existing quantization methods and baseline defenses,
DivQAT stands out for its ability to significantly increase the
adversary’s classification error and the disagreement between
the defender and the adversary, thereby offering a more secure
model against extraction attacks. These findings open up new
avenues for future research, particularly in terms of focusing
on the practicality and efficiency of defense mechanisms
against extraction attacks, as well as integrating these defenses
during the quantization process. This also suggests revisiting
quantization algorithms to create models that are robust by
design.

However, it’s important to acknowledge the limitations of
DivQAT as it is effective against attackers that require access
to prediction probabilities. In other scenarios, these prediction
probabilities might not be available and the victim model
only provides the top-1 class label [41], [42]. Therefore,
deviating the probability distribution might not be an effective
strategy against attacks that steal the model without relying
on the probability values. Additionally, the scope of our
paper only involves the quantization of CNNs for computer
vision tasks, thus the impact of DivQAT on tasks other than
image classifications (e.g., natural language processing) and its
effectiveness is an area that can be explored in future research
directions.

V. CONCLUSION

In conclusion, this paper presents DivQAT, a robust QAT
technique designed to protect DL models on edge devices
from model extraction attacks. Our extensive experiments on
benchmark vision datasets have demonstrated the effectiveness



of DivQAT in enhancing model robustness without compro-
mising accuracy. Furthermore, DivQAT has shown potential
in not only defending models against direct attacks but also
in enhancing the effectiveness of other defense mechanisms,
thereby providing a comprehensive, multi-layered security
approach. Our approach ensures that security considerations
are integrated into the model development process, rather than
being an afterthought. This paper paves the way for future
research into optimizing quantization techniques for improved
security and efficiency in edge computing applications.
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