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Abstract

Generative Artificial Intelligence (GAI) has experienced exponen-
tial growth in recent years, partly facilitated by the abundance of
large-scale open-source datasets. These datasets are often built us-
ing unrestricted and opaque data collection practices. While most
literature focuses on the development and applications of GAI mod-
els, the ethical and legal considerations surrounding the creation of
these datasets are often neglected. In addition, as datasets are shared,
edited, and further reproduced online, information about their ori-
gin, legitimacy, and safety often gets lost. To address this gap, we
introduce the Compliance Rating Scheme (CRS), a framework de-
signed to evaluate dataset compliance with critical transparency,
accountability, and security principles. We also release an open-
source Python library built around data provenance technology to
implement this framework, allowing for seamless integration into
existing dataset-processing and Al training pipelines. The library is
simultaneously reactive and proactive, as in addition to evaluating
the CRS of existing datasets, it equally informs responsible scraping
and construction of new datasets.

CCS Concepts

« Information systems — Data provenance; Data extraction and in-
tegration; Multimedia and multimodal retrieval; - Computing
methodologies — Artificial intelligence; Machine learning;
« Security and privacy — Human and societal aspects of security
and privacy.
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1 Introduction

As Generative Artificial Intelligence (GAI) applications become in-
creasingly intuitive and their results more realistic, their adoption is
becoming widespread [69]. This exponential growth in performance
and adoption in recent years is partly facilitated by the abundance
of large-scale open-source datasets, which are often created through
unrestricted and opaque data collection practices [16, 46]. Datasets
play a crucial role in the Al ecosystem [54] as they are the primary
source of training for most Al systems. While much of the litera-
ture focuses on the development and applications of GAI models,
many ethical and legal considerations surrounding dataset creation
currently remain unaddressed [16, 46].
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Many Al researchers and practitioners obtain training data on the
internet [36, 75]. With thousands of publicly available datasets [17,
97], platforms like Hugging Face [59] and GitHub [32] have be-
come the backbone of today’s Al infrastructure. This model of
dataset sharing emerged organically [34] in the 2000s with pio-
neering datasets such as ImageNet [33] and has been present for
several years with no oversight or formal framing [52, 83]. When
the recent boom of GAI erupted in 2023, the same model of dataset
sharing practices prevailed—and with it, the same legal and ethical
challenges [65].

The democratization of GAI has equally caused a surge in mali-
cious activity [16, 81], notably through impersonations, copyright
infringement, and deepfake pornographic footage [16]. Yet, the
complexity and opacity of the structure of advanced GAI models
result in a lack of traceability and accountability of the datasets
that fuel them. To illustrate this challenge, we pose the following
example: When a researcher or a practitioner wants to use a pub-
licly available dataset for Al training, standard practice suggests
the use of a publicly available image dataset. While the dataset’s
license is valid, and the use case permitted, much of the dataset is
often scraped without the consent of its content creators. Conse-
quently, while the researcher accepts the terms of use outlined by
the dataset’s authors, and be under the impression that the use of
this dataset is legitimate, this might not always be the case. Indeed,
for large datasets with millions (and more often than not, billions)
of data points are required to train advanced GAI models, and thus,
manually inspecting each data point becomes virtually impossible.
Yet this common practice might result in a series of grave legal
and ethical consequences, varying from copyright infringement, to
using illegal material such as Child Sexual Abuse Material (CSAM)
— unknown to the researcher.

This scenario was the case of the LAION-5B dataset [82], power-
ing popular Al image generators such as Stable Diffusion [76]. This
dataset ultimately had to be removed from distribution as a result
of the two issues described above [89].

There are two critical moments that have led to this undesirable
outcome. The first pertains the researcher’s review of the license
and acceptance of the dataset’s terms of use. In this largely unregu-
lated landscape [10, 22], where copyright infringement remains a
contentious issue [27, 58], licenses and terms of use present some
of the few recognized legal standards [11, 52, 56]. However, as the
licenses are often written directly by the dataset authors, users can
become overwhelmed and misled by the licensing requirements [44].
Moreover, a recent study revealed that nearly half of popular Al
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training datasets exhibit similar issues: they include data whose
creators were not asked or informed about its inclusion, potentially
violating copyright, while the license makes it look like the use of
the data is permissible [63]. As ethical and legal frameworks for
Al datasets are still in their infancy [57, 92], it is not clear who is
responsible for such misconduct. Currently, the responsibility is
often placed on the authors of the datasets [60]. Nevertheless, the
dataset license agreed upon by the researcher could put the liability
on them as well [106]. Depending on the jurisdiction and context,
this could render the researcher liable instead of the dataset author.

The second critical moment involves the researcher’s inability to
verify the dataset authors’ claims of ethical and legal data sourcing.
The researcher has no alternative but to trust the dataset authors
on this (i.e., a trust-based system). From an ethical and legal per-
spective, these two key moments beg the following questions: first,
on the side of the dataset authors, can the practice of including
unauthorized data points during scraping be prevented? Second, on
the side of the researcher, can the accuracy of the presented license
and dataset policies be verified to prevent misuse?

To the best of our knowledge, current literature and practice
shows that no. The only way for the dataset author to verify that
all scraped data points satisfy their chosen criteria is to manually
inspect each one. The same limitation applies to the inverse case
of a user testing whether the dataset’s self-reported license and
policies match reality.

To address these critical questions, we propose a set of four prac-
tical principles for accountable, license-compliant datasets. These
principles are informed by existing dataset sharing practices and
latest data provenance technologies. We then conceptualize the
Compliance Rating Scheme (CRS) as a trustless tool to evaluate a
given dataset’s compliance with these principles. Finally, we de-
velop a Python library, DatasetSentinel, which allows dataset au-
thors to integrate these principles into their scraping pipelines and
enables users to verify the CRS of datasets they are considering.
We open-source the library at [anonymized].

The rest of the paper is outlined as follows. We first contextual-
ize GAI within the broader context of datasets for Al training and
provide an overview of current concerns. We then position these
concerns within the existing ethical and legal frameworks, which
we synthesize into the practical principles that guide our solution.
This discussion transitions into a description of the CRS. Next, we
introduce the development, structure, and evaluation of Dataset-
Sentinel, the Python library we open-source. Finally, we discuss the
implications, limitations, and future directions of this research.

2 Background and Related Work

In this section, we provide an overview of the GAI landscape, fo-
cusing on training datasets and their misuse. We identify a gap in
existing work, into which we later position our contribution.

2.1 Generative Al

Generative Al (GAI) [13] refers to Al systems that can synthesize
novel text [105], image [15], video [62, 86], audio [103], and other
modalities. These systems have recently undergone a substantial
leap in generation quality and ease of use [66]. We first saw this in
the domain of text generation with the advent of large language
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models (LLMs) [21, 90]. Based on a simple premise of completing the
next words in sentences, LLMs have improved to the point where
they evince emergent capabilities [91, 95], such as text analysis and
question answering. In fact, the quality of Al-generated text today
is such that humans, in some cases, cannot distinguish Al-generated
texts from human-written texts [18, 23].

Similar leaps are being made on the front of image, audio, and
video generation [101]. It was not long ago when text-to-image gen-
eration was restricted to Generative adversarial networks (GANs) [39],
which could only generate domain-specific images [49]. Today,
diffusion-based models [102] work across a wide range of subject
domains and create text-conditioned images of high quality. Simi-
lar to text, the latest methods for image generation got to a point
where, in some contexts, humans cannot distinguish Al-generated
images from real photos [68]. Methods for video [50, 85, 94, 99]
and audio [48, 67, 100] generation are a more recent addition to the
scope of modalities generated by Al but we can expect them to
follow a similar trajectory to the text and image modalities.

2.2 Datasets

The scale and quality of Al training datasets have been essential
to the recent leap in GAI systems [40, 66]. As such, datasets play
an essential role in the Al ecosystem [54] because they are the
primary source of training for most Al systems. That is because—
despite advances in reinforcement learning and other modes of
Al—supervised training of AI models, in which a model is trained
once before put to use, still dominates. Beyond training, datasets
also allow teams to compare the performance of their solutions
against a standardized benchmark. More broadly, datasets steer the
focus and work within the community [80].

Albeit significant progress has been made in the areas of founda-
tion models, fine-tuning, and knowledge transfer, most Al systems
require task-specific datasets to achieve good performance [40, 93].
Therefore, new datasets are constantly being released by research
institutions [72], companies [74], and laypeople [26] alike as new
Al tasks and contexts emerge. Notably, the data acquisition and an-
notation of a large dataset is financially demanding [31] and, while
some companies can afford to undergo such a project with manual
curators and annotators, many entities resort to a less expensive
data acquisition mode through internet scraping [53]. Many of to-
day’s datasets for Al training are thus indiscriminately scraped
from the internet [28, 73], often with little or no consideration of
the ethical and legal implications of such practice.

2.3 Dataset Life Cycle and Stakeholders

We consider the distinction between the dataset author and Al prac-
titioner in the dataset life cycle essential, as both parties approach
it with different incentives and risks [43]. As such, we frame the life
cycle of a dataset by its creation (performed by the dataset author)
and by its use (performed by the Al practitioner). The author of the
dataset (e.g., a research institution, a company, or an individual)
first identifies the scope of the dataset: they select which task(s) and
context(s) the dataset will address and create fundamental policies
about the ingested data [46, 79]. Next, they set up the data inges-
tion sources (e.g., custom capture, data purchase, or internet data
scraping) and annotation mechanisms (e.g., hiring annotators or
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employing automated solutions) and, finally, proceed with the con-
struction itself. Once constructed, the dataset’s license and terms of
use are packaged with the dataset and shared. Over time, the owner
may decide to make changes to the dataset. Such modifications may
include simple error fixes or, if the changes are significant enough
to justify so, constitute a new version of the dataset. As Hutchinson
et al. argue, datasets powering Al are often used, shared, and reused
with little visibility into the processes of deliberation that lead to
their creation [46].

The paths of the dataset author and the Al practitioner intersect
at the dataset distribution platform. Often, the datasets are shared on
Hugging Face Datasets', Kaggle?, GitHub?, or custom websites. At
this point, the Al practitioner is considering which datasets would
best fit their use case [104]. Once they decide which dataset(s) to
use, they obtain the data from the platform and proceed to the
model training, evaluation, and potential deployment (inference).

2.4 Challenge to Address

Manually inspecting every data point included in a dataset is virtu-
ally impossible as it is not uncommon for a single dataset to contain
millions to billions of such data points. This makes it challenging
for dataset authors to filter incoming data and for Al practitioners
to verify whether the contents of a dataset match its description.
There needs to be a systematic trustless approach to infer the prove-
nance of a single data point that would enable the dataset author
to filter incoming data points effectively and Al practitioners to as-
sess a considered dataset. Existing metadata (e.g., EXIF) sometimes
includes relevant information about the license, author, Al opt-out,
etc., but this information is often missing, and even when present,
it is inconsistent in formatting and terminology. There needs to be
a systematic approach to address data provenance, in which license,
Al training consent, and other preferences would be automatically
embedded.

Moreover, the abundance of large-scale open-source datasets
derives from the legal vacuum of online data collection and use
practices. This state of affairs has led to calls for a more respon-
sible, transparent, accountable, and human-centered approach to
Al dataset practices [16, 46]. Consequently, we argue that a new
framework is needed to better these unrestricted and unaccountable
practices. We identify the modalities of image, video, and audio
datasets as the most pressing to address. These modalities consti-
tute some of the most prominent kinds of data points in datasets
for GAI training and, as mentioned above, can, in some contexts,
pose imminent privacy concerns for individuals.

2.5 Dataset Principles

The literature on dataset ownership encompasses a wide range of
sub-themes, such as privacy, security, stewardship and governance,
and transparency [12]. Yet, there is no standardized definition of
what such ownership entails [12]. This begs the question of whether
users’ data should be considered some sort of property, and whether
this status would change when aggregated to a dataset protected
under Intellectual Property (IP) laws. Legal theories suggest that
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data (information) cannot be owned [45]. Common law does not rec-
ognize property in facts or information and considers data as such.
Continental (Civil) law follows a similar approach but presents data
rights as an “extension or subset of fundamental human rights” [45],
which is also unsuitable for propertization and commercialization.
For this reason, most legal scholars focus on the protection of data
instead [29]. However, as we have discussed, individuals have little
to no practical rights on how their personal data is used in the
context of Al training datasets.

In the case of Al, applications involve primarily two categories
of tort: dignitary and property. The distinction derives from the na-
ture of the harm caused. Dignitary torts typically encompass harm
to a person’s reputation, honor, or dignity, such as unauthorized
use of personal images — like pornographic deepfakes. Conversely,
property torts in Al contexts often relate to interference with one’s
property rights - such as copyright infringement with artists’ work
used to train GAI models. While legal categorization is relatively
straightforward, successful prosecution and liability remain incred-
ibly complex.

We break down this complexity into three main areas. First, data
collection and dataset practices: Al models often use publicly avail-
able data (such as photos, videos, and voice samples) scraped from
the internet to generate context-specific outcomes. These data col-
lection practices are often unrestricted and opaque, and rarely have
explicit consent for specific uses [8, 35, 87, 88]. Second, overlap-
ping jurisdiction and areas of law): Part of the legal complexity and
ambiguity derives from a series of overlapping legal areas, such as
artistic freedom, freedom of expression, the right to information, the
right to privacy, and personality rights, among others. Furthermore,
different jurisdictions might interpret these rights differently. Third,
there is a lack of liability and accountability. The anonymity of the
internet makes it difficult to determine who created or distributed
the Al application’s output (e.g., a deepfake).

While the data coming out of Al systems has been an active
area of study (from deepfake detection [19, 20] to watermarking
to tracing detailed provenance information of Al-generated con-
tent [77, 78]), the data coming into these systems during training,
which leads to Al and dataset misuse, has not [9, 14]. Modern data
protection laws such as the EU’s General Data Protection Regula-
tion (GDPR) (2018) [6] and the California Consumer Privacy Act
(2018) [5] are built on The Fair Information Practice Principles
(FIPPS) published by the Organization for Economic Cooperation
and Development (OECD) in 1980 [1, 4], and has ever since been
the guiding model for data protection. These principles have been
adopted through various institutions and improved through frame-
works such as the EU Data Protection Directive Principles (1992) [2],
the Federal Trade Commission Privacy Principles (1998) [3], and the
Asia-Pacific Economic Cooperation Privacy Framework (2004) [4].
Yet, as discussed, the Fair Information Practice Principles and most
of the laws derived from them have failed in practice [24], as the
data protection regimes built on them come short in providing a
high standard of effective and efficient data protection and use [24].
As such, data protection is not an end in itself, but rather a tool for
enhancing individual and societal welfare. We aim to pursue this
goal by proposing an initial set of four practical principles to con-
sider for dataset compliance in the context of Al Inspired by prior
work and data protection laws, these four principles are designed to


https://huggingface.co/datasets/
https://www.kaggle.com
https://github.com

be technologically implementable, and to provide actionable mea-
sures for prosecution in the eventuality of misuse. These principles
consist of:

(1) Responsibility and Liability

(2) Effective and Efficient Enforcement
(3) Prevention of Harm

(4) Transparency and Fair Use

2.6 Data Provenance

Data provenance [70] refers to the records about the origin, owner-
ship, and evolution of a file. It is concerned with any relevant infor-
mation from the moment the file was created—be it as an authentic
recording or as a synthetic digital product—to its present form.
This information includes details about the entities, software, and
specific changes, if applicable, that have in any way manipulated
the file from its inception [64, 96]. Moreover, the data provenance
may capture additional information about its author’s decisions for
sharing it with third parties, including the license under which it is
shared, whether or not it may be included in Al training, etc.

Establishing data provenance for files disseminated over the
internet may be challenging [25], especially as they may be stripped
of their basic metadata or additional attachments. Therefore, the
literature has studied cryptographic methods for provenance [37],
which allow for verifying any assertions made about a file in its
provenance metadata. While there are many contexts in which
establishing data provenance may be essential, this technology
has gained most of its recognition recently amidst a wave of fake
Al-synthesized images on the internet [84].

The Coalition for Content Provenance and Authenticity (C2PA)
data provenance specification [77] created a standardized frame-
work for data provenance metadata. As of yet, this is the largest
effort striving to establish a standardized approach to deployable
data provenance on the internet, and it has received traction from
industry and academia alike. Content Authenticity Initiative (CAI)
then materialized this standard into a functional, cryptography-
based library and metadata scheme [78].

3 Compliance Rating Scheme

Our contribution comprises two parts, the first is the Compliance
Rating Scheme (CRS). It is a set of criteria and a summarizing score
that together serve as an intuitive indicator of a given dataset’s
compliance with the principles outlined above. The CRS score is
evaluated based on the following six criteria:

(1) The sourcing, filtering, and pre-processing employed during
data acquisition and annotation of the dataset is transparent.
The code for these processes is either fully open-sourced
or is described at a level of detail that would enable full
reproduction of the dataset.

(2) The dataset complies with the license and allowed use de-
scribed in the provenance metadata of each included data
point. This means that the licenses and allowed use of each
individual data point fall within the scope and allowed use
of the dataset as a whole.

(3) The dataset flags any data points where compliance with
the provenance metadata is inconclusive.
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(4) The dataset has an opting-out mechanism, allowing authors
of the included data points to request their removal from
the dataset if they had not previously given consent.

(5) Any changes made to the content of the dataset—both to the
data points themselves and their annotations—are traceable.
There is a designated trace log that includes dated records
of changes, listing which data points were impacted and
how.

(6) The dataset adds the dataset source and the retention period
into the provenance metadata of each included data point.

The CRS score summarizes the dataset’s compliance with these
criteria into a letter on the scale from "A" (the highest, most compli-
ant score) to "G" (the lowest, least compliant score). Starting at "G",
each satisfied criterion moves the CRS of the evaluated dataset up
by one letter grade. This means that, if a dataset does not meet any
of these criteria, it receives a CRS of "G". Contrarily, if the dataset
meets all criteria, it receives a CRS of "A".

While there are many contexts in which this assessment could
be desired, it is primarily targeted at Al practitioners when they
are deciding which dataset(s) to use for training in their Al project.
Returning to our example of an Al researcher from Section 1, the
researcher can benefit from the CRS score to determine which
datasets out of the ones she was considering satisfy the legal and
ethical standards she desired. Even if a dataset’s description claimed
so, she could verify that through the CRS score, and thus remove
the element of trust in the dataset’s creator good faith from the
equation.

4 Library

The second part of our contribution is DatasetSentinel, an open-
source Python library implementing the CRS. The library, available
at [anonymized], is written in Python, the most popular program-
ming language for Al research and development [38]. It can be easily
integrated into existing dataset and Al pipelines as it is compatible
with PyTorch [71], TensorFlow [7], MLX [42], HuggingFace [98],
Kaggle, and custom dataset-sharing platforms, requiring minimal
changes to existing code structures.

The library leverages the Content Authenticity Initiative’s (CAI)
library [78] and the Coalition for Content Provenance and Authen-
ticity’s (C2PA) data provenance standard [77]. CAT’s library is the
official implementation of C2PA, the leading data provenance stan-
dard widely adopted across social media platforms and hardware
products. Note, however, that the CRS is not dependent on C2PA
and CAIL we simply found it to be the most suitable and adopted
data provenance framework to date.

4.1 Features

The library has two features: (1) determining whether a single data
point considered for inclusion in a dataset would be compliant with
the CRS and (2) calculating the overall CRS score of a dataset. We
expect feature 1 to be used during the creation of a new dataset,
as the dataset author is deciding which data points to include. On
the other hand, we expect feature 2 to be used primarily by Al
practitioners as they are deciding whether to use a dataset.

4.1.1  Feature 1. Feature 1, determining whether a single data point
considered for inclusion in a dataset would be compliant with the
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CRS, requires that data point-level criteria (C2, C3, and C6) be
evaluated. The dataset author can pass a considered data point (e.g.,
an image, video, or audio file) to DatasetSentinel. The library will
return a boolean indicating whether the data point is compliant. If
not, it will list which criteria are violated and provide a description
of the reasoning. The schematic overview of this feature is shown
in Figure 3 (Appendix B). Put into practice, if the dataset author
wants their dataset to remain CRS-compliant, they would call this
function for every considered data point and drop those for which
the assessment is negative.

4.1.2  Feature 2. Feature 2, calculating the overall CRS score of a
dataset, requires that both dataset- (C1, C4, and C5) and data point-
level (C2, C3, and C6) criteria be evaluated. The AI practitioner can
provide the full dataset for consideration to DatasetSentinel. This
dataset can be stored locally or on a dataset sharing platform. The
library will return a final CRS score, along with the reasoning: for
each criterion, it indicates whether the dataset is compliant, and
lists data points that are in violation, if applicable. The schematic
overview of this feature is shown in Figure 4 (Appendix B). Put into
practice, if the Al practitioner wants to ensure the legal and ethical
standing of a considered dataset, they would call this function on the
dataset, review the assessment, and decide whether it is appropriate
to move forward with it.

4.1.3 Dataset-level Criteria. Criteria C1, C4, and C5 concern fea-
tures of the dataset that are determined by the means of distribution.
The compliance of a given dataset with these criteria can thus be de-
termined by the inspection of the dataset’s page on the distribution
platform. For datasets hosted on Hugging Face and Kaggle, Dataset-
Sentinel can infer much of this information from the standardized
metadata on the dataset’s page. For GitHub and custom-hosted
datasets, however, there is no standardized way of representing
these features, and so DatasetSentinel uses an LLM to scan the con-
tent of the dataset repository and decide the compliance. To prevent
false positive or false negative hits in such cases, DatasetSentinel
presents the compliance with C1, C4, and C5 for the user to review.
The user has the ability to manually override the library’s inference.

4.1.4 Data Point-level Criteria. Criteria C2, C3, and C6 concern
features of data points included in the dataset. A given dataset is
compliant with these criteria only when all data points satisfy the
criterion. DatasetSentinel thus inspects each data point individually
and verifies its compliance, which can be derived based on the
provenance metadata of the data point (extracted using C2PA) and a
set of conditions comparing the provenance information (including
the license, whether the content creator opted out of Al training,
etc.) to the dataset setting. Unlike dataset-level criteria, these criteria
can be clearly determined without user confirmation.

5 Evaluation

In this section, we describe two modes of evaluation we employed
for DatasetSentinel and CRS: an automated code quality assessment
and a preliminary user study, surveying 5 recruited Al experts
through a purposive (non-probability) sampling method.

Question

How easy is it to navigate the documentation?

How understandable is the documentation?

How understandable are the tutorials and examples?

How easily does the library design integrate into your

development workflow?

5 How similar is the structure of the library interface to
other libraries you have used before?

6 How likely are you to use the library in your workflow

while working on a ML project?

B W N = 3

Table 1: Survey questions used as a part of DatasetSentinel
library usability evaluation

# G Nat. Q1 Q2 Q3 Q4 Q5 06
PIL M USA 7 7 7 4 5 4
P2 F SWE 5 5 5 7 5 4
P2 M IND 5 6 6 3 3 2
P4 F USA 7 6 6 6 5 7
P5 M USA 4 5 6 7 3 5
P6 M IND 6 6 5 4 7 5
P7 M USA 5 7 6 7 6 6
P$ M SWE 7 7 6 7 6 7
P9 M BGD 6 5 6 6 7 6
P00 M NGA 5 6 5 5 5 6
PI1 M USA 7 7 7 7 7 6
P2 F USA 7 7 7 7 7 7
PI3 M USA 3 6 6 4 4 4
P4 M AUT 6 5 3 3 5 3
PI5 M HKG 4 3 4 5 6 7
Avg. 56 59 57 55 54 53

Table 2: Results of the library usability evaluation

5.1 Methodology

5.1.1 Code Quality. We used the Wily maintainability score* on
the scale from 0 to 100, with a higher score reflecting a better eval-
uation of the complexity, readability, and in-code documentation
of the DatasetSentinel library. This suite of metrics is based on the
Halstead complexity measures [41], which have been shown to
increase code readability and minimize down-stream fault rates of
the evaluated codebase [30, 51].

5.1.2  Library Usability. In addition, to better understand how this
prototype would perform in real-life applications, we recruited 14
participants through a purposive sampling technique to evaluate
its usability and robustness. Participants were recruited based on
their expertise in the field of Al and half of them are from the
United States (0.5), the rest being from Sweden (0.14), India (0.14),
Nigeria (0.07), Bangladesh (0.07) and Austria (0.07). The majority
are male (0.85). Participants were asked to implement our script
into a database and answer 6 evaluative questions (presented in
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Dataset Source Modality C1 C2 C3 C4 C5 C6 CRSScore
SOD4SB GitHub Images v v v v X x C
MS COCO Custom website Images v X X X X X F
RANDOM People Hugging Face Videos v v v v v X B
TikTok Dataset Kaggle Videos X X Xx X X X G

Table 3: Results of the CRS case studies on four publicly available datasets. For each dataset, we report whether it satisfies CRS

criteria C1 through C6, and to which CRS score this translates.

Table 1) on a 7-point Likert scale, where 1 very difficult and 7 very
easy, with a high score reflecting greater usability. Participants
were given the opportunity to add comments on their experience
for a simple qualitative evaluation. The participants were recruited
based on their technical expertise in Al and ML. Participants were
not recorded; only their written answers were collected and fully
anonymized.

5.2 Results

5.2.1 Code Quality. DatasetSentinel’s codebase obtained a mean
Wily maintainability score of over 85, indicating an overall good
code quality. The files that were indicated as lower-ranking mostly
included connections between our framework and the provenance
metadata flags of the C2PA library; we thus make it our priority to
keep improving the library in this regard, mainly by adding in-code
documentation.

5.2.2  Library Usability. The participants’ answers are presented
in Table 3. Quantitatively, we observe an overall positive response
to our prototype as all questions are, on average, rated positively
(= 5.6). While these results are preliminary and further work needs
to be conducted to further improve the DatasetSentinel Library,
they are nevertheless encouraging and optimistic. The majority of
participants seem to agree that the script is easy to navigate (5.6/7),
understand (5.9/7), and well documented with tutorials and exam-
ples (5.7/7) (questions #1, #2, and #3). The results relating to ease of
integration (question #4, #5, and #6) were slightly less positive (5.5,
5.4, and 5.3 respectively), but encouraging nevertheless.

We would like to highlight that the responses to questions #5
and #6 depend on the type of Al project into which the user is
integrating DatasetSentinel. For instance, one participant stated that
"the primary reason I am unlikely to use this library in my projects
is that I almost exclusively work with tabular data" (P3). This is a
valid point, although in its current state, our library is designed
to address the concerns resulting from image, audio, and video
data files. Similarly, another participant stated that "my projects
aren’t really about ethics, which is the only reason I put only a 4"
(P1). We find this statement to be a good reflection on the general
dissociation found among practitioners between Al applications and
ethics. Another participant stated that the CRS score’s function was
unclear, as they could not find any information online regarding
this tool and asked for clarifications: "It is unclear whether the
CRS score is something you invented or an agreed-upon standard.
Searching for the CRS score take me to the Canadian government
site..." (P2). This confusion was caused by the fact that we could not
reveal the manuscript where we introduced and explained the CRS
score to maintain high discretion and total anonymity. Similarly,

another participant stated that "I wanted to learn more about C2PA
— a brief explanation and link would be great" (P13). We agree
with this comment, as we believe it is crucial not to assume that
every Al practitioner might be familiarised with C2PA, and how
does the CRS score differ from it: "What’s the difference between
[DatasetSentinel] library and the C2PA Python library? Is C2PA
more low-level and this one provides nicer abstractions, or is there
something functionally different?" (P13). We have addressed these
comments and updated the documentation. Other participants seem
to appreciate the value of this work, as one mentioned that "I think
that this library is very well organized, thoughtful and important
for today’s modern tech world" (P4) and another that "this project
looks incredibly useful and helpful” (P5).

6 Case Studies

To put the CRS framework and DatasetSentinel library to practice,
we applied them to four open-source datasets from different modes
of distribution (GitHub, Hugging Face, Kaggle, and custom website).
Next, we briefly describe these datasets and present their CRS
assessment. The results are summarized in Table 3.

6.1 Use Case: SOD4SB

The SOD4SB dataset [55], released as a part of the MVA2023 Spot-
ting Birds challenge, contains 39, 070 images annotated with bound-
ing boxes of birds. These images were taken by the dataset’s authors.
The dataset is distributed through GitHub. As with the previous
dataset, it is not compliant with criterion C6. Additionally, it is not
compliant with criterion C5, as there is no trace log of changes.
This results in the CRS Score "C".

6.2 Use Case: MS COCO

The MS COCO dataset [61] contains over 300, 000 images with anno-
tations for object detection, segmentation, captioning, and keypoint
detection. The images were gathered from Flickr. The dataset is
distributed through a custom website. As with the previous dataset,
it is not compliant with the criteria C5 and C6. Additionally, it is not
compliant with criterion C4, as there is no opting-out mechanism;
C3, as the data points with inconclusive provenance metadata are
not flagged; and C2, as some data points are used against their
license. This results in the CRS Score "F".

6.3 Use Case: RANDOM People

The RANDOM People dataset® contains videos with human pro-
tagonists performing actions around the house, generated using a

Shttps://anonymous.4open.science/r/random-people- dataset-D70F/
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Figure 1: A schematic overview of the Al ecosystem workflow with the main stages of dataset and model development

pose-transfer Al model, along with the annotations of these actions.
The identities used as a reference for pose transfer were consenting
individuals gathered by the dataset authors, and the driving videos
were from an open-source database whose creator had permission
from all depicted participants. The dataset is distributed on Hugging
Face. It is not compliant with criterion C6, as the dataset source
and the retention period are not added to the provenance metadata
of data points, resulting in the CRS Score "B".

6.4 Use Case: The TikTok Dataset

The TikTok Dataset [47] contains 300 dance videos, 10 to 15 seconds
in length, sourced from TikTok. Additional 3D representations are
also provided. The dataset is distributed through Kaggle. As with
the previous dataset, it is not compliant with criteria C2, C3, C4,
C5, and Cé6. Additionally, it is not compliant with criterion C1, as
the sourcing, filtering, and pre-processing are not detailed at a level
that would enable reproducing the dataset. This results in the CRS
Score "G".

7 Discussion

By proposing a set of four practical principles to consider for dataset
compliance in the context of Al, we aim to provide a framework that
raises the discussion on the legality and ethics of Al applications.
However, similar to most principles, these can be interpreted as
highly conceptual and disconnected from current practices, often
making them either irrelevant or challenging to implement. Pre-
cisely for this reason, we attempted to move away from a purely
descriptive contribution to the literature, and provide a tangible

and prescriptive approach through our CRS tool and DatasetSen-
tinel library. We highlight the specific points of the AI workflow
at which we target our contribution, aiming to reduce the misuse
of personal data for GAI training models and applications by in-
troducing traceability and accountability of the datasets used for
harmful purposes.

To this end, the first line of defense is with the DatasetSentinel
library, which can be used by practitioners to filter the collected
data. Using provenance metadata, the tool ensures that the data
is compliant with the purpose of the dataset. The second line of
defense is the CRS score, which calculates and informs the practi-
tioners about the dataset’s compliance with the practical principles
embedded in its structure. These two intervention points in the life
cycle of a dataset are illustrated in Figure 1.

We believe that the benefits of implementing this tool are twofold.
In the long term, it benefits the Al field and, more broadly, society
as a whole. Over time, poorly rated datasets (E and below) would
stop being used as much and eventually become less impactful. We
ground this belief in studies about consumers’ quality standards
expectations, showing that 92% of consumers tend to purchase
products with at least a 4-star rating®. We believe the field of Al is
no different. To induce this effect in Al practitioners while choosing
datasets, we propose accompanying visuals for the CRS scores
shown in Appendix 9. In the short term, it benefits the individual
user as it removes the heavy lifting of manually conducting this
type of analysis and helps protect themselves from any liability of
data misuse.

®https://explodingtopics.com/blog/online-review- stats
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We intend to render it more challenging for defendants accused
of malicious activity through AI applications to plead ignorance
about the nature or compliance of any given dataset. In the even-
tuality of a legal demand, the CRS score enables developers and
regulators to gauge and verify the transparency, accountability,
and security of any given dataset, with the ultimate objective of
providing traceability and accountability. By doing so, we hope
to help reduce the gap between digital technological innovation
and ethics by providing a framework to responsibility, liability, and
legal enforcement of data malpractices in the context of Al

In the future, dataset-sharing platforms may adopt this tool
on their end, which would remove the heavy lifting (of running
this analysis) from individual users. Shown in Figures 7, 5, and 6
(Appendix C) are mockups that fictitiously contextualizes the CRS
score in an online repository, as practitioners would perceive it. As
observed in these mock-ups, the CRS score seemingly integrates
with the rest of the dataset’s information, while providing a clear
reading .

Regarding the adoption of CRS and the DatasetSentinel library,
we do not expect them to be a mandatory requirement but rather
a tool to support the Al community. By providing an overview of
the compliance of any given dataset, both dataset owners and users
can better reflect on their responsibility and liability towards the AI
community, and make a more informed decision on the resources
they use in their projects.

We are witnessing a growing interest among software and hard-
ware companies in tracing the provenance of media in an attempt
to fight misinformation and other malicious content. This trend
is manifesting itself, for example, by an uptick of organizations
joining coalitions such as the Coalition for Content Provenance
and Authenticity (C2PA) [77]. It seems that there is a growing trend
towards data traceability and immutability within the digital sphere.
We therefore reiterate our belief in this project and its potential
positive impact within the field of Al

8 Limitations

As our prototype is in its infancy, we acknowledge its limitations
and that there is still much research to be conducted until this
framework can become a standard for ethical GAI use. For instance,
as data provenance technologies are just rolling out, the majority
of digital media available online still lacks provenance metadata.
Nonetheless, many technological companies — both in software
and hardware — are starting to deploy or announce the integration
of data provenance technologies into their products. There are
indications that this trend is becoming more and more common,
as users express concerns over the use of their images, artwork
and intellectual property; and companies are attempting to solve
this. For instance, we do not discard the possibility of smartphone
operating systems introducing an "opt-out" feature for all (or only
selected images and videos) taken on the smartphone for Al training.
As such, we expect that, within a few years, the vast majority of
new digital media distributed on the internet will have provenance
metadata. Another limitation is that the library is dependent on
the existing data provenance protocols. To that end, our library
can only analyze data types that are supported by these protocols
and other dependencies. This should not pose a problem for most

Bohacek and Vilanova

current use cases, as the protocols support the most common data
types for image, video, audio, and 3D objects. Still, moving forward,
this dependency could introduce a delay in introducing support for
new data types.

9 Conclusion

We call for a larger discussion confronting the unsustainable dataset
practices in the AI community. While we recognize that the dataset
sharing platforms have substantial power to influence the practical
rules and guidelines, we argue that a value shift is also needed.
Specifically, a broader awareness and appreciation of ethical and
legal considerations surrounding datasets must be established for
the rules and guidelines of dataset sharing platforms to have a
meaningful impact. Our framework and tangible outputs can serve
as a springboard for piloting and implementing these values into
existing workflows.
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A A. CRS Scale Visuals
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Figure 2: Proposed design interface for "A" and "C" score on the CRS scale

B B. Schematic Overviews of the DatasetSentinel Use Cases
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Figure 3: A schematic overview of DatasetSentinel’s use case within the dataset curation stage of the dataset lifecycle.
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Figure 4: A schematic overview of CRS’ use case within the dataset repository stage of the dataset lifecycle.
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Figure 5: A fictitious "A" CRS score mock-up of a random GitHub dataset
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Figure 6: A fictitious CRS "C" score mock-up of a random academic repository dataset
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Figure 7: A fictitious CRS "A" score mock-up of a random Hugging Face dataset
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