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Abstract—The proliferation of Internet-of-things (IoT) infras-
tructures and the widespread adoption of traffic encryption
present significant challenges, particularly in environments char-
acterized by dynamic traffic patterns, constrained computational
capabilities, and strict latency constraints. In this paper, we
propose DMLITE, a diffusion model and large language model
(LLM) integrated traffic embedding framework for network
traffic detection within resource-limited IoT environments. The
DMLITE overcomes these challenges through a tri-phase ar-
chitecture including traffic visual preprocessing, diffusion-based
multi-level feature extraction, and LLM-guided feature optimiza-
tion. Specifically, the framework utilizes self-supervised diffusion
models to capture both fine-grained and abstract patterns in en-
crypted traffic through multi-level feature fusion and contrastive
learning with representative sample selection, thus enabling
rapid adaptation to new traffic patterns with minimal labeled
data. Furthermore, DMLITE incorporates LLMs to dynamically
adjust particle swarm optimization parameters for intelligent
feature selection by implementing a dual objective function that
minimizes both classification error and variance across data
distributions. Comprehensive experimental validation on bench-
mark datasets confirms the effectiveness of DMLITE, achieving
classification accuracies of 98.87%, 92.61%, and 99.83% on
USTC-TFC, ISCX-VPN, and Edge-IloTset datasets, respectively.
This improves classification accuracy by an average of 3.7% and
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reduces training time by an average of 41.9% compared to the
representative deep learning model.

Index Terms—IoT network traffic classification, diffusion
model, feature extraction, large language model, and feature
selection.

I. INTRODUCTION

The rapid proliferation of Internet-of-things (IoT) technol-
ogy is profoundly reshaping contemporary network ecosys-
tems and digital infrastructure [1], [2]. With connected IoT
devices projected to exceed 75 billion by 2025 [3], [4],
network traffic detection has emerged as a critical component
in ensuring the security and operational stability of these
complex environments [5]. Effective traffic detection not only
identifies anomalous behaviors and malicious attacks but also
supports optimized allocation of network resources and quality
of service guarantees [6], [7]. In increasingly sophisticated
threat landscapes, particularly when facing zero-day attacks
and encrypted traffic challenges [8], [9], precise traffic clas-
sification and anomaly detection mechanisms have become
essential pillars for maintaining the integrity and reliability
of IoT ecosystems [10].

Despite significant advances in network traffic detection
research [11], existing methods face mounting challenges
as IoT environments become more complex and traffic en-
cryption technologies become increasingly sophisticated and
widespread [12]. Traditional traffic classification methods,
including port-based approaches and deep packet inspection
(DPI) [13], [14], have become unsuitable for modern IoT
network environments due to the prevalence of port dis-
guising techniques and encrypted traffic [15]. To address
these limitations, traffic detection methods based on machine
learning (ML) [16] and deep learning (DL) were subsequently
introduced [17], [18]. ML methods aim to identify network
traffic through manually designed features and trained clas-
sifiers [19], offering improvements in pattern recognition ca-
pabilities. Concurrently, DL methods employ neural networks
to automatically learn representations from raw traffic data,
processing traffic in an end-to-end fashion by transforming it
into image or sequence formats [20], [21].

However, both ML and DL approaches present significant
limitations in IoT contexts [22], [23]. ML-based methods such
as ensemble classifiers and support vector machine (SVM)
heavily rely on manually engineered features and struggle
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to adapt to dynamically changing network environments,
thereby limiting their effectiveness against evolving threats
and traffic patterns in IoT networks [24]. Moreover, DL-
based methods require large volumes of high-quality labeled
training data [25], [26], which are difficult to obtain in rapidly
changing IoT environments [27], and suffer from high compu-
tational complexity and limited representation capabilities for
encrypted traffic [28], [29]. These shortcomings collectively
result in low deployment efficiency in the resource-constrained
environments typical of many IoT applications [30]. In ad-
dition, while some works have employed self-supervised
learning methods such as masked autoencoders for traffic
classification to reduce labeled data requirements [31], these
approaches typically focus on reconstruction-based learning
objectives and fail to leverage the powerful representation
learning capabilities of generative models [32], [33], which
could potentially overcome many of these limitations through
more sophisticated representation learning and reduced depen-
dence on labeled data [34].

Based on an extensive analysis of the aforementioned lim-
itations, we seek to propose a novel framework that intelli-
gently integrates the advantages of self-supervised learning
and generative artificial intelligence (Al), thereby addressing
challenges including scarcity of labeled data, difficulties in
extracting meaningful features from encrypted traffic, and
deployment constraints in resource-limited IoT environments.
However, implementing the above framework presents several
significant technical challenges. Firstly, extracting discrim-
inative features from network traffic visual representations
requires overcoming the noisy characteristics of network data,
particularly in encrypted traffic scenarios where patterns are
obscured [35], [36]. Secondly, achieving optimal feature selec-
tion that balances classification accuracy with computational
efficiency necessitates navigating a complex, high-dimensional
search space that traditional optimization methods struggle to
effectively explore [37]. Finally, ensuring the adaptability of
the framework across diverse IoT environments with varying
computational resources and traffic patterns demands solutions
that can maintain performance under resource constraints
while adapting to shifting data distributions [38]. Conventional
approaches fail to address these interrelated challenges com-
prehensively, often sacrificing either performance or efficiency,
and lacking the adaptability required for heterogeneous IoT
deployments.

Accordingly, we propose DMLITE, i.e., diffusion model
and large language model (LLM) integrated traffic embed-
ding, which is a novel solution that directly addresses these
challenges through an integrated approach combining diffusion
models and LLMs. The main contributions of this paper are
summarized as follows:

o Generative Al-Powered Traffic Detection Architecture:
We design and implement DMLITE, a novel framework
that leverages the complementary strengths of diffusion
models and LLMs for IoT traffic detection. This architec-
ture transforms raw network traffic into visual represen-
tations and employs the denoising diffusion probabilistic
model (DDPM) to extract discriminative features even
from encrypted traffic. To the best of our knowledge, this

is the first work to integrate diffusion models and LLM-
guided optimization for network traffic classification, es-
tablishing a new paradigm that moves beyond traditional
discriminative approaches to network security.

o Diffusion-based Multi-level Feature Extraction: We de-
velop an innovative self-supervised feature extraction
approach using denoising diffusion models that captures
both fine-grained and abstract traffic patterns through
multi-level feature fusion. Our method combines con-
trastive learning with representative sample selection to
enable efficient fine-tuning on minimal labeled data.
This approach overcomes the limitations of traditional
feature extraction techniques by effectively modeling the
complex distribution of network traffic data and extracting
more discriminative representations, particularly valuable
for encrypted traffic where subtle patterns determine
classification accuracy.

o LLM-guided Adaptive Feature Selection: We introduce a
novel optimization framework that employs the DeepSeek
LLM to dynamically tune particle swarm optimization
(PSO) parameters for intelligent feature selection. Our
dual objective function minimizes both the maximum
classification error and the variance across different
data distributions, ensuring robust performance across
diverse deployment scenarios. This approach significantly
reduces computational requirements while maintaining
high classification accuracy, making the system viable
for resource-constrained IoT environments where existing
methods often fail to balance performance with efficiency.

o Comprehensive Performance Evaluation and Analysis:
Through extensive experiments on multiple real-world
IoT traffic datasets, we demonstrate that DMLITE
achieves significant improvements over the best baseline
model, with an average increase of 3.7% in classification
accuracy. Moreover, ablation results further reveal impor-
tant insights about the effectiveness of generative models
for encrypted traffic analysis.

The remainder of this paper is organized as follows. Sec-
tion II reviews related work in network traffic detection,
diffusion models, and LLMs. Section III presents the detailed
architecture and components of our DMLITE framework.
Section IV presents and analyzes the experimental results.
Finally, Section V concludes the paper.

II. RELATED WORK

In this section, we present a comprehensive review of
existing research related to network traffic detection, focusing
on the evolution from traditional methods to advanced DL and
generative approaches. We categorize the literature into four
main areas, which are traditional and ML-based traffic de-
tection, DL approaches for network traffic analysis, diffusion
models for representation learning, and LL.Ms for optimization
tasks.

A. Traditional and ML-based Network Traffic Detection

Traditional network traffic detection methods have evolved
significantly over the past decades, from simple rule-based sys-
tems to sophisticated ML approaches [39], [40]. Initially, the



port-based classification approach was used for traffic analysis,
where application recognition depended on the standardized
port mappings established by the Internet assigned numbers
authority (IANA) [41]. For example, the authors in [42]
proposed a TCP/IP traffic classification method based on port
number correlation with applications. Similarly, the authors
in [43] introduced an application traffic classification method
using fixed IP-port information automatically collected from
application behavior analysis, which enables fast and accurate
real-time traffic classification through simple packet header
matching. Moreover, the authors in [44] and [45] evaluated
port-based network application classification approaches. For
further improving the classification accuracy of UDP traffic,
the authors in [46] investigated a component-based method,
where connected half-tuples are grouped into subgraphs and
classified according to the most frequently used port numbers
within each group. Although port-based traffic classification
methods have advantages such as faster identification speed
and lower computational resources [47], they have become
increasingly inadequate for modern network environments due
to protocol camouflage and dynamic port utilization [48],
[49]. Specifically, some applications exploit legitimate port
numbers to transmit unauthorized traffic data, such as malware
concealed within HTTP streams. In addition, several applica-
tions can eschew standardized port assignments in favor of
randomly selected or ephemeral ports for service delivery, as
commonly observed in Voice over Internet Protocol implemen-
tations [50].

Subsequently, DPI, alternatively designated as signature-
based detection methods, have been developed for traffic
classification [51]. This type of method compares packets
against predefined signature databases, thereby enabling accu-
rate traffic classification through payload examination rather
than relying on potentially misleading port associations [38].
For instance, the authors in [52] introduced a novel approach
for peer-to-peer traffic identification by using application-
layer signatures, which achieves accurate detection without
relying on port numbers. Based on this, the authors in [53]
proposed PortLoad, a hybrid traffic classification approach
that combines the efficiency and reduced privacy invasiveness
of port-based methods with the accuracy of DPI techniques,
achieving a better balance between classification performance
and computational overhead. Further achieving faster DPI-
based traffic monitoring, the authors in [54] introduced a
quotient filter-based DPI approach for signature-based packet
payload matching. Furthermore, the authors in [55] proposed
an open-source high-speed DPI library and verified its protocol
detection accuracy and efficiency in some monitoring projects.
To tackle the growing challenge of encrypted communications,
the authors in [56] designed a system aimed at performing
DPI operations over encrypted traffic without compromising
data privacy through specialized cryptographic techniques.
However, these approaches rely heavily on static rules and
signatures, which makes them inadequate for detecting zero-
day attacks and emerging threats in the dynamic IoT ecosys-
tem. Moreover, they become inoperative once laws and privacy
policies restrict payload access or when applications employ
obfuscation and encapsulation strategies [57].

To overcome these limitations, researchers have applied
various ML techniques to network traffic classification [58].
The authors in [59] evaluated ensemble ML classifiers, in-
cluding random forest and gradient boosting, for virtual pri-
vate network (VPN) and non-virtual private network (non-
VPN) traffic classification, and demonstrated that ensemble
methods significantly outperform single classifiers like k-
nearest neighbors (KNN). Likewise, the authors in [60] con-
ducted a comprehensive experimental analysis of various ML
algorithms for IoT network traffic classification, comparing
them in terms of accuracy, speed, and training time. Re-
cent works like [61] implemented a detection framework by
combining ML approaches with feature selection for network
intrusion detection, and the experiment results demonstrated
that carefully selected features could significantly improve
detection accuracy. Moreover, the author in [62] designed
a cost-sensitive multi-class support vector machine method
with active learning for network traffic classification, tack-
ling the class imbalance problem by dynamically assigning
weights to applications. Additionally, the ML-based approach
for encrypted traffic classification has gained traction. The
authors in [63] proposed a granular multi-label classification
framework that utilizes classifier chains to classify at three
levels of granular classification of encrypted network traffic
for tackling the growing challenge of encrypted communi-
cations. Similarly, the authors in [64] developed three ML
approaches combining neural networks and bidirectional long
short-term memory (LSTM) with ensemble voting techniques
for encrypted network traffic classification, achieving up to
96.8% accuracy in classifying applications such as browsing,
VoIP, file transfer, and video streaming without inspecting
packet contents directly. Despite these advances, ML-based
approaches are hampered by the insufficient volume of labeled
network traffic samples [65]. Furthermore, most of them still
rely heavily on domain expertise for feature engineering and
struggle to adapt to the ever-changing nature of network traffic
patterns [22].

B. DL Approaches for Network Traffic Analysis

The limitations of traditional ML approaches have led re-
searchers to explore DL techniques for network traffic analysis,
which can automatically learn feature representations from raw
data [66], [67]. The authors in [68] pioneered the application
of convolutional neural networks (CNNs) for malware traffic
classification, and this method utilized representation learning
that treats raw traffic data as images, thus achieving prac-
tical accuracy requirements without requiring hand-designed
features. Extending this, the authors in [69] designed Deep
Packet, a DL-based framework using CNN and stacked au-
toencoders that integrates feature extraction and classification
for both application types and traffic categories. Similarly,
the authors in [70] presented a cascaded neural framework
that combines a one-dimensional CNN and a bidirectional
long short-term memory with self-attention to distinguish
various darknet applications and protocols. For traffic analysis
in IoT security, the authors in [71] developed an automatic
and efficient DL method specifically designed for resource-
constrained IoT environments that maintains high detection



accuracy while reducing computational overhead. Likewise,
the authors in [72] presented a hypergraph convolution-based
framework for detecting malicious encrypted traffic in non-
terrestrial IoT networks spanning satellites, unmanned aerial
vehicles, and base stations. Recently, the authors in [73]
introduced RBLJAN that employs byte-label joint attention
mechanisms and adversarial training to capture long-range de-
pendencies in traffic patterns, thus enabling efficient encrypted
network traffic classification. However, these approaches typ-
ically require large volumes of labeled training data, which
is often scarce in rapidly evolving IoT environments, and
their complex architectures demand substantial computational
resources that may exceed the capabilities of many IoT de-
vices [31].

To address the challenge of labeled data scarcity, several
researchers have explored semi-supervised and self-supervised
learning approaches [74], [75]. The authors in [76] introduced
a novel semi-supervised deep reinforcement learning method
that adaptively optimizes detection strategies through environ-
mental feedback. Likewise, the authors in [77] and [78] de-
signed the semi-supervised learning-based ConvLaddernet and
flow transformer frameworks, respectively, aimed at achiev-
ing improved classification performance when only a small
quantity of annotated data is available. Recently, the authors
in [79] developed a federated semi-supervised learning frame-
work using autoencoder-based models for privacy-preserving
network traffic analysis in smart home environments. In ad-
dition, the authors in [80] proposed a contrastive pre-training
approach combined with semi-supervised learning to achieve
robust traffic representation and mitigate classification bias.
For reducing labeling dependency in traffic classification, the
authors in [81] and [82] leveraged a masked autoencoder-
based traffic transformer with multi-level flow representation
to capture both local and global traffic patterns. Similarly, the
authors in [31] employed a masked autoencoder architecture
and transformer-based backbone, efficiently extracting features
from non-redundant traffic data. Moreover, the authors in [83]
introduced a federated self-supervised generative adversarial
network-based approach that enables the recognition of traffic
originating from unidentified services and produces artificial
samples mimicking the distributional properties of unknown
traffic patterns. In addition, the authors in [84] developed a
self-supervised learning-based multi-feature fusion framework
that introduces random subset selection for data augmentation
and a novel fusion mechanism to extract temporal features
from traffic tables. Nevertheless, even these advanced DL
approaches struggle with the dual challenges of computational
efficiency and representational capacity for encrypted traffic.
Specifically, most of them often fail to capture the subtle
patterns that distinguish different types of encrypted traffic
while maintaining the computational efficiency required for
deployment in resource-constrained IoT environments.

C. Diffusion Model Appliactions

Diffusion models have recently emerged as powerful gen-
erative approaches that can be combined with other learning-
based algorithms for control and optimization [85], [86]. For

example, the authors in [87] explored diffusion model-based
policy networks in deep reinforcement learning frameworks
for energy management optimization. Similarly, the authors
in [88] integrated discrete diffusion models with hierarchical
multi-agent deep reinforcement learning for enhancing goal-
conditioned navigation and sensing. Furthermore, the authors
in [89] demonstrated how diffusion model-based approaches
can enhance traditional optimization methods to achieve su-
perior performance in complex network resource allocation
and coordination problems. Likewise, the authors in [90]
explored attention-enhanced diffusion models for edge service
optimization. Recent works such as [91] explored diffusion-
enhanced reinforcement learning methods that employ the
generative potential of diffusion models while integrating the
powerful decision-formulation mechanisms of reinforcement
learning. Additionally, the authors in [92] investigated the
application of generative diffusion models combined with deep
learning approaches for multi-objective optimization problems.
Likewise, the authors in [93] leveraged diffusion models as
prediction strategies and presented a dynamic multi-objective
evolutionary approach.

Moreover, some works have investigated applications of the
diffusion model within network security [94]. For example, the
authors in [95] explored the applications of diffusion models
as network optimizers and demonstrated that they can achieve
flexible and efficient network performance optimization. Re-
cent works like [96] and [97] designed diffusion model-based
approaches for Wi-Fi data processing for defending against
membership inference attacks and enhancing indoor localiza-
tion accuracy, respectively. Furthermore, the authors in [98]
introduced a generative diffusion model-enabled approach
for secure beamforming optimization in intelligent reflecting
surface-assisted IoT communications. Likewise, the authors
in [99] developed an improved twin delayed deep deterministic
policy gradient algorithm based on the diffusion model to en-
hance unmanned aerial vehicle-enabled secure data collection
in IoT networks. In addition, the authors in [100] developed
a novel secure sensing system based on diffusion mode that
leverages both the discrete conditional diffusion model for
graph generation to optimize link activation and continuous
conditional diffusion models to generate safeguarding signals,
protecting users against unauthorized monitoring. To tackle
data scarcity challenges in IoT malware detection, the authors
in [101] leveraged the DDPM for synthetic network traffic
image generation.

Several studies have proposed exploiting the unique abil-
ity of diffusion models to learn complex data distributions
and extract meaningful representations [102]. The authors
in [103] systematically deconstructed modern diffusion models
to identify their essential components for effective represen-
tation learning. Furthermore, the authors in [34] investigated
the inherent representation learning capabilities of denoising
diffusion autoencoders (DDAEs) and demonstrated that these
models can obtain high-quality discriminative representations
within their intermediate layers through generative pre-training
alone. Based on this, the authors in [104] further proposed
DDAE++, which introduces a self-conditioning mechanism
that leverages the rich semantic information within diffusion



TABLE I
DIFFERENCES BETWEEN THIS WORK AND EXISTING WORKS

Reference ML-based  DL-based Technique Supervised  Semi-supervised  Self-supervised  Generative LLM Encrypted
Method Method Learning Learning Learning Method Application Traffic
[59] v X Ensemble classifier v X X X X v
[62] v X Cost-sensitive SVM v X X X X v
[61] v X Ensemble Feature selection v X X X X X
[63] v X Classifier Chain v X X X X v
[64] v v LSTM and ensemble voting v X X X X v
[68] X v CNN v X X X X X
[69] X v CNN and stacked autoencoders v X X X X v
[71] X v NASP v X X X X X
[72] X v Hypergraph neural networks v X X X X v
[73] X v CNN with joint attention, GAN v X X v X v
[77] X v CNN X v X X X X
[79] X v Federated learning X v X v X X
[80] X v Transformer X v X X X v
[81] X v Masked autoencoder X X v v X X
[31] X v Masked autoencoder X X v v X X
[83] X v GAN and federated learning X X v v X X
[70] X v CNN and LSTM v X X X X v
[109] X v GPT-2 v X X X v v
[110] X v GPT-3.5-turbo v X X X v X
[111] X v GPT-2-base v X X X v v
This Work v v DDPM and DeepSeek X X v v v v

networks to simultaneously improve both generative quality
and discriminative performance. The authors in [105] lever-
aged pre-trained diffusion models for unsupervised concept
extraction. Similarly, the authors in [106] and [107] explored
the applications of diffusion models as feature extraction
in sensing change detection and medical imaging, respec-
tively. To learn complex unknown noise distributions, the
authors [108] introduced the application of diffusion models
to signal detection in near-field communication systems and
presented a maximum likelihood estimation diffusion detector.

Despite these advances, diffusion models have seen limited
application in network security contexts, with most research
focusing on their generative capabilities rather than their
potential for discriminative feature extraction in complex do-
mains like encrypted network traffic. Moreover, current appli-
cations of diffusion models typically utilize only single-layer
representations, failing to leverage the rich multi-level features
formed during the diffusion process that could potentially
capture both fine-grained and abstract patterns in network
traffic data.

D. LLM Applications in Optimization and Parameter Tuning

LLMs have demonstrated remarkable capabilities across
various domains, including optimization and parameter tuning
tasks, due to their powerful reasoning capabilities [112], [113].
For example, the authors in [23] presented a model-centric
optimization approach for democratizing LLM deployment on
mobile edge networks. In addition, the authors in [114] pro-
posed a framework where LLMs guide the optimization pro-
cess for complex engineering problems by iteratively refining

solution strategies based on performance feedback. Building
on this, the authors in [115] introduced a reinforcement learn-
ing with LLMs interaction framework that leverages LLM-
empowered generative agents to provide real-time subjective
quality of experience feedback for optimizing resource allo-
cation in distributed diffusion model services. Similarly, the
authors in [116] deployed a hybrid approach based on LLLM for
simultaneously optimizing vehicle-to-infrastructure communi-
cation and autonomous driving policies, where LLMs optimize
driving decisions through experience learning while collabo-
rating with the double deep Q-learning algorithm for com-
munication optimization. Furthermore, the authors in [117]
introduced an inventive paradigm exploiting LLM-enabled
graphs for dynamic network optimization, demonstrating how
LLMs can effectively optimize UAV trajectory planning and
communication resource allocation.

Moreover, some works have focused on utilizing LLMs for
parameter adjustment [118], [119]. For example, the authors
in [120] and [121] explored the use of LLMs for hyperpa-
rameter optimization in ML models, showing that language
models can effectively reason about parameter relationships
and suggest promising configurations based on previous per-
formance data. Building on this, the authors in [122] utilized
DeepSeek to facilitate flexible hyperparameter adjustment in
deep reinforcement learning, evidencing the ability of LLMs
to strengthen algorithmic outcomes through contextually-
driven parameter adaptation. Similarly, the authors in [123]
proposed an LLM-enabled parameter tuning framework for
robotic systems, where LLMs interpret user preferences and
dynamically adjust operational parameters to optimize human-



robot interaction performance in physical care tasks. Recent
work like [124] introduced an LLM-based hyperparameter
adaptation framework for evolutionary reinforcement learning,
where the Qwen model dynamically adjusts learning rate and
discount factor based on fitness. Likewise, the authors in [125]
proposed a novel LLM-based hyperparameter optimization
framework aimed at improving parameter space exploitation.
Additionally, the authors in [126] proposed a novel system
aimed at employing LLMs for automatically designing dense
reward functions within reinforcement learning environments,
significantly improving agent learning efficiency in complex
tasks through iterative reward function refinement.

In evolutionary algorithms, several researchers have inves-
tigated strategies for parameter adaptation [127], [128]. For
instance, the authors in [129], the authors designed a success-
history based parameter adaptation mechanism for the dif-
ferential evolution algorithm that dynamically adjusts control
parameters by leveraging historical information of successful
parameters. Building on this, the authors in [130] and [131]
further enhanced this approach by introducing distance-based
and nearest spatial neighborhood-based improvements, respec-
tively. Likewise, the authors in [132] developed a parameter
adaptation-enhanced ant colony optimization method with a
dynamic hybrid mechanism that analyzes historical search
information to adjust key parameters during optimization.
Moreover, the authors in [133] employed the policy gradient
method to acquire parameter control strategies from optimiza-
tion experiences, which enables algorithms to autonomously
adjust their behavior based on the characteristics of the prob-
lem being solved. Recent works like [134] integrated multiple
information sources to evaluate optimization progress and
adjust algorithm parameters accordingly. Nevertheless, these
approaches rely on predefined adaptation rules or heuristics
rather than leveraging the reasoning capabilities and contextual
understanding offered by LLMs, thus limiting their flexibility
and generalization across diverse problem domains. Further-
more, existing optimization approaches typically focus on
single-objective functions, neglecting the importance of per-
formance robustness across different data distributions, which
is a critical consideration for IoT traffic detection systems that
typically operate effectively across heterogeneous deployment
environments.

Different from these approaches, the proposed DMLITE
framework aims to combine the representational power of
diffusion models with the reasoning capabilities of LLMs to
create a comprehensive solution for IoT traffic detection that
overcomes the limitations identified in the literature. In the
following, we present the details of the DMLITE framework.

III. DMLITE FRAMEWORK: DIFFUSION MODEL AND
LLM INTEGRATED TRAFFIC EMBEDDING

In this section, we introduce a novel DMLITE framework
for IoT network traffic classification. In the following, we
detail the framework, beginning with an overview of the
framework architecture, followed by detailed descriptions of
each component, and concluding with a computational com-
plexity analysis.

A. Overview of DMLITE Framework

As aforementioned, network traffic classification faces
unique challenges, including rapidly changing communica-
tion patterns, limited labeled data for emerging threats, and
resource constraints in edge computing environments [135],
[136]. Traditional classification methods often struggle with
these challenges due to their reliance on manual feature
engineering or their inability to adapt to new traffic pat-
terns without extensive retraining [137]. To address these
challenges, we aim to propose an integrated approach that
leverages both diffusion models and LLMs to extract and
optimize discriminative features from network traffic.

Specifically, the designed DMLITE framework addresses
these limitations through a three-stage pipeline that combines
the representation power of diffusion models with the opti-
mization capabilities of LLMs, and it consists of the following
key components:

« Traffic Visual Preprocessing: In this process, we convert
raw network traffic into visual representations suitable for
DL models. This transformation enables the application
of powerful computer vision techniques to the domain of
network traffic analysis.

« Diffusion-based Feature Extraction: We leverage
DDPMs to extract discriminative traffic features. This
approach capitalizes on the diffusion models to learn
complex data distributions and capture multi-scale fea-
tures.

o LLM-guided Feature Selection Optimization: Employ-
ing LLMs to optimize the feature selection process,
reducing dimensionality while maintaining classification
accuracy across diverse network environments.

The DMLITE framework integrates these components to
enhance classification accuracy, generalization capability, and
computational efficiency in IoT traffic classification tasks.
In the following subsections, we detail each component and
explain how they collectively address the challenges of IoT
traffic classification.

B. Traffic Visual Preprocessing

IoT network traffic presents unique challenges for classifi-
cation due to its heterogeneous nature, protocol diversity, and
evolving patterns [138]. Traditional feature extraction methods
often rely on domain expertise and manual feature engineer-
ing, which can be time-consuming and may not generalize
well across different IoT environments [60], [139]. Visual
representations offer a promising alternative, as they can
preserve structural information while enabling the application
of advanced DL techniques [68].

As such, we transform raw network traffic into visual
representations, enabling the application of powerful computer
vision techniques to the traffic classification domain [22],
[140]. Specifically, as shown in Fig. 1, our preprocessing
module employs the USTC-TK2016 toolkit [68] to convert
raw network traffic data in PCAP format into standardized
image representations. In particular, the transformation process
consists of four critical steps:
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Fig. 1. Sketch map of the traffic visual preprocessing.

1) Traffic Splitting: We divide the continuous network
traffic capture into discrete traffic units based on flow
granularity. Each flow F; is defined as a sequence of
packets sharing the same 5-tuple (source IP, destination
IP, source port, destination port, protocol), which is
given by

Fi = {p17p27"'5pn} | Vp] € }7‘Z :

5-tuple(p;) = 5-tuple(py). M

2) Traffic Sanitization: To eliminate network-specific bias
and ensure privacy, we perform traffic anonymization
by randomizing MAC and IP addresses. Additionally,
empty and duplicate samples are removed to prevent
model bias, i.e.,

F! = A(F;) | A : anonymization function. ~ (2)

2

3) Uniform Transformation: Each traffic unit is trimmed
or padded to a fixed length of L = w x h bytes to
ensure consistency in processing. This standardization is
essential for the subsequent visual transformation, which

is given by
trim(F/, L) if |F/| > L,
F{' = {pad(F/,L) if|F/|<L, 3)
F! otherwise.

4) Image Generation: The byte sequence is converted into
a w X h grayscale image, where each pixel corresponds
to a byte value, i.e.,

I; = reshape(F,’,w, h). 4)

Note that this preprocessing approach transforms network
traffic into a visual domain that preserves the inherent patterns
and byte-level relationships while enabling the application of
DL techniques for subsequent feature extraction and classi-
fication. The visual representation captures both local byte-
level patterns and global flow-level structures, providing a rich
foundation for our diffusion-based feature extraction process.

C. Diffusion-based Feature Extraction

In general, 10T traffic classification faces challenges related
to feature representation, such as the presence of noise in
raw traffic data, and the lack of discriminative features for
distinguishing between similar traffic types. Traditional fea-
ture extraction methods often rely on handcrafted features
or general-purpose neural networks that may not effectively
capture the unique characteristics of network traffic [141].

In this case, diffusion models have demonstrated remark-
able capability in learning complex data distributions and
extracting meaningful representations in various domains such
as computer vision and natural language processing [142],
[143]. Moreover, diffusion models have proven effective in
self-supervised representation learning scenarios [103], which
makes them particularly suitable for limited labeled network
traffic data in IoT environments. In particular, diffusion models
demonstrate superior efficiency in modeling complex training
distributions compared to other generative approaches, and
have been demonstrated to extract high-quality discriminative
features from their intermediate layers during the denoising
process [34].

Thus, we introduce a novel application of DDPMs [144]
for network traffic feature extraction, leveraging their ability to
progressively denoise data and capture multi-scale features that
are particularly valuable for distinguishing subtle differences
in traffic patterns. Fig. 2 illustrates the framework of our
diffusion-based feature extraction approach. This approach
consists of four key stages, which are DDPM model train-
ing, optimal feature layer identification, representative sample
selection and fine-tuning, and multi-level feature fusion. The
details are as follows.

1) DDPM Model Training: We first train a DDPM based
on a U-Net architecture to learn the underlying distribution
of network traffic images. The diffusion process follows a
forward process that gradually adds Gaussian noise to the data
and a reverse process that learns to denoise [145]. In particular,
the forward process is given by [144]

Q($t|$t—1) = N(l"t; v 1- 5t$t—175t1)- )

Moreover, the reverse process is given by

pQ(It—1|xt) :N(xt—l;/ta(mtat)729(xtat))a (6)

where (; is the noise schedule, 1y and Yy are learned by the
neural network.

Following this, the model is trained using the variational
lower bound objective as follows:

L(0) = Egy et [lle — oz, t)]1%] (7)

where € is the random noise and ¢y is the noise predicted by
the model.

2) Optimal Feature Layer Identification: Then, we evaluate
different layers of the trained denoising network to iden-
tify the optimal feature extraction layer that provides the
most discriminative representations. This process is important
because different layers in the network capture features at
varying levels of abstraction. For each layer [, we compute a
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Fig. 2. Comprehensive architecture of the diffusion-based multi-level feature extraction process, demonstrating: (1) the forward diffusion process that
progressively adds noise to traffic images, (2) the U-Net network architecture used for denoising, (3) optimal feature layer identification through evaluation
metrics, (4) representative sample selection using K-means clustering for efficient fine-tuning, and (5) multi-level feature fusion that combines features from
adjacent network layers to capture both fine-grained and abstract traffic patterns.

classification performance metric P; using a simple classifier
as follows:

I* = arg max P, (8)

where [* is the optimal layer.

3) Representative Sample Selection and Fine-tuning: In
this process, we select a representative subset of the training
data to fine-tune the optimal feature extraction layer by using
K-means clustering [146]. This approach aims to reduce
computational requirements while maintaining performance by
focusing on the most informative samples, which can be given
by

S = {z;|i € KMeans(F;«(D),k =n x 0.05)}, (9)

where F- represents the feature extraction at the optimal layer
I*, D is the training dataset, and S is the selected subset.
Note that the fine-tuning process employs contrastive learn-
ing loss for enhanced feature discrimination. The contrastive
learning loss based on InfoNCE is defined as follows [147]:

1 exp(2i - zi/T)
ﬁconu'd N glog eXp(Zi . Zi/T) + Zj;éz eXp(Zi . Zj/T),
(10)
where z; is the normalized feature vector, T is a temperature
parameter controlling the sharpness of the distribution, and N
is the number of samples. This contrastive loss encourages
the model to learn representations where samples from the
same class are close to each other while samples from different
classes are pushed apart in the feature space.

Following this, the optimization objective is given by

(1)

Igun Lecontra-
L

4) Multi-level Feature Fusion: To capture features at dif-
ferent levels of abstraction, we concatenate features from the
optimal layer with its adjacent layers (above and below) to
form a comprehensive feature representation [148]. This multi-
level fusion enhances the robustness of the extracted features
by incorporating both fine-grained and abstract patterns, which
is given by

ffused(m) - []:l*—l(x) @ -’rl* (LE) @E*+1($)]7

where @ denotes the concatenation operation.

As can be seen, this diffusion-based feature extraction
approach captures the intricate patterns in network traffic
while providing robust representations that are less sensitive to
noise and domain shifts. By leveraging the hierarchical nature
of the U-Net architecture and the denoising capabilities of
diffusion models, our method extracts features that effectively
distinguish between different types of IoT traffic, even when
the differences are subtle or when limited labeled data is
available.

(12)

D. LLM-guided Feature Selection Optimization

Due to the high dimensionality of extracted features, we aim
to conduct feature selection to avoid the increased computa-
tional complexity and potential overfitting. Conventional fea-
ture selection methods often rely on fixed heuristics or require
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Fig. 3. The LLM-guided PSO-based feature selection optimization workflow, showing how the pre-trained DeepSeek model dynamically tunes PSO parameters.

extensive manual tuning of hyperparameters [149], limiting
their effectiveness across diverse IoT environments. However,
the dynamic nature of IoT traffic patterns necessitates adaptive
feature selection strategies that can account for varying data
distributions across different network settings.

In this case, we integrate the LLMs into the feature se-
lection process to develop a more intelligent and adaptive
feature selection strategy. We select PSO as the foundation for
feature selection due to several key advantages. Specifically,
PSO demonstrates excellent convergence properties for binary
optimization problems like feature selection [150]. Addition-
ally, PSO offers superior computational efficiency with fewer
parameters to adjust compared to genetic algorithms and other
swarm intelligence algorithms [151]. Furthermore, the social
learning mechanism of PSO balances global and local search
through particle information exchange while maintaining pop-
ulation diversity throughout the optimization process, helping
prevent premature convergence to suboptimal feature sub-
sets [152]. By guiding the parameter optimization of the PSO
algorithm, LLMs can help identify the most discriminative
features while maintaining computational efficiency. Fig. 3
shows the proposed LLM-guided PSO-based feature selection
algorithm. In the following, we first introduce the optimization
objective during the feature selection process, then present the
PSO parameter optimization, and finally detail the iterative
parameter search and evaluation method.

1) Dual Optimization Objective: To ensure both high per-
formance and robustness across different data distributions,
we define a dual optimization objective that aims to minimize
both the maximum classification error rate across multiple data

subsets and the variance of error rates between these subsets,
which is given by

min{ max _ Err;(0)+
0 1€{1,2 } (13)
A - Var({Erry (), Erra (6), . . .Errn(H)})},
where Err;(6) is the classification error rate on subset ¢ with
feature selection parameters 6, and A is a weighting factor
balancing the two components. This dual objective encourages
the selection of features that perform well across all data
subsets, rather than features that excel on some subsets but
perform poorly on others.

2) PSO Parameter Optimization: Following this, we utilize
the DeepSeek LLM to optimize three critical parameters of the
PSO algorithm, which are inertia weight w, cognitive learning
factor c;, and social learning factor co during optimizing the
aforementioned optimization objective shown in Eq. (13). In
general, the standard PSO update equations are given by [152]

ot (14)

=w-vf+ ey (P — @) + oo (g - ),

ot = af ot (15)

where v} and z! are the velocity and position of particle 4 at
iteration ¢, p! is the best position found by particle 7, ¢ is the
global best position, and r1, 79 are random numbers in [0,1].

The PSO convergence analysis demonstrates that parame-
ter configuration (w, ¢y, cg) critically determines exploration-
exploitation balance [153], [154]. Different from static param-
eter configurations or linear parameter adjustment methods, we



Algorithm 1: LLM-Guided Parameter Optimization
via DeepSeek

Input: Current parameters (w, ¢, ¢a), recent metrics
recent_metrics
Output: Updated parameters (wpeqy, ¢, c5)
/+ Step 1: Construct prompt with
optimization context */
1 prompt < Current PSO parameters: w={w}, c1;={c1},
ca={c2}. Recent 6 iterations: {recent_metrics} with
fitness and feature counts. Objective: Minimize fitness
(classification error rate + the number of selected
features). Analyze convergence trend and suggest
specific numerical adjustments for w, c1, cs.;
/* Step 2: Query DeepSeek for
semantic guidance */
2 llm_response < llm,esponse.query(prompt) // API
call to DeepSeek;
/+ Step 3: Parse natural language
suggestions to numerical updates
*/
3 Aw, Acy, Acy < Extract parameter adjustments from
llm,esponse // Parsing uses regex patterns;
/+ Step 4: Apply validated parameter
updates */
4 Whew — W+ Aw;
5 Y <=1 + Acy;
6 cHY < cg + Aco;
/+ Step 5: Validate parsing success
and return updated parameters */
7 if Parsing failed or bounds violated then
Wpew < W, T < c1, 5" < co // Fallback to
current values;

o

9 end
10 return (Wyeq, 7Y, c5v);

use the LLMs to optimize these parameters based on historical
performance data and domain knowledge, which is given by

(w*7 sz C;) = LLMoplimize(H7 Dval)a (16)
where H represents historical performance data and D, is the
validation dataset. Algorithm 1 details the interaction between
PSO and DeepSeek LLM. Specifically, the PSO-DeepSeek
interaction is described as follows:

Step 1: Prompt Construction. Designing a structured nat-
ural language query that includes current PSO parameters
(w, ¢1, ¢2), recent performance metrics, such as fitness value,
classification accuracy, and feature counts over the past 6 iter-
ations, and explicit instructions requesting specific numerical
parameter adjustments to improve convergence behavior.

Step 2: DeepSeek API Query. Invoking the LLM with the
constructed prompt.

Step 3: Response Parsing. Extracting numerical parameter
changes from the natural language response of DeepSeek using
regex patterns that recognize common directive formats such
as increase w by 0.1 or set ¢; to 1.8.

Step 4: Validated Parameter Update. Applying the sug-
gested changes while enforcing theoretically sound boundary
constraints.

Step 5: Fallback Mechanism. Reverting to previous param-
eter values if parsing fails or suggested values violate bounds,
ensuring algorithmic robustness against ambiguous or invalid
LLM responses.

3) Iterative Parameter Search and Evaluation: In what
follows, the LLM iteratively refines the PSO parameters
based on performance feedback, creating a feedback loop
that continuously improves the feature selection process. In
each iteration, the PSO algorithm with the LLM-suggested
parameters selects a feature subset, which is then evaluated
using the dual optimization objective, i.e.,

Felected = Pso(w*,cf,cz)(}—fusem Dtrain)- (17)

Then, the results are fed back to the LLM, which generates
improved parameter suggestions:

/

(w* aCT,v C;,) = LLMefine (W™, ¢1, ¢3), P(Feelected)),  (18)

where P(Felectea) represents the performance metrics of the
selected feature subset.

Algorithm 2 shows the pseudocode of the LLM-guided
feature selection optimization strategy. By integrating the
reasoning capabilities of LLMs [155] with the exploration
efficiency of PSO, this approach intelligently navigates the
feature space to identify the most discriminative features for
IoT traffic classification.

E. Computational Complexity Analysis

The practical deployment of IoT traffic classification sys-
tems often requires careful consideration of computational
resources, especially in edge computing environments. Thus,
we analyze the computational complexity of each component
of the DMLITE framework and discuss optimizations for
resource-constrained environments. Specifically, the computa-
tional complexity of the DMLITE framework can be analyzed
for each of its major components:

1) Traffic Visual Preprocessing: The complexity is O(N -
L), where N is the number of traffic flows and L is
the maximum flow length (capped at 784 bytes in our
implementation). This step is relatively lightweight and
can be efficiently implemented on edge devices.

2) Diffusion-based Feature Extraction:

o DDPM Model Training: O(T' - E- N - D), where T
is the number of diffusion steps, F is the number of
epochs, N is the number of training samples, and
D is the dimensionality of the data. This is the most
computationally intensive phase, but it is performed
offline during the development stage.

o Optimal Layer Identification: O(L - N - D), where
L is the number of layers evaluated. This is also
performed offline during model development.

« Representative Sample Selection: O(k - N - D - I),
where k is the number of clusters, N is the dataset
size, D is the feature dimension, and [ is the number



Algorithm 2: LLM-guided PSO Feature Selection
Input: Feature matrix X, labels y, population size N,

of iterations for K-means. Our approach reduces this
cost by operating on only 5% of the training data.

o e N N »n

maximum iterations 7', data subsets
{D1,....;Dn}
Output: Selected feature subset Fsejected
/+ Initialize
w 4= 0.5, ¢; < 2.0, cg < 1.5 // Key parameters of
PSO;
dim < number of features;
llm_optimizer < Initialize LLM optimizer with
DeepSeek API configuration;
Randomly initialize position matrix X and velocity
matrix V;
Xpb <= X /] Personal best positions;
X gy < zero vector; // Global best position;
pbyit < [00,...,00]; // Personal best fitness;
gbyit < oo; // Global best fitness;
recent_metrics < [|; // Store recent performance
metrics for LLM analysis;

e Fine-tuning: O(E’-N'- D), where E’ is the number
of fine-tuning epochs and N’ is the size of the
representative subset (5% of N). This phase is
significantly more efficient than full model training
due to the reduced dataset size.

3) LLM-guided Feature Selection:

« PSO Optimization: O(P - I - D - C), where P
is the number of particles, I is the number of
iterations, D is the feature dimension, and C' is the
cost of evaluating the fitness of each particle. The
LLM guidance helps reduce the number of iterations
required to reach an optimal solution.

o LLM Parameter Refinement: O(R-Iy 1), where R
is the number of refinement rounds and I, is the
inference cost of the LLM. This step is performed
on a server rather than edge devices.

The overall computational complexity of the DMLITE

10 fort =1to T do . . framework is dominated by the DDPM model training phase.
1 Xl{i" —LX >05) 7 Map continuous positions to However, once the model is trained, the feature extraction and
discrete feature selection; selection phases are relatively efficient, especially since we

12 fori=1to N df’ . only use 5% of the training data for fine-tuning. The LLM-

13 -Calc-ulate partlc'le fitness fit; across all subsets; guided optimization introduces additional computational cost,

14 if fit; <,pbf iti] .then but this is offset by the improved efficiency of the resulting

15 XPb[l], X [Z]’ feature selection, leading to better classification performance

16 pbyinli] < fits; with fewer features.

17 ?nd. For deployment in resource-constrained IoT environments,

18 if fit; < gyt .then the trained model can be further optimized through techniques

19 KXo = X[i]; ) such as model quantization, pruning, and knowledge distilla-

20 Xgb_bin « Kpini]; tion, reducing the overall computational requirements while

A gbsie < fits; maintaining classification accuracy. Additionally, the modular

2 end nature of our framework allows for flexible deployment con-

B end . . figurations, where more computationally intensive components

/* Rec?r d met?r ics for LLM-guided can be offloaded to cloud servers while lightweight inference
optimization can be performed at the edge.

24 current_me'tmc <_ {iteration: #, best_fitness: Compared to traditional approaches that require extensive
gbyit, classification accuracy: acc, feature_count: feature engineering or complex DL models that need to
| Xgt_bin|, params: (w, c1, €)1 . process raw traffic data directly, our framework offers a more

25 Add current_metric to recent_metrics (keep at balanced approach to the accuracy-efficiency trade-off, making
most 6); it particularly suitable for real-world IoT security applications.

/+ Update particle positions and

2% for Z-leloti)l]tvlis IV. EXPERIMENTAL RESULTS AND ANALYSIS

27 ‘ Update V; and X; using Eqs. (14)and (15); In this section, we present a comprehensive evaluation of the

28 end proposed DMLITE framework. We first describe the datasets

/* LLM-Guided Parameter and implementation details, followed by performance compar-
Optimization via DeepSeek ison with state-of-the-art methods, and conclude with ablation

29 if £ > 6 then studies to validate the contribution of different components.

30 ‘ Optimize PSO parameters using Algorithm 1;

3 end A. Dataset and Implementation

32 end

33 return Feature subset Fyejocieq corresponding to To evaluate the performance of the DMLITE framework,

X gb_pin; we conduct experiments on three widely-used public network

traffic datasets, i.e., USTC-TFC [68], ISCX-VPN [156], and
Edge-TIloTset [157]. Table II summarizes the characteristics
of datasets, including the number of classes, total samples,
and class distribution of samples. Specifically, the USTC-TFC



TABLE 11
DATASET INFORMATION PROCESSED BY THE USTC-TK2016 TOOLKIT [68] IN OUR EXPERIMENTS.

Dataset Classes  Total samples  Detailed class distribution
Malware Cridex: 15000 Geodo: 6000 Htbot: 13549 Miuref: 17178 Neris: 14456
alw . o . .
USTC-TEC 20 272708 Nsis-ay: 14984 Shifu: 12000 Tinba: 12653 Virut: 12982 Zeus: 15761
Benien Bittorrent: 16335 FTP: 13804 Facetime: 12657 Gmail: 10051 MySQL: 17008
£ Outlook: 11115 SMB: 15772 Skype: 16213 Weibo: 13158 WoW: 12032
ISCX-VPN 12 340339 non-VPN audio: 206226 chat: 11326 file: 73347 mail: 8948 streaming: 2667 voip: 4033
VPN vpn-audio: 20742 vpn-chat: 8065  vpn-file: 1949  vpn-mail: 598  vpn-streaming: 666  vpn-voip: 1832
Distance: 32653 Flame_Sensor (FS): 32687 Heart_Rate (HR): 20842
Normal traffic IR_Receiver (IR): 32730 Modbus: 1138 phValue: 35522 Soil_Moisture (SM): 34584
Edge-TloTset 2 570860 Sound_Sensor (SS): 32695 Temperature_and_Humidity (TH): 33282 Water_Level (WL): 34330
Backdoor: 1693  DDoS_HTTP: 16760  DDoS_ICMP: 60000 DDoS_TCP: 60000 DDoS_UDP: 60000
Attack traffic MITM:102 OS_Fingerprinting (OS): 290 Password: 28565 Port_Scanning (PS): 20132 Ransomware: 1211
SQL_injection (SQL): 8790 Uploading: 15183 Vulnerability_scanner (VS):5274 XSS: 2397
TABLE III fusion model component, we employ a U-Net architecture, and

TRAINING PARAMETERS OF THE DMLITE IMPLEMENTATION.

Parameter  Description Value
N Training epochs 100
batch_size Training batch size 64
T Number of diffusion timesteps 500
de Model embedding dimension 64
tew Feature extraction time step 50
Fine-tuning stage

P The ratio of data for fine-tuning  0.05
N Fine-tuning epochs 10
N2 Learning rate le-6
ca Weight decay le-2

dataset contains network traffic data for both malicious and be-
nign applications. It includes 10 types of malware traffic (such
as Cridex, Geodo, Htbot, Zeus, etc.) and 10 types of normal
traffic activities, providing a balanced environment for evalu-
ating traffic classification performance. Moreover, the ISCX-
VPN dataset focuses on encrypted traffic classification with 12
traffic categories (6 VPN and 6 non-VPN), including audio,
chat, file transfer, email service, streaming, and VoIP. This
dataset is particularly valuable for evaluating performance on
encrypted traffic since traditional pattern-matching techniques
often fail. The Edge-IloTset dataset comprises network traffic
data collected from various edge computing and IoT devices.
It includes traffic from multiple IoT device categories (such as
temperature, humidity, and ultrasonic sensors) with both be-
nign operational patterns and simulated attack traffic vectors,
including DDoS, information gathering, man-in-the-middle,
injection attacks, and malware. This comprehensive dataset
captures the unique characteristics of resource-constrained IoT
communications at network edges, which makes it particularly
valuable for evaluating traffic classification algorithms in edge
computing environments where processing capabilities and
bandwidth are limited.

The proposed framework is implemented using PyTorch
2.7.1 along with CUDA 12.6 and conducted on a server
equipped with NVIDIA GeForce RTX 3060 GPU. For the dif-

the diffusion process follows a cosine noise schedule, in which
we use the AdamW optimizer with a learning rate of 0.001
and weight decay of 0.05. For the LLM component, we utilize
a pre-trained DeepSeek model, in which the population size
N = 10, the maximum iteration count 7" = 50, and the number
of data subsets is 4. Each data subset is selected through the K-
means clustering algorithm and contains approximately 5% of
the total sample. Moreover, we utilize a KNN classifier with
K = 5 as the performance evaluator for comparing feature
representations extracted from different intermediate layers of
the diffusion model, and the light gradient boosting machine
(LightGBM) as the primary classifier for final performance
evaluation and comparative experiments. Table III presents the
other training parameters used in the DMLITE framework.
As for evaluation metrics, we employ multiple comple-
mentary evaluation metrics that capture different aspects of
classification performance, including accuracy (AC), precision
(PR), recall (RC), and weighted F1-score (F1) as evaluation
metrics. Additionally, we conduct per-class Fl-score analysis
to assess the effectiveness of the framework across individual
traffic categories, enabling a more granular understanding of
classification capabilities for specific traffic types.

B. Comparison with Baselines

To verify the performance of the proposed DMLITE frame-
work, we conduct comprehensive experiments comparing it
with several state-of-the-art baselines, including supervised
learning methods (i.e., 2D-CNN [68], Deep Packet [69], and
RBLIJAN [73]), and self-supervised learning approaches (i.e.,
YaTC [81] and MTC-MAE [31]). Note that DP-CNN and DP-
SAE are Deep Packet with the one-dimensional CNN and
the stacked autoencoder, respectively, and the key parameter
settings of these baselines are shown in Table IV.

Table V demonstrates that DMLITE achieves superior per-
formance across the three datasets. The reason may be that
the diffusion-based multi-level feature extraction mechanism
effectively captures meaningful features through the U-Net ar-
chitecture during the progressive denoising process. Moreover,



TABLE IV
KEY PARAMETER SETTINGS OF BASELINE METHODS.

Method Parameter Value
Batch size 64
Epochs 20
2D-CNN [68]  Learning rate 1x1073
Weight decay 0.05
Convolution kernels 5
Batch size 64
Epochs 100
DP-CNN [69]  Learning rate 1x1073
Dropout 0.05
Convolution kernels 4
Batch size 64
Epochs 100
DP-SAE [69] Learning rate 1x1073
Dropout 0.05
Batch size 64
Epochs 100
RBLJAN [73]  Learning rate 1x1073
Dropout 0.5
Convolution kernels 8
Batch size 64
MTC-MAE [31] [Epochs 300 -
Learning rate 1x10™

Pre-training Weight decay 0.05

The masking ratio 0.6

Batch size 64
MTC-MAE [31] Epochs 50
Fine-tuning Learning rate 5x 107"
Weight decay 0.05
Batch size 64
YaTC [81] Total .step 150000 ,
o Learning rate 1x10™
Pre-training Weight decay 0.05

The masking ratio 0.9

Batch size 64
YaTC [81] Epochs 200
Fine-tuning Learning rate 2x 1073
Weight decay 0.05

compared to supervised methods, the enhanced performance
exhibited by DMLITE and other self-supervised approaches,
i.e.,, YaTC and MTC-MAE, validates the efficacy of self-
supervised learning paradigms in network traffic classification
tasks. Meanwhile, the self-supervised learning paradigm of
DMLITE effectively overcomes the critical challenge of la-
beled data in rapidly evolving IoT environments. Additionally,
the well-balanced precision and recall scores obtained by
DMLITE underscore its effectiveness in reducing both false
positives and false negatives, which is crucial for practical
traffic classification systems that focus on classification stabil-
ity. However, the relatively lower accuracy on the ISCX-VPN
dataset reveals potential challenges when handling certain
types of complex encrypted VPN traffic patterns. The reason
may be that VPN encryption introduces additional layers of
obfuscation that make traffic patterns more homogeneous,
thereby reducing the discriminative power of extracted fea-
tures.

The computational overhead comparison is illustrated in
Table VI, showing training duration requirements for all three
datasets. Although 2D-CNN exhibits superior computational
efficiency, its classification accuracy proves insufficient when
handling intricate network traffic patterns, as evidenced by our
performance assessments. DMLITE strikes an optimal balance
between computational demands and classification quality,
requiring reasonable training durations while substantially
outperforming self-supervised alternatives such as YaTC and
MTC-MAE in terms of efficiency.

The detailed category-specific performance analysis is il-
lustrated in Tables VII, VIII, and IX, which provide an
exhaustive evaluation comparing DMLITE against baseline
approaches across three distinct datasets. The experimental
results indicate that baseline methods exhibit significant per-
formance fluctuations, failing entirely to identify certain traffic
categories, particularly when dealing with encrypted network
traffic or complex network patterns. In contrast, the proposed
DMLITE framework achieves remarkably stable and superior
performance across all traffic categories throughout the three
experimental datasets. Notably, self-supervised approaches
such as MTC-MAE exhibit substantially diminished detection
capabilities for multiple traffic categories where DMLITE
demonstrates exceptional proficiency, thereby validating the
superior feature extraction capabilities. Furthermore, these
experimental results show the superiority of DMLITE in
preserving classification effectiveness across heterogeneous
network environments, especially for security-critical deploy-
ment scenarios where uniform cross-category performance
reliability is paramount.

C. Ablation Study

To evaluate the effectiveness of each component in the
proposed DMLITE framework, we conduct an ablation study
by incrementally adding key components to the baseline
model. Specifically, we compare and analyze four variants of
our approach, which are as follows:

« DMLITE-1: Utilizes only the optimal feature extraction
layer from the diffusion model without any enhance-
ments.

« DMLITE-2: Extends DMLITE-1 by incorporating the
contrastive learning-based fine-tuning strategy.

e DMLITE-3: Builds upon DMLITE-2 by adding the
multi-layer feature fusion mechanism.

e DMLITE: Our complete framework that enhances
DMLITE-3 with the LLM-guided feature selection op-
timization.

Fig. 4 presents the comparative performance of these vari-
ants on both the USTC-TFC, ISCX-VPN, and Edge-IloTset
datasets across four evaluation metrics, including accuracy,
precision, recall, and Fl-score. Although these components
of the DMLITE framework may introduce the complexity of
deployment and maintenance, experimental results show that
each component delivers performance improvements across
three datasets, which validates the necessity and effectiveness
of this multi-stage design approach.



TABLE V
PERFORMANCE COMPARISON BETWEEN DMLITE AND BASELINE ALGORITHMS ON THREE DATASETS.

USTC-TFC ISCX-VPN Edge-IIoTset
Model
AC PR RC F1 AC PR RC F1 AC PR RC F1
2D-CNN  88.05% 88.69% 88.05% 88.10% 92.43% 92.90% 92.43% 92.57% 79.95% 82.76% 79.95% 80.86%
DP-CNN  68.22% 72.52% 68.22% 65.02% 84.29% 84.59% 84.29% 83.23% 39.15% 44.17% 39.15% 34.41%
DP-SAE  37.33% 41.68% 37.33% 34.62% 53.17% 62.24% 53.17% 51.05% 11.68% 25.89% 11.68% 10.66%
RBLJAN 86.74% 87.60% 86.74% 85.73% 89.63% 89.83% 89.63% 89.49% 50.71% 65.21% 50.71% 45.60%
YaTC 96.33% 96.44% 96.33% 96.33% 87.68% 87.53% 87.68% 87.60% 97.06% 97.99% 97.06% 96.91%
MTC-MAE 92.10% 94.77% 92.10% 89.43% 66.67% T77.78% 66.67% 53.34% 89.97% 92.22% 89.97% 86.01%
DMLITE 98.87% 98.88% 98.87% 98.87%  92.61% 92.65% 92.61% 92.63% 99.83% 99.83% 99.83% 99.83%
TABLE VI prioritize the most informative features, resulting in a more
TRAINING TIME OF DIFFERENT MODELS (8). robust classification framework. The comprehensive ablation
analysis demonstrates that our proposed multi-component ar-
Model USTC-TFC  ISCX-VPN  Edge-IloTset chitecture achieves optimal performance through the syner-
2D-CNN 2611.75 2131.06 4059.90 gistic combination of diffusion-based representation learning,
DP-CNN 4674.83 4251.73 8261.12 contrastive fine-tuning, and intelligent feature optimization
DP-SAE 2324.84 2022.44 4463.43 strategies.
RBLJAN 37809.12 24804.05 43403.27
YaTC 11039.82 10622.12 34145.02
MTC-MAE 2279750  17957.72 43968.08 D. Feature Extraction Analysis
DMLITE 4339.35 5418.86 28660.60 The diffusion-based feature extraction process represents a

The variant DMLITE-1 shows remarkable classification
performance on both USTC-TFC and Edge-IloTset datasets,
which validates that diffusion models possess capabilities for
extracting meaningful representations from complex network
traffic patterns. The reason can be explained by the diffusion
model’s unique denoising methodology, which progressively
learns to reconstruct traffic data from noise, thereby acquiring
a deep understanding of the underlying data distribution char-
acteristics that effectively distinguish between different traffic
categories.

The incorporation of contrastive learning-based fine-tuning
mechanisms produces the most significant performance boost
among all proposed enhancements. This improvement is par-
ticularly pronounced on the challenging ISCX-VPN dataset,
where we document a substantial 2.27% accuracy improve-
ment compared to the baseline DMLITE-1 configuration. This
enhancement can be attributed to the introduced contrastive
learning framework, which learn discriminative embeddings
by maximizing similarity between positive pairs while mini-
mizing similarity between negative samples, thus refining the
feature space organization for improved classification bound-
aries.

Finally, LLM-guided feature selection optimization is inte-
grated into the model as a final enhancement. Although this
component introduces additional computational overhead, it
achieves consistent performance refinements across all eval-
uation metrics and experimental datasets. This component
leverages the reasoning capabilities of LLMs to identify and

critical component of the DMLITE framework. Thus, we con-
duct experiments to investigate how varying training epochs
affects the quality of extracted features in our diffusion-based
feature extraction module. Specifically, we evaluate four differ-
ent training configurations with epochs set to 50, 100, 150, and
200, respectively, while maintaining other hyperparameters
constant. For each configuration, we extract features from the
optimal layer and evaluate their classification accuracy across
all three benchmark datasets.

As shown in Fig. 5, classification accuracy improves as
training epochs increase from 50 to 100, with accuracy gains
of 0.30%, 0.86%, and 0.03% on USTC-TFC, ISCX-VPN, and
Edge-IloTset, respectively. This improvement can be attributed
to the progressive learning of the underlying traffic data
distribution by the diffusion model, where additional training
iterations allow the denoising network to better capture fine-
grained features through the U-Net architecture. However, fur-
ther increasing epochs from 100 to 150 shows mixed results.
Specifically, while ISCX-VPN achieves a marginal improve-
ment of 0.23%, both USTC-TFC and Edge-IloTset experience
slight performance degradation of 0.12% and 0.13%, respec-
tively. When extending training to 200 epochs, we observe
consistent performance degradation of approximately 0.01%-
0.09% across all datasets, which suggests potential overfitting
where the model begins to memorize training-specific pat-
terns rather than generalizing to discriminative traffic features.
Although ISCX-VPN achieves its peak performance at 150
epochs, the marginal 0.23% improvement comes at the cost
of nearly 50% additional training time. Thus, we select 100
epochs as the default configuration in the DMLITE framework,



TABLE VII
CATEGORY-WISE F1 COMPARISON BETWEEN DMLITE AND BASELINE ALGORITHMS ON THE USTC-TFC DATASET.

Model Cridex Geodo Htbot Miuref Neris Nsis-ay Shifu Tinba Virut Zeus
2D-CNN 85.63% 81.63% 79.27% 81.30% 90.01% 88.00% 87.55% 92.77% 89.95% 96.43%
DP-CNN 59.35% 52.65% 57.44% 15.14% 71.19% 66.51% 27.72% 19.68% 69.29% 4291%
DP-SAE 44.42% 37.05% 49.20% 4.85% 16.84% 40.82% 8.94% 4.91% 41.46% 16.42%
RBLJAN 69.32% 27.53% 78.47% 41.71% 92.12% 99.47% 92.74% 60.56% 89.00% 96.71%
YaTC 100.00 % 99.39% 91.67% 98.11% 73.44% 100.00 % 99.36% 100.00 % 77.78% 100.00 %
MTC-MAE 99.97% 99.58% 98.58% 98.74% 71.00% 96.05% 98.16% 99.35% 0.00% 99.74%
DMLITE 99.97% 99.96%  99.80%  99.85%  91.54% 99.37% 99.84% 99.94% 90.22% 99.83%
Model Bittorrent FTP Facetime Gmail MySQL Outlook SMB Skype Weibo WoW VAE
2D-CNN 88.01% 93.93% 88.23% 89.00% 85.17% 89.39% 88.28% 88.74% 88.90% 90.59% 88.01%
DP-CNN 42.47% 80.01% 98.35% 73.14% 56.80% 9.93% 91.47% 66.56% 99.93% 93.15% 57.92%
DP-SAE 61.17% 72.44% 44.60% 21.88% 12.18% 24.76% 30.64% 6.20% 47.90% 39.85% 30.88%
RBLJAN 100.00 % 99.99% 99.98% 99.99% 100.00% 99.99% 99.98% 99.95% 99.98% 99.97% 86.71%
YaTC 100.00 % 100.00 % 100.00% 100.00% 100.00% 100.00% 100.00 % 100.00 % 99.37% 100.00 % 96.80%
MTC-MAE 99.28% 0.00% 99.85% 87.80% 99.38% 98.90% 93.40% 99.19% 99.59% 99.48% 86.24%
DMLITE 100.00 % 100.00 % 99.96% 99.91% 100.00% 99.90% 100.00% 100.00 % 99.96% 100.00 % 98.95%
TABLE VIII
CATEGORY-WISE F1 COMPARISON BETWEEN DMLITE AND BASELINE ALGORITHMS ON THE ISCX-VPN DATASET.
Model Audio Chat File Mail ST Voip  Vpn-audio Vpn-chat Vpn-file Vpn-mail Vpn-ST Vpn-voip VAE
2D-CNN  95.18% 78.45% 89.01% 71.42% 80.30% 84.11% 99.08% 96.17%  85.48%  75.00%  86.57%  94.35% 86.26%
DP-CNN  9296% 83.59% 93.719% 54.10% 91.13% 46.10% 95.83% 86.78%  90.06%  75.79%  98.20%  68.96% 81.44%
DP-SAE  48.53% 4451% 4747% 10.74% 62.70% 18.48% 78.77% 61.44%  47.04%  54.61%  98.95%  20.01% 49.44%
RBLJAN  98.02% 88.39% 99.22% 69.47% 99.68% 64.20% 98.62% 94.64%  95.02%  96.21% 99.84%  64.61% 88.99%
YaTC 89.48% 89.00% 70.95% 90.48% 93.49% 94.07%  100.00% 99.32% 96.92%  98.33%  97.78%  99.12% 93.24%
MTC-MAE 80.17% 0.00%  0.00% 0.00% 0.00%  0.00% 78.33% 0.00% 0.00% 0.00% 0.00% 0.00% 13.21%
DMLITE 9437% 93.37% 84.57% 92.81% 94.07% 95.04% 99.93% 97.89%  92.54%  94.83%  93.02%  99.73% 94.35%
TABLE IX
CATEGORY-WISE F1 COMPARISON BETWEEN DMLITE AND BASELINE ALGORITHMS ON THE EDGE-IIOTSET DATASET.
Model Distance FS HR IR Modbus phValue SM SS TH WL  Backdoor DDoS-HTTP
2D-CNN  77.20% 81.58% 75.77% 86.06% 26.72% 83.63% 72.06% 83.71% 82.93% 76.95%  29.09% 77.40%
DP-CNN 3.26% 554%  4.01% 2.07% 30.02% 13.84% 7.46% 3.40% 66.95% 3.43%  35.67% 98.74%
DP-SAE 3.35% 322%  2.76% 1.86% 2290% 3.04% 3.04% 3.19% 38.95% 3.16% 8.85% 12.92%
RBLJAN  2587% 30.68% 544% 5.06% 58.32% 10.22% 7.30% 15.09% 69.34% 12.47% 99.72% 99.49%
YaTC 68.43% 100.00% 99.95% 99.95% 9217% 99.87% 99.97% 99.98% 80.61% 99.96% 97.06% 99.85%
MTC-MAE 99.74%  96.90% 96.24% 99.03% 0.00% 79.10% 93.82% 99.17% 95.35% 94.62%  0.00% 0.00%
DMLITE  99.95% 99.94% 99.93% 99.97% 89.57% 99.92% 99.83% 9991% 99.56% 99.77% 98.19% 99.79%
Model DDoS-ICMP DDoS-TCP DDoS-UDP MITM oS Password Port Ransomware SQL Uploading VS XSS VAE
2D-CNN 82.57% 83.36% 92.61% 10.42% 19.66%  83.07%  78.20% 26.79% 79.63%  61.20%  59.85% 64.61% 66.46%
DP-CNN 0.00% 0.00% 0.00% 0.00% 12.87% 84.28%  5.68% 96.93% 37.81%  85.78%  97.30% 27.74% 30.12%
DP-SAE 0.00% 0.00% 0.00% 2.60% 4.48% 9.43% 1.14% 16.25% 16.86% 7.54% 26.30% 4.80% 8.19%
RBLJAN 0.00% 30.81% 0.00% 64.13% 96.51% 98.48%  55.87% 93.08% 99.39%  98.73%  99.93% 96.85% 53.03%
YaTC 99.96% 100.00 % 100.00% 34.62% 98.25% 99.83% 99.80% 97.07% 99.66%  99.84%  98.77% 99.16% 94.37%
MTC-MAE 92.73% 99.04% 99.72% 0.00% 0.00% 80.30% 95.78% 0.00% 0.00% 0.00% 0.00%  0.00% 55.06%
DMLITE 99.98 % 99.97% 99.98%  70.59% 96.67% 99.72%  99.63% 96.67% 99.83% 99.93% 98.96% 99.16% ‘ 97.81%

as it provides an optimal balance between feature extraction
quality and computational efficiency across diverse datasets.

Moreover, the extraction timestep parameter (t..) directly
influences the quality and characteristics of the extracted
features. This parameter determines at which point in the
diffusion process features are captured, thereby affecting the

balance between low-level details and high-level semantic
information. Specifically, following the diffusion formulation,
the noised version of x at timestep t is defined as x
atxg + ore, where oy and o, control how much original
semantic information is preserved versus how much stochastic
noise is introduced [34]. In this case, different timesteps
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Fig. 4. Performance comparison on three datasets, including accuracy, precision, recall, and F1-score.
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Fig. 6. Classification accuracy achieved across the three datasets using
different extraction timesteps.

activate distinct levels of semantic information within the
denoising network. Moreover, a more optimal timestep cre-
ates an implicit information bottleneck that compresses high-
level semantics into compact, linearly-separable features, with
alignment and uniformity metrics demonstrating that features
extracted at optimal timesteps achieve balanced semantic con-
sistency and discriminative specificity [104]. Thus, to system-
atically evaluate the impact of this parameter on classification
performance, we conducted experiments with three different
extraction timestep values, which are t.,, = 10, t., = 25, and
tex = 50.

Fig. 6 presents the classification accuracy achieved across
the three datasets using different extraction timesteps. The ex-
perimental results show that increasing the extraction timestep
generally leads to improved classification performance across
all datasets. In particular, this significant enhancement on the
more challenging encrypted traffic dataset suggests that higher
extraction timesteps enable the diffusion model to capture
more abstract and discriminative features that are particularly

valuable for distinguishing between complex encrypted traffic
patterns.

These findings indicate that features extracted at later stages
of the diffusion process contain richer semantic information
beneficial for classification tasks, especially for complex traffic
patterns. The progressive improvement with increasing extrac-
tion timesteps can be attributed to the diffusion model’s ability
to gradually refine its understanding of the underlying data dis-
tribution through iterative denoising steps. However, it is worth
noting that the performance gains begin to plateau, particularly
for the USTC-TFC and Edge-IloTset datasets, suggesting an
optimal range for the extraction timestep parameter rather than
an indefinite improvement with increasing values.

V. CONCLUSION

This paper proposes the DMLITE framework that com-
bines diffusion models with DeepSeek to tackle network
traffic classification challenges in computationally restricted
IoT environments. The proposed DMLITE first introduces
a self-supervised diffusion-based hierarchical feature extrac-
tion method that identifies multiscale traffic characteristics
within encrypted communication channels without extensive
labeled datasets. Then, an LLM-guided adaptive feature se-
lection method that dynamically optimizes the feature space
while preserving computational efficiency through intelligent
parameter tuning. Extensive experimental validation across
diverse benchmark datasets confirms DMLITE delivers sub-
stantial performance enhancements compared to baselines, and
achieves exceptional classification accuracy across different
traffic categories while dramatically reducing computational
overhead. However, the framework presents higher compu-
tational complexity during the DDPM training phase and
introduces deployment complexity due to its multi-component
architecture, requiring careful coordination between different
modules.

Future research directions include investigating lightweight
diffusion architectures tailored for resource-constrained en-
vironments through neural architecture search or knowledge
distillation techniques to further reduce computational over-
head while maintaining feature quality. Additionally, devel-
oping automatic timestep selection mechanisms based on
dataset characteristics would enhance the generalizability of
the method across diverse traffic distributions without manual
hyperparameter tuning. Finally, extending the framework to
handle continual learning scenarios where new traffic patterns



emerge dynamically would address the evolving nature of
IoT network environments and enhance long-term deployment
viability in real-world applications.
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