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ABSTRACT
This paper proposes iblock, a comprehensive C++ library for Bit-
coin simulation, designed for OMNeT++. iblock offers superior ef-
ficiency and scalability with respect to state-of-the-art simulators,
which are typically written in high-level languages. Moreover, the
possible integration with other OMNeT++ libraries allows highly
detailed simulations. We measure iblock’s performance against a
state-of-the-art blockchain simulator, proving that it is more effi-
cient at the same level of simulation detail. We also validate iblock
by using it to simulate different scenarios such as the normal Bit-
coin operation and the selfish mine attack, showing that simula-
tion results are coherent with theoretical expectations.
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1 INTRODUCTION
Bitcoin [4, 12], introduced in 2008 by an anonymous entity known
as Satoshi Nakamoto, is a decentralized digital currency that oper-
ates without a central authority or intermediary. It relies on a peer-
to-peer network, cryptography, and proof-of-work consensus to
ensure transactions security and to maintain the integrity of the
blockchain, which is a public ledger recording all transactions. Sim-
ulating the Bitcoin system is crucial for understanding its dynam-
ics, scalability, and security. Through simulation, researchers can
analyze the impact of various factors such as transaction volume,
network latency, and mining difficulty on the overall performance
and stability of the system. This helps in identifying potential vul-
nerabilities, optimizing protocols, and ensuring the robustness of
Bitcoin against malicious attacks and systemic risks. Despite signif-
icant advancements, current state-of-the-art Bitcoin simulators [2,
3, 5, 6, 9–11, 14, 17] still face notable inefficiencies. These simula-
tors often fail in accurately modeling the complex and dynamic na-
ture of the Bitcoin system, particularly withmany nodes and under
high transaction volumes. Many simulators lack the ability to repli-
cate aspects of real-world scenarios, such as variable transaction
fees, transaction sizes, block sizes, and block intervals, which are
important parameters for assessing the efficiency and resilience
of the network. Additionally, due to the high-level languages in
which Bitcoin simulators are written (Python, Java, Scala), the com-
putational resources required for detailed simulations can be pro-
hibitively high, thus limiting their scalability. These inefficiencies
limit the possibility of conducting comprehensive analyses of the
Bitcoin system.

This paper proposes iblock, a comprehensive C++ library and
simulation model for the Bitcoin system, which enables simula-
tions across various layers, i.e. network, consensus, incentives, data.

Written in C++ and designed for OMNeT++ [18], iblock offers supe-
rior efficiency and scalability with respect to state-of-the-art sim-
ulators written in high-level languages. iblock provides in-depth
representation of Bitcoin’s data structures and algorithms, which
facilitates experiments across consensus, incentivemechanisms and
data management. Moreover, since OMNeT++ is a general-purpose
simulator, the possible integration with other OMNeT++ libraries
allows highly detailed simulations. iblock’s modular and extensi-
ble architecture allows for the seamless addition of new features
and behaviors, providing a valuable framework for studying their
effects on the Bitcoin system. We measure iblock’s performance
against BlockSim [2], which is a state-of-the-art blockchain sim-
ulator, proving that iblock is more efficient at the same level of
simulation detail. We also validate iblock’s accuracy by comparing
simulation results with theoretical models and related studies, and
showcase iblock’s capability to simulate different scenarios such
as the selfish mine attack [8]. We make the iblock’s code publicly
available through github1

The rest of the paper is organized as follows. Section 2 presents
related work and compares with it. Section 3 introduces some nec-
essary background about Bitcoin andOMNeT++. Section 4 describes
iblock and its internal structure. Section 5 validates iblock with
some proof-of-concept simulations, namely the Bitcoin normal op-
eration and a selfish mine attack. Section 6 experimentally ana-
lyzes its scalability and compares its performance against the Block-
Sim simulator. Finally, Section 7 concludes the paper.

2 RELATEDWORK
Several blockchain simulators have been proposed in the litera-
ture [14]. The first Bitcoin simulator, to the best of our knowledge,
has been the ‘Bitcoin privacy simulator’ by Androulaki et al. [3],
which however simulated only few aspects of the Bitcoin ecosys-
tem, namely those related to addresses. Shadow-Bitcoin [11] is not
strictly speaking a simulator but rather a process-level virtualiza-
tion system capable of running directly the reference Bitcoin imple-
mentation over a virtual OS and a virtual network. Consequently,
it achieves extreme realism at the cost of inefficiency and usage
complexity. At the time of its publication, Shadow-Bitcoin did not
support the SegWit upgrade.

Bitcoin-Simulator [10], built upon NS-3, is maybe the most sim-
ilar proposal to ours, and it reaches comparable efficiency. It sim-
ulates variable transaction and block size, variable block interval,
and peer-to-peer communication. However, it still fails to simulate
many aspects like transaction fees and difficulty adjustments. It
does not support the SegWit upgrade, which was not yet deployed
on the Bitcoin network at the time.
1https://github.com/SpeedJack/iblock
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BlockSim by Alharby et al. [2] and the homonymous BlockSim
by Faria et al. [9] are both realized in the Python language. The lat-
ter is built upon the SimPy library, while the former is built from
scratch. None of them originally supported SegWit, although the
BlockSim by Alharby et al. has been extended in that sense [6].
Since they are written with a high-level language, they do not
achieve the same efficiency of C++-based simulators as the one
proposed by the present paper. Both BlockSims fail to simulate the
variable transaction and block sizes, the dynamic difficulty adjust-
ments, and the UTXOs. In Section 6 we quantitatively compare
the efficiency of iBlock with BlockSim by Alharby et al., show-
ing that we achieve both better performance and higher realism.
BlockPerf [15] by Polge et al. extends the Faria et al.’s BlockSim by
adding a real network level implemented in C/C++, but it offers
performances even worse than the baseline BlockSim. VIBES [17]
and SimBlock [5] simulators are among the first to support the Seg-
Wit upgrade, but they still miss some important aspects like vari-
able transaction and block sizes and UTXOs. Moreover, they still
use inefficient high-level language, namely Scala and Java respec-
tively. BSELA by Cui and Hu [7] simulates Bitcoin with an event-
based architecture, which adopts a mix between queues and min-
heaps as data structures to maintain intra- and inter-block events.
This may improve efficiency if applied to OMNeT++, which has its
own built-in mechanism to maintain simulated events. Such an op-
timization is orthogonal to ours, and we leave this integration as a
possible future work.

Table 1 summarizes the comparison of our proposed simulator
with relevant others in the literature.

3 BACKGROUND
3.1 Bitcoin
Bitcoin [4, 12] is a decentralized digital currency that allows for
peer-to-peer transactions without a bank or other intermediaries.
It was introduced in 2008 by an anonymous person or group of
people using the pseudonym Satoshi Nakamoto. Bitcoin is based
on a public ledger called the ‘blockchain’, which records all trans-
actions that have occurred on the network. The blockchain is a
chain of blocks, where each block contains some metadata plus
a list of transactions. Blocks are chained in chronological order,
with each block containing a hash to the previous block. There-
fore, changing a transaction in any block would require changing
all subsequent blocks. Since computing each block requires solving
a difficult cryptographic puzzle, this makes the blockchain tamper
resistant. This technique is called ‘Proof-of-Work’ (PoW ) consen-
sus. A peer-to-peer network of nodes communicate to each other
new transactions and new blocks, and some of them (miners) also
compete in computing new blocks by solving the cryptographic
puzzle. Each miner that succeeds in computing a new block is re-
warded with a quantity of digital coins, both created from scratch
(block subsidy) and paid as fees by the issuers of the transactions
included in the block. The difficulty of the cryptographic puzzle
is automatically tailored every 2016 blocks (difficulty adjustment)
in such a way to maintain the average time between successive
created blocks as close as possible to 10 minutes.

Figure 1: OMNeT++ module hierarchy.

Transactions are data structures used to transfer coins between
users. They are signed by the payer, so that they prove the willing-
ness of the payer to pay a specific amount to the recipient. Both
payer and recipient use wallets, which are pieces of software that
generate and store pairs of public and private keys used for signing
transactions. Each transaction hasmultiple inputs, where the coins
are taken from, and multiple outputs, where the coins are sent to.
Each input references an output of a previous transaction and it
spends it, while each output specifies the amount of money to be
sent and one public key of the receiver. Until spent, the output of a
transaction is called ‘Unspent Transaction Output’ (UTXO). Trans-
actions are broadcast to the peer-to-peer network, and each node
adds them to a data structure called ‘mempool’. The mempool con-
tains only unconfirmed transactions, meaning that they have not
yet been included in any block. Each miner selects transactions
from its mempool, usually by choosing those with the highest ra-
tio between fee and transaction size and includes them in the block
that is trying to solve the cryptographic puzzle of. When a new
block is created and broadcast by some miner, all the nodes add
such a block to their locally maintained blockchain and remove
the relative transactions from their mempool.

3.2 OMNeT++
OMNeT++ is an open-source, modular simulation framework writ-
ten in C++. Although it was primarily designed to simulate net-
works, it is general enough to support the modeling of any system
that can be represented according to the discrete-event dynamic
simulation (DEDS) paradigm. Indeed, OMNeT++ comes with a sim-
ulation engine that provides all things useful to create simulation
models, such as event queues, event schedulers, random number
generation, etc., hence allows the user to focus on developing the
logic of the desired simulation model only. Nonetheless, OMNeT++
facilitates the implementation of object-oriented simulation mod-
els by encouraging developers to follow basic implementation prin-
ciples.

The building blocks of anOMNeT++-based simulationmodel are
shown in Fig. 1:modules - which can be either simple or compound
- communicate via messages, which are usually sent and received
through a connection - characterized by a latency and, where ap-
plicable, a bit rate and loss probability - linking their gates, which
act as interfaces. The reception of messages at a module are the
events that let the simulation state and time evolve.Modules can be
grouped together to form a network, that is the system to be simu-
lated. Model description, implementation and parametrization are
kept separate, and specified using different languages. Modules are

2



Table 1: Feature comparison with relevant other Bitcoin simulators

Var. tx fee Var. tx size UTXOs Var. block size Var. block interval Diff. adjust. Scalability
‘Bitcoin privacy simulator’ [3] × × × × × × ✓

Bitcoin-Simulator [10] × × × ✓ ✓ × ✓
BlockSim (Alharby) [2] ✓ ✓ × × × × ×
BlockSim (Faria) [9] × × × × × × ×

VIBES [17] × × × × × × ×
SimBlock [5] × × × × × × ×

iblock ✓ ✓ ✓ ✓ ✓ ✓ ✓

described using the Network Description (NED) language, which
allows the user to define the structure of a module in terms of pa-
rameters, gates, submodules (if any) and internal connections. A
C++ class is used to specify the behavior of a module, i.e., how it
reacts to the reception of messages. Once a network has been com-
posed, initialization (INI) files are used to assign actual values to
the modules’ parameters. This is important because different sim-
ulation scenarios can be configured by simply changing parame-
ter values in the INI file, without modifying either the module’s
behavior (i.e., the C++ class) or its structure (i.e., the NED file).
The above separation between model definitions and parameters
allows the user to automate the creation of simulation studies: the
latter are generated from INI files, by automatically computing the
Cartesian product of all the factors (i.e., parameters which are as-
signed a set of values) and generating one simulation instance for
each combination. Independent replicas of the same instance can
also be run automatically using different seeds, which will be fed
to the random number generators.

Finally, OMNeT++ comes with a wide variety of simulation li-
braries developed by the community. Notable examples are: the
INET library [1], which provides models for TCP/IP protocols and
devices (e.g., routers and switches); Simu5G [13], which models
4G and 5G cellular infrastructure; Artery [16], which models ve-
hicular networks’ communications. Existing models like the ones
above can be composed to simulate arbitrarily complex simulation
scenarios.

4 IBLOCK
iblock is a C++ library and simulation model for the Bitcoin sys-
tem, which enables simulations across various layers, i.e. network,
consensus, incentives, data. It is developed in C++23 on top of the
OMNeT++ discrete-event simulation framework and is compatible
with OMNeT++ version 6.x. An iblock network consists of multiple
nodes that communicate through direct messages. Nodes in iblock
can vary by type and are configured with different parameters, uti-
lizing the flexibility of OMNeT++’s configuration capabilities. Min-
ers contain aMiner application which simulates the actions of min-
ing blocks and earning rewards, while user nodes feature a Trans-
actionGenerator application which simulates the creation and sub-
mission of transactions to the network. The network also includes
special-purpose modules, namely the Global Blockchain Manager
(GBM)module, which creates the genesis block at startup andman-
ages memory by removing unneeded blocks, the WalletManager

TransactionGenerator
(optional)

Wallet
(optional)

Miner
(optional)

MempoolManager

BlockchainManager

add/remove 

txs on new 
blocks

add block
get next block difficulty

get most profitable txs
add coinbase tx

add/remove/confirm 
UTXOs

add new tx

get UTXOs
get balance

get address 
for coinbase

Node

(other) Node

MempoolManager

BlockchainManager

broadcast 
new tx

broadcast 
new blocks

GBM

on init: push genesis block
periodically: remove old blockson init: ask initial balance

WalletManager

create new 
address

get random 
wallet’s address

Figure 2: iblock node architecture. Solid arrows indicate
DMCs, while dashed ones indicate direct messages.

module, which acts as a directory for other nodes to retrieve wal-
let addresses, and the NodeManager module, which serves as a di-
rectory for all nodes in the network, allowing nodes to request ref-
erences for message sending. Nodes in iblock are compound mod-
ules composed of various applications, each of which is a simple
module that handles a specific task. All applications inherit from
theAppBase class, which provides foundational features, making it
easier to add new functionalities. Nodes in iblock are highly modu-
lar: users can tailor a node’s capabilities by selecting different appli-
cations, allowing each node to exhibit unique functionalities. Since
a Bitcoin node maintains its own state defined by its local view of
the blockchain and its mempool, every iblock node includes two
essential applications: the BlockchainManager and the Mempool-
Manager. This means one node’s blockchain or mempool may dif-
fer from another’s, as nodes may have different blocks or transac-
tions at any point in time. Fig. 2 shows the software architecture
of a node, and the interactions within applications within it and
across different nodes. The applications tagged with “(optional)”
may be absent, depending on the node’s capabilities. In particular,
theWallet application is needed only if the node maintains its own
UTXOs, the TransactionGenerator only if the node can spend and
receive bitcoins, and theMiner applications only if the node partici-
pates to the PoW consensus. The Miner and the TransactionGener-
ator applications both needs also the Wallet application, respec-
tively to receive the mining rewards and to spend owned UTXOs.

3



TheGBMand theWalletManager are global modules. Internal com-
munication between applications and with global modules uses Di-
rect Method Calls (DMCs), while node-to-node communication re-
lies on direct messages. The figure illustrates key interactions be-
tween applications within a node.The BlockchainManager and the
MempoolManager applications are the only two mandatory appli-
cations, which define a full node.

4.1 The BlockchainManager Application
TheBlockchainManager applicationmaintains the local blockchain
view for each node. This module is capable of simulating forks,
chain reorganizations, and orphan blocks. When a node mines a
newblock, it broadcasts it to all other BlockchainManager instances
in the network. To do this, it uses the NodeManager global mod-
ule to retrieve references to all the other nodes. BlockchainMan-
ager simulates a different block propagation time for each node,
as the block is modeled as an OMNeT++ message received with
different random delays by destination nodes. This allows us to
mimic the behavior of the gossip protocol while avoiding the bur-
den of modeling the entire message exchange, which would other-
wise increase the computational cost of the simulator and reduce
its efficiency. Upon receiving a new block, BlockchainManager ex-
tends the main branch if the block builds on it. This involves noti-
fying MempoolManager to remove included transactions and up-
dating Wallet to possibly adjust the confirmation count of UTXOs.
BlockchainManager also discards possible duplicate blocks and han-
dles possible forks, that is, if the new block extends a non-main
branch, it checks whether this branch is now the longest one. If
so, it performs a reorganization in which the main branch is re-
verted backward to the fork point, updating the MempoolMan-
ager and unconfirming UTXOs in Wallet. The new branch is then
added as the main branch, block by block. Finally, at every epoch
(i.e., 2016 blocks), BlockchainManager recalculates the mining dif-
ficulty based on the time needed to mine the epoch blocks. To
save space in the simulator, each distinct block is represented by
a unique data structure in the GBM module, which is common for
all the BlockchainManagers. Each BlockchainManager maintains
only the pointers to such data structures, or more precisely the
points to the branches’ head blocks. At simulation start, the GBM
adds the genesis block to each BlockchainManager. Moreover, the
GBM periodically calls the cleanup method of each Blockchain-
Manager to prune unused branches, thus freeing memory.

4.2 The MempoolManager Application
TheMempoolManager handles the mempool bymaintaining an or-
dered list of transactions based on fee rate, allowing miners to pri-
oritize transactions for maximum profitability. When a node cre-
ates a new transaction, it broadcasts the transaction to each Mem-
poolManager instance in the network using direct messages. To
do this, it uses the NodeManager global module to retrieve refer-
ences to all the other nodes. MempoolManager simulates a differ-
ent transaction propagation time for each node, as the transaction
is modeled as an OMNeT++ message received with different ran-
dom delays by destination nodes. Upon receiving a new transac-
tion, MempoolManager adds it to its mempool and notifies Wallet
if any new UTXO is available.

4.3 TheWallet Application
The Wallet application manages the node’s UTXOs. Each time a
new block is added to the local blockchain or a transaction is added
to themempool, theWallet updates its UTXO list accordingly.When
a new transaction is added to the mempool, the MempoolManager
checks whether any transaction outputs match the Wallet’s ad-
dress. If so, it adds UTXOs in the Wallet. When a block is added
to the blockchain’s main branch, Wallet increases the UTXO con-
firmation count, while when a UTXO is spent by a transaction in
the mempool, it removes such a UTXO.

4.4 The Miner Application
TheMiner application is responsible for generating new blocks. At
the start of the simulation, a timer is scheduled to trigger mining
operations. When the timer activates, the Miner produces a new
block at the top of the current main blockchain branch and then
instructs the BlockchainManager to add this block to the chain
and distribute it across the network. As part of this process, the
Miner also creates a coinbase transaction to claim the block re-
ward, whose output is directed to a particular address specified
by the Wallet application.

4.5 The TransactionGenerator Application
The TransactionGenerator application is responsible for creating
transactionswith fully configurable parameters, including amount,
fee, number of outputs, generation interval, and more. Before gen-
erating a transaction, TransactionGenerator verifies with the Wal-
let application that sufficient balance is available. If funds are insuf-
ficient, TransactionGenerator waits until the balance meets the re-
quired amount. Once verified, it retrieves the list of UTXOs for the
transaction from theWallet and requests one or more randomly se-
lected recipient addresses from the WalletManager global module.
To handle the change, an additional transaction output is created
using the node’sWallet address. Finally, the transaction is added to
the mempool via the MempoolManager, which in turn broadcasts
it to the other nodes.

5 VALIDATION AND PROOFS OF CONCEPT
This section provides two examples of simulations that can be con-
ducted using iblock.

5.1 Bitcoin Normal Operation
First of all, we present a simulation of a Bitcoin network config-
ured with miners and non-miner nodes, which create blocks, gen-
erate transactions, and propagate them throughout the network.
This simulation serves as a proof of concept but also as a valida-
tion of the proposed model. The network model has the following
characteristics:

• 50 non-miner nodes that create transactions at an average
rate of one every 20 seconds;

• 10 miners, each with varying hash rates (namely 0.1%, 0.4%,
0.5%, 1%, 3%, 5%, 10%, 15%, 25%, and 40%), also generating
transactions at the same average rate;

• One non-miner node generating transactions at a slower
rate of one every 5 minutes;
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Figure 3: Number of blocks mined by each miner. Confi-
dence intervals at 95% level, with 30 samples. Red lines rep-
resent expected theoretical values.

• One non-miner node generating transactions at a faster rate
of one every second.

In total, the network consists of 62 nodes, producing slightly over
4 transactions per second globally. This corresponds to the mean
rate of transactions added to the mempool before 2023 in the real
Bitcoin network, which was approximately 4-5 transactions per
second2. The simulation duration is set to 3 days, with 30 indepen-
dent runs performed using different random seeds.

Fig. 3 illustrates the number of blocks mined by each miner, av-
eraged over the 30 runs. The red horizontal lines represent the ex-
pected numbers of blocks per miner, calculated analytically. No-
tably, all 95% confidence intervals include the relative expected
numbers of blocks, confirming simulation consistency with theo-
retical values. The total number of blocks mined is 425.57, close to
the expected 432 blocks based on the average of six blocks per hour
that the Bitcoin protocol enforces. This indicates that iblock accu-
rately models the PoW mining process within the Bitcoin system.

Fig. 4 shows the mining rewards (in satoshis) per miner. Of
course, miners with higher hash rates mined more blocks and, con-
sequently, received greater rewards. Therefore, these graphs re-
semble the distribution seen in Fig. 3.

5.2 Selfish Mine
Secondly, we present a simulation of a selfish mine attack [8] on
the Bitcoin system. The attack consists of a malicious miner (the
selfish miner) that mines blocks secretly, that is without broadcast-
ing them to the network. The selfish miner will let other miners
mine on the public blockchain and, in the meantime, it will mine
on its own private chain. If the selfish miner manages to produce
secretly two blocks in a row, from that moment the other miners
are wasting their hash power. Indeed, even if they manage to pro-
duce a block, the selfish miner will suddenly reveal its two blocks,
thus excluding the block produced by the other miners from the
2https://www.blockchain.com/explorer/charts/transactions-per-second.
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Figure 4: Mining rewards (in satoshis) per miner, including
block subsidies and fees.

longest chain. If its hashing power is enough, the selfish miner is
able to earn more rewards than what its hashing power should per-
mit. Also, it could mount double-spending attacks even with less
than 50% hash power share.

For this analysis, we used two configurations. The first one in-
cludes a selfish miner, and it has the following characteristics:

• 45 non-miner nodes generating a transaction every 15 sec-
onds in average;

• 4 honest miners each contributing 20 TH/s to the total net-
work’s hash rate and creating transactions at the same rate;

• One selfish miner node, with varying hash rate, also gener-
ating transactions at the same rate.

In total, the network consists of 50 nodes, producing about 3.33
transactions per second globally. The selfish miner is configured
with a variable hash rate, respectively 10%, 20%, 30%, and 40% of the
total network hash rate. It is simulated as a normal node, but replac-
ing the standard BlockchainManager application with a special-
purpose SelfishBCManager one, which implements the attack.This
demonstrates the flexibility of the iblock simulator. Each of the six
configurations has been run for 2 days of simulated time, and av-
eraged over 20 independent repetitions. The second configuration
is for comparison, and it is identical to the first one, except that
the selfish miner is replaced with an honest miner with the same
varying hash rate. Also this simulation has been run for 2 days of
simulated time, and averaged over 20 independent repetitions.

Table 2 shows the number of successful attacks, that is the num-
ber of blocks mined by the selfish miner that have been included
in the final blockchain, at different hash rate levels. Naturally, a
higher hash rate results in a higher number of successful attacks.
We observe also that this relationship is over-linear, confirming
that the malicious strategy is convenient over the honest one.

Fig. 5 shows the rewards earned by the miner with varying hash
rate, operating either honestly or selfishly, as a percentage of to-
tal network rewards. The gray dashed line shows the theoretical
expected reward for honest mining with each hash rate level. This

5



Table 2: Mean number of successful selfish mine attacks

Selfish miner’s relative hash rate Mean number of successful attacks
10% (8.888 TH/s) 3.35
20% (20 TH/s) 9.80

30% (34.286 TH/s) 14.55
40% (53.333 TH/s) 15.30
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Theoretical Honest Mining
Selfish Mining (simulated)
Honest Mining (simulated)

Figure 5: Number of blocks mined by each miner. Confi-
dence intervals at 95% level, with 30 samples. Red lines rep-
resent expected theoretical values.

is, basically, the identity function because the expected rewards
are proportional to the hash rate. The blue and the red lines rep-
resent the average reward of respectively the honest and the self-
ish miners, with 95% confidence intervals, as obtained from the
simulation. The results indicate that the honest miner consistently
receives expected rewards, as the blue line’s confidence intervals
always overlap with the gray dashed line, providing further valida-
tion of the accuracy of the iblock implementation. For all hash rates
below 33%, the red line remains below the gray dashed line (and
below the blue line too), reflecting lower earnings for selfish min-
ing. However, once this threshold is surpassed, the selfish miner’s
earnings exceed those of the honest miner. This result aligns with
findings reported by Eyal and Sirer [8] with a propagation factor
𝛾 = 0, which means that honest miners always avoid supporting
the selfish miner’s chain when it lacks a lead.This provides further
validation of the correctness of the iblock implementation.

6 PERFORMANCE EVALUATION
This section presents two contributions. First, it provides insights
on the scalability of iblock by evaluating how the execution time
and memory usage vary when varying simulation parameters. Sec-
ond, it compares the performance of iblock against the BlockSim
simulator [2]. Simulations were run on a general-purpose com-
puter equipped with an Intel Core i7-8705G CPU at 4.1 GHz, 16
GB of RAM and Linux operating system.
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Figure 6: Execution time (primary y-axis, in blue) and mem-
ory usage (secondary y-axis, in orange) with varying num-
ber of nodes.

6.1 Scalability Analysis
In this section, we evaluate the scalability of iblock in terms of
execution time and memory usage with varying network size and
transaction rates. We first make the two factors vary one by one in
order to assess their individual impact, then we make them vary
together to assess their combined effect.The following results were
obtained from simulations having a duration of three (simulated)
days.

We first analyze the considered metrics when the number of
nodes in the network increases - ranging from 10 to 50 nodes -,
while keeping the global transaction generation rate constant at
three transactions per second. Despite this scenario does not rep-
resent a realistic one (where, instead, the global transaction rate
increases with the network size - this case will be analyzed later),
it allows us to evaluate the performance of the simulator when
varying the network nodes parameter in isolation. We assume that
the number of miners is 20% of the total number of nodes. Fig. 6
shows that the execution time (reported in seconds on the primary
y-axis) decreases as more nodes are considered. Although this may
seem counterintuitive, it comes from the fact that the same num-
ber of UTXOs is distributed across more nodes, hence each node
has fewer transactions to scan when searching for available funds,
reducing its execution time. As far as memory usage is concerned
(shown inMegabytes on the secondary y-axis of Fig. 6), it increases
with the number of nodes as expected. This is because each one
has to maintain its own version of the mempool, hence consuming
memory.

We now show how the execution time and memory usage vary
as the transaction rate increaseswhile keeping the number of nodes
fixed. In particular, we consider a network composed of 30 nodes
and 6 miners. Simulation results are reported in Fig. 7. In this case,
the execution time increases with the transaction rate. On one
hand, this is due to the higher number of transactions that the
network must process. However, fund verification becomes more
time-consuming as the UTXO set of each node becomes larger.
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Figure 7: Execution time (primary y-axis, in blue) and mem-
ory usage (secondary y-axis, in orange) with varying trans-
action rate.
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Figure 8: Execution time (primary y-axis, in blue) and mem-
ory usage (secondary y-axis, in orange) with varying num-
ber of nodes and transaction rate.

Likewise, memory usage increases because each node must han-
dle larger mempool and UTXO set.

Finally, Fig. 8 shows the impact of varying both the number
of nodes while keeping the same per-node transaction generation
rate at one transaction every 12 seconds, which results in increas-
ing global transaction rate. As expected, both execution time and
memory usage increase with the combined growth in network size
and global transaction rate. In fact, each nodemust process a larger
total number of transactions (leading to higher execution time) and
store more transactions data (resulting in increased memory us-
age).

6.2 Comparison against BlockSim Simulator
In this section, we compare the performance of iblock against Block-
Sim by Alharby et al. [2]. We consider BlockSim as it offers more

Table 3: Execution time comparisong between iblock and
BlockSim

Simulated time iblock execution time BlockSim execution time
1h 1s 7m 16s
2h 2s 28m 8s
3h 4s 1h 55m 13s
4h 5s 3h 13m 56s
5h 7s 6h 30m 46s
6h 10s 7h 16m 59s

functionalities than other existing open-source Bitcoin simulators
described in Section 2.

BlockSim offers two modes of execution, namely light and full.
Light mode trades off accuracy for simulation speed, as it does not
simulate the different propagation speeds of transactions within
the network. As a consequence, all simulated nodes view the same
mempool, and it is not possible to simulate nodes with different
mempools. More precisely, the transactions are created just when
a new block is mined, so no mempool is actually maintained dur-
ing the simulation. Instead, full mode maintains a mempool for
each node, so it can simulate the effects of different transaction
propagation speed by adding a randomly-generated delay to each
transaction before inserting it into the mempool of each node.

Like full-mode BlockSim, iblock considers different propagation
times within its simulations, as each transaction is modeled as an
OMNeT++ message sent by a source node and received with dif-
ferent random delays by destination nodes. In addition, iblock can
simulate aspects like the variable transaction fees, the UTXOs, and
the difficulty adjustments, which are absent in full-mode BlockSim
as discussed in Section 2. Nevertheless, we chose to compare iblock
against the full-mode BlockSim because BlockSim is the most used
Bitcoin simulator in the literature, and because its full mode is the
most similar to iblock in terms of simulation detail. In the follow-
ing, the term ‘BlockSim’ will always refer to its full mode.

We consider a simulation scenario composed of 30 nodes, 10 of
which are miners that generate three transactions per second glob-
ally. Preliminary simulations on our general-purpose hardware showed
that BlockSim failed to complete simulations lasting just a few
hours, due to excessive memory usage3. Thus, we limit the sim-
ulation duration to six hours (of simulated time).

Fig. 9 shows the total memory consumption for both simulators
when increasing the simulation duration from one to six hours,
while Table 3 compares total execution times. Note that the exe-
cution time of BlockSim is even higher than the simulated time in
the 5-hour and 6-hour scenarios.

The above results demonstrate that iblock achieves significantly
better performance than BlockSim in terms of both memory con-
sumption and execution time, while also guaranteeing higher level
of simulation detail.

7 CONCLUSIONS
This paper proposed iblock, a comprehensive C++ library and sim-
ulation model for the Bitcoin system, which enables simulations
3ABlockSim’s process simulating a 12-hour scenario was terminated by the operating
system after exceeding 30 GB of virtual memory.
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Figure 9:Memoryusage comparison between iblock (in blue)
and BlockSim (in orange).

across various layers, i.e. network, consensus, incentives, data.Writ-
ten in C++ and designed for OMNeT++ [18], iblock offers superior
efficiency and scalability with respect to state-of-the-art simula-
tors written in high-level languages. iblock provides in-depth rep-
resentation of Bitcoin’s data structures and algorithms, which fa-
cilitates experiments across consensus, incentive mechanisms and
data management. Moreover, since OMNeT++ is a general-purpose
simulator, the possible integration with other OMNeT++ libraries
allows highly detailed simulations. iblock modular and extensible
architecture allows for the seamless addition of new features and
behaviors, providing a valuable framework for studying their ef-
fects on the Bitcoin system. We measured iblock’s performance
against BlockSim [2], which is a state-of-the-art blockchain sim-
ulator, proving that iblock is more efficient at the same level of
simulation detail. We also validated iblock’s accuracy by compar-
ing simulation results with related studies and real Bitcoin network
data, and showcase iblock’s capability to simulate different scenar-
ios such as the selfish mine attack [8].
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