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Abstract. We present a method that uses the Bloom filter transform
to preprocess data for machine learning. Each sample is encoded into
a compact, privacy-preserving bit array. This reduces memory use and
protects the original data while keeping enough structure for accurate
classification. We test the method on six datasets: SMS Spam Collection,
ECG200, Adult 50K, CDC Diabetes, MNIST, and Fashion MNIST. Four
classifiers are used: Extreme Gradient Boosting, Deep Neural Networks,
Convolutional Neural Networks, and Logistic Regression. Results show
that models trained on Bloom filter encodings achieve accuracy similar
to models trained on raw data or other transforms. At the same time,
the method provides memory savings while enhancing privacy. These re-
sults suggest that the Bloom filter transform is an efficient preprocessing
approach for diverse machine learning tasks.

Keywords: Bloom Filters · Machine Learning · Data Transforms.

1 Introduction

General-purpose preprocessing methods for machine learning that are both mem-
ory-efficient and privacy-preserving remain limited. Most existing approaches
optimize either compactness or privacy. Rarely do they achieve both, and often
they do not fully meet the intended goal [1], [2]. A method that reduces memory
while preserving privacy, without sacrificing accuracy, is still needed.

Bloom filters have long been studied as space-efficient probabilistic data
structures for set membership testing [3]. In machine learning, they have been
used as auxiliary structures before training or after inference to improve effi-
ciency or protect privacy [4], [5], [6], [7]. However, prior work has not applied
Bloom filters to preprocess raw data and use the resulting bit arrays directly for
training and inference.

Here, we introduce a method that encodes raw sample data with the Bloom
filter transform. This produces compact, privacy-preserving encodings suitable
for classification. The approach reduces memory use [1] and preserves data pri-
vacy [2], while retaining the structure needed for accurate learning.
⋆ These authors contributed equally to this work.
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We evaluate the transform on six publicly available datasets spanning text,
time-series, tabular, and image types: SMS Spam Collection [8], ECG200 [9],
Adult 50K [10], CDC Diabetes [11], MNIST [12], and Fashion MNIST [13]. We
use four classifiers: Extreme Gradient Boosting (XGB) [14], Deep Neural Net-
works (DNN) [15], Convolutional Neural Networks (CNN) [16], and Logistic
Regression (LR) [17].

Results show that the Bloom filter transform achieves classification accuracy
comparable to raw data across a range of tabular and time-series datasets, with
improvements in several cases. For example, on the EKG dataset, accuracy in-
creases from 81.0% (raw) to 82.9% (+1.9%), and on Adult 50K using a DNN
classifier, accuracy rises from 88.1% to 88.9% (+0.8%). On image datasets such
as MNIST and Fashion MNIST, accuracy decreases slightly from 98.1% to 95.1%
(-3.0%) and from 90.5% to 85.3% (-5.2%), respectively, reflecting the higher di-
mensionality and sensitivity of these datasets. In addition to maintaining strong
predictive performance, the Bloom filter transform provides meaningful compres-
sion, reducing memory usage by 2–4× compared to raw data, while achieving
high entropy (0.38–0.68) and moderate bit occupancy (0.13–0.60), indicating ef-
fective privacy-preserving properties. Parameter sweeps further show that filter
size and number of hash functions can be tuned to balance accuracy, compres-
sion, and privacy, allowing flexible optimization for different applications.

The rest of the paper is organized as follows. Section 2 presents Bloom filter
design, metrics, and characteristics. Section 3 describes transforms and encoding
methods. Section 4 details the pipeline and its application to multiple datasets
and classifiers. Section 5 presents results and analysis. Section 6 outlines future
directions.

2 Bloom Filters

Bloom filters [3] are compact probabilistic data structures used to test set mem-
bership efficiently. Each item in a set is hashed by k independent functions,
setting bits in an m-bit array. The final Bloom filter is produced by the logical
OR of all item bit arrays, as illustrated in Fig. 1. To test membership, the can-
didate element is hashed, and the corresponding bits are checked: if any bit is
unset, the element is absent; if all are set, it may be present.

2.1 Construction and Design Considerations

Designing a Bloom filter balances memory usage, error rate, and collision proba-
bility. Each inserted element or item sets k bits in the m-bit array. The expected
fraction of bits set (bit occupancy) after n elements are inserted is [3]:

p1 = 1− e−kn/m (1)

Collisions occur when multiple writes target the same bit, with the expected
collision rate being [5]:

collision rate = 1− m

kn
p1 (2)
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Fig. 1. Bloom filter construction/test process for item not a member of set.

The false positive rate (FPR) depends on p1 and is denoted by [5]:

FPR = (1− e−kn/m)k = pk1 (3)

Bit occupancy, collision rate, and FPR are proportional:

p1 ↑ ⇒ collision rate ↑ ⇒ FPR ↑ (4)

The compression ratio is measured as [4]:

Compression Ratio (CR) =
n · S
m

(5)

where S is element size in bits. For example, if S is a byte it is 8 bits, if D is
a two byte integer it is 16 bits. Entropy per bit, indicating uncertainty in the
filter, is [4]:

Hbit = −
[
p1 log2 p1 + (1− p1) log2(1− p1)

]
(6)

2.2 Hash Algorithm Selection

Bloom filter invertibility depends on bit occupancy p1, number of hash functions
k, and secret key use [18], [19], [20]. The probability of inverting an element x
of the set is as follows [18]:

Pinvertible(x) = (1− p1)
k (7)

Non-invertible hashes prevent recovery for large domains, while secret keys (e.g.,
HMAC-SHA256) further ensure privacy [20]. Invertible hash functions allow po-
tential recovery of elements, while non-invertible keyed hashes make reconstruc-
tion computationally infeasible.

3 Transforms

A transform is a mathematical operation that takes data from one space and
maps it into another space according to a defined formula or rule [21]. Bloom fil-
ters, while traditionally used for set membership, can also be used as a transform
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that maps data from the original feature space into a bit array space, preserving
relative similarities between inputs. The purpose of a transform is often to make
the data easier to analyze, highlight certain features, or reduce dimensionality.
Examples of distance-preserving transforms are shown in Table 1 [21].

Table 1. Distance-preserving transforms

Transform Approx. Distance Preservation
Identity T (x) = x Perfect preservation
Scaling T (x) = ax All distances scaled by a

Rotation / Orthogonal transform Perfect preservation
PCA Preserves large distances
LDA Preserves relative distances that maximize class

separability
Bloom filter encoding Preserves relative closeness in expectation via ex-

pected Hamming distance

Distance-preserving transforms maintain the geometry of the dataset: neigh-
bors stay neighbors while distant points remain distant. This is crucial for down-
stream tasks where relative distances carry the information, while transforma-
tions that destroy this structure (e.g., random shuffling or constant mapping)
make the transformed data uninformative and ill-suited for downstream tasks
(such as machine learning in our instance).

Both Linear Discriminant Analysis (LDA) [22] and Principal Component
Analysis (PCA) [23] are two widely used transforms that provide an additional
benefit: compression of the original data space into a smaller memory space
[24]. While they provide a similar benefit, they are vastly different in how they
achieve their data compression. PCA projects data to lower-dimensional space
by maximizing variance, while LDA reduces dimensionality to maximize class
separability.

3.1 Bloom Filter Transform

Bloom filters are distance-preserving transforms because the Hamming distance
between encoded bits reflects the similarity of the original inputs [5], [6], [25].
Classifiers rely on relative structure in feature space, so for a preprocessing trans-
form to be effective, it must retain enough structure for decision boundaries to
remain learnable. Bloom filter bit arrays satisfy this requirement in expectation.

If we take two data points x, y ∈ Rd (or sets of features) and apply k hash
functions to those data points, this produces Bloom filter encodings b(x), b(y) ∈
{0, 1}m. The Hamming distance between these Bloom filters is [5]:

dH(b(x), b(y)) =

m∑
i=1

1{b(x)i ̸= b(y)i}, (8)

where 1{·} is the indicator function.
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Hash functions are deterministic even though their outputs appear random.
Because each feature value always maps to the same bit positions, shared features
produce identical bits in their Bloom filter bit array encodings, helping preserve
relative distances between samples. In expectation over multiple hash functions,
the Hamming distance between Bloom filters is a monotonic function of the
original distance between x and y [5]:

E[dH(b(x), b(y))] ≈ F (Dorig(x, y)), (9)

where Dorig(x, y) is a distance metric in the original space and F is monotonic.
This means relative closeness is maintained: points that are closer in the original
space tend to have Bloom filters bit arrays that are closer in Hamming space,
and points that are farther apart tend to have Bloom filters bit arrays that are
farther apart. Specifically, if x is closer to y than to z in the original space,
then in expectation b(x) is closer to b(y) than to b(z) in Hamming space. In
machine learning tasks such as classification or clustering, the Hamming distance
between Bloom filter bit arrays can be directly used to approximate similarity
between data points. This allows models to operate on compressed or privacy-
preserving representations while retaining sufficient information to learn decision
boundaries.

While Bloom filters are approximate distance-preserving transforms, their
combination of deterministic hashing and bitwise representation ensures that the
geometry of the dataset is preserved in expectation. These characteristics make
them useful for compression and privacy-preserving encoding. This preservation
of relative distances ensures that classifiers trained on encoded Bloom filters
can approximate decision boundaries similar to those learned on raw data. We
demonstrate this distance-preservation later in this paper.

4 Methodology

The overall workflow is shown in Fig. 2. The process begins with the data being
sourced. The data is then segmented into training and testing sets. Following
this segmentation phase, the encoded Bloom filter bit array for each sample
is constructed in the training and testing sets. The encoded Bloom filter bit
arrays from the training set are solely used to train the model, while those from
the testing set are used to evaluate model performance. The inference results
are compared against the known classification of the test samples. Furthermore,
the data compression ratio and security metrics of the encoded Bloom filter bit
arrays are calculated and evaluated.

4.1 Datasets

Six publicly available datasets were used, spanning text, time-series, tabular,
and image data types. The SMS Spam Collection dataset contains 5,574 English
messages labeled as ‘ham’ or ‘spam’ [8]. The EKG (ECG200) dataset consists
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Fig. 2. Training/Test data split, processing from n-feature samples to m-bit Bloom
filter array, model training, inference and analysis

of 200 heartbeat recordings, evenly split between normal and abnormal rhythms
[9]. Tabular datasets include Adult 50K (48,842 instances, 14 features, income
classification) [10] and CDC Diabetes (250,000 instances, 23 features) [11]. Image
datasets comprise MNIST (70,000 handwritten digits across 10 classes) [12] and
Fashion MNIST (70,000 fashion images across 10 classes) [13]. For the datasets
not already split between training and test sets, 5-fold cross validation was used.

4.2 Encoded Bloom Filter Transform

Our transform step converts each sample into its own encoded Bloom filter bit
array and uses the encoded Bloom filter bit arrays as input to train classification
models. This process is shown in Fig. 3 and described in Algorithm 1. Each
sample’s n features are inserted as elements into its encoded Bloom filter bit
array. Once all features are encoded, the Bloom filter for that sample is complete.
Each sample is encoded into an m-bit Bloom filter, optionally stored in a byte-
packed format, but the classifier always operates on the decompressed binary
vector b ∈ 0, 1m.

Importantly, the bits are not split or grouped into bytes, integers, or sub-
features for model training or inference. The dimensionality of the machine-
learning input space is exactly m, regardless of packing for storage. This ensures
that the Bloom filter preserves Hamming-distance properties, introduces no ar-
tificial correlations, and provides a similarity-preserving input space.

Therefore, all reported results correspond to models trained directly on the
Bloom filter bit vectors, not on packed bytes or any other derived encoding.
Inference follows the same procedure: the n features of a new sample are encoded
into a Bloom filter bit array, and the trained model predicts its class.

Our pipeline uses HMAC-SHA256 with a secret key [26]. Multiple indepen-
dent hash functions are derived by appending an index i to each feature f and
value v. The HMAC-SHA256 operation is

HMAC(K, f, v) = H ((K ′ ⊕ opad) ∥H ((K ′ ⊕ ipad) ∥ (f ∥ v ∥ i))) , (10)

where K is the secret key, H(·) is SHA-256, and ∥ denotes concatenation. The
adjusted key K ′ is padded or hashed to the block size, and ipad/opad are fixed
byte constants used to form the inner and outer padded keys. Each HMAC
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Fig. 3. Process for transforming samples into Bloom Bit Arrays for classifier training.

output is reduced modulo the Bloom filter size m:

hash_val = HMAC(K, f, v) mod m. (11)

Algorithm 1: Bloom Filter Encoding of Samples
Input: List of samples, Bloom filter size m, number of hash functions k,

secret key K
Output: List of Bloom filters BF_List, one per sample
Initialize empty list BF_List← [ ];
foreach sample s in samples do

Initialize blank Bloom filter BF of m bits;
foreach feature n, value v in s do

for i← 1 to k do
Digest← HMAC-SHA256(K∥n∥v∥i)∗;
Hash_val← (integer value of Digest) mod m;
BF [Hash_val]← 1;

Append BF to BF_List;

return BF_List;
Note* ∥ indicates concatenation of K, n, v, and i

4.3 Model Training and Inference

As detailed in the previous section, each training sample is first transformed
into an encoded Bloom filter bit array, which serves as the input feature repre-
sentation for the classification algorithms. In this study, we employ four widely
used classifiers: Extreme Gradient Boosting (XGB) [14], Deep Neural Networks
(DNN) [15], Convolutional Neural Networks (CNN) [16], and Logistic Regression
(LR) [17]. During inference, each test sample undergoes the same encoded Bloom
filter transformation as the training samples. The trained model then applies its
decision function to the resulting bit array to produce a predicted class. Model
performance is measured by comparing these accuracy and F1 scores.
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The use of multiple classifiers spanning linear (LR), ensemble (XGB), and
neural network-based (DNN, CNN) approaches provides a comprehensive eval-
uation of the Bloom filter transform. By assessing performance across a diverse
set of models and datasets, we can robustly determine whether the Bloom filter
representation preserves sufficient structure for effective classification.

4.4 Analysis

The following metrics will be evaluated to analyze the value of the encoded
Bloom filter transform:

– Classification Accuracy, F1 [25], and Area-under-the-curve [14]
– Compression Ratio
– Entropy and Bit Occupancy

For each dataset, the Bloom filter size, m, and number of hash functions, k were
swept and the results collected. This sweeping allowed the performance of the
Bloom filter transform over a wide range of Bloom filter settings to be evaluated.
Each of the six datasets were processed using the encoded Bloom filter transform
described previously. Table 2 denotes the transform applied, the classifiers used
and the accuracy metric used to evaluate the performance of the encoded Bloom
filter transform proposed in this paper for each of the datasets.

F1 of the positive class was selected for the SMS Spam and EKG datasets.
The accuracy of the classification for spam messages and irregular EKG rhythms
are paramount, therefore, F1 of the positive class is the proper metric to track
[25]. Since both the Adult 50K and CDC Diabetes datasets have high class
imbalances, the area-under-the-curve gives a good indication of the quality of
the learned classification decision function [14]. For the image data, since both
sets are equally balanced among their class distribution, the F1 score across all
classes is an important metric to monitor [7].

5 Results

5.1 Accuracy

The accuracy of the various classifiers for the different datasets using the dif-
ferent transforms is shown in Fig. 4. Across datasets, the encoded Bloom fil-
ter transform achieves accuracy that is competitive with, and in several cases
slightly better than, results from the raw data. In all cases the comparison is
made with exactly the same classification and hyperparameters but with dif-
ferent input space and dimensionality. For example, on the EKG dataset the
Bloom filter encoding improves accuracy from 81.0% (raw) to 82.9% (+1.9%),
and for the Adult 50K dataset using a DNN classifier accuracy increases from
88.1% (raw) to 88.9% (+0.8%). Even when raw data performs slightly better,
such as Adult 50K with XGBoost (88.6% raw vs. 88.2% Bloom, -0.4%), the
differences are small. Compared to standard dimensionality reduction methods
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Table 2. Datasets, Preprocessing, Classifier, and Accuracy Metric Combinations

Dataset Encoders Classifiers ML Metrics

SMS Spam Bloom filter
Raw Logistic Regression F1 Positive Class

EKG Bloom filter
Raw XGBoost F1 Positive Class

Adult 50K

Bloom filter
Raw
LDA
PCA

XGBoost
DNN Area-Under-Curve

CDC Diabetes

Bloom filter
Raw
LDA
PCA

XGBoost
DNN Area-Under-Curve

MNIST Bloom filter
Raw

DNN
CNN F1 All Classes

Fashion MNIST Bloom filter
Raw

DNN
CNN F1 All Classes

such as PCA and LDA, Bloom filters consistently outperform both: on Adult
50K (XGB), Bloom achieves 88.2% accuracy vs. 86.5% (PCA) and 85.6% (LDA),
and on CDC Diabetes (DNN) Bloom achieves 82.2% vs. 78.2% (PCA) and 80.5%
(LDA). Similar trends hold across classifiers and datasets, with Bloom filters ex-
ceeding PCA and LDA by 1–4 percentage points.

For the image datasets, raw data still performs best, but the gap is mod-
est. On MNIST, accuracy decreases from 98.1% (raw) to 95.1% (Bloom), a 3.0
percentage point reduction. For Fashion MNIST, accuracy decreases from 90.5%
to 85.3% (-5.2%). These declines are expected: image datasets have extremely
high-dimensional inputs and ten output classes [15], [16], making them more
sensitive to encoding collisions.

5.2 Compression

The compression ratio results are shown in Fig. 5. This figure shows the compres-
sion ratio achieved by applying the different transforms as compared to the raw
data size. For example, for the EKG dataset, the encoded Bloom filter transform
produces a 4.00× reduction, meaning each sample is 75% smaller than the raw
representation. Looking at the various transforms, the LDA transform signifi-
cantly reduces the memory footprint of the samples—for the Adult 50K dataset
LDA achieves a 14.29× reduction (approximately 6.5× more compression than
the Bloom filter, which achieves 2.63×). Likewise, for the CDC Diabetes dataset,
LDA reaches a 16.67× reduction, which is 4× higher compression than the Bloom
filter (4.17×) and over 50× higher than PCA (0.29×). However, referring back to
the accuracy results, this compression is achieved at the expense of classification
accuracy. Comparing PCA and Bloom filter transforms, the Bloom filter trans-
form produces both higher compression (e.g., 2.63× vs. 2.17× on Adult 50K,
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and 4.17× vs. 0.29× on CDC) and higher accuracy across the Adult 50K and
CDC Diabetes datasets, resulting in a more accurate classifier with a smaller
memory footprint.
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5.3 Entropy and Bit Occupancy

Figure 6 summarizes the privacy-related metrics of entropy and bit occupancy,
calculated according to Equations 6 and 1. Across all datasets, the entropy values
range between 0.38 and 0.68, which indicates a generally high level of uncertainty
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per bit in the encoded Bloom filter representations. The bit occupancy values
are 0.13 at the low-end up to 0.60. These results show that the encoded Bloom
filters are not fully saturated and maintain a moderate fraction of bits set to 1.
Datasets with higher bit occupancy, such as the EKG and MNIST, are closer
to the desirable 0.5, suggesting better balance between privacy and information
content.

These results demonstrate that the chosen Bloom filter parameters (bit m,
number of hash functions k) successfully produce encoded Bloom filter that re-
tain enough information for classification and randomized sufficiently to mitigate
structural leakage. In particular, the entropy near 0.5–0.68 for most datasets in-
dicates that the Bloom filter representation retains variability in the bit patterns,
which is crucial for privacy-preserving transformations. Bit occupancies near 0.5
help minimize the risk of collisions and false positives. Overall, the figure con-
firms that the Bloom filter transform achieves a reasonable trade-off between
compression, privacy, and the ability to preserve dataset structure.

5.4 Bloom Filter Configuration Sweep

As part of the pipeline for the SMS dataset we swept the Bloom filter size, m, and
the number of hash functions, k, to measure the effect on accuracy, compression
rate, entropy, and bit occupancy. The results are shown in Fig. 7.

The accuracy strongly correlates with the size of the encoded Bloom filter m
regardless of the number of hash functions. A larger Bloom filter retains more
of the characteristics of the original dataset and this increased representational
capacity directly improves ML performance. For example, increasing the Bloom
filter size from m = 50 to m = 200 increases test accuracy from roughly 78%
to over 90%, a gain of more than 12 percentage points. Conversely, when m is
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Fig. 7. SMS Spam Dataset - Sweeping Bloom Filter size and number of hash functions.

too small, multiple features collide into the same bit positions, which increases
information loss and reduces classifier fidelity.

The compression ratio is also shown with various encoded Bloom filter sizes
producing different memory savings. For instance, reducing m from 200 to 50
increases the compression ratio from approximately 0.65 to over 0.90, reflecting
the expected trade-off between accuracy and compactness. For entropy and bit
occupancy, as the encoded Bloom filter grows in size, both entropy and bit
occupancy decrease. This aligns with the theory, as larger encoded Bloom filters
are sparser; for example, occupancy drops from about 22% at m = 50 to under
10% at m = 200, which has a direct downward effect on both entropy and bit
occupancy.

The missing effect on ML performance is captured in the joint behavior of m
and k: increasing m improves accuracy by reducing collisions, while increasing k
increases the reliability of feature encoding but can also raise the collision rate
if m is fixed or reduced. As seen in Fig. 7, accuracy improves when k increases
from 2 to 4, but performance degrades for k ≥ 6 when m is small. For example,
at m = 100, accuracy rises from about 84% at k = 2 to 88% at k = 4, but
then drops below 82% at k = 8 due to excessive hash collisions. Thus, ML
performance is maximized when m is large enough to avoid saturation and k
is chosen to balance redundancy with collision control. The most critical take-
away from Fig. 7 is that the encoded Bloom filter transform allows for making
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informed trade-offs between accuracy, data compression, and privacy. A learning
system can be designed to maximize any of these characteristics or tuned to find
the sweet-spot for a particular use case. Optimizing this trade-off for specific
application remains an open area for future work.

6 Conclusion

In this paper, we presented a novel application of the Bloom filter transform
as a preprocessing step in machine learning. We showed that models trained
on encoded Bloom filter representations achieve comparable accuracy to models
trained on raw data and outperform other transforms such as LDA and PCA.
Encoded Bloom filters also provide memory savings and preserve the privacy of
the original data, a finding confirmed across diverse datasets and classifiers.

Future work includes extending this approach to regression tasks and dis-
tributed learning architectures, where both compression and privacy are nearly
as critical as accuracy. We also plan to evaluate additional datasets and classifiers
to further validate the generality of the method, and to investigate puncturing
and folding techniques to increase entropy and compression with minimal loss of
accuracy. Finally, we plan to investigate a hybrid approach where the Bloom fil-
ter encodings are augmented with specific characteristics of the data to evaluate
whether this technique improves performance while not sacrificing compression
or privacy.

Bloom filters offer a compact, privacy-preserving preprocessing method that
maintains high accuracy. Moreover, the trade-offs between accuracy, compres-
sion, and privacy can be controlled by adjusting the Bloom filter configuration,
including the number of bits m, the number of hash functions k, and the choice
of hash functions.
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