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Abstract— Networked control systems (NCSs) are vulnerable
to faults and hidden malfunctions in communication channels
that can degrade performance or even destabilize the closed
loop. Classical metrics in robust control and fault detection
typically treat impact and detectability separately, whereas the
output-to-output gain (OOG) provides a unified measure of
both. While existing results have been limited to linear systems,
this paper extends the OOG framework to nonlinear NCSs
with quadratically constrained nonlinearities, considering false-
injection attacks that can also manipulate sensor measurements
through nonlinear transformations. Specifically, we provide
computationally efficient linear matrix inequality conditions
and complementary frequency-domain tests that yield explicit
upper bounds on the OOG of this class of nonlinear sys-
tems. Furthermore, we derive frequency-domain conditions
for absolute stability of closed-loop systems, generalizing the
Yakubovich quadratic criterion.

I. INTRODUCTION

Nonlinear networked control systems are increasingly
deployed in safety-critical infrastructures such as energy,
transportation, and industrial automation. By integrating
distributed sensors, actuators, and controllers over shared
communication networks, they enable flexible and scalable
distributed control with reduced wiring complexity. However,
the reliance on wireless and digital communication intro-
duces challenges such as limited bandwidth, latency, packet
dropouts, and interference, all of which complicate control
design and degrade system performance. Beyond these inher-
ent network-induced limitations, NCSs face additional risks
from faults and malicious activities. Hardware degradation,
firmware errors, sensor biases, or adversarial manipulations
of communication channels can compromise data integrity
and disrupt closed-loop behavior. While certain faults are
straightforward to detect, others may remain hidden, subtly
altering the system’s nonlinear dynamics without raising
alarms. These undetectable faults are particularly critical, as
they can gradually degrade performance, reduce robustness,
and even lead to instability.

A rich literature exists on the analysis of networked control
systems under faults and malicious attacks; see, e.g., [1],
[2], [3] and references therein. Among the most frequently
studied scenarios is denial-of-service (DoS) [4], [5], [6],
where communication between nodes is intermittently dis-
rupted. Another important class is deception-based attacks
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[7], in which transmitted data are manipulated to mislead
the controller. This class includes several subclasses, such as
zero-dynamics attacks [8], covert attacks [9], replay attacks
[10], and other broader families of false-data injection attacks
[11]. While many works have focused on fault detection and
isolation mechanisms [12], deception-based strategies can
remain stealthy and are therefore difficult, if not impossible,
to detect. Given these challenges, it is natural to employ
quantitative metrics that evaluate both the impact of stealthy
attacks and their detectability.

Classical measures in robust control and fault detection
include the 𝐻∞ norm [13] and the 𝐻− index [14]. However,
they have limited applicability to security, as they consider
impact and detection separately. To address this limitation, a
security metric that combines both performance impact and
attack detectability was introduced in [15] (for discrete-time
systems) and [16] (for continuous-time systems), termed the
output-to-output gain (OOG), which characterizes the adver-
sary’s goal of achieving maximum impact while avoiding
detection. Nonetheless, existing results on the OOG have
been restricted to linear systems, leaving the nonlinear case
largely unexplored.

In this paper, we consider nonlinear NCSs subject to
malicious faults and attacks. We assume that the adversary
can degrade system performance not only by influencing
communication channels and injecting additive signals into
transmitted measurements, but also by gaining direct access
to sensors at the firmware level and altering the sensor read-
ings through a nonlinear transformation (a nonlinear attack).
Consequently, the closed-loop system becomes nonlinear,
making stability and performance analysis nontrivial. Assum-
ing that the nonlinearities belong to a class characterized by
local or integral quadratic constraints, we provide frequency-
domain conditions that guarantee absolute stability, based on
the Yakubovich quadratic criterion [17], [18]. Additionally,
we extend the analysis of the OOG to nonlinear systems
and, using dissipativity theory, derive a computationally
efficient method for estimating this metric. Therefore, the
contributions of this paper can be summarized as follows:

• Absolute stability analysis under nonlinear faults. We
derive frequency-domain conditions for absolute stabil-
ity of nonlinear systems with quadratically constrained
nonlinearities, generalizing the classical Yakubovich
quadratic criterion.

• Performance degradation analysis via output-to-output
gain. We extend the OOG framework to nonlinear
systems to quantify the impact of undetectable faults.
Using dissipativity theory, we provide computationally
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Fig. 1: The closed-loop system

efficient linear matrix inequality (LMI) conditions and
complementary frequency-domain tests that yield ex-
plicit upper bounds on the OOG.

The rest of the paper is organized as follows. Section II
presents the detailed problem formulation. In Section III,
we develop the absolute stability analysis based on the
Yakubovich quadratic criterion. Section IV contains the main
results on performance analysis using the output-to-output
gain. A numerical example illustrating the impact of stealthy
nonlinear attacks on system performance is provided in
Section V. Finally, conclusions are drawn in Section VI.

II. PROBLEM STATEMENT

Consider the following nonlinear system:

¤𝑥p (𝑡) = 𝐴p𝑥p (𝑡) +
𝑁∑︁
𝑖=1

𝑄p,𝑖𝜉𝑖 (𝑡) + 𝐵p𝑢(𝑡),

𝜎𝑖 (𝑡) = 𝑅p,𝑖𝑥p (𝑡), 𝜉𝑖 (𝑡) = 𝜑𝑖 (𝜎𝑖 (𝑡), 𝑡), 𝑖 = 1, . . . , 𝑁,
𝑦m (𝑡) = 𝐶m,o𝑥p (𝑡), 𝑦p (𝑡) = 𝐶p,o𝑥p (𝑡) + 𝐷p,o𝑢(𝑡),

(1)

where 𝑥p (𝑡) ∈ R𝑛𝑥 is the state vector, 𝑢(𝑡) ∈ R𝑛𝑢 is the con-
trol input, 𝑦m (𝑡) ∈ R𝑛𝑦 is the measurement output, 𝑦p (𝑡) ∈
R
𝑛𝑦p is the performance output, and 𝐴p, 𝐵p, 𝐵𝑤 , 𝐶m,o, 𝐶p,o

and 𝐷p,o are the matrices of appropriate dimensions, the pair
(𝐴p, 𝐵p) is controllable and the pair (𝐴p, 𝐶m,o) is observable.
The linear part of (1) forms a feedback interconnection with
the nonlinear blocks 𝜑𝑖 , where 𝜎𝑖 (𝑡) ∈ R𝑛𝜎𝑖 and 𝜉𝑖 (𝑡) ∈ R𝑛𝜉𝑖

are the input and the output vectors of 𝜑𝑖 , respectively, and
𝑄p,𝑖 ∈ R𝑛𝑥×𝑛𝜉𝑖 , 𝑅p,𝑖 ∈ R𝑛𝑥×𝑛𝜎𝑖 are constant matrices.

Assumption 1: We assume that the nonlinearities 𝜑𝑖 be-
long to some classes 𝔐𝐹𝑖

=
{(
𝜉𝑖 , 𝜎𝑖

)}
, such that the

functions 𝜉𝑖 (𝑡) and 𝜎𝑖 (𝑡) satisfy the quadratic constraints

𝐹𝑖
(
𝜉𝑖 (𝑡), 𝜎𝑖 (𝑡)

)
≥ 0 (2)

for all 𝑡 ≥ 0, where 𝐹𝑖 are quadratic forms1 with the matrices

𝐹̄𝑖 = 𝐹̄
T
𝑖 ∈ R

(
𝑛𝜉𝑖

+𝑛𝜎𝑖

)
×
(
𝑛𝜉𝑖

+𝑛𝜎𝑖

)
.

Example 1: A typical example of the class 𝔐𝐹 is the class
𝔐𝐹

𝜇
−
,𝜇

+ of sector-bounded nonlinearities. Without loss of
generality, assume that 𝑛𝜉 = 𝑛𝜎 = 1 and 𝜉 (𝑡) = 𝜑 (𝜎(𝑡), 𝑡)

1By a quadratic form 𝐹 (𝑧1, 𝑧2 ) of two vectors, we mean a quadratic form

of the concatenated vector 𝑧 =

[
𝑧

T
1 , 𝑧

T
2

]T
∈ R2𝑛𝑧 . Specifically, 𝐹 (𝑧1, 𝑧2 ) =

𝑧
T
𝐹̄𝑧. This quadratic form can also be extended to the Hermitian form

𝐹̃ (𝑧) as follows: 𝐹̃ (𝑧) = 𝑧
∗
𝐹̄𝑧, where 𝑧 ∈ C2𝑛𝑧 .

is a nonlinear function satisfying the following sector-bound
inequalities:

𝜇
−
𝜎 ≤ 𝜉 ≤ 𝜇

+
𝜎, (3)

for all 𝜎 ∈ R and 𝑡 ≥ 0, where 𝜇− < 𝜇
+ are real numbers.

In this case, the quadratic form 𝐹 can be written as follows:

𝐹 (𝜉, 𝜎) = (𝜉 − 𝜇−𝜎)
(
𝜇
+
𝜎 − 𝜉

)
,

where the inequality 𝐹 (𝜉, 𝜎) ≥ 0 is equivalent to (3).
Remark 1: We can also consider the uncertain system

¤𝑥p (𝑡) = (𝐴p + Δ𝐴p)𝑥p (𝑡) +
𝑁1∑︁
𝑖=1

𝑄p,𝑖𝜉𝑖 (𝑡) + 𝐵p𝑢(𝑡),

where the components of the unknown matrix Δ𝐴p are
bounded. In this case, the system can be represented in form
(1), where the uncertainties, after some structural changes,
can be expressed in terms of nonlinearities 𝜑 𝑗 , 𝑗 = 𝑁1 +
1, . . . , 𝑁2, with 𝑁 = 𝑁1 + 𝑁2, see [19] for details.

We consider the scenario in which an adversary can access
the sensor measurements and replace the vector 𝑦m (𝑡) with

𝑦̃m (𝑡) = 𝜑
(
𝑦m (𝑡), 𝑡

)
+ Γy𝑎(𝑡), (4)

where 𝑎(𝑡) ∈ R𝑛𝑎 and Γy ∈ R𝑛𝑦×𝑛𝑎 . Therefore, instead of
the true measurement output 𝑦m, the controller receives the
modified signal 𝑦̃m, see Figure 1.

Assumption 2: In analogy with the system nonlinearities,
the nonlinear transformation 𝜑

(
𝑦m (𝑡), 𝑡

)
is taken from a class

𝔐𝐹m
characterized by the quadratic form

𝐹m
(
𝜉m (𝑡), 𝑦m (𝑡)

)
≥ 0 (5)

with the matrix 𝐹̄m = 𝐹̄
T
m ∈ R2𝑛𝑦×2𝑛𝑦 .

Assumption 3: The signal 𝑎(𝑡) is assumed to lie in the
extended 𝐿2 space, defined as

𝐿2𝑒 =
{
𝑎 : R+ → R𝑛𝑎

�� ∥𝑎∥𝐿2[0,𝑇 ]
< ∞, ∀𝑇 < ∞

}
,

which represents all signals that are square integrable over
finite periods of time.

Remark 2: The matrix Γy specifies the channels into
which the additive signal 𝑎(𝑡) can be injected. If Γy is
the identity matrix, the adversary can influence all channels
and arbitrarily modify all transmitted signals. In this case,
considering the nonlinear term in (4) is redundant, since
it can be fully absorbed into 𝑎(𝑡). However, injecting a
continuous signal into all channels may be energy-intensive
and practically difficult or even infeasible. In practice, typ-
ically only a subset of channels can be affected in real
time. Nonetheless, the adversary may also gain direct access
to the sensors and alter the remaining channel signals at
the firmware level through a (usually stationary) nonlinear
transformation 𝜑. This makes scenarios involving nonlinear
attacks more challenging than those with purely additive
attacks, see Figure 2.

Remark 3: Assumption 2 is reasonable, as an adversary
typically seeks to degrade system performance without caus-
ing complete instability; quadratically constrained nonlinear-
ities effectively capture this behavior. Note that, similarly to



Fig. 2: Nonlinear and additive attacks

Γy, the constraint (5) can specify which sensors are affected
or not by a transformation. For example, if some components
𝜉m, 𝑗 = 𝑦m, 𝑗 for certain indices 𝑗 , then the corresponding

block in 𝐹̄m is
[
−1 1
1 −1

]
, which is equivalent to setting

𝜇
−
= 𝜇

+
= 1 in (3).

Assumption 3 is also not restrictive, as the space 𝐿2𝑒 rep-
resents most well-behaved signals encountered in practice.

A. Observer-based control and anomaly detector

To estimate the state vector 𝑥p (𝑡) and design a feedback
based on it, we use an observer-based state feedback con-
troller. Additionally, we use its residual output 𝑦r (𝑡), the
difference between the measured and predicted outputs, for
an anomaly detector, which raises an alarm if the residual
becomes abnormally high.

We consider the following controller structure:

¤̂𝑥p (𝑡) = 𝐴p𝑥p (𝑡) + 𝐵p𝑢(𝑡) + 𝐾𝑦r (𝑡), 𝑢(𝑡) = 𝐿𝑥p (𝑡),
𝑦̂m (𝑡) = 𝐶m,o𝑥p (𝑡), 𝑦r (𝑡) = 𝑦̃m (𝑡) − 𝑦̂m (𝑡),

(6)

where 𝐾 ∈ R𝑛𝑥×𝑛𝑦 and 𝐿 ∈ R𝑛𝑢×𝑛𝑥 are the observer and

controller gains, respectively. Define 𝑥 =

[
𝑥p

𝑥p − 𝑥p

]
. Then

the resulting closed-loop system can be written as follows:

¤𝑥(𝑡) = 𝐴𝑥(𝑡) +
𝑁∑︁
𝑖=1

𝑄𝑖𝜉𝑖 (𝑡) +𝑄m𝜉m (𝑡) + 𝐵𝑎(𝑡),

𝜎𝑖 (𝑡) = 𝑅𝑖𝑥(𝑡), 𝜉𝑖 (𝑡) = 𝜑𝑖 (𝜎𝑖 (𝑡), 𝑡), 𝑖 = 1, . . . , 𝑁,
𝑦m (𝑡) = 𝐶m𝑥(𝑡), 𝜉m (𝑡) = 𝜑(𝑦m (𝑡), 𝑡),
𝑦p (𝑡) = 𝐶p𝑥(𝑡), 𝑦r (𝑡) = 𝐶r𝑥(𝑡) + 𝜉m (𝑡) + 𝐷r𝑎(𝑡),

(7)

where

𝐴 =

[
𝐴p + 𝐵p𝐿 −𝐵p𝐿

𝐾𝐶m,o 𝐴p − 𝐾𝐶m,o

]
, 𝑄𝑖 =

[
𝑄p,𝑖
𝑄p,𝑖

]
, 𝑄m =

[
0
−𝐾

]
,

𝐵 =

[
0

−𝐾Γy

]
, 𝑅𝑖 =

[
𝑅p,𝑖 , 0

]
, 𝐶m =

[
𝐶m,o, 0

]
, 𝐷r = Γy,

𝐶p =
[
𝐶p,o + 𝐷p,o𝐿, −𝐷p,o𝐿

]
, 𝐶r =

[
−𝐶m,o, 𝐶m,o

]
.

Remark 4 (Anomaly detector): In this paper, we do not
address the specific design of anomaly detectors; however, a

typical anomaly detector raises an alarm if the energy of 𝑦r
exceeds a certain threshold, i.e.,

| |𝑦r | |
2
𝐿2
> 𝜀tr. (8)

Thus, it is reasonable for the adversary to aim at degrading
system performance without triggering detection.

B. Problem formulation

As discussed in Remarks 2 and 3, the nonlinear transfor-
mation can be applied by the adversary at the sensor firmware
level independently of the additive term 𝑎(𝑡). Therefore, it
is reasonable to assume that the class 𝔐𝐹m

is chosen so that
closed-loop system stability is preserved. However, in the
presence of quadratic nonlinearities, deriving a closed-loop
stability criterion is more challenging than in the linear case.
Consequently, we first address the following problem:

Problem 1: For 𝑎(𝑡) ≡ 0, determine the conditions guar-
anteeing absolute stability of (7).

Next, we consider the performance problem, in which the
adversary chooses the additive signal 𝑎(𝑡) to degrade system
performance, as measured by | |𝑦p | |𝐿2

, while simultaneously
avoiding complete instability and remaining undetected, i.e.,
keeping | |𝑦r | |𝐿2

small.
Problem 2: For the closed-loop nonlinear system (7),

characterize the worst-case impact of the undetected attack
(4), specifically when the energy of the performance output
𝑦p is maximized while the energy of the residual output 𝑦r
remains small.

III. ABSOLUTE STABILITY ANALYSIS

In this section, we investigate Problem 1 and introduce the
absolute stability criterion for the closed-loop system (7) with
𝑎(𝑡) ≡ 0. For simplicity, we begin with a scenario where the
system (1) is linear, i.e., 𝑁 = 0. In this case, the closed-loop
system (7) has only one nonlinearity, 𝜉m. We then extend
this analysis to general nonlinear systems.

Consider the closed-loop system (7) with 𝑎(𝑡) ≡ 0 and
𝑁 = 0:

¤𝑥(𝑡) = 𝐴𝑥(𝑡) +𝑄m𝜉m (𝑡),
𝑦m (𝑡) = 𝐶m𝑥(𝑡), 𝜉m (𝑡) = 𝜑(𝑦m (𝑡), 𝑡),

(9)

where the nonlinearity 𝜑
(
𝑦m (𝑡), 𝑡

)
belongs to the class 𝔐𝐹m

from Assumption 2.
Remark 5: When considering sector-bounded nonlinear-

ities, i.e., 𝔐𝐹m
= 𝔐𝐹

𝜇
−
,𝜇

+ from Example 1, a natural
question arises: if the system is stable for all linear functions
𝜑(𝑦m) = 𝜇𝑦m with 𝜇 ∈ [𝜇− , 𝜇+], will the closed-loop
system remain stable for arbitrary nonlinearities from the
same sector? This is the well-known Aizerman conjecture
[20], [21], and has since been refuted by many researchers. A
sufficient condition of absolute stability in the class 𝔐𝐹

𝜇
−
,𝜇

+

is given by the circle criterion [22], [23]: Assume that
1) the transfer matrix 𝐺m (𝑠) = 𝐶m (𝑠𝐼 − 𝐴)

−1
𝑄m has no

poles on the imaginary axis;
2) the closed-loop system with 𝜑(𝑦m) = 𝜇𝑦m is stable for

some 𝜇 ∈ [𝜇− , 𝜇+];



3) the following frequency condition holds for all 𝜔 ∈ R:

Re
{
[1 + 𝜇−𝐺m (𝑖𝜔)] [1 + 𝜇+𝐺m (𝑖𝜔)]

∗}
> 0. (10)

Then the closed-loop system (9), (3) is exponentially stable.
Note that the condition (10) is equivalent to requiring that the
Nyquist curve 𝐺m (𝑖𝜔) does not enter or enclose the circle
defined by the points −1/𝜇− and −1/𝜇+.

Next, we provide absolute stability conditions for a general
class 𝔐𝐹m

satisfying (5).
Definition 1: The closed-loop system (9) is called ab-

solutely stable in the class 𝔐𝐹m
if for any solution 𝑥(𝑡)

satisfying
(
𝜉m (𝑡), 𝑦m (𝑡)

)
∈ 𝔐𝐹m

there exists a constant
𝑐1 > 0 such that

∥𝑥∥2
𝐿2

+ ∥𝜉m∥
2
𝐿2

≤ 𝑐1∥𝑥(0)∥
2
. (11)

Definition 2: The closed-loop system (9) is called mini-
mally stable in the class 𝔐𝐹m

if there exist a solution 𝑥(𝑡)
satisfying

(
𝜉m (𝑡), 𝑦m (𝑡)

)
∈ 𝔐𝐹m

such that

lim
𝑡→∞

∥𝑥(𝑡)∥ = 0.
The following theorem, [17], provides a sufficient condi-

tion for absolute stability.
Theorem 1 (The Yakubovich quadratic criterion):

Assume that the matrix 𝐺m (𝑠) has no poles on the
imaginary axis and the closed-loop system (9) is minimally
stable in the class 𝔐𝐹m

. Then it is absolutely stable if the
following frequency condition2 is satisfied:

𝐹̃m (𝑖𝜔, 𝜉m) < 0, for all 𝜔 ∈ R and 𝜉m ∈ C𝑛𝑦 , 𝜉m ≠ 0,
(12)

where the Hermitian form 𝐹̃m is the extension of 𝐹m obtained
as follows:

𝐹̃m
(
𝑠, 𝜉m

)
=

[
𝜉m

𝐺m (𝑠)𝜉m

]∗
𝐹̄m

[
𝜉m

𝐺m (𝑠)𝜉m

]
.

Moreover, the absolute stability is exponential: there exist
constants 𝑐 > 0 and 𝛼 > 0 such that

∥𝑥(𝑡)∥2 ≤ 𝑐e−2𝛼𝑡 ∥𝑥(0)∥2
, 𝑡 ≥ 0.

Remark 6: In the Circle criterion, Condition (2) corre-
sponds to the minimal stability of the closed-loop system
in the class 𝔐𝐹

𝜇
−
,𝜇

+ . Condition (3) is obtained from (12)
with

𝐹̃
(
𝑖𝜔, 𝜉

)
=

[
𝜉m

𝐺m (𝑖𝜔)𝜉m

]∗ [−1 1
2 (𝜇

− + 𝜇+)
∗ −𝜇−𝜇+

] [
𝜉m

𝐺m (𝑖𝜔)𝜉m

]
= −

��𝜉m
��2 Re

{
[1 + 𝜇−𝐺m (𝑖𝜔)] [1 + 𝜇+𝐺m (𝑖𝜔)]

∗}
.

Remark 7: The quadratic criterion in Theorem 1 also
applies to integral quadratic constraints (IQCs), where the
class 𝔐𝐹m

is such that the functions 𝜉m (𝑡) and 𝑦m (𝑡) satisfy∫ 𝑡𝑘

0
𝐹m

(
𝜉m (𝑡), 𝑦m (𝑡)

)
𝑑𝑡 ≥ 0, (13)

2An obvious advantage of frequency methods is the conceptual simplicity
of calculating frequency responses when mathematical models are avail-
able. Moreover, even in situations where mathematical models are absent,
frequency responses can often be obtained experimentally.

for some sequence 𝑡𝑘 → ∞ as 𝑘 → ∞. Moreover, in the case
of IQCs, the condition (12) is also necessary for absolute
stability, [17].

Next, we generalize the Yakubovich quadratic criterion to
nonlinear systems with 𝑁 > 0 in (7). Define the augmented
vectors and matrices

𝜉 (𝑡) =


𝜉1 (𝑡)
...

𝜉𝑁 (𝑡)
𝜉m (𝑡)


, 𝜎(𝑡) =


𝜎1 (𝑡)
...

𝜎𝑁 (𝑡)
𝑦m (𝑡)


, 𝑅 =


𝑅1
...

𝑅𝑁

𝐶m


,

𝑄 =
[
𝑄1, . . . , 𝑄𝑁 , 𝑄m

]
, 𝑄r = [0, . . . , 0, 𝐼] ,

(14)

and the quadratic form

𝐹 (𝜉, 𝜎) =
𝑁∑︁
𝑖=1

𝜏𝑖𝐹𝑖 (𝜉𝑖 , 𝜎𝑖) + 𝜏m𝐹m (𝜉m, 𝑦m), (15)

where 𝜏𝑖 > 0, 𝜏m > 0 are real scalars. The following theorem
extends the absolute stability criterion from Theorem 1 to the
closed-loop system (7) and is the solution to Problem 1.

Theorem 2: Assume that 𝑎(𝑡) ≡ 0, the matrix 𝐺𝜉𝜎 (𝑠) =
𝑅(𝑠𝐼 − 𝐴)−1

𝑄 has no poles on the imaginary axis, and the
closed-loop system (7) is minimally stable in the class 𝔐𝐹

with the form 𝐹 is defined by (15). Then it is absolutely
stable if (12) holds with

𝐹̃ (𝑠, 𝜉) = 𝐹 (𝜉, 𝐺𝜉𝜎 (𝑠)𝜉).
Proof: The state equation in (7) can be rewritten as

¤𝑥(𝑡) = 𝐴𝑥(𝑡) +𝑄𝜉 (𝑡), 𝜎(𝑡) = 𝑅𝑥(𝑡), 𝜉 (𝑡) = Φ(𝜎(𝑡), 𝑡),

where

Φ(𝜎(𝑡), 𝑡) =
[
𝜑

T
1 (𝜎1 (𝑡), 𝑡), . . . , 𝜑

T
𝑁 (𝜎𝑁 (𝑡), 𝑡), 𝜑T (𝑦m (𝑡), 𝑡)

]T
.

(16)
Since all 𝜑𝑖 and 𝜑 satisfy (2) (or (13)) and (5) (or (13)),
respectively, it follows from (15) that the nonlinearity Φ

belongs to the class 𝔐𝐹 with the form 𝐹 (𝜉, 𝜎) satisfying (2)
(or (13)). The result then follows directly from Theorem 1.

Remark 8: For nonlinear attacks, the anomaly detector (8)
can be augmented with the condition the condition

𝐹
(
𝑦̃m (𝑡), 𝑦̂m (𝑡)

)
< 𝜀, (17)

where the nonlinearity approaches the boundary of the class
𝔐𝐹 . The absence of an alarm would indicate that the
assumptions on Φ remain satisfied, and thus all results
continue to hold.

IV. MAIN RESULT: PERFORMANCE ANALYSIS USING THE
OUTPUT-TO-OUTPUT GAIN

As previously discussed, the adversary’s goal is to degrade
the performance, measured by | |𝑦p | |𝐿2

, while simultaneously
avoiding making the system completely unstable and re-
maining undetected, i.e., keeping | |𝑦r | |𝐿2

small. This type
of attack is known as a stealthy attack. The adversary can
achieve this by applying the nonlinear transformation 𝜑 to
the measured output 𝑦m (𝑡) while also injecting an additive



signal Δ𝑦 = Γy𝑎(𝑡) to the sensors’ output, as it is shown in
(4).

A security metric that combines both performance impact
and attack detectability was introduced in [15], [16], termed
the output-to-output gain (OOG). The OOG metric is formu-
lated as the optimal control problem:

𝑂𝑂𝐺 ≜ sup
𝑎∈𝐿2𝑒 ,𝑥 (0)=0

| |𝑦p | |
2
𝐿2
, s.t. | |𝑦r | |

2
𝐿2

≤ 1. (18)

In other words, the OOG characterizes the adversary’s goal
of achieving maximum impact while avoiding detection.

Definition 3 ([23]): The closed-loop system (7) is said to
be output strictly dissipative with respect to a supply rate
𝑤(𝑥(𝑡), 𝑎(𝑡)) if there exists a continuously differentiable pos-
itive semidefinite storage function 𝑉 (𝑥(𝑡)) such that 𝑉 (0) = 0
and

¤𝑉 (𝑥(𝑡)) ≤ 𝑤(𝑥(𝑡), 𝑎(𝑡)) − 𝛾𝑦T
p (𝑡)𝑦p (𝑡), 𝛾 > 0. (19)

Lemma 1: Assume that (7) is output strictly dissipative
with respect to the supply rate 𝑤(𝑥(𝑡), 𝑎(𝑡)) = 𝑦

T
r (𝑡)𝑦r (𝑡).

Then it is finite-gain 𝐿2 output-to-output stable, i.e.,

| |𝑦p | |
2
𝐿2

≤ 1
𝛾
| |𝑦r | |

2
𝐿2

+ 𝛽(𝑥(0)), (20)

where 𝛽(𝑥(0)) = const ≥ 0. In addition,

𝑂𝑂𝐺 ≤ 1
𝛾
.

Proof: From (19), we obtain
¤𝑉 (𝑥(𝑡)) ≤ 𝑦T

r (𝑡)𝑦r (𝑡) − 𝛾𝑦
T
p (𝑡)𝑦p (𝑡). (21)

Integrating both sides of (21), we get∫ 𝜏

0
𝑦

T
p (𝑡)𝑦p (𝑡)𝑑𝑡 ≤

1
𝛾

∫ 𝜏

0
𝑦

T
r (𝑡)𝑦r (𝑡)𝑑𝑡

− 1
𝛾
(𝑉 (𝑥(𝜏)) −𝑉 (𝑥(0)) ≤ 1

𝛾

∫ 𝜏

0
𝑦

T
r (𝑡)𝑦r (𝑡)𝑑𝑡 +

1
𝛾
𝑉 (𝑥(0)).

For 𝜏 → ∞, the latter implies (20) with 𝛽(𝑥(0)) = 1
𝛾
𝑉 (𝑥(0)).

Finally, for 𝑥(0) = 0 and | |𝑦r | |
2
𝐿2

≤ 1, we obtain | |𝑦p | |
2
𝐿2

≤ 1
𝛾

,
which makes 1

𝛾
the upper bound of the 𝑂𝑂𝐺.

Assume that the class 𝔐𝐹 is defined as a set of pairs
{(𝜉, 𝜎)} satisfying the quadratic constraint

𝐹 (𝜉, 𝜎) =
[
𝜉

𝜎

]T
𝐹̄

[
𝜉

𝜎

]
≥ 0, (22)

where the matrix 𝐹̄ is a symmetric matrix with the following
block structure:

𝐹̄ =

[
𝐹11 𝐹12
∗ 𝐹22

]
.

Consider the matrices

Ψ0 (𝑃) =

𝐴

T
𝑃 + 𝑃𝐴 𝑃𝑄 𝑃𝐵

∗ 0 0
∗ ∗ 0

 ,
Ψ1 (𝛾) =


𝛾𝐶

T
p𝐶p − 𝐶

T
r 𝐶r −𝐶T

r 𝑄r −𝐶T
r 𝐷r

∗ −𝑄T
r 𝑄r −𝑄T

r 𝐷r
∗ ∗ −𝐷T

r 𝐷r

 ,
Ψ2 (𝜅) = 𝜅


𝑟

T
𝐹22𝑟 𝑟

T
𝐹

T
12 0

∗ 𝐹11 0
∗ ∗ 0

 .

The following theorem solves Problem 2 and provides a
computational approach to obtain the upper bound of the
𝑂𝑂𝐺 the nonlinear system (1) under the sensor measurement
attack in (4).

Theorem 3: Consider the closed-loop nonlinear system
(7). Assume that there exist a matrix 𝑃 ≥ 0 and scalars
𝜅 ≥ 0 and 𝛾 > 0 such that the LMI

Ψ0 (𝑃) + Ψ1 (𝛾) + Ψ2 (𝜅) ≤ 0 (23)

is feasible. Then
𝑂𝑂𝐺 ≤ 1

𝛾
. (24)

Proof: Consider the function 𝑉 (𝑥) = 𝑥T
𝑃𝑥. Then

¤𝑉 − 𝑦T
r 𝑦r + 𝛾𝑦

T
p 𝑦p = 𝑥

T
𝑃(𝐴𝑥 +𝑄𝜉 + 𝐵𝑎)

+
(
𝑥

T
𝐴

T + 𝜉T
𝑄

T + 𝑎T
𝐵

T
)
𝑃𝑥 + 𝛾𝑥T

𝐶
T
p𝐶p𝑥

−
(
𝑥

T
𝐶

T
r + 𝜉T

𝑄
T
r + 𝑎T

𝐷
T
r

) (
𝐶r𝑥 +𝑄r𝜉 + 𝐷r𝑎

)
= 𝐺 (𝜂),

(25)

where 𝜂 =

[
𝑥

T
, 𝜉

T
, 𝑎

T
]T

and 𝐺 (𝜂) = 𝜂𝑇Ψ0 (𝑃)𝜂+𝜂
𝑇
Ψ1 (𝛾)𝜂.

For dissipativity of (7), the quadratic form 𝐺 (𝜂) must be
nonpositive. Taking into account the constraint (22), we
obtain the following problem: 𝐺 (𝜂) ≤ 0 for 𝜂 satisfying the
constraint (22). This problem can be rewritten using using
S-procedure, [24]: there exists 𝜅 ≥ 0 such that

𝐺 (𝜂) + 𝜂𝑇Ψ2 (𝜅)𝜂 ≤ 0, ∀𝜂,

which coincides with (23). Therefore, the dissipativity of (7),
(22) follows from the feasibility of the LMI (23). Then, we
immediately conclude (24) from Lemma 1.

Remark 9: Since the 𝑂𝑂𝐺 is bounded by 1
𝛾

, the best
estimate can be obtained by finding the maximum 𝛾 > 0
for which the LMI (23) is feasible.

Next, we will provide frequency domain conditions guar-
anteeing the upper bound for the output-to-output gain.
Introduce the following transfer matrices:

𝐺𝑎p (𝑠) = 𝐶p (𝑠𝐼 − 𝐴)
−1
𝐵, 𝐺𝑎r (𝑠) = 𝐶r (𝑠𝐼 − 𝐴)

−1
𝐵 + 𝐷𝑟 ,

𝐺𝜉p (𝑠) = 𝐶p (𝑠𝐼 − 𝐴)
−1
𝑄, 𝐺𝜉 r (𝑠) = 𝐶r (𝑠𝐼 − 𝐴)

−1
𝑄 +𝑄r,

𝐺𝑎𝜎 (𝑠) = 𝑅(𝑠𝐼 − 𝐴)
−1
𝐵, 𝐺𝜉𝜎 (𝑠) = 𝑅(𝑠𝐼 − 𝐴)

−1
𝑄.

Define also the matrix

Ψ(𝑠, 𝛾, 𝜅) =
[
Ψ11 (𝑠, 𝛾, 𝜅) Ψ12 (𝑠, 𝛾, 𝜅)

∗ Ψ22 (𝑠, 𝛾, 𝜅)

]
,

where

Ψ11 (𝑠, 𝛾, 𝜅) = 𝛾𝐺
∗
𝜉p (𝑠)𝐺𝜉p (𝑠) − 𝐺

∗
𝜉 r (𝑠)𝐺𝜉 r (𝑠)

+ 𝜅𝐹12𝐺𝜉𝜎 (𝑠) + 𝜅𝐺
∗
𝜉𝜎 (𝑠)𝐹

T
12

+ 𝜅𝐺∗
𝜉𝜎 (𝑠)𝐹22𝐺𝜉𝜎 (𝑠) + 𝜅𝐹11,

Ψ12 (𝑠, 𝛾, 𝜅) = 𝛾𝐺
∗
𝜉p (𝑠)𝐺𝑎p (𝑠) − 𝐺

∗
𝜉 r (𝑠)𝐺𝑎r (𝑠)

+ 𝜅𝐺∗
𝜉𝜎 (𝑠)𝐹22𝐺𝑎𝜎 (𝑠) + 𝜅𝐹12𝐺𝑎𝜎 (𝑠),

Ψ22 (𝑠, 𝛾, 𝜅) = 𝛾𝐺
∗
𝑎p (𝑠)𝐺𝑎p (𝑠) − 𝐺

∗
𝑎r (𝑠)𝐺𝑎r (𝑠)

+ 𝜅𝐺∗
𝑎𝜎 (𝑠)𝐹22𝐺𝑎𝜎 (𝑠).



Theorem 4: Assume that the matrix 𝐴 is Hurwitz stable,
the pair (𝐴, [𝑞 𝐵]) is controllable, and there exist scalars
𝜅 ≥ 0 and 𝛾 > 0 such that

Ψ(𝑖𝜔, 𝛾, 𝜅) ≤ 0 ∀𝜔 ∈ R, (26)

and
𝛾𝐶

T
p𝐶p − 𝐶

T
r 𝐶r + 𝜅𝑟

T
𝐹22𝑟 ≥ 0. (27)

Then 𝑂𝑂𝐺 ≤ 1
𝛾

.
Proof: Define the matrix 𝐵̄ = [𝑞 𝐵]. By direct calcu-

lations, we obtain that (26) leads to[
(𝑖𝜔𝐼 − 𝐴)−1

𝐵̄

𝐼

]∗ [
Ψ1 (𝛾) + Ψ2 (𝜅)

] [(𝑖𝜔𝐼 − 𝐴)−1
𝐵̄

𝐼

]
≤ 0

(28)
for all 𝜔 ∈ R. The inequality (27) guarantees that the
upper left block of the matrix

[
Ψ1 (𝛾) + Ψ2 (𝜅)

]
is positive

semidefinite. Since, in addition, 𝐴 is Hurwitz stable and(
𝐴, 𝐵̄

)
is controllable, from the Kalman-Yakubovich-Popov

(KYP) lemma [25], [26], [22], we obtain[
Ψ1 (𝛾) + Ψ2 (𝜅)

]
+
[
𝐴

T
𝑃 + 𝑃𝐴 𝑃𝐵̄

∗ 0

]
≤ 0

with 𝑃 ≥ 0, i.e., (23) is satisfied. Therefore, the result of
Theorem 4 follows from Theorem 3.

Remark 10: If the pair (𝐴, [𝑞 𝐵]) is controllable and
det(𝑖𝜔𝐼 − 𝐴) ≠ 0, then, from the KYP lemma, it follows
that the condition (26) is necessary for the feasibility of the
LMI (23).

V. NUMERICAL EXAMPLE

In this section, we will demonstrate, how nonlinear attacks
can affect the system performance. Consider the system (1)–
(6) with the following parameters

𝐴p =


1 −2 −1
0 −0.5 0
0 0 −0.1

 , 𝐵p =


0
1
1

 ,
𝐶m,o =

[
1 0 0
0 0 1

]
, 𝐶p,o =

[
0 1 0

]
, 𝐷p,o = 0,

(29)

i.e., 𝑥 =
[
𝑥1, 𝑥2, 𝑥3

]T, 𝑦p = 𝑥2, 𝑦m =
[
𝑥1, 𝑥3

]T. Note that,
without loss of generality, we take 𝑁 = 0 (no model nonlin-
earities) to clearly demonstrate the effect of a nonlinearity
injected by the adversary. The controller and observer gains
are chosen as

𝐿 = [2.43,−3.24,−0.66], 𝐾 =

[
3 0 0
−1 0 0.9

]T
,

such that the eigenvalues of the matrices 𝐴p + 𝐵p𝐿 and 𝐴p −
𝐾𝐶m,o are {−1,−2,−0.5}.

According to (4), the adversary applies a nonlinear trans-
formation 𝜑 and also injects an additive signal Γy𝑎(𝑡) into

the sensor measurements. Assume that Γ𝑦 =

[
0
1

]
, i.e.,

the additive signal 𝑎(𝑡) can only be added to the second
component, 𝑥3, of the measured output 𝑦m.

In the linear case, i.e., when 𝜑(𝑦m) = 𝑦m, the output-to-
output gain can be calculated by solving the LMIs derived in

Fig. 3: The suboptimal injection attack signal that maximizes the output-
to-output gain of the sampled-data system (29), with a sampling step of
𝑡𝑠 = 0.1 and a finite time horizon of 𝑇 = 15, for 𝜑 (𝑦m ) = 𝑦m.

Fig. 4: The corresponding performance and residual output energy for the
suboptimal signal 𝑎 (𝑡 ) from Figure 3 in the linear case, yielding 𝑂𝑂𝐺 =

1.79.

[16], yielding 𝑂𝑂𝐺 = 2.007. For continuous-time systems
with an infinite time horizon, finding the input signal 𝑎(𝑡)
that achieves the maximal OOG can be complicated. How-
ever, a suboptimal solution can be obtained by approximating
the system with its sampled-data representation (we use
a sampling step 𝑡𝑠 = 0.1 in this case) and considering
a finite time horizon (𝑇 = 15). Define the vectors a =[
𝑎[0]T

, . . . , 𝑎[𝑁]T
]T

, y
p
=

[
𝑦

p
[0]T

, . . . , 𝑦
p
[𝑁]T

]T
, and y

r
=[

𝑦
r
[0]T

, . . . , 𝑦
r
[𝑁]T

]T
. Then one can derive the matrices T

p
and T

r
such that y

p
= T

p
a and y

r
= T

r
a, see [27]. Then the

problem (18) can be approximated as

sup
a,𝑥 (0)=0

aTT
p

TT
p
a, s.t. aTT

r
TT

r
a ≤ 1. (30)

This problem can be rewritten as a generalized eigenvalue
problem, see [28]. Solving this yields a suboptimal input
signal 𝑎(𝑡) = ZOH(a) illustrated in Figure 3, which results
in 𝑂𝑂𝐺 = 1.79, as shown in Figure 4.

Now, we will demonstrate that affecting the first com-
ponent, 𝑥1, of the measured output 𝑦m by a nonlinear
transformation can significantly increase the output-to-output
gain. Assume that

𝜑(𝑦m) =
[
𝑥1 − 0.5 sin 𝑥1

𝑥3

]
, (31)

which belongs to the sector defined by the parameters 𝜇− =

0.5 and 𝜇
+

= 1.1088. For these parameters, Theorem 3
provides an upper bound for the OOG of 19.1. It is important
to note that, in the nonlinear case, identifying a specific
additive signal 𝑎(𝑡) and a nonlinearity 𝜑 from the class under



Fig. 5: The performance and residual output energy for the signal 𝑎 (𝑡 ) from

Figure 3 in the nonlinear case with 𝜑 (𝑦m ) =

[
𝑥1 − 0.5 sin 𝑥1

𝑥3

]
, yielding

𝑂𝑂𝐺 = 5.4, which is three times larger than in the linear case.

consideration can be challenging. For the transformation (31)
and the additive attack signal depicted in Figure 3, the OOG
reaches 5.4, as illustrated in Figure 5. Thus, performing a
nonlinear attack on the 𝑥1-component channel could increase
the performance energy by a factor of three compared to the
linear case, while the adversary remains undetected.

VI. CONCLUSIONS

This paper addressed the analysis of nonlinear networked
control systems under malicious faults and attacks, focus-
ing on scenarios where adversaries can induce nonlinear
alterations in sensor measurements. We derived frequency-
domain conditions ensuring absolute stability for systems
with quadratically constrained nonlinearities and extended
the output-to-output gain metric to quantify performance
degradation in nonlinear systems under stealthy attacks.
Using dissipativity theory, computationally efficient LMI
conditions and frequency-domain tests were provided to
estimate upper bounds on the OOG.

Future work may explore extensions to multiplicative
attacks, as well as nonlinear time-delay systems, which intro-
duce additional challenges in both stability and performance
analysis.
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