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Abstract

LLM-agent based binary code analysis has
demonstrated significant potential across a
wide range of software security scenarios, in-
cluding vulnerability detection, malware anal-
ysis, efc. In agent workflow, however, retriev-
ing the positive from thousands of stripped bi-
nary functions based on user query remains
under-studied and challenging, as the absence
of symbolic information distinguishes it from
source code retrieval. In this paper, we intro-
duce, BinSeek, the first two-stage cross-modal
retrieval framework for stripped binary code
analysis. It consists of two models: BinSeek-
Embedding is trained on large-scale dataset
to learn the semantic relevance of the binary
code and the natural language description, fur-
thermore, BinSeek-Reranker learns to carefully
judge the relevance of the candidate code to
the description with context augmentation. To
this end, we built an LLM-based data synthe-
sis pipeline to automate training construction,
also deriving a domain benchmark for future
research. Our evaluation results show that
BinSeek achieved the state-of-the-art perfor-
mance, surpassing the the same scale models by
31.42% in Rec@3 and 27.17% in MRR @3, as
well as leading the advanced general-purpose
models that have 16 times larger parameters.

1 Introduction

Binary code analysis serves as a cornerstone of
software security, supporting critical tasks such as
vulnerability detection, malware analysis, program
audit, and so on. Traditional manual analysis is
known to be labor-intensive and requires deep ex-
pertise, especially for binaries including thousands
of functions. Fortunately, LLM agent system is
very promising as the next step in automating bi-
nary code analysis, given that LLMs have already
demonstrated impressive capabilities in understand-
ing the binary code (Shang et al., 2025b, 2024).
The agent system takes user queries as input and

uses LLMs to plan and execute a series of actions
to finally generate the answer, reports or proof-of-
conception scripts typically. However, a critical
bottleneck impedes further deployment: there is a
lack of effective methods to retrieve information
related to the user query from a large-scale binary
codebase.

Retrieving stripped binary code based on natural
language (NL) queries, however, presents unique
and formidable challenges compared to source
code retrieval. Unlike high-level programming
languages (PL), stripped binaries lack explicit se-
mantic indicators such as variable names, function
names, and type information. These comprehen-
sive symbols are generally stripped before releas-
ing the binary programs for different reasons, for
example, reducing file size, hiding functionality,
etc. This absence significantly complicates the un-
derstanding of binary code for both humans and
models, downgrading the performance of general
retrieval models in this scenario (Jin et al., 2023).

The problem of semantic-based code search
has been extensively studied in the domain of
source code. Existing approaches typically learn
a joint embedding space to align natural language
and code, with pretrained models such as Code-
BERT (Feng et al., 2020), GraphCodeBERT (Guo
et al., 2021), and UniXcoder (Guo et al., 2022)
achieving remarkable success. Despite these ad-
vancements, directly adapting source code retrieval
models to the binary domain is ineffective due to
the fundamental modality differences discussed
above. Moreover, unlike the abundance of open-
source repositories (e.g., GitHub) that fuel source
code representation learning, there is a distinct
scarcity of high-quality, aligned datasets, which
further hinders the development of robust binary
code retrieval models.

Since retrieving binary code with NL queries
is rarely studied, in this work, we aim to explore
an effective retrieval method for stripped binary
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analysis. In particular, we introduce BinSeek, the
first cross-modal retrieval framework specifically
tailored for this issue. A two-stage retrieval strat-
egy is employed to balance accuracy and efficiency:
for the first stage, we build, BinSeek-Embedding, a
embedding model to retrieve the candidates from a
codebase that is decompiled from binary files, and
for the second stage, we further devise, BinSeek-
Reranker, to reorder the candidates augmented with
calling context information for more precise results.
To train our expert models, we employ LLMs to
automatically synthesize high-quality semantic la-
bels in NL for binary functions. In this way, we
also deliver the first domain benchmark for the
binary code retrieval task, which is expected to fa-
cilitate future research in this domain. Our BinSeek
achieves state-of-the-art (SOTA) performance with
Rec@3 of 84.5% and MRR@3 of 80.25%, indi-
cating its effectiveness in finding semantic-related
binary functions. Our main contributions are sum-
marized as follows:

* We introduce BinSeek, the first two-
stage cross-modal retrieval framework for
stripped binary code analysis, where BinSeek-
Embedding is used to retrieve candidates from
a codebase, and BinSeek-Reranker further re-
fine candidates with calling context informa-
tion.

* We propose an LLM-driven data synthesis
pipeline to automate the construction of high-
quality training data, deriving the first domain
benchmark for binary code retrieval.

e Our evaluations demonstrate that BinSeek
achieved SOTA performance, significantly
outperforming baselines with superior effi-
ciency.

We make our model and evaluation bench-

mark publicly available at: https://github.com/
XingTulLab/BinSeek.

2 Background and Challenges

2.1 Retrieval-Augmented Generation

Retrieval-Augmented Generation (RAG) (Lewis
et al., 2020) searches documents relevant to user
queries from external databases, taking them as
reference for LLM-based generation, thereby fun-
damentally expanding the knowledge stored within
the model parameters. Since it is highly effec-
tive in eliminating model hallucinations and im-
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static void xtea_encode(uint32_t num_rounds,

uint32_t v[2], uint32_t const key[4]){
unsigned int i;
uint32_t vo = v[0], v1 = v[1],
sum = 0, delta = 0x9E3779B9;
for (i = 0; i < num_rounds; i++){
VO += ...
sum += delta;
vl += ...; }
v[0] = vo; v[1] = vi;
}

(a) Source code function for XTEA cryptographic algorithm.

__int64 __fastcall sub_100000A68(__int64 result,
unsigned int *a2, __int64 a3){
unsigned int v3; // [xsp+8h] [xbp-28h]
unsigned int v4; // [xsp+Ch] [xbp-24h]
unsigned int v5; // [xsp+10h] [xbp-20h]
unsigned int i; // [xsp+14h] [xbp-1Ch]
vb = *a2; v4 = a2[1]; v3 = 0;
for (i = 0; i < (unsigned int)result; ++i){
vh += ...,
v3 -= 1640531527;
vd += . ..; 3}
*a2 = v5; a2[1] = v4;
return result;

(b) Binary pseudocode decompiled by IDA Pro.

Figure 1: Example of source code and corresponding
decompiled pseudocode.

proving generation quality, many efforts have
been made to enhance the RAG system, such
as GraphRAG (Edge et al., 2025), RAGFu-
sion (Momii et al., 2024), and KAG (Liang et al.,
2025).

In software engineering, the retrieval-augmented
code generation (RACG) is also an important issue,
involving cross-modal retrieval between the PL and
NL text. CodeRAG-Bench (Wang et al., 2025b)
investigated popular embedding models for search-
ing code snippets across the whole repository, and
their experiments demonstrated that LLMs bene-
fit from high-quality retrieved results, especially
for complex tasks in SWE-Bench (Jimenez et al.,
2024) (improving pass@1 from 2.3% to 21.7%).
Beyond academic research, practical systems such
as Cursor (Cursor, 2025) have developed the code-
base indexing to recall highly context-relative code
from the codebase. Such retrieval schemes require
high-quality code retrieval models to ensure effec-
tive performance.

2.2 Source Code Retrieval Model

Code retrieval models aim to learn a shared em-
bedding space where both NL descriptions and
PL code are mapped to dense vector representa-
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Figure 2: Overview of BinSeek.

tions, enabling similarity-based retrieval of relevant
code snippets. CodeBERT (Feng et al., 2020) pre-
sented the first bimodal pre-trained model for PL
and NL, GraphCodeBERT (Guo et al., 2021) fur-
ther introduced data flow information to enhance
code representation learning. UniXcoder (Guo
et al., 2022) leverages cross-modal contents like
abstract syntax tree and code comment to enhance
code representation, while CodeXEmbed (Liu et al.,
2024) designed a family of code embedding mod-
els tailored to diverse PLs and retrieval tasks. Fur-
thermore, many comprehensive benchmarks and
datasets like CodeSearchNet (Husain et al., 2019),
CodeXGLUE (Lu et al., 2021), and ColR (Li
et al., 2024) have facilitated the evaluation of these
models, demonstrating their strong capabilities in
searching from a large-scale corpus. However, sim-
ilar research in the binary code domain remains
largely unexplored, which motivates our current
investigation into cross-modal retrieval models for
binary analysis.

2.3 Stripped Binary Code

Binary code is a low-level representation of a pro-
gram, which is generally compiled from the source
code written in PLs like C/C++, and it consists
of a sequence of machine instructions encoded in
binary format. Due to various reasons (e.g., re-
ducing file size, hiding functionality), most binary
files are stripped of symbol information before re-
lease, resulting in stripped binary code that lacks
function names, variable names, data types, and
other high-level semantic information. Although
modern decompilers can handle binaries and gener-
ate C-like decompiled pseudocode, they must use
placeholders to represent missing symbolic infor-
mation, for example, the function sub_100000A68
and the variable a2/v3 shown in Figure 1.
Recently, many studies have explored automated
analysis of binary pseudocode using LL.Ms, such

as LLM4Decompile (Tan et al., 2024), ReCopi-
lot (Chen et al., 2025), and Bin2Wrong (Yang and
Nagy, 2025), yielding promising experimental re-
sults. In practice, however, a binary program usu-
ally contains tens of thousands of functions (Mar-
celli et al., 2022; Sun et al., 2023), highlighting the
difficulty of searching for specific code within it. It
is particularly difficult given the absence of high-
level semantic symbols in binary code. Specifically,
we summarize the critical challenges as follows:

* Lacking of Symbols: Stripping symbols cre-
ates a significant gap between the decompiled
pseudocode and the source code, making it
harder for the model to identify the seman-
tics. Consequently, this gap prevents us from
reusing the source code retrieval models.

* Irreversible Semantics Loss: Given the in-
formation loss during compilation and strip-
ping, it is typically impossible to infer the
source-level functional semantics of a func-
tion solely from its binary code. For instance,
the function name in the source code in Fig-
ure 1 indicates its operational context for cryp-
tographic encoding, which cannot be deduced
from the binary function alone. Therefore,
effective binary code retrieval models must
learn to infer semantics from the context.

3 Method

Figure 2 shows the building overview of our Bin-
Seek, which consists of BinSeek-Embedding and
BinSeek-Reranker models. BinSeek-Embedding
transfer user queries in NL and binary functions
in pseudocode into embeddings, assessing the se-
mantic relevance of cross-modal inputs through the
distance between these embeddings. Each vector
requires only one single model computation, mak-
ing it suitable for fast retrieval within large corpora.
However, considering the challenges mentioned in
§2.3, the BinSeek-Embedding model struggles to



accurately capture the complete source code-level
semantics through a binary function alone, leading
to suboptimal retrieval results. To address this, we
further introduce the BinSeek-Reranker model as
a secondary reranking step. This model takes the
binary code with context functions and predicts its
relevance to the NL query. By utilizing supple-
mentary information from the calling context, the
BinSeek-Reranker model can infer the semantics of
the target function more comprehensively, thereby
optimizing the retrieval results.

3.1 Data Synthesis

Training cross-modal retrieval models requires a
large amount of data pairs that consist of pseu-
docode functions and corresponding semantic de-
scriptions in NL. Unfortunately, there is currently
no publicly available dataset specifically designed
for binary code retrieval. Although hiring reverse
engineering experts to label pseudocode is the op-
timal approach for best data quality, high labor
costs make it impractical for large-scale execu-
tion. To overcome this, we propose a data synthe-
sis pipeline to automatically generate high-quality

training data.
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Figure 3: Pipeline of data synthesis.

As shown in Figure 3, we first collect a large
number of open-source projects written in C/C++
from GitHub. For each project, we compile the
source code into stripped binary files using differ-
ent configurations, while saving the debugging in-
formation separately (more details in §A.1). Next,
we utilize a modern decompiler (i.e., IDA Pro (Hex-
RaysSA, 2025)) to decompile binary files into pseu-
docode functions. Since stripped binaries do not
have symbols, the debugging information serves as
a bridge linking the source code to the binary code
in the function level. Finally, we employ an ad-
vanced LLM (i.e., DeepSeek (DeepSeek-Al et al.,

2025)) to generate semantic descriptions for each
source code function. More specifically, we pro-
vide the LLLM with the content of the source code
file containing the function, along with the file path,
project name, and version number as references (de-
tailed in §A.2). NL descriptions, source code, and
binary code are essentially representations of the
same semantics across different modalities. We
therefore trained our model to learn the mappings
between NL descriptions and pseudocode func-
tions. Ultimately, we constructed 106,711,414
raw data pairs in total.

Quality Filters. To ensure the quality of the syn-
thesized data, we design a filter module to elimi-
nate low-quality data pairs. We have designed the
following filters:

* Source Code Filter drops the function with
too short lines of code (LoC<10), indicating
lack of meaningful semantics.

* Binary Code Filter removes short binary
functions similarly, as well as thunk func-
tions and virtual functions, which typically
is the wrapper for jumping or calling other
functions.

* Generation Filter prompts an LLM to assess
the quality of the generated NL description,
filtering out those with errors, irrelevant con-
tent, or redundant information (see §A.2).

* Repetitive Semantics Filter drops both
source and binary functions with high sim-
ilarity to reduce code redundancy. We employ
MinHash (Broder, 1997), a locality-sensitive
hashing algorithm, to perform function-level
deduplication, and use the empirical threshold
of 0.95 (Shang et al., 2025a).

Data Sampler. Training retrieval models typically
require both positive and negative data pairs. The
positive pair naturally consist of the NL descrip-
tion and pseudocode function from the same source
code. To construct effective negative samples, we
employ a hybrid sampling strategy combining ran-
dom sampling and hard negative mining. Specif-
ically, for each source code function, we take the
NL description as a query and randomly select the
binary functions as negative candidates that are
compiled from the other source code among the
whole corpus. Furthermore, we utilize a general
embedding model (Qwen3-Embedding-8B (Zhang
et al., 2025)), which is top-ranked in the MTEB
leaderboard (Enevoldsen et al., 2025), to estimate



the semantic similarity between the query and the
NL descriptions of the negative candidates. We
select the binary function as hard negative whose
description has a low similarity score (< 0.95) with
the query. In this way, we constructed 45,703,009
high-quality positive and negative data pairs in to-
tal, enabling the model to learn the mappings across
different semantic representations.

3.2 Model Architecture

BinSeek-Embedding. The embedding model is
built from scratch with reference to the exist-
ing language model Qwen3 (Yang et al., 2025).
Specifically, we initialize our model backbone
with an 8 transfomer layer, which incorporates
RMSNorm (Jiang et al., 2023), SwiGLU activa-
tion (Dauphin et al., 2017), and grouped query at-
tention (GQA) (Ainslie et al., 2023) techniques
for improved training stability and performance.
We employ Qwen3’s tokenizer that implements
byte-level byte-pair encoding (Wang et al., 2020;
Sennrich et al., 2016) with a vocabulary size of
151,669. Consequently, the weights of the token
embedding layer are directly loaded from the well-
trained Qwen3 model and frozen to reduce training
overhead. Following the embedding layer, we use a
rotary position embedding (RoPE) (Su et al., 2024)
layer to provide position information to transformer
blocks, meanwhile enabling input length scaling at
inference time. Finally, the last token pooling is
employed to the backbone output to generate the
final embedding.

BinSeek-Reranker. The reranking model is built
upon the BinSeek-Embedding with 18 transformer
layers, further stacking one Language Modeling
(LM) head on the top. The LM head outputs the
probability logits for the input code and NL query
sequence, which are then transformed by a sigmoid
function to produce a score ranging from O to 1,
indicating the likelihood of semantic relevance. In
practice, BinSeek-Reranker receives the user query
and retrieves candidates from BinSeek-Embedding,
and it boosts the overall accuracy of the system
through reranking.

Context-aware Design. Since the pseudocode
of a single binary function can only provide lim-
ited information (mentioned in §2.3), we make the
contextual functions available to the model in the
reranking stage for extending its semantic inference
capabilities. As shown in Figure 2, we assemble
the target function f; and its callees f. into the
whole input. However, the callees could largely

increase the input length, even pose the out-of-
context (OOC) problem, leading to inefficiency
and potential noise.

To mitigate this, we here propose a heuristic
function importance metric to select the top-k im-
portant callees to provide context. Existing studies
have demonstrated that the presence of meaningful
function names and strings often provides signif-
icant semantic cues about its functionality (Chen
et al., 2023; Shang et al., 2025b; Jin et al., 2023).
Therefore, we try to measure the meaningful sym-
bol density of a pseudocode function f; through
three aspects: (1) whether the function has an un-
stripped function name, (2) the density of strings
among the pseudocode, and (3) the meaningful
callee names in the function. Formally, we define
the informative score S(f;) to indicate function
importance as follows:

1, exists name symbol of f

N(f):{ ey

0, otherwise

S(f)=N(f) +o </3 : %Tt))) + %ZN(fi)

count(7ode
)]

where N (f) is an indicator of the existence of a
function name and /3 is a scaling factor for string
density measurement. We empirically set 5 to 15,
means the pseudocode with 7.3% strings tokens
will contribute 0.5 string score. And f! is the i-th
callee function among the n callees in the function
ft- In general, S(f;) ranges from O to 3, with
higher values indicating more informative func-
tions. Finally, we set k = 5 to selectively preserve
callee pseudocode as context augmentation.

3.3 Model Training

In this section, we describe the training details
of the BinSeek-Embedding and BinSeek-Reranker
models. We first present the loss functions used for
model optimization, followed by specific training
configurations and hyperparameters.

Loss Function. We employ different loss functions
for the two models due to their distinct architec-
tures and training objectives, as shown in Figure 2.
For the BinSeek-Embedding model, we utilize In-
foNCE loss (van den Oord et al., 2019) to optimize
the cross-modal embedding space. Given a batch
of N positive pairs of NL descriptions and binary
functions, we compute their embeddings using the



BinSeek-Embedding model. The InfoNCE loss is
defined as follows:

1 ¢ exp(sim(gs, i) /7)
Lo——-L1s7 P 3)
N ; * S0, exp(sim(gi, ;) /7)

where ¢; and p; are the embeddings of the NL de-
scription and pseudocode function in the ¢-th pos-
itive pair, respectively. The sim(-, -) denotes the
similarity function, which is cosine similarity in
our practice, and 7 is a temperature hyperparameter
controlling the concentration level of the distribu-
tion.

As for BinSeek-Reranker model, we adopt the
binary cross-entropy (BCE) loss to optimize the
relevance prediction between NL descriptions and
context-integrated binary functions. Given a batch
of M samples consisting of both positive and nega-
tive pairs, the BCE loss is defined as follows:

M
1
Lr==3; g [v: log(pi) + (1 = y:) log(1 = pi)] (4)

where y; is the ground-truth label indicating
whether the ¢-th pair is relevant (1) or not (0), and p;
is the predicted relevance score output by BinSeek-
Reranker model.

Training Setup. We train both models using the
AdamW optimizer with a learning rate of 1Te-4 and
a cosine weight decay scheduler with minimum
of 1e-5. For the BinSeek-Embedding model, we
use an equivalent batch size of 5,120 and train
for 2 epochs, with a maximum sequence length
of 4,096 tokens. The BinSeek-Reranker model is
trained with an equivalent batch size of 512 for
3 epochs, enlarging a maximum sequence length
to 16, 384 tokens for holding contextual informa-
tion. Our experiments are conducted on H100 x
8 GPUs, each equipped with 80GB GPU memory,
2TB RAM, and Intel Xeon Platium 8468 with
48 cores. The whole training of BinSeek requires
approximately 2k GPU hours in total.

4 Benchmarking Binary Code Retrieval

Since BinSeek incorporated two distinct models,
we construct a comprehensive benchmark dataset
to assess retrieval and reranking performance sep-
arately. We split a part of the raw dataset for test
data construction, and ensure that the source code
of these data does not overlap with training data to
prevent data leakage. In total, we constructed 400

test data for embedding model evaluation and 200
for reranking model evaluation, and the details are
as follows:

Evaluate Embedding Model. To evaluate the
BinSeek-Embedding model’s retrieval capability,
we create a search pool containing large-scale bi-
nary functions for each NL query, which is pre-
cisely how the model is applied in the real-world
scenario. Specifically, for each positive pair (g;, p;)
in the synthesized corpus, where ¢; denotes the NL
description and p; denotes the corresponding pseu-
docode function, we construct a search pool P; of
size |P;| = K (empirically set to 10,000 in our
experiments). The pool comprises the positive sam-
ple p; along with (K — 1) carefully selected hard
negative samples that are semantically unrelated
to the positive one. This design ensures that no
unlabeled positive sample leaks into the negative
samples.

Based on our training data sampler (§3.1), we
employ a filtering strategy to identify semantically
unsimilar hard negatives. Given a candidate p;
from the corpus, we assess its semantic relevance
to the positive sample p; by comparing their associ-
ated NL descriptions, using a off-the-shelf embed-
ding model (i.e., Qwen3-Embedding-8B). Notably,
we further employ an LLM to generate rephrased
semantic descriptions for the candidates, thereby
obtaining a more comprehensive measure of cor-
relation. Algorithm 1 of §A.3 comprehensively
presents the processing for iteratively collecting
test data with similarity-based filtering.

Evaluate Reranking Model. Our BinSeek-
Reranker model is designed to rerank the candi-
dates retrieved by an embedding model. To assess
the reranking performance, we construct the de-
rived evaluation dataset upon the one built above.
Specifically, for each test data (g;, P;), we first
employ our trained BinSeek-Embedding model to
retrieve the top-N candidates from the pool P; (em-
pirically set N = 10 in our experiments). If only
the positive sample p; is retrieved within the can-
didates but not the top-1 candidate, we take the
positive sample and (N — 1) negative samples as a
reranking test data (g;, R;). This evaluation dataset
can effectively measure the capability of rerankers
in refining retrieval results and improving over-
all accuracy. Algorithm 2 of §A.3 outlines the
complete procedure for constructing the reranking
model evaluation dataset.



Table 1: The evaluation results of embedding models.

Model Size (B) Rec@Ql Rec@3 Rec@Ql0 MRRQ3 MRRQ10
embeddinggemma-300m 0.3 40.50 51.00  58.50 45.25 46.65
SFR-Embedding-Code-400M_R 0.4 22.00 29.50 35.00 25.42 26.41
BGE-M3 0.6 26.50 3250  36.00 29.17 29.90
Qwen3-Embedding-0.6B 0.6 51.00 59.00 66.00 54.50 55.71
multilingual-e5-large-instruct 0.6 32.50  40.50  46.00 36.00 36.82
jina-embeddings-v4 4 4150 49.50  59.50 45.42 47.24
inf-retriever-v1 7 51.50 59.00 67.50 54.58 56.07
SFR-Embedding-Mistral 7 60.50 69.50 77.50 64.67 66.16
Qwen3-Embedding-8B 8 57.50 65.00 73.50 60.75 62.14
BinSeek-Embedding 0.3 67.00 80.50 93.50 72.83 75.18

S Experiments

We conducted extensive experiments to evaluate
the effectiveness of our proposed BinSeek. We
here to answer the following research questions:

* RQ1: How do our BinSeek-Embedding and
BinSeek-Reranker perform compared to other
models in the cross-modal retrieval of stripped
binary functions?

* RQ2: How does our BinSeek perform as a
system in practice?

5.1 Evaluation Settings

Metrics. We employ two widely-adopted metrics
to comprehensively measure our embedding and
reranking models. Recall at k£ (Rec@k) quantifies
the proportion of queries for which the relevant
item appears within the top-k retrieved results, di-
rectly indicating the system’s success rate in retriev-
ing the correct function among the top candidates.
While, the Mean Reciprocal Rank at £ (MRR @k)
further focuses on the rank position of the postive
item, considering only the top-k results for each
query. MRR@k computes the average of the re-
ciprocal ranks of the positive item, providing in-
sight into how highly the correct function is ranked
within the top candidates.

We report the metrics at k& = {1,3, 10}, which
are chosen to reflect different practical scenarios in
our retrieval task. Specifically, £ = 1 corresponds
to the strictest setting, as each query is associated
with a single positive instance; this setting evalu-
ates the model’s precision in ranking the correct
result at the very top. The choice of k£ = 3 is mo-
tivated by practical tolerance for retrieval errors,
where returning the top three results is considered
acceptable. Finally, considering the whole retrieval-
reranking system, we set the threshold £ = 10 to
keep the initially retrieved candidates, who can be

passed to the reranking model for further refine-
ment.

Baselines. Notably, we are the first public work
to explore NL-pseudocode retrieval model for
stripped binary analysis, thus there is no existing
work directly comparable to ours. For a deeper
understanding of BinSeek’s performance, we con-
duct a comparison against existing general-purpose
models. In selecting baselines, we consider factors
including the SOTA performance in public leader-
boards (Muennighoff et al., 2022; Enevoldsen et al.,
2025; Li et al., 2024), popularity among commu-
nity, and accessibility for reproduction. Finally, we
selected a total of 13 baseline models: 9 embed-
ding models and 4 reranking models, detailed in
Table 4 of §A.4.

5.2 Embedding & Reranking Evaluation

To answer RQ1, we conduct a comprehensive eval-
uation of our retrieval framework. We first assess
the standalone retrieval performance of BinSeek-
Embedding and the baselines. The test dataset has
been outlined in §3.1, with each query containing
one positive sample and 9,999 negative samples.
Embedding Models. As shown in Table 1,
BinSeek-Embedding achieves the best performance
across all metrics, establishing a new SOTA for
stripped binary code retrieval. Compared to the
strongest baseline SFR-Embedding-Mistral (7B pa-
rameters), our model (0.3B parameters) achieves
significant improvements: 6.5% higher in Rec@1
and 16.0% higher in Rec@10. The MRR@10 is
also improved by 9.02%, demonstrating superior
ranking quality of the retrieved results.

First, we analyze the performance of BinSeek-
Embedding on different metrics to understand its
retrieval capability. Our model achieves 67% in
Rec@1, which measures the ability to precisely
identify the target function at the very first posi-
tion among 10,000 candidates, demonstrating a



strong discrimination capability in large-scale re-
trieval scenarios. The Rec@3 score indicates that
our model can directly return useful results with an
80.5% probability in practical applications. More
importantly, Rec@10 achieves 93.5%, suggesting
that the vast majority of suboptimal retrieval re-
sults have the opportunity to be corrected to top-3
or even top-1 through subsequent reranking refine-
ment. The MRR @10 of 75.18% further confirms
that the correct results are typically ranked at high
positions, demonstrating the semantic relevance of
the retrieved results.

Second, we compare BinSeek-Embedding
against baselines to highlight its advantages in both
accuracy and efficiency. We first examine models
with comparable parameter scale. Despite having
a similar model size (0.3B), BinSeek-Embedding
significantly outperforms embeddinggemma-300m,
achieving 26.5% higher in Rec@1 and 28.53%
higher in MRR @10. This substantial gap demon-
strates that our model with domain-specific training
is far more effective than general-purpose mod-
els, even when they have approximate potential.
More remarkably, compared to the best baseline
SFR-Embedding-Mistral that has 23x more pa-
rameters, BinSeek-Embedding still achieves 16%
higher Rec@10 and 9.02% higher MRR @10.

Table 2: The evaluation results of reranking models.

Model Sz.(B) Rec@Ql Rec@3 MRRQ3
jina-reranker-v3 0.6 33.50 63.50 46.83
bge-reranker-v2-m3 0.6 3450 57.00 44.33
Qwen3-Reranker-0.6B 0.6 3450 62.50 4642
Qwen3-Reranker-8B 8 62.50 80.50 70.83
BinSeek-Reranker 0.6 61.50 83.00 70.50

Reranking Models. In this evaluation, each
reranking model receives 10 candidates retrieved
by BinSeek-Embedding and reorders them based
on semantic relevance to the query (detailed in
§3.1). Since the positive sample is guaranteed to
be included in the candidates but not the first one
(Rec@10 = 100%, Rec @ 1=0%), the reranking task
focuses on promoting the correct binary code to
higher positions with k& = {1, 3}.

As shown in Table 2, our BinSeek-Reranker
achieved 61.5% in Rec@1, meaning that the model
successfully promoted the correct function to the
top position in most cases. The Rec@3 score of
83.0% indicates that users can locate the target
function within the top-3 reranked results with high
confidence. The MRR @3 of 70.50% further con-

firms that the correct results are typically ranked at
the top positions after reranking.

Compared to general-purpose rerankers with the
same parameter scale of 0.6B, BinSeek-Reranker
demonstrates substantial advantages. It outper-
forms Qwen3-Reranker-0.6B by 27% in Rec@1
and 24.08% in MRR@3. On the other hand,
BinSeek-Reranker achieved competitive perfor-
mance compared to Qwen3-Reranker-8B (13X
larger), with 1% and 0.33% lower in Rec@1
and MRR @3 respectively, but 2.5% leading in
Rec@3. These results indicate that general-purpose
rerankers, despite their strong performance on stan-
dard NLP benchmarks, struggle to capture the se-
mantic differences from stripped binary code.

5.3 Opverall Evaluation

To answer RQ2, we evaluated the overall perfor-
mance of our framework BinSeek, incorporating
embedding and reranking models. In this evalu-
ation, we performed reordering on all retrieved
candidates without awareness of their labels and
calculated the overall scores for the retrieval system.
Additionally, we investigated variants composed
of the same scale and the best-performing baseline
models from previous evaluations.

As shown in Table 3, BinSeek with our tailored
models achieved the best performance, recording
76.75% in Rec@1 and 84.5% in Rec@3. Driven
by embeddinggemma-300m and Qwen3-Reranker-
0.6B that have the same model size as ours, the
pipeline achieved 30.7% lower in Rec@3 and
27.17% lower in MRR @3, suggesting a significant
effectiveness of our domain-specific training. Since
the SFR-Embedding-Mistral and Qwen3-Reranker-
8B have demonstrated the best performance among
the evaluated embedding and reranking models, re-
spectively, we thus employed them to investigate
the best performance that can be expected from
combinations of non-tailored models. As shown in
the results, this combination achieved impressive
scores, yet still lagged behind BinSeek by 6.75%
and 4.63% in Rec@3 and MRR @3, respectively.
More importantly, considering the 20. 93 minutes
overhead for each query, which is 10 times longer
than BinSeek, it is challenging to be applied in
practical scenarios.

When working as a whole system, BinSeek
achieved a Rec@1 score of 76.75%, significantly
surpassing the standalone BinSeek-Embedding’s
score of 67%. This demonstrates that our 2-stage
workflow design produces highly usable retrieval



Table 3: The overall evaluation results of BinSeek with different embedding and reranking models.

Embedding Stage Reranking Stage | Rec@l Rec@3 Rec@10 MRRQ3 MRRQ10 Time(m)
Model Sz.(B) Model Sz.(B)|
embeddinggemma-300m 0.3 Qwen3-Reranker-0.6B 0.6 49.00 53.08 58.75 53.08 5334 1091
SFR-Embedding-Mistral 7 Qwen3-Reranker-8B 8 73.75 77775  78.25 75.62 75.73 2093
BinSeek-Embedding 0.3 BinSeek-Reranker 0.6 76.75 84.50  93.00 80.25 81.51 1.76

results in practice. Meanwhile, the system achieved
improvements of 7.42% and 6.33% over the initial
retrieval in MRR @3 and MRR @10, respectively,
further confirming the effectiveness of context-
augmented reranking.

6 Conclusion

In this paper, we introduced BinSeek, a two-stage
cross-modal retrieval framework for the analysis
of stripped binary code. It incorporated BinSeek-
Embedding to learn the semantic relevance be-
tween binary code and natural language, and
BinSeek-Reranker to further refine the results with
context augmentation. For training the expert mod-
els, we also proposed an LLM-based data synthesis
pipeline to generate large-scale high-quality data
pairs automatically. Our evaluation demonstrates
that BinSeek achieves SOTA performance with
84.5% in Rec@3 and 80.25% in MRR @3, surpass-
ing the best-performing general-purpose models by
6.75% and 4.62%, respectively, also demonstrating
higher practical value with 10x speedup.

7 Limitations

Non-thorough Contextual Investigation. Al-
though we incorporated callee functions to aug-
ment the semantic representation of binary code,
our current approach is restricted to the local neigh-
borhood of the call graph. Limited by the context
length of the model, we heuristically selected top-5
callees as context augmentation. In practice, the se-
mantics of a binary function could be intrinsically
linked to its broader execution environment, includ-
ing caller functions and deeper dependency chains.
Thorough investigation of contextual information
is essential for better performance in future work.

Limited Model Size. Due to computational re-
source constraints, this study primarily validated
the effectiveness of BinSeek on lightweight archi-
tectures (0.3B for embedding and 0.6B for rerank-
ing). While these models achieved SOTA perfor-
mance with superior efficiency, they may not fully
leverage the emerging capabilities found in LLMs

with billions of parameters. Future research will
explore scaling up the model architecture to inves-
tigate the trade-offs between retrieval accuracy and
computational overhead, as well as the potential of
scaling laws in the binary analysis domain.
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A Appendix
A.1 Raw Dataset Details

We selected C/C++ open-source projects based on
three key criteria: active maintenance, popularity
within the developer community, and domain diver-
sity. Specifically, within the GitHub community,
we prioritized projects exhibiting recent commit
activity and high star counts, ensuring broad cover-
age across fields such as cryptography, networking,
multimedia, and databases.

To build diverse binaries, we utilized the
makepkg (archlinux.org, 2025) pipeline equipped
with wrapped compilers. makepkg is a script to au-
tomate the building of packages released by Arch
Linux. We wrapped the gcc and clang compil-
ers to customize the compilation process with cus-
tom build flags, such as optimization levels and
debug information. Although the compilation pro-
cess is automated by scripts, it is still prone to
errors, such as dependency issues or configuration
mismatches. Therefore, we further integrated Au-
toCompiler (Hu et al., 2025), which is an LLM
agent-based automated compilation pipeline, to re-
solve build failures and expand our collection. We
stored the compiled debugging information into a
distinct file, which is used to link a stripped binary
function to its source code.

We employed configurations covering optimiza-
tion levels ranging from 00 to 03, utilizing gcc-11
and clang-13 as compilers. We targeted a wide
array of CPU architectures, including x86-32,
x86-64, arm32, armé64, mips32, and mips64. Ul-
timately, we successfully compiled 10,555 open-
source projects into artifacts, yielding 1,817,461
binary files. These binaries were decompiled into
183,925, 317 pseudocode functions, with approx-
imately 58% successfully aligned to their corre-
sponding source code.

A.2 Data Synthesis Details

As mentioned in §3.1, we employ an advanced
large language model to generate semantic descrip-
tions and assess their quality. Specifically, we use
DeepSeek-V3 (DeepSeek-Al et al., 2025), a SOTA
open-source LLM with 671B parameters, to per-
form both generation and quality evaluation tasks.
Here we present the details of these prompts:

Generation Prompt. As shown in Figure 4, the
prompt provides the LLM with the complete source
code file content along with contextual informa-
tion including the file path, project name, and ver-

12

sion number. This contextual information helps the
model better understand the function’s role within
the project structure. We explicitly require the
model to generate concise one-sentence descrip-
tions that capture the core functionality of each
function. Additionally, we ask the model to provide
both English and Chinese versions of the descrip-
tion in JSON format, which facilitates subsequent
processing and enables bilingual support for our
dataset.

Discrimination Prompt. Figure 5 presents the dis-
crimination prompt, which instructs the model to
assess the quality of generated descriptions based
on three criteria: accuracy, relevance, and concise-
ness. We establish a four-level rating scale (A to D)
with clear definitions: Excellent (A) for perfectly
accurate descriptions, Good (B) for generally accu-
rate ones with minor issues, Fair (C) for vague or
slightly inaccurate descriptions, and Poor (D) for
factually incorrect or irrelevant content. The model
is required to output both a score and a brief expla-
nation in JSON format. In our Generation Filter
described in §3.1, we only retain data pairs with rat-
ings of A or B, effectively filtering out low-quality
descriptions that may contain errors, hallucinations,
or irrelevant information.

A.3 Dataset Construction Algorithms.

We present the detailed procedures for construct-
ing our evaluation benchmarks in Algorithm 1 and
Algorithm 2.

Algorithm 1 outlines the construction of the em-
bedding evaluation dataset. It employs an itera-
tive sampling strategy with a similarity-based filter
(MaxSim) to collect hard negative samples that are
semantically distinct from the query, ensuring a
robust assessment of retrieval capability.

Algorithm 2 details the creation of the reranking
evaluation dataset. This process involves retriev-
ing candidates using the trained embedding model
and selecting instances where the positive sample
is retrieved but not ranked first, thereby simulat-
ing realistic scenarios for evaluating the reranker’s
refinement ability.

A.4 Baseline Model Specifications.

As mentioned in §5.1, we carefully selected 13
baseline models for comprehensive evaluation: 9
embedding models and 4 reranking models. Since
there is no prior work directly addressing NL-
pseudocode retrieval for stripped binary analysis,
we compare BinSeek against general-purpose mod-



Table 4: Details of our BinSeek and the selected baselines for embedding-based retrieval and reranking.

Model Domain Model Size Emb. Dim. Max Token
Retrieval Model
embeddinggemma-300m Text 0.3B 768 2048
Qwen3-Embedding-0.6B Text 0.6B 1024 32768
Qwen3-Embedding-8B Text 8B 4096 32768
multilingual-e5-large-instruct Text 0.6B 1024 512
SFR-Embedding-Mistral Text 7B 4096 4096
BGE-M3 Text 0.6B 1024 8192
SFR-Embedding-Code-400M Code  0.4B 1024 8192
jina-embeddings-v4 Code 3B 2048 32768
inf-retriever-v1 Code 7B 3584 32768
BinSeek-Embedding Binary 0.3B 1024 4096
Reranking Model
Qwen3-Reranker-0.6B Text 0.6B / 32768
Qwen3-Reranker-8B Text 8B / 32768
BGE-Reranker-v2-m3 Text 0.6B / 8192
jina-reranker-v3 Text 0.6B / 131072
BinSeek-Reranker Binary 0.6B / 16384

els that represent the current SOTA. Our selection
strategy focuses on three key criteria: (1) top perfor-
mance on public benchmarks, (2) popularity within
the community, and (3) accessibility for reproduc-
tion.

For embedding models, we primarily draw from
two well-known leaderboards: MMTEB (Enevold-
sen et al., 2025) and ColR (Li et al., 2024) (records
as of December 2025). From MMTEB, we se-
lected top-ranked general-purpose text embedding
models including Qwen3-Embedding (Zhang et al.,
2025), Jina-Embeddings (Giinther et al., 2025),
multilingual-e5-large (Wang et al., 2024), and em-
beddinggemma (Vera et al., 2025). From ColR,
which specifically evaluates code-related retrieval
tasks, we selected specialized models including
SFR-Embedding (Liu et al., 2024; Meng et al.,
2024), BGE-M3 (Chen et al., 2024). As for rerank-
ing models, we selected four top-performing mod-
els from the MMTEB leaderboard (Enevoldsen
et al., 2025): Qwen3-Reranker (Zhang et al., 2025),
BGE-Reranker-v2-m3 (Chen et al., 2024), and Jina-
Reranker-v3 (Wang et al., 2025a). Table 4 lists the
detailed specifications of all baseline models, in-
cluding parameter size, embedding dimension, and
maximum context length, facilitating a fair and
transparent comparison.
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Algorithm 1 Embedding Evaluation Dataset Con-
struction.

Require: Corpus C; Pool size K; Threshold pg
Ensure: Benchmark B = {(¢;, P;)}}¥,

1: B+

2: for each (¢;,p;) € C do

3: Pi {pl}

4:  while |P;| < K do

5 for p; € C\ P; do

6: p < MaxSim(g;, ¢;)
7: if p < pin then

8: P+ P; U {pj}
9: if |P;| = K then
10: break
11: end if
12: end if
13: end for
14: end while
15: B+ BU{(q;P:)}
16: end for
17: return B




# Role
Imagine you are an experienced software
— developer.

# Task

The user will provide a source code function
< and its basic information each time.
Your task is to analyze its semantics and

— generate a comment to the function.

The comment should be a brief description of
— the function in one sentence.

# Rules
When you are generating the comment, please
— follow the rules below:

1. Comment should be accurate, precise, and
helpful for code understanding.

You can refer to the original comments in
the source code, but you cannot directly
copy the original comments.

You also need to provide a Chinese version,
which should have the same meaning as the
English version.

You need to write comments into a JSON
format string, for example:

“json

<
o
<
.
3.
.
<
4.
<

-~

en": "Brief description of the function in
< one sentence”,

"cn": "The chinese version of the

— description”,

# Input

Here is a source code from {path} file in the
— {project} {version} project:

TTTC/CHt

{code}

You should generate a comment for the function

< named ~{func_name}".

Start generating

Figure 4: The prompt for generating semantic descrip-
tions based on source code functions.
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# Role
Imagine you are an experienced software
< developer and code reviewer.

# Task

The user will provide a C/C++ source code

— function and a generated natural language
< description (comment) for it.

Your task is to evaluate the quality of the

< generated description based on its accuracy,
< relevance, and conciseness.

# Rules

Please rate the description on a scale from A
< to D based on the following criteria:

- *xA (Excellent)**: The description is
accurate, precise, and captures the core
— functionality perfectly without errors.

- *xB (Good)**: The description is generally
accurate and helpful, but may miss minor
— details or contains slight redundancy.

- *xC (Fair)**: The description is vague, too
— generic, or contains minor
inaccuracies/irrelevant content.

- *xD (Poor)#*x: The description is factually
incorrect, completely irrelevant,
hallucinations, or consists of meaningless

—

—

—

—

.
— repetition.
You need to write the evaluation result into a
< JSON format string:
T json
{
"score”: "A", Odtidns: N, B, 0, D
"reason”: "Brief explanation of the rating”
# Input

Here is a source code from {path} file in the
— {project} {version} project:

TTTC/CH+

{code}

The comment is generated for the function named
— “{func_name}".

Here is the generated description:

{comment}

Start evaluating

Figure 5: The prompt for evaluating the quality of gen-
erated function semantic descriptions.



Algorithm 2 Reranking Evaluation Dataset Con-
struction.
Require: Embedding eval. data B; Embedding
model M,; Retrieval size N
Ensure: Reranking benchmark R = {(¢;, Ri)}
1: R+ 0
2: for each (¢;, P;) € Bdo
3: C; + M_,.retrieve(q;, P;, N)

4 if p; € C; and p; # C;[0] then

5: N; < TopRanked(C; \ {p;}, N — 1)
6: Ri {pl} UN;

7 R+ RU{(qi,R:)}

8: end if

9: end for

10: return R
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