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Abstract

Watermarks are an essential tool for identifying Al-generated content. Recently, Christ and
Gunn (CRYPTO ’24) introduced pseudorandom error-correcting codes (PRCs), which are equiv-
alent to watermarks with strong robustness and quality guarantees. A PRC is a pseudorandom
encryption scheme whose decryption algorithm tolerates a high rate of errors. Pseudorandom-
ness ensures quality preservation of the watermark, and error tolerance of decryption translates
to the watermark’s ability to withstand modification of the content.

In the short time since the introduction of PRCs, several works (NeurIPS '24, RANDOM ’25,
STOC ’25) have proposed new constructions. Curiously, all of these constructions are vulnerable
to quasipolynomial-time distinguishing attacks. Furthermore, all lack robustness to edits over a
constant-sized alphabet, which is necessary for a meaningfully robust LLM watermark. Lastly,
they lack robustness to adversaries who know the watermarking detection key. Until now, it
was not clear whether any of these properties was achievable individually, let alone together.

We construct pseudorandom codes that achieve all of the above: plausible subexponential
pseudorandomness security, robustness to worst-case edits over a binary alphabet, and robust-
ness against even computationally unbounded adversaries that have the detection key. Pseudo-
randomness rests on a new assumption that we formalize, the permuted codes conjecture, which
states that a distribution of permuted noisy codewords is pseudorandom. We show that this
conjecture is implied by the permuted puzzles conjecture used previously to construct doubly
efficient private information retrieval. To give further evidence, we show that the conjecture
holds against a broad class of simple distinguishers, including read-once branching programs.
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1 Introduction

The proliferation of Al-generated content creates serious challenges for society today, due to in-
creasingly realistic threats such as misinformation and impersonation. One way to address this
challenge is to use watermarking, which involves embedding a hidden signal in generated content
that allows it to be detected as such. This content can later be passed to a watermarking detector
which can identify the content’s provenance using the hidden signal. In order to be useful, wa-
termarking schemes need to satisfy certain properties: first, they should not significantly degrade
the quality of the content, and second, they should be robust to modifications of the content by
an adversary (e.g., one seeking to remove the watermark). In recent years, a promising approach
to watermarking which comes with provable guarantees and also has shown empirical promise
[GZS25, YZCT25, HLLL25] is that of pseudorandom codes [CG24]. The goal of this paper is
to provide pseudorandom codes, and thereby watermarking schemes, with improved quality and
robustness guarantees.

A pseudorandom code (PRC) is a secret-key encryption scheme that is both pseudorandom, in
that any polynomial number of ciphertexts are computationally indistinguishable from uniform, and
error-correcting or robust, in that decryption succeeds even when ciphertexts are passed through
some error channel. [CG24] showed a direct way to construct a watermark for essentially any kind
of Al-generated content from any pseudorandom code. Error correction of the PRC implies that the
watermark persists under content modifications; pseudorandomness translates to undetectability,
meaning that the output of the watermarking scheme is computationally indistinguishable from
that of the true language model, which provides a very strong guarantee against degradations in
quality. In fact, a PRC may be viewed as a special case of a watermarking scheme, meaning that
PRCs are equivalent to watermarking schemes in an appropriate sense.

In the short time since PRCs were introduced, there has been a significant body of work build-
ing them [GM24, GG25, AACT25], applying them to watermarks [GZS25, CHS25, GM24], and
investigating their relationship to other cryptographic primitives [GGW25, DMR25]. An impor-
tant direction is to construct PRCs with stronger pseudorandomness and robustness, which would
immediately yield improved watermarks. For example, the first PRC proposed in [CG24] withstood
only substitution errors or random deletions, resulting in an LLM watermark that tolerates word
substitutions and random deletions. Ideally, a fully satisfactory watermark should be robust to
non-random edits as well, and [GM24] later built one by constructing the first edit-robust PRC,
although it required an unrealistic assumption on the entropy of generated text. We remark that
our focus in this paper is on watermarking schemes for language models, for which edits are a
particularly natural notion by which to consider modification of content. Nevertheless, PRCs have
been shown to be useful for other types of models as well, such as image diffusion models [GZS25],
and our results have implications in those domains as well.

Despite the intense interest in the area, we still lack PRCs with any one of the following three
basic and desirable properties:

Property (1): subexponential security. Until now, all PRCs suffered from quasipolynomial-
time attacks against pseudorandomness. Arguably, the biggest open question surrounding PRCs
was whether it was possible to achieve subexponential security at all. The basic issue was that
previous constructions all involved hiding a (logn)-sparse structure in a length-n codeword. This
sparsity was crucial for error correction; any larger structure would be destroyed by errors. But the
price of using such sparse patterns was that there necessarily existed n'°8"-time brute-force search



distinguishing attacks. Therefore, stronger pseudorandomness seemed to call for new techniques,
or possibly even be unattainable.

Property (2): small-alphabet edit robustness. LLM watermarks should withstand edits
to the text, and doing so requires edit-robust PRCs. While [GM24] constructed an edit-robust
PRC, theirs used a polynomial-size alphabet. This translates to a strong entropy requirement for
their watermark: It can only be detected if there is a large amount of entropy per word in the
text. Unfortunately, realistic text has only about one bit of entropy per word, necessitating an
edit-robust PRC with a constant-sized, ideally binary, alphabet.

Property (3): strongly-adaptive robustness. Previous works on PRCs considered error chan-
nels with varying levels of power. The weakest are random errors, and the strongest error models
from prior work were computationally bounded channels that have some partial information about
the decoding key [AAC'25]. Their corresponding watermarks withstand attackers with similar
levels of power—in the case of [AACT25], the attacker can query a watermarked model and the wa-
termark detector. However, an attacker that knows the detection key can easily find much smaller
perturbations that remove the watermark. In fact, as a consequence of the weak pseudorandomness
of existing PRCs, it is often possible for motivated attackers to learn the detection key for practical
parameter settings.!

Therefore, we would ideally like to ensure robustness even when the attacker has full knowledge
of the watermarking key. Such a guarantee, which we call “strongly-adaptive robustness” and which
corresponds to the worst-case error model typically considered in coding theory, remained open even
for robustness to substitution errors prior to this work. This is not merely an academic goal but
has important implications for how watermarking schemes can be deployed, since it would allow
anyone to verify a watermark rather than just one trusted party, without compromising robustness.

1.1 Results

In this work, we present a new PRC construction, and accompanying watermarking
scheme, satisfying all three of the above properties. In order to prove pseudorandomness,
some computational hardness assumption is necessary. The pseudorandomness of our PRCs is based
on the permuted codes conjecture, which states that the following distribution is pseudorandom for
certain codes C' C [y and any noise rate n = Q(1):

1. Sample an index permutation 7 over [n] and alphabet permutations 7y, ..., T, over [g].
2. Sample codewords ci, ..., cp uniformly at random from C.

3. For each codeword ¢; = (¢j1,...,¢ipn), permute the location indices according to m and the
alphabet at each location index j according to 7;, obtaining ¢ = (71(¢; (1)), - -+ Tn(Cin(n)))-

4. Output ¢ +ey,. .., ép+er, where the error e; = (e; 1, .. ., €;5,) is sampled with each coordinate
e;; being 0 with probability 1 —n and uniformly random from I, otherwise.

Conjecture (Permuted codes conjecture, Theorem 3.1). Let C be any family of linear codes over
F, with dual distance n*M) and let n € (0,1) be a constant rate of random substitutions. The
permuted codes conjecture says that the above distribution is pseudorandom for any T = poly(n).

'In the most robust image watermark used by [GZS25], the PRC has parity checks of size 3, resulting in an n*-time
key recovery attack.



We state the general form of the conjecture, since we are unable to find any counterexamples, and
wish to provide a broad target for cryptanalysis. However, for our applications, we will only require
the conjecture to hold for specific codes C. The conjecture also plausibly holds with even sub-
exponential security (i.e., for some constant ¢ > 0 and any number of samples 7' = 2°("°)  attackers
running in time O(2"°) have at most 2-w(n) advantage in distinguishing the above permuted code
distribution from uniform). This translates to plausible sub-exponential security for undetectability
in our watermarking applications. While Theorem 3.1 has not been stated before in its present
form, we show that it follows from the “permuted puzzles” assumption of [BHMW21, BW21] which
was originally used to obtain doubly efficient private information retrieval:

Theorem (Evidence for the permuted codes conjecture, Theorem 3.4). The “permuted puzzles”
conjecture [BHMW21, BW21] implies the permuted codes conjecture.

As the permuted codes and permuted puzzles conjectures are relatively new, we perform some
cryptanalysis to better our understanding. On the positive side, we show statistical evidence for
the permuted codes conjecture over constant-size alphabets: A sample of O(logn) codewords are
jointly statistically uniform (for comparison recall that Theorem 3.1 posits that poly(n) codewords
are computationally indistinguishable from uniform).

Theorem (Statistical uniformity of a few codewords, Theorem 4.3). Let C' be any code with poly-
nomial dual distance over a constant-sized alphabet. Then there exists a T = Q(logn) such that T
samples from C’s permuted code distribution (per Theorem 3.1) are statistically indistinguishable
from T uniformly random strings.

There are some conceptual similarities between the Permuted Codes conjecture and the “low-
degree conjecture,” which has been extensively studied in the context of algorithmic statistics
in recent years (e.g., [Hopl8, KWB19, BHJK25], amongst many others). Roughly speaking, the
low-degree conjecture states that for any distribution P which is permutation invariant and in-
distinguishable from uniform by low-degree polynomials (which mirrors our requirement of “high
dual distance”), there is no efficient algorithm distinguishing P from uniform. We observe that
Theorem 4.3 in fact establishes a special case of the low-degree conjecture by showing that the
distribution P is statistically close to uniform; see Theorem 4.4.2

On the negative side, we consider a modification of the permuted codes conjecture in which one
omits the alphabet permutations applied to the individual symbols of the codewords. We show in
Theorem 4.5 that the conjecture would be false in general in this case, by taking C to be the Reed-
Solomon code. In particular, we show that even a constant number of codewords would be efficiently
distinguishable from random. In fact, it turns out that all three of the randomizations (alphabet
permutation, index permutation, and noise) are necessary: The permuted codes conjecture would
be false if any one of these was omitted. See Table 1 for more details.

Improved PRCs and watermarking schemes from permuted codes. The permuted codes
conjecture for any specific efficiently (list-)decodable code C' C Fy directly gives PRCs with strong
adaptive robustness against substitutions over the alphabet F,. Essentially the PRC ciphertexts
are the outputs of the permuted codeword distribution, and the detection procedure undoes the
permutations and applies the decoding algorithm of the underlying code. The rate of substitutions

%Incidentally, recent independent work [BHJK25] has established that the low-degree conjecture is false more
generally.



Randomization method | Secure? | Explanation

Symbol + alphabet X This is the “toy conjecture” of [BIPW17], which was

permutations shown to be insecure when instantiated with
Reed—Solomon codes in [BHMW21, BW21].

Noise + index X We prove in Theorem 4.5 that this is insecure when

permutation instantiated with Reed—Solomon codes.

Noise + alphabet X Insecure for any efficiently decodable binary linear code:

permutations Over Iy, the alphabet permutations are simply a one-time

pad, which can be removed by adding pairs of samples
together (though this roughly doubles the noise rate). Any
efficient decoder then serves as a distinguisher.

Noise + index + v This is either our permuted codes conjecture or the
alphabet permutations permuted puzzles conjecture, depending on whether the
noise is substitutions or erasures.

Table 1: Any two of the three randomizing methods employed in the permuted codes and puzzles
conjectures are insufficient to guarantee pseudorandomness in general. As in the permuted codes
assumption, we consider codes with polynomial dual distance.

that the PRC tolerates can be set arbitrarily close to the error tolerance of the underlying code C.
See Section 6 for this basic result.

The basic result only handles substitutions. As our main positive result for PRCs, we show
how to also handle edits. Under the permuted codes conjecture, we can obtain PRCs satisfying all
three of the desired properties from Section 1 above:

Theorem (An improved PRC from permuted codes, Theorem 5.6). Under the permuted codes
conjecture, there exists a binary-alphabet PRC that is strongly-adaptive to some constant rate of
edits. Pseudorandomness plausibly holds against subexponential-time distinguishers.

For the above, we need the permuted codes conjecture to hold specifically for Reed-Solomon
codes. Note that while the Reed-Solomon code has a large alphabet, the resulting PRCs are over a
binary alphabet. By using a standard transformation from PRCs to watermarking schemes [CG24],
we obtain an LLM watermark with the analogous guarantees:

Theorem (An improved watermark, Theorem 5.14). Under (a slight variant of) the permuted
codes conjecture, for any constant o > 0, there exists an undetectable, Q(a”)-edit-robust watermark
requiring per-token entropy of only a.

For this result, we need a slight variant of the permuted codes conjecture to hold for folded Reed-
Solomon Codes, with the caveat that these are technically not linear codes over their underlying
alphabet.

This is the first undetectable LLM watermark that is robust to a constant rate of edits, and
which works under a constant per-token entropy rate. Furthermore, our edits can be worst-case
(i.e., the watermark is strongly adaptively robust). Previous watermarks either noticeably changed
the distribution of text [KTHL24], or required a superconstant (and therefore unrealistic) rate of
entropy [GM24].



1.2 Related work

Watermarks. The recent line of work on LLM watermarks was largely initiated by [Aar22,
KGWT23]. Several works with provable guarantees followed [CGZ24, ZALW24, KTHL24]; how-
ever, until [CG24] no watermark was simultaneously undetectable and robust to significant modifi-
cation. Subsequent works with both of these properties all use pseudorandom codes [GM24, GZS25,
CHS25].

It is impossible to construct a watermark that is robust against arbitrary adversarial removal
strategies, as a strong enough adversary can simply create an unwatermarked response itself.
[ZEF*24] show a formal version of this impossibility, where they assume that the adversary can
generate, from any given response, a uniformly random response of the same quality. As a re-
sult, we (and other watermarking works) consider robustness only to restricted adversarial removal
strategies, e.g. those making a bounded number of edits to the LLM output.

We refer the reader to [ZGC™25] for further background on watermarks.

Quasipolynomial-time distinguishing attacks. The first pseudorandom code construction,
of Christ and Gunn [CG24], is essentially a binary random linear code satisfying some planted
(log n)-sparse parity checks. Encryptions of ‘1’ are random codewords with a constant rate of
noise, which are pseudorandom under subexponential LPN. Encryptions of ‘0’ are uniform strings.

Decoding, which tolerates random substitutions, involves checking whether the given string satisfies
1 1

a (5 + W(M) fraction of the parity checks for a particular polynomial in n. This is true for
encryptions of ‘1’ if and only if the parity checks are sufficiently—in particular, O(logn)—sparse.
However, this sparsity also enables a quasipolynomial-time attack that brute-force guesses a parity
check in n©osn)

Subsequent works follow a similar technique, embedding hidden (logn)-sparse structure. For
example, [GM24] constructs PRCs under the assumption that there exist (logn)-local weak PRFs.
[GG25] constructs PRCs under the assumption that a random hypergraph is indistinguishable from
a random hypergraph with a planted structure consisting of log n hyperedges. These constructions
exhibit the same phenomenon as [CG24]—logn sparsity is necessary for decoding, but it unfortu-
nately leads to quasipolynomial-time distinguishing attacks that simply brute-force search for this
sparse structure.

In fact, in Section 4.4 we show that a broader class of constructions which does not immediately
appear to necessitate (logn)-sized structures always has quasipolynomial-time distinguishing at-
tacks. This class includes constructions where codewords are comprised in part of a random string
r and a predicate f(r) that tolerates a constant rate of errors.

We do not know how to construct PRCs with public encoding using our techniques, unlike the
constructions of [CG24, GG25].

time.

Robustness notions. Robustness can vary on two important axes: the type and number of errors
the channel is allowed to introduce, and the information the channel knows. The most basic notion
of a PRC tolerates a constant rate of substitutions, and even constructing this object is challenging.
However, ideally one wants to tolerate a constant rate of edits, allowing insertions and deletions
in addition to substitutions. Orthogonal to the kind of errors is the knowledge the channel has
when choosing these errors. A weak channel may make only random errors; a stronger channel may
be computationally bounded, and choose errors without knowledge of the PRC secret key. The
strongest kind of channel is computationally unbounded and receives the secret key as input—this



is the error model we consider in this work. Note that while this channel is able to distinguish PRC
codewords from random, this does not necessarily create an issue for robustness.

Two constructions go beyond substitution robustness. [CG24] propose a binary PRC that
is robust to a constant rate of random deletions. [GM24] propose a polynomial-alphabet PRC
that is robust to a constant rate of worst-case edits. However, this large alphabet translates to a
watermark that requires unrealistically high-entropy responses. Accommodating realistic entropy
rates requires a binary PRC with robustness to a constant rate of edits; this is what we construct
in this work.

The only paper we are aware of that considers PRCs for channels which may depend on the
secret key in some way is [AACT25]. They defined a stronger notion of ideal security for PRCs,
where the channel is computationally bounded but can adaptively query encoding and decoding
oracles. They showed that the original PRC of [CG24] can be easily transformed into one with
ideal security. In contrast, we present PRCs which are robust even against an error channel that
is computationally unbounded and knows secret key.

On the hardness of constructing PRCs. Two recent concurrent works [GGW25, DMR25]
show that PRCs are difficult to construct in a formal sense. That is, they cannot be black-box
constructed from a wide range of cryptographic primitives including random oracles, public-key
encryption, and virtual black-box obfuscation. Therefore particular cryptographic assumptions—
such as our permuted codes conjecture or the prior sub-exponentially secure LPN [CG24, GG25],
planted hyperloop [GG25], or weak PRF [GM24] assumptions—are necessary. It remains an inter-
esting open question to construct sub-exponentially secure pseudorandom codes from more standard
assumptions than the permuted codes conjecture, such as LPN or LWE or variants thereof (sparse
LPN, dense-sparse LPN, ring LWE).

“Heuristic construction” of [CG24]. In addition to their LPN-based PRC, [CG24] mentions
an alternate construction, which is “heuristic” in that it lacks strong evidence for pseudorandom-
ness. This construction involves taking a binary error-correcting code, permuting its symbols, and
applying a constant rate of random substitutions. [CG24] does not specify the codes for which
this construction should be pseudorandom, though they suggested investigating polar codes due to
their high rate.

It is fairly immediate that pseudorandomness of their heuristic construction is equivalent to
the permuted codes conjecture, when both are restricted to binary codes with polynomial dual
distance. The only difference is that [CG24] omits the alphabet permutation. However, for binary
codes the alphabet permutation is meaningless as it is simply a one-time pad, which can be removed
by adding pairs of codewords.

Furthermore, our result that the alphabet permutation is necessary (Theorem 4.5) implies that
the heuristic construction is insecure when instantiated with larger-alphabet codes (though [CG24]
considers it only for binary codes).

2 Preliminaries

Let Bin(n,p) denote the binomial distribution with n independent trials and success probability p
of each trial. Let the substitution channel SC,, : ¥* — ¥* be the randomized channel which, on
input x € X*, outputs a string y € ¥* of the same length as x obtained by independently replacing
each symbol of x with a uniformly random symbol from 3 with probability n. For a set X, we let



Sx denote the symmetric group on X, i.e., the set of permutations 7 : X — X. We say that a
non-negative valued function f(\) of a security parameter \ is negligible (and write f(\) < negl()))
if f decays faster than any polynomial in A, i.e., f(A) < O(1/poly(A)) for any polynomial poly.
While we state our guarantees with this “sub-polynomial” notion of decay, we emphasize that our
constructions achieve sub-exponential security assuming sub-exponential security of the permuted
codes conjecture (and this follows immediately from our proofs).

2.1 Pseudorandom codes

Definition 2.1. Let ¥ be an alphabet and £ : {0,1}* x ¥* — ¥* be an error channel on
¥* that may depend on some auxiliary information sk € {0,1}*. A (secret-key) pseudorandom
code with strong adaptive robustness to £ is a tuple of polynomial-time randomized algorithms
(KeyGen, Encode, Decode), where:

e (Syntax) For a security parameter A and functions s(A),n(\) denoting the length of the secret
key and the block length, we have: KeyGen : {1*} — {0,1}**), Encode : {0,1}5(V) — 5N,
and Decode : {0,1}*M) x N 5 {True, False}.

e (Undetectability; also referred to as Pseudorandonmess) For any polynomial-time distin-
guisher Dist, it holds that

Pr [DistE”mde(Sk)(l’\) - 1} ~Pr [Distu(l’\) - 1} < negl()),

sk<KeyGen(1*)

where U denotes the uniform oracle which outputs a uniformly random string in ") each
time it is called.

e (Soundness) For any fixed y € ¥*, it holds that

Sk(fKeyCI;‘en(lk)( eco e(S y) rue) < neg( )

e (Strongly-adaptive robustness) For any A € N, we have that

Pr (Decode(sk, £(sk, z)) = False) < negl()).
sk<KeyGen(1*)
z<—Encode(sk)

2.2 Watermarking schemes

Recall that one of our main motivations behind pseudorandom codes is to obtain watermarking
schemes for autoregressive language models. An autoregressive language model Model over some
alphabet 3 is a algorithm Model which takes as input a prompt PROMPT € >* and a sequence of
previous tokens tj,...,t;—; and outputs a distribution Model(PROMPT, t;.;—1) € A(X) over the next
token t; € 3. Given an integer £ € N, such an algorithm defines a distribution over sequences of
tokens t € ¥*, by repeatedly drawing t; ~ Model(PROMPT, t1,;,_1) for i € [¢]. A watermarking scheme
W for a language model Model consists of the following components (see Section 5.5 for a formal
treatment):



e Setup(A), which takes as input a security parameter A and outputs a secret key sk of length
polynomial in A;

e Wat(sk, PROMPT), which takes as input a secret key sk and a prompt PROMPT and outputs a
sequence t € X¢;

o Detect(sk, t), which takes as input a secret key sk and a sequence t € Xf and outputs a re-
sponse in {True, False} indicating whether Detect detects the sequence t as being watermarked
according to sk.

Generally speaking, we want the watermarking scheme W to have properties paralleling that of
pseudorandom codes: in particular, we desire (a) soundness, meaning that any fixed string is
detected as watermarked with negligible probability (Definition 5.12), (b) undetectability, meaning
that strings output by Wat(sk, PROMPT) are computationally indistinguishable from strings output
by repeatedly sampling from Model (Definition 5.11), and (c) strong adaptive robustness, meaning
that any channel which corrupts the watermarked string by a small number of edits, even with
knowledge of the secret key, cannot fool the detection algorithm Detect (Definition 5.13).

In this work we omit discussion of multi-bit watermarks, although our results immediately yield
watermarks with positive information rate. See [CG24, Sections 2.6 and 7.4] for the applications
of PRCs encoding multiple bits to watermarking with unforgeable public attribution.?

3 Technical overview

We now overview the technical ideas behind our main contributions. In Section 3.1, we describe the
permuted codes assumption. We explain how it relates to the “permuted puzzles” assumption of
prior work, we show that it holds statistically for a small number of samples if the alphabet is small,
and we give an attack on large-alphabet schemes that do not use the alphabet permutation. We
then reiterate the need for new approaches to PRC constructions by showing a quasipolynomial-
time attack against a general blueprint used in prior works. In Sections 3.2 and 3.3, we outline how
this assumption yields binary pseudorandom codes with strongly-adaptive robustness to edits and
sub-exponential security.

3.1 The computational assumption: permuted codes

We introduce a family of assumptions which we collectively call permuted codes assumptions.
Roughly speaking, these assumptions posit that, for codes C satisfying certain properties, tak-
ing a random codeword from C, randomly permuting it and adding noise is indistinguishable from
simply outputting a uniformly random string. To formally state the assumption, we fix a set X
denoting the alphabet, an integer n € N denoting the block length, and let C C X" denote an
arbitrary set (which will typically be taken to be an error-correcting code with large dual distance).
Given a real number n > 0, we let the substitution channel SC, : ¥* — ¥* be the randomized
channel which, on input z € ¥*, outputs a string y € ¥* obtained by independently replacing each

3Some works have referred to similar properties as “public detection” or “publicly detectable watermarks.” In
[CG24, Sections 2.6 and 7.4] it is explained why unforgeable attribution must be treated as an independent property
from standard watermark detection.



symbol of x with a uniformly random symbol from > with probability n. That is,

scyfon —{

We define Dy, s ¢, 1 as follows:

x; with probability 1 — 7, and
uniform in ¥ with probability 7.

1. Sample random alphabet permutations 71, ..., T, <= Sy and index permutation o < Sp,;.
2. Repeat T times:

(a) Sample ¢ + C.
(b) Define ¢ by ¢ < m;(cy(;)) for i € [n].
(c) Output SC,,(¢).

The permuted codes assumption says that D, s, ¢, 1 is pseudorandom.

Definition 3.1 (Permuted codes assumption). Let A\ € Z* be a security parameter, and let
n =n(A), ¢ = q(\), T = T(X\) be polynomially-bounded functions in A denoting the block length,
alphabet size, and number of samples, respectively. Let C'= C()) C Fy be a family of codes. The
permuted codes assumption for C with error n states that D, r, ¢, is computationally indistin-
guishable from Unif ((F1)7).

Note that the uniform distribution Unif((F7)”) is identical to the distribution Dy, o Fn 1 Where
C = Fy is the trivial code. We conjecture that the permuted codes assumption holds with any
constant error rate for any family of linear codes with polynomial dual distance.

Conjecture 3.1 (General permuted codes conjecture). Let A\ € ZT be a security parameter, and
let n =n(X), ¢ =q(\), T =T(\) be polynomially-bounded functions in A denoting the block length,
alphabet size, and number of samples, respectively. The permuted codes conjecture states that if
C = C(\) CFy is any family of linear codes with dual distance d = d(\) = A2 and n = Q(1) is
any constant error rate, then Dy, o1 is computationally indistinguishable from Unif ((F)T).

In Section 6, we show that this conjecture immediately yields a binary PRC that is robust to a
constant rate of substitutions. That is, let C be an efficiently decodable binary code that has high
dual distance. Algorithm Encode of our PRC simply outputs permuted random noisy codewords,
which are pseudorandom under the permuted codes assumption. Decode inverts the permutation
and applies the efficient decoder. A far more significant challenge, which we discuss in the next
section (Section 3.2) is achieving edit robustness.

For our results, we will only need the permuted codes assumption for particular families of codes;
below we state the specialization to the important case where C' is the family of Reed-Solomon codes
(Definition 5.1).

Conjecture 3.2 (Permuted Reed-Solomon conjecture). Fiz any constant n. For security parameter
A, let C be the Reed-Solomon code RSp, nx withn = X\,q =X — 1,k = AL/5 (see Definition 5.1).4
Then the distributions Dy, 1 and Unif((IFg)T) are computationally indistinguishable for any
T = poly(A).

We also specialize Definition 3.1 to folded Reed-Solomon codes (Theorem 5.3), which we use to
build edit-robust watermarks in Section 5.

“The choice of k = A\'/® is unimportant; it is straightforward to adjust our algorithm to accommodate any k which
grows polynomially with A.



Evidence: as a consequence of permuted puzzles Definition 3.1 (and its specialization
Theorem 3.2) are related to various precedents in the literature. The closest connection is to the
permuted puzzles assumption of [BHMW21, BW21], which is similar to Definition 3.1 but applies
a single permutation to all of ¥ x [n]. To formally state it, given n € N, C C X" and T,m € N,
we define the distribution Df:’E’C’T’m as follows:

1. Sample a random permutation 7 < Sp,|x 5
2. Repeat T times:

(a) Sample ¢ + C.
(b) Sample i1,..., 0y, < [n].
(c) Output (7(i1,ciy),- -+, 7(im, Ciyy ))-

Conjecture 3.3 (Permuted puzzles, “General conjecture” [BHMW21, BW21]). Let A € ZT denote
a security parameter, and let n = n(A),q = q(\), T = T(A),m = m(\) < n(\) be polynomially
growing functions in A denoting the block length, alphabet size, number of samples, and number of
symbols per codeword, respectively. If C = C(X\) C Fy is any family of linear codes with dual distance
d=d)\) =X and m < (1 —Q(1)) - n, then DZ?F%C?TM and Dfl"’quFg“T’m are computationally

indistinguishable.

Theorem 3.3 was originally introduced for the unrelated purpose of obtaining doubly-efficient
private information retrieval. Interestingly, we can show that the permuted codes conjecture (The-
orem 3.1) is implied by the permuted puzzles conjecture (Theorem 3.3), meaning that we can base
the existence of PRCs on either. In fact, the permuted puzzles conjecture is equivalent to the
version of the permuted codes conjecture where the substitution channel is replaced by the erasure
channel.

Proposition 3.4. Suppose that the permuted puzzles congecture (Theorem 3.3) holds. Then the
permuted codes conjecture (Theorem 3.1) holds.

The proof of Theorem 3.4 proceeds by drawing enough samples from either DZE)]Fq,C,T,m or
DZ?quFg’T?m to learn which elements z € [n]x3 never appear in the same sample (7 (i1, ¢;, ), . . ., T(im, Ciy, ))-
This allows us to convert samples from DZE’FWQT’m or Dz?Fq,FZ]',T,m into samples from Dy, r, cn.1 OF
Unif ((F g)T) respectively. See Section 4 for the full proof.

Evidence: statistical uniformity of a few samples. Next, we discuss a complementary piece
of evidence for Definition 3.1, which results from asking the following question: If we take T'(\) to
be very small (e.g., O(logn), can we prove that Dy, c.pr and Unif((S™)T) are in fact statistically
indistinguishable? When the size of the alphabet 3 is large (e.g., a sufficiently large polynomial in
n), it is easy to see that this is not the case, by a simple counting argument. It is also straightforward
to see that such statistical indistinguishability does not hold when 7" = w(logn), simply because
there is not enough entropy in the sampling process of D, s ¢ 7. However, when |X| = O(1), there
exists T'(\) = Q(logd) such that the two distributions in question are statistically close:
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Proposition 3.5 (Informal version of ¢ = O(1) case of Theorem 4.3). Let C C Fy be any code with
dual distance d and constant alphabet size q. Fix a constant n > 0. For sufficiently small constant
¢, any T < c-logd satisfies

drv(Dp g, o, Unif (F7)7)) < exp(—Q(d)).

The proof of Theorem 3.5 proceeds by noting that, due to the permutation o : [n] — [n] of the
n positions, for any distinguisher Dist between samples from either Dy, ¢y 1 Or Dn,Fq,F“,T we
can write Dist in the following form. For each position ¢ € [n], we may group the bits at position 4
across the T samples, and interpret the group as an element of FqT; the distinguisher Dist, in turn,
must depend only on the multinomial counts of the n elements of IF:}F corresponding to a codeword
from either D, r, ¢y 1 OF (IFZ)T.

In turn, arbitrary algorithms which depend only on these counts turn out to be very simple:
n+ql—1

71 ) read-once branching programs, which follows

they can be written as length-nT, Width—(

T
from the fact that there are at most (n;ﬁ_zl) possibilities for what the collection of counts of

the n elements of F:}F can be. By considering a special form of the Fourier decomposition of such
branching programs (Theorem 4.1) due to [FK18], we can show that the output of such programs
are close under the distributions Dy, c;pr and (Unif(F?)T). Very roughly, the reason is that
the low-degree Fourier terms are identical due to the high dual distance of C', while high-degree
Fourier terms are negligible due to the noise introduced by SC,. We note that our argument
easily implies pseudorandomness against linear tests, a benchmark sometimes used to judge new
LPN-style cryptographic conjectures [CRR21, BCG 22, DJK25]. See Section 4.2 for the proof.
While the setting of Theorem 3.5 only applies in the special case where |X] is relatively small,
as we observe in Section 6, the permuted codes assumption (Definition 3.1) with these parameter
settings implies strongly-adaptive robust pseudorandom codes (with subexponential security, as-
suming such of Definition 3.1) against substitutions, which is not known to be achievable under any
other assumptions. To handle edits, we need to rely on the permuted codes assumption for (folded)
Reed-Solomon codes with a large alphabet, which are not covered by the above result.

Cryptanalysis: the alphabet permutation is necessary. The permuted codes assumption
states that a distribution of “scrambled” codewords is pseudorandom. Recall that this scrambling
involves several components: First, the codeword indices are permuted by a index permutation
o € Sp. Second, an alphabet permutation m; € Sy is applied to each codeword symbol. Finally,
random substitution errors are applied to this doubly permuted codeword.

A natural question is whether all of these steps are necessary for pseudorandomness. Prior
work on the permuted puzzles conjecture gave a partial answer—a “toy conjecture” put forth in
[BIPW17] asserted that the scrambled codewords were pseudorandom even without the random
substitution errors. However, this was shown to be false in [BHMW21, BW21], which suggested
amending the conjecture to apply random erasures—this is exactly Theorem 3.3. The analogous
question could be asked about the permutations. With no permutations, any efficiently decodable
code would break the conjecture, with the decoding algorithm serving as a distinguisher. But could
the index permutation alone be enough?

We show that the alphabet permutations are necessary for the permuted codes assumption in
Theorem 4.5. That is, there exists a family of codes with polynomial dual distance that can be
efficiently distinguished from random when codewords are position-permuted and subjected to a
constant rate of random substitutions. This code family is simply Reed-Solomon codes.
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Suppose we are given m position-permuted Reed-Solomon codewords ¢V, ..., ¢(™ with a con-
stant rate of substitutions. Our attack attempts to find a low-degree nonzero multivariate poly-
nomial f such that f(cl(-l), e ,CZ(-m)) = 0 for all ¢ € [n]. If m is small enough, there will be a
significant number of ¢’s with no noise across all codewords; these corresponding evaluation points
take the form (p1(ay),...,pm(c;)) for low-degree polynomials py,...,p, and some unknown «;.
These points can be annihilated by a far lower-degree polynomial than one would expect of random
points. Therefore, for a proper choice of degree of f, this interpolation task is possible for the
scrambled codewords but not for random points.

This attack can also be viewed as an attack against the McEliece cryptosystem instantiated

with Reed-Solomon codes. This attack uses only ciphertexts, and does not require the public key.

Cryptanalysis: a quasipolynomial-time attack against a broad class of constructions.
To reiterate the need for new approaches to PRCs, we show that all constructions following a natural
blueprint are vulnerable to quasipolynomial-time attacks. In such constructions, codewords are
binary strings that include a random string r and a noise-tolerant predicate f(r). That is, codewords
are of the form o (7| f(r)||y) where o € S is fixed across all codewords, r < {0, 1}¢, and y is drawn
from any distribution over {0, 1}*~¢~15 f satisfies Pr, v sc,mf(r) = f(r)] > 1/2+ 1/ poly(n),
for some constant n > 0.

In other words, codewords have a planted relation between r and f(r), which is hidden by the
permutation. Since f is noise-tolerant, this relation still holds with significant probability when
noise is added, yielding a weak decoder (that can be boosted to a full decoder). Several existing
constructions fall into this class [CG24, GM24].

Our attack is fairly simple: Since f is noise-tolerant, it must have a Fourier coefficient at degree
t = O(logn) with weight n~000gn) Therefore, there is a quasipolynomial-time distinguisher that
brute-force estimates all Fourier coefficients up to degree t. We prove this in Section 4.4.

Note that our new binary constructions do not fall into this class. Instead, our codewords can
be viewed as containing a random string r € {0,1}¢, where ¢ is the dual distance of the code,
and a longer-output function F : {0,1}* — {0,1}"~¢. No single bit of F is noise-tolerant, and
decoding uses the entire output of F. Furthermore, polynomial dual distance of the codes used in
our constructions prevents any similar attack.

3.2 Edit-robust pseudorandom codes from permuted codes assumption

Next, we discuss how the permuted Reed-Solomon conjecture (Theorem 3.2), which is a special
case of the permuted codes assumption (Definition 3.1), yields an edit-robust pseudorandom code.

Fix a prime power ¢ denoting the alphabet size (so that ¥ = IF;), and let n = ¢ — 1; we will
consider the Reed-Solomon code RSqun,k with k& = nl/>.% We construct a pseudorandom code PRC,
as follows (see Algorithm 1 for the full description):

Key Generation. The secret key sk consists of the permutations o < Sy}, 71, ..., ™, < Sp, as
in the definition of D, c 1 (see Section 3.1).

® Abusing notation a bit, we mean that the i*® bit of the codeword is the o (i)' bit of (z||f(x)||y).
SAny k which grows polynomially with n suffices for our applications.
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Encoding. To produce a PRC codeword, we first generate one sample (corresponding to one
index ¢ € [T) from the distribution D, 5, ¢y 1, Which may be expressed as a vector 2z € Fy.
Note that the data of z can be be equivalently expressed as a list of tuples (1,z21),...,(n,zy,).
Roughly speaking, to output a PRC codeword, we sample m indices i; ~ Unif([n]) and write the
corresponding tuples (i, z;;) in binary, yielding a string in {0, 1}e(a) for j € [m], and output their
concatenation. (Technically, we need to take some additional care because if i; is sampled twice it
will be followed by (binary) z;; both times, which is unlikely for a random string. The necessary
modifications are straightforward.)

Decoding. The technical bulk of the algorithm (and the proof that it yields an edit-robust PRC)
lies in the decoding algorithm. A key ingredient is the list recoverability of Reed-Solomon codes,
which generalizes the somewhat better-known notion of list decoding. In particular, let us consider
the Reed-Solomon code C' = RSf, 1 and fix parameters £ € N, € [0, 1] satisfying (n > ViEkin.
Then the code C' is efficiently (¢, ()-list recoverable, which means that there is a poly(n)-time
algorithm which takes as input n sets Li,...,L, C F, satisfying |£;| < ¢ for each ¢ € [n], and
outputs a list consisting of all codewords ¢’ € C satisfying ¢, € L£; for at least (n values of i € [n].
(In particular, the number of such codewords is at most poly(n); see Theorem 5.1 for a formal
statement. )

Recall from the encoding algorithm above and the definition of Dy, r, ¢, (Definition 3.1) that a
PRC codeword y consists of the binary encoding of a collection of pairs (i;, Ti; (¢, (i;)) +¢€i;) € [n]xFq
where i; € [n] is an index, m;;(cy(;;)) is a permuted symbol from a noisy Reed-Solomon codeword
¢, and ¢;; is a random substitution error (which in particular is 0 with probability 1 — 7). The
crucial insight is as follows: for any channel £,4, which corrupts its input y by at most eg - |y| edits
(for a sufficiently small constant g) to some value y', many pairs (ij, mi;(¢s(;;)) + €i;) must remain
relatively intact somewhere inside ¢, with at most O(log(ngq)-eg) edits in each such pair. Moreover,
for any string w € {0, 1}'°8("0) the number of strings w’ of edit distance at most O(log(ng)-eg) from
w is at most (ng)Celoe(l/ee))  Thus, given an input 3’ to the decoding algorithm, we can “brute
force” over all strings close in edit distance to each O(log(ng))-length contiguous substring of y,
and construct corresponding lists as input to a list recovery algorithm for C'. Under an appropriate
choice of parameters, the list recovery algorithm will output a nonempty set if in fact y' = Eaqv(v)
for some output y of the PRC encoding algorithm.

In more detail, the decoding algorithm acts as follows, given some input string y’. We first
initialize lists £q,..., L, + 0 (which will ultimately be the input to a list recovery procedure for
(). We inspect all contiguous substrings of length O(log(ng)) inside ', and for each, compute all
strings within edit distance O(log(ng) - €g). In turn, for each of these strings, we interpret them as
the binary encoding of a pair (i,;(a)) for some a € F, and i € [n]. We then add 7; '(a) to the
list L,(; (using our knowledge of m;, 0 as encoded by the secret key sk). Finally, we run the list
recovery algorithm for C' on input L1, ..., L,. If the output list contains any codeword ¢’ € C, we
output True; otherwise, we output False. See Algorithm 1 for the full description.

Desired properties of the PRC. The robustness of the decoding algorithm follows from the
above discussion: if y' = E,4(y) for some PRC codeword y, then for for many indices i € [n],
the list £; will contain the correct symbol ¢; from the Reed-Solomon codeword c¢* corresponding
to y (since we will have “guessed” it via the appropriate search over all O(log(ng) - eg)-edit close
strings). Moreover, using our bound of (ng)?(€l°8(1/¢e)) on the size of an O(log(ng) - eg)-edit
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distance ball around any string in {0,1}°&("®)  we may bound the size of the lists £; by some
parameter ¢ satisfying vkln = o(n). Therefore, by the list recoverability of Reed-Solomon codes,
the list recovery algorithm will output ¢*. See Theorems 5.9 and 5.11 for the formal arguments.

Moreover, soundness of the PRC follows from a simple counting argument which, roughly
speaking, computes the number of strings 3” which have enough contiguous substrings of length
O(log(ng)) which are O(log(ngq) - eg)-edit close to some contiguous substring of the input 3’ to the
decoding algorithm; see Theorem 5.12.

Finally, the undetectability of the PRC construction follows directly from Theorem 3.2, since
the encoding algorithm above may be interpreted as outputting a (randomized) function F of
one sample from Dy, r, ¢y Moreover, if we instead pass one sample from Dn,Fq,IF'{;,n,T to this
randomized function F', the output distribution may be verified to be the uniform distribution.
Thus, any algorithm which distinguishes between PRC codewords and uniform strings may be used
to distinguish between samples from D, r ¢, and Unif( (IF;L)T); see Theorem 5.13.

3.3 Edit-robust watermarking schemes using folded Reed-Solomon codes

Next, we discuss how the ideas from the previous section can be extended to obtain edit-robust
watermarking schemes for autoregressive language models. As we will see, this requires PRCs that
are robust to a very large fraction of edits, close to % Above we constructed PRCs that are only
robust to some small constant fraction of edits. However, we’ll see we can extend the ideas to
handle a large fraction of edits by relying on folded Reed-Solomon codes.

We begin by describing a generic transformation that converts any pseudorandom code into
a watermarking scheme, due to [CG24]. In particular, consider a language model Model (see
Section 2.2) and suppose we are given a pseudorandom code PRC = (KeyGen, Encode, Decode) with
some block length n. For simplicity, we assume that the alphabet > for both Model and PRC
is ¥ = {0,1}, which is essentially without loss of generality (see Section 7.1 of [CG24]). The
Setup(1*) function of the watermarking scheme simply calls the KeyGen procedure for PRC, which
outputs some sk. To implement the watermarking function Wat(sk, PROMPT), we first generate a
PRC codeword x < Encode(sk), x € X", and then generate a sequence of tokens ty., by attempting
to generate each bit t; so as to maximize its probability of being equal to z;: in particular, if
we have that Model(t; = 1 | PROMPT, t;;—1) = p;, then we will draw t; from the distribution
Ber(p; — (—1)% - min{p;, 1 — p;}). This procedure is then repeated for multiple blocks of length n
to reach some desired output length ¢ (see Algorithm 2); for simplicity, we assume that ¢ = n in
this discussion. It is straightforward to see that the resulting distribution of t;., is identical to that
produced by Model if x is in fact uniformly random; thus, if x is computationally indistinguishable
from uniform, the output of Wat is computationally indistinguishable from that of Model (i.e., we
have undetectability).

Finally, the Detect(sk,t) function of the watermarking scheme simply calls the Decode(sk,t)
function for PRC, and outputs the same response. We begin by reviewing the argument in [CG24]
which shows that the resulting watermarking scheme is robust to a constant fraction of substitutions
(assuming that PRC has such substitution-robustness). To do so, we need to assume that entropy
of the output of Model is sufficiently high, i.e., that each token has at least entropy «, on average. If
this is the case, then the Hamming distance between the PRC codeword = and the output t of Wat
is bounded above by (1 — €Q(a?)) -n (see Lemma 21 of [CG24], reproduced as Theorem 5.18). Now
consider any substitution channel £,q, which corrupts at most a fraction cg - o of its input, where
¢ denotes a sufficiently small universal constant, and let t' = £,4,(t). Then the Hamming distance
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between z and t’ is bounded above by (3 — Q(a?)) - n. Thus, if PRC is robust to any substitution
channel which corrupts at most a fraction (% — Q(a?)) of its input, then the watermarking scheme
is robust to E,qy.

Our contribution: edit robustness via folded Reed-Solomon codes Can we extend the
above argument to handle the case where £,4, may introduce a constant fraction of edits (under the
assumption that PRC has such robustness to edits)? While the above template naturally extends
to handle edits, we need to address the following obstacle. The PRC watermarking scheme we
described in Section 3.2 is robust to any channel which introduces a eg-fraction of edits, for a
sufficiently small constant eg. However, in order to apply the above recipe for converting a PRC
to a watermarking scheme, we need the PRC to be robust to (% - Q(aQ))—fraction of edits, for
arbitrarily small constant «. This would be a significantly stronger result than what we showed
above!

A closer inspection of the argument reveals that the issue is not merely with our analysis,
i.e., using tighter bounds on the size of edit distance balls is insufficient to close this gap. In
particular, for a given tuple (i;,;; (cg(ij))eij) € [n] x [gq] corresponding to one permuted symbol
of a codeword ¢ € Fy, the number of strings which could result after a fraction 3 — Q(a?) of

substitutions is at most 2°8(na)-(1-2@") — (pg)1=2") Gince, for the Reed-Solomon code, we must
have ¢ < n, this quantity approaches n? as a — 0, and in particular is w(n). Aggregating over all
J € [m] = ©(n), we see that the sum of the list sizes " ; |£;] for the list recovery procedure must
be n- (ng)' @) = n . w(n) = w(n?), which means the typical list £; will be of size w(n); this is
too large for the list recovery guarantee for Reed-Solomon codes to apply (see Theorem 5.1).

The core issue here is that we are “wasting” bits encoding the indices i; in the PRC encoding
algorithm: if there were a way to avoid having to write them out explicitly, then the sum of the
list sizes would be only n - nlfQ(aﬂ, which means the typical list size would be nl=Ua?) = o(n),
which would suffice for our needs. Unfortunately, our ability to write out these indices is crucial for
edit robustness: if we had simply written the codeword symbols Co(iy) in order of e.g. increasing i,
an adversary could introduce insertions or deletions to shift the position of these symbols by ©(n)
positions, and there is not a clear way to recover from this.

Instead, the main idea to get around this obstacle is encode multiple symbols in [F, using a single
index i;. Equivalently, we replace the Reed-Solomon code RSy, ., with a folded Reed-Solomon
(FRS) code, which is the code over alphabet Fy* obtained by grouping together collections of m
symbols from codewords of RSy,  x (see Definition 5.2); here m should be interpreted as a constant,
and will be taken to be poly(1/«) in the context of the preceding discussion. As a FRS code is not
linear over its alphabet” we cannot rely directly on the permuted codes assumption (Definition 3.1)
to ensure undetectabilility of the resulting PRC. Nevertheless, the fact that the FRS code is linear
over F, (and has dual distance decreased by a factor of only m = O(1) compared to that of
the corresponding Reed-Solomon code) leads us to the natural generalization of Theorem 3.2, in
Theorem 5.3 (in particular, Theorem 5.3 is identical to Theorem 3.2 except that the Reed-Solomon
code is replaced with an FRS code with appropriate parameters).

Using a similar approach to our PRC construction with Reed-Solomon codes, we can show that
a pseudorandom code based off of Theorem 5.3 has robustness to any channel which introduces
a (% — Q(aQ))—fraction of substitutions and a ¢; - a? fraction of edits, for some sufficiently small

"In particular, if we identify Fg" o~ Fgm, then the folded Reed-Solomon code is not a linear code over Fgm. We
remark that the FRS code is linear over F,.
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constant ¢; > 0. This is sufficient to obtain a watermarking scheme for language models with
per-token entropy at least a: for a PRC codeword x used in the watermarking procedure Wat, at
most a fraction (3 — Q(a?)) of substitutions are introduced in « to obtain the output t of Wat, and
an adversary may introduce an additional ¢; - a? fraction of edits before the string is passed to the

detection algorithm Detect. See Theorem 5.10 and Theorem 5.17 for the formal arguments.

4 The permuted codes assumption

In this section, we discuss the permuted codes assumption (Definition 3.1) and perform some
cryptanalysis: first, in Section 4.1, we show that the permuted codes assumption is implied by
the permuted puzzles assumption of [BHMW21, BW21] (Theorem 3.3). In Section 4.2, we give
some statistical evidence for Definition 3.1 when the alphabet size is constant by showing that
logarithmically many permuted codewords are statistically uniform. Finally, in Section 4.3, we
show that the permuted codes assumption fails if the alphabet permutation is dropped.

4.1 Comparison to permuted puzzles

We now show that the permuted puzzles assumption with m = ©(n) implies the permuted codes

assumption, for any constant n > 1 — %

Proof of Theorem 3.4. Let C be as specified in Definition 3.1 and Theorem 3.3, and let m(\) >
dn(A) for some constant § € (0,1). Let  be a constant such that § > 1 — .

We present an efficient algorithm A that takes in samples from DZ?IFq,C,T,m or DZ?Fq,F{;,T,m7 and
converts them to samples from DZ,CFq’Cm’T or DZ,CquFgm’T respectively.

A is given T > A\(ng)? samples

{(o”, - af)}iep,
where each ag-i) € [n] x F,. A initializes n empty sets Si, ..., Sy.
For each Sy, A does the following:

e Forall o € [n] x Fy:

— If « already appears in some set, continue.
— If Sy is empty, add « to Sp.

— If there exists o/ € Sy such that o and o’ do not appear together in any of the T' samples,
add o to Sy.

We'll argue that each Sy is exactly {a € [n] x Fy : 3j € Fy s.t. 7(i,j) = a} for some i € [n],
where 7 is the random permutation in Theorem 3.3.

We'll first show that all symbols added to Sy correspond to the same index. Let Sy contain
some a € [n] x Fy, where o = 7(i,7). Let o = (¢, ;) for i’ # j'. For a random ¢ < C, since
C has dual distance at least 2, ¢y = j' and ¢; = j with probability 1/¢%>. The same holds for
a uniform ¢. (Very coarsely), with probability at least 1/n?, i and i’ are both included in the
subsample in step (b). Therefore, for each sample, @ and o’ appear together with probability at
least 1/(ng)?. The probability that o and o/ do not appear together an any of the T samples is
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at most (1 —1/ (nq)Q))‘(”‘I)Q, which is negligible. Therefore, two symbols corresponding to different
indices will never be added to the same set.

On the other hand, if two symbols correspond to the same index, they will not appear together
in any samples and they are indeed added to the same Sy. Therefore, each Sy has size exactly gq.

A completes its conversion by drawing a random permutation 74 < S}, and random bijections
m 51 = Fg, ..., m, 1 Sy = Fy. For a € [n] x Fy, let ¢(ar) := w4 (), where £ is the index of the set
S¢ containing o.

A then constructs its ™ sample for i € [T] as follows:

1. Initialize a random ¢ < Fg.

2. Sample k < Bin(n,1 —n). Let [ :={¢ € [n]: 3j € [n] s.t. £ = ¢(a§i))}. If |I| < k, output
“fail.”

3. Sample a random subset I’ C I, where |I'| = k.

. - (7) / A (@)
4. For all j € [m], let £ = ¢(a;”). If L € I', let ¢ < my(ar;”).
5. Output ¢.

The bulk of this work is in converting the m indices sampled without replacement in the
permuted puzzles distribution, into the indices left error-free by the substitution channel in the
permuted codes distribution. In each iteration, I is the set of (permuted according to 7 4) distinct
indices appearing in the sampled codeword. k is the number of error-free indices we want to have
in the permuted-codes sample we are constructing. I’ is the set of indices left error-free by the
substitution channel; we chose m so that I will be larger than I’ with overwhelming probability.

We first show that A outputs “fail” with negligible probability. The expectation of k is (1—n)n,
where (1 —7) is a constant less than . There is some constant ¢’ such that (1 —n) < ¢’ < § and
by standard binomial tail bounds, ¥ < §'n with overwhelming probability in n (and therefore in
A). Now, we need to show that I has size at least ¢'n. I is the set of distinct indices in [n] that
were included the m samples that were chosen with replacement. Since m = dn, it follows from a
Chernoff bound that |I| > ¢'n with overwhelming probability.

Provided that A did not output “fail,” we argue that this algorithm indeed converts samples as
desired. If A was given samples from DZ?]FWC’TM, this distribution is exactly DZSFWC%T. That is, A
has learned which symbols correspond to the same index ¢ and has applied a random permutation
m; to those symbols. It has then permuted the indices under a random permutation 7 4. Similarly,
if A was given samples from DZ?FQML’T’W its output is distributed according to DZqu’Fgm?T. ]

4.2 Statistical evidence for small alphabets

In this section we show that the permuted codes conjecture with any (1) rate of random sub-
stitution errors holds for any code € C Fy with high dual distance and constant alphabet size
q- This holds even without the alphabet permutations my,...,m,. Our argument is based on a
decomposition of Forbes and Kelley [FK18]; we follow [HH23, Section 5.4] for our proof.

A read-once branching program (ROBP) is just a graph on vertices Vy U --- U V,, where each
node in V; has two edges (corresponding to 0 and 1) going to V;4;. The program is evaluated on x
by starting at a designated start vertex in Vj, and following the edges corresponding to the bits in
x. The program outputs f(z) =1 if it ends in an “accept” vertex; otherwise it outputs f(z) = 0.
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For v € V;, we write f,_(x) to denote the program evaluated on x;11, ..., z,, starting at vertex
v. We write f_,(z) to denote the program evaluated on x1, ..., z;, where the only accept state in
V; is v.

Our main tool is the following convenient decomposition of ROBPs in the Fourier basis. It was
originally stated in the work of [FK18] for the case ¢ = 2, but the same statement and proof easily
generalize to arbitrary ¢. In the following, let ||z|| denote the number of non-zero coordinates in

2 € (Z/)qZ)"

Lemma 4.1 ([FK18], adapted from [HH23|). Let x. be the Fourier characters of (Z/qZ)", defined
by x.(x) = 2 @2/, Let f: (Z/qZ)™ — {0,1} be a length-n width-w standard-order ROBP with
layers Vo, Vi,...,V,. Then

f(x) = L(z) + H(z),

where R
L(z) = > f(2) xz(2),
2€(Z/qL)™: ||| <k
and .
H(z) =YY Hy() fos(x),
i=1 veV;
where

Hy(z) = > Foro(2) x2(2).
2€(Z/qZ)"™ ||2||=k
i€supp(z)C[d]

Proof. The proof is identical to that found in [HH23]. Note that i(z) defined there should again be
the kth-smallest index appearing in supp(z). O

For any n € [0, 1], let T;, be the noise operator defined by (7;,f)(x) = f(SCy(z)). That is,

(T f)(@) = E  [f(y)]

yNNn(ff)

where the distribution of y ~ N, () is as follows: for each i € [n],

i with probability 1 — n, and
Y uniform from [q] with probability 7.

Theorem 4.2. Suppose that D is a 2k-wise uniform distribution over (Z/qZ)". If x ~ D and
y < SCy(z), then y is nw - (1 — n)*-pseudorandom to any length-n width-w ROBP f, i.e.,

EEH@ -~ E i) <nuw(l- )
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Proof. Applying Theorem 4.1,

E (@) - B [f(2)]

x~D x(Z/qZ)"

xLED[(TnLk)(:E) + (T Hy ) (z)] — f(@)'

E_[(Ty Hy)(x)

-0 E NS W)@ Y fal)

i€[n] veV; 2€(Z/qZ)" || 2| =k
iesupp(z)C[i]

<O -mbwomax B (Tfo)@) Y Faloxe)
7 2€(Z/qZ)™ || z|=k
i€supp(z)C[7]

<(1-n)'nw- H’},%XJJ@D E Fon(2)x: ().
2€(Z/qZ)"™,||2]|=k
i€supp(z)C[i]

The second equality follows from the fact that x ~ D is 2k > k-wise uniform. Now

2

EL > fa(xa@)
2€(Z/qZ)™ ||2|/=k
i€supp(2)Cli]

£ ¢ 1\ * "
N ocLED Z f—w(z)f—m(z ) Xz(ac)xz, (x)
2,2/ €(Z/qZ)"™ ||=I1=|12'|| =k
i€supp(z),supp(z’)CJi]

- Y e

2€(Z/qZ)" ||z ||=k
i€supp(z)C[d]

< E o (1)
< x<_{_1,1}n|f_> ()]

<1,

completing the proof. The second equality here follows from the fact that x ~ D is 2k-wise uniform,

so every term vanishes except the ones where z = z/. The first inequality follows from Parseval’s
identity. O

With Theorem 4.2 in hand, it is easy to see that randomly permuting the symbols of any code

with high dual distance and small alphabet is sufficient to guarantee that a few noisy codewords are
jointly uniform.
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Corollary 4.3. If C CFy is any code with dual distance d and n > 0, then

n+q’ -1
drv(Dn,.c.s¢,1,Urn ) < nT - < qTq_ 1 ) (1 —n)?/?

where Upn,7 is T uniform samples from Fy. In particular, assuming d = nfM gnd n=Q(1):
e if ¢ =0(1), then there exists T = Q(logd) such that the above is exp(—Q(d)); and
e if g =o(d/logn), then the above is exp(—(d)).

Proof. Consider grouping together the symbols across the T' samples in D, r, c.e 7 as symbols in
¥ = FZ. Because of the permutation, it suffices to show that the resulting string in 3" has the
same multinomial weight distribution as a uniformly random string in ¥".

T
There are (”;Z‘Z_Il) possibilities for what the multinomial weight (i.e., the collection of symbols

and their counts) could be. Therefore we can compute it using a length-nT", width- ("?i;l) ROBP.
The main result then follows from applying Theorem 4.2. Finally, the special cases listed follow

straightforwardly from the main result. O

Further consequence: relation to low-degree conjecture. Of independent interest, we dis-
cuss a consequence of Theorem 4.2 for the low-degree conjecture. For distributions P, @ on {0,1}",
the low-degree advantage between them is defined, for d € N, as

. ’Ep[f]_EQ[fH
AdVSd(Pa Q) T f:deg_knrl)%l};/nomial VarQ(f) ‘

The low-degree advantage is used to capture distinguishability by low-degree polynomials.

A special case of the low-degree conjecture (e.g., the k = 1 case of [BHJK25, Conjecture 2.1];
see also [Hopl8, KWB19]) states that if a permutation-symmetric distribution is only o(1) distin-
guishable from uniform by low-degree polynomials, then it is o(1)-close to uniform in statistical
distance.

Formally it states the following, where we let U, denote the uniform distribution on {0, 1}":®

Corollary 4.4 (Special case of the low-degree conjecture). Suppose that d,, = w(logn) is a sequence
of integers indexed by n € N and that P, is a distribution on {0,1}" that is invariant under any
permutation. For every fixed n > 0, there is no algorithm that distinguishes between a sample from
T, P, and a sample from Uy, with probability 1 — Adv<g, (Ppn,Uyn) — 0n(1).

In particular, if Adv<g, (Pp,U,) < 0,(1), then no algorithm can distinguish between the two
distributions with probability 1 — o, (1).

Proof of Theorem /.4. Fix n € N. A slight variant of Theorem 4.2 with ¢ = 2, k = d,, /2, gives the
following: for any length-n width-w ROBP f,

E (T,f)(z) — E f(z)| <nw(l- n)d”/2 + Adv<g, (P, Uy) - v/ Vary, (Ly). (1)

LENPn x'\/un

8Interestingly, [BHJK25], which is concurrent and independent work from the present paper, shows that the
low-degree conjecture is false for & > 1.
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To establish the above, we cannot directly apply Theorem 4.2, since P, is not d,-wise uniform.
However, we instead remark that the only place where Theorem 4.2 uses that the distribution P,
is d,-wise uniform is to establish that E,p, [(T,Lx)(z) — £(0)] = 0. Instead, we have by the fact
that Ly and thus T; L; is of degree at most k < d,, that

erEPn[(T"Lk)(w) — f(0)]| = Adv<q, (Pn,Uy) - v/ Vary, (Lk),
which yields (1) by propagating the above quantity through the proof.
Next, Parseval’s equality gives that By, [L(7)?] = 2 cefo1}n L(z)? = > e{0,13m:) <k f(2)? <
1. Moreover, for d, = w(logn) we may apply the argument of Theorem 4.3 with ¢ = 2 and
T =1 (corresponding to a single sample), so that the width w of the ROBP f may be taken to be
w = O(n), which yields

drv (T Po,Uy) < O(n?) - (1 —0)®/2 4 Advey, (P, Up) < 0,(1) + Advey, (P, Uy,).
O

We remark that a variant of Theorem 4.4 which shows that no algorithm can distinguish with
advantage 1 —o,(1) whenever Adv<g, (P,,U,) < O(1) (i.e., for any constant O(1)) may be obtained
by using the variational characterization

2 _ (Ep,[f] — Eu, [f])?
X (P Un) = f:{o?}g—n[{ Vary, (f)

of the y2-divergence.

4.3 The alphabet permutation is necessary

Let £ : ¥* — (XU {L})* be some error channel, and 7' € N be an integer denoting the number of
samples. We define? D:Lag c e as follows:

1. Sample random permutation'? o + S(n]-
2. Repeat T times:

(a) Sample ¢ + C.
(b) Define ¢ by ¢&; < c, ;) for i € [n].
(¢) Output £(¢).

We demonstrate our attack on the above distribution instantiated with Reed-Solomon codes (see
Definition 5.1).

9nap for No Alphabet Permutation.
1071 contrast, the structured distribution considered in the permuted codes assumption (Definition 3.1) involved
additionally sampling random permutations 7i,...,7m, < Sx. Permutation m; was applied to the it" codeword

symbol.
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Theorem 4.5. Let C be the Reed-Solomon code RSFq’n,k with k < n'~¢ for some constant ¢ € (0,1).
Let & = SCy, be the substitution channel over ¥* with some error probability n < 1—(3/2)~¢/*. Then
there is an efficient distinguisher achieving inverse polynomial distinguishing advantage between the
distributions Dy r, c.e T and Dn’FmFgL’g,T forT =4/c.

r+T
If X € FTX" then define X" € F("')X™ t6 be the matrix of all coordinate-wise products of
up to r rows of X, including products with repeated rows. You can think of X" as the matrix of
monomials of total degree at most r in the rows of X.

Fact 4.6. Suppose that p1,...,pr € F[t] are polynomials of degree at most k, and ty,...,ty € F. If
X is the matriz where X; j = p;(tj) and r is any positive integer, then rank(X") < kr + 1.

Proof. The row span of X consists of evaluations of polynomials of degree at most kr. But the
space of all polynomials of degree at most kr has dimension kr 4+ 1. Therefore the row span of X"
has dimension at most kr + 1. O

We’'ll apply this fact with X being the “clean” submatrix of X —that is, the submatrix of
columns that don’t contain any errors.

Fact 4.7. If X is a uniformly random matriz from FT>X" and r™ - q(rtT)fn > 1, then

Inr 1

E[rank(X")] > n - (1 - ) S—

Ing

r+T
T

Proof. Let ¢ = |F| and M = (TJ;T). For a € F('7) \ {0}, each coordinate of a X" is a polynomial
of degree at most r in a disjoint set of coordinates of X. Therefore by Schwartz-Zippel, we have

n
Pr [aX"=0] < <r> .
X+ FTxn q

Therefore the expected number of linear dependencies among rows of X" is at most 1 + r"¢™ ™,

0
E[rank(X")] = E[M — log,(# row dependencies)]
> M —log, E[# row dependencies]

> M —log, (1 + r"qM_”)

_ 1
> M —log, (r”qM ") Y

Ingq Ing

We are now ready to prove the main result of this section.

Proof of Theorem 4.5. Collect our T' samples into a matrix X € F:}FX". Our distinguisher will
simply compute rank(X") for r = n¢?. Let us compute the expected rank in both cases.
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The Reed-Solomon case. In the Reed-Solomon case where X < Dy, r, ¢ e 1, we have X = X+E
where FE is all the noise from £ and X has no noise. Theorem 4.6 says that rank(X") < kr + 1.
Since each column of E contains an error with probability 1 — (1 —7)T, the expected number of
columns containing any noise is at most n —n - (1 —n)”. Therefore

Erank(X")] <n—n-1—n)T +kr+1

in the Reed-Solomon case.

The random case. In the random case where X < Dmﬁrq’]}rg’gj, Theorem 4.7 says that

Inr 1

Efrank(X")] > n - (1 - > 1

Ing

r+T
assuming that r” - q( r)n > 1. This condition holds because (T;T) >rl =n2,

Putting it together. Since the rank is bounded by (T;T) < nPW) it suffices to show that these
expectations differ by 1. Indeed, using the given bounds on k,7n, T,

n—-n-1=n"+kr+1<n—n-((3/2)" YY1 nl=¢2 41
=n/3+n'"? 41

and

Inr 1 ¢ Inn 1
’rL— —_—— — —_— .« — P —

.lnq Ing — 2 Inn lon
>n/2—1.

This concludes the proof. ]

This attack falls into a class of algebraic distinguishing attacks following Arora-Ge [AG11],
where one attempts to find a low-degree polynomial P : IFZT — I, annihilating the given vectors.
That is, given vy, ..., vy where each v; € [y, one attempts to find a nonzero “simple” polynomial
P, such that P(vy,...,vy) = 0. If the v;’s are random, such a polynomial should not exist. For
certain structured distributions of interest (such as ours), P does exist, resulting in a successful
distinguisher. We refer the reader to [BCH'25, Section 7] for further discussion of such attacks.

4.4 A quasipolynomial-time distinguisher for a natural class of constructions

In this section, we show that any PRC of a certain form is vulnerable to quasipolynomial-time
attacks. The form is fairly general, and encompasses several prior constructions [CG24, GM24]:
each PRC codeword contains a uniformly random string = € {0,1}*, and some predicate f(x).
The predicate is noise-tolerant in that if 2’ «— SC,(z), f(2') = f(z) with probability significantly
greater than 1/2.

We show in a formal sense that any such construction relies on a planted O(log n)-size structure,
regardless of the choice of f, or how x and f are interspersed in a longer codeword. Of course, the
constructions in this paper are not of this form.
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Theorem 4.8. Consider any PRC where codewords are of length n, and of the form o(z|| f(z)||y).**
Here, o € Sy, is any permutation fized across all codewords, x + {0, 1}, f:{0,1}* — {0,1}, and
y any string in {0,1}"~=1 (possibly depending on x). Suppose that for a constant p € (0,1/2),

1 1
P " = > -4 =
Ry [f(z') = f(2)] = 5 .
'« N,(x)
for some ¢ = O(poly(n)).
O(logn)

Then there exists an algorithm A running in time n , distinguishing between the uniform
distribution and the distribution of codewords with non-negligible advantage.

Proof. We'll argue that there is a small set S for which f(S) = n=08") Estimating f(S) for all
small S will yield our quasipolynomial-time distinguisher.
First, recall (see, e.g., [0’D03]) that

Pr [f(a') = f(x)] =1 - NS,;(f),

x{-1,1}*
'« N,(x)
where
NS, /o(f __,__,E: p)IS1F(9)
SC[e]
Therefore,
1
3 2 0= 2 1 e
SCle]

Now, let t = log(;_,) ¢ = O(logn) and consider breaking the sum up as follows:

1
q

) = S - ) Fs 4 ST (- )8 sy
sci ) sci
|S|<t |S|>t

1 g < 2 1
< = — _ S| '] 1
( ) gnca[gf(S) +3 (1 — p)!”! (Parseval’s identity)

=9\<t) s

1S|<t
< (ft—l—l)maxf( )2+ i
- SCle] 2

[S|<t

In order for this quantity to be at least 1/q, we must have

f(§)2> — ~
mex J)” 2 iy
|S|<t

, where £ < n and t = O(logn).

Recall our task of distinguishing between strings of the form 7 (z, f(z),y) and r < {0,1}". In
the latter case, for all S C [n] and all i ¢ S, E,. 1 13n[xs(r) - ;] = 0 (mapping r to {—1,+1}").
In the former case, we just showed that there is a set S of size O(logn), and an index 4, such that
this expectation is 1 /no(log"). Therefore, there is a distinguisher running in time n®1°8") that
estimates this expectation for all sets .S of size at most ¢, and all 3. O

" Abusing notation a bit, we mean that the i*® bit of the codeword is the o(i)'" bit of (z||f(z)||y).
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5 Edit-robust pseudorandom codes

In this section, we present our main technical consequence of the permuted codes assumption,
namely edit-robust PRCs over a binary alphabet with strong adaptive robustness (and subexpo-
nential security, assuming such for the permuted codes assumption). In Section 5.1 we present
some preliminaries from coding theory, and in Section 5.2 we do the same for edit distance. In
Sections 5.3 and 5.4 we present our main PRC construction and its analysis, and in Section 5.5 we
show how to derive analogous guarantees for watermarking from our PRC.

5.1 Preliminaries on folded Reed-Solomon codes

Consider a field Iy, and integers s,n with n < ¢ — 1 such that n is divisible by s. Let v be a
generator of Fy, and k € N.

Definition 5.1 (Reed-Solomon code). The Reed-Solomon code RSF, nk is a linear code of block
length n over F,. For a message p(X), a polynomial over F, of degree at most k, for 0 < j < N,
the encoding is (p())zer: -

Definition 5.2 (Folded Reed-Solomon code). The folded Reed-Solomon code FRSg, ~ n.sk is a code
of block length N :=n/s over [Fy. For a message p(X), a polynomial over F, of degree at most k,
for 0 < j < N, the jth symbol of the encoding is (p(y/%), p(77511), ..., p(r75T571)).

We will need to use the fact that (folded) Reed-Solomon codes have very good list recovery
algorithms, defined below.

Definition 5.3 (List recovery). Fix ¢ € [0,1] and ¢/,L € N. A code C C X" is ((, ¥, L)-list
recoverable if for every sequence of sets Sy, ..., S, C ¥ satisfying |S;| < ¢ for all i € [n], there are
at most L codewords ¢ € C' for which ¢; € S; for at least (n values of i € [n].

For some T' = T'(n), we say that C' is (¢, £)-list recoverable in time T if there is some L = L(n) <
O(T(n)) and a O(T'(n))-time algorithm which, given ¢ € X", finds the at most L codewords ¢’ for
which ¢, € S; for at least (n values of i € [n].

A classical fact in coding theory, due to [GS98], is that Reed-Solomon codes have good list
recovery algorithms:

Theorem 5.1 ([GRS25], Theorem 12.3.4). Consider the Reed-Solomon code RSg,n i as above.
Then for any ¢ € (0,1),¢ € N satisfying

¢(n>+/(k—1)n,
we can (¢, {)-list recover the code RSg, 1 in time poly(n).

It is possible to obtained improved list recovery algorithms by considering folded Reed-Solomon
codes (which come with the caveat that their alphabet is increased to size ¢®). In the below theorem,
we fix a field IF, and integers n, s, k,y parametrizing a folded Reed-Solomon code FRSg, sk as
in Definition 5.2; thus its block length is N = n/s.

Theorem 5.2 ([GRO7], Theorem 4.4 & Eq. (10)). Consider the folded Reed-Solomon code FRSF, ~ n. sk
as above. Then for any ¢ € (0,1),¢ € N satisfying

(N > k- (NOYEFD 49

we can (¢, £)-list recover the code FRSF, ~,n,s,k in time NOG),
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Pseudorandomness of permuted FRS codes. In order to obtain PRCs with a binary alphabet
robust to some constant fraction of edits, it will suffice for us to use the permuted codes conjecture
for Reed-Solomon codes (Theorem 3.2). However, in order to obtain an analogous watermarking
scheme that works for language models whose per-token entropy is an arbitrary constant, we shall
need to slightly modify our PRC construction, to use folded Reed-Solomon codes. As such codes
are not linear over their alphabet, we cannot directly apply the permuted codes assumption of
Definition 3.1 to argue that randomly permuted codewords are pseudorandom. Nevertheless, such
codes are linear over IF,, and they have high dual distance with respect to the linear structure
over [Fy, in the sense that for a uniformly random codeword, its marginal distribution on any k/s
symbols is uniform. Therefore, we believe the following generalization of Theorem 3.2 is plausible
for such codes:

Conjecture 5.3 (Permuted FRS conjecture). Fiz any constantn > 0. Let A be a security parameter
and C be the folded Reed-Solomon code FRSF, ~n sk with

e v any generator of Fy,

o n=)

¢ g=A\—1,

e s=0(1) any constant, and

o k — )\1/(54—1)'
Writing r = q°, we have that the distributions Dy, () c.n 7 and Unif (([r]*/*)T) are computationally
indistinguishable for any T = poly(\).
5.2 Preliminaries on edit distance

Below we present some basic preliminaries regarding edit-distance bounded channels.

Definition 5.4. Given strings z, 2’ € 3", the edit distance between z and 2’, denoted Dg(z,2’), is
defined as the minimum number of insertions and deletions needed to transform z into z’.

Definition 5.5. Given z € ¥" and a real number p € [0, 1], we let
Be(z,p) :={7 € * : De(z,2)<p-|2|}

denote the edit distance ball of radius p - |z| centered at z. Given real numbers py, pg € [0,1], we
let

Bue(z,pn,pe) = {2 € ¥ : 32" € *, Dn(z,2") < pu - |2|, De(z",2") < pe - |2|}

denote the set of strings into which z can be transformed by first making py - |z| substitutions and
the nmaking pg - 2| edits.

Definition 5.6 (Edit-bounded channel). Fix real numbers py, pe € [0,1]. A mapping (i.e., “chan-
nel”) £ : ¥* — ¥* is defined to be eg-edit bounded if for all z € X*, £(2) € Be(z,eg). We denote
the set of eg-edit bounded channels by @@pEE.

A channel € : ¥* — ¥* is defined to be (en,eg)-substitution-edit bounded if for all z € ¥*,

E(z) € Bue(z,en,ce). We denote the set of py-substitution-edit bounded channels by é"a':"EE.

26



d
Lemma 5.4. For any z € ¥" and d € N, |Bg(z,d)| < (%}'Z‘H)) . In particular, if d = en
for some € € (0,1), then we have |Bg(z, en)| < (2e(|%] + 1))melos(l/e),
Proof. There are at most (";rd) ways to choose the positions at which to make insertions and
deletions; for each one, one can either make a deletion or an insertion of any of |3| characters.
Overall, the number of ways to make a sequence of n + d edits is thus bounded above by

<n+d> (1B + 1) < <€(n+d)-(|2|+1)>d’

d d

which, in the case that d = en for some € € (0,1), may be bounded above by (2¢(|%] + 1))m<log(l/e),
O

Lemma 5.5. Forany z € {0,1}" and p, e € (0,1), we have |By g(2,1/2—p,€)| < gn-(1—p*+log(Ge)elog(1/e))

Proof. The number of 2" for which Dy(z, 2”) < (1/2—p)-n may be bounded above by 27h2(1/2-p) <
27 (1=P%) where ha(+) denotes the binary entropy. Using Theorem 5.4 with |X| = 2 we see that

Bug(z, (1/2 = p), )] < 2707 - (6)e1oa1/9) = gr(i=p? +loa(Ge)clos(1/),

5.3 Our PRC construction: Algorithm 1

Algorithm 1 shows our main PRC construction. It takes as input a code C'(\) C [¢(\)]*™ (for
a security parameter \), as well as additional parameters ppec, €pec; Lmax; 77 trec; as discussed fur-
ther below. The key generation algorithm KeyGen(1*) takes as input the security parameter A
and returns a key sk = (o,71,...,m,,0) consisting of permutations o, 71, ..., T, used to permute
codewords, as well as a one-time pad o (which is used to ensure soundness of the PRC).

The encoding algorithm Encode(1*,sk) draws a uniformly random codeword from C, and then
permutes it according to sk and adds noise 7 in a way consistent with the permuted codes assumption
(Theorem 3.1). Finally, it outputs a subset of the symbols in the resulting (permuted and noisy)
codeword, where each symbol is accompanied by its index, and both are written in binary.

Finally, the decoding algorithm Decode(1*,sk,y) takes as input the key sk and a string y and
applies a list recovery algorithm (using the parameters Lmax, trec, PDec, EDec) t0 determine if y is close
to some codeword in C(\). We refer the reader to Section 3.2 for further intuitive explanations
regarding the design of the encoding and decoding algorithms.

Parameter settings. We consider two distinct settings of parameters for our edit-robust pseu-
dorandom codes. The first setting of parameters is used to obtain the guarantee of strong adaptive
robustness with respect to any eg-edit bounded channel:

Definition 5.7 (Edit parameters). Given eg > 0, we define the following parameters of Algo-
rithm 1, so as to obtain robustness to eg-edit distance bounded channels:
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Algorithm 1 Edit-robust PRC with binary alphabet

Require: Functions ¢ = ¢(A\),n = n(\),k = k(\),C = C(\) C [¢]" denoting alphabet size, block
length, code dimension, and the code, respectively (all a function of the security parameter \).
We assume n (), g(\) are powers of 2 for all \. Additional parameters: ppec, Ebecs Lmax, 1, and
a list recovery algorithm ListRecovery for C' with agreement threshold #ec.

1: function KeyGen(1*)

2: Write n = n(X).

3: Let o « Unif(S},)), 71, ..., mn < Unif(S[,)) be chosen uniformly at random.
4: Choose o ~ Unif([¢]™).

5:

return (o,7q,...,7Tp,0).

6: function Encode(1?, sk)

T: Write sk = (o, 71, ..., T, 0).

8: Draw ¢ < Unif(C) and write ¢ < SC,(c). (SC), is subsitution channel w/ noise rate 1.)
9: Set z +— ¢ 4+ o (mod q) € [¢]".

10: Sample i.i.d. indices iy, ...,y < Unif([n]).

11: for j=1,2,...,mdo

12: if i; # 1,V < j then

13: Define z} := 7, (26(i;))-

14: else

15: Sample 2 < Unif([q]).

16: Let y denote the concatenation: bin(i1) o bin(z}) o bin(ig) o bin(z) o ... o bin(i,,) o bin(z],).
17: return y € {0, 1}™ (logat+logn)

18: function Decode(1%, sk, y)
19: Write sk = (o, 71,...,7,0), £ :=1logq + logn.

20: For each j € [n], initialize £; < 0.
21: for 1 <j<|y|—¢do
22: For each pair (i,2) € [n] x [q] for which the below holds, add 7; () to Lo

Yjjre—1 € Bue(bin(i) o bin(2),1/2 — ppec, EDec)-

23: For each i € [n] with |£;| > Lmax, remove |L;| — Lmax arbitrary elements of £;.
24: if ListRecovery(trec, (Li — 0i)ic[n)) 7 ) then

25: return True

26: else

27: return False
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For a security parameter A, we choose the parameters of the code as follows:
nA) =X A =x-1, kA =n>.

To simplify notation, we write ¢ = q¢(\),n = n(\),k = k(\), and we let v = «v(\) denote a
generator of F;. We next define the code C'= C(\) by C := RSg_ p -

m = 4n*/3.

Cbec = 16.
n=1/32.
Limax = n2/5.

€Dec = 26eCDec, PDec = 1/2

trec = V'kLmaxn.

The second setting of parameters is used to obtain the guarantee of strong robustness with
respect to any (1/2 — psup, €e)-Hamming-edit bounded channel, which will in turn be needed for
our watermarking application in the Section 5.5.

Definition 5.8 (Hamming-edit parameters). Given ps,, € (0,1/2), we define the following param-
eters for Algorithm 1, so as to obtain robustness to (1/2—psyp, £g)-Hamming-edit distance bounded
channels, for an appropriate choice of eg (specified below):

s = 8/p3,, (representing the folding parameter for the FRS code).

For a security parameter A\, we choose the parameters of the code as follows:
A =X, g =A—1, k) =nN)YC () =a\)/s,  q(d) =a(V)*.

To simplify notation, we write ¢ = g(A\)n = n(\),k = k(\), and we let v = () denote a
generator of F;. We next define the code C' = C(X) by C := FRSF, y.n sk Above n()), q(A)
should be interpreted as the block length and alphabet size of the underlying Reed-Solomon
code.

i s (1)
Cpec = 16/pSub~
n= pSub/32-

3

Limax = n®7°.

EE = Cg - p%ub log(1/psub), where ¢p is a universal constant chosen sufficiently small so that
eg log(1/eg) log(6e) < p2 . /32.

PDec = PSub/2, €Dec = 26eCpec. By our choice of eg and ¢y above, it follows that epec log(6e) log(1/epec) <
2
pSub/Q'

trec = k - (NLmax) /1D 42,
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5.4 Analysis of Algorithm 1

In this section, we will establish the following theorem which shows that the PRC of Algorithm 1
obtains all of our desired properties:

Theorem 5.6 (Main edit-robust PRC result). Fiz any eg < 1/400. Then the PRC construction
of Algorithm 1 with the parameter settings of Definition 5.7 is undetectable, sound, and has strong
adaptive robustness to any eg-edit bounded channel, where undetectability relies on Theorem 3.2.
Moreover, the constituent algorithms KeyGen, Encode, Decode all run in poly(X\) time, where X
denotes the security parameter.

Proof. Strong adaptive robustness to eg-edit bounded channels follows from Theorem 5.11. Sound-
ness follows from Theorem 5.12. Undetectability, under Theorem 3.2, follows from Theorem 5.13.
O

Additionally, to obtain a watermarking scheme in Section 5.5, we will need the following anal-
ogous theorem which applies to any Hamming-edit bounded channel with appropriate parameters:

Theorem 5.7. Fiz any psy € (0,1/2). Then the PRC construction of Algorithm 1 with the
parameter settings of Definition 5.8 is undetectable, sound, and has strong robustness to any
(1/2 — psub, €g)-substitution-edit bounded channel, for eg = (:)(p%ub), where undetectability relies
on Theorem 5.8. Moreover, the constituent algorithms KeyGen, Encode run in poly()\) time,'?
Decode runs A\O(1/Pau) time, where A denotes the security parameter.

and

Proof. Strong adaptive robustness to eg-edit bounded channels follows from Theorem 5.10. Sound-
ness follows from Theorem 5.12. Undetectability, under Theorem 3.2, follows from Theorem 5.13.
The bound on the running time follows immediately from Theorem 5.2. O

We remark that one downside of Theorem 5.7 is that the PRC’s decoding algorithm runs in
time that grows exponentially in 1/ pgub; this is due to our use of folded Reed-Solomon codes, which
require time n9(*) to list recover (where s = O(1/p2,, ) is the folding parameter). Tt is an interesting
question to obtain an improved construction which does not suffer this decay.

We proceed with the proofs of the individual lemmas used to establish Theorems 5.6 and 5.7.
Our first lemma gives an upper bound on the size of the lists £; constructed in the decoding
algorithm Decode.

Lemma 5.8. The lists L; at termination of the for loop on Algorithm 1 of Decode(1%, sk, y) satisfy
the following:

i |£ ‘ ‘y| . (nq)lfp%ec‘i’lOg(Ge)EDec log(1/epec) : PDec € [O, 1/2]

i| <

Jfl J |y| . (nq)aDec lOg(6e) IOg(l/EDec) :pDec = 1/2
Proof. Let the input to Decode be denoted y. For each j € [|y| — ¢], the number of tuples (w, 2)
satisfying the conditions on Algorithm 1 may be bounded above using Theorem 5.5 (for any p €
[0,1/2]) or, in the case that p = 1/2, by the tighter bound in Theorem 5.4 (where the block length

n in each of these lemmas is taken to be £ = log(ng)). This yields the bound claimed in the lemma
statement. ]

2In particular, this poly()) does not depend exponentially on 1/p,,.
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Next, we show that for any string y which is output by Encode, if it is passed through an edit-
bounded channel (or more generally, an edit-substitution bounded channel), then many of the lists
L; constructed in Decode will still contain correct codeword symbols corresponding to the codeword
generated by Encode.

Lemma 5.9. Consider any ii,...,im € [n],2},...,25, € [q], and let y € {0,1}™ denote the
concatenation bin(i1) o bin(z]) o ... o bin(iy,) o bin(z],). Fiz any vy € Bug(y,1/2 — psub,ce), and
any value of sk. For j € [m], letting L;; denote the value of the list in Decode(1%,sk,4') at the

conclusion of the function, then the number of values of j € [m] for which zg € L;; is at least

(pSub 1 26 . (nq)l_pgub—"_aDec 10g(6€) 1Og(l/‘gDec)
m .

— — ) <1/2
2 CDec Lmax ) f Psub /

1 2€ - (n EDec log(6e) 10g(1/5Dec) .
m - (1— Co (ng) T if  psup = 1/2.
ec max

Proof. Fix y" € {0,1}* so that Dy(y,y”) < (1/2 — ppec) - m¢ and Dg(y',y") < epec - ml. For each
j € [m], we define the following quantities:

e Let f; > 0 denote the number of substitutions made at positions i(¢ —1) +1,...,i({—1)+¢
when transforming y to 3.

e Let e; > 0 denote the number of edits (i.e., insertions and deletions) made at positions
i(l—1)41,...,i({—1)4¢ when transforming 3" to ¢’ (through an optimal sequence of edits).

Using the bounds on Dy(y,y”) and De(y”,y’), we have
S+t fo < (1/2 = psup) - md, e+ +em <eg-ml
Then the following statements are immediate:
e For at least m - (1 — 1/Cpec) values of j € [m], we have that e; < e - {Cpec.

e For at least m - psyp/2 values of j € [m], we have f; < (1/2—psyp/2) - £. If in fact psyp = 1/2,
then f; =0 for all j € [m].

Let J C [m] be the set of j € [m] for which e; < eg - ¢Cpec and f; < (1/2 — psyp/2) - £. Then
|T| > m - (psub/2 — 1/Cbec) (and |J| > m - (1 — 1/Cpec) in the case that ps,, = 1/2). For each
j € J, there is some j’ € |y/| so that

Yi.ive € Bre(bin(i;) o bin(2}), 1/2 — psub/2, 26eCpec)-

Note that the edit distance term above is 2egCpec since an additional e; < e - £Cpec deletions may
be needed following the edits to transform y” to y’ (as in the above expression we are considering
the fixed-length quantity v’ ).

Since epec > 26eCpec and ppec < Psub/2 (or else ppec = pPsub = 1/2), it follows that, for j € 7,
in Algorithm 1 of Decode, zg is added to L;;.

Let us write

~ |y| . (nq)l_p%ec+10g(65)5Dec 1Og(l/‘EDec) . PDec < 1/2
|y‘ . (nq)EDec IOg(Ge) 1Og(l/aDec) ! PDec = ]_/2
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By Theorem 5.8 and the fact that || < (14 eg) - ml < 2m/, the lists £; at the termination of the
for loop on Algorithm 1 of Decode satisfy Y ;' | [£;] < 2m/{- L. Thus, for n := fﬁji’i, the number of
lists Ly, for which some item is removed in Algorithm 1 of Decode may be bounded above by 7 - n.
Overall, it follows that the number of values of j € [m] for which 2} € £;; at termination of Decode
is at least the quantity claimed in the lemma statement. O

Using Theorem 5.9, we next establish the strong adaptive robustness of our PRC, for the
parameter settings of Definition 5.8 (in Theorem 5.10) and Definition 5.7 (in Theorem 5.11).

Lemma 5.10. Given the parameters of Definition 5.8, the PRC of Algorithm 1 is strongly robust
to (1/2 — psub, €e)-Hamming-edit distance bounded channels.

Proof. We will show that for any value of sk,

H,E A _ _ _n2)
yeEncEﬂi(lA,sk) (Vé’ € é’l/zpr’EE, Decode(1, sk, E(y)) = FaIse) >1 exp( n ) (3)

Fix any value for sk. Let &go04 be the event that the following conditions hold:

e Amongst the indices i1,..., %, generated on Algorithm 1 of Encode, there are at least m —
2m? /n distinct elements.

e The substitution channel SC, on Algorithm 1 of Encode corrupts at most 2npm of the m
symbols of ¢ given by ¢, (i\); -+ Co(in)-

The probability that each 4; is distinct from iy,...,4;_1 is at least 1 — (j — 1)/n > 1 — m/n,

and thus Azuma’s inequality ensures that the probability of the first item above is at least 1 —
exp(—Q(m3/n2)) > 1—exp(—nQ(1)), since m > n?/%. Moreover, by a Chernoff bound, the probabil-

ity that the second item above fails is at most exp(—(nm)) < exp(—nﬂ(l)), since n = Q(1). Over-

all, it follows that Pr(&good) > 1—exp(—n9(1)). Let T := {i1,...,im} C [n], so that |Z| > m—2m?/n

under Egood-

The output of Encode(1*, sk), which we denote by y € {0, 1}™*, is the concatenation of bin(i1), bin(z}), . ..

bin(i,,), bin(z],), where i1,...,in € [n] and 2{,..., 2, € [¢]. Under the event Ezood, we have that,

for at least |Z| — 2npm > m — 2m?/n — 2nm values of j € [m], z; = Ti;(Co(i;) T Oo(i;)), Where we

recall that ¢ € [g]" is defined on Algorithm 1 of Encode.

Moreover, by Theorem 5.9, for any channel £ € éall_/"QE_pH o letting ¢ = &(y) (so that 3y €
. 1— 2u +epec lo (6e) lo (1/5 ec)
Bug(y,1/2 — pu,cg)), there are at least m - (1’52“*’ — ﬁec _ 2l(ng) T zmaxg = ) values of

j € [m] for which 2} € £;;, where £;; denotes the value of the list at the end of Decode(1%, sk, 3//).
Overall, the number of values of i € [n] for which i; = i for some j € [m] and ¢; +0; € L; is at least

- 2
CDec Lmax n "

(pSub 1 20 (ng)'~Piwteoeclog(6e)log(l/eoe) 2y ) )
S '

Using the fact that Cpec < psup/16, that 2n < psgup/16, that 2m/n < ps,,/16 for sufficiently
large security parameter A (as ps,p is a constant), that ¢ < (sn)® (recalling the definition of
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g = q(\),n =n(}\)), and that epec log(6€) log(1/epec) < p2,,/2 (by the choice of epec) we see that
the quantity in (4) is at least

. [ Psub 20 - (sn)(HD-(1=750/2) _— <pSub 3 ns_4> < M Psub
4 Lmax 4 Lmax) — 8 ’

where the the first inequality uses that 2¢- (sn)(s+1)’(1_”§ub/2) < 2055t . 73 < n~4 for sufficiently
large n (which in turn uses our choice of the constant s), and the second inequality uses that
Limax =n°"3 >ns%. 8/psub for sufficiently large n by our choice of Lmax.

Moreover, the lists £1,..., L, passed to the list recovery algorithm on Algorithm 1 have size
bounded by Lmax = n°~3, which means, by Theorem 5.2, as long as

. > ( 5—3)1/(S+1) 19

)

the list recovery algorithm will return at least one codeword (namely, the codeword chosen by
Encode(1*,sk) to produce y). In turn, the above inequality holds for sufficiently large n since we
have chosen m = n*/+D) and k = n!/(+1), O

Lemma 5.11. Suppose that eg < 1/400. Given the parameters of Definition 5.7, the PRC of
Algorithm 1 is strongly robust to eg-edit distance bounded channels.

Proof. We will show that for any value of sk,

Pr VE € &E

A — >1— _p(1)
y%EncodE(l/\,sk)< B’ DECOdE(l ’Skjg(y)) (Z)) =1 eXP( " ) (5)

Fix any value for sk. Let Ego0q be the event that the following events hold:

e Amongst the indices i1, ..., 4, generated on Algorithm 1 of Encode, there are at least m —
2m? /n distinct elements.

e The substitution channel SC,, on Algorithm 1 of Encode corrupts at most 2nm of the m
symbols of ¢ given by cg(i1), -+ Co(ip)-

As in the proof of Theorem 5.10, we have Pr(Egood) > 1—exp(—n?M), and welet T := {i1,...,in} C

[n].
The output of Encode(1*, sk), which we denote by y € {0,1}™¢, is the concatenation of bin(i1), bin(z}), . ..

bin(iy,), bin(z;,), where 41,...,4y, € [n] and 2{,..., 2, € [¢]. Under the event Egoo4, we have that,

r m
for at least |Z| — 2npm > m — 2m?/n — 2nm values of j € [m], 2j = mi;(Co(i;) T Oo(i;)), Where we
recall that ¢ € [¢]" was generated on Algorithm 1 of Encode.
Moreover, by Theorem 5.9, for any channel £ € éngE, letting v’ = E(y) (so that y' € Be(y,eg)),

1 2(-(nq)€DeC log(6e) log(l/EDec) >

values of j € [m] for which 2} € £;,

o Cpec Limax J

there are at least m - <1

where £;; denotes the value of the corresponding list at the end of Decode(1?*, sk, y'). Overall, the
number of values of i € [n] for which i; = i for some j € [m] and ¢; + 0; € L; is at least

1 20 . (nq)aDec IOg(GE) lOg(l/EDec) 2m
m-|1— - ———=2n].
CDec Lmax n

(6)
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Using the fact that Cpec < 1/16, that 27 < 1/16, that 2m/n < ps,p/16 for sufficiently large security

parameter A (as psyp is a constant), that ¢ < n (recalling the definition of ¢ = ¢(\),n = n(}\)), and
that epec log(6e)log(1/epec) < 1/10 (by the choice of epec = 26gCpec = 16 and eg < 1/400) we
see that the quantity in (6) is at least

1 20-nl/5 _m
m . _—— ——— —_—
2 Lmax ) — 47
where we have used that Lmay = n?/% > 20 nl/5 for sufficiently lage n.

Moreover, the lists L1,..., L, passed to the list recovery algorithm on Algorithm 1 have size
bounded by Lmax = n?/5, which means, by Theorem 5.1, as long as

% >V kn2/5n = n*/®,
the list recovery algorithm will return at least one codeword (namely, the codeword chosen by

Encode(1?,sk) to produce ). In turn, the above inequality holds by our definition of m. O

Lemma 5.12. The PRC of Algorithm 1 (with the parameter settings of either Definition 5.7 or
Definition 5.8) is sound.

Proof. Fix any string y € {0, 1}*. Note that the lists L1, ..., L, as constructed in Decode(1?, sk, %)
depend only on y and not on sk. Recall that we use C' = C(A) to denote the code used in
Algorithm 1. Thus, it suffices to show that, for any sets L1, ..., L,, each of size at most Lmax, we
have

UPfr([ | )(Hy* € C s.t. ypy, + 0w € Ly, for at least trec values of w € [n]) < exp(n‘ﬂ(l)). (7)
o~Unif(|g|™

In turn, we may verify (7) by a simple counting argument. The number of strings y € [¢]" which
satisfy y; € L; for at least tec values of i € [n] is bounded above by

trec trec
g e Ll < " ) < gt (eanaX) —q"- <€”LmaX) '
trec Lrec qtrec

Then (7) follows using the fact that o ~ Unif([g]") together with a union bound over the ¢* choices
of y* € C, as we work out for each of the two parameter settings below:

e For the parameter settings in Definition 5.7, we have tyec = VkLmaxn = n4/5, and so

4/5

trec . 2/5 n
g [ Emax ) [ 2en 07 < exp(—n®M).
Qtrec n- n4/5

e For the parameter settings in Definition 5.8, we have trec = n(*~ D/t 42 and n® < ¢ < (sn)*,
S10)

(s=1)/(s+1)

b ((€nLmax \ et/ (en-ni T3\ Q(1)
q° - < (sn) | — §exp(—n )

Qtrec n?
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Lemma 5.13. The PRC of Algorithm 1 is undetectable under the following assumptions:
o For the parameter settings in Definition 5.7, under Theorem 3.2;
e For the parameter settings in Definition 5.8, under Theorem 5.3.

Proof. Consider any algorithm Adv running in time 7" = T'(A) and which satisfies

Pr (AdvE”COdersk)(ﬂ) - 1) —Pr (Adv“(ﬂ) - 1)‘ = v(\),
sk« KeyGen(1*) u

for some functions v,T : N — R>o. Here U/ denotes the oracle that returns a uniformly random
string of the same length as Encode(1*,sk). We will use Adv to construct an adversary Adv’
which distinguishes between the distributions Dy, |4 ¢, and Unif (([¢)™7T); here the parameters
n,q,m and the code C are given by either Definition 5.7 or Definition 5.8. Note that in either
case, the definitions of our parameters ensure that the conjecture in question (i.e., Theorem 3.2
or Theorem 5.3) is exactly that the distributions D, (4 ¢, and Unif(([¢]")") are computationally
indistinguishable. (We omit the dependence of the various parameters on \.)

Note that Adv requires oracle access to an oracle O (to be interpreted as either Encode(1*,sk) or
the uniform distribution) which when called outputs a sample in {0, 1} (°ga+19gn) The algorithm
Adv' simulates Adv as follows: first, Adv’ draws o ~ Unif([q]"). Then, for ¢ € [T], for the tth call
that Adv makes to the oracle O, Adv’ uses the tth sample from its distribution (either Dy, (q,Cm.T
or Unif(([¢g]*)T)) which is a codeword ¢ € [g]", to simulate the oracle call O, as follows:

o It draws i1, ..., %y ~ Unif([n]) independently.

e For each j € [m], if there is j' < j with i; = i;/, then AdV’ sets 2} < Unif([g]). Otherwise, it
sets 2 < ci; + 0;;.

e AdV' then uses bin(i1) o bin(2{) o - -+ o bin(i,,) o bin(2},) as the output of the oracle O.
It is clear that the running time of Adv’ is at most T'(\) - poly(A). We now make the following
observations:

[a.c.p7> then Adv' simulates AdvEncede(1.sk) (1)
with o,7m,...,m, being given by the (secret) sampled

e If the distribution that Adv’ is given is D,
where sk = (o, 71,..., T, 0 0 0),!3
permutations in D,, (4 ¢, 7

Indeed, in the simulation of the oracle O = Encode(1*,sk) as above, the codeword c (repre-
senting one of the 1" samples of Dy, (4 1) is given by ¢ «- SC,,(¢) where ¢; = m;(Cy(;)), where
¢ + C'is a uniformly random codeword in C. Then the result of the sequence of operations
¢ ¢ e (ir,2],..., i, 2) in the simulation of Adv' has the same distribution as the
sequence of operations ¢ — ¢ — z — (i1,2],...,4m,2),) in the execution of Algorithm 1
(where ¢ < Unif(C), ¢’ <= 8Cy(c), 2 <= ¢/ + 0, and 2 < m;;(25(i;)))-

e If the distribution that Adv’ is given is Unif(([¢]")7), then Adv’ simulates Adv¥(1%).

Indeed, in the simulation of the oracle © = U as above, the codeword c is uniformly random,
which means that so is the sequence (i1, 2}, ..., im, 25,).

3Here o o 0 denotes (00(1)s -+ +»00(n))-
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Thus, under the assumption that there is no subexponential-time algorithm distinguishing Dy, (¢ c.n.7
and Unif(([¢]")?), we must have that either T'(\) > exp()\Q(l)) or v(\) < exp(—A?W). O

5.5 From PRCs to watermarking: background

In this section, we give some background on watermarking schemes for language models; we refer
the reader to [CG24] for further details and explanations.

Definition 5.9. An autoregressive language model Model over alphabet (i.e., token set) ¥ is a
deterministic algorithm that takes as input a prompt PROMPT € X* and a sequence of previous
tokens ty,...,t;—1 and outputs a distribution p; := Model(PROMPT, t1,,_1) € A(X).

In the event that ¥ = {0, 1}, we abuse notation slightly and write p; = Model(PROMPT, t1.;_1) €
[0, 1] to denote the probability that the model places on the next token being 1.

We assume that PROMPT encodes the length of desired text output by Model. Given a model
Model, a prompt PROMPT which specified some length ¢, we let Model(PROMPT) denote the random
variable t € X¢ generated in the natural way, i.e., given ty.;_1, we draw t; ~ Model(PROMPT, t.; 1),
and repeat for ¢ steps.

In order to obtain watermarking procedures for language models, we need to assume that the
model has sufficient entropy, formalized below:

Definition 5.10. Given a language model Model, a sequence t € ¥*, and 4, j € [|t|], we define the
empirical entropy of Model on t on the subsequence [i, j] by

. j
Hg:j](t, Model) := Z — log Model(t, | t1:q—1)-

a=1t

When the choice of Model is clear from context, we will often write HL) (t) :== L) (t, Model).
Moreover, we write Hg:j)(t) = gl (t, Model).

A watermarking scheme VW for a model Model is a tuple of polynomial-time algorithms W =
(Setup, Wat, Detect), where:

e Setup(1?) outputs a secret key sk of length polynomial in )\, where A € N denotes a security
parameter.

e Wat(sk, PROMPT) takes as input a prompt and sk and outputs a response t € X¢ of length .

e Detect(sk,t) takes as inptut sk and a sequence t € ¥* and outputs a response in {True, False}
indicating whether Detect detects the sequence t as being watermarked according to sk.

The main desired properties of watermarking schemes parallel those of PRCs, and are formalized
below:

Definition 5.11 (Undetectability ([CGZ24])). A watermarking scheme W is undetectable if for
every security parameter A, prompt PROMPT, and any polynomial-time distinguisher Dist, it holds
that

’Pr (DistM°de'(1)‘) = True) —Pr (Distwat(Sk")(l/\) = True) ’ < negl(A),
where Dist® means that the distinguisher can query © with an arbitrary prompt PROMPT.
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Definition 5.12 (Soundness). A watermarking scheme W is sound if for every security parameter
A and every fixed token sequence t € X* of length poly(\),

Pr (Detect(sk, t) = True) < negl(}).
sk<Setup(1*)

Definition 5.13 (Substring Robustness). Fix a channel £ : {0,1}* x ¥* — ¥* that takes as input
a codeword = € ¥* and some auxiliary information sk € {0,1}*. Consider a family of functions
By : N = N indexed by the security parameter \. Then a watermarking scheme W is defined to be
B-robust to £ if for each A € N and each prompt PROMPT,

Pr (Eli,j € [|t|]], s.t. Detect(sk,t’) = False and Hg:j)(t) > Ba(j — z)) < negl(\).
sk« Setup(1*)
t«Wat(sk,PROMPT), t'<E(sk,t)

Algorithm 2 Binary-alphabet watermarking scheme from binary-alphabet PRC [CG24]
Require: Pseudorandom code PRC = (PRC.KeyGen, PRC.Encode, PRC.Decode). Maximum length

Imax for the watermarked text as encoded by any possible prompt.

1: function Setup(1*)

2: PRC.sk <~ PRC.KeyGen(1%).

3: o1, .., 07, « Unif({0,1}"W),
4: return sk := (PRC.sk,01.7,...).

ot

: function Wat(sk, PROMPT)
6: Let ¢ € N denote the desired length encoded by PROMPT and n = n(\) denote the block
length of the PRC corresponding to PRC.sk.

7: Write sk = (PRC.sk, 01.1,,.,)-

8: for 1 <i</{do

9: if =1 (mod n) then

10: Set & < ;] © PRC.Encode(sk) € {0,1}".
11: p;i < Model(PROMPT, t;.;—1).

12: Draw t; < Ber(p; — (—1)% - min{p;, 1 — p;}).

13: function Detect(sk, t)

14: for i € [|t|],j € [i,min{i + n, |t|] do

15: if PRC.Decode(sk,t;.j—1) = True then
16: return True

17: return False

5.6 From PRC to watermarking: soundness, undetectability, & robustness

In this section, we establish the following theorem, which shows that we can obtain watermarking
schemes for language models which have strong adaptive robustness to edit-bounded channels
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whenever the per-token entropy of the language model is at least a constant. For simplicity, we
focus on binary-alphabet language models, but a straightforward reduction (see [CG24]) shows that
this is without loss of generality.

Theorem 5.14 (Main edit-robust watermarking result). Fiz any constant o > 0 and write, for
security parameter X, Bx(f) = 8- £ + 2v/2 - X. Then there is a watermarking scheme for any
language model over a binary alphabet which is B-robust to any O(a7)—edit—b0unded channel and
which satisfies soundness and undetectability, where the latter holds under Theorem 5.3. The key

generation and watermarking procedures run in time poly()), and the detection procedure runs in
time \O(/a%)

Intuitively, the guarantee of S-robustness to O(a*)-edit-bounded channels in the context of
Theorem 5.14 means the following: as long as the empirical entropy of the language model for a
sequence of length ¢ > X is at least an Q(«a)-fraction of the length, then we can still detect the
watermark even after the sequence has been passed through an arbitrary channel which can make
a O(a*)-fraction of edits. Improving the exponent of 7 in the O(a”) bound on the fraction of edits
(as well as the running time of the detection procedure) are both interesting open questions.

The watermarking procedure of Theorem 5.14 is presented in Algorithm 2. It depends on a
PRC PRC; given such a PRC, we let W[PRC] denote the watermarking scheme of Algorithm 2. It
also takes as input a parameter In.x denoting the maximum possible length of a sequence output
by the model, as encoded by any possible prompt; we assume that I is polynomial in the security
parameter. The construction is essentially identical to that of [CG24]; moreover, [CG24] showed
that the properties of soundness and undetectability of W[PRC] follow from those of PRC, and
these guarantees carry over in a straightforward manner to our setting:

Lemma 5.15 ([CG24], Lemma 18). Suppose that PRC is sound. Then W[PRC] is sound.

Lemma 5.16 ([CG24], Lemma 19). Suppose that PRC is undetectable. Then W[PRC] is unde-
tectable.

The next lemma shows that if PRC has strong adaptive robustness to the set of substitution-edit
bounded channels (for a sufficiently large substitution error rate), then W[PRC] has strong adaptive
robustness to the set of edit-bounded channels.

Lemma 5.17. Let ey, cg > 0 be constants, and suppose that & is the set of channels £ : ¥* — X*
which are (1/2 — ey, eg)-substitution-edit bounded. If PRC is robust to every channel in &, then
for Ba(£) :=8,/zn - £+ 2v/2 - n(\), we have that W[PRC] is B-robust to any cg./en/3-edit-bounded

channel.

Proof. Fix a prompt PROMPT, and let t <— Wat(sk, PROMPT) denote the output of the watermarking
procedure given PROMPT. Write e := €g,/en/3, and fix any eg-edit bounded channel &, and let
t' = £(t). Let us write £ := |t|, and fix any ¢,j € [¢] with j > i. Let ¢’ denote the smallest value
which is 1 (mod n) and at least ¢ and let j' denote the largest value which is 1 (mod n) and at

most j. Let iy =4',4g,...,ig41 = j’ denote the values which are 1 (mod n) and between i’ and j'.
Moreover let x1,...,24 € {0,1}" denote the PRC codewords which are generated on Algorithm 2
of Algorithm 2 corresponding to positions i1, ...,i41 (after the addition with the one-time pads

0;). For each f € [g], we consider the following embedding channel E}Emb : {0,1}" — {0,1}~.
EEmb maps the string x5 € {0,1}" to the substring ti;.i;.,—1 of Model’s output. Note that E}Emb is
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randomized, as it depends on the other PRC codewords as well as the randomness of the draws of
t; on Algorithm 2 of Algorithm 2.

By [CG24, Lemma 20, for any k, k" € [¢] with k' — k = n, with probability 1 — negl(n), we have
Hék’kl)(t) < v2-n. It follows in particular that with probability 1 — negl(n), He[f’i,)(t) <+v2-n, and
HID(t) < /2 - n. Thus, with probability 1 — negl(n), HE 7)(t) > 8,/z - £ > 8,/zH - ng. Hence
there are at least /ey - g values of f € [g] for which lef“f“)(t) > 4,/en - n. Let the set of such f
be denoted by S C [g].

For each f € [g], let ef denote the number of edits (i.e., insertions and deletions) made at
positions [if,ify1) to obtain t’ from t (via £). Note that at least one of these values of f € S must
have the property that ey < n-3eg/\/en = n - cg (as otherwise the total number of edits made to
obtain t’ from t would be greater than 3ng - er > £- ). Let f* € [g] denote the random variable
which is the smallest such value of f. Due to the addition of the one-time pads o to each x s, each
of the codewords z ¢ is drawn uniformly from {0,1}", independently from other x and also from
the channel S}Emb. We now need the following result, which is a direct consequence of Lemma 21

of [CG24] together with the fact we have just stated that x ¢ is uniform and independent of £ ]';mb
(in particular, we use here that the prompt PROMPT and therefore the model’s distribution do not
depend on sk):

Lemma 5.18 (Lemma 21 of [CG24]). For any constant ¢ > 0 and value of f € [g], it holds that

1 2 .
Pr (DH(:U,m’) > ( — c) -n and He[zf'lf*l)(m’) >c- n) < negl(n).
sk<KeyGen(1*) 2 16
2<—PRC.Encode(sk)

x’<—€?mb(x)

It follows from Theorem 5.18 (with ¢ = 4,/e) that with probability 1 — negl(n), we have that
Dy (xf*,tif*;if*+1—1) < (% — EH) -n. Moreover, by choice of f*, we also have DE(tif* ;Z-f*ﬂ_l,t;:b) <
eg - n. Thus, since PRC is strongly robust to every channel which is (1/2 — ey, eg)-substitution-
edit bounded, with probability 1 — negl(n), we have that PRC.Decode(sk,t/ , ;) = True for some

a,b e [4]. O
Finally we are ready to prove Theorem 5.14.

Proof of Theorem 5.14. We use the PRC of Algorithm 1 with the parameter settings of Defini-
tion 5.8, so that Theorem 5.7 applies. The soundness and undetectability guarantees of Theo-
rem 5.7, together with Theorem 5.15 and Theorem 5.16, imply that W[PRC] satisfies soundness
and undetectability (under Theorem 5.3). Finally, taking £y (¢) = 8a - £ + 2v/2 - n()\), by applying
Theorem 5.17 with ey = a? and Theorem 5.7 with psy, = ey = o (which requires us to take
ee < O(pd,,) = O(a%)), we obtain that W[PRC] is B-robust to any O(a7)-edit-bounded channel.
The running time guarantees follow directly from those of Algorithm 1. O

6 Substitution-robust pseudorandom codes

In this section, we give a straightforward construction which converts any family of codes satisfying
the permuted codes assumption Definition 3.1 into a PRC that has strong adaptive robustness to
any substitution channel introducing at most a constant fraction of errors. (Under Theorem 3.1,
this construction works for any code family with large dual distance.) Of course, such a result
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follows from the construction based on Reed-Solomon codes in Section 5, under the permuted codes
assumption for Reed-Solomon codes (Theorem 3.2). The construction in this section, however, is
secure as long as the conjecture holds for some family of codes with high dual distance and efficient
decoding from a constant error rate.

Proposition 6.1. Let A € Z* be a security parameter, let n = n(\),k = k(\),q = q()\) be
polynomially-bounded functions in A denoting the block length, dimension, and alphabet size, re-

spectively. Let C = {C(A)}ren be a family of linear codes with C(\) C IFZ((i‘)). Suppose that C

comes equipped with efficient algorithms Encodec : IF’,; — Iy and Decodec : Fy — IF’; U{L} which
correct up to a fraction § <1 —1/q — Q(1) of worst-case substitutions. Under the permuted codes
assumption for C with error n = 6/3 (Definition 3.1), the PRC of Algorithm 3 for the family C is
undetectable, sound, and has strong adaptive robustness to any channel € introducing a fraction of
at most §/2 of substitutions.

We remark that the robustness of the PRC in Theorem 6.1 can be improved to essentially the
same rate 0 as is achieved by the underlying code C, decreasing the error rate n to a vanishing
fraction of §. Moreover, it is possible to further improve the robustness by using a code C which
has an efficient list-decoding algorithm.

Below we outline some concrete families of code C' which have polynomial dual distance, and
thus, under Theorem 3.1, satisfy the hypotheses of Theorem 6.1. We emphasize that the below
families all have alphabet size ¢(A) which is a constant (i.e., does not depend on \).

Example: AG codes. We follow the terminology and notation of [HvL98]. Let ¢ be the square
of a prime; then [SG95] shows the existence of, for each m € N, an irreducible nonsingular projective
curve X over F, with genus less than g := q(m_l)/Q-(\/(j—l—l) and with more than n := ¢(m~1/2.(¢—1)
rational points. Letting n 4+ 1 of these rational points be denoted Q, Py, ..., P, € X, we define the
divisors D := P; + --- + P, and G := a - Q for some integer a > 2g — 2. Let L(G) := {f € F(X)* |
(f)+G > 0}U{0} denote the vector space of functions on X with poles only at @ of order at most a.
We consider the AG code C' = C(D, (5), defined as the image of the linear mapping F : L(G) — Fy
defined by E(f) = (f(P1),..., f(Pn)). [HvLI8, Theorems 2.65 & 2.69] give the following bounds
on the dimension k, distance d, and dual distance d* of C(D, G):

k=a—g+1, d>n—a, d">a—2g+2.

Moreover, there are efficient algorithms to decode C(D, G) up to |(d—1)/2] substitutions [HvLIS,
Theorem 6.12].14 Taking g to be a constant (e.g., any prime square at least 25 will suffice), for each
m € N, we take the degree of the divisor Q to be a,, := 2¢,, — 2, and we obtain a code C = C),
with block length n,, = ¢ /2. (¢—1) = gy, - (v/g — 1), whose distance d,, and dual distance dy,
satisfy

n
dy, = am — 2gm +2 = gm = \/aTil = Q(np), dm > Ny, — am = gm - (V7 — 1 —3) = Q(nm),
i.e., both are a constant fraction of the block length. Thus, under Theorem 3.1, the resulting
family of codes satisfies the assumptions of Theorem 6.1. Notice also that we can get a similar

1Gee also, e.g., [SW9S, Corollary 5.2] for a particularly simply algorithm which decodes up to |(d —1)/2] — g
substitutions. Additionally, we remark that all of these algorithms assume the existence of a succinctly-represented
basis for £(G); we assume that such a basis exists. See e.g., [Hes02].
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result (namely, linear distance and dual distance) over a binary alphabet by concatenating with
the trivial code, though the distance and dual distance will of course degrade by a constant factor.

Example: Raw Reed-Solomon Codes. As another example, we consider the Raw Reed-
Solomon codes introduced in [SKS19]. For a positive integer m, we let r = 2™, we write 1 := r — 1,
and fix some k < 71 denoting the dimension (which will ultimately be taken to be k = n® for some
o € (0,1/2)). We first consider the Reed-Solomon code C' := RSg, 7.5 over I, with evaluation
points F (so that the block length is 7 = r — 1). Interpreting F, as a dimension-m vector space
over Fy via a bijection ® : F, ~ Fi* allows us to interpret C as a code C' C F’;m with dimension
k := km. While the distance of C is only guaranteed to be at least n — k, which is sublinear in the
block length 7m as m = O(logn), a remarkable fact shown in [SKS19] states that if we consider
the subcode of C induced by only encoding polynomials with constant term equal to 0, then the
resulting binary distance has linear distance; in fact, its relative distance approaches 1/2. In par-
ticular, as shown in [SKS19, Theorem 3.1], this construction gives, for each m, and « € (0,1/2), a
code C' with block length n,, = (2™ — 1) - m, dimension k,, = ng,, and whose distance d,, and dual
distance dJ;, satisfy

e N

Moreover, this code is efficiently decodable up to half its distance; thus, under Theorem 3.1, the
resulting family of codes satisfies the assumptions of Theorem 6.1.

6.1 Proof of Theorem 6.1

The proof of Theorem 6.1 is straightforward and follows similar (but simpler) lines to those in
Section 5: in particular, we prove undetectabilty, soundness, and robustness in the below lemmas:

Lemma 6.2. In the setting of Theorem 6.1, the PRC of Algorithm 3 is sound.

Proof. Fix any string y € {0,1}*. It suffices to show that

Pr  (3y* € Cst. Dy(y*,y —o) <d-n) <exp(—Q(n)). (8)
o~Unif (F2)

The number of strings 3’ € Fy which satisfy Dy(y',y —o0) < 0 -n is at most qHa®) " where Hy(-)
denotes the g-ary entropy function. Since we have assumed § < 1—1/g—Q(1), then this number is
at most ¢(1=2M) 1 meaning that the probability of the event in (8) is at most g ") ag desired. [

Lemma 6.3. In the setting of Theorem 6.1, the PRC of Algorithm 3 is undetectable.

Proof. The proof closely follows that of Theorem 5.13. Consider any algorithm Adv running in
time 7" = T'(\) and which satisfies

Encode(sk) (1 Ay - Uy — —
L/ (Adv (1) 1) Pb’{r(Adv (1) 1)‘ v(\),

for some functions v,T : N — R>g. Here & denotes the oracle that returns a uniformly random
string of the same length as Encode(sk). We will use Adv to construct an adversary Adv’ which
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distinguishes between the distributions D,, r_ ¢ 5/3,7 and Unif ((FZ‘)T) (We omit the dependence of
the various parameters on \.)

Note that Adv requires oracle access to an oracle O (to be interpreted as either Encode(sk) or
the uniform distribution) which when called outputs a sample in Fy. The algorithm Adv’ simulates
Adv as follows: first, Adv' draws o ~ Unif(F}). Then, for t € [T7], for the tth call that Adv makes
to the oracle O, Adv' uses the tth sample from its distribution (either Dy, r, ¢, or Unif((F)T))
which is an element ¢ € Fy, to simulate the oracle call O by simply returning ¢+ o. It is clear that
the running time of Adv’ is at most T'(\) - poly()).

Note that, in the event that Adv’ is given a sample from Dy y,,cn1, then it exactly simulates
AdvEnwde(Sk)(l)‘), for sk = (o, m,...,mp,0), where o,71,...,m, are the (secret) permutations used
in the definition of D, r, cy 7. This holds because the definition of Encode(sk) in Algorithm 3
exactly parallels the definition of D, F, ¢y in Section 3.1 (with the addition of the one-time pad
0).

On the other hand, in the event that Adv’ is given a sample from Unif((F Z‘)T), then it exactly
simulates Advu(l’\) because each of the simulated oracle calls to U returns a uniformly random
element of Fy. Thus, under the assumption that the distributions D, r, ¢ and Unif ((FZ)T) are
computationally indistinguishable to sub-exponential time algorithms, we must have that either
T\ > exp()\Q(l)) or v(\) < exp(—A?W). O

Lemma 6.4. In the setting of Theorem 6.1, the PRC of Algorithm 3 has strong adaptive robustness
to any channel € introducing a fraction of at most §/3 of substitutions.

Proof. Fix any sk, let us consider z,¢, ¢, ¢ as computed in the execution of Encode(sk). Since
n = /3 is a constant, with probability 1 — exp(—£2(n)) over the randomness of the channel SC,
in Encode(sk), we have that Dy(c’,é) < §-n. Letting y = ¢/ + o denote the output of Encode(sk)
and y' = £(y) for any channel € introducing at most a fraction of /3 of substitutions (which
can depend on sk), it follows that Dy(y’ — 0,é) < 6 - n with probability 1 — exp(—(n)). This
in particular implies that Dy(y”,c) < ¢ - n, where y” is as computed in Decode(sk, y) and c is as
computed in Encode(sk). Thus, since Decodec corrects up to a fraction ¢ of substitutions, we have
that Decode(sk, 3’) = True with probability 1 — exp(—(n)), as desired. O
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Algorithm 3 Substitution-robust PRC from permuted codes

Require: Code family C' = {C'(\)}reny with C(A) C FZ&)), encoding algorithm Encodec : IF];((:\\)) —
]FZ((?)) and decoding algorithm Decodec : IFZ(())\‘)) — FI;&)) U {L} for functions ¢,n,k : N — N.

Constant 6 > 0 determining noise rate. (Dependence on A omitted below.)

1: function KeyGen(1%)

2 Let o « Unif(S,)), 71, ..., mn < Unif(Sp,) be chosen uniformly at random.
3: o + Unif(Fy).

4 return sk := (o, 71,...,mp,0).

5: function Encode(sk)

6 Write sk = (0,71, ...,7,0).

7 Draw x Unif(IF’;), and ¢ < Encodec(z) € Fy.
8 Define ¢ € Iy by ¢; = mi(co(;)) for each i € [n].
9 Let ¢’ < SCs/5(¢).

10: return y := ¢ + o.

11: function Decode(sk,y)

12: Write sk = (o, 71, ..., T, 0).

13: Let 3/ :=y — o.

14: Define y" € Fy by y = {I(y(’,_l(i)) for each i € [n].
15: Let y < Decodec(y").

16: if g € C and Dy(y,y') < d-n then

17: return True
18: else
19: return False
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