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ABSTRACT

Facial retouching to beautify images is widely spread in social media, advertisements, and it is even
applied in professional photo studios to let individuals appear younger, remove wrinkles and skin
impurities. Generally speaking, this is done to enhance beauty. This is not a problem itself, but
when retouched images are used as biometric samples and enrolled in a biometric system, it is one.
Since previous work has proven facial retouching to be a challenge for face recognition systems,the
detection of facial retouching becomes increasingly necessary. This work proposes to study and
analyze changes in beauty assessment algorithms of retouched images, assesses different feature
extraction methods based on artificial intelligence in order to improve retouching detection, and
evaluates whether face beauty can be exploited to enhance the detection rate. In a scenario where
the attacking retouching algorithm is unknown, this work achieved 1.1% D-EER on single image
detection.

1 Introduction

Facial beauty filters and facial retouching are methods that can be applied to enhance the beauty of face images.
Nowadays, it is implemented in various applications, such as social media and advertisements, which increase
appearance anxiety and have a significant impact on people’s feelings [1, 2]. Also, the demand for image beautification
software has increased with the rise of high-resolution cameras [3].

Retouching, therefore, is very widespread. For example, in social media it is used everywhere. Since it is so widespread,
people might also use retouching for their portrait photo prior to application for a passport. There, on the other hand, it
is an issue with impact on the biometric recognition performance considering the unintentional manipulation of the
image [4]. Retouching of passport images might even happen without the user’s knowledge, when taking photos by a
professional photographer or photo studio, for instance. This can lead to higher recognition error rates and unwanted
complications in face recognition tasks, as shown in previous work [5].

The beauty score concept applied in this works context is based on an open-access dataset obtained from human votes,
which analyses the face images and assigns a beauty score and algorithm definition that is intended for research analysis
and study purposes only [6, 7]. The datasets and sample images used in this study were selected based on state-of-the-art
and various other factors, including relevance, research objectives, diversity, representativeness and availability, with no
intention to favour or exclude any particular group.

The face beauty score is associated with the face’s skin texture. A bona fide image is a pristine representation of the
raw face surface with some imperfections that are associated with a "low beauty" index score. Conversely, retouched
images represents a face smoother facial skin which is associated with "high beauty" scores [7].
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The main goal of this work is to improve face manipulation attack detection using beauty information and exploring
different pre-processing methods, such as face cropping, frequency analysis and local noise analysis, capable of
improving digital face image manipulation detection and answer associated research questions.

This work does not focus on general digital face image manipulation detection, but only on facial retouching detection.
This is done by analyzing two beauty scoring algorithms and taking the feature extraction methods based on spatial and
frequency features into account to train deep learning (DL) detection classifiers. Afterwards, the beauty scores and
probabilities generated by the classification systems are fused at the score level to further enhance the detection.

The rest of the paper is organized as follows: Section 2 reviews the related works. Section 3 shows and describes all
the datasets used in this work. Section 4 explains the metrics used to analyze the experiments. Section 5 explains the
experiments and results obtained, and Section 7 draws the conclusions of this work.

2 Related Work

We base our approach on the assumption that retouched images correlate to higher beauty scores, due to a smoother
skin surface. Previous work has also preliminary analyzed this assumption by showing that retouched images are rated
more beautiful by beauty classifiers [8, 9]. This study constitutes an improvement and continuation of this research.

2.1 Face Beauty

In the field of psychology, face beauty has been studied in detail. For example, in 2006 Rhodes [10] argued that not just
mating preferences, but equally factors such as health shaped our perception of facial beauty. Previous work suggests
that facial attractiveness is fairly consistent across ethnicity, nationality and age [11]. Certain people’s faces are found
to generally be more beautiful than others. Humans have evolved on a biological level to perceive some faces as more
attractive than others.

As this previous works suggests, there are patterns in face beauty. Those patterns can be analyzed by algorithms. For
the automated face beauty measurement, Arabi et al. [12] developed an automatic scoring system based on ratios
between facial filters. Especially in the last years, Artificial Intelligence (AI) based methods have risen in popularity,
with multiple studies researching facial attractiveness.

Datasets, such as the HotOrNot dataset, developed by Gray et al. [13] a female only in-the-wild2 dataset, are created to
provide necessary training data.

One of the biggest datasets, is the "Large Scale Database for Facial Beauty prediction". It was developed by Zhai et al.
[14] and includes 10,000 labeled male images, the same amount of labeled female images and an additional 80,000
unlabeled images.

Two other datasets, the SCUT-FBP5500 and MEBeauty datasets, were used to train beauty classifiers in this work [6, 7].
They are described in more detail later on. Utilizing datasets has led to more complex and data-driven methods for
beauty prediction, e.g. BeautyNet by Zhai et al. [15] or the facial beauty prediction Convolutional Neural Network
(CNN) by Saeed et al. [16].

The task of beauty classification was also done by Xu et al. [17] where they proposed a Neural Network (NN) that
simultaneously processes a classification and regression task. They further proposed a Deep Neural Network (DNN)
based method to extract more abstract beauty features [18].

Peng et al. [19] developed a DNN to evaluate face beauty with a hybrid approach evaluating also facial landmarks. Latest
work, e.g. by Gan et al. [20], explores new learning methods of face beauty classifiers such as masked auto-encoders
and label-distribution-learning. In this study the BeholderGAN and MEBeauty classifiers were utilized for the task
of beauty prediction [6, 21]. The BeholderGAN classifier was used because it was explored in previous related work
on classifying face beauty based on retouched images [9]. The MEBeauty classifier was used to complement the
BeholderGAN classifier, as described in the work by Lebedeva et al. [6].

2.2 Facial retouching and digital image manipulation

Equally to face beauty datasets, facial retouching datasets were created and explored in the past. Facial retouching
is just one of many image manipulation methods. Many countries use ePassports [22] with face images, which is
threatened by image manipulation techniques/attacks.

2not compliant to ICAO Standards
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Bharati et al. [23] proposed the ND-IITD datasets that contains 2,600 bona fide (non-retouched) and 2,275 retouched
images. Moreover, there is the Multi-Demographic Retouched Faces (MDRF) dataset that holds 1,200 bona fide and
2,400 retouched images [24].

In addition to the datasets, multiple tools and algorithms for retouching have been developed, that allow the creation of
new datasets. The same author [24] proposed a face retouching algorithm. Their algorithm takes gender and ethnicity
into consideration to create a multi-ethnic dataset and demonstrates the problem of possible automated retouching in
large scale for passport images as outlined in the introduction.

Xie et al. [25], introduced a blemish-aware and progressive system for facial retouching that delivers performance
gains in a wide range of retouching tasks. Both algorithms focus on blemish removal and face smoothing [23, 25]. The
same authors applied retouching detection, where humans have been proven to perform worse than algorithms by [26].
Additionally, they showed that ethnicity poses a bias on retouching detection.

Shafaei et al. [3] presented a DL-based automatic retouching pipeline for professional face retouching. Their pipeline
encounters an error rate of less than 2% while also being efficient in resource cost. Their approach is geared towards
large photography studios, that process thousands of high-quality portraits a day and have a need for an automated
approach.

A survey on facial retouching is outlined by Majumdar et al. [4].

Back in 2016 a DL based classification system for detecting retouched images was proposed. They presented a
supervised deep Boltzmann machine to detect retouching and achieved an accuracy of 87 % and an even higher accuracy
of more than 96 % on a second dataset. An EER was not defined in this research [23].

Rathgeb et al.[27] proposed a multi-biometric approach to differential detection of facial retouching. They created a
very similar scenario to this work, where the retouching algorithm is not known during the training process. In this
scenario, a Detection EER (D-EER) of below 10 % was achieved. In a scenario where the retouching algorithm is
known during training, they achieved an even better D-EER of around 2%.

Very recent work by Seth[28], just like the work by Rathgeb et al., likewise achieves a high accuracy3 of 97.92 %
utilizing a binary classification DL-Model. Seth fine-tuned a pretrained a VGG-16 selecting optimizers that converge
faster and enhance overall performance.

Neves et al. [29] conducted a detection of other manipulation techniques like fake facial images, which showed the
need for future methods to improve the detection of GAN-generated fake images. A public database with very realistic
samples was built that can be used to create such future detection systems.

Wang et al. [30] also presented a detection of manipulated images classifier and achieved very high detection rates.
They applied the Discrete Cosine Transform to extract frequency domain features and analyzed them using a DL model.

It is essential to highlight that all the previous methods did not explore the beauty characteristic as complementary
information.

3 Dataset

3.1 Dataset description

Multiple Datasets are used in this study for training the retouching detection and the beauty image classifiers, respec-
tively.

For the retouched images the Facial Retouch Image dataset (FRI) was analyzed. It contains two different subsets, one
based on the FERET [31] and the other based on the FRGC [32] dataset.
For training the beauty classifiers in our approach, two different datasets were used. The first one is the SCUT-FBP5500
[7] dataset. This dataset was built on 5500 frontal face images with diverse properties (male/female, Asian/Caucasian,
ages), which were rated on a scale of 1 to 5 by 60 human raters. These images were used to train a beauty classifier,
which is explained later on.
Further, a second complementary dataset to train a second beauty classifier, called MEBeauty [6], is used. The images
were rated on a beauty scale from 1 to 10 by more than 300 human raters from various ethnic backgrounds. This lessens
ethnic biases in beauty perception. All the datasets used in this work are summarized in Table 1.

3no D-EER was defined in this research
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Author Name Publication date Image Count
Phillips et al. [32] FRGC October 2005 50,000
Phillips et al. [31] FERET October 2000 14,126
Rathgeb et al. [27] FRI June 2020 13,990
Liang et al. [7] SCUT-FBP5500 Janurary 2018 5,500
Lebedeva et al. [6] MEBeauty October 2021 4,755

Table 1: Detailed summary of the different datasets.

3.2 Retouch filters

To facilitate realistic filter detection, multiple filters have to be used. The FRI dataset contains all samples as bona
fide samples and retouched. For this experiment six different filters were applied by Rathgeb et al. [27] to retouch the
images. They are listed below and sample images can be seen in Figure 1.

1. "AirBrush slightly enlarges the eyes, makes a face slightly slimmer and shinier, eliminates minor wrinkles and
skin impurities, and reduces dark rings under the eyes".

2. "Bestie makes the face slightly slimmer and more shiny, eliminates minor wrinkles and skin impurities, and
reduces dark rings under the eyes."

3. "FotoRus enlarges the eyes, makes the face slimmer, performs nose thinning/lifting and reduces dark rings
under the eyes."

4. "InstaBeauty enlarges the eyes, makes a face slightly slimmer and enhances the smile, performs a slight nose
thinning, and reduces small skin impurities."

5. Meitu removes unwanted wrinkles and spots in the skin region and lightens the face and eyes [33].
6. "YouCam Perfect enlarges the eyes, makes the cheeks more rosy, eliminates minor wrinkles and skin impurities,

and smooths the hair."

Figure 1: The different face filters used for retouching and the reference bona fide image of the same subject from the
Facial Retouch Image dataset [27].

3.3 Beauty classifiers

Two beauty classifiers were explored in this work. Both classifiers are based on a VGG16 architecture and serve as
state-of-the-art beauty classifiers. One is the Beholder classifier by Diamant et al. [21] and the other is the MEBeauty
classifier by Lebedeva et al. [6].

The Beholder classifier was trained on the SCUT-FBP5500 dataset and no further fine-tuning or retraining was conducted.
Using the scores of the 60 human raters in the SCUTFBP dataset, the model predicts a score for every one of them,
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leading to 60 scores per classified sample. To get just one score, as needed in this work, the average is taken. The scores
range from 1 for the least beautiful to 5 for the most beautiful.

On the other hand, the MEBeauty Classifier was trained on the MEBeauty dataset and generated a beauty score between
1 for the least beautiful to 10 for the most beautiful. It was trained as described in Lebedva et al.´s work utilizing a
fine-tuning approach.

3.4 Beauty Data analysis

Different experiments were conducted to evaluate whether face beauty can extract features useful for retouching
manipulation detection.

The two beauty classifiers are evaluated on the FRI-FERET, the FRI-FRGC subsets. Evaluating two different classifiers
yields the advantage of possible improvement and "better" beauty scores. A classifier can be defined as better if the
difference in scores between retouched images and bona fide samples is larger, hence showing a bigger divergence
between beauty score for retouched and bona fide samples. This can be accomplished by calculating the "beauty
distance" as

distance = mean(filtered)−mean(bona fide). (1)
To analyze the generated beauty scores visually, a KDE-Plot is used. Two experiments were designed to understand the
differences between the two beauty classifiers applied to retouched images. Experiment one is the classification of the
FRI Dataset by the BeholderGAN classifier. The results are reported in Table 2 and are aligned with the previous work
[9].

The second experiment is done using the MEBeauty classifier to classify the FRI Dataset and is shown in Table 3.

The FRI-FRGC dataset is rated higher by both classifiers. Also, all filters are rated higher on average than their bona
fide equivalent samples by both classifiers, due to all distance scores being positive. This is a good finding in regards to
the detection process. Both Tables (Table 2 and Table 3) are sorted by dataset and distance.

The Beholder classifier rates YouCam Perfect the lowest in both dataset subsets. The highest rated are Bestie in the
FERET subset and FotoRus in the FRGC subset. The MEBeauty classifier ranks them differently. Here, the InstaBeauty
is ranked the lowest in both subsets. AirBrush is ranked the highest in the FERET and Meitu the highest in the FRGC
subset.

Dataset Filter Average Score Standard Deviation Distance
FRI-FERET bona fide 2.5593 0.4573 0
FRI-FERET YouCam Perfect 2.9050 0.4449 0.3457
FRI-FERET AirBrush 3.1135 0.4451 0.5542
FRI-FERET FotoRus 3.1419 0.4434 0.5826
FRI-FERET InstaBeauty 3.1449 0.4467 0.5856
FRI-FERET Meitu 3.2421 0.4265 0.6828
FRI-FERET Bestie 3.2581 0.4666 0.6988
FRI-FRGC bona fide 2.7817 0.3905 0
FRI-FRGC YouCam Perfect 2.8552 0.4170 0.0735
FRI-FRGC AirBrush 2.9978 0.3696 0.2160
FRI-FRGC Meitu 3.0585 0.3629 0.2767
FRI-FRGC InstaBeauty 3.0839 0.4339 0.3021
FRI-FRGC Bestie 3.0903 0.4276 0.3085
FRI-FRGC FotoRus 3.1077 0.4204 0.3259

Table 2: The results of the FRI dataset for the FRGC and FERET subsets, classified by the Beholder Beauty classifier
and sorted by dataset and distance. The score range of the beauty scores is 1 to 5.
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Dataset Filter Average Score Standard Deviation Distance
FRI-FERET bona fide 3.3644 0.5152 0
FRI-FERET InstaBeauty 3.3961 0.5049 0.0317
FRI-FERET FotoRus 3.3990 0.5079 0.0349
FRI-FERET YouCam Perfect 3.4284 0.5257 0.0639
FRI-FERET Bestie 3.6307 0.5718 0.2662
FRI-FERET Meitu 3.8199 0.6316 0.4555
FRI-FERET AirBrush 3.9090 0.6060 0.5446
FRI-FRGC bona fide 3.6738 0.5063 0
FRI-FRGC InstaBeauty 3.7305 0.5168 0.0567
FRI-FRGC YouCam Perfect 3.7495 0.5267 0.0757
FRI-FRGC FotoRus 3.7510 0.5182 0.0772
FRI-FRGC Bestie 3.8493 0.4887 0.1755
FRI-FRGC AirBrush 3.9751 0.4769 0.3013
FRI-FRGC Meitu 4.0206 0.5034 0.3468

Table 3: The results of the FRI dataset for the FRGC and FERET subsets, classified by the MEBeauty classifier, sorted
by dataset and distance. The score range of the beauty scores is 1 to 10.

Figure 2: The KDE-Plots for the FRI-FRGC and FRI-FERET datasets showing the best and worst results of the
BeholderGAN versus the MEBeauty classifier.

A score distribution visualization of the scores by face filters and its application to face results can be seen in Figure 2.
It is notable that the overall ranking order of highest and lowest average scores within each classifier is similar within
both datasets. Note that the range is slightly different for center alignment of the plots, since the generated scores are
left unchanged.

The classifiers seem to utilize different features for face beauty, but demonstrate some consistency in their classification
task. This concludes both defined experiments.
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From this analysis we can conclude the following: The BeholderGAN Beauty classifier has a higher average distance
and could achieve better results in the further proceeding of this work. Still, the MEBeauty classifier produces higher
distance scores on some of the filters, especially using the highest distance of the FRI-FRGC. Both of the classifiers
studied classify the filters on average as more beautiful than the bona fide samples. For the further task of detection,
a combination of both classifiers could be able to achieve even better results than one classifier alone. Both Beauty
scoring systems have to be considered in the next steps.

4 Metrics

For evaluation the Attack Presentation Classification Error Rate (APCER) and Bona fide Presentation Classification
Error Rate (BPCER) are used, which are standardized in the ISO/IEC 30107-3:2023 [34]. For the experiments
conducted, the APCER is the proportion of predictions, where the detection system classified a retouched sample as a
bona fide sample. The BPCER in this work is the proportion of predictions, classified as bona fide, although they are
retouched samples. The Detection Equal Error rate (D-EER) is the rate where the APCER is equal to the BPCER.

To evaluate the results visually, a Detection Error Tradeoff (DET) curve is drawn, which is compliant with the ISO/IEC
30107-3 [34] and visualizes how the APCER and BPCER change using a shifting threshold.

5 Proposed method

5.1 Pre-processing

For utilizing different methods of pre-processing, looking at the changes done by retouching is vital. Figure 3 depicts
the change of each filter on one random male and female image. The blueish overlay is applied on regions of the image
where there is significant change.

Figure 3: The changes between bona fide and retouched filter samples highlighted blue.
Most face images contain a lot of background. Face cropping can be applied, to remove such background distraction.
This method detects the face and only uses the image data within the detected square around. Since the task at hand
focuses only on the face itself, removal of such background noise is done to evaluate whether this can improve detection.

This process is carried out by "face cropping" the image. Cropping is done with the MTCNN algorithm, a DL state-
of-the-art model [35, 36]. Here, two ways of cropping are examined. One where the image is fully cropped around
the detected face and the second one where the image is cropped with an additional margin of 100 pixels around the
detected face. The idea of having a margin is to leave some data from the background for the detection classifier while
discarding overhead. Sample images of the original face with background, the cropped face with 100 pixels margin and
face-cropped are depicted in Figure 4.
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Intensity, frequency and local noise features were explored as additional pre-processing steps. The intensity values of
the images is the most straight forward way to quantify changes applied by retouching numerically. All the pixels have
values between 0 and 225. The RGB values are given to the model since the CNN takes a three-channel image as input
[37].

For frequency analysis, the Discrete Cosine Transform (DCT) was explored [38]. If an image is retouched, only
fine-grained changes are applied and of course, the image still shows a face image. Therefore, only the high-frequencies
of the image are modified and can be extracted using the DCT.

Retouching algorithms do not change an image randomly, but rather systematically, for example when slimming the
face or enlarging the eyes. These changes happen in very similar areas in every image. Employing analysis on local
noise yields a good way of detecting those changes.

After an image has been retouched, artefacts of the images can be revealed by the Steganalysis Rich Model (SRM)
[39]. Using SRM allows the detection of local noise features in an image, which has been proven in previous morphing
attack detection scenarios [40]. The visualization of the DCT and SRM are found in Figure 4. It is essential to highlight
that the DCT and SRM are applied only on cropped images because they obtain the best results.

Figure 4: Example of pre-process images and different feature extraction methods are applied. The upper row of images
are bona fide images, and the lower rows are retouched by AirBrush. Note that the pixels in the DCT images where
highlighted orange for visability.

5.2 Retouch Detection Classifier

The ’Mobile-ViTv3’ was selected as a base model classifier for this work [41]. Mobile Vision Transformers (ViT) are
lightweight and can still outperform other CNN or ViT based networks [42]. Mobile-ViTv3 serves as a state-of-the-art
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reference implementation, which motivated selecting it. Learning rates explored in this work are 1e · 10−2, up to
1e · 10−6. As reference: Learning rates explored in previous work when training MobileVIT on ImageNet-1k ranged
from 0.002 to 1 · 10−6 [37]. The optimizer used for this work is Adam [43].

6 Results

The generalization capabilities are very relevant in this field, and because of that, the FRI-FRGC subset is used for
training and the FRI-FERET subset for testing. This is achieved to obtain more robust results. Also, they are chosen in
this order, because the FRI-FRGC subset contains more samples than the FRI-FERET subset.

To evaluate a more challenging real-world like scenario, where there are lots of unknown beauty filters, a Leave-One-Out
Protocol (LOO-Protocol) is applied [44] to evaluate the DL classifier in such a scenario.

In the LOO-Protocol, only one face filter is taken for testing it has not seen before and the model is trained with all
the other face filters. Therefore during one iteration, not only one model is trained, but six in total. The results are
computed as an average over the performance of all models. The performance evaluation is outlined below. Multiple
hyper-parameters were investigated to achieve the best possible results.

Since DCT and SRM show better results than using only the RGB values, they are fine-tuned by retraining and changing
the number of epochs. Results are presented as average D-EER which is simply the average of all D-EERs for every
filter.

The average D-EER shows how effective this training method and hyperparameter configuration is when being tested
with previously unseen retouching algorithms.

The result of utilizing RGB pixel values is illustrated in Table 4 using the whole face image without face detection and
cropping as a baseline.

Feature Extraction Learning Rate Epochs Average D-EER
Original RGB 1e · 10−2 35 32.02
Original RGB 1e · 10−3 35 38.20
Original RGB 1e · 10−4 35 29.86
Original RGB 1e · 10−5 35 41.18
Original RGB 1e · 10−6 35 47.16

Table 4: Detection results for the experiment with RGB features and no additional preprocessing method. The D-EER
is given in %.

Table 5 illustrates the results with RGB pixel values when the MTCNN was used by default without padding of 100
pixels added to the face detection.

Feature Extraction Learning Rate Epochs Average D-EER
MTCNN 1e · 10−2 35 12.89
MTCNN 1e · 10−3 35 19.93
MTCNN 1e · 10−4 35 21.73
MTCNN 1e · 10−5 35 32.08
MTCNN 1e · 10−6 35 35.77

Table 5: Detection results for the MTCNN feature extraction. The D-EER is given in %.

Table 6 illustrates the results with RGB pixel values when the MTCNN was used with padding of 100 pixels added to
the face detection. This allows to determine if the background may help to improve the results based on context of the
image. The average D-EER shows that the fully cropped face outperformed the baseline and results of cropping with
100 pixel padding. In conclusion, the background is not relevant to this task based on the context of the image.

Table 7 illustrates the results using DCT frequency information applied on cropped images. This allows to determine
if the frequency information serves as a useful feature extraction method to improve the results based on the high
frequencies of the images.

Table 8 illustrates the results extracting local noise information on cropped face images using SRM. This determines if
the noise on the texture information can enhance the results.
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Feature Extraction Learning Rate Epochs Average D-EER
MTCNN + 100p margin 1e · 10−2 35 20.37
MTCNN + 100p margin 1e · 10−3 35 26.89
MTCNN + 100p margin 1e · 10−4 35 37.53
MTCNN + 100p margin 1e · 10−5 35 38.98
MTCNN + 100p margin 1e · 10−6 35 48.19

Table 6: Detection results for the MTCNN feature extraction where an additional 100 pixels margin was left around the
detected face. The D-EER is given in %.

Feature Extraction Learning Rate Epochs Average D-EER
DCT 1e · 10−3 35 7.03
DCT 1e · 10−4 35 9.29
DCT 1e · 10−5 35 5.35
DCT 1e · 10−6 35 3.02
DCT 1e · 10−6 40 2.69
DCT 1e · 10−6 45 3.25

Table 7: Detection results for DCT feature extraction. All images were cropped before the DCT was applied. The
D-EER is given in %.

Feature Extraction Learning Rate Epochs Average D-EER
SRM 1e · 10−3 35 2.58
SRM 1e · 10−4 35 2.51
SRM 1e · 10−5 35 2.59
SRM 1e · 10−3 40 2.17
SRM 1e · 10−4 40 11.95
SRM 1e · 10−5 40 3.69

Table 8: Detection results for SRM feature extraction. All images were cropped before the SRM was applied. The
D-EER is given in %.

The feature extraction method yielding the best results, as can be seen in the Tables 4 to 8, is SRM. They also show that
cropping enhances the detection rate, compared to no cropping or cropping with a margin.

Figure 5 shows the DET curves for the best method from the Tables 5 to 8. It is notable that the filters are not showing
the same order when different features are utilized. For example, YouCam Perfect is by far the hardest to detect utilizing
RGB features. Contrary, when using SRM for feature extraction, detection is easier than other retouching methods.
This suggests that fusion of these approaches may enhance the detection process, as the the different methods can
complement each other.
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Figure 5: The DET curve for the model with the best results: From the left to right: SRM, RGB (MTCNN cropped) and
DCT feature extraction method.

6.1 Fusing the Scores

In order to improve the results, a fusion strategy is performed based on the frequency and spatial pixel information.
This is done at the score level to calculate a fusion function as shown in Equation 2. Note, that the results show only
the scores from the FRI-FERET, because fusing the training data is not logical for this approach. A higher score is
more likely to have been retouched, while a lower score indicates that this sample is more likely to be bona fide. The
equation of the function is defined as:

snew =

N∑
i=1

wi · si (2)

where snew is the new score and wi is the weight at position i used as a multiplier to change the proportion of the scores.
It is determined by applying an optimization algorithm as described below. N is the number of scores in the function
and si are the scores which are fused.
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Working with scores of different ranges makes direct comparison difficult. All scores can be normalized to a new range
as is shown in Equation 3.

Normalized xi =

(
(xi −min(X))(b− a)

max(X)−min(X)

)
+ a (3)

where, a represents the lower boundary value of the range. b represents the upper boundary value of the range
X = {xi | i = 1, 2, . . . , n}. The min(x) and max(x) are the minimum and maximum values in all values of X [45].

All scores are normalized, but with the minimal value of X set to 0 and the maximum value of X set to 1. Since the
range of the old scores and the new scores is known, this can be applied.
The previous scores in the MEBeauty classifier range from 1 to 10 and the previous scores of the BeholderGAN
classifier are between 1 and 5. As described, the new range is defined as zero to one for all scores. The probability
scores of the trained models with RGB, DCT or SRM are not normalized since they are already in this range.

To optimize the weights and minimize the D-EER, Powell’s method is used [46]. Powell’s method works on multiple
iterations to converge to an optimum until no significant improvement is made and it provides a well-tested minimization
algorithm for a given function that does a bi-directional search along each search vector. The search vectors represent
the different weights. The average D-EER is defined as the function to be minimized. For the first iteration, all weights
are set to 1/quantity of weights. In the tables below, the weights are in the same order as the classifiers.
If the function has the lowest D-EER when one of the weights is 0 or very close to 0, there is no improvement in using
multiple classifiers. This can also be seen if the D-EER does not improve significantly.

It is important to note that the weights of the function can be negative. In the event of a classifier exhibiting a negative
weight, a higher score on a given sample where this weight is applied will result in a reduced probability of being
retouched. Since a negative probability is not possible, all scores are normalized again after applying the weights to a
range of 0 to 1 before the D-EER is calculated.

Table 9 and Figure 6 show that fusing the scores can further improve the results. Only when fusing DCT and SRM, no
improvement was achieved on average. According to the given results, the RGB detection scores must be considered to
improve the detection rate. The best scores are achieved with all classifiers combined, resulting in an improvement to
an EER of around 1.25 % on average. Also, no variable is close to zero, hence fusing all scores improves the detection.
Using different classifiers fused together changed the error rates on different filters differently and even disimproved the
scores of some filters. For example, the DCT and SRM fused function has the highest EER on InstaBeauty, which is
approximately 5.3%. In the scores produced by the classifier trained on DCT or SRM alone, InstaBeauty yields a lower
EER with around 4.6% and around 5.1%, respectively.

Used Classifiers Weights New Average EER
RGB & DCT 0.5718, 0.5777 1.6391
DCT & SRM 2.6023, 0.5922 2.2405
RGB & SRM 0.5000, 0.5000 1.3360
SRM & DCT & RGB 0.3304, 0.0851, 0.4150 1.2505

Table 9: Summary of the weights assigned to the classifiers based on EER. All the EER results are in %.

6.2 Adding Beauty information

In order to evaluate how beauty information can complement previously extracted features, the obtained beauty scores
from the two datasets described in section 3.4 are added. The fused scores are higher when a filter is applied and lower
when no filter is applied. The same fusion process as before is applied to fuse the beauty scores with the RGB features,
the spatial information and frequency to find the optimal weights. The results can be seen in Table 10 and Figure 7.

Classifiers Weights New Average EER
Beholder beauty score &
SRM & DCT & RGB

0.7622, 0.2266, 0.2497, 0.2261 1.1645

MEBeauty beauty score &
SRM & DCT & RGB

3.943 · 10−5, 0.3304, 0.0851, 0.4150 1.4507

Beholder & MEBeauty &
SRM & DCT & RGB

0.5657, -0.3314, 0.1421, 0.1936, 0.1897 1.1074

Table 10: Summary of the weights assigned to the classifiers based on the average EER. All the EER results are in %.

Table 10 shows that the use of the beauty score obtained from MEBeauty Classifier alone does not improve the scores
compared to the best configuration in Table 9 when using the Powell’s method, it does not find optimal weights.
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Figure 6: The DET curves for the fused classifiers considering retouched filters. The average EER is referenced in
Table 9.

The optimal split has to achieve at least the same EER as before the new weight was appended. This must be the case
where the previous variables are the same and the newly introduced weight is 0. Instead the weight for the MEBeauty is
very close to 0. This concludes that it can very likely not improve the EER on its own.

On the opposite, using the beauty score obtained from BeholderGAN alone improves the detection rate and achieves an
improvement down to around 1.16 % D-EER. Interestingly, the weights for the MEBeauty when utilizing it together
with the Beholder exhibit a negative trend. This is likely because the algorithm did not find any improvements within
the positive number range. Note that the Beholder weight is very high compared to the others. Also note that when
adding (de facto subtracting due to the negative weight) the Beholder and MEBeauty weight together, they end up in
a similar number range as the other weights. Combining both beauty classifiers slightly improves the detection rate
compared to using only one beauty classifier to a new average D-EER of around 1.1%.
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Figure 7: The DET curves for the fused classifiers considering beauty scores.

6.3 ML based fusion

Instead of using linear methods to define the threhold, AI can be used in the fusion process. Since there is not enough
data to create a DL classifier, Machine Learning (ML) is utilized to fuse the probability scores given by the models.
Note that this experiment’s purpose is to showcase how utilizing AI can further improve the results in the fusion process.
For that reason, multiple ML algorithms are exploited.

It has to be pointed out that the dataset for testing becomes quite small (around 1.3k images). Only the scores in the
FRI-FERET dataset can be used, since the original models were trained on the FRI-FRGC. On top, a train-test-split is
defined with 70% for training.

The resulting EERs are shown in Table 11 and were calculated on the remaining 30% for testing. The chance of statical
errors therefore is increased. No data augmentation is used, since it often applies some kind of filter.

A filter in data augmentation would lead to worse results, since it is the task to detect exactly those. In order to achieve
a more accurate estimation of the statistical significance of the results, training/testing is repeated ten times with a
random train-test-split and the mean and standard deviation are computed.
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As input, all scores are given to the ML algorithms (RGB, DCT, SRM, Beholder Beauty, MEBeauty Beauty).

The used ML algorithms are Random Forest Classifier [47] and Support Vector Classification (SVC) [48]. Random
Forest was computed with 100 Trees.

As seen in Table 11, using ML to improve the results is possible. Utilizing Random Forest achieved better results than
SVC and the fusion function. SVC on the other hand achieved worse results than the fusion function. Both algorithms
show a relatively high standard deviation, which is likely due to the limited data size. Still this shows that the fusion
process can be done using ML to achieve very good results.

ML Algorithm Mean EER Standard Deviation
Random Forest Classifier 1.0083 0.3986
SVC 2.4347 0.5251

Table 11: The mean and standard deviation of the average EER achieved by different ML algorithms given in %.

6.4 Comparison to state-of-the-art algorithms

Detection rates achieved in previous work can be used to set a threshold for new work be considered state-of-the-art.
Note that in this work single image detection was done on filters unknown during the training process, which impedes
the task of detection.

The closest work, comparison can be done with, is the work by Rathgeb et al. [27]. Just like in our work, they defined a
LOO-Protocol, where the retouching algorithm is not known during training and has to detect a single image attack.
They used a multi-biometric approach with weighted fusion and achieved a below 10% D-EER. The dataset they used,
differs from ours very slightly, with one filter being different.

Our approach achieved a 1.1% D-EER, showing significantly better results. Looking at other related work, defined in
section 2.2, our approach can achieve state-of-the-art detection rates. Still it is important to evaluate the approach on
other datasets in the future as well, to evaluate the generalization capability of our proposed method.

7 Conclusion

The following conclusions can be drawn from this research: Both beauty classifiers used in this work categorize
retouched images as more beautiful than their bona fide representation. Different beauty filters are not rated similarly
by those classifiers.
In the detection task, face cropping the image yielded better results than no cropping or cropping with a margin.

Further, besides the RGB feature extraction, two other methods, DCT and SRM, were explored. When training a binary
classifier to detect retouched samples of filters that are unknown during the training process, using SRM to extract
features obtained the best of the tested methods with an average D-EER of 2.17% in comparison to the 12.89% for
RGB face cropping.

These scores can be improved to a new average D-EER of 1.25% when using cropped RGB, DCT and SRM for feature
extraction and combining the generated probability scores in a weighted summing fusion function.

Those values can be further improved to an D-EER of 1.107% when applying the same fusion method and adding
beauty scores from both beauty classifiers. The result is the best when utilizing both classifiers. As this work detects
filters unknown during the training process, this sets a new state-of-the-art threshold.

Utilizing a ML-based fusion method instead of weighted summing to improve the ERR is possible. The average D-EER
achieved was approximately 1.0% utilizing a Random Forest Classifier. This showcases what future models could
achieve and establishes a potential threshold for future detection systems.

7.1 Future work

Future work can try to apply the proposed detection methods on different face manipulation attacks, such as Morphing,
Deepfakes and Faceswap, to see if they can reach state-of-the-art results. This could also be on AI-based image
manipulation or AI-based retouching, as they rise in popularity.
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