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Abstract

At ASIACRYPT 2018, a digital attack based on linear least squares was
introduced for a variant of the learning with errors (LWE) problem which omits
modular reduction known as the integer learning with errors problem (ILWE). In
this paper, we present a theoretical and experimental study of the effectiveness
of the attack when applied directly to small parameter ILWE instances found
in popular digital signature schemes such as CRYSTALS-Dilithium which uti-
lize rejection sampling. Unlike other studies which form ILWE instances based
on additional information obtained from side-channel attacks, we take a more
direct approach to the problem by constructing our ILWE instance from only
the obtained signatures. We outline and introduce novel techniques in our sim-
ulation designs such as modular polynomial arithmetic via matrices in R, as
well as algorithms for handling large sample sizes efficiently. Our experimental
results reinforce the proclaimed security of signature schemes based on ILWE.
We additionally discuss the implications of our work and digital signatures as a
whole in regards to real-world applications such as in Intelligent Transportation
Systems (ITS).

1 Introduction

Digital signatures ensure the authenticity and validity of digital communications and
interactions and are an essential component of any modern cryptographic protocol. In
practice and implementation, algorithms currently used include EdDSA [JL17], RSA
[MKJR16], and ECDSA [Por13, CMR+23], which are all standardized by the National
National Institute of Standards and Technology (NIST) in the Federal Information
Processing Standard (FIPS) 186-5 Digital Signature Standard (DSS) [Nat23].

In recent years, quantum computing has become a major anticipated threat to
currently used cryptographic systems (including digital signature schemes) due to
quantum algorithms such as Shor’s algorithm [Sho94, Sho97] and Grover’s algorithm
[Gro96, Gro97]. With this eventual threat, NIST has selected several post-quantum
public key schemes and digital signature schemes for standardization which can be
implemented on classical computers yet are resistant to attacks by quantum comput-
ers. Selected digital signature algorithms include CRYSTALS-Dilithium [DKL+18]
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(standardized in FIPS 204 [Nat24a]), SPHINCS+ [ABB+22] (standardized in FIPS
205 [Nat24b]), and FALCON [PFH+20] (FIPS upcoming).

One of the most popular areas of post-quantum cryptography is lattice-based
cryptography, which CRYSTALS-Dilithium and FALCON are both based on. For
m ≥ 1 an integer, a subset Λ ⊆ Rm is a lattice if Λ is a discrete additive subgroup of
Rm and no points in Λ are arbitrarily close to each other. Of particular interest in
lattice-based cryptography is a class of lattices known as q-ary lattices. A lattice Λ
is a q-ary lattice if qZm ⊆ Λ ⊂ Zm. Given an integer matrix A, a q-ary lattice may
be defined more explicitly – for instance, via

Λ = L⊥
q (A) = {v ∈ Zm : Av ≡ 0 mod q} .

Several computationally hard problems arise from lattices such as the shortest vec-
tor (SVP), γ-approximate shortest vector (γ-SVP), γ-gap shortest vector (γ-GapSVP),
closest vector (CVP), and bounded distance decoding (BDD) problems (see, e.g.,
[Pla18] and the references within). These hard lattice problems (and several others)
form the basic theoretical foundation for security in many lattice-based cryptographic
schemes. In many of these schemes, more tangible extensions of these problems are
used, such as the learning with errors (LWE) problem and the short integer solutions
(SIS) problem. The basic idea of LWE involves solving noisy linear systems mod-
ulo some paramter q and is at least as hard as some hard lattice problems, a result
proved by Regev in 2005 [Reg05]. Several popular variations of LWE exist and are
used in practice such as module learning with errors (MLWE), which is described more
in-depth alongside SIS in Section 2.3.

In 2018, Bootle et al. [BDE+18] introduced a digital attack based on linear least
squares which is effective against an integer version of the LWE problem known as in-
teger learning with errors (ILWE) in which elements do not undergo reduction modulo
q. Although not always immediately apparent, ILWE is used in some constructions
of lattice-based digital signature schemes when paired with the technique of rejection
sampling (explained in Section 3). The attack in [BDE+18] is applied to a lattice-
based signature scheme known as BLISS [DDLL13] using information obtained via
side-channel attacks to formulate an ILWE instance.

In the signing algorithm of CRYSTALS-Dilithium one step is based on the secu-
rity of ILWE with rejection sampling. Previous other studies have looked at the
effectiveness of this least squares attack against CRYSTALS-Dilithium (see, e.g.,
[LZS+21, UMTS24, CGTZ23, BVC+23, AOVCG25, DKM+25]). However, most of
these attacks base themselves from information based on side-channel leakage. Fur-
thermore, they do not look at the effectiveness of said attack for varying sizes of
parameters. In this paper, we will look at a simpler but more direct approach
to testing the attack from Bootle et al. against the ILWE structure prevalent in
CRYSTALS-Dilithium without leaked information from side-channel attacks. This
approach includes variations to parameters and underlying sampling distributions.
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1.1 Our Contributions

We implement and apply simulations of the attack from Bootle et al. [BDE+18] to
rejection sampling procedures present in schemes such as CRYSTALS-Dilithium to
gauge the effectiveness of the attack. Unlike the approach in [BDE+18] and other
aforementioned works which rely on information obtained via side-channel attacks,
we opt for a more direct formulation of an ILWE instance using only the sample values
obtained from the signing algorithm in CRYSTALS-Dilithium and similar schemes.
In designing the implementation, we use novel techniques for transferring arithmetic
in specific modules to matrix arithmetic over R. We also introduce an algorithm to
handle large sample sizes efficiently for the attacks from [BDE+18]. Our experimental
results highlight the importance of the underlying sampling distributions used in
[DKL+18] and help to highlight a range of parameters which are secure against these
attacks without any assumptions of side-channel leakage that may occur.

1.2 Organization of This Paper

In Section 2, we outline the necessary notation and preliminaries including LWE, SIS,
and the attack from Bootle et al. [BDE+18]. In Section 3, we describe background
on rejection sampling and relevant signature schemes which use rejection sampling
such as BLISS and CRYSTALS-Dilithium. In Section 4 we discuss our implemen-
tation strategies for matrix arithmetic and large sample sizes. Section 5 describes
our simulation framework and experimental results. Section 6 discusses broader ap-
plications of our results, including applications in Intelligent Transportation Systems
(ITS). Section 7 provides for concluding remarks.

2 Preliminaries

2.1 Notation

Let q be a positive integer. We denote Zq = Z ∩ (−q/2, q/2] as the ring of centered
representatives. Integers reduced modulo q are always reduced into this ring. That
is, for α ∈ Z, we have α′ = α mod q as the unique element in Zq such that q divides
α− α′. For n a power of two, define the polynomial rings

R = Z[X]/(Xn + 1) and Rq = Zq[X]/(Xn + 1).

For a polynomial w = w0 + w1X + · · · + wn−1X
n−1 ∈ R (or Rq) or vector w =

(w0, . . . , wn−1) ∈ Rn, we denote the standard 1, 2, and infinity norms as

∥w∥1 =
n−1∑
i=0

|wi|, ∥w∥2 =

√√√√n−1∑
i=0

w2
i , ∥w∥∞ = max

0≤i<n
{|wi|}
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respectively. For the vector w = (w(0), . . . , w(k−1)) ∈ Rk (or Rk
q), we similarly have

∥w∥1 =
k−1∑
j=0

∥w(j)∥1, ∥w∥2 =

√√√√k−1∑
j=0

∥w(j)∥22, ∥w∥∞ = max
0≤j<k

{∥w(j)∥∞}.

For v, w ∈ R we define ⟨v, w⟩ = v0w0 + v1w1 + · · ·+ vn−1wn−1, where the vi and wi’s
are the respective coefficients of the polynomials. When v = (v(0), . . . , v(k−1)),w =
(w(0), . . . , w(k−1)) ∈ Rk, we have ⟨v,w⟩ = ⟨v(0), w(0)⟩+ · · ·+ ⟨v(k−1), w(k−1)⟩.

We denote coeff(v) = (v0, . . . , vn−1) as the coefficient vector of v = v0+v1X+· · ·+
vn−1X

n−1 ∈ R. When v = (v(0), . . . , v(k−1)) ∈ Rk, we use the notation coeff(v) =
(coeff(v(0))|| . . . ||coeff(v(k−1))). We also denote wt(v) as the Hamming weight of
v ∈ R, which is the number of non-zero coefficients of v. When v = (v(0), . . . , v(k−1)) ∈
Rk, we use the notation wt(v) =

∑k−1
j=0 wt(v

(j)).
For a ∈ R, we use ⌊a⌉ to denote the rounding of a to the closest integer, rounding

down in the case of a tie. For a vector or polynomial a, we use ⌊a⌉ to denote the
rounding of each entry or coefficient, respectively.

For a vector a, we denote a[i] as the ith entry of a and a[i:j] as the vector of
length j − i + 1 consisting of entries i through j of a. We extend this notation to a
matrix A, letting A[i, j] denote entry (i, j) of A and A[i:j, k:ℓ] the submatrix of A
consisting of rows i through j and columns k through ℓ.

For a set S, we denote a
$←− S as the uniform random sampling of a from the

set S. For an arbitrary probability distribution χ, we denote a← χ as the sampling
of a from that distribution. We denote Dσ as the discrete Gaussian distribution
over Z with standard deviation σ. Over Z, the discrete Gaussian distribution Dσ

assigns a probability proportional to exp(−πa2/(σ/
√
2π)2) for each a ∈ Z. An n-

dimensional extension of Dσ to Zn (or R) may be constructed by sampling each entry
(or coefficient) from Dσ. We denote this n-dimensional extension as Dn

σ .

2.2 Short Integer Solution Problem

We first introduce several popular problems in lattice-based cryptography which form
the theoretical foundation for security. The first of which is the Short Integer Solu-
tion (SIS) problem, in which one must find a short integer combination of vectors
equivalent to 0 modulo some parameter q. We state the problem more formally in
Definition 2.1 below.

Definition 2.1 (Short Integer Solution (SIS)) Let m, k, q, and β < q be positive
integers. For a randomly-chosen matrix A ← Zm×k

q , the SIS problem is to find x ̸=
0 ∈ Zk such that Ax ≡ 0 mod q and ∥x∥ ≤ β.

Here, the norm ∥·∥ is usually specified to be ∥·∥2 or ∥·∥∞. Observe that the
restriction β < q is necessary to avoid trivial solutions. If β ≥ q, the solution
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x = (q, 0, . . . , 0) ∈ Zm satisfies Ax ≡ 0 mod q for any A,m, k. The problem in
Definition 2.1 was first introduced by Ajtai in [Ajt96], who shows the SIS problem is
as at least as hard as solving some believed-to-be difficult problem for every lattice.
More specifically, solving SIS parameterized by m, k, q, β with A is equivalent to

solving SVP on the q-ary lattice L⊥
q (A). Furthermore, for A

$←− Zm×n
q a solution

x with ∥x∥ ≤ β to SVP in the lattice L⊥
q (A) gives a solution to β

√
n-GapSVP and

β
√
n-SIVP on any n dimensional lattice. We refer the reader to [Ajt96] for more

details.
In practical constructions of cryptosystems, a variation of SIS over modules known

as module short integer solutions (MSIS) is used for advantages in efficiency and
security. We outline the MSIS problem formally in Definition 2.2 below.

Definition 2.2 (Module Short Integer Solution (MSIS)) Letm, k, n, q, and β <
q be positive integers. For a randomly-chosen matrix A← Rm×k

q , the MSIS problem
is to find x ̸= 0 ∈ Rk such that Ax ≡ 0 mod (Xn + 1, q) and ∥x∥ ≤ β.

We remark that although we use the specific rings Rq and R, MSIS can be more
generally defined for any polynomial f(X) of degree n−1 for the rings Zq[X]/(f(X))
and Z[X]/(f(X)) respectively. SIS and MSIS are particularly useful in cryptography
to construct a one-way function (see, e.g., [Ajt96, Mic02, Pei16]). In lattice-based
signature schemes such as CRYSTALS-Dilithium, the the hardness of MSIS is needed
to ensure crucial security assumptions hold such as strong unforgeability [DKL+18].

2.3 Learning With Errors Problem

Another popular and widely used problem in lattice-based cryptography is the Learn-
ing With Errors (LWE) problem. The LWE problem, introduced by Regev in [Reg05],
tasks the solver with finding a solution to a system of noisy linear equations modulo
q. Formally, LWE can be defined as follows.

Definition 2.3 (Learning With Errors (LWE)) Let s ∈ Zk
q fixed and χ a proba-

bility distribution on Z. Suppose A
$←− Zm×k

q and b ∈ Zk
q is computed as b = As+ e

mod q for e← χk. Given (A,b) ∈ Zm×k
q × Zk

q , the LWE problem is to recover s.

Most commonly, χ is chosen to be the discrete Gaussian distribution (i.e., χ = Dσ).
When χ = Dσ with σ ≥ 2

√
k, Regev [Reg05] shows solving LWE on average is at least

as hard as solving some approximate lattice problems quantumly. In [Pei09], Peikert
shows a similar result for a classical reduction given some restrictions on q. For more
details on reductions relating to LWE, see e.g. [Reg05, Pei09, Reg10, MP13].

As in the case of SIS, LWE can be generalized to the module setting which we call
module learning with errors (MLWE). We give the MLWE problem in Definition 2.4
below.
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Definition 2.4 (Module Learning With Errors (MLWE)) Let s ∈ Rk
q fixed and

χ a probability distribution on R. Suppose A
$←− Rm×k

q and b ∈ Rk
q is computed as

b = As + e mod (Xn + 1, q) for e ← χk. Given (A,b) ∈ Rm×k
q × Rk

q , the MLWE
problem is to recover s.

As with LWE, the distribution χ in MLWE is commonly chosen to be discrete
Gaussian (i.e., χ = Dn

σ). In a similar to fashion to MSIS, MLWE is a well-known and
extensively used problem in several areas of lattice-based cryptography. Most relevant
to our work in this paper, the hardness of MLWE forms a significant foundation
for security against key recovery attacks in signature schemes, such as CRYSTALS-
Dilithium [DKL+18].

We should note that in Definitions 2.3 and 2.4, we respectively phrase LWE and
MLWE as the problem of recovering a secret vector s. This is known as the search
version of LWE or MLWE. However, the two problems could instead be given as a
decision problem in which one must decide if (A,b) is constructed as described or
sampled uniform randomly. Though we do not outline the decision version of the
problems in this paper, solving the search version and the decision version of LWE
(or MLWE) is actually equivalent.

A lesser known variant of the LWE problem which omits the modular reduction
is introduced by Bootle et al. in [BDE+18]. This variant, known as integer learning
with errors (ILWE), is given below as Definition 2.5.

Definition 2.5 (Integer Learning With Errors (ILWE)) Let s ∈ Zk fixed and
χa, χe probability distributions on Z. Suppose A ← χm×k

a and b ∈ Zk is computed as
b = As + e for e← χk

e . Given (A,b) ∈ Zm×k × Zk, the ILWE problem is to recover
s.

In comparison to the construction in LWE, observe that the entries of b = As +
e are not reduced modulo q in ILWE. The reduction modulo q is a crucial step for
ensuring the hardness of LWE, hence the ILWE problem is less used in the foundations
of forming practical lattice-based cryptographic protocols. However, when paired with
rejection sampling (to be discussed in Section 3), ILWE-like constructions appear in
lattice-based digital signatures such as BLISS and Dilithium.

2.4 Attacks on ILWE via Least Squares

After introducing the ILWE problem, [BDE+18] develops and outlines an effective
attack against ILWE based on the linear least squares method (LSM). The attack is
simple and elegant, yet quite effective so long as the number of rows m in the ILWE
instance is large enough and the error distribution χe is subgaussian:
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Definition 2.6 (Subgaussian Variable) Let τ > 0 be a real number. A random
variable X over R is said to be τ -subgaussian if for all u ∈ R,

E[exp(uX)] ≤ exp

(
τ 2u2

2

)
.

A τ -subgaussian probability distribution is defined similarly.

The term subgaussian is a broad term that applies to several probability distribu-
tions common in LWE and ILWE. For instance, the discrete Gaussian distribution Dσ

is σ√
2π
-subgaussian and the uniform distribution over [−α, α] ∩ Z is α√

2
-subgaussian

[BDE+18]. We now summarize the LSM attack below as Algorithm 1, which we will
commonly refer to as the “LSM attack”.

Attack.LSM(A,b)

Input: A ∈ Rm×n and b ∈ Rm, matrices for an ILWE instance.

Output: s̃ ∈ Rn recovered secret.

Step 1. Compute ŝ := (A⊤A)−1A⊤b.

Step 2. Compute s̃ = ⌊ŝ⌉.
Step 3. Return s̃.

Algorithm 1: LSM Attack on ILWE

The authors in [BDE+18] show that if given sufficiently many ILWE samples (i.e.,
sufficiently many rows m of A), then the attack in Algorithm 1 obtains ŝ satisfying
∥ŝ− s∥∞ < 1/2 with high probability, hence s̃ = s. For the distributions χa and χe,
let us denote σa and σe as their standard deviations respectively. We then have the
Theorem 2.1 below adapted from Theorem 4.5 in [BDE+18].

Theorem 2.1 (adapted from [BDE+18]) Suppose that χa is τa-subgaussian and
χe is τe-subgaussian, and let (A,b = As + e) the data constructed from m samples
of the ILWE with A ← χm×k

a , e ← χk
e , and s ∈ Zk. Then, there exists constants

C1, C2 > 0 such that for all η ≥ 1, if:

m ≥ 4
τ 4a
σ4
a

(C1k + C2η) and m ≥ 32
τ 2e
σ2
a

log(2k)

then the least squares estimator ŝ = (A⊤A)−1A⊤b satisfies ∥s− ŝ∥∞ < 1/2, and
hence s̃ = s, with probability at least 1− 1

2n
− 2−η.

It can be shown that C1 = 28 log 9 and C2 = 29 log 2 in Theorem 2.1. The result of
this theorem indicates that the attack in Algorithm 1 actually does very well against
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ILWE. In fact, the authors of [BDE+18] use this attack in conjunction with information
obtained via side-channel attacks to fully recover secret keys in the BLISS signature
scheme (to be discussed in Section 3.2). Although we take a different approach in
our analyses, this highlights the effectiveness of a reasonable simple attack strategy
against ILWE.

We should emphasize that this attack exploits the underlying mathematical struc-
ture of information known (or deduced) by a party, and hence we consider it as a
digital attack. Although we will discuss the implications of this work and the broader
impact in practical applications in Section 6, no consideration to physical compo-
nents will be considered. Our later experiments conducted with this attack, outlined
in Section 5, use only publicly available digital information.

2.5 Attacks on ILWE via Singular Value Decomposition

An additional attack we describe in this paper comes from Gao [Gao25], which uses a
singular value decomposition (SVD) to solve bounded distance decoding. This algo-
rithm may also be recover the secret s in an ILWE instance. Although not the central
focus of our work, we opt to describe the basics of this attack since it has not been
previously studied in this context. We provide a simplified version of the algorithm
in Algorithm 2 below, and refer the reader to [Gao25] for a more comprehensive view
of the algorithm.

Attack.SVD(A,b)

Input: A ∈ Rm×n and b ∈ Rm, matrices for an ILWE instance.

Output: s̃ ∈ Rn recovered secret.

Step 1. Form the matrix M := (A,−b) and compute and SVD
M = UΣV⊤.

Step 2. Let v = (v1, . . . , vn+1)
⊤ be the last column of V. If vn+1 =

0, abort. Else, continue.

Step 3. For i = 1 to n compute

s̃i = ⌊ vi
vn+1
⌉ ∈ Z.

Step 4. Return s̃ = (s̃1, . . . , s̃n)
⊤.

Algorithm 2: SVD Attack on ILWE

3 Rejection Sampling and Digital Signatures

Rejection sampling, introduced in [vN51], is a common technique used in several
digital signature algorithms to ensure independence of the secret key from signature
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components. The basic idea is to sample elements from some probability distribution
and reject them with some probability. More specifically, for a given probability
distribution f and for some positive constant M ∈ R, a sample u is drawn from f
and accepted with probability g(u)/(M ·f(u)) for some other probability distribution
g. This ensures that our samples actually follow the distribution g. This allows one to
generate samples following the distribution g, while only accessing samples from the
distribution f . Although this describes the basic idea of rejection sampling, we refer
the reader to other works [vN51, DDLL13] for a more detailed and comprehensive
foundation for rejection sampling.

3.1 CRYSTALS-Dilithium

One of the most popular post-quantum digital signature schemes is CRYSTALS-
Dilithium [DKL+18]. In fact, the module-lattice-based digital signature standard
(ML-DSA) standardized by NIST in 2022 [Nat24a] is derived from CRYSTALS-
Dilithium. The overall security of CRYSTALS-Dilithium is based on two well-known
lattice problems: the MSIS (2.2) and MLWE (2.4) problems. In the main signing
algorithm, a rejection sampling procedure is used. We provide an overview of said re-
jection sampling loop below in Algorithm 3. Note that we omit a large majority of the
actual signing procedure for simplicity, as we will only be concerned with this rejection
sampling procedure. The full signing algorithm can be found in [DKL+18, Nat24a].

Dilithium.Samples(k, s, γ, ρ, β)

Input: k ∈ N module rank,

s ∈ Rk secret with coefficients in [−η, η],
γ ∈ N parameter satisfying ∥y∥∞ ≤ γ,

ρ ∈ N Hamming weight of c,

β ∈ N parameter for rejection sampling bound.

Step 1. Sample uniform random y← Rk
q with each polynomial having coeffi-

cients in [−γ + 1, γ].

Step 2. Sample random c ← Rq with coefficients in {0,±1} and Hamming
weight ρ.

Step 3. Compute z := y+ cs ∈ Rk.

Step 4. Reject if ∥z∥∞ ≥ γ − β and go back to Step 2. Else, continue.

Step 5. Return (z, c).

Algorithm 3: Basic Overview of Dilithium’s Rejection Sampling Procedure

We provide some explanations and important observations for a few of these steps.
In Step 2, we need to randomly sample an element of Rq with coefficients in {0,±1}
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and Hamming weight ρ. The standard method for this is to use the SampleInBall

procedure outlined below in Algorithm 4 as done in [DKL+18]. This procedure (or
similarly designed procedures) are fairly standard for hashing to a ball. In our later
experiments, we use a basic implementation of this procedure to generate c ∈ R by
simply generating the coefficients vector of c via Algorithm 4. Careful consideration
and precaution should be used when implementing or using this procedure in practice
however.

SampleInBall(ρ)

Input: ρ ∈ N parameter.

Output: c ∈ {0,±1}n with Hamming weight ρ.

Step 1. Initialize vector c = 0 of length n.

Step 2. For i := (n+ 1)− ρ to n do

j
$←− {1, . . . , i},

c[i] = c[j],

α
$←− {0, 1},

c[j] = (−1)α.
Step 3. Return c.

Algorithm 4: Creating a Random Vector with ρ Entries ±1.

For Step 3, note that we compute z as an element in Rk (i.e., without reducing
coefficients modulo q). Although many specifications note that z should be computed
modulo q, it actually does not make a difference. Since ∥y∥∞ ≤ γ and ∥cs∥∞ ≤ ρ · η,
it is clear that ∥y+ cs∥∞ ≤ γ + ρ · η < q/2 for essentially any reasonable choice of
parameters. Hence reduction modulo q does not occur even when computing in Rk

q .
In Step 4, the value γ−β serves as the rejection sampling bound. We should note

that the parameter β is usually chosen as the maximum possible coefficient of cs for
verification to be correct. In our later experiments, we will consider a slightly different
case since we only are concerned with security of this key recovery attack. Instead of
focusing solely on β, we will consider the more general bound γ−β which appears in
the rejection sampling. For fixed γ, we choose β so that the rejection rate is roughly
50% (more specifically, between 40% and 60% most of the time). The change in β
is most noticeable for smaller parameter experiments which is discussed in Section 5,
where the value of β may sometimes even be negative. This is acceptable for use in
our simulations. We also slightly adjust ρ in our experiments, the Hamming weight
of c for different scenarios.
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3.2 BLISS

In [BDE+18], which introduces the attack described in Section 2.4, the authors apply
the LSM attack to BLISS (Bimodal Lattice Signature Scheme) [DDLL13]. Though
the structure of BLISS has a quite similar structure to Dilithium, [BDE+18] applies
the LSM attack in a very different way than we will. Our formulation of an ILWE
instance will be discussed later in Section 4.1. [BDE+18] apply the attack to BLISS
by using a known value of ⟨z, cs⟩ obtained via side-channel attacks. To best describe
their approach, we introduce the main signing algorithm from BLISS (Algorithm 5)
which the attack is used on.

BLISS.Sign(s, pk,m, ζ)

Input: s = (s1, s2) ∈ R2
2q secret,

pk ∈ R2q public key,

m ∈ Rq message,

ζ ∈ [0, 2q − 1] with ζ · (q − 2) = 1 mod 2q.

Output: (z = (z1, z
′
2), c) ∈ R2

2q ×R signature.

Step 1. Sample y1, y2 ← Dn
σ .

Step 2. Compute u := ζ · pk · y1 + y2 mod 2q.

Step 3. Compute c := H(⌊u⌉d mod p,m) ∈ R.
Step 4. Sample b

$←− {0, 1} and compute

z1 := y1 + (−1)bs1c,
z2 := y2 + (−1)bs2c.

Step 5. Continue with probability 1/(Mexp(−∥sc∥22 /(2σ2))cosh(⟨z, sc⟩)).
Else, go back to Step 1.

Step 6. Compute z′2 := (⌊u⌉d − ⌊u− z2⌉d) mod p.

Step 7. Return (z = (z1, z
′
2), c).

Algorithm 5: BLISS Signing Algorithm

We omit several finer details of Algorithm 5. This includes generation of pk, the
notation ⌊·⌉d, and some additional parameters like M and p. H is a hash to a ball
(e.g., SampleInBall). We refer the reader to [DDLL13] for a more comprehensive
outlook on the BLISS signing algorithm. Observe however that the internal structure
of the signing algorithm is quite similar to Dilithium, computing

z1 := y1 + (−1)bs1c,
z2 := y2 + (−1)bs2c,
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with z = (z1, z2), y = (y1, y2), and s = (s1, s2). That is, z ∈ R2 satisfies

z := y± cs ∈ R2.

Though there are several other differences between the signing algorithms, we take
particular notice of the rejection sampling step. In BLISS, signatures are rejection
with some probability, whereas Dilithium rejects them based on the infinity norm of
part of the sample.

To formulate an ILWE instance based on the structure of BLISS signatures, [BDE+18]
show that ⟨z, cs⟩ = ⟨a, s⟩+ e with

a = (z1c
∗, 2dz′2c

∗) and e = ⟨z2 − 2dz′2, s2c⟩.

Here, c∗ is the conjugate of c with respect to the inner product. For many samples,
an ILWE may be constructed with the matrix A with rows consisting of each a and
the entries of b consisting of each ⟨z, cs⟩ recovered from side-channel attacks.

It can be shown that the e described above follows some bounded distribution χe

with variance

σ2
e ≈

22d

3
(δ1 + 4δ2)nρ

for some δ1 and δ2. On the other hand, a follows some distribution χa with variance

σ2
a = ρ · Var(Dσ)

for the underlying discrete gaussian distribution Dσ. The main observation to make
is that generally we will have σ2

e > σ2
a. This is true for all the example parameter

choices used in [BDE+18].

4 Implementation Strategies

In this section, we outline our techniques for implementing our attack simulations.
We specifically apply the attacks to outputs of Algorithm 3. Said otherwise, given
many samples of the form (zi, ci) ∈ Rk with

zi = yi + cis ∈ Rk (1)

we wish to attempt to recover s using the attack from Bootle et al and Gao. The
attacks have been implemented in release R2023b (version 23.2) of MATLAB, which
utilizes matrix operations over R. For this to be successfully done, there are two
techniques we use: converting polynomial arithmetic in R to matrices over R, and an
algorithms for handling large sample sizes.
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4.1 Arithmetic in R via Matrices Over R

In formulating the ILWE instance and discussing algorithms of implementing the de-
scribed attack, it will be useful to consider the problem of recovering s with many
samples in the form of equation (1) as a problem over integer (and real) matrices.
For any two polynomials f ∈ R and g ∈ R, write

f = f0 + f1X + · · ·+ fn−1X
n−1,

g = g0 + g1X + · · ·+ gn−1X
n−1.

Define the matrix F ∈ Zn×n and vector G ∈ Zn via

F =


f0 −fn−1 −fn−2 −fn−3 · · · −f1
f1 f0 −fn−1 −fn−2 · · · −f2
f2 f1 f0 −fn−1 · · · −f3
...

...
...

...
. . .

...
fn−1 fn−2 fn−3 fn−4 · · · f0

 , G =


g0
g1
g2
...

gn−1

 .

Here, F is simply the matrix representation of f ∈ R under the ordered monomial
basis (1, X, . . . , Xn−1) of R. We then claim that we can compute the coefficients of
fg mod Xn + 1 by the matrix-vector product using the defined F and G. That is,

coeff(fg mod Xn + 1) = FG.

In practice, computing the matrix-vector product is actually less efficient than com-
puting the polynomial product and reducing moduloXn+1. Computing fg mod Xn+
1 takes O(n log n) operations using a number theoretic transform (see, e.g., [SSM+23])
whereas the product FG is naively O(n2). This matrix-vector product will be used
for crafting our ILWE instance however.

We can extend the above ideas to the product fg ∈ Rk for f ∈ R and g ∈ Rk in
the following way. Write

g = (g(0), g(1), . . . , g(k−1)) ∈ Rk

and let G(j) be the coefficient vector of g(j). Define matrix F̃ ∈ Znk×nk and vector
G̃ ∈ Znk via

F̃ =


F

F
. . .

F

 , G̃ =


G(0)

G(1)

...

G(n−1)

 .

Then,
coeff(fg mod Xn + 1) = F̃G̃.
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In regards to our specific problem, observe that each sample (zi, ci) ∈ Rk
q ×Rq may

be represented by a matrix C̃i ∈ Znk×nk and a vector Z̃i ∈ Znk. Supposing we have
access to m samples, recovering s can then be done by solving an ILWE instance with

A =


C̃1

C̃2
...

C̃m

 ∈ Zmnk×nk, b =


Z̃1

Z̃2
...

Z̃m

 ∈ Zmnk.

4.2 Handling Large Sample Sizes

The matrix A for the ILWE instance described has mnk rows, which clearly will be
difficult to deal with for large sample sizes m. Computing the least squares estimator
for a matrix of size mnk×nk can be done in O(mn2k2). Below we show an algorithm
with this complexity (Algorithm 6), specifically catered to the structure of samples
in R with real matrices.

Samples.LSM(m)

Input: m number of samples used.

Output: x least squares estimator obtained for m samples.

Step 1. Initialize the (kn+ 1)× (kn+ 1) matrix B := 0.

Step 2. For i := 1 to m do

(a) Get Sample D := (C̃||Z̃) ∈ Rkn×(kn+1),

(b) Compute B := B+D⊤D.

Step 3. Solve B[1:kn, 1:kn]x = B[1:kn, kn+ 1].

Step 4. Return x.

Algorithm 6: LSM Algorithm for Large Samples

In Step 2 of Algorithm 6, (C̃||Z̃) is the matrix representation of the sample (z, c).
Recall also that B[1:kn, 1:kn] denotes the submatrix of B consisting of the first kn
rows and first kn columns and B[1:kn, kn + 1] the submatrix consisting of the first
kn rows and the last column of B. We now give a brief description of why Algorithm
6 works. For an ILWE instance with A and b, let M = (A||b). Then note that

M⊤M =

[
A⊤A A⊤b

b⊤A b⊤b

]
.
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If

M =


B1

B2
...

Bm

 ,

then we have M⊤M =
∑m

i=1B
⊤
i Bi. We can compute x = (A⊤A)−1A⊤b by solving

a linear system with portions of M⊤M. This gives the Algorithm 6 above, as each
Bi here is constructed with the matrix representations of the samples Bi = (C̃i||Z̃i).

4.2.1 Large Sampling Algorithms for SVD

Algorithm 6 can be easily modified to work for the attack introduced by Gao described
in Section 2.5 as well. We give the modification as a separate algorithm in Algorithm
7.

Samples.SVD(m)

Input: m number of samples used.

Output: v the last column of V in SVD obtained for m samples.

Step 1. Initialize the (kn+ 1)× (kn+ 1) matrix B := 0.

Step 2. For i := 1 to m do

(a) Get Sample D := (C̃|| − Z̃) ∈ Rkn×(kn+1),

(b) Compute B := B+D⊤D.

Step 3. Compute the SVD B = VΣV⊤.

Step 4. Return v = V[1:kn+ 1, kn+ 1], the last column of V.

Algorithm 7: SVD Algorithm for Large Samples

For an ILWE instance, suppose the matrixM = (A||−b) has an SVDM = UΣVT .
Then an SVD of M⊤M is given by

M⊤M = VΣ⊤ΣV⊤.

In fact, any SVD of M⊤M gives rise to a matrix V for an SVD of M. So, we only
need to compute M⊤M, then compute an SVD of M⊤M to run the attack. Though
we do not outline the experimental results of this algorithm in our paper, we note
that Algorithm 7 can in fact be used to apply the attack from Algorithm 2 for large
sample instances of ILWE.
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5 Experimental Model and Results

5.1 Attack Model

The strategies outlined in Sections 4.1 and 4.2 are used to simulate the two attacks
outlined in Section 2.4. We begin by describing our overall attack model used to
evaluate the effectiveness of these attacks. Our workflow for these simulations follows
the general framework below:

1. Fix parameters n, ρ, k, η, randomly choose a secret s ∈ Rk with coefficients in
[−η, η], and set γ, β so that the rejection sampling bound we reject roughly
about 50% of our samples (through trial and error).

2. For m = 102, 103, 104, and 105, obtain m samples (z, c) in matrix representation
using the implementation techniques from Section 4.

3. Run the attack from Section 2.4 to obtain our recovered s̃.

4. Compute and return ∥s̃− s∥1, discarding the result if s̃ = 0.

The result we obtain with the above workflow is ∥s̃− s∥1. We choose the 1-
norm to measure the “success” of an attack in an attempt to balance the number
of slots recovered with the sizes of coefficients recovered. Notice furthermore that
wt(s̃ − s) ≤ ∥s̃− s∥1 and ∥s̃− s∥∞ ≤ ∥s̃− s∥1, so this result actually serves as a
worst-case bound for both the difference in the largest coefficient and the number of
slots recovered. If ρ and η are known, an obtained result s̃ can be adjusted so that s̃
has the correct weighting and its coefficients are in the correct range.

As mentioned in Section 4, the attacks have been implemented in release R2023b
(version 23.2) of MATLAB. We use a 13th Gen Intel Core i7-1355U 1.70 GHz proces-
sor to run the simulations. We should note however that the processor is largely
irrelevant for these experimental results. Since we obtain a specific s̃ resulting from
the attack which we define out success from, processing power does not matter. A
better processor will allow us to run the attack with more samples (which may result
in better s̃), however the resulting s̃ will be roughly the same so long as the same
number of samples are used.

5.2 Results

We outline our simulation results in Tables 1 to 3 below. Several trials have been
conducted for each parameter combination and each choice of m, with the best result
(i.e., smallest ∥s̃− s∥1) shown in the table. The best result is usually for m =
105 samples. In Table 1, y is generated according to a more general subgaussian
distribution. Specifically, for a parameter α, y is generated in the following way.
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First, v = (v(0), . . . , v(k−1)) ← Rk randomly, with each v(j) having Hamming weight
ρ and coefficients in [−α, α]. y is then computed as

y =

ρ∑
j=1

bj(X
rjv mod Xn + 1),

where each bj
$←− {−1, 1} and each rj

$←− {0, 1, . . . , n − 1}. When computed in this
way, the entries of y follow a (α

√
ρ)-subgaussian distribution. In Tables 2 and 3,

the sampling procedure for y is simpler. y is sampled so that all coefficients are
uniform random from [−γ, γ] ∩ Z. When sampled in this way, the entries of y follow
a (γ/

√
2)-subgaussian distribution.

Table 1: Simulation Results with Subgaussian y

n ρ γ − β α k η
∥s̃− s∥1 Rejection Rate

m = 104 m = 105 m = 104 m = 105

100 39 256 29 1 1 0 0 52.09% 52.59%
100 39 256 26 2 1 0 0 52.09% 52.02%
100 39 256 25 3 1 0 0 54.81% 55.75%
100 39 512 57 1 1 13 0 46.13% 46.06%
100 39 512 54 2 1 30 17 58.58% 59.52%
100 39 512 50 3 1 13 12 51.74% 51.68%
256 75 512 36 1 1 2 0 46.36% 46.67%
256 75 512 33 2 1 5 0 43.68% 43.88%
256 75 512 32 3 1 2 0 47.69% 47.84%

Table 2: Simulation Results with Uniform Random y and Small γ − β

n ρ γ − β k η
∥s̃− s∥1 Rejection Rate

m = 104 m = 105 m = 104 m = 105

100 39 256 1 1 47 52 55.28% 57.14%
100 39 256 2 1 44 44 47.95% 49.24%
100 39 256 3 1 49 46 51.33% 52.68%
100 39 512 1 1 66 63 53.92% 53.63%
100 39 512 2 1 104 90 49.46% 49.26%
100 39 512 3 1 129 131 48.47% 47.14%
256 75 512 1 1 71 59 47.06% 45.85%
256 75 512 2 1 115 68 49.90% 50.64%
256 75 512 3 1 135 49 48.32% 47.62%

Let us make a few initial observations. The first results to take note of are specif-
ically from Table 1. Though these parameters are much smaller than what would be
used in practice, it is clear the least squares attack is quite successful in exact recovery
of s when a more general subgaussian distribution is used (i.e., not uniform).
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Table 3: Simulation Results with Uniform Random y and Large γ − β

n ρ γ − β k η
∥s̃− s∥1 Rejection Rate

m = 104 m = 105 m = 104 m = 105

100 39 4096 3 1 842 318 57.24% 57.06%
100 39 4096 3 2 940 475 57.08% 57.10%
100 39 4096 3 4 1039 638 59.08% 58.68%
100 39 8192 3 1 1850 548 54.56% 55.42%
100 39 8192 3 2 2014 697 54.99% 55.52%
100 39 8192 3 4 1975 886 55.32% 55.36%
256 75 4096 3 1 1753 661 52.78% 52.61%
256 75 4096 3 2 1873 790 60.67% 60.87%
256 75 4096 3 4 1972 1112 75.25% 75.08%

The results in Tables 2 and 3 show that when a uniform distribution is used,
the performance of the LSM is far worse. In Table 3 the recovered secret gives us
a 1-norm which is likely worse than simply guessing a random secret. For chosen n
and k, there are a total of n · k slots which we must try to determine. Furthermore,
we know that are ρ · k nonzero slots. For instance, in the case of n = 100, k = 3,
ρ = 39, η = 1, and γ − β = 4096, there are 300 total slots of the secret s with 117 of
them being ±1 and the rest 0. By randomly choosing a secret ŝ with 117 entries ± 1
we are already guaranteed to have ∥s̃− s∥1 ≤ 417, with the value of ∥s̃− s∥1 likely
being much less than 417. The result in Table 3 is not much better, indicating that
these parameter choices are secure against the tested sample sizes. This is true for
all parameter choices in Table 3. When designing more robust, practical parameter
choices, more consideration with larger sample sizes should be considered.

A quite interesting observation from Table 2 is the size of ∥s̃− s∥1 when using 104

samples versus 105 samples. One would assume more samples accessed would result
in recovered key which is closer to the true key. Although this is true most of the
time, it is not always the case. In fact, 3 out of the 9 parameter instances recovered a
key using 104 samples which was at least as good as the recovered key when using 105

samples for the same parameters. These observations point to evidence that, when
using rejection sampling and formulating an ILWE instance in this way, taking larger
and larger sample sizes may not necessarily result in a better recovered key.

5.2.1 Remarks on Practical Performance of SVD in Key Recovery

We remark that although we implemented the attack by Gao outlined in Section 2.5,
we exclude the experimental results from this paper. For parameter choices similar
to those in Tables 1 - 3, the SVD attack did not come close to recovering the secret
key for any number of samples. In fact, the value of ∥s̃− s∥1 seemed to be large
inconsistent across the number of samples used. For instance, with uniform random
y, n = 100, ρ = 39, γ − β = 256, k = 1, and η = 1 the best value of ∥s̃− s∥1
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with SVD was 139453 with 102 samples. The worst result with SVD for these same
parameters was ∥s̃− s∥1 = 6144515 with 104 samples.

We should note that these performance results do not necessarily mean the SVD
attack does not work or is not effective in a more general case. In fact, when the
coefficients of cs are much larger than the coefficients of y and rejection sampling is
not used, the SVD attack needs much smaller number of samples than the LSM attack,
and the success in full key recovery of the SVD attack is actually quite comparable
to the performance of the attack from Section 2.4. We omit the full results and
discussion on the performance SVD due to the scope of this paper.

6 Applications and Broader Impact

The findings of this study extend beyond theoretical cryptanalysis and hold practical
significance for multiple domains transitioning toward quantum-safe security infras-
tructures. As quantum computing continues to evolve, industries that depend on
the confidentiality and authenticity of digital communication need to reassess the
robustness of their cryptographic foundations. The insights derived from our anal-
ysis directly contribute to the information for this migration by reinforcing security
assurances against recently developed digital attacks.

In the transportation domain, lattice-based digital signature schemes such as
CRYSTALS-Dilithium are anticipated to serve as the foundation for authentica-
tion mechanisms across Intelligent Transportation Systems (ITS), autonomous and
connected vehicles, and Vehicle-to-Everything (V2X) communication infrastructures.
Ensuring secure message signing and verification among vehicles, roadside units, and
cloud servers is essential to prevent message tampering in safety-critical environments.
The resilience insights provided in this work can therefore help to support the design
of secure communication protocols emphasizing low latency and small computational
costs, which are important requirements for use in transportation infrastructures.

Beyond transportation, the implications of this research extend to a variety of crit-
ical infrastructure domains. In finance and digital banking, post-quantum digital sig-
natures will safeguard transaction verification and blockchain-based systems against
quantum-enabled forgeries. In healthcare, lattice-based schemes can protect patient
telemetry and secure communication between medical devices and cloud servers where
message authenticity is vital. The industrial and energy domains, which increasingly
depend on distributed sensor networks and remote-control systems, can also benefit
from our findings to strengthen authentication between edge devices and supervisory
systems. Similarly, defense and aerospace applications, which demand long-term data
confidentiality and secure command chains, can leverage ILWE-informed parameteri-
zation to anticipate and mitigate quantum-era threats.

Collectively, this work bridges the gap between mathematical cryptanalysis and
real-world deployment, emphasizing how subtle variations in lattice-based signature
constructions and parameter selections influence resiliency across security-critical do-
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mains. The results underscore the growing importance of post-quantum readiness
as a cross-domain priority, guiding policymakers, engineers, and system designers to-
ward cryptographic implementations that remain secure in the coming quantum era.
Furthermore, this work will be important to different domain areas in terms of how
post-quantum signature schemes, an integral part of secure post-quantum cryptog-
raphy (PQC) communication, may minimize the computational and communication
latency required for time-sensitive real-world applications.

7 Conclusions

In this paper, we’ve conducted an analysis of the effectiveness of the attack from
Bootle et al. [BDE+18] in the context of rejection sampling procedures present in
digital signature schemes such as CRYSTALS-Dilithium. In particular, we approach
the key recovery problem as an instance of ILWE without any additional information
obtained from side-channel attacks while using matrices in R for representations of
constructed polynomials in R. Additionally, we introduce strategies for handling
large sample sizes with both the least squares and SVD approaches. Our experimental
results show ranges of parameters which are vulnerable to the least squares attack.
The effectiveness of the attack when the underlying sampling distribution is changed
emphasizes the importance of the standard distributions used. We note that, as
expected, the attack is not effective for any parameters used in practice. Additionally,
we outline and discuss the relevance of this work and ILWE-based digital signature
constructions for practical deployment in critical transportation areas such as ITS
and V2X communication. For future work, we plan to pair our simulation results
with results for other strategies targeting ILWE, using this to develop small, robust
ranges of parameters for digital signature schemes utilizing rejection sampling which
may reduce communication latency and computational costs needed for use in ITS
and other practical applications.
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