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Abstract— In this paper, we address two main problems in
the context of covert cyber-attacks in cyber-physical systems
(CPS). First, we aim to investigate and develop necessary and
sufficient conditions in terms of disruption resources of the
CPS that enable adversaries to execute covert cyber-attacks.
These conditions can be utilized to identify the input and
output communication channels that are needed by adversaries
to execute these attacks. Second, this paper introduces and
develops a dynamic coding scheme as a countermeasure against
covert cyber-attacks. Under certain conditions and assuming
the existence of one secure input and two secure output
communication channels, the proposed dynamic coding scheme
prevents adversaries from executing covert cyber-attacks. A
numerical case study of a flight control system is provided to
demonstrate the capabilities of our proposed and developed
dynamic coding scheme.

I. INTRODUCTION

Addressing the problem of cyber-threats in cyber-physical
systems (CPS) has attracted a significant amount of attention
over the past two decades [1]–[6]. Several cases of cyber-
attacks in CPS such as in transportation systems, power
systems and smart grids, and industrial process control
systems have been reported in recent years [7]. Consequently,
it is imperative to study cyber-attacks in CPS and investigate
countermeasure strategies for them.

A certain class of cyber-attacks is referred to as perfectly
undetectable since the impact of the attack signal cannot be
observed in the sensor readings of the CPS [8]. One of the
cyber-attacks that belongs to this class is known as covert
attack. In a covert attack, adversaries inject their desired
attack signals into the input communication channels of the
CPS and eliminate the impact of the injected signals from
sensor readings by compromising the output communication
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channels [4], [9]. Consequently, adversaries need to have
access to disruption resources and system knowledge to carry
out their covert cyber-attacks [5].

In [5], in order to execute covert cyber-attacks, it has been
stated that adversaries need to have access to all actuators
and sensors and to have a full system knowledge. On the
other hand, in [10], authors have shown that in order to
perform covert attacks, it is sufficient for adversaries to know
the Markov parameters of the CPS and to have access to a
certain number of input and output communication channels.
Moreover, in [11], necessary and sufficient conditions for
performing covert attacks are derived in terms of the span of
the controllability matrix of the CPS and its connection with
input channels that are accessible by adversaries. However,
one requires analyzing the span of the controllability matrix
to investigate the stated necessary and sufficient conditions
for performing covert attacks, which may be challenging in
case of large-scale CPS. Consequently, developing and inves-
tigating readily verifiable necessary and sufficient conditions
on the required disruption resources of the CPS for executing
covert cyber-attacks is one of the problems that we aim to
address in this paper.

Considering that the impact of covert cyber-attacks cannot
be observed in the sensor readings, it is challenging to detect
them. Centralized and distributed observer-based methodolo-
gies have been developed in the literature to detect covert
cyber-attacks in large-scale interconnected CPS [6], [12].
In addition to observer-based methodologies, active cyber-
attack detection methodologies such as watermarking meth-
ods, modulations, and coding schemes have been utilized
in the literature to detect stealthy cyber-attacks [10], [13]–
[18]. In [13], a modulation matrix has been employed on the
input communication channels that disrupts the adversary’s
perfect system knowledge for performing covert attacks.
Moreover, authors in [18] have developed and proposed a
multiplicative watermarking method that relies on the output-
to-output gain between the residual of a detection method and
certain performance metrics. Authors in [10] have focused
on targeting the required disruption resources for adversaries
in implementing covert attacks. In [10], a coding scheme is
proposed that under certain conditions increases the number
of required output communication channels that should be
compromised by adversaries to its maximum value.

In this paper we develop a dynamic coding scheme con-
sisting of an encoder on the C&C side of the CPS and a
decoder on the plant side. The control input from the C&C
side will be encoded using the encoder and eventually it
will be decoded on the plant side. Hence, our proposed
dynamic coding scheme does not affect the performance and
control objectives of the CPS. As the main assumption of
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this work, we consider the existence of one secure input and
two secure output communication channels. Hence, under
certain conditions, even if adversaries have knowledge of
the parameters of the coding scheme, they will not be able
to perform covert cyber-attacks in the CPS.

In summary, the contributions of this paper are as follows:
1) Necessary and sufficient conditions under which covert

cyber-attacks can be performed in the CPS are derived.
The developed conditions can be used to determine
which disruption resources in terms of input and output
communication channels of the CPS should be com-
promised to carry out covert attacks.

2) As an active countermeasure against covert attacks, we
develop and propose a dynamic coding scheme. The
proposed dynamic coding scheme includes an encoder
on the C&C side and a decoder on the plant side
of the CPS. Under certain conditions, if there exists
one secure input and two secure output communication
channels, adversaries will not be capable of performing
covert cyber-attacks in the CPS.

As opposed to the derived necessary and sufficient con-
ditions for performing covert attacks in [11] that require
determining the span of the controllability matrix of the CPS,
in our first contribution, we develop necessary and sufficient
conditions that rely on the relative degree of the CPS which
can be computed using simple matrix multiplications. As for
the second contribution of this work, we develop a dynamic
coding scheme for preventing adversaries from performing
covert attacks that relaxes the assumption of having only
one compromised input communication channel for the static
coding scheme that is proposed in [10]. Moreover, in [14],
it is assumed that adversaries do not know the parameters of
the watermarking scheme. However, in this work, we assume
that adversaries know the parameters of our dynamic coding
scheme. Consequently, in comparison to [14] where adver-
saries’ system knowledge is compromised, in our proposed
dynamic coding scheme, adversaries’ disruption resources
are targeted.

II. PROBLEM STATEMENT AND FORMULATION

A. State-Space Representation of the CPS Under Cyber-
Attacks

Let us consider a discrete-time linear time-invariant cyber-
physical system (CPS) represented as follows:

x(k + 1) =Ax(k) +Bu(k) + ω(k),

y(k) =Cx(k) + ν(k), (1)

where x(k) ∈ Rn, u(k) ∈ Rm, and y(k) ∈ Rp denote
the state, the control input, and the sensor measurement,
respectively. The process and measurement noise are denoted
by ω(k) ∈ Rn and ν(k) ∈ Rp as zero-mean Gaussian distri-
butions, respectively. Matrices A, B, and C have appropriate
dimensions.

In presence of actuator and sensor cyber-attacks, the CPS
(1) can be expressed as:

x(k + 1) =Ax(k) +B(u(k) + Laau(k)) + ω(k),

y(k) =Cx(k) +Daay(k) + ν(k), (2)

where au(k) ∈ Rma , ma ≤ m represents the actuator attack
signal and ay(k) ∈ Rpa , pa ≤ p denotes the sensor attack
signal. Additionally, the signatures of actuator and sensor
cyber-attack signals are captured by Ba = BLa and Da,
respectively. Furthermore, in our derivation, we omit the
consideration of noise effects on the CPS and assume that
ω(k) = 0 and ν(k) = 0 for all k ≥ 0. Nevertheless, to
demonstrate the robustness of our proposed methodologies
against noise, the numerical case study in Section V is
conducted in presence of both process and sensor noise.

Consider Ia = {ua
1, . . . , u

a
ma

} and Sa = {sa
1, . . . , s

a
pa
} as

the index sets of compromised input and output communi-
cation channels with |Ia| = ma and |Sa| = pa, respectively,
where ua

i belongs to the set of inputs {u1, . . . , um}, for
i = 1, . . . ,ma, sa

q belongs to the set of outputs { y1, . . . , yp},
for q = 1, . . . , pa, and |·| denotes the cardinality of a set. The
matrices La and Da are defined with entries corresponding to
the compromised elements in the communication channels.
We have La = [lua

1
, . . . , lua

ma
], where li ∈ Rm is a vector

with all its entries equal to zero except for the i-th element
that is equal to one, for i = ua

1, . . . , u
a
ma

. Moreover, Da =
[dsa

1
, . . . , dsa

pa
], where all entries of dq ∈ Rp are zero except

for the q-th element, for q = sa
1, . . . , s

a
pa

.
The following definition and lemma are required in the

remainder of the paper.
Definition 1 (Left-Invertibility [19]): For system (1), let

x(0) = 0, ω(k) = 0, and ν(k) = 0. The triple (C,A,B) is
left-invertible if for any y(k) = 0, ∀k ≥ 0, one has u(k) = 0,
∀k ≥ 0.

Lemma 1 ( [19]): The triple (C,A,B) is left-invertible if
and only if rank(P (λ)) = n + m for all but finitely many
λ ∈ C, where

P (λ) =

[
λI −A −B

C 0

]
, (3)

is the Rosenbrock system matrix.

B. Input/Output Model of the CPS Under Cyber-Attacks

In this section, we present the Input/Output (I/O) model for
the CPS (2) within a specified time window. Subsequently,
we define perfectly undetectable cyber-attacks in terms of
the I/O model.

The I/O model of the CPS (2) over the time window
{0, 1, . . . , N − 1} for N ≥ n can be represented as:

Y (N) =ONx(0) + CNU(N) + CaUa(N) +DaYa(N), (4)

where Y (N) = [y(0)⊤, y(1)⊤, . . . , y(N − 1)⊤]⊤ represents
the output of the I/O model. Other vectors, i.e. U(N) for
inputs, Ua(N) for actuator attack signals, and Ya(N) for
sensor attack signals, are defined in a similar way. Moreover,
Da = IN ⊗Da.



The matrices ON, CN, and Ca are structured as follows:

ON =


C
CA

...
CAN−1

 , CN =


0 0 · · · 0

CB 0 · · · 0
...

...
. . .

...
CAN−2B CAN−3B · · · 0

 ,

(5)

Ca =


0 0 · · · 0

CBa 0 · · · 0
...

...
. . .

...
CAN−2Ba CAN−3Ba · · · 0

 . (6)

Let Y(x(0), U(N), Ǔa(N)) denote the output of the I/O
model in (4) over the time window {0, 1, . . . , N − 1}.
This function depends on the initial state x(0), the vector of
control inputs U(N), and the vector of attack signals denoted
by Ǔa(N) = [Ua(N)⊤, Ya(N)⊤]⊤.

C. Objectives
We have two objectives in this paper. Our first objective is

to investigate and study necessary and sufficient conditions
in terms of disruption resources under which adversaries are
capable of performing covert cyber-attacks. These conditions
determine input and output communication channels that
should be attacked by adversaries to execute covert attacks
in the CPS. As for our second objective, we develop and
propose a dynamic coding scheme as a countermeasure
against covert attacks that could be utilized by the CPS
operators. Hence, in presence of the proposed dynamic
coding scheme, if CPS operators secure 1 input and 2 output
communication channels, adversaries will not be capable of
performing covert cyber-attacks in the CPS.

III. COVERT CYBER-ATTACKS

According to [4], in the case of covert attacks, adversaries
compromise both input and output communication channels
of the CPS and design their attack signals au(k) ̸= 0 and
ay(k) ̸= 0 such that the impact of actuator attacks cannot
be observed in the transmitted sensor measurements to the
C&C side of the CPS. In the following, a definition for covert
cyber-attacks is given in terms of the I/O model of the CPS
(4).

Definition 2 (Covert Cyber-Attacks): The attack signal
Ǔa(N) = [Ua(N)⊤, Ya(N)⊤]⊤ in the I/O model of the CPS
(4) is designated as a covert cyber-attack if for Ua(N) ̸=
0 and Ya(N) ̸= 0, one has Y(x(0), U(N), Ǔa(N)) =
Y(x(0), U(N), 0), ∀N ≥ 1 for any x(0) and U(N), i.e.,
CaUa(N) +DaYa(N) = 0.

Since in Definition 2, it is considered that au(k) and ay(k)
are nonzero, in the case of covert attacks, there should exist
at least one compromised actuator and one compromised
sensor in the CPS. In order to further investigate covert
cyber-attacks, we need to define a relative degree of the CPS
(2).

Definition 3: Consider the CPS (2). Let Cq denote the q-
th row of C, for q = 1, . . . , p. The relative degree of the q-th
output with respect to au(k) is rqa if CqA

iq−1Ba = 0, ∀iq =
1, . . . , rqa − 1, and CqA

rqa −1Ba ̸= 0. If CqA
iq−1Ba = 0

for any positive integer iq , the relative degree of the q-th

output with respect to au(k) is undefined and we set rqa = ∞.
Moreover, one has ra = min{r1a , . . . , r

p
a }.

The relative degree rqa quantifies the delay before the
actuator attack signal au(k) affects the q-th output. If the
relative degree is undefined, i.e., rqa = ∞, it implies that the
attack signal does not influence the q-th output at any finite
time, which implies that the attack is entirely decoupled from
that particular output.

We are now in a position to provide necessary and
sufficient conditions under which covert cyber-attacks in the
sense of Definition 2 can be carried out in the I/O model of
the CPS (4).

Theorem 1: Given any actuator cyber-attack signal
au(k) ∈ Rma , a covert attack in the sense of Definition 2
can be executed in the CPS (4) if and only if relative
degrees for corresponding outputs of triples (C,A,Ba)
and (D∗

a C,A,Ba) are either equal or cannot be
defined as per Definition 3, where D∗

a = DaD
⊤
a , i.e.,

CqA
rqa −1Ba = (D∗

a C)qA
rqa −1Ba, for q = 1, . . . , p, where

(D∗
a C)q denotes the q-th row of D∗

a C.
Proof: It follows from Definition 2 that in the case of

covert attacks, adversaries should design the actuator attack
signal au(k) and the sensor attack signal ay(k) such that the
following conditions hold:

CAra−1Baau(0) +Daay(ra) = 0, (7a)

CAraBaau(0) + CAra−1Baau(1) +Daay(ra + 1) = 0,
(7b)

...

CAN−2Baau(0) + CAN−3Baau(1) + CAN−4Baau(2)

+ · · ·+ CAra−1Baau(N − 2) +Daay(N − 1) = 0. (7c)

Consequently, in order to cancel out the impact of actuator
attacks in (7), adversaries need to design the sensor attack
signal in the following form:

ay(j) = −
j−ra∑
γ=0

D⊤
a CAra+γ−1Baau(j − γ − ra), (8)

for j = ra, . . . , N − 1, and ay(j) = 0 for j = 0, . . . , ra − 1.
Necessary Condition: Suppose (7) holds and relative

degrees of triples (C,A,Ba) and (D∗
a C,A,Ba) are not equal.

Given the definition of D∗
a , the relative degree of the q-th

row of D∗
a C with respect to the actuator attack signal au(k)

is either equal to that of Cq and au(k) or does not exist.
Consider ŝ ∈ Sa as a sensor at which CŝA

rŝa −1Ba ̸= 0 and
(D∗

a C)ŝA
rŝa −1Ba = 0, where (D∗

a C)ŝ denotes the ŝ-th row
of D∗

a C.
Considering (8), let us rewrite the left-hand side of the

j-th equation of (7) in the following form:

[(Ip−D∗
a )CAra−1Ba · · · (Ip−D∗

a )CAra+j−1Ba]

au(j − 1)
...

au(0)

 ,

(9)
for j = ra, . . . , N − 1. Consequently, (7) holds if and only
if all rows of (9) are equal to zero. However, since we are
considering any actuator attack signal, and CŝA

rŝa −1Ba ̸= 0



and (D∗
a C)ŝA

rŝ−1Ba = 0, there exists at least one nonzero
row in (9), i.e., the row that corresponds to the ŝ-th sensor,
which contradicts the assumption.

Sufficient Condition: Assume that the relative degrees of
triples (C,A,Ba) and (D∗

a C,A,Ba) for all the sensors are
equal. Hence, CqA

iBa = (D∗
a C)qA

iBa, for any i ∈ N and
∀q ∈ {1, . . . , p}. The latter implies that (8) is the solution
to (7), and all rows in (9) are equal to zero. This completes
the proof of the theorem.

Remark 1: Consider the case where the hypothesis of
Theorem 1 does not hold. Consequently, as per Definition 1,
if the triple ((Ip − D∗

a )C,A,Ba) is not left-invertible (see
[19] for more details), adversaries can design a certain
actuator attack signal au(k) that makes (9) equal to zero
despite having (Ip −D∗

a )CAra−1Ba ̸= 0. The latter implies
that adversaries can design an actuator attack signal such that
its impact on the not compromised sensors, i.e, Ip − D∗

a ,
becomes zero, while the impact of an arbitrary actuator
attack signal would show up in the not compromised sensors.
However, in this case, the actuator attack signal au(k) should
be specifically designed to make (9) equal to zero whereas
in Theorem 1, if the conditions are satisfied, adversaries
can perform covert attacks for any arbitrary actuator attack
signal. Hence, it can be concluded that Theorem 1 provides
necessary and sufficient conditions for covert attacks when
the actuator attack signal is arbitrary.

Example 1: Let A = B = C = I2, where I2 =
[1, 0; 0, 1]. Moreover, consider the case where both actuators
and the first sensor are compromised, i.e., Ba = B and
Da = [1, 0]⊤. Relative degrees for the first and the second
outputs of the triple (C,A,Ba) are equal to 1. Also, the
relative degree corresponding to the first row of D∗

a C for
the triple (D∗

a C,A,Ba) is 1 and that for the second row is
undefined, i.e, r2a = ∞. Hence, the hypothesis of Theorem 1
does not hold since CqA

rqa −1Ba ̸= (D∗
a C)qA

rqa −1Ba for
q = 2, which implies that a covert cyber-attack with an
arbitrary actuator attack signal cannot be executed. However,
following Remark 1, the triple ((Ip − D∗

a )C,A,Ba) is not
left-invertible according to Lemma 1. Therefore, if one
designs an actuator attack signal au(k) = [1, 0]⊤, it will
only impact the first sensor, since C2A

kBa = [0, 1], and
one has C2A

kBaau(k) = 0, ∀k ≥ 0. Considering that the
first sensor is compromised, adversaries can design a sensor
attack signal ay(k) to remove the impact of au(k) from the
sensor measurement and perform a covert cyber-attack in the
sense of Definition 2.

Corollary 1: Assume that the hypothesis of Theorem 1
holds. Given any au(k) ∈ Rma , the sensor attack signal in a
covert cyber-attack can be expressed by

ay(k) = −
k−ra∑
γ=0

D⊤
a CAra+γ−1Baau(k − γ − ra),

for k ≥ ra, and ay(k) = 0 for k < ra.
Proof: The proof follows along similar lines to that of

Theorem 1 and is omitted for the sake of brevity.
The conditions derived in Theorem 1 and Corollary 1 for

the CPS (2) rely on certain elements within CN, namely,
the Markov parameters, which are defined by (5). Therefore,
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Fig. 1. The dynamic coding scheme, where ue(k) is the output of the
encoder and ud(k) is the output of the decoder.

through the application of methodologies in [20]–[23], and
by utilizing results presented in Theorem 1 and Corollary 1,
one can investigate the vulnerability of the CPS to covert
cyber-attacks by employing a data-driven approach.

IV. THE CODING SCHEME

In this section, a dynamic coding scheme on the input
communication channels is developed and proposed which
can be used to prevent adversaries from performing covert
attacks. The coding scheme is designed such that having
only one secure input and two secure output communication
channels will result in preventing adversaries from executing
covert cyber-attacks.

Remark 2: It should be noted that the dynamic coding
scheme can also be implemented on the output commu-
nication channels. However, the design steps and required
assumptions will be similar to the case of having the
coding scheme on the input communication channels since
the location of the coding scheme does not provide one
with extra mathematical redundancy. Also, having coding
schemes on both input and output communication channels
would provide one with a more complicated design problem
which may not necessarily lead to having more relaxed
assumptions.

On the Command and Control (C&C) side of the CPS, an
encoder, represented as E , and on the plant side, a decoder,
denoted as D, have been designed. The CPS and the dynamic
coding scheme are depicted in Fig. 1. Dynamics of the
encoder and the decoder which are located on the input
communication channels of the CPS, are expressed by

E :

{
xe(k + 1) = Aexe(k) +Beu(k),

ue(k) = Cexe(k) +Deu(k),
(10)

D :

{
xd(k + 1) = Adxd(k) +Bd(ue(k) + Laau(k)),

ud(k) = Cdxd(k) +Dd(ue(k) + Laau(k)),
(11)



where xe(k), xd(k) ∈ Rm and ue(k), ud(k) ∈ Rm represent
the states and outputs of the encoder E and the decoder D,
respectively. It is important to note that the initial conditions
are xe(0) = xd(0) = 0. The subsequent lemma lays down the
necessary and sufficient conditions that establish the decoder
D as the inverse of E , ensuring that when au(k) = 0, we have
ud(k) = u(k) for all k ≥ 0.

Lemma 2 ( [14]): Let au(k) = 0. One has ud(k) = u(k),
∀k ≥ 0, if and only if there exists an invertible matrix T
satisfying the following conditions:

DdCe + CdT = 0, T−1BdDe = Be, Dd = D−1
e ,

T−1AdT + T−1BdCe = T−1AdT −BeCdT = Ae.
The following assumption holds throughout the paper.
Assumption 1: The encoder (10) and the decoder (11) are

constructed based on Lemma 2. Additionally, it is assumed
that adversaries have knowledge on the parameters of both
the encoder E and the decoder D.

In presence of E and D, the dynamics of the CPS (2) can
be described as follows:

x(k + 1) =Ax(k) +Bud(k) + ω(k),

y(k) =Cx(k) +Daay(k) + ν(k).
(12)

Consequently, the I/O model of the CPS (12) takes the
following form:

Y (N) =ONx(0) + CNU(N) + CNCdUa(N) +DaYa(N)

CωW (N) + V (N),
(13)

where

Cd =


DdLa 0 · · · 0

CdBdLa DdLa · · · 0
...

...
. . .

...
CdA

N−2
d BdLa CdA

N−3
d BdLa · · · DdLa

 .

The presence of the coding scheme leads to the appearance
of actuator attack signal impact as CNCdUa(N) in the sensor
measurements. Given the existence of the coding scheme in
(12), we need to redefine the relative degree of our system.

Definition 4: The relative degree of the q-th output of
the CPS (12) with respect to the actuator attack signal
au(k) is rqd if CqA

iqBDdLa = 0 for all iq < rqd − 1 and
CqA

rqd −1BDdLa ̸= 0, for q = 1, . . . , p, where Cq represents
the q-th row of C. If for any positive integer iq one has
CqA

iqBDdLa = 0, the relative degree for the q-th output
with respect to au(k) cannot be defined and we set it to ∞.
Also, we define rd = min{r1d , . . . , r

p
d}.

The following assumption holds throughout this section.
Assumption 2: For the CPS (12), there exist at least

one secure input communication channel and two secure
output communication channels, i.e., rank(La) < m and
rank(Da) < p− 1.

A. Design Specifications of the Dynamic Coding Scheme for
Securing the CPS Against Covert Cyber-Attacks

In presence of the coding scheme and in case of covert
attacks, adversaries may try to use sensor attack signals to
eliminate the impact of actuator attack signals from output
measurements. Hence, the proposed coding scheme should

satisfy two requirements. First, when there exists a secure
input communication channel, the impact of the coding
scheme cannot be canceled out through actuator attack
signals. Second, the coding matrices should be designed
such that actuator attack signals will affect all the sensor
measurements. Under the latter condition, adversaries need
to have access to all output communication channels to
eliminate the impact of their actuator cyber-attacks from
sensor measurements. Design specifications on E and D are
provided in the following theorem.

Theorem 2: Under Assumption 2, consider qs1 and qs2
as two secure output communication channels. For the CPS
(12), adversaries cannot perform covert cyber-attacks in the
sense of Definition 2 if the following conditions are satisfied:

1) Cqs1A
rd−1BDdLa = 0,

2) ker(Cqs2A
rd−1BDdLa) ∩ ker(Cqs1A

rdBDdLa) = 0,
3) Cqs1A

rd−1BCdBdLa = 0.
Proof: Adversaries need to design their attack signals

such that CNCdUa(N) + DaYa(N) = 0. Hence, at the rd-th
and rd + 1-th instances of the output, actuator and sensor
attack signals should satisfy the following:

CArd−1BDdLaau(0) +Daay(rd) = 0, (14a)

CArdBDdLaau(0) + CArd−1BCdBdLaau(0)

+ CArd−1BDdLaau(1) +Daay(rd + 1) = 0. (14b)

Under Assumption 2, measurements that are transmitted
through the communication channels qs1 and qs2 cannot be
manipulated by means of sensor attacks. Moreover since in
Condition 1) we have Cqs1A

rd−1BDdLa = 0, in order to
satisfy (14a), the actuator attack signal should be designed
such that au(0) ∈ ker(Cqs2A

rd−1BDdLa). Furthermore, it
follows from Condition 2) that Cqs1A

rdBDdLaau(0) ̸= 0.
Since qs1 is a secure output communication channel and as
per Conditions 1) and 3) we have Cqs1A

rd−1BDdLaau(1) =
0 and Cqs1A

rd−1BCdBdLaau(0) = 0, respectively, the impact
of au(0) cannot be removed from the qs1-th communication
channel and (14b) cannot be satisfied. This completes the
proof of the theorem.

The main objective in Theorem 2 is to design the coding
scheme such that the impact of actuator attack signals show
up in the sensor measurements that are secured. Moreover,
the proposed design specifications in Theorem 2 ensure
that adversaries are not capable of removing the impact of
their actuator attacks from sensor measurements that are
transmitted through secure output communication channels
qs1 and qs2. Hence, as the main implication of Theorem 2,
the CPS operators can prevent adversaries from executing
covert attacks by securing 3 input and output communication
channels and employing the proposed coding scheme in this
subsection.

According to Theorem 2, in order to design the cod-
ing scheme, Dd should satisfy Cqs1A

rd−1BDdLa = 0
and ker(Cqs2A

rd−1BDdLa) ∩ ker(Cqs1A
rdBDdLa) = 0,

simultaneously. Consequently, Cd and Bd should satisfy
Cqs1A

rd−1BCdBdLa = 0, where one simple design choice
could be CdBd = Dd. Also, Theorem 2 does not impose any
design conditions on Ad. After designing the decoder D, the
encoder E should be developed as per Lemma 2.



V. NUMERICAL CASE STUDY: FLIGHT CONTROL
SYSTEM OF A FIGHTER AIRCRAFT

In this section, we study covert cyber-attacks, as per
Definition 2, in the flight control system of a fighter aircraft.
Dynamics of the linearized aircraft system with the sampling
period of Ts = 0.5 (s) are given by [24], [25]

A =


1.0214 0.0054 0.0003 0.4176 −0.0013

0 0.6307 0.0821 0 −0.3792
0 −3.4485 0.3779 0 1.1569

1.1199 0.0024 0.0001 1.0374 −0.0003
0 0.3802 −0.0156 0 0.8062

 ,

B =


0.1823 −0.1798 −0.1795 0.0008

0 −0.0639 0.0639 0.1397
0 −1.5840 1.5840 0.2936

0.8075 −0.6456 −0.6456 0.0013
0 −0.1005 0.1005 −0.4114

 ,

C =

1 0 0 0 0
0 1 0 0 0
0 0 1 0 0

 .

Executing Covert Cyber-Attacks (Theorem 1): We
consider scenarios where each actuator of the system is
attacked separately. If the first input channel is compromised
by adversaries, i.e., La = [1, 0, 0, 0], we have r1a = 1 and
C1A

r1a −1Ba = [0.1823, 0, 0]⊤, where by definition Ba =
BLa. Moreover, according to Definition 3, assuming that
only the first input communication channel is compromised,
a relative degree cannot be defined for the second and the
third outputs since CqA

iqBa = 0, for any positive integer
iq and q = 2 and 3. Hence, adversaries need to only com-
promise the first output communication channel to satisfy the
condition C1A

r1a −1Ba = (D∗
a C)1A

rqa −1Ba in Theorem 1 and
perform a covert cyber-attack, i.e., Da = [1, 0, 0]⊤.

Following Corollary 1, we design a covert attack signal
for the case where only the first input and the first output
communication channels of the flight control system are
under cyber-attacks. As shown in Fig. 2, in presence of
system and process noise, a covert cyber-attack is executed
and the sensor measurements are close to zero while the
values of states are increasing and become unstable.

Having either the second or the third or the fourth input
communication channels compromised yields a relative de-
gree equal to 1 for all the outputs, i.e., ra = 1 for q = 1, 2, 3
if La = [0, 1, 0, 0] or La = [0, 0, 1, 0] or La = [0, 0, 0, 1].
Consequently, in order to execute covert attacks, when any
actuator other than the first one is under cyber-attacks,
adversaries need to compromise all 3 output communication
channels of the system to satisfy the condition CqA

rqa −1Ba =
(D∗

a C)qA
rqa −1Ba in Theorem 1, for q = 1, . . . , 3.

The Coding Scheme (Theorem 2): Our objective is to
make the flight control system secure against covert cyber-
attacks. Under Assumption 1, an encoder E and a decoder D
with their dynamics given by (10) and (11) are considered,
respectively. As per Assumption 2, we consider that the
actuator 1 and sensors 1 and 2 are secured, i.e., qs1 = 1 and
qs2 = 2. Moreover, the decoder D and the encoder E satisfy
the conditions in Theorem 2. The characteristic matrices of
the encoder and the decoder are Ad = I4, Cd = −Dd,
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Fig. 2. Covert cyber-attack while the first input and the first output
communication channels are compromised.

Bd = Dd, De = D−1
d , Be = I4, Ce = −B−1

d BeCd,
Ae = Ad −BeCd, and

Dd =

1 0.575 −0.0026 0.574
0 0.7911 0.0009 −0.2085
0 −0.2085 0.0009 0.7918
0 0.0009 1 0.0009

 .

Considering that the first and the second sensors are
secured, we design the actuator attack signal such that its
impact on these two sensors is zero. In order to achieve
this goal, we have used the results in [26], [27] to design
the actuator attack signal to be a controllable cyber-attack
that its impact cannot be observed in sensors 1 and 2. Also,
since sensor 3 is not secured and can be manipulated by
adversaries, the sensor attack signal is designed to cancel
out the impact of the actuator attack signal on this sensor.
Consequently, in Fig. 3, it can be seen that the impact of
the actuator attack signal cannot be observed in the sensor
readings. As depicted in Fig. 4, in presence of the proposed
dynamic coding scheme, adversaries cannot eliminate the
impact of their actuator attack signals from sensor measure-
ments despite knowing the parameters of the encoder and
the decoder and the attack signal can now be observed in
the sensor measurements.

VI. CONCLUSION

This paper has addressed two key challenges related to
covert cyber-attacks in cyber-physical systems (CPS). We
have investigated and formulated necessary and sufficient
conditions in the sense of disruption resources of the CPS
that adversaries need in order to carry out covert cyber-
attacks. These conditions can be employed to determine
the input and output communication channels required for
executing covert attacks. As a countermeasure against covert
cyber-attacks, a dynamic coding scheme has been introduced
and developed. Under certain conditions and assuming the
existence of one secure input and two secure output com-
munication channels, the proposed coding scheme effectively
prevents adversaries from executing covert cyber-attacks. As



0 1 2 3 4 5 6

time(s)

-0.5

0

0.5
y
(k

)

Sensor Measurements In Presence of a Covert Cyber-Attack

Sensor 1

Sensor 2

Sensor 3

0 1 2 3 4 5 6

time(s)

-5

-4

-3

-2

-1

0

x
(k

)

States of the Flight Control System

x
1

x
2

x
3

x
4

x
5

Fig. 3. Covert cyber-attack while actuators 2, 3, and 4 along with sensor
1 are compromised.
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Fig. 4. Covert cyber-attack in presence of the dynamic coding scheme.

for our future work, we will work on developing distributed
dynamic coding schemes to prevent undetectable cyber-
attacks in multi-agent systems.
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