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Abstract—Joint activity describes when more than one agent
(human or machine) contributes to the completion of a task or
activity. Designing for joint activity focuses on explicitly
supporting the interdependencies between agents necessary for
effective coordination among agents engaged in the joint activity.
This builds and expands upon designing for usability to further
address how technologies can be designed to act as effective team
players. Effective joint activity requires supporting, at minimum,
five primary macrocognitive functions within teams: Event
Detection, Sensemaking, Adaptability, Perspective-Shifting, and
Coordination. Supporting these functions is equally as important
as making technologies usable. We synthesized fourteen heuristics
from relevant literature including display design, human factors,
cognitive systems engineering, cognitive psychology, and
computer science to aid the design, development, and evaluation
of technologies that support joint human-machine activity.

Index Terms—Al, automation, design heuristics, human-machine
collaboration, joint cognitive systems.

[. INTRODUCTION

UMAN-MACHINE interactions have evolved and

matured from the earliest days when machines were

used for simple work. Recent advances in Artificial
Intelligence (AI) and Machine Learning (ML) technologies
have accelerated human-machine interactions progressing from
simple tool-based engagements to complex cognitive
collaborations [1]. Machines are being designed to perform an
increasing set of functions and are being expected to engage
more deeply in the collaborative joint activities related to these
functions. This shift in machine capabilities and expectations
demands a corresponding re-evaluation and broadening of
design and evaluation principles to support joint human-
machine activity in ways that lie outside the boundaries of
traditional usability methods and models [2].

Traditional usability heuristics, such as those proposed by
[3], provide a strong foundation focusing primarily on surface-
level interactions such as enhancing the ease of use, efficiency,
and satisfaction in human-machine interaction. These heuristics
are primarily oriented towards actions and responses but offer
limited support for the essential macrocognitive functions
associated with effective teamwork including event detection,
sensemaking, adaptability, perspective  shifting, and
coordination, all of which are vital in the close collaboration of
humans and machines with joint activities [2], [4], [5], [6].
These heuristics are primarily oriented towards actions and
responses but offer limited support for the essential
macrocognitive functions associated with effective teamwork
including event detection, sensemaking, adaptability,
perspective  shifting, and coordination. All of these
macrocognitive functions are vital in the close collaboration of

humans and machines with joint activities in high-stakes and
dynamic environments with little room for error [2], [5]. This
reliance on macrocognitive functions is evident in domains
where the ability to process complex information and adapt to
changing conditions is crucial. For example, in commercial
aviation, pilots must not only manage automated systems but
also integrate diverse streams of information, recognize
potential issues early, and make swift, informed decisions to
ensure passenger safety [7], [8]. Similarly, in healthcare, where
errors can have severe consequences on patient outcomes,
macrocognitive functions enable clinicians to prioritize tasks,
synthesize patient data, and adapt treatments based on emerging
patterns [9].

Although theoretical research [4], [10], [11], [12, p. 201],
[13], [14], [15] provides robust frameworks for understanding
human-machine interaction in joint human-machine cognitive
systems, there remains a significant gap in applying these
frameworks practically. Theoretical insights often remain
restricted to academic literature and beyond the reach of
practitioners who have the practical task of designing and
implementing these technologies in operational settings. With
the lack of appropriate methods and tools that can be used to
design and evaluate such joint human-machine cognitive
systems, practitioners who are responsible for designing and
deploying these technologies in natural settings may face
challenges [16], [17].

Recognizing these limitations and building upon our prior
work [18], we propose a set of fourteen heuristics as a response
to these challenges, narrowing the gap between science and
practice to meet the demands of this evolving technology
landscape. These heuristics, which serve as an extension to the
traditional usability heuristics, have been developed out of a
synthesis between cognitive systems engineering principles,
usability, human-computer interactions, and practical design
needs to produce technologies that support both usability and
the macrocognitive functions that enable joint cognitive work.
Our proposed fourteen heuristics integrate macrocognitive
functions into joint human-machine cognitive systems, aiming
to enhance efficiency and performance while positioning
technology as a supportive tool rather than a replacement. In
addition to contextualizing these theoretical guidelines, the
heuristics presented were revised based on feedback from
practical application to better operationalize them for use. The
aim of these heuristics is to embed strong scientific findings
into practical tools, providing an impactful toolset for the
community of designers and engineers tasked with creating
more effective, resilient, and intuitive human-machine systems
[19].
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These new heuristics are an important step forward for the
design and early evaluation of joint human-machine cognitive
systems. They are created to reflect the challenges of human-
machine collaboration to ensure that machines work not only as
tools but as team players [20]. This pragmatic synthesis aims to
both extend the theoretical work in cognitive systems
engineering and also operationalize these insights for designers
and operators to create more effective and harmonious human-
machine interactions.

II. METHODS

We expanded our prior research [18] to synthesize a set of
pragmatic heuristics for joint activity design. The process
started with an extensive review of the literature including 120
articles to identify critical challenges, existing gaps, and current
guidance in the design and implementation of joint human-
machine cognitive systems. Topic areas included display
design, human factors, cognitive systems engineering,
cognitive psychology, and computer science. This literature
review was used to synthesize a set of machine-focused
requirements for supporting joint activity. These requirements
are published elsewhere [18].

These requirements were presented to a set of practitioners
to evaluate their practicality and effectiveness as a preliminary
set of heuristics. We collected feedback from eight practitioners
utilizing these heuristics in realistic settings to evaluate a total
of five designs. Practitioners had a wide range of human factors
or design experience ranging from one to fifteen years. From
this feedback, the set of preliminary heuristics were revised.

The updated set of heuristics was then given to a new set of
thirteen practitioners with a wide range of one to 25 years of
human factors or design experience. Again, their feedback on
the heuristics and the process of using them to evaluate
technologies was collected. They were trained on the intended
heuristic evaluation process. Each participant used the
heuristics to evaluate two technologies. Participants could
interact with the technologies as they would in a normal usage
setting. Participants rated the application of the heuristics to
each technology on a five-point Likert scale from 1 (clearly
violated) to 5 (clearly applied). For each heuristic, participants
provided a brief written rationale for their scoring. They were
also asked to give written comments on the language of each
heuristic to obtain qualitative feedback. Practitioners’ heuristic
scoring, reasoning behind that scoring, and post-evaluation
feedback were analyzed through a thematic qualitative
approach. The analysis provided common themes and patterns
in responses recommending further revisions. All feedback
from such evaluations was collected and carefully analyzed for
another round of revisions on all heuristics.

The following sections present a new set of fourteen
heuristics resulting from our initial synthesis of the literature
and two rounds of practitioner feedback. These heuristics are
organized around five core macrocognitive functions [4]: event
detection (D), sensemaking (S), adaptability (A), perspective-
shifting (P), and coordination (C) . Heuristics related to each
macrocognitive function are described in separate sections. The

title of heuristic is labeled with a letter (D, S, A, P, or C) and
number (1-14) to indicate the macrocognitive grouping and
index within the set, respectively. Following the title, a one-
sentence summary of each heuristic is included in bolded text.

III. HEURISTICS TO SUPPORT JOINT EVENT DETECTION

Joint event detection is a prerequisite for well-informed
decision-making in dynamic environments. It refers to the
identification and interpretation of important changes or
occurrences within an environment that might affect subsequent
actions and decisions. Effective event detection demands an
ability to discriminate between information and background
noise, which forms an integral process for maintaining high
levels of situation awareness [21]. Event detection is a crucial
feature of cognitive systems engineering to be capable of
developing systems that enhance human cognitive processes to
improve recognition and response accuracy [22], [23]. Without
it, the subsequent functions of sensemaking and
responding/taking action cannot and will not occur [24].
Therefore, it is important to design displays that could support
effective event detection to enable improvement of joint
cognitive systems that can handle the demands of modern
operational environments. This section considers the
development of heuristics that support system improvement to
allow joint event detection including identifiable and
distinguishable signals and emergent patterns. We examine the
principles and applications that underpin these heuristics,
illustrating how they can be implemented to improve clarity and
reduce cognitive load for users. The heuristics suggest
strategies to optimize how signals are presented to maximize
their complementarity with human perceptual systems, thus
improving the overall performance of joint cognitive systems.

A. Identifiable and Distinguishable Signals (D1)

Displays should present all relevant signals to be
identifiable and distinguishable by users, even in noisy and
overcrowded environments. Signals (e.g., data on a display,
notifications and alerts, important trends in graphs, alarms) do
not exist in isolation; therefore, they must be designed in the
context of and mitigate the likelihood of masking from the other
signals that can be present [25], [26], [27]. Users and displays
can become saturated by an overwhelming volume of signals,
many of which are often irrelevant or redundan [28], [29]. In
these noisy environments, just because a signal is present does
not mean that it will be identified, perceived, or understood.
This signal overload has the potential to distract, disguise,
overwhelm, or otherwise obscure users from distinguishing
relevant from irrelevant signals [30]. Signals are considered
“identifiable” when they clearly stand out from the background
and can be quickly recognized by users, such as a red flashing
light and accompanying auditory alarm on a car’s dashboard
being correctly identified as check engine alarm [31].
“Distinguishable” signals are those that are differentiable from
other signals in that environment, like recognizing the
difference between email notification sounds and calendar
reminders.



> REPLACE THIS LINE WITH YOUR MANUSCRIPT ID NUMBER (DOUBLE-CLICK HERE TO EDIT) <

To reduce signal overload and masking and to ensure
important signals are discernible from irrelevant ones, we
recommend the following strategies:

1) Complex and Heterogeneous Signals: Employ a blend of
characteristics such as color, shape, pattern, timbre, and
roughness to make critical signals stand out in multiple
dimensions [27]. For example, dynamic animations
could be used for critical notifications, in contrast to
static icons for less urgent information.

2) Different Sensory Modalities: Utilize different senses
(e.g., visual, auditory) to prevent signals from competing
with one another and to reduce the potential for one
signal to mask another.

3) Unique Perceptual Characteristics: Design each signal
with distinct qualities not shared with others, like a
unique sound for a high-priority message, to enhance
identifiability.

4) Grouping Similar Signals: Cluster similar signals using
some shared perceptual characteristics (e.g., color or
timbre) while varying other perceptual characteristics
(e.g., pattern or intensity) to maintain uniqueness [27].

B. Emergent Patterns (D2)

Data should be organized to form emergent patterns that
equip users to quickly recognize events. Effective displays
produce emergent perceptual patterns for both expected and
unexpected events [32], [33]. Emergent patterns are identifiable
data signatures that occur when individual display components
are perceived together to emphasize their overall significance
or meaning. An emergent pattern in the financial domain could
be, for instance, a gradual increase in the trading volume of a
stock, indicating a consistent growth of the company in the
market. This signature of consistent company growth is not
obvious from the stock value of any individual day, which is
likely to be noisy day-to-day, but rather a signature that emerges
from seeing the general trend over a longer period of time. If
the organization of data closely matches relationships in the
world, the patterns which emerge for unexpected events should
appear perceptually different than the patterns which emerge
for expected events [27], [34]. Users should be able to quickly
recognize anomalies from the perceptual patterns emerging
from the display, even if it is uncertain what the anomaly is.
Over time, users should be able to quickly recognize recurring
events based on the perceptual patterns present in the display.
This is how users build expertise. To facilitate this process,
displays must be structured so that:

1) Important data relationships become perceptually
prominent: This is achieved by organizing lower-order
data (i.e., the details) in a way that higher-order
phenomena (i.e., the meaning) are intuitively evident and
stand out in the display. This approach allows users to
maintain the correct frame of reference and enhances the
recognition of expected events based on their familiarity
with these relationships [10], [35].

2) Users can keep pace with the tempo of work: The display
should allow users to detect these patterns at a pace that

matches the requirements and dynamics of their work
[36]. If users must respond quickly, they must be able to
accurately detect patterns even more quickly. Often,
emphasizing changes from the established baseline is an
effective strategy to flag potential issues [36].
Recognizing changes from baseline is crucial for
identifying both expected and unexpected events. By
emphasizing this change, users can detect anomalies and
novel events that may signify important developments or
require immediate attention.

Designing displays in a way that keeps essential data
relationships perceptually salient and intuitive means that users
can keep an appropriate frame of reference and adapt to the pace
required for their particular operational context in order to
maximize the utility of the emergent patterns in these displays.
By making salient significant data relationships and changes
from baseline, displays can help users recognize and react to
both expected and unexpected events in a timely manner.

IV. HEURISTICS TO SUPPORT JOINT SENSEMAKING

Sensemaking is the process by which users come to an
understandable description of the situation that enables
appropriate action in the light of emerging circumstances and is
another critically important macrocognitive function [37]. It
ensures that both human operators and automated systems can
interpret data in a coherent and meaningful manner. The
integration of sensemaking to the design of displays thus
supports human-machine interactions that are more attuned to
human cognitive strategies by providing clear and context-rich
information [20], [38]. Such systems support joint cognitive
activities by aligning human reasoning patterns and machine
processes to foster a shared understanding for enhancing
performance and collaboration.

One of the design issues for sensemaking in joint activities is
how to display data that can be readily interpreted by people
even in situations which were unanticipated by designers. This
calls for display design that will not just display data but frame
it into understandable contexts the same way humans use
cognitive processing [37], which supports better understanding
of complex situations where fast comprehension and decision-
making are necessary. In the following sections, we propose
three heuristics that support integration of sensemaking into the
design of joint cognitive systems.

A. Display Dimensions Matching Real-World Complexity and
Uncertainty (S3)

Displays should present all the important data
relationships needed to understand the world in a way that
matches real-world complexities and dynamics. Displays are
often a user’s window to the world. This window needs to
accurately depict all important aspects and data relationships in
the world for a user to understand what is happening [36].
Displays should reflect the analyses that have determined what
these aspects and relationships are [39]. Additionally, the way
data relationships in the world are depicted in the display should
be influenced by the degree of uncertainty in the world [40].
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In low-uncertainty, low-complexity situations, data
representation strategies that are more precise and compact are
often advantageous. In high-uncertainty, high complexity
situations, data representations strategies that provide more
context and data relationships are often advantageous (see
TABLE 1). For dynamic worlds, a mix of display strategies or
a dynamic display is likely merited [36], [41], [42].

TABLEI
DATA DISPLAY STRATEGIES BASED ON ENVIRONMENTAL
COMPLEXITY AND UNCERTAINTY

Low-Uncertainty,
Low-Complexity

High-Uncertainty,
High-Complexity

Numbers, icons, earcons Graphs

Categorical data Continuous data

Displays which are triggered or
pop-up by some condition

Displays which are always present

Environments characterized by low complexity and
uncertainty generally favor data display methods such as
straightforward numerical indicators, icons, and earcons (i.e.,
the auditory equivalent of a visual icon) [39], [43] . These
simple categorical data representations usually appear on the
displays when certain conditions are met. However, in high-
uncertainty, high-complexity environments, a more dynamic
and continuous approach to data representation is
advantageous. Within such settings, graphs, sonifications [44]
and other analogical, continuous data representations can offer
a more complete overview of changes within variables. Under
such conditions, important information is always available on
the display. These differences in the display strategy are
essential for designing the joint cognitive system to effectively
support the needs of different operational contexts, with respect
to both usability and decision-making performance.

B. Data in Context (S4)

Displays should set present information in the context of
past information, future expectations, and other related
information. Data is rarely meaningful in isolation. Putting
data in context refers to framing current information within the
backdrop of related data points to reveal a more comprehensive
narrative [36]. Context includes past values or future
predictions of a data variable, a data point’s relationship to a
different variable, or any other relevant information that can
influence the interpretation of the current data. Often, putting
data in context can convey to people more information about a
signal than the signal was explicitly designed to convey, like
the relevance of the signal to the current situation [45]. For
example, marathon runners can have resting heart rates that are
below alarm thresholds for many hospitals, causing alarms to
constantly go off. Setting these alarms in the context of a
marathon runner’s resting heart rate can reveal to people that
the low alarm thresholds are irrelevant or miscalibrated for such
a patient.

Context provides the background into which individual data
points fit, offering insights into patterns, trends, and potential
outcomes [36], [46], [47]. Setting current data in the context of
past data provides additional information about the direction

and speed at which the system is changing. Setting current data
in the context of future expectations provides additional
information about potential anomalies and how well projections
of future state match reality [48]. Setting current data in the
context of other related data provides additional information
about how data might relate to one another and larger systemic
patterns. Some strategies for visualizing data in context include:

1) Annotations and Baselines: Use annotations to establish
contextual baselines that serve as reference points for
understanding current data.

2) Dynamic Highlighting: Emphasize changes over time
(direction and speed) and rate of change (acceleration)
by highlighting the past data informing the extrapolation
and changes in predictions over time.

3) Visual Cues for Anomalies: Implement design strategies
that make the data more informative by perceptually
signaling when data deviates from expected patterns,
thus identifying the presence of an anomaly.

For example, in a public health tracking dashboard used by a
city’s health department, the current number of flu cases is
presented not just as a static number but contextualized with the
past data to compare this year’s flu cases to the same period in
previous years to detect patterns or anomalies in the occurrence
of flu cases. Current trends are used to forecast future flu cases
and prepare the healthcare system accordingly, such as by
increasing vaccine supplies or opening more flu clinics.
Evaluating the current flu cases in conjunction with other health
indicators, like hospital admissions or school absenteeism, can
be used to assess the broader impact of the flu season on the
community. By visually integrating this context, the health
department can make informed decisions, anticipate needs, and
efficiently allocate resources to manage the flu season
effectively.

V. HEURISTICS TO SUPPORT HUMAN ADAPTABILITY

In a joint human-machine system, human adaptability is
responsible for flexibility and resilience within dynamically
changing, unpredictable conditions [15], [42]. A person’s
ability to change behavior and strategies to respond to a
changing environment or in anticipation of potential future
states is part of the function [22]. To support human
adaptability, a display design should account for adjusting to a
user’s needs in real-time to allow effective collaboration
between human and machine [46]. To achieve this goal, we
introduce three heuristics: utilize the minimum viable
technology assertiveness, defer to people, and modulate
involvement in automated systems. These heuristics help
designers create adaptable and user-centric systems that
account for and enhance human decision-making authority,
allowing safety and efficiency to remain high while reducing
the risk of adverse outcomes due to overly assertive or
unadaptable automated responses.

A. Minimum Viable Technology Assertiveness (A5)

Displays should be conservative with the assertiveness of
technology interjections, weighing the dangers of
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misleading disruptions. This heuristic emphasizes that a
display should minimize technological assertiveness to prevent
unnecessary interruptions and minimize the costs of misleading
interruptions [49], [50], [51]. How strongly a display asserts or
interjects notifications, recommendations, alerts, or other
information to people can influence and/or disrupt people’s
decision-making and the actions they take. Recommendations
have been demonstrated to change people’s problem-solving
processes, for better and for worse [52]. In high-stakes
environments, a higher level of disruptiveness may seem
appropriate to ensure critical information captures attention.
However, this must be carefully managed to avoid misleading
users or inducing suboptimal decisions. When technology
interjections are highly assertive but misleading, they can
substantially degrade human performance [24], [36], [52].
Table 2 below gives examples of different degrees of
technology assertiveness, which are augmented from [2]. Please
note that technologies that filter information or otherwise make
an inference, which include artificial intelligence and all other
computational analytics solutions, are designated as being at
least moderately assertive, which brings with it the associated
risks mentioned above.

TABLE II
DEGREES OF ASSERTIVENESS IN A DISPLAY

Assertiveness Examples

Takeover: The technology takes control from the user
and directly takes actions without input from the user.
Hard Stop: The technology completely stops a user’s
workflow and does not permit work to continue until
some criteria are met.

Interrupting: The technology interrupts a user’s
workflow and requires some acknowledgment before
work is permitted to continue.

Recommending: The technology offers a suggestion,
filters, or removes what it thinks is irrelevant, or
otherwise asserts an inference.

Highlighting: The technology highlights or draws the
user’s attention to what information it thinks is
important.

Displaying: The technology displays information but
remains neutral in what information is important or
irrelevant.

Nothing: The technology does nothing and displays
nothing.

Most
Assertive

Moderately
Assertive

Least
Assertive

B. Defer to People (A6)

Users are responsible for system outputs, so users must
be able to take full control of the automated system. To defer
to people means that users should be granted full control and
automation must defer to and follow peoples’ directions [20],
[46]. This is true not only from the perspective of people being
able to override their automated counterparts, but also that the
automation’s outputs do not overly influence or override
peoples’ judgments. Good teammates can direct and be directed
by each other [53]. Automation and displays can (and will)
influence the way people think. However, people are always
responsible for system outcomes (even when the automation is
in control) [54], so users must be able to take full control of the
automated system from both perspectives.

Deferring to people implies that automated systems must be
designed to acknowledge and facilitate human decision-making
authority. The systems should support and enhance human
control rather than supplant it. This deference is important,
especially when system outputs affect critical outcomes or
when automated decisions may need to be overridden by users’
judgment. Automation which does not defer to people can have
catastrophic consequences. For example, the automation suite
on board the Boeing 737 Max continued to push the nose of the
aircraft down, despite persistent efforts of the pilots to retake
control and override the automation [55]. As a result, the
automation crashed two airplanes and killed a total of 346
people.

Two categories of user oversight include human override and
mitigating undue automation influence. The former requires
that systems must always allow for user override. This ensures
that in any situation, regardless of the system’s automated
decision-making processes, users retain ultimate control and
can intervene as necessary. The latter requires building aids to
help users break away from the inevitable influence of
automation when it is incorrect or misleading [56].

Deferring to human input encompasses, but is not limited to,
manual override capabilities. While manual override is a
mechanism that allows users to directly control the system,
deferring to people is broader. It includes designing systems
that are receptive to human input at various levels, ensuring that
automated responses do not override human commands and that
there is a provision for dialogue between the user and the
system. It’s about creating a mutual relationship where the
overall system is an extension of the human operator.

C. Modulating Involvement in Automated Systems (A7)

The display and workload should support users’ ability,
at the required tempo, to increase and decrease how much
they actively participate or contribute to the actions of the
automated system. The display and workload constraints
should not force people to rely on automation to achieve their
objectives [57]. This implies the task should be something that
people could accomplish, if necessary, without fully utilizing
the automation. If people are so overloaded with other tasks that
they cannot contribute to the automation’s actions, they will be
held responsible for automated actions they cannot possibly
control given their current demands. People must have both the
ability and the time to monitor the automation and intervene
when necessary [24]. Varying levels of involvement refer to the
degree to which users interact with, direct, and oversee
automated systems. This can range from full control and direct
action to passive monitoring or even temporary disengagement
when appropriate. A well-designed joint cognitive system
provides cues to people to support effective and fluid
modulation of their involvement [58]. The system should
facilitate this spectrum of involvement, with deliberately
designed features that produce signals (implicit or explicit) that
convey to users when to take charge or step back [59].

VI. HEURISTICS TO SUPPORT JOINT PERSPECTIVE-SHIFTING

Joint perspective-shifting is a critical macrocognitive function
that allows users to effectively navigate and integrate complex
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information in joint human-machine systems. Designing
displays for effective joint perspective shifting is important in
environments where decision making depends on the
integration of diverse, often disparate, sets of information. It
requires displays to not only present organized data but also
allows for moving between different levels of data analysis
without losing the context or creating too much cognitive load
[60], [61]. Displays that are designed to support joint
perspective shifting allow people to switch between different
sets of information, understand the relationships among them,
and synthesize them into a coherent whole. This process
enables a person to detect anomalies and make decisions with a
more holistic understanding of the dynamic situation making
them more effective in managing complex environments. The
following two heuristics help design displays that support joint
perspective shifting in human-machine systems.

A. Big Picture and Details (P8)

Displays should organize—but not reduce—data to
reveal the big picture and details simultaneously. Well-
organized data enables users to seamlessly shift perspectives
[62]. This strategy should be employed for every concept that
the technology presents. A dual view should be maintained
without diminishing the richness of data, allowing users to
quickly determine the gist of each display without necessarily
having to know the details [36].

The big picture refers to the overarching patterns that emerge
from synthesizing data, while details pertain to the specific,
often granular information that makes up these larger patterns.
Displays should support the recursive ability to process more
concrete data or primitives (i.e., signals) to be able to perceive
(i.e., detect and interpret) larger groupings that represent higher
order phenomena. Those groupings then become primitives to
perceive higher-order phenomena (i.e., bigger picture).

B. Fluidly Shifting Across Multiple Perspectives (P9)

Interactions with the automated system should enable
and encourage fluid extraction and integration of
information across multiple perspectives and/or spaces. The
design of automated systems should foster the fluid navigation
and integration of information from various perspectives and
contextual spaces. Recognizing that no single viewpoint can
include all critical insights in complex systems, the display
should enable wusers to effortlessly shift, compare, and
synthesize diverse perspectives to form a comprehensive
understanding of the situation. Shifting perspectives can be
disorienting [60]. It can be difficult for people to reorient to the
new perspective, extract information from the new perspective,
remember the prior perspective, and compare across multiple
perspectives. Displays should make shifting perspectives as
fluid as possible. Each perspective people can access should
provide data about the location of the perspective in relation to
others to help people build a mental map reflective of the
automated process and real work environment. The transition
between perspectives should depict how the two perspectives
relate to each other to minimize the costs of reorienting to a new
perspective.

To support this, the display configuration should establish
strong cues that support users’ easy transitions between
perspectives (i.e., frames of reference). It should give cues
about the relational context of each perspective and help users
build a mental model that reflects the structure of the automated
system and the real-world scenario it represents [60].
Transitions between perspectives should be designed in a way
that shows the interrelation of information to reduce the
cognitive load from taking on a new perspective. The display
naturally shows how one perspective relates to another; as a
result, users experience less effort in transitioning between
different levels of data analysis, which increases user
adaptability and comprehension of information presented in the
display (i.e., visual momentum, [56]).

VII. HEURISTICS TO SUPPORT HUMAN-MACHINE
COORDINATION

Human-machine coordination is a significant macrocognitive
function, as it facilitates an effective interaction between
humans and the automated system to ensure both are working
towards a common goal. The function is supported by heuristics
which enhance transparency and explainability of automated
systems for adequate understanding and anticipation of
machine behaviors by users [26]. Furthermore, displays should
be designed with a view to communicate the transitions more
clearly between different modes and operational states of the
automation, as these fundamentally influence the expectations
of the user and how they interact with the automation [63].
When these systems are well coordinated, they become more
likely to be accepted and trusted by users, which results in the
desired effective and efficient outcomes in complex operational
environments [5]. However, effective coordination must also
reveal situations of misalignment and opportunities for
realignment [64]. In the following sections, we discuss five
heuristics that support coordination as a macrocognitive
function in human-machine systems.

A. Global Explanations for Machine Decision Making (C10)

Displays should include global explanations to allow
users to understand what data is accessible to the
automation, how inputs are calculated from this data, and
how different data and input features are transformed into
outputs. Global explanations clarify how input data is generally
transformed to an output to reveal the underlying logic and
possible biases by such systems. Such transparency is necessary
for users to be able to evaluate the system’s reliability and to
understand conditions under which it might fail [26]. In
alignment with Al principles of global explanation, displays
should clearly present how the automated system generally
transforms inputs into outputs. This includes what data is
accessible to the automated system, how the automated system
weighs different input features or instances, and the general
rules by which it calculates outputs from these inputs. This also
includes circumstances or combinations of inputs which cause
the automated system to fail or produce erroneous outputs [65].
This information helps users understand the conditions under
which the automation is likely to perform well or poorly.
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The display design should enable users to understand more
about the processes that the automated system goes through
while making decisions through explanations, transparent data,
and the ability to explore and even interact with the underlying
reasoning of the system. Different data are sometimes available
to humans and automated systems. The display should show
what data makes up the view of the automated system including
data available to both people and the automation, data available
only to people, data available only to the automation, and data
available neither to people nor automation. This information
should help users develop a sense of the system’s limitation and
of what the system does know.

Even when both humans and automated systems are provided
with the same data, automated systems often do not process the
data in the same way as humans. The display should explain
how an automated system makes computations of the inputs to
its model from available data, letting users understand the
machine’s internal logic. In addition, displays that allow the
users to have a better understanding of how the automated
system works typically let a person explore how the automated
system’s outputs would be changed if the input had been
changed. This includes manipulation of input features to
construct failure scenarios.

B. Local Explanations for Machine Decision Making (C11)

Displays should reveal how and why an automated
system is making decisions for the current situation in a way
that is understandable and interpretable by users. Local
explanations help even further by showing the reasons behind
specific decisions. Local explanations support users to verify
the accuracies of the decisions made by the automation [26].
Displays should facilitate a transparent view into the automated
system’s decision-making process by providing real-time
feedback about why and how the automated system is currently
making decisions [26], [66]. Real-time feedback in the display
should illustrate how current inputs are being processed into
outputs. This at least includes a clear depiction of the data being
analyzed, the methods used to compute the outputs, and the
system’s confidence in the results produced. Such feedback can
help users to monitor and understand the system’s operations as
they occur.

Understanding how and why a particular decision was made
by an automated system for a specific instance or observation
is important [67]. When automated outputs are similar to users’
expectations, understanding the computations can help mitigate
overconfidence and break fixation on the automated solution.
When automated outputs are dissimilar from users’
expectations, understanding the computations can help users
reconcile differences in stance and perspective. Over time,
continued experience with the automated system’s
computations can help users develop a better understanding of
how the automated system operates in general so that they can
better understand specific instances in the future.

C. Clarity in System Modes and Mode Changes (C12)
Displays should convey the automated system’s current

mode, how it functions in this mode, the functionality and

goals inherent to the mode, and the conditions under which

the system will transition to another mode. In an automated
system, a mode is an operational state where the system has a
given set of behaviors, goals, and priorities. For instance, a
smartphone may come in ‘airplane mode’ or ‘do not disturb
mode’, each one changing the functionality of the device and
how it reacts to inputs. Understanding the current mode of
automation consists of at least the goals and priorities of the
automated system in this mode, how the automated system
computes outputs from inputs in this mode, and under what
conditions the automated system will switch to a different
mode.

Mode change is the procedure through which the automated
system transitions from one operating state to another. This
might be triggered by user commands, pre-defined conditions
being satisfied, or due to stimuli from the environment. Mode
changes can be confusing or surprising if not clearly
communicated [68]. A good mode change should give clear
notice to the user, consistently indicate the current mode in a
way that is permanently visible to the user, transition between
modes without causing system instability, and take measures to
avoid unintended behavior. Automated systems will often have
multiple modes of operation. In these different modes,
interacting with what seems to be the same display and same
inputs can result in meaningfully different behaviors or outputs
from the automated system [63]. Users need to understand the
impacts of automated systems operating in different modes

[11].

D. Predictable Automation Behavior (C13)

Displays should enable users to reasonably predict the
future actions of the automated systems and how they
change over time. Users cannot effectively coordinate
activities with unpredictable automation. Displays should be
designed not just to inform users about the current state and
actions of automated systems but also to provide cues that allow
users to predict the future actions of the automated system to a
reasonable degree of accuracy [35], [67]. This includes
predicting current inputs and outputs of the automated system,
what future inputs are likely to be based on current inputs, how
the automated system is likely to compute future outputs based
on those expected future inputs, and potentially how the
automated system itself is changing over time. This predictive
capability is essential for effective human-machine
coordination [20]. Otherwise, users are likely to be surprised by
automation outputs and reactive (rather than proactive) in their
response [63]. In high tempo work, users may not have time to
recover from these automation surprises.

E. Conveying System Anomaly and Misalignment (C14)

Displays must convey to users the ways an automated
system is misaligned to the world, even when the automated
system is unaware it is misaligned to the world. Automation
cannot reliably determine when it is misaligned or
miscalibrated to the world; instead, other agents (e.g., people)
must be able to recognize when and how the automation is
misaligned to the world [46], [64], [67], so they can take
appropriate actions to recalibrate or work around it.
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At minimum, the display must convey the current state of the
world, how and why the automated system is interpreting the
current state of the world, and how this interpretation is
misaligned to the world itself [64]. This is best achieved by
setting the automation’s outputs in the context of related
information which may give clues as to when and how the
automation may be misaligned, including: the data currently
used by the automated system relative to the data available in
the world [45], the automation’s current goal prioritization
relative to alternatives [69], and the automation’s model of the

world [56].
To understand this heuristic better, we make a distinction
between automation anomalies and data anomalies.

Automation anomalies occur when the internal models or
processing of automation are not in synchronization with the
environment. It can be due to a software bug, an outdated
algorithm, mismatch in calibration, or the algorithm failing to
fully capture the richness and complexity of the real-world.
Data anomalies are those that involve unexpected patterns
within the data being processed by the system that could
indicate new trends, outliers, or errors in data. Misalignment
happens when the automated system’s operations and the real-
world conditions do not match. For example, if an autonomous
vehicle’s sensors become obscured by mud, the vehicle’s
perception system might misinterpret a clear road with for an
obstacle-loaded path. Another example could be a smart
irrigation system that fails to adjust to changing weather
patterns due to outdated algorithms or lack of data, resulting in
over-watering during a rainy season.

VIII. DISCUSSION

In this work, we revised prior guidelines [18] to propose
fourteen heuristics designed to augment support for five key
macrocognitive functions: event detection, sensemaking,
adaptability, perspective shifting, and coordination. These
heuristics are critical in joint human-machine cognitive system
designs aiming to maximally improve operational performance
and interaction with users. They operationalize a structure for
addressing the intricacies of human-machine interaction to
make the user experience more intuitive and responsive.

This set of fourteen heuristics is intended to create a better
balance between academic rigor and practical applicability to
operational needs of joint human-machine cognitive systems.
They were written to resonate with practical experiences and
mental models of operational personnel that help in forming a
deeper connection and understanding, thus making theoretical
insights more actionable in real-world applications [19].
However, we were particularly mindful to avoid
oversimplifying the inherent complexity of such interactions in
the synthesis of the extensive literature on joint human-machine
cognitive systems. Each heuristic was developed to evoke an
appreciation of the complexity involved to support operational
personnel in managing intricate cognitive tasks. This
methodological choice aligns with our goal of making the
research on joint cognitive systems broadly impactful [19],
[70].

However, it is important for these heuristics to be empirically
evaluated in practice. Such assessments are critical for
determining the practical utility, wvalidity, and overall

effectiveness of these heuristics. It is only through
administering a test such as this that we can assess how
effectively these heuristics help to empower people in
organizations to design and evaluate technologies. In
attempting to close the gap between theoretical research and its
practical application, it is important for future research to
conduct practical assessments.

We believe these heuristics are a step towards empowering
people in organizations to not only improve the design and
evaluation of displays but also to foster a more intuitive and
efficient interaction between humans and machines. Future
research should continue to improve these heuristics based on
data and feedback in the field so that joint cognitive system
design processes can be optimized to have a large-scale impact
[19]. In essence, this discussion sets the basis for future
continued dialogue and development in cognitive systems
engineering. Ultimately, the goal of these heuristics is to not
only guide but also enhance the design and usability of complex
systems, leading to more effective human-machine
collaborations.
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