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Abstract

Existing speech anti-spoofing benchmarks rely on a narrow set
of public models, creating a substantial gap from real-world
scenarios in which commercial systems employ diverse, often
proprietary APIs. To address this issue, we introduce Multi-
API Spoof, a multi-API audio anti-spoofing dataset comprising
about 230 hours of synthetic speech generated by 30 distinct
APIs, including commercial services, open-source models, and
online platforms. Based on this dataset, we define the API trac-
ing task, enabling fine-grained attribution of spoofed audio to
its generation source. We further propose Nes2Net-LA, a local-
attention enhanced variant of Nes2Net that improves local con-
text modeling and fine-grained spoofing feature extraction. Ex-
periments show that Nes2Net-LA achieves state-of-the-art per-
formance and offers superior robustness, particularly under di-
verse and unseen spoofing conditions. Code ! and dataset > have
released.

Index Terms: Speech Anti-spoofing, Speech Deepfake Detec-
tion, MultiAPI Spoof, API Tracing, Local-Attention Network

1. Introduction

Recently, text-to-speech (TTS) [1, 2, 3, 4], voice conversion
(VO) [5, 6, 7, 8], and generative modeling techniques have
evolved rapidly. In particular, end-to-end dialogue systems
[9, 10], speech continuation models [11], and style- or emotion-
specific speech generation models [12, 13] have advanced sig-
nificantly. As a result, synthetic speech has become increas-
ingly realistic and pervasive in everyday applications. Modern
audio generation systems, especially those based on diffusion
and large-scale generative models [14, 9, 15], can now produce
speech that closely mimics human prosody, timbre, and emo-
tion. However, they have introduced serious security risks and
can be easily misused for impersonation or misinformation.
Recent audio anti-spoofing approaches are typically based
on a pre-trained model [16, 17, 18] that extracts high-level
acoustic features. These features are then fed into a back-
end classifier [19, 20, 21, 22] to distinguish bona fide from
spoofed audio. Although recent studies in audio anti-spoofing
have achieved notable progress, existing datasets [23, 24, 25,
26, 27, 28] are typically constructed from a limited number of
public TTS or VC models, providing an incomplete view of to-
day’s real-world spoofing landscape. In practice, most indus-
trial platforms adopt proprietary or closed-source APIs, making
it difficult to access their model architectures, data pipelines, or
synthesis mechanisms. Therefore, it remains unclear how well
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models trained on existing open-source benchmarking datasets
will perform on real-world API data. Moreover, the rapid emer-
gence of new generative paradigms results in a substantial do-
main gap between research benchmarks and real-world spoof-
ing attacks.

To address these limitations, we introduce MultiAPI Spoof,
a new multi-API speech anti-spoofing dataset designed for both
anti-spoofing detection and API-level source tracing. Unlike
prior datasets that focus on a few synthesis systems, MultiAPI
Spoof comprises audio generated from 30 distinct APIs, includ-
ing commercial TTS services, open-source speech models, and
TTS websites. The dataset covers approximately 230 hours of
spoofed speech. Based on the MultiAPI Spoof dataset, (1) we
show that there is a gap between previous research benchmarks
and real-world spoofing scenarios; adding our API dataset in the
training can also enhance the performance on current bench-
marks. (2) Furthermore, we propose a new detection method,
namely Nes2Net-LA, built upon Nes2Net [22]. By integrat-
ing local attention modules between Nested blocks, Nes2Net-
LA enhances local context modeling and fine-grained spoof-
ing feature extraction, thereby improving robustness and dis-
criminative capability. The Nes2Net-LA achieves state-of-the-
art (SOTA) performance across multiple anti-spoofing bench-
marks. (3) Finally, we introduce the API tracing task, which
aims to identify the generation API of spoofed audio and estab-
lishes a benchmark for fine-grained source attribution.

2. MultiAPI Spoof Dataset

MultiAPI Spoof is a new multi-API audio anti-spoofing dataset
designed to bridge the gap between research benchmarks and
real-world synthetic speech. It contains approximately 230
hours of spoofed audio and an equal amount of bona fide speech
from CommonVoice, maintaining a 1:1 balance between the
two. All recordings are in English. The dataset provides a di-
verse set of spoofing conditions for both anti-spoofing detection
and API-level source tracing.

2.1. Spoofed Audio Data Sources

The spoofed audio in MultiAPI Spoof is generated through 30
distinct APIs, reflecting a broad spectrum of synthesis tech-
niques and real-world deployment scenarios:

1. Commercial TTS APIs: Speech synthesized by proprietary
text-to-speech services widely used in industry.

2. Open-Source Models: Speech generated using publicly avail-

able neural TTS or voice conversion systems.

3. TTS Websites: Audio collected from online platforms pro-

viding web-based speech synthesis interfaces.

Each API corresponds to one labeled group (A0-A29), forming
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a comprehensive representation of modern TTS and generative
pipelines.

2.2. Dataset Split

The MultiAPI Spoof dataset is partitioned by the APIs. APIs
AO0-A20 are used to construct the training, development, and
evaluation subsets with a 70/10/20 split, ensuring sufficient
variation within seen sources. APIs A21-A23 are reserved en-
tirely for development, while APIs A24-A29 are held out ex-
clusively for evaluation. This design enables two evaluation
conditions:

1. Seen evaluation, where systems are tested on spoofed sam-
ples generated from APIs that also appear in training (AO—
A20).

2. Unseen evaluation, where systems are evaluated on spoofed
samples from completely unseen APIs (A21-A29), allowing
assessment of cross-source generalization.

3. Local Attention Enhanced Anti-spoofing
Network

3.1. Prior Knowledge: Nested Res2Net (Nes2Net-X)

The Nes2Net-X architecture [22], is a multi-scale feature ex-
tractor for high-dimensional speech representations. An au-
dio segment z; is encoded into z'i € R*”" and split into
channel-wise subsets x; 1, ..., z; . Each subset is processed
hierarchically: the first passes through Convolution(Conv) and
Weighted Summation (WS), while subsequent subsets are fused
with the previous output before Conv. All outputs are refined
via Conv and Squeeze-and-Excitation (SE) module with resid-
ual connections to obtain the anti-spoofing feature representa-

tions h; ; € R(©C/DXT" a5 shown in 1).

Zij = WS(Conv(xi,j + 11y Zi,j—l)),
(€))
hig = @i, + SE(Conv(zi,) )

3.2. Nes2Net with Local Attention (Nes2Net-LA)

While Nes2Net-X [22] effectively captures multi-scale struc-
tures, its refinement remains strictly hierarchical: each nested
block only interacts with its immediate predecessor. This con-
strains long-range communication across blocks, which is in-
creasingly important for high-dimensional speech representa-
tions. Hence, we propose to add Local Attention to the Nes2Net
model (Nes2Net-LA).

As shown in Figure 1, for each block, we define a lo-
cal sliding-window neighborhood N'(i,5) = {hix | k €
[ — K,j + K]}, where K is the window radius. A local
attention [30] operator is then applied to get the local feature
representation y; ; € R/ XT’, as shown in (2).

Yi,j = ATT (hij, N(i,5)), (@)

Finally, a residual connection aggregates the original represen-
tation h;,; and enhanced local feature representation y;,;. All
block outputs are concatenated and fed to a fully connected (FC)
layer to produce the final anti-spoofing score.

Unlike global attention, which is too expensive for extended
sequences of nested blocks, the proposed local attention consid-
ers only a small sliding window of neighboring blocks (e.g.,
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Figure 1: Overall architecture of the Nes2Net-X and pro-
posed Nes2Net-LA frameworks. The model first extracts high-
dimensional representations from the input audio and then pro-
cesses them using nested multi-scale feature fusion. Nes2Net-
LA further enhances cross-block interactions through a sliding-
window local attention mechanism.

3). Within this window, each block can gather useful infor-
mation from its nearby blocks and combine it with its own
features. This approach makes the features more consistent
and robust, improving the model’s overall performance in anti-
spoofing tasks.

4. Anti-Spoofing API Tracing Task

The anti-spoofing API tracing task aims to identify which API
generated a given spoofed audio sample. Unlike conventional
anti-spoofing, which only distinguishes bona fide and spoofed
speech, API tracing provides fine-grained attribution. APIs are
divided into seen and unseen sets. The seen set, consisting of
21 APIs (A0-A20), appears in training, while the unseen set is
reserved for evaluation to test generalization.

Our baseline model uses hidden representations from the
XLSR-300M [16] encoder, followed by an attention pooling
layer to aggregate embeddings from each encoder hidden layer,
and ends with a squeeze-and-excitation (SE) layer to get the fi-



Table 1: Comparison of anti-spoofing performance without and with MultiAPI Spoof training set in training. Each cell in the table
follows the format EER|. / minDCF, / actDCF). The ‘wo MultiAPI Spoof’ setting trains models only on TIMIT, ODSS, FoR, AI4T,
ASVS5, and MLAAD, without any MultiAPI Spoof training set. The ‘with MultiAPI Spoof~ setting trains on the same data, plus the

MultiAPI Spoof training set.

Dataset Model ITW MultiAPI Spoof AI4T
Seen Unseen Overall

Wwo | XLSR+AASIST [29][2.0270.026 /0.029 - - 73070.09870.106|12.9670.13270.190
MultiAPI | XLSR+Nes2Net [22]|1.73 / 0.023 / 0.025 - - 7.08/0.098/0.103| 7.77/0.093 /0.110
Spoof XLSR’ngfrf)Vet'LA 170 /0.023 /0.020 ] ; 6.1170.085/0.089| 7.76 /0.090 / 0.099
with | XLSR+AASIST [29]|2.0970.028 70.030|0.48 7 0.007 / 0.00700.83 70.010 7 0.012|0.70 7 0.009 / 0.010| 6.26 7 0.079 7 0.092
MultiAPI | XLSR+Nes2Net [22]|1.69 / 0.024 / 0.024| 0.55 / 0.007 / 0.008 |0.80/0.011/0.012|0.69/0.010/0.010| 5.64/0.052 / 0.079
Spoof XLSRJEgﬁiZSI)\J“'LA 1.42/0.020 /0.021 | 0.48 /0.007 /0.007 |0.62 /0.009 / 0.009|0.56 / 0.008 / 0.008| 5.64/0.051 /0.077

nal results. During training, only the 21 seen APIs are used. At
inference, samples whose maximum predicted probability falls
below a threshold are classified as the unseen class, effectively
turning the task into a 22-class classification problem. More
details can be found in our open-source code’.

5. Experiments
5.1. Experimental Setup

Dataset The anti-spoofing experiments are conducted on a col-
lection of six public datasets: TIMIT [31], ODSS [32], FoR
[33], AIAT [34], ASV5 [27], and MLAAD [35]. These cor-
pora cover a wide variety of spoofing sources, including real-
world collected data, text-to-speech (TTS), and voice conver-
sion (VC). We consider two training configurations. In the first
setting, the six datasets are merged into a single training set, and
evaluation is performed across three target domains: ITW, Mul-
tiAPI Spoof test set, and AI4T test set. In the second setting,
the MultiAPI Spoof training set is additionally included in the
training pool, and the models are re-evaluated on the same three
domains.

For the API tracing task, both training and testing are per-
formed on MultiAPI Spoof, and we report separate results for
seen and unseen API categories to reflect generalization across
API sources.

Processing All systems operate on normalized raw wave-
forms. Each audio sample is converted into a 4-second seg-
ment: signals shorter than 4 seconds are repeated until reach-
ing the 4-second length, and longer signals are truncated. Un-
like many existing audio anti-spoofing systems, we do not apply
data augmentation in any of our experiments to ensure a clean,
controlled comparison across models.

Training The anti-spoofing models evaluated in this work
include XLSR+AASIST [29], XLSR+Nes2Net-X [22], and
XLSR+Nes2Net-LA. All of those models have the same feature
extroctor XLSR-300M [16]. For both Nes2Net-X and Nes2Net-
LA, the number of channel splits is fixed at J = &, and the
local attention module uses a window size of K = 1. Dur-
ing training, XLSR+AASIST is optimized using Adam [36]
with an initial learning rate of 1 x 107%, weight decay of
1 x 10™*, and cross-entropy loss [37]. The XLSR+Nes2Net-
X and XLSR+Nes2Net-LA systems use Adam with an initial
learning rate of 5 x 107% and weight decay of 1 x 10™%, and
cross-entropy loss.

For the API tracing experiments, the model is trained using
Adam with a learning rate of 1 x 107>, weight decay of 1 x

3https://github.com/XuepingZhang/MultiAPI-Spoof

10~*, and cross-entropy loss.

Metrics For the anti-spoofing task, performance is eval-
uated using Equal Error Rate (EERJ), minimum Decision
Cost Function (minDCF/), and actual Decision Cost Function
(actDCF)) [38]. For the API tracing task, we measure classifi-
cation performance using precision, recall, and F1 [39]. Specif-
ically, the F1 for seen APIs is computed as the macro-average
of the F1 scores over the 21 seen API classes. For unseen APIs,
F1 is computed on the single unseen class. The overall per-
formance is reported as the macro-average across all classes,
including the unseen class.

5.2. Experimental Results and Analysis
5.2.1. Anti-Spoofing on MultiAPI Spoof

To assess the value of MultiAPI Spoof for training and evalu-
ation, we design two comparison experiments. The results are
shown in Table 1.

In the first comparison experiment, models are trained on
six commonly used anti-spoofing datasets (TIMIT [31], ODSS
[32], FoR [33], AI4T [34], ASV5 [27], MLAAD [35]) with-
out including MultiAPI Spoof training set. Two systems,
XLSR+AASIST [29] and XLSR+Nes2Net-X [22], are evalu-
ated on ITW [40], MultiAPI Spoof test set, and AI4T [34],
respectively. Both models present relatively high EERs on
the MultiAPI Spoof evaluation set, indicating a domain shift
that existing datasets fail to cover. In the second compari-
son experiment, MultiAPI Spoof training set is incorporated
into the training pool. Across all evaluation sets, especially
on the MultiAPI Spoof test set itself, both XLSR+AASIST
and XLSR+Nes2Net-X show substantial reductions in EER,
minDCEF, and actDCF. For instance, XLSR+AASIST decreases
the EER from 12.96% to 6.26% on MultiAPI Spoof test set,
and similarly, XLSR+Nes2Net decreases the EER from 7.77%
to 5.64%.

Moreover, the benefits are not limited to MultiAPI Spoof.
On the ITW dataset, XLSR+Nes2Net decreases from 1.73% to
1.69% in EER, and on AI4T, it decreases from 7.77% to 5.64%.
Notably, within MultiAPI Spoof test set itself, the gains are
observed not only on the seen sources but also on the unseen
subset, indicating that the additional spoofing conditions con-
tribute to more robust feature learning rather than overfitting to
specific APIs. These consistent improvements across multiple
evaluation sets suggest that adding MultiAPI Spoof in the train-
ing effectively enhances cross-domain robustness and provides
better generalization to unseen data.

To better understand this effect, we visualize the Scoreq[41]
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Figure 2: Scoreq [41] distribution comparison across datasets.
The dashed vertical line in each curve marks the peak density
value.

Table 2: Comparison of our proposed XLSR+Nes2Net-LA sys-
tem with recent state-of-the-art anti-spoofing models. “SP”
denotes Sample Pruning [34]; “RB” denotes RawBoost aug-
mentation [42]; “C” denotes codec augmentation. “Data
Collection 17 consists of ASVspoof 2019 [25], FoR[33],
ASVspoof 2021 DF[26], TIMIT[31], ODSS[32], MLAAD[35],
and ASV5[27] training sets. “Data Collection 2” includes
TIMIT, ODSS, FoR, AI4T [34], ASV5, MLAAD, and the pro-
posed MultiAPI Spoof training set.

API
AO All

Al A12
A2 Al13
A3 « Al4
A4 Al5
A5 Al6
A6 Al7
A7 * Al18
A8 A19
A9 * A20
Al0 A unseen

Model Training data Aug. ITW AI4T
XLSR+SLS [43]  ASVspoof 2019LA RB 746 N/A
XLSR+Mamba [21] ASVspoof 2019 LA RB  6.71 N/A
XLSR+AASIST [29] ASVspoof 2019 LA RB 1046 N/A
XLSR+AASIST [29] Data Collection2 N/A  2.09 6.26
XLSR+LRC [34] ASVspoof 2019 N/A 34 274
XLSR+LRC [34] Data Collection 1 SP 170 124
. SP &
XLSR+LRC [34] Data Collection 1 RB+C 1.90 10.2

XLSR+Nes2Net [22]
XLSR+Nes2Net [22]
XLSR+
Nes2Net-LA (Ours)

ASVspoof 2019 RB 552 N/A
Data Collection 2 N/A 1.69 5.64

Data Collection2 N/A 142 5.64

distributions of those datasets, as shown in Figure 2. MultiAPI
Spoof exhibits a significantly broader quality distribution, span-
ning both low- and high-quality regions. Such diversity helps
the model generalize better by preventing overfitting to narrow
acoustic conditions, thereby improving detection performance
in more realistic, heterogeneous environments.

5.2.2. Effectiveness of Local Attention (Nes2Net-LA)

As shown in Table 1 and Table 2, Nes2Net-LA trained on the
data collection pool outperforms recent state-of-the-art mod-
els across all evaluation benchmarks, even without any data
augmentation or pruning. The most substantial improvements
are observed on the unseen split of the MultiAPI Spoof test
set. These results demonstrate that the proposed local atten-
tion mechanism effectively enhances cross-block interactions
and produces more discriminative and robust anti-spoofing rep-
resentations.

Figure 3: t-SNE [44] visualization of XLSR-extracted embed-
dings for the MultiAPI Spoof eval set. Unseen APIs are A24-
A29

Table 3: API Tracing Performance on the MultiAPI Spoof
Dataset. Seen APIs correspond to AO-A20, while dev unseen
APIs are A21-A23, and eval unseen APIs are A24—A29.

dev eval
precisionfrecallf  F11 |precisionfrecallf  F11
seen | 0950 0.924 0937 | 0950 0.923 0.936
unseen 0.959 0467 0.628 | 0972 0.520 0.678
overall 0.778 0910 0.785 | 0.770 0917 0.782

5.2.3. API Tracing on MultiAPI Spoof

Table 3 presents the API tracing results on MultiAPI Spoof. The
model is trained on the MultiAPI Spoof training set and tested
on the dev and eval sets. We report results separately for seen
and unseen API types. Overall performance is high across seen
APIs, with both dev and eval achieving substantial precision, re-
call, and F1 scores. However, high precision but low recall for
the unseen class shows that predictions are accurate, but many
unseen-class instances are not correctly identified. This indi-
cates that current methods for this task, particularly in handling
unseen APIs, still require further investigation.

As shown in Figure 3, t-SNE [44] visualizations further
reveal that embeddings of unseen APIs do not form separa-
ble clusters; instead, they are mixed with multiple seen cat-
egories. This suggests that the model primarily learns API-
specific acoustic cues and struggles to generalize to unseen
APIs whose acoustic or behavioral signatures differ signifi-
cantly from the training distribution. These findings highlight
the challenge of zero-shot API tracing and suggest that future
models require stronger invariant representation learning.

6. Conclusion

In this paper, we present MultiAPI Spoof, a multi-API speech
anti-spoofing dataset, and first introduce the API tracing task
for fine-grained source attribution. Experiments show that in-
corporating MultiAPI Spoof into training significantly improves
cross-domain robustness. We also propose a local-attention en-
hanced anti-spoofing network, namely Nes2Net-LA. It consis-
tently outperforms Nes2Net-X, achieving state-of-the-art per-
formance, demonstrating its effectiveness in improving robust-
ness and discriminative capability.
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