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Abstract—Smartphones handle sensitive tasks such as
messaging and payment and may soon support critical elec-
tronic identification through initiatives such as the European
Digital Identity (EUDI) wallet, currently under development.
Yet the susceptibility of modern smartphones to physical
side-channel analysis (SCA) is underexplored, with recent
work limited to pre-2019 hardware. Since then, smartphone
system on chip (SoC) platforms have grown more complex,
with heterogeneous processor clusters, sub 10 nm nodes, and
frequencies over 2 GHz, potentially complicating SCA. In
this paper, we assess the feasibility of electromagnetic (EM)
SCA on a Raspberry Pi 4, featuring a Broadcom BCM2711
SoC and a Fairphone 4 featuring a Snapdragon 750G 5G
SoC. Using new attack methodologies tailored to modern
SoCs, we recover ECDSA secrets from OpenSSL by mount-
ing the Nonce@Once attack of Alam et al. (Euro S&P
2021) and show that the libgerypt countermeasure does not
fully mitigate it. We present case studies illustrating how
hardware and software stacks impact EM SCA feasibility.
Motivated by use cases such as the EUDI wallet, we survey
Android cryptographic implementations and define repre-
sentative threat models to assess the attack. Our findings
show weaknesses in ECDSA software implementations and
underscore the need for independently certified secure ele-
ments (SEs) in all smartphones.

Index Terms—side-channel attacks, smartphones, elliptic
curve cryptography

1. Introduction

In today’s world, smartphones have become indispens-
able in everyday life, playing crucial roles in messaging,
payments, and identification, among other sensitive tasks.
Their significance continues to grow, highlighted by the
European Union’s (EU) plan to introduce a standardized
EUDI wallet by 2026 [1]. This demonstrates that smart-
phones are valuable targets for attackers, and no attack
path should be considered irrelevant. Although software
exploits, such as Operation Triangulation [2], are usually
the primary concern due to their less stringent threat

model, the lack of studies on physical SCA on modern
smartphones calls for more exploration in this area. Fur-
thermore, the usage of smartphones for critical applica-
tions such as messaging, healthcare, payment, and identifi-
cation (EUDI) warrants the investigation of more powerful
adversarial models. Since existing hardware cannot be
changed, countermeasures to newly developed hardware
attacks must be implemented in software, which is often
challenging and insufficient to address the underlying
issues identified in the hardware.

Physical attacks are directed at the implementation
of an algorithm and its physical effects, in our case the
EM emissions from smartphones. Such attacks can be
advantageous if, for example, cryptographic operations are
conducted within a trusted execution environment (TEE)
which offers software isolation but does not protect against
hardware attacks.

Threat model and attack scope We consider a local,
passive EM side-channel adversary with physical access to
the smartphone and lab-grade measurement equipment. In
Section 3 we discuss the practicality of two threat models
with respect to these prerequisites. In one, the device is
screen-locked and the attacker cannot bypass this lock.
In the second model, the attacker can unlock the device,
representing (temporary) device theft in combination with
weak screen-lock mechanisms.

With relation to the attack scope, we investigate
general-purpose application class processors and popular
cryptographic software libraries such as OpenSSL' and
libgerypt® that may run inside or outside the context of
a TEE. We do not investigate tamper-resistant hardware
such as SEs. While some flagship and selected mid-range
devices include such hardware, many devices rely solely
on the TEE. This is particularly relevant as phones are
increasingly used for sensitive use cases, leaving devices
without SE to store crucial secrets outside tamper-resistant
hardware. We take the EUDI wallet and its ongoing de-
velopment as an example throughout this paper in order
to discuss the potential real-world impact of our findings.

1. https://github.com/openssl/openssl
2. https://www.gnupg.org/software/libgcrypt/index.html
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Related work The practicality of SCA on a smart-
phone’s application processor is hard to judge from state-
of-the-art literature. Given the advancements in SoC tech-
nologies and smartphones, it is noteworthy that devices
in recent works are more than five years old (see Ta-
ble 1). The authors of [3, 4] demonstrate successful EM
attacks on RSA and elliptic curve cryptography (ECC) on
smartphones. The Nonce@Once attack [3] recovers the
nonce used in an elliptic curve digital signature algorithm
(ECDSA) from conditional swap operations. In [5, 6],
non-adjacent form (NAF) and w-ary non-adjacent form
(WNAF) ECDSA implementations are investigated on
multiple smartphones. In [7], the authors extract a device
unique key from the iPhone 4’s AES engine. The authors
of [8] recover the AES firmware encryption key of the first
stage bootloader on an undisclosed mobile device. Ap-
ple’s CoreCrypto Library and the ARMv8 Cryptographic
Extensions for AES are analyzed on an iPhone 7 in [9].
Challenges when targeting AES with EM SCA on an
ARM Cortex-A architecture are described in [10]. They
use a Raspberry Pi 4 for their experiments. For EM
attacks on older devices we refer the reader to [11, 5, 12]
and the survey in [13]. More recent smartphones, such
as the iPhone 8 Plus (2017) [14], Xiaomi Redmi 7A
(2019) [15], iPhone 13 and 14 Pro (2022) [16], or Google
Pixel 9 (2024) and Samsung Galaxy S25 (2025) [17]
were only used for forensic SCA, where no cryptographic
algorithms but the PIN entry [14], browsing activity [15],
differentiation between software activities [16] or display
contents [17] were targeted.

Complexity of contemporary smartphones Nowadays,
complex SoC platforms are at the heart of smartphones.
This complexity impacts the feasibility of SCA. Modern
mobile SoCs feature multiple CPUs, often in clusters
of two or more. These clusters are optimized either for
power consumption, performance, or a trade-off of the
two. This allows versatile scheduling options, resulting in
a vast evaluation space for EM SCA. The CPU cores can
dynamically adapt their clock frequency with the upper
limit reaching more than 3 GHz. The integrated circuit
(IC) for the smartphone is usually fabricated at advanced
semiconductor nodes, such as 10 nm and below. All this
potentially increases the challenge for successful EM side-
channel measurements.

Contribution Our main contribution is a thorough anal-
ysis of the practicality of EM SCA on a contemporary
smartphone. Table 1 highlights the gap between smart-
phones that were targeted in existing literature and the
Fairphone 4, our main target device. More precisely, we
make contributions in the following areas:

o Threat models and vulnerability assessment.
We define realistic threat models and provide an
overview of how cryptography is used on Android
smartphones. We later assess our practical attack
findings in the context of these defined threat
models.

e Methodology. Starting from the attacks on ECC
conditional swap operations in [18, 19, 3] we adapt
the attack methodology to re-produce it on more
complex devices. Among others, we investigate
activity-modulated signals at different frequency

bands and methods for leakage assessment and
exploitation. We also analyze the countermeasures
proposed in [3] and implemented in libgcrypt and
come to the conclusion that they offer insufficient
protection.

« Hardware complexity. We start our investigations
with a Raspberry Pi 4 as baseline to evaluate
our SCA methodology. Subsequently we investi-
gate the Fairphone 4’s Snapdragon 750G 5G SoC
which is also used in phones such as the Samsung
Galaxy A52 5G and the Xiaomi Mi 10T Lite.
We show the impact multi-cluster CPUs with high
frequencies and dynamic frequency scaling have
on the attack.

« Software complexity. We evaluate the complexity
introduced by the software stack in case studies
on the Fairphone 4, where we can install both
Android and a native Linux operating system (OS)
to which we can easily apply constraints. To the
best of our knowledge, we are the first to inves-
tigate complete Android apps and the increased
complexity this introduces. We demonstrate that
the attack is possible despite dynamic scheduling,
dynamic frequency scaling and background activ-
ities.

Our findings suggest that, while SCA of smartphones
is no longer as simple as in [3, 4, 5, 6], attacks are still
possible and therefore remain a threat to contemporary
smartphones. Thus, the usage of Common Criteria (CC)
certified secure elements should be mandatory for critical
applications.

Upon acceptance of this paper we will publish exem-
plary code to highlight our methodology and enable re-
producibility. Following responsible disclosure, we made
our findings available to the affected libraries (see Ap-
pendix C).

2. Background

In this section we introduce general preliminaries on
EM SCA, ECC and ECDSA.

2.1. Electromagnetic side-channel analysis

SCA exploits unintentional leakage (e.g., timing [20],
power consumption [21], or -electromagnetic emis-
sions [22]) from a system to infer sensitive data. Due
to their accessibility, smart cards and other embedded
devices are the most investigated targets for these physical
side-channels. In the past, more complex devices such as
PCs or smartphones were mostly investigated for logical,
i.e. microarchitectural, side-channels such as Spectre [23].
Only recently, the investigation of such devices with re-
gard to EM SCA gained attention [5, 4, 3, 6, 24].

Profiled SCA is a special case of SCA, which relies on
collecting measurement data from a device similar to the
target in order to train an attack model during the profiling
phase. The adversary requires access to such a device and
the ability to run and monitor the cryptographic operations
for profiling. In the attack phase, profiled attacks typically
require only a small number of traces, making them highly
efficient due to the pre-built profiles.



TABLE 1: Smartphones in state-of-the-art literature that were investigated using SCA.

Device Release  Reference SoC Arch. CPU? Node
iPhone 4 2010 [71 Apple A4 n/a‘ n/a‘ 45 nm
iPhone 4 2010 [5] Apple A4 32-bit  1xA8 @ 800 MHz 45 nm
Xperia X10 2010 [5] Snapdragon S1 32-bit  1xA5 @ 800 MHz 45 nm
- 2012 [6] Snapdragon S4 32-bit  2xA5 @ 1.2GHz 45 nm
L 2012 [8] b n/a‘ n/a‘ 32nm
Galaxy Centura 2013 [4] Snapdragon S1 32-bit  1xA5 @ 800 MHz 45 nm
. . . 2xHurricane @ 2.34 GHz

iPhone 7 2016 [9] Apple A10 Fusion 64-bit 2xZephyr @ 1.05 GHz 14 nm
Alcatel Ideal 2016 [3, 4] Snapdragon 210 32-bit 4xA7 @ 1.1 GHz 28 nm
ZTE ZFIVE 2018 [31 Snapdragon 425 64-bit  4xA53 @ 1.4 GHz 28 nm
Raspberry Pi 4 2019 This Work, [10] BCM2711 64-bit  4xA72 @ 1.8 GHz 28 nm
Fairphone 4 2021 This Work Snapdragon 750G 5G  64-bit 2XATT @ 2.21 GHz 8nm

6xA55 @ 1.8 GHz

2 All CPUs are ARM Cortex cores.

b Device not disclosed in paper, release year and semiconductor node were obtained from authors.
¢ The attacks do not target the CPU but an internal AES engine.

2.2. Electronic identification and ECDSA

Digital signature algorithms (DSAs) ensure the in-
tegrity and authenticity of digital transactions. ECDSA
uses elliptic curves as a mathematical primitive. It is
favored in many applications due to its ability to provide
strong security with small key sizes, making it efficient in
terms of computational and storage requirements.

In both DSAs and ECDSA, a private—public key pair
is generated. The public key is shared with a remote party.
The secret, private key remains with the signer. A common
use case is electronic identification to a relying party.
For example, if Alice wants to authenticate to Bob, he
generates a challenge and sends it to Alice. Alice signs
the challenge and returns the signature. Bob verifies the
signature using Alice’s public key.

For an ECDSA signature to be created, first an elliptic
curve in form of its underlying field and equation must be
chosen. Each curve has a base point G which generates
a cyclic group of order n. The curve’s point at infinity,
also called neutral element, O is @ = nG. Points can
be represented in projective coordinates (X : Y : Z) or
affine coordinates (x,y).

To sign a message (e.g., challenge), Alice selects a
random scalar d 4 as her secret private key and the curve
point @ 4, obtained by the scalar-by-point multiplication
Q4 = daG, as her public key. A message m is signed by
first getting its digest z from a cryptographic hash func-
tion. Subsequently, the signer chooses a random nonce &
such that 1 < k < n—1. The nonce is used as a scalar for
a scalar-by-point multiplication that yields the coordinates
2 and y of a new point on the curve: (z,y) = kG. The
signature is the tuple (r,s), where » = z (mod n) and
s =k Y(z+r-da) (mod n). The process is repeated for
a new random k if either r or s are zero.

To verify the signature, Bob can compute z from the
message m and w = s~ (mod n), u; = z - w (mod n)
and us = r - w. From this, the candidate coordinates
(z',y) can be obtained as (2',y’) = u1G + uaQa. If
2’ =r (mod n), Bob accepts the signature.

The nonce k£ must be secret, random and unique for
each new signature that is created. If an adversary knows
k, she can recover d4 from the signature (7, s). We sum-
marize relevant works on SCA of ECDSA in Section 4.

3. Threat models

To assess our attack’s practicality, we define two threat
models. We distinguish between these threat models based
on whether the adversary can unlock the phone (Sec-
tion 3.1) or not (Section 3.2).

3.1. EM SCA on unlocked smartphone

In this subsection, we assume that the adversary has an
unlocked phone in her possession and user-level access.
In this case it might seem questionable whether SCA is
needed. The adversary can already access the vast ma-
jority of the victim’s data and install malicious software.
However, certain cryptographic secrets are not accessible,
e.g., secrets stored within a TEE or SE. While the SE
typically features countermeasures against physical SCA,
the TEE does not, as it uses the same processors as generic
software running on the device.

The unlocked phone might allow an adversary to
trigger cryptographic processes, as long as no further
authentication besides the unlock mechanism is required
(see authorization for key usage below). SCA can then
be used to recover the involved cryptographic secrets.
Depending on how invasive the preparations needed for
the EM SCA are, the device could afterwards be returned
to its owner.

To underline the realism of this threat model, we
emphasize that it is equivalent to scenarios where the ad-
versary obtains a screen-locked smartphone, but can easily
bypass the lock. Recent work has shown that the security
of a simple unlock PIN depends on whether countermea-
sures such as throttling and blocklisting are deployed and
designed reasonably [25]. Graphical passwords such as
unlock patterns are often biased and offer less security
than guessing a three digit PIN [26]. Additionally, they
face the threat of smudge attacks [27], which might apply
to PINs as well. Biometric mechanisms such as a finger-
print sensor can be overcome as shown in [28, 29, 30].
Also, facial recognition systems for unlocking a phone
are potentially vulnerable to presentation attacks [31]. The
practical feasibility of bypassing a screen lock depends on
the specific locking mechanism, the user’s vigilance, and
the resources an attacker is willing to expend.



It is important to note that Android allows app devel-
opers to additionally gate access to cryptographic keys’.
For example, a phone could be unlocked with a PIN,
but usage of a cryptographic key could require additional
biometric authentication. Our threat model here assumes
the adversary can bypass device unlock and any key-use
authorization mechanisms.

3.2. EM SCA on locked smartphone

If the phone is insurmountably locked, the adversary
usually has no possibility to read out data directly. We
assume that no pairing via USB, Bluetooth, or Android
Debug Bridge (ADB) is possible. Therefore SCA of cryp-
tographic software running both inside and outside the
context of a TEE is a reasonable path of attack. SCA on
locked smartphones can be further divided into two sce-
narios. A scenario where the device is (temporarily) stolen
and one where the owner always remains in possession of
the device.

If the owner remains in possession of the smartphone,
attacks must not require any physical modifications to
the device and must be carried out within a short period
of time. The adversary could use a probe placed on the
display or the device’s casing (e.g., by hiding it in a desk),
as in [3, 4, 6, 5] or hidden in a charger [5].

If the device is stolen, the applicability of attacks is
reduced to scenarios, where cryptographic operations are
triggered by normal system activity (e.g., decryption of
incoming messages or TLS handshakes). This might re-
quire notifications to be enabled for the locked phone. The
Android auto-reboot feature [32] could complicate this
threat model. Devices for which this feature is enabled and
which are not unlocked for three days are automatically
rebooted. After the reboot, disk encryption might be active
and the device is set into the before first unlock (BFU)
state, which might disable certain unlock methods and
features such as the automatic decryption of incoming
messages. However, this should not block the attack, as the
targeted cryptographic routine is likely to be triggered at
least once in this time span. For messaging, an adversary
could send a message to the victim to induce execution.

4. Cryptography on Android: Implementa-
tions and attack surfaces

In this section we dive deeper into the potential vul-
nerability of smartphones to EM SCA by investigating
how cryptography can be implemented on Android smart-
phones. We review considerations for the EUDI wallet and
provide an overview of SCA of ECDSA.

4.1. Cryptography on Android smartphones

We focus our investigation on Android smartphones
due to the transparency and openness of the Android
ecosystem and its wide deployment. We emphasize that
this openness does not imply less security compared to
other platforms. The Android Keystore [33] is the default
provider for cryptography on Android smartphones. For

3. https://source.android.com/docs/security/features/authentication

compatibility and the support for algorithms not included
in the Android Keystore provider, most phones also have
alternative providers such as OpenSSL, Bouncy Castle*,
and others. The Android Keystore is the only possibility
to use a TEE or StrongBox, the latter being Android’s
term for a SE, i.e., dedicated tamper-resistant hardware.

The Android Device Security Database’ provides an
overview on the security features available on phones, e.g.,
which devices include StrongBox and which do not [34].
High-end devices such as Google Pixel phones and the
Samsung Galaxy S series support StrongBox. However,
even if StrongBox is available, there are important caveats,
which might block its wide adoption for applications.
For one, TEE is the general default for the Android
Keystore and developers are urged to only use StrongBox
for applications requiring the highest level of security [33].
Since StrongBox is typically implemented outside of the
SoC, within a dedicated IC, operations are much slower
and more limited with regards to concurrency than if the
TEE were used [33]. Therefore, an app must explicitly
request StrongBox-backed keys if it shall be used over
the TEE. Popular messaging apps like Signal®, Telegram’
and Threema® do not do this, since the performance
requirements for messaging are demanding with regard
to the amount of data that needs to be encrypted. Second,
not all algorithms are necessarily supported by StrongBox.
We read out the supported algorithms on a Google Pixel
8, which features the Titan M2 SE [35]. Of the ECC sig-
nature algorithms, only the secp256rl curve is supported
by StrongBox.

Not all modern smartphones are equipped with the
StrongBox feature. Even recent mid-range devices such
as the Samsung Galaxy AS5 or the Sony Xperia 10 do
not include suitable hardware for StrongBox yet. Of the
twelve devices with a release after January 2022 that are
listed in the database of [34], only five support StrongBox,
while all of them support TEE. In fact, all devices in
the database dating back to January 2018 support TEE.
Thus, many smartphones will continue to rely on software-
implemented cryptography on non-tamper-resistant hard-
ware in the near future.

4.2. EUDI wallet considerations

We revisit the EUDI wallet, which is currently being
developed, to highlight the dilemma that arises when de-
vices without secure hardware must store highly sensitive
data. Electronic identification is often built around DSAs
such as ECDSA (see Section 2.2). Within the wallet, the
wallet-secure cryptographic device (WSCD) is the module
in charge of managing the secret keys to identify its
holder. The EU requires all WSCDs to be tamper-resistant
and certified. The draft of the implementation act [36]
lists the CC assurance level EAL4+ and the AVA_VAN.5
vulnerability assessment [37] as potential certification
targets. This demonstrates a strong commitment to the
wallet’s resilience, also with regard to hardware attacks.

4. https://www.bouncycastle.org/

5. https://www.android-device-security.org

6. https://github.com/signalapp/Signal- Android

7. https://github.com/DrKLO/Telegram

8. https://github.com/threema-ch/threema- android
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Furthermore, it underlines the necessity to investigate the
susceptibility of smartphones to hardware attacks. While
there are smartphones that could potentially fulfill such a
requirement (e.g., Google Pixel phones which include a
Titan M2 [35, 38]), the EUDI wallet also plans to consider
older smartphones and cheaper models lacking secure
hardware [39]. According to the EUDI documentation,
such devices shall rely on a remote hardware security
module (HSM) to act as WSCD [39]. In this case, the wal-
let app must authenticate itself to a remote device, which
is then responsible for authenticating the wallet holder.
This shifts the target of the attack to the cryptographic
key used for authentication with the remote WSCD, but
does not solve the underlying issue. Without StrongBox,
TEE-based implementations are the next best option for
the EUDI wallet app. TEEs cannot be considered se-
cure against hardware attacks, i.e., tamper-resistant. For
example, the Qualcomm TEE v5.8 on the Snapdragon
865 passed an EAL2+ evaluation [40], which does not
consider hardware attacks [37]. Therefore, a TEE-based
authentication of the wallet app to the remote WSCD
would be an attractive target for EM SCA and our work
aims to provide an objective quantification of the risks
associated with such attacks.

4.3. SCA of ECC implementations

Within our work, we target open-source libraries and
their ECDSA implementations. As discussed above, An-
droid apps should use the Android Keystore for cryptog-
raphy. However, there are multiple reasons to focus on
libraries such as OpenSSL and libgcrypt first. For one, the
implementation details of StrongBox and TEE, the default
backends of the Keystore, are secret. However, within a
TEE, the probability that implementations similar to those
in open-source libraries are used is relatively high. Second,
libraries such as OpenSSL are also available as alternative
provider to the Keystore on most Android devices. Finally,
some apps ship their own libraries to ensure compatibility
across devices or utilize specific features absent in the
Keystore. The Telegram Messenger, for example, relies
on its own BoringSSL implementation [41].

The selection of ECDSA as targeted signature algo-
rithm is straightforward. It is a mandatory algorithm for
the Android Keystore and a likely choice for applications
such as the EUDI wallet.

In this section, we review state-of-the-art side-channel
attacks on ECC, most notably attacks on the conditional
swap operation [3, 18, 19].

Most SCA of ECC focus on the scalar-by-point multi-
plication. This is because it is a critical operation that in-
volves either ephemeral keys, often referred to as nonces,
that allow to recover the long-term keys, or long-term
secrets directly (see Section 2.2).

Attacks on the conditional swap operation The
double-and-always-add algorithm and the Montgomery
ladder are two popular choices for implementing a
constant-time scalar-by-point multiplication for Weier-
strass and Edwards curves [42]. The former is shown
in Algorithm 1 and used by libraries such as libgerypt.
OpenSSL uses a Montgomery ladder [43], which differs
slightly from the procedure in Algorithm 1. The most

Algorithm 1 Double-and-always-add multiplication.
Input: n-bit scalar k = k,,—1,kp—2, ..., ko; elliptic
curve point P.
Output: R <+ [k]P.
. R« O
2: for i< n—1to 0 do
3 R <+ 2R
4: T+~ R+ P
5
6

> Neutral element

R, T + CT_SWAP(R, T, k;)
: end for

> Swap if k; =1

relevant difference for this work is that the swap operation
is either required twice per iteration of the for loop or the
swap condition cond is merged to cond = k; ® k;11.
In both cases, the sequence of double-and-add opera-
tions is constant. This is achieved by conditionally swap-
ping R and 7. The constant-time conditional swap op-
eration CT_SWAP (Algorithm 2) can be exploited for
SCA. This was demonstrated previously on microcon-
trollers [18, 19] and smartphones [3]. It is noteworthy that
popular SCA countermeasures for ECC such as coordinate
re-randomization, point blinding and scalar blinding are
not or only partially effective against the attack. We
discuss countermeasures in more detail in Section 5 and
Section 7.

Algorithm 2 Constant-time conditional swap opera-
tion CT_SWAP.

Input: Two arrays a,b of size n machine words,
representing a coordinate of an elliptic curve point; Swap
condition cond € {0, 1}.

Output:

If cond=1:a+ b, b+ aq;
If cond =0: a < a, b+« b.
mask < 0 — cond
c:fori<—0ton—1do
§ < (ali] ® b[7]) & mask
ali] + ali] ® 4§
bli] + bli| & 6
end for

> mask is all-ones or zeros

AN

The swap condition is related to a single bit of a secret
scalar, which is either one, i.e., the points are swapped, or
zero, i.e., the points are not swapped. Algorithm 2 shows
how an arithmetic mask can be used to achieve a constant
runtime independent from the swap condition. The authors
of [3] discuss that this comes at the cost of EM leakage
amplification. First, the single bit in cond is expanded to
either an all-zeros or all-ones mask. Further, § is either
all-zeros or a machine word that holds a pseudo-random
value with a Hamming weight of approximately half the
machine word size. When «[i] and b[¢] are written back
to memory, the Hamming distance of the old and new
value is either zero or also corresponds to approximately
half the machine word size. The computation of § and the
store operations are repeated for all m» machine words.
Moreover, CT_SWAP is executed for each coordinate
of the elliptic curve point. Therefore, the leakage am-
plification depends also on the used curve. For 64-bit
architectures and the secp521rl curve, this amounts to
the projective coordinates X, Y and Z, each of which
is stored in nine machine words and includes additional



flags such as negative, which is part of OpenSSL’s bignum
representation. For Ed25519, only four machine words per
coordinate are necessary.

After the publication of [3], libgcrypt adopted a coun-
termeasure, which we analyze in detail in Section 5.
Adopting a countermeasure for OpenSSL was discussed
but never realized”-'?-!'. Therefore, it is still vulnerable to
the attack from [3, 18, 19].

Alternative implementations and attacks Alternative
attacks on the double-and-always-add routine do not target
the conditional swap, but the value of an intermediate
coordinate by using online template attacks to recover
whether addition was executed on the input coordinate or
not [44, 45, 46]. Some libraries such as BoringSSL and
WolfSSL use a windowed multiplication with a precom-
puted table [47]. Profiled and non-profiled attacks on such
implementations were proposed in [48, 49]. The authors
of [50] propose a template attack that targets intermediate
points on a curve to recover the first few bits of the nonce.
This could in theory work independent from the used
multiplication algorithm. Lastly, many libraries formerly
used wNAF and NAF double-and-add algorithms'?, where
the sequence of double-and-add operations leaks nonce-
bits. This was exploited in [0, 5, 24].

Target software The attacks from [3, 18, 19] are the
basis for our work. In the following, we focus mainly on
OpenSSL (v3.6.0) and the secp521rl Weierstrass curve.
Additionally, we investigate libgcrypt (v1.9.4), which
adopted an EM SCA countermeasure after publication of
[3], and Ed25519.

5. Revisiting Nonce @Once

In this section we explore alternative methodologies
for SCA of the conditional swap operation in ECDSA [3,
, 19] and investigate countermeasures. As baseline tar-
get we use a Raspberry Pi 4, which is much less complex
than contemporary smartphones. It is similar in complex-
ity to the targets from [3], a ZTE ZFIVE and an Alcatel
Idea smartphone.

Measurement setup and target device We remove the
metal lid to expose the die. Images of the chip and die
can be found in Appendix D. The standard Raspbian OS is
installed on the device. It is connected to Wi-Fi and we use
ssh to interact with the device. Bluetooth is disabled. We
use a LeCroy WavePro 804HD oscilloscope and various
EM probes from Langer EMV.

5.1. Identification of activity-modulated signals

The work in [3] suggests that sampling in a narrow
band around the device’s clock frequency and processing
the acquired signal with a sliding-median filter unveils
sufficient information about the device’s activity, i.e.,
arithmetic operations and the conditional swap operations

9. https://github.com/openssl/openssl/pull/14464

10. https://github.com/openssl/openssl/pull/15702

11. https://github.com/openssl/openssl/pull/16543

12. e.g., OpenSSL until release 7.1.1 (2018):
https://openssl-library.org/news/openssl-1.1.1-notes/index.html
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Figure 1: EM traces for a single Montgomery ladder
step for OpenSSL + secp521rl (left) and three iterations
for the double-and-always-add routine of libgcrypt and
Ed25519 (right). The top row shows the unfiltered signals.
The traces in the middle row are bandpass-filtered for
130 MHz. The traces in the bottom row are additionally
absolute and sliding-median filtered. The Raspberry Pi 4’s
clock frequency was 1.8 GHz for this investigation.

are visible. This is only partially reproducible with our
setup. In particular for a clock frequency of 1.8 GHz, the
CPU’s activity is hardly traceable and noise dominates the
signal.

However, during our analyses, we notice activity in
frequency bands far below the CPU frequency which —
nevertheless — seems clearly related to the CPU activity.
Fig. 1 shows the frequency-filtered signals for OpenSSL
+ secp521rl and libgerypt + Ed25519. In particular, the
absolute and sliding-median filtering of bandpass-filtered
signals is helpful to detect repeating patterns. We use
a window length of approximately 2ps for the sliding-
median filter. For the secp521rl curve in OpenSSL, the
peaks of this signal form a 5-2-1-2-3-1-3-3 pattern, which
can be directly mapped to finite-field multiplication and
square operations within the ladder step operation. The
ladder step implementation uses the differential addition-
and-doubling formulas from [51] (see Appendix E). For
libgerypt and Ed25519, the pattern can not be directly
mapped to operations within the double-and-always-add
routine and the relevant frequency band is less dominant
in the spectrum. We observe these effects for measure-
ments at two locations. We place a Langer EMV RF-
B 2-3 probe on the die, above the location of the four
CPUs (see Fig. 10b), and a Langer EMV RF-U 2.5-2
probe on the center capacitor of the triplet marked with
a blue rectangle in Fig. 10a. The signal on the capacitors
looks more promising and the position is easier to re-
produce, therefore we use it for the subsequent analyses.
The capacitors act as a low-pass filter, which attenuate
spectral components with higher frequencies such as the
CPU frequency, but do not dampen the frequency bands
we consider here.

The occurrence of distinct frequency bands for crypto-
graphic operations was reported before, but its cause was
never conclusively identified. Previous works have shown
that distinct spectral components of operations can be
used to break RSA and ECC implementations with secret-
dependent branches [52, 5, 24, 6]. To trace the origin of
these frequency bands, the authors of [6] recommend to
explore the microarchitecture of processors. CPUs with an
ARM Cortex-A8 architecture have two ALUs, only one of
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which contains a multiplier. The alternating use of these
ALUs might explain the distinct pattern of finite-field
multiply/square operations for OpenSSL and secp521rl.
Other works — related to SCA aiming to recover user
activity [53, 54, 55], covert channels [56], and malware
detection [57] — observe that voltage regulator clocks
and memory refreshes can also act as carriers for such
activity-modulated signals. However, both carriers and
activity-modulated signals are hard to identify and clearly
associate with a hardware component even for dedicated
micro-benchmarks [55]. Accordingly, it is difficult to as-
sign the patterns in Fig. 1 to a carrier frequency with a
corresponding hardware component. By artificially alter-
ing the CPU frequency, we can verify that the frequency
of the modulated signal has a constant factor of roughly
/14 relative to the CPU frequency, e.g., if we manually
enforce a clock frequency of 1.1 GHz, we observe the
relevant activity around 80 MHz. This linear relationship
suggests that a clock that scales linearly with the CPU
frequency or the CPU frequency itself acts as carrier.

As long as the device is active (e.g., when a process
like signature generation is triggered once in a while),
it mostly uses a frequency of 1.8 GHz. The behavior
described above would allow an attacker to easily adapt
the attack to any CPU frequency.

5.2. Leakage assessment and exploitation

The conditional swap operation (Algorithm 2) occurs
once before each step on the Montgomery ladder for
OpenSSL or once after each iteration of the double-and-
always-add routine in libgcrypt. As discussed in Sec-
tion 4.3, the single-bit swap condition is amplified to
multiple operations with distinct Hamming weights and
distances. OpenSSL still implements the swap operation
as described in Algorithm 2, whereas libgcrypt adopted
the countermeasure described in Algorithm 3.

Algorithm 3 CT_SWAP with EM SCA countermeasure
as implemented in libgcrypt.

Input: Two arrays a,b of size n machine words,
representing a coordinate of an elliptic curve point; Swap
condition cond € {0, 1}.

Output:

If cond=1: a+ b, b+ a;
If cond =0: a<a, b<b.

1: mask < 0 — cond > mask is all-ones or zeros
2: =mask < —(0 — cond) > inverse mask
3: for i <~ 0ton—1do

4: do < (alt] & ~mask) | (b H&mask)

5: 01 < (ali] & mask) | (b[i] & —mask)

6: a[z] <~ 0p

7: bli] « 91

8: end for

The authors of [3] were able to identify visually
recognizable differences in the amplitude of the EM signal
depending on the swap condition. Further, they relied on
a k-means clustering algorithm with Euclidean distance
metric to train a classifier capable of recovering the swap
condition.

Algorithm 4 CT_SWAP with EM SCA countermeasure
as proposed in [3].

Input: Two arrays a,b of size n machine words,
representing a coordinate of an elliptic curve point; Swap
condition cond € {0, 1}; Random word .

Output:

If cond=1: a+ b, b+ a;

If cond =0: a <+ a, b<b.

mask < 0 — cond

for i <~ 0ton—1do
§ < (ai] ® b[i]) & mask
0+ 0dr
afi] < (afi] ®d) & r
bli] « (b[i]@d) @

end for
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Figure 2: Leakage assessment results depicting t-values
(solid, black line), a sample EM trace (dotted, grey line)
and the trigger window (marked in orange). The top plot
shows the results for OpenSSL +secp521rl, the middle
plot for libgerypt + Ed25519 and the bottom plot for
OpenSSL + secpl28rl with the countermeasure from [3].

Leakage assessment We cannot directly classify traces
visually with regard to their swap condition. Therefore, we
rely on established SCA methodologies such as Welch’s
T-test [58]. For this purpose, we record one million traces
with a random, but known, swap condition. We use the
Raspberry Pi 4’s GPIO pins to set a trigger signal at the
beginning of the swap operation and reset it once it fin-
ishes. To keep jitter minimal, we allow the program to run
two step operations on the Montgomery ladder before we
set the trigger for the single swap operation. If we isolate
the swap operation, i.e., directly after the target program is
started, the trigger pin is set and CT_SWAP is executed,
the standard deviation of the time the trigger signal is
active is twice as high. Otherwise, we follow the standard
procedure for test vector leakage assessment (TVLA) [58],
such as randomly selecting the swap condition for each
trace to avoid microarchitectural effects. A detailed study
regarding best-practices for TVLA on complex devices
with dynamic frequencies and cache memories could be
beneficial for future work. We use a sampling rate of
10 GHz and do not apply any filtering or alignment.

Fig. 2 shows the results of our leakage assessment. For
all three of our experiments, we find a strong dependence
of EM signals on the swap condition due to t-values far
beyond the threshold of |¢| > 4.5 [58]. This is obvious for
OpenSSL + secp521rl, as no countermeasure is in place.
The countermeasure libgcrypt adopted involves the inverse



bit-mask —mask, which aims to eliminate certain parts of
the leakage amplification, as both an all-ones and an all-
zeros mask are used (see Algorithm 3). However, since
mask and —mask are processed at different times, the
leakage amplification still exists, even if a higher temporal
resolution is needed to measure it. Further, the Hamming
distance leakage of overwriting or not overwriting the
arrays a and b in memory still exists. The authors of [3]
proposed a different countermeasure described in Algo-
rithm 4. It also eliminates part of the leakage amplifica-
tion by introducing a random mask r. However, mask
still amplifies the swap condition cond and so does the
Hamming distance leakage of conditionally updating the
arrays a and b. We implemented this countermeasure in
OpenSSL and applied the same constraints as [3] to ensure
that the compiler does not remove the countermeasure.
We selected secpl28rl as one of the curves with the least
amount of leakage amplification. According to the T-test,
there is still a strong dependence of EM emanations on the
swap condition. Please note that the authors of [3] used a
software-defined radio (SDR) with a lower sampling rate,
lower bandwidth, and less ideal measurement positions for
the attack and the evaluation of their countermeasure.

Evaluating classifiers We evaluate several methods to
classify traces by swap condition. Neural networks, in
particular, promise high accuracy and some immunity to
temporal jitter [59, 60]. We train classifiers on 800000
traces of 1000 sample points, which were chosen accord-
ing to the T-test. The remaining 200 000 traces are used
for validation. For the evaluation of multiple classifiers,
we used our measurements for OpenSSL + secp521rl.
The highest accuracy we achieve is 98.14 % for a custom
convolutional neural network (CNN) architecture. We de-
rived the architecture by using a CNN published as part
of the ANSSI SCA database (ASCAD) [61] as basis for
hyperparameter tuning. More details on the CNN architec-
ture and the accuracy of other classifiers such as Gaussian
templates can be found in Appendix F. For Ed25519 in
libgerypt, the classifier attains a maximum accuracy of
98.03 %.

5.3. Attack evaluation

For the attack, we first need to identify all swap
operations. As discussed previously, we can use activity-
modulated signals to identify arithmetic operations. We
automate this process and, with a few manual corrections,
can identify all swap operations. For some traces we
observe interruptions of the cryptographic operation, pos-
sibly related to actual interrupts, and interference signals,
which do not interrupt the cryptographic operation, but
overlay parts of the trace. The former can be counteracted
with manual correction. The latter affects the probability
with which the CNN can correctly classify the swap, but
typically only up to ten swap operations are affected.
For the classification of swap operations, we use the
unfiltered signal, which was sampled at 2.5 GHz. Note
that frequencies above 1.25 GHz experience aliasing for
this sampling rate. This is inconsequential for our attack,
because the activity-modulated signals of interest lie in
lower frequency bands and the classification accuracy is
hardly impacted, as evidenced by the results below.

We analyze four traces per library. For OpenSSL and
secp521rl, we correctly obtain 496, 508, 509 and 517 of
521 bit. For libgerypt and Ed25519, we recover 207, 210,
226, and 235 of 255 bit. While the countermeasure com-
plicates the attack, a single-trace attack remains feasible,
albeit with increased computational effort. Approaches
to exploit multiple traces and signatures are discussed
in Section 6.2.3.

6. Nonce@Once on a modern smartphone

In this chapter, we show two case studies, demon-
strating the challenge when transferring the Nonce@Once
attack to a modern smartphone target. First, we target
the Fairphone 4 running a native Linux OS that allows
root access. For the second case study, we use the Fair-
phone 4’s default Android and embed the cryptographic
library into an Android app. We focus only on OpenSSL
and the secp521rl curve.

6.1. Case study 1: Fairphone 4 and native Linux

The Fairphone 4’s main SoC is the Snap-
dragon 750G 5G [62], which is also used in the Samsung
Galaxy AS52, Xiaomi Mi 10T, OnePlus Nord and other
mid-range smartphones that were sold from 2021 and
onward. As such, it is representative for smartphones
that are slowly fading from the market, but are in active
use for a few more years. As described in Table 1, it
is one of the most complex devices ever investigated
for EM SCA to date. The goal of our first case study
utilizing a Linux OS is to eliminate the complexity of the
software stack as much as possible, to be able to apply
constraints to scheduling, and to find simple solutions
for triggering. The Fairphone 4’s open ecosystem which
provides support for alternative operating systems and
an open PCB schematic'® facilitates our investigations.
However, we anticipate that our results translate to other
devices based on the same or similar SoCs.

Device preparation The Fairphone 4 is designed for
repairability. Therefore, it is easy to remove the main PCB
and disconnect unnecessary peripherals such as the cam-
era. The metal lids covering the SoC and its peripherals
on the opposite side of the PCB can be easily unclasped.
We removed the plastic package of the SoC’s IC for
some analyses, using an ULTRA TEC ASAP-1 CNC Mill.
We emphasize that an attacker could also use a cheaper
stationary drill. Except for the software, the laboratory
setup is identical to the subsequent case study (Fig. 7).
An infrared (IR) die-shot of the Snapdragon 750G 5G
can be found in Appendix G. The phone is connected via
USB and fully charged. For this case study, we unlock
the phone’s bootloader and install postmarketOS'#. This
allows root access and limits the amount of background
processes. The device’s Wi-Fi interface is disabled and no
SIM card is installed.

13. https://www.fairphone.com/wp-content/uploads/2022/09/FP4_
Information-for-repairers-and-recyclers.pdf
14. https://postmarketos.org/
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Figure 3: Excerpt of an IR die-shot of the Snapdragon
750G 5G SoC overlaid with photon emission measure-
ments for CPU identification. In this case, a simple bench-
mark program is scheduled to one of the six A55 CPUs
marked with orange rectangles. The two A77 CPUs are
highlighted with blue rectangles.

Triggering To facilitate our analyses, we explore vari-
ous ways of firing a trigger signal from the phone. We
discovered that the I2C communication between the SoC
and the AW8695 IC, which drives the phone’s vibration
motor, provides an efficient method for triggering. The
PCB schematic allows us to identify the I2C bus’s pull-
up resistors and solder a thin wire to them.

6.1.1. Investigation of CPUs

The Fairphone 4’s SoC incorporates two distinct CPU
variants. The six Kryo 570 Silver / Cortex-AS5 cores are
optimized for energy efficiency, while the two Kryo 570
Gold / Cortex-A77 cores are optimized for performance.
Using a PHEMOS-X emission microscope, we recorded
an IR die-shot and the photon emission, when scheduling
a program to a specific CPU. The results are shown in
Fig. 3. The complete high resolution die-shot without the
photon emission overlay can be found in Appendix G.

The attack must be tailored to the specific CPUs
executing the cryptographic operation. To investigate the
electromagnetic profile of the CPUs, we place a Langer
EMYV RF-B 3-2 probe over the respective area of the SoC
and schedule a scalar-by-point multiplication on the core.

The CPUs of the Snapdragon 750G 5G support a wide
range of frequencies (see Appendix G), with a maximal
frequency of 1.8 GHz for AS55 and 2.21 GHz for A77
CPUs and a minimal frequency of 300 MHz for both.
When triggering the signature generation in intervals be-
tween one to three times per second, we observe that most
of the time the AS5 CPUs are clocked at 768 MHz and
the A77 CPUs are clocked at 787 MHz while running the
process. We consider this to be a realistic approximation of
the actual attack, in which only one signature is generated,
or the graphical user interface (GUI) limits the rate in
which signatures can be created. We observe a shorter
run time due to a higher core frequency in only about
one in ten traces. In contrast to the Raspberry Pi 4, the
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Figure 4: Single step on the Montgomery ladder on one of
the Snapdragon 750G 5G’s Cortex-AS55 CPUs bandpass-
filtered for 768 MHz (top) and 40 MHz (bottom).
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Figure 5: Single step on the Montgomery ladder on one of
the Snapdragon 750G 5G’s Cortex-A77 CPUs bandpass-
filtered for 787 MHz.

Snapdragon 750G 5G seems to scale its CPU frequency
more conservatively, most likely due to energy efficiency.

Fig. 4 and Fig. 5 contain bandpass-filtered signals for
a single ladder step on the Montgomery ladder if sched-
uled on an A55 or A77 CPU with the core frequencies
described above. For the AS5 core (Fig. 4), we observe
a similar modulation effect as for the Raspberry Pi 4 at
frequencies of fpoq, = 41 MHz and fy,04, = 82 MHz.
Applying a 41 MHz bandpass filter unveils the distinctive
pattern of finite-field multiplication and square operations
we also observed on the Raspberry Pi 4 (Fig. 1). When
artificially forcing higher clock frequencies, we observe
that fiod, = 2fmod, always holds and — as observed
on the Raspberry Pi — the factors fmod;s/f.,. remain
constant. Since we are measuring on the die and not — as
for the Raspberry Pi 4 — on a capacitor, which attenuates
higher frequencies, we can also extract information from
a signal that has been filtered for the CPU frequency
of 768 MHz. In this case, the amplitude is increased for
the time intervals between finite-field multiplications and
square operations.

For the A77 CPU (Fig. 5) and a CPU frequency of
787 MHz, we get the best signal by applying a bandpass
filter around the CPU frequency. Fig. 6 shows the Short-
Time Fourier Transformation (STFT) result when forc-
ing the CPU frequency to the maximum of 2.21 GHz.
In this case, filtering for the CPU frequency leads to
noisy traces, from which operations are not directly ap-
parent. However, we detect two kinds of useful activity-
modulated signals. Symmetric to 1/2f.,,, =1.105 GHz and
Yafep, =552.5MHz, we observe the modulated activ-
ity in two, respectively four bands (marked in orange
in Fig. 6). This seems to indicate that the CPU frequency
serves as the carrier and that the cryptographic activity
is modulated onto various harmonics, which scatter for
higher-order harmonics. Additionally, we observe activity-
modulated signals at 390 MHz and 790 MHz (marked in
magenta in Fig. 6). By varying the CPU’s frequency, we
confirm that the factors fmod/f.,, are also constant here.

We were thus able to confirm that helpful activity-
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Figure 6: STFT for a single step on the Montgomery
ladder on one of the Snapdragon 750G 5G’s Cortex-A77
CPUs with a frequency of 2.21 GHz. The distinct pattern
of repeating blocks in a 5-2-7-2-3-1-3-3 structure can be
observed on multiple frequency bands.

modulated signals exist at frequencies well below the CPU
frequency for both CPU variants present in the Snap-
dragon 750G 5G. This is particularly important for high
CPU frequencies, where we observe significant attenua-
tion by the package when measuring with and without the
package. Our results confirm that the carrier is most likely
the CPU’s clock frequency. For some spectral components
(e.g., the ones marked in orange in Fig. 6), the factor
fmod/f.,, is easy to explain, whereas for others (e.g., the
ones marked in magenta in Fig. 6), we can only assume
that the cause lies in the microarchitecture of the CPU
combined with periodicity in the running software.

6.1.2. Results for Nonce@Once attack

To reduce the complexity of our first case study, we
constrain the scheduling via taskset such that a fixed AS5S
CPU is used for the scalar-by-point multiplication. This
simplifies the attack significantly, as we can place the
probe accordingly. The increased complexity of a mobile
platform and the more advanced semiconductor node are
the most impactful challenges in this case study. We use
the device for which we removed the package. As in
Section 5.3, we use a sampling rate of 2.5 GHz.

Although our 12C triggering mechanism works reli-
ably, its repetition rate is several orders of magnitude
lower than that of a conventional GPIO trigger and it
introduces more jitter. To acquire a sufficient amount of re-
liable profiling data, we slightly modify the Montgomery
ladder code we run on the device during the profiling
phase to extract as much swap operations as possible
per trace and label them correctly. In short, we use only
nonces that correspond to always or never swapping and
random base points for the scalar-by-point multiplication.
We acquire two million training traces in less than 24 h.
The trained CNN achieves a final accuracy of 99.8 %
during validation.

For the attack phase, we run the unmodified OpenSSL
code. We use the artificial trigger signal for convenience.
Our results show that an amplitude-based trigger on a
bandpass-filtered signal should also be sufficient. The
alignment of swap operations works similar to the one
described in Section 5.3, using the activity-modulated sig-
nal around 41 MHz and similar absolute, sliding-median
filters. Overall, we identify slightly more interruptions
and interference signals than on the Raspberry Pi 4. We

evaluate the attack on two traces, where we successfully
recover 505 and 517 bits of the respective nonces.

Even though the initial investigation required more
effort, the attack in this scenario is ultimately just as easy
to carry out as on the Raspberry Pi 4. CPU pinning and
a favorable measurement position on the die make the
attack easier. The A55 core’s comparatively low operating
frequency also helps. However, this is not due to artificial
constraints, but reflects normal dynamic frequency scaling,
where the CPUs raise frequency only under higher load.

6.2. Case study 2: Fairphone 4 and Android

In this case study, we examine how the full Android
software stack affects the feasibility of SCA. Our target is
a simple Android app that includes native OpenSSL code.
Please note that in general, developers are recommended
to use the Android Keystore.
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Figure 7: Measurement setup for EM SCA of the Fair-
phone 4 app target.

Setup The setup is shown in Fig. 7. The hardware is the
same as in the previous case study. We flip the phone’s
display to place a probe on the SoC’s die. For convenience,
we again used an artificial trigger signal, the necessity of
which will be discussed later. We cannot use the 12C bus
from the first case study, since Android uses it indepen-
dently for other functions. Instead, we rely on the pulse
width modulation (PWM) signal that drives the phone’s
vibration motor, as it is simple to trigger a vibration
from our target app. The phone is running an unmodified
Android 13. Wi-Fi is not connected but enabled, no SIM
card was installed. The phone is connected to a host PC
via USB and charging. We use ADB’s uiautomator to
interact with the target app.

6.2.1. Scheduling investigation

Without the scheduling constraints of the previous
case study, the first challenge is to understand where the
cryptographic operation is scheduled. First, we analyze



the photon emission, which we also used to locate in-
dividual CPUs, in order to obtain information about the
scheduling behavior. During this analysis, the phone is
fully charged and connected to power. Our main findings
are that the device utilizes one of the A77 CPUs for An-
droid’s background tasks. Individual native processes with
computation times below 1s are executed on the same
core. It is unclear why the system utilizes a performance
core instead of an energy-optimized CPU for this minimal
load, but the full-charge status and connection to a power
supply might be the cause for this. For longer processes,
we observe that an additional core, mostly one of the
AS55 CPUs, is used. Further, we investigate the impact
of Android apps, the load introduced by handling touch
events, and the scheduling of our target app with native
OpenSSL code. We observe that an Android app, even if
idle, causes increased activity on three A55 and one A77
CPUs. Handling touch events further increases the activity
on A55 CPUs, however we cannot make any statements
about where cryptographic operations triggered by a touch
event are scheduled.

We conduct EM measurements to gain further insights.
Although the 2mm resolution of the Langer EMV RF-B
3-2 probe is too fine to cover the complete area occupied
by CPUs (Fig. 3), we find a position where we can
measure the EM emanations for all eight CPUs. The
use of Android and an app significantly increases the
noise in the traces. Fig. 8 shows that the operation is
impossible to detect without a filter and is also potentially
overlaid by noise signals. However, we can recognize the
characteristic activity-modulated signals we established
in Section 6.1. We automated the detection of the relevant
patterns in the characteristic frequency ranges and applied
it to 100 traces. For 57, we could identify the Montgomery
ladder on an A77 CPU clocked at 787 MHz. For the
remainder of traces, the Montgomery ladder was either
scheduled on an A55 CPU, the A77 core was clocked
at a different frequency, or the trace was too noisy for
automatic detection.

This makes the A77 CPU with a frequency of
787 MHz the most likely scheduling scenario. At least,
this holds for scenarios similar to our laboratory setup,
i.e., the phone is fully charged and connected to power.
We also suspect that the app design has an impact, e.g.,
if it causes a higher load due to other activities, the clock
frequency might be higher.

6.2.2. Results for Nonce@Once attack

We decide to tailor the attack to the A77 CPU and
a core frequency of 787MHz in this case study. This
means that we ignore traces where the A77 CPU uses
a different frequency or the cryptographic operation is
scheduled on an A55 CPU. We identify such traces from
their characteristic spectral components and the duration
of the operation. As we showed above, scheduling on an
A77 core with a frequency of 787 MHz is the most likely
scenario for our setup and target app. For an actual attack,
an adversary should either prepare classifiers for all CPU
variants and their most likely frequencies or be certain
that enough traces can be recorded such that at least for
one trace, the cryptographic operation is scheduled on
the desired CPU with the desired frequency. However,
the number of necessary traces is not only relevant for

different scheduling scenarios, but also depends on the
number of bits that can be recovered per trace. We discuss
this in more detail below.

Training trace acquisition and classifier training The
easiest method for acquiring training traces would be to
again use postmarketOS. This would allow to enforce the
scheduling on the desired CPU, enforce the frequency,
and reduce the measurement time significantly, as the
12C-based trigger could be used. However, this might not
be possible for every phone, therefore we explore the
effort needed to acquire enough training traces on a phone
running Android and our target app. The advantage of
this is that effects such as random use of one of the two
A77 CPUs and increased noise due to more background
activity are covered by the training data in a natural way.
The usage of the vibration motor as trigger signal limits
the amount of measurements to a single trace per second.
Further, as discussed above, we throw away traces with
non-matching scheduling conditions. For training trace ac-
quisition, we re-use the modifications to the Montgomery
ladder described in Section 6.1 and obtain around two
million training traces in five days of measurement time.
As in all previous attacks, we use a sampling rate of
2.5 GHz. The trained CNN achieves a validation accuracy
of 92%. This is significantly lower than in the previous
case study. Possible explanations for this are increased
noise, the complexity of the A77 CPU, and the variable
scheduling between the two A77 CPUs.

Attack phase For the attack phase, we record 20 traces.
We use our artificial vibration trigger. Triggering on a
bandpass-filtered EM signal should be possible, alterna-
tively pattern-based triggering could be explored. Of the
20 traces, 11 seem to be applicable to our classifier, i.e.,
an A77 CPU clocked at 787 MHz is used. Most of these
traces are affected by intermittent interference signals as
shown in Fig. 8. This increases the manual effort required
to align swap operations. We analyze two traces for which
we recover 416 and 387 of the 521 bits correctly. Both
traces include interference signals as depicted in Fig. 8.
Within the superimposed part of the trace, the success
rate is equivalent to randomly guessing the bit. For the
remainder of the traces, where swap operations are aligned
with a high confidence, the CNN almost achieves the same
accuracy as during validation. With 521 — 416 = 105 or
more incorrect/missing bits, obtaining the complete nonce
in order to derive the secret key from the signature is no
longer trivial.

6.2.3. Discussion of key recovery methods

We assume that 416 is not the upper and 381 not
the lower limit of bits that can be recovered per trace.
Since most of the 11 traces show similar interference
patterns, we use these values as the basis for analyzing
key recovery methods. With the given classifier and its
validation accuracy, 521 - 0.08 ~ 42 must be expected
to be erroneous, even if the trace is not overlaid by
any interference signal. First, we analyze to what extent
the CNN’s score / probability values for each guess can
be used as indication of wrongly-guessed bits. Knowing
the indices of these bits would significantly decrease the
remaining entropy. Our analysis shows that the probability
values of incorrectly guessed bits is lower on average,



Amplitude

0 2 1 6 B 10

Amplitude

Figure 8: Trace of the scalar-by-point multiplication
within an Android app without (top) and with (bottom)
bandpass-filter for 787 MHz. For the sub-trace highlighted
in grey, swap alignment and recovery works with a high
probability. An interference signal of unknown origin
prevents this for the sub-trace highlighted in orange.

however, it is not possible to perfectly distinguish correct
and incorrect guesses (see Appendix H for more details).

If we assume that at most 416 bits per trace can be
recovered, multiple traces, where each trace corresponds
to a dedicated nonce - signature pair, can be utilized for
the attack. From the partial information about the nonce
k for each respective trace and the signature equation
(Section 2.2), a hidden number problem (HNP) [63] can
be formulated [64], where the secret key d 4 corresponds
to the hidden number. This HNP instance can be solved
either by Fourier analysis [65] or lattice-based recombi-
nation. We leave Fourier analysis-based approaches aside,
as they are mainly used for attacks with few leaking
bits per nonce [66, 67]. Current work on lattice-based
recombination suggests that lattice approaches may also
perform better for these scenarios [68].

Lattice-based recombination transforms the HNP into
a unique shortest vector problem (uSVP). The way the
lattice is constructed and then solved for the target vec-
tor was discussed in multiple works [69, 70, 71, 68].
The latest results [68] improve the lattice construction
and algorithms originally proposed in [69] and cover a
wide range of possible attack scenarios. We select their
approach and the published code'” for evaluation of our
attack. For simplicity, we use their solver, which assumes
a constant number of leaking bits per nonce and that all
leaking bits are within a continuous string starting with
the nonce’s least significant bit. While these assumptions
might not always hold in practice, this approach serves as
a reference point for assessing the attack.

Fig. 9 shows the success rate for different combi-
nations of bit leakage, i.e., how many bits per nonce
are recovered and how many nonce - signature pairs are
available. The success rate decreases as the error rate, i.e.,
rate of wrongly classified nonce bits, increases. It can be
seen that for an error rate of 0.1 or 10 % and 300 leaking
bits per nonce, two signatures usually suffice to recover
the secret key, as the success rate is at roughly 90 %. Even
if only 100 or 50 bits per nonce can be recovered, a few
signatures are enough to carry out the attack.

7. Impact on smartphone security

In this section, we broaden our focus and discuss the
impact our work has on smartphone security. We revisit

15. https://github.com/JinghuiW W/ecdsa- leakage-attack
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Figure 9: Success rates for key recovery by lattice re-
combination using the solver from [68] (using z = 1)
for different combinations of bit leakage per nonce and
number of nonce - signature pairs for secp521rl over the
error rate of incorrectly guessed bits. For each parameter
set, the success rate is calculated for 100 trials.

the threat models introduced in Section 3, compare with
related work, discuss countermeasures and provide recom-
mendations for the implementation of critical applications
such as the EUDI wallet.

Less invasive probe placements and comparison to
[3]1 So far, our individual case studies utilized invasive
probe placements, which require that the smartphone is
disassembled and metal casings above the chip are re-
moved. This has major implications for the threat models
we defined in Section 3, as it excludes scenarios where the
device always remains in possession of the victim. This
mainly affects the threat model defined under Section 3.2,
SCA on locked smartphones. In [3], the Nonce@Once
attack was demonstrated on older smartphones, where an
EM probe placed on the device’s casing was sufficient.
This would allow for scenarios in which the victim re-
mains in possession of the device and does not notice
the attack. Therefore, we examine less invasive probe
placements for the Fairphone 4.

For both measurements on the IC and decoupling
capacitors, we observe that the metal lids on top of them
block the signal such that spectral components we use
for alignment are almost completely attenuated. We do
not observe changes in the amplitude of measurements
when starting a process. The touchscreen above the IC
and the casing on top of the capacitors eliminates the
spectral components completely. We could not identify
alternative probe placements on the phone. However, we
cannot exclude the possibility that the attack also succeeds
with measurements obtained from outside the unmodified
device. The evaluation of more advanced EM probes
or antennas, as well as corresponding signal processing
techniques remains an open topic for future research.
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Apart from the probe position it is also interesting to
note that the authors of [3] used a relatively inexpensive
SDR with a bandwidth of only 40 MHz. In comparison,
we use more sophisticated laboratory equipment. How-
ever, compared to the probe placement, this has less
influence on the threat posed by EM SCA to smartphones.

Transferability To further assess the practicality of our
attack, we discuss the transferability to other curves, app
architectures, operating conditions, and other phones. For
our smartphone case studies, we focused on OpenSSL and
the secp521rl curve. Our analysis in Section 5 indicates
that the attack should also work for curves with lower
leakage amplification, as well as libraries with insuffi-
cient countermeasures such as libgerypt. Regarding the
transferability to a concrete app implementation, we want
to emphasize that a multitude of operational conditions
play a critical role. Depending on the app architecture,
the smartphone’s battery level, and background activity
— including that of the app itself and the OS — clock
frequency and scheduling may vary more significantly.
For newer smartphones, which sometimes feature up to
three different CPU variants and support a broader range
of frequencies, even exceeding 3 GHz, this results in a
vast evaluation space. However, for an attacker with high
attack potential, this additional effort is expected to have
no significant impact on the attack’s assessment. Our in-
vestigations in Section 6.1 showed that activity-modulated
signals in lower frequency bands can help implement the
attack for higher clock frequencies such as 2.21 GHz.
Another potentially influential factor are package-on-
package (PoP) architectures, in which memory is mounted
on top of the IC. These are becoming increasingly com-
mon in smartphones and could make attacks much more
difficult, as local measurements on the IC are no longer
possible without additional preparation of the chips [7,
, 9]. Finally, it is important to note that the applied
attack is a template attack, i.e., the adversary requires
access to both the target device and software in order
to collect profiling data. Given the broad availability of
smartphones and that software cannot be assumed secret,
these requirements are hardly obstacles for an attacker.

Countermeasures In the course of our analysis of the
attack methodology, we found that the countermeasure
libgerypt adopted does not provide sufficient protection
— at least in the context of our laboratory setup and the
relatively simple Raspberry Pi 4 platform. Our leakage
assessment results suggest that this does also apply to
the countermeasure described in [3] (Section 5.2). Con-
sequently, the question of effective mitigation remains
unresolved. As described in Section 4.3, widespread coun-
termeasures such as coordinate re-randomization, point
blinding, and scalar blinding are not or only partially
effective against the attack. Swapping pointers instead of
the actual coordinates would eliminate almost all leakage
amplification, but introduce secret-dependent memory ac-
cess patterns [3]. The authors of [72] provide a thorough
overview on attacks and countermeasures. They propose
to combine address randomization [73, 74] with projective
coordinate re-randomization [75]. Thus, for each nonce
bit, two swap conditions would have to be recovered
successfully. The leakage amplification for both swap
conditions can be eliminated completely, if address ran-

domization, projective coordinate re-randomization, and
the countermeasure from [3] are combined carefully. That
is, each coordinate must be completely re-randomized
before it is written back to memory. This ensures that
values in memory are always overwritten by new values.
We disclosed our results to the developers of OpenSSL
and libgerypt (Appendix C).

Impact on EUDI wallet implementations Our practical
results show that the threat of EM SCA should be taken
seriously, even if the attack requires an attacker with high
attack potential. Requiring tamper-resistant hardware for
sensitive applications like the WSCD as done by the EU is
a sensible measure. However, it is important that solutions
based on remote WSCDs, against which the smartphone
authenticates the wallet holder, also take hardware attacks
into account. Our case studies show that it is complicated
to counter hardware attacks with software countermea-
sures. Short-term mitigation includes implementing the
countermeasures discussed above, as well as additional
ones on the protocol-level. The latter could include a
second factor, e.g., an eID card. Further, the most secure
user authenticator the smartphone supports should act as
gatekeeper for the wallet app’s secret keys. In the long
run, only certified secure hardware should be trusted with
secrets related to such critical digital identities. Certifica-
tion is essential for high assurance and trust among users,
relying parties, and regulators. It necessitates standardized
interfaces to SEs, which are only just emerging [76] and
a holistic evaluation approach spanning wallet app, OS,
secure hardware, and backend, which is still an open
problem.

8. Conclusion

In this work, we conducted an analysis of the prac-
ticality of EM SCA on modern smartphones, utilizing
the Fairphone 4’s Snapdragon 750G 5G SoC as an ex-
emplary target platform. Our main contributions include
the adaptation and execution of conditional-swap SCA on
ECC [3, 18, 19] against recent hardware and software
stacks, demonstrating that such attacks remain a tangi-
ble threat to contemporary smartphones. Our case stud-
ies demonstrated that challenges such as heterogeneous
CPU clusters, dynamic frequency scaling, scheduling, and
parallel activities of the device can be overcome. We
further showed that the countermeasures proposed by [3]
and implemented in libgcrypt are insufficient in practice.
Notably, this is the first work to systematically investigate
a device as complex as the Fairphone 4 for EM SCA, ana-
lyzing full app contexts rather than isolated cryptographic
libraries. Beyond our practical investigations, we provided
an overview of how cryptography is implemented on
Android smartphones and where potential vulnerabilities
lie. We defined two realistic threat models that guided our
evaluation and allowed us to assess the real-world impact
of our attack approaches.

Looking ahead, our findings make clear that under-
standing the full attack surface of smartphones is only
just beginning. Many open questions remain, in particular
regarding the feasibility of attacks that do not require the
smartphone to be disassembled, as well as attacks on other
cryptographic algorithms. Our work serves as an important



step towards a deeper understanding of real-world risks,
and we hope it motivates the community to further explore
side-channel security on complex mobile platforms.

Finally, we see our work in the context of critical
identity solutions akin to the EUDI wallet. Our results
show clearly that such applications must be implemented
with great care, and that in the long run, all smartphones
need to be equipped with certified, secure hardware in
which users can place their trust.
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sures together with the responsible entities.

We also informed Qualcomm and Fairphone about our
empirical findings on the exemplary Fairphone 4 (Snap-
dragon 750G 5Q) target, including our threat models, re-
quired lab setup, and the distinction between invasive and
non-invasive measurement scenarios. We offered support
for any follow-up evaluations.

Appendix D.
Raspberry Pi 4 and the BCM2711 SoC

Fig. 10a shows the Broadcom BCM2711 SoC with re-
moved metal lid. We recorded an IR die-shot to determine
the location of the four CPUs for localized measurements
on the die (Fig. 10b). The die-shot was acquired with a
WIDY SWIR 640V-S camera from New Imaging Tech-
nologies.

Appendix E.
Montgomery ladder step in OpenSSL

OpenSSL uses Algorithm 5 for the step operation on
the Montgomery ladder. Each uneven line in Algorithm 5
contains finite-field multiplication and square operations.
The even lines contain addition, subtraction or shift oper-
ations (used to implement the multiplication with a power
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(a) The Raspberry Pi 4’s (b) IR die-shot of the
BCM2711 chip with removed BCM2711 SoC. The four
metal lid. On the right side of ARM Cortex-A72 cores are
the die, six capacitors are visi- outlined with blue rectangles.
ble.

Figure 10: Raspberry Pi 4 Model B Target

of two), which are comparatively short. The operations
can be clearly mapped to the 5-2-7-2-3-1-3-3 pattern of
blocks in the bandpass-filtered signal and adjacent peaks
in the bandpass + absolute + sliding-median filtered signal
of Fig. 1. Each multiplication/square operation leads to a
block/peak and the operations on the even lines make up
the breaks between these blocks/peaks. For example, line
1 corresponds to the 5 adjacent peaks at the beginning of
the trace in Fig. 1.

Algorithm 5 Montgomery ladder step in OpenSSL with

differential addition-and-doubling formulas from [51].
Input:

Weierstrass equation: y? = x2 + ax + b (mod p);

Input points in projective coordinates: s = (X7 : Y7 : Z1),

T = (X2 : Y2 : ZQ);

Generator point in affine coordinates: p = (z,y).
Output:

Result in s, r as projective coordinates: s <— r+s, r < 2r.

1:tg < Xo - Xy tg « 2o Zq; ty < Xo - Zq; tg

Zo - Xq;ts < a-ty

2: ty <—tg+ 1551613+ 14

3ty < tg - ts; to + t2

4: o +— bk 2

5: tg to -ty

6

7

8

ts —ty K 1ty —ty —t3
:Z1<—t§;t4<—21'$(}
tg < togt+ts; X1 tg—ty
9: ty ¢+ X2 t5 4+ Z2; tg < a-ts
10: t1 X9+ Zo
1: ty <+ 2
12: 1 =11 —tg; t1 11 —t5; t3 <14 — tg
13: t3 < 35 tg < t5-t1; to < ta - o
14: Xo <13 —tg; tg <ty + 16
15: ty < 125ty <ty -to; ty <+ t1 - 13
16: t1 < t1 < 1; Zog +—tg + 14
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Figure 11: Success rate of various classifiers in relation
to number of training traces.

TABLE 2: Architecture of the swap condition classifier
CNN.

Layer Description

Input Input of shape (1000, 1)
Batch Normalization

ConvlD 32 filters, kernel size 90, ReLU
ConvlD 32 filters, kernel size 90, ReLU
Average Pooling Pool size=2, strides=2

ConvlD 64 filters, kernel size 90, ReLU
ConvlD 64 filters, kernel size 90, ReLU

Average Pooling Pool size=2, strides=2

... (3 more blocks with doubling of filters) ...

Flatten
Dense
Dense (Output)

Fully connected, 4096 neurons, ReLU
Fully connected, 2 neurons, softmax

Appendix F.
Evaluation of classifiers for swap conditions

Fig. 11 shows the accuracy of multiple classifiers. The
ASCAD networks were taken from commit id 410692b'°.
ASCAD includes C N N; and C'N N,, which differ by the
fact that C'N N, uses a stride length of two for the convo-
lution layer in the first block. Our results are for C N Nj.
Since those networks were designed for predicting a byte
within the AES state, we also conducted a short hyper
parameter search, which led to the architecture described
in Table 2. At a success rate of 98.14 %, this custom
CNN performs marginally better than the residual neural
network taken from the ASCAD project. At an accuracy
of 94.92 %, the Gaussian template attack [77, 78] is out-
performed by all networks but the multi layer perceptron
(MLP).

16. https://github.com/ANSSI-FR/ASCAD/tree/
410b92bab3bc69502b43c5cc9ccdec74794870be
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Figure 12: IR die-shot of the Snapdragon 750G 5G SoC.
The two ARM Cortex-A77 cores are outlined in blue,
the six ARM Cortex-AS55 cores are marked with yellow
rectangles.

Appendix G.
Snapdragon 750G 5G SoC

Fig. 12 shows an IR die-shot of the SoC. The SoC
includes a Kryo 570 octa-core CPU [62]. Due to their
distinct structures, the two A77 and six A55 cores can
be identified. By installing postmarketOS and using the
cpufreq-info tool, we obtained the supported frequencies.
The Cortex-AS55 CPUs can be clocked at the following
frequencies:

e 300MHz ¢ 1.32GHz
e H76MHz e 1.52GHz
e 768 MHz e 1.61GHz
e 1.02GHz e 1.71GHz
e 1.25GHz o 1.80GHz

The Cortex-A77 CPUs can be clocked at:

. 300 MHz . 1.56 GHZ
e T787MHz e 1.77GHz
. 979 MHz . 1.90 GHz
e 1.04GHz e 2.07GHz
e 1.25GHz e 2.13GHz
e 1.40GHz e 2.21GHz

Appendix H.
Analysis of the classifier’s probability values

Fig. 13 shows that the CNN’s average probability
value is around 90 % for correct and 75 % for incorrect
guesses. The probability’s standard deviation of incorrect

o

0.9 1 —_ T

0.8 1

0.7 1 ¢

0.6 1

Probability the CNN estimates for its prediction
L
|
I

0.5 1 - -+ = -+

T
correct,
cond = 0

T T T
correct, false, false,
cond =1 cond =0, cond =1,
guessed = 1 guessed = 0

Prediction Result

Figure 13: Violin plot [79] of the distribution of probabil-
ities the CNN estimates for its predictions for correct and
incorrect predictions (for the swap condition cond = 1 and
cond = 0 respectively). The vertical line highlights the
distribution’s mean, the circle outlines the distribution’s
median.

guesses is significantly higher , ie., if we would set a
probability of 80 % as threshold for which we assume a
bit is incorrectly guessed, we would still miss a significant
amount of incorrect bits. However, we would also identify
a large percentage of incorrect bits correctly.
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