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The internal state of a dynamical system—a set of variables that defines its evolving config-
uration—is often hidden and cannot be fully measured, posing a central challenge for real-
time monitoring and control. While observers are designed to estimate these latent states
from sensor outputs, their classical designs rely on precise system models, which are often
unattainable for complex network systems. Here, we introduce a data-driven framework for
estimating a targeted set of state variables, known as functional observers, without identi-
fying the model parameters. We establish a fundamental functional observability criterion
based on historical trajectories that guarantees the existence of such observers. We then de-
velop methods to construct observers using either input-output data or partial state data.
These observers match or exceed the performance of model-based counterparts while re-
maining applicable even to unobservable systems. The framework incorporates noise mit-

igation and can be easily extended to nonlinear networks via Koopman embeddings. We

1


https://arxiv.org/abs/2512.06614v1

demonstrate its broad utility through applications including sensor fault detection in water
networks, load-frequency control in power grids, and target estimation in nonlinear neuronal
systems. Our work provides a practical route for real-time target state inference in complex

systems where models are unavailable.

The internal state of a dynamical system—a set of variables that fully defines its evolution

11—3

over time, like metabolite concentrations in a cell**—is essential for tasks ranging from feed-

405

back stabilization and status monitoring to performance optimization However, direct mea-

surement of the full state is often impossible in large-scale networks due to physical or economic

constraints®Z,

Observers, dynamical systems designed to estimate latent states from available
output measurements, were introduced to address this gap, with the Luenberger observer estab-
lishing the foundational theory for linear systems®®. In many modern applications, from power
grids to biological networks, estimating the entire high-dimensional state is neither necessary nor
efficient®21Y Instead, the focus has shifted to functional observers—leaner estimators that recon-
struct only a targeted linear function of the state (e.g., critical node subsets or aggregated variables

of target nodes), thereby reducing computational burden and system requirements>12

113,14

, paralleling

concepts from target contro

Conventionally, observer design presupposes complete model knowledge and thus relies on
model-based synthesis™?. Yet, deriving accurate first-principles models for complex, real-world
networks is often intractable!”. Advances in sensing, computation, and storage technologies have
enabled the collection of vast, information-rich datasets across diverse domains—from tracking

intricate biological processes™!® to managing intelligent infrastructures’” and modeling physical
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phenomena™®. When first-principle modeling is impractical or costly, this offers a complemen-

tary pathway: leveraging the abundance of operational data to understand, predict, and control

15[/19H21

real-world networked systems . This has spurred the development of data-driven control,

which broadly falls into two categories™>*2"23 The first involves a two-step “identify-then-design”

24125

process=*<2 while the second, more direct approach synthesizes controllers straight from data,

proving vital when data are insufficient for unique system identification%23#2627  While data-

driven control has matured, with rigorous frameworks now established?*2!

123,28-30

, particularly in predic-
tive contro , its counterpart—data-driven estimation—has received less systematic attention.
Existing works on data-driven prediction?>2173% focus mainly on short-horizon forecasting outputs

rather than estimating latent states in real time. Recent attempts to design full-state observers from



data®>**” still require complete historical state information and produce high-order estimators, lim-
iting their applicability to large-scale or unobservable systems. A general, direct, and scalable

framework for data-driven functional observer design remains an open challenge.

In this paper, we develop an interpretable framework for learning functional state estimators
for complex networks directly from data. Specifically, we design observers that estimate linear
functions of the state without system identification or explicit model parameters. For linear time-
invariant systems, we establish a data-driven functional observability criterion based on the rank of
Hankel matrices, which provides necessary and sufficient conditions for the existence of functional
observers and for uniquely determining the target state from input-output data. This criterion also
enables data-driven functional observability analysis and sensor placement in complex networks.
Building on this, we develop systematic procedures to learn functional observers directly from
data: one yielding minimum-order observers, and another employing an augmentation strategy
for reduced-order observers when the minimum order is unattainable. For the latter, we propose
two designs based on data length and availability. Comprehensive evaluations demonstrate that
our data-driven functional observers achieve estimation performance comparable to or better than
model-based designs, with reduced order and computational cost. We further analyze the effects of
network structure, introduce noise mitigation strategies, and demonstrate a natural extension of the
framework to nonlinear systems via Koopman operators. Finally, we validate our approach through
three case studies: (i) sensor fault detection in water networks, (ii) observer-based frequency reg-
ulation in power grids, and (iii) target-state estimation in nonlinear neural networks using limited

SENsors.

Modeling framework

We consider a network system governed by the following linear time-invariant dynamics
x(t+1) = Ax(t) + Bu(t),
y(t) = Cx(t), ey
z(t) = Fx(t),



where the vector x(t) = [z1(t), z2(t),- -+ ,z,(t)]T € R™ represents the state of the system at time
t, with z;(t) the state of node i, u(t) € R™ the input vector, and y(t) € RP the output vector.
The matrix A € R™*" captures the weighted adjacency matrix of the network, B € R™*™ and
C € RP*™ are, respectively, the input matrix and output matrix. The matrix F € R"™*", called
functional matrix, defines a linear function of states z(t) = [z1(t), 22(t),- -+ , 2.(¢)]T € R" that is
of interest (functional or target states), which may correspond to a subset of node states (namely,
target nodes), an aggregate (e.g., average value?) over clusters, or the differences between particular
nodes®®*°. The outputs (functional states) are called dedicated if each row of C (F) contains only
one nonzero entry. Similarly, the inputs are dedicated if each column of B contains only one

nonzero entry. Without losing any generality, assume that both C and F have full row rank.

Our objective is to design an observer that produces an estimate Z(¢) from the measured
input u(t) and output y(¢) such that the estimation error vanishes lim; ., ||z(t) — z(¢)|| = 0
asymptotically (see Fig. [Ij for the structure of a general observer). Such an estimator is called a
functional observer 2. When F' = I,,, this observer reduces to the classical Luenberger observer®,

It is known that when the observability matrix
O(A,C) = [CT,(CA)T, (CA?)T,.-  (CA™ )T, 2

has full column rank, equivalently, system (1)) is observable, a Luenberger observer exists®. How-
ever, in many applications, as mentioned previously, it is sufficient and computationally advanta-

geous to estimate only a specific function of the state!".

A functional observer may exist even if the system (1)) is not observable. Indeed, if system

is functionally observable (see Supplementary Note 1 for the definition)*#*Y, mathematically,
the following condition holds,
O(A,C
rank ( - ) =rank(O(A, C)), 3)

which is also equivalent to rank(O(A, C)) = rank([O(A,C)7,O(A,F)T]T), a functional ob-
server exists so that the estimator error z(t) — Z(t) can converge asymptotically to zero with an
arbitrary rate. While a reduced-order Luenberger observer has an order of n — p, the order of a
functional observer can be further reduced to some number between r and n — 222, Detailed the-
oretical conditions for the existence of functional observers are provided in “Methods” and Supple-

mentary Note 1. Existing approaches for functional observer design rely on precise knowledge of
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system parameters (A, B, C, F). In practice, implementing these methods requires first-principles
modeling or system identification (ID), thus forming a two-step design method (namely, ID fol-
lowed by model-based design), which can be computationally inefficient and prone to numerical
instabilities*!. To see this, we provide an illustrative example in Fig. [l In this example, the input-
output data of an unobservable network system leads to the identification of two different network
topologies given different prior knowledge of the system state dimension (Fig.[Ib). Then, two Lu-
enberger observers are constructed based on the identified models, which have larger orders than
the proposed data-driven functional observer (Fig. [Ic.d; detailed in Section ‘“Data-driven reduced-
order functional observer design”). Fig.|I{d indicates that the two-step design approach tends to
exhibit larger estimation errors and higher variances than the direct data-driven method. This is
perhaps because numerical errors induced in each step may accumulate, leading to unreliable esti-
mation performance. Throughout this paper, to evaluate the performance of an observer during a

given period [T7, T3], we define the relative root mean square error (RRMSE) as

VE P, e (K) = Zuene ()3
Vg )3

where Z.(k) is the ground truth and z.y; (k) is the estimated value. The period [T}, T5] will be

RRMSE = , “

omitted when it is clear from the context.

To address the aforementioned limitations, here we propose a data-driven approach for func-
tional observer design that eliminates dependence on exact model parameters while maintaining
performance comparable to or exceeding model-based approaches, and applies naturally to non-

linear systems with the aid of Koopman operators.

Results

Data-driven criterion for functional observability. In practice, the system matrices (A, B, C, F)
are rarely known exactly. Instead, one typically has access to historical trajectories of system (I)),
{ug(t), ya(t), z4(t), wa(t)}5, where U = {uy(t)} and Y = {y,(t)} denote the input and
output sequences, Z = {z4(t)} the functional state trajectory, and W = {wy,(¢)} an additional

(extended) set of linear functions of the state. The horizon length is 7". The historical sequences
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Figure 1: Two-step designed observers versus the proposed direct data-driven functional observer for not fully
observable systems. a The general structure of an observer, which uses real-time input and output data to estimate
the system’s internal state. The illustrative network has n = 10 nodes with edge weights randomly drawn from
a uniform distribution on (0,1). The system has m = 3 inputs (blue nodes), p = 2 outputs (red nodes), and a
single target functional state 7 = 1 (yellow node). This system is controllable and functionally observable, but not
fully state observable (rank(O(A, C)) = rank([O(A,C)T,O0(A,F)T]T) = 8 < n = 10). b Network topologies
identified from a single noisy input-output trajectory (the output is contaminated by independent identically distributed
(i.i.d.) white noise with variance 0.01) using a subspace-based method (“Methods”), assuming different prior state
dimensions (9 and 10), where (A, B, C, F) are the identified parameters ((C, F) is collectively identified by regarding
[¥7(¢),z7(t)]T as the output). Corresponding Luenberger observers were designed for full-state estimation (see Fig. S1
for trajectories of the observers). ¢ The proposed data-driven framework for functional observer design. The observer
parameters are learned directly from data and the dynamic equation iteration enables real-time estimation of the target
state without intermediate full-state reconstruction. d Performance comparison. Top: Orders of the designed observers.
The proposed functional observer is of lower order. Botfom: RRMSE of the functional state estimation over 100
independent experiments. Here, the functional observer is constructed from the noisy historical data using IO-data
based design detailed subsequently. The RRMSE was computed over the time period [50, 100] to exclude transient
effects. For each experiment, the initial state of the original system was randomly initialized, while all observers

started from zero.



Z and W may be obtained from costly sensors not available in routine operation, or inferred of-
fline through computationally demanding procedures, making them impractical for online use™°.
Crucially, without historical functional state data Z, asymptotic estimation of z(t¢) becomes im-
possible since any invertible coordinate transformation of internal state variables would leave
input-output data unchanged®. We denote by X = {x,4(t)} the corresponding latent state tra-
jectory, which is often inaccessible. Because system (1)) may not be observable, the available
data {U,Y,Z, W} could not suffice to identify the system uniquely, even up to invertible

transformations** (see “Methods”).

Our approach exploits this data by constructing Hankel matrices to capture the system dy-
namics over finite time windows. For a signal sequence V = {v4(t)}/_', with V = U, Y, Z, and

W, the Hankel matrix of order % is defined as

[ vi) wvali+1) - vali+N-1) |
Vipx = vd(z"—{— 1) Vd(i.—l— 2) .- va(i _|_ N) | )
_Vd(i+k:—1) va(i + k) - vd(i+k+N—2)_

where £ indicates the number of block rows, N is the number of columns, and ¢ specifies the
initial time index of the matrix. We also write V,; v = [v4(i), va(i + 1), ...,vq(i + N — 1)]. We
partition the data into “past” (denoted by V) and “future” (V) segments, defined to be V,, =
Vor—1and V; = V; 1r_4, respectively. Under a standard persistency of excitation (PE) condition
(Supplementary Note 2), it can be shown that the system is functionally observable if and only if

the following rank condition holds:

Uokr—k+1 U
0.k, T—k+1
rank (Yo7 gs1| = rank , k>1(A,C), (6)
Yo, 1-kt1
Lo k11

where [(A, C) denotes the observability index of the pair (A, C), namely, the smallest & € N such
that rank(O (A, C)) reaches rank(O(A, C)), with O(A,C) = [CT,(CA)T,..., (CA-)T]T
(if I(A, C) is not known a priori, we can take k to be its upper bound, n). This rank condition
ensures that, for a sufficiently long input-output trajectory {u(t),y(t)}*=} (with trajectory length
k satisfying & > [(A, C)), there is a unique initial functional state z(0) corresponding to the

trajectory, even when the system is not observable (see Supplementary Note 3). In the special
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case where F = I,,, Eq. (6) provides a data-based necessary and sufficient condition for full
state observability. Note that each row of y,(t) corresponds to a sensor. Hence, condition (6) can
also be leveraged to develop data-driven algorithms for sensor placement, enabling (functional)
observability in complex networks—an extensively studied problem that traditionally relies on

model-based methodsZ1%43-3

Learning a minimum-order functional observer from data. We first present the construction of
a minimum-order functional observer, also known as a Darouach observer'!, whose order is equal
to the dimension r of the functional state, directly from data. Under the PE condition, it can be
established (see Supplementary Note 4) that a Darouach observer exists if and only if there exists a
matrix > = [ZUP Yy, Yy ; Ezp] , in which Xz is Schur stable (i.e., with all eigenvalues within

the unit circle), such that the future block of the functional state can be written as

UP
Y
Zr =[S, By, Bv, 5] | 7| (7)
~ - | Y
=X
_Zp_

Here, 3y, ¥y, and Yy, encode the contributions of the past input, past output, and future output
data, respectively, while Xz governs the recursive estimation dynamics. With this representation,

the online update rule for the functional observer is given by
Z2(t+1) =3y, u(t) + By, y(t) + By, y(t + 1) + Xz, 2(t). ®)

This recursion ensures that, starting from any initial condition, the estimation error ||z(t) — Z(t)||2
converges to zero asymptotically, where the convergence rate is determined by eigenvalues of Xz .

Note that a general solution for X satisfying Eq. is
> =Z;D' + K(I- DD), ©)

where D = [U,",Y,",Y,",Z,"]", D takes the Moore-Penrose pseudoinverse of D, and K is an
arbitrary matrix (here, I — DD can be replaced by any basis matrix of the left null space of D).
Partition D' = [Hy,,Hy,,Hy,, Hz | and I - DD' = [Ay,,Ay,, Ay,, Az,] in accordance
with ¥ = [y, By, Sy, ¥z,]. Then, the existence of a Schur stable 3z, satisfying Eq.
can be checked by verifying the detectability of (Z;Hgz , Az ). Moreover, if (Z;Hz, , Az) is



observable, the estimation error can converge to zero at an arbitrary rate by choosing feasible K.

The derivation and stability analysis of Eq. (8) are provided in Supplementary Note 4.

Data-driven reduced-order functional observer design. In some scenarios, a Darouach observer
may not exist because the functional state z(¢) is embedded in a higher-order dynamic system and
it is impossible to decouple z(t) from this system with the knowledge of y(¢). To address this,

inspired by ref'?, we propose an augmentation strategy by defining an augmented functional state:

iy | 2()
co- [0 |

where R is a matrix chosen to extract additional state information from the extended linear func-
tion of state w(t). Note that w(t) corresponds to the extended functional state data w,(¢) and the
corresponding available data matrix W = {wy()}{_;'. The design of R, is based on ensuring that

the following rank conditions are met:

U,
Y, [ U, ]
Yy Y,
rank Z, =rank | Yy ) (10)
R, W, Z,
Z; | R: W,
R, Wy
_ U, - r U, .
Y, Y,
rank | Yy | =rank Yy . YA > 1. (11)
Z, A\ Z, _ Zy
R W, | R, W, R, W;

These conditions are equivalent to satisfying condition (7) with Z, replaced by [Z], (R,W,)T|T
and Z; replaced by [Z}, (R;W)T|T (see Supplementary Note 4). In the case W = X, ie.,
the full state data X is available, a model-based functional observer of order n, exists that can
track z(t) asymptotically if and only if there exists an R, € R(™~7)%" gyuch that (T0)-(TT) hold.



This establishes the equivalence of the model-based functional observer design and the data-driven
one with the full state data. In case no extended functional state data, except for Z, is available, a
subspace-identification inspired method could be used to recover the projection XP*J of X onto the
row space of O(A, C), provided that the length of input-output (I0) data T is sufficiently large (see
“Methods” and Proposition 2 in Supplementary Note 4). By replacing W with XP™J, the design
for a reduced-order functional observer is still valid. Hence, two approaches can be selected for
designing a reduced-order functional observer, depending on the available data and its length. The
first approach requires extended functional state data W beyond Z (called extended-state based
design), but operates with a relatively short data length Tixtended> With Toxtended => 7+ m + 1. In
contrast, the second approach does not require extended functional state data (called [O-data based
design) but demands a longer data length T1o, which should satisfy 710 > T}, = n + 2(m +
1)I(A, C) (see “Data length comparison” in Supplementary Note 4).

Finding a matrix with the smallest number of rows so that (T0)-(TT)) hold is challenging.
We propose an iterative subspace-intersection approach to find a feasible R with rows as small
as possible (but without optimality guarantee) so that and hold (see “Methods™). At
each step, it derives analytical expressions for R;W; to minimize the rank difference between
the two sides of (I0). Once holds, reduces to a detectability condition, which is prone
to hold in practical cases since controllability (a sufficient condition for detectability) is a generic
property (see Supplementary Note 4). Once R is determined, a reduced-order observer is designed
analogously to Eq. (8), with the estimate Z(t) extracted from the augmented state Z'(¢). When
W = XPJ and the system is functionally observable, the worst-case observer order determined
by this method is rank(O(A, C)) — p (Theorem 3 in Supplementary Note 4). This order does
not exceed that of a reduced-order Luenberger observer, which, it should be noted, requires full

observability of the system—a condition stronger than functional observability.

Fig. 2l compares the performance of our proposed data-driven functional observer against the
conventional two-step approach of system identification followed by model-based design (denoted
ID+Model-based). Both methods utilize only historical input (U), output (Y), and functional state
(Z) data. We employ model-based functional observers as the benchmark rather than Luenberger
observers, as the generated systems may not be fully observable. As shown in Figs. 2a,b, the
proposed data-driven design maintains a consistently low RRMSE of approximately 10~* across

both Erdds—Rényi (ER) and Barabasi—Albert (BA) networks. In contrast, a significant proportion
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of observers designed via the two-step approach exhibit RRMSE values exceeding 10~2. This re-
sult demonstrates that the data-driven approach achieves superior stability with significantly lower
variance in RRMSE performance compared to the traditional method. Notably, this advantage
holds consistently for both observable and unobservable systems (see Fig. S2). Fig. 2 compares
the computational time of the two approaches. The two-step approach requires constructing a
large-dimensional matrix via the Kronecker product and subsequently computing its inverse (see
“Methods”). In contrast, the data-driven approach directly stacks the input-output-functional state
data, avoiding any extensive matrix expansion. Consequently, the two-step approach not only re-
quires significantly more computational time but also demonstrates a higher rate of increase in
time complexity. Fig. 2d presents the average observer order and its standard deviation. The data-
driven approach achieves a lower average order and a reduced standard deviation simultaneously.
This is perhaps because errors introduced during the system identification stage can propagate into
the subsequent observer augmentation stage, thereby introducing uncertainties into the entire two-
stage design. This error propagation necessitates, on average, higher-order observers with greater

variability in their design.

Network structure and observer performances. When the available historical data length is
relatively small, the observer design procedure must incorporate the extended functional state data
W. In this case, collecting full-dimensional state data X is either unaffordable or intractable,
especially for large-scale networks, while only a part of state information is accessible. Given
partial information W = PX, where matrix P consists of sub-rows of the identity matrix to
index the available partial state data, it is still possible to recover functional states with satisfactory
performance in our framework. By directly substituting historical data U, Y, Z, and W = PX
into Algorithm 1 in “Methods”, we derive the matrix R, under partial information. However,
insufficient partial information may prevent the iterative procedure from guaranteeing satisfaction
of Egs. (I0) and (TT)), indicating that the dynamics of the functional state cannot be fully recovered

from the given partial information.

In Fig. 3] we explore how network structure and data availability influence observer per-
formance. Fig. 3@ displays the RRMSE as a function of the percentage of partial information for
both ER and BA random networks. Here, partial information percentage is defined as (row(W) +
row(Z))/(2n), where row(W) and row(Z) denote the number of rows in W and Z, respectively,

and 2n is the full state dimension. We find that higher partial information percentages generally
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Figure 2: Performance comparison between data-driven and identification-and-model-based functional ob-
server designs. a,b RRMSE distribution for data-driven (purple) and ID+model-based (blue) observers in Erdds—
Rényi (a) and Barabasi—Albert (b) networks. Each data point represents an average over 100 independent network
realizations. ¢ Computational time required for observer design in ER (left) and BA (right) networks across varying
system dimensions 2n. d Average observer order and standard deviation for both design methods. Benchmarks were
performed on randomly generated ER and BA networks with 2n € [100, 200] states (each node is a 2-dimensional
subsystem; see Methods). Systems have m = |2n/5] inputs, p = [n/2] outputs, and r = |n/10] functional states,
with dedicated node assignments, where |a] takes the floor of a. All networks have average degree (k) = 10 and
BA networks have the initial number of nodes my = 20. Systems are stabilized by normalizing the state matrix by
1.01p(A), where p(A) denotes the spectral radius of A. The data-driven functional observer was trained directly on
historical input-output data of length 7' = T}, + 100 (sufficient for system identification), while the model-based ap-
proach first identified system matrices using the MOESP algorithm (see “Methods”) with true state dimensions given,
followed by conventional functional observer desig. To test the observers’ performance, the initial states of the
original systems are sampled from the uniform distribution on (—1, 1) while all observers start from zero. RRMSE is

computed over the time period [T, 27" with step input u;(t) = 1,Vt > 0,i = 1,2, ..., m.
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yield lower RRMSE, indicating improved functional state recovery. Notably, at 100% partial in-
formation, the extended-state design achieves lower RRMSE than the 10-data based design for
both network types, likely because the latter relies on computed projections XP™! susceptible to
rounding errors, while the former uses the precise X. We classify an observer as convergent if its
RRMSE is below a threshold € = 8%, chosen to exclude divergent cases and select observers that
capture the majority of the functional state dynamics. Fig. [3c shows that the percentage of conver-
gent realizations remains at zero when partial information is insufficient, but increases rapidly once
a network-dependent threshold is exceeded. For example, ER networks with pegee = 0.2 require
about 50% partial information, while BA networks with average degree (k) = 20 require approx-
imately 60%. Denser networks exhibit lower thresholds, likely because increased connectivity
propagates state information more effectively. Notably, convergence percentages decline sharply
when partial information exceeds approximately 90%. Excessive information may introduce ir-
relevant data, complicating the recovery of target dynamics. Additionally, ER networks achieve
higher convergence percentages than BA networks, which we attribute to the uniform sampling
of partial information in ER networks versus the need to sample critical hub nodes (nodes with
high degrees) in scale-free BA networks. Fig. [3p presents the average observer order versus the
percentage of partial information. The observer order increases approximately linearly with the
percentage of partial information below the convergence threshold. These findings underscore the

importance of selecting an appropriate amount of partial information for effective observer design.

Extension to nonlinear systems with Koopman operators. Our framework can be extended to

nonlinear systems with the aid of Koopman operators. Consider a discrete-time nonlinear system:

x(k+1) = f(x(k),u(k)), (12a)
y(k) =g (x(k)), (12b)

where f(x(k),u(k)) and g(x(k)) are nonlinear functions, x(k) € R", and u(k) € R™. The Koop-
man operator theory*® provides a pathway to linearize such systems by lifting the state x(k) into a
higher-dimensional space using a set of lifting functions (also called observables) ¢y, . .., ¢y with
¢; : R™ — R (see Supplementary Note 5). If there exists a finite collection of linearly independent
observables such that the lifted state ®(x(k)) = [¢1(x(k)), ..., dn(x(k))]T € RY evolves linearly
along all trajectories of (12), and the output y (k) is a linear function of ®(x(k)) and u(k), then the
system is said to admit a Koopman linear embedding*”. In cases where an exact finite-dimensional

linear embedding does not exist, a common practice is to approximate the dynamics using a finite
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Figure 3: Observer performance with partial state information. a RRMSE as a function of the percentage of partial
information. b Average observer orders across different information levels. ¢ Percentage of convergent realizations
as a function of the percentage of partial information. Lines correspond to the extended-state based design with data
length T' = 800, while dots correspond to the IO-data based design with a much larger data length 7' = 3000. We
generate ER and BA random networks using the same settings as Fig. 2] with fixed parameters 2n = 500, m = 80,
p = 100, » = 10, and varying parameters peqee for ER networks and average degrees (k) for BA networks, but
only select the observable network realizations to ensure that all partial state information PX corresponds to the
observable component. The rows of Z and W are uniformly sampled from rows of X. The RRMSE is taken over
the period [T, 27| with step input u;(t) = 1,Vt > 0,7 = 1,2,...,m. All results are averaged over 100 independent

realizations.
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set of observables, as employed in the extended dynamic mode decomposition®>4%,

For nonlinear systems admitting an (approximate) Koopman linear embedding, the lifted

state (k) = ® (x(k)) € RY satisfies a linear equation as follows
E(k+1) = A€ (k) + Bou(k), (132)
y(k) = Co&(k), (13b)
for some matrices (Ag, B, Cg) of appropriate dimensions. Typically, N > n, and the matrix
pairs (Ag, Bg) and (Ag, Cs) in (13) may be uncontrollable or unobservable due to the introduc-
tion of auxiliary correlated lifting functions (see Supplementary Note 5 for an example). Conse-
quently, conventional full-state Luenberger observers become infeasible due to the high dimension
N and potential unobservability of (13)). Our proposed data-driven functional observer naturally
addresses these limitations. Without loss of generality, we assume the original state x(k) consti-
tutes part of the Koopman embedding state, such that £(k) = [xT(k),¢T(k)]T with ((k) € RV,

A linear function z(k) = Fx(k) can then be expressed as:
z(k) = Fx¢(k), (14)

where Fyx = F[I,,, 0,,x(v_n)]. The state-space model thus takes the form of (I3)—(I4). For such
linear representations, our data-driven observer design estimates the functional state z(k) without
identifying (Ag, Bg, Cs). This approach contrasts with traditional methods that first determine
(Ag,Bg, Cs) via extended dynamic mode decomposition before implementing model-based Lu-
enberger observers®. By circumventing this process and focusing directly on z(k) rather than all
lifted variables, our method achieves substantially lower observer orders and improved computa-
tional efficiency. Notably, for nonlinear systems with exact finite-dimensional Koopman embed-
dings, our IO-data based design operates without explicit lifting functions (since no extended state

data is needed) when sufficient historical data is available.

Observer design with noisy data. In practical scenarios, historical data are often contaminated
by noise. In this case, the data matrix D = [U,",Y,",Y,",Z,7]" may become full row rank,
thereby restricting the existence of a stable functional observer. To address this issue, noise miti-
gation strategies can be employed. When some prior knowledge about the noise characteristics is

available, such information can be leveraged to obtain more accurate estimator parameters2#2, A
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particularly relevant case arises when the historical data are affected by additive noise:

Yor = Yor+ Vor,

_ (15)
Zor = Zor + Jor,

where V r and J( r are random matrices with i.i.d. zero-mean entries of variances J%( and a%,
respectively, Vo1 and Jo 7 are unrelated with the truth value Y, 7 and Z 1. Partition YQT and
Zo 7 into past and future components: Y, = Yor_1, Yy = Yir 1, Z, = Zor_1, and Z; =

VAT RE

To account for noise, we modify the estimation of the observer parameters based on com-
pensation for pseudoinverse operations and truncated singular value decomposition (SVD). Here,
we take the parameters in (9) for a Darouach observer as an example. Specifically, denoting
D = [U],Y], Y}, Z]]", an asymptotically unbiased estimation of Z;D in () reads as (Sup-
plementary Note 6)

%szT (%DDT - Q)T (16)
where ) i
0 0 0 0
Q- 0 o%l, O 0
0 0 o%l, O
0 0 0 o2l
Furthermore, denoting Ay > Ay > -+ > Apui9,, > 0 as the singular values of --DDT,

an approximation kp of kp = rank(D) can be kp = |[{\; : \; > nmax{o%,02}}|, where 7 is a
number to separate the dominant singular values from the system and the spurious nonzero singular

values from the noise (when the signal-to-noise ratio is large, 1 can be some number near one). For

Vs
the row space of Ul serves as a good estimation of the left null space of D.

_ _ V -
the SVD ﬁDDT - Q= [ U; U, ] S [ ! ] where Uj is the first kp columns of [U; Uy,

In scenarios where the noise variances are unknown, we can employ an SVD-based strategy
to robustly identify the dominant data subspace from noisy data. The key is to compute the SVD
of the data matrix and use the pronounced gap in its singular value spectrum to separate the signal
subspace from the noise subspace. By truncating the SVD to retain only the dominant components,

we obtain a denoised approximation of the data matrix D, which is subsequently used to design
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functional observers. A detailed description of the methodology, along with numerical validation
demonstrating its performance across various noise levels, is provided in the Supplementary Note 6

and Figure S5.

Sensor fault detection and recovery in water networks. To validate the practical applicability of
our data-driven functional observer framework, we consider the problem of sensor-fault detection
in an EPANET 3 water-supply network>’. Following the modeling approaches in refs.>!'°2 the
network is represented as a directed graph comprising 97 nodes—specifically, 2 reservoirs, 3 tanks,
and 92 junctions, shown in Fig. @a. At each junction or tank 7, the head dynamics obey the mass-
balance equation hz(t) =5 icoi (i, where h; is the hydraulic head at node 7, ();; denotes the flow

rate from node j into node ¢, and 0i is the neighbor set of node i. Under laminar flow conditions,

the Darcy-Weisbach relation reduces to a linear head-loss modelP*:
128 1w L;;
hl —h; = ¢ K
J PTG D;L] Q J

with 1 the dynamic viscosity, p the fluid density, L;; and D;; the length and hydraulic diameter of

the pipe between nodes 7 and j, respectively, and ¢ the acceleration due to gravity.

The basic idea of sensor-fault detection by functional observers is based on cross-validation:
assuming that the majority of sensor measurements remain normal, any subset of normal sensors
drawn from the intact pool will yield consistent estimates of a given functional state (provided
it is functionally observable). Under stochastic sensing, if all subsets produce statistically similar
estimates, no sensor anomaly is present. Otherwise, divergence among estimates indicates the pres-
ence of a compromised sensor subset, enabling rough localization of the fault via cross-validation.
Once the sensors with fault are located, one can treat their values as new functional states, then
construct functional observers using the output of other sensors to recover the true values of these
sensors. Consider a simple yet insightful example, where four pressure sensors are deployed at
strategically chosen junctions (see Fig. @). Our target functional state is the head at the critical
junction highlighted in yellow if Fig. dp. We design four independent functional observers, each
using measurements from one sensor only. Under nominal (fault-free) conditions, all observers ac-
curately track the functional state, with steady-state trajectories shown in Fig. db. To evaluate fault
detection and recovery, we introduce an additive bias on one sensor (green node in Fig. 4, namely,
sensor 1) during the interval ¢ € [160,190] s: y(k + 1) = Ch(k) + u(k), where u(k) is a random
offset sampled from the uniform distribution on the interval (0, 10). Fig. 4c plots the observer

17



a

o
Q Q0
OO o 9 © . 100 Target functional state
& o) 1S) 9 2 o] —=—FO via Sensor 1
oo Py oQ o ° 80 ——FO via Sensor 2
(o) o o 0 —+—FO via Sensor 3
g o OOOOOO oOO.M £ 60 ——FO via Sensor 4
Iy ? o° o O e o p % 40
Q, O
feXe} o o
o0 R ©
o 5 O Input 20
% 096 5,0 S
9 00 o
g
Oo o oy o° 10 30 50 70 90
© Time, t
Cc
 I—
170 | YA |
50 /
J 130
£ =
S 30 S 90
T T
50 ~=— Value of S1 with fault
1 O =—e— Recovered value of S1 by S2
=4 Recovered value of S1 by S3
1 0 =+ Recovered value of S1 by S4
10 60 110 160 210 10 60 110 160 210
Time, t Time, t

Figure 4: Sensor fault detection and recovery in a water network. a The structure of EPANET’s network
3. Each edge is bidirectional (except the edges from input nodes to state nodes) and each state node has
a self-loop which is omitted. The reservoirs whose water heads can be arbitrarily set by the controller
serve as the system inputs (blue nodes), while the remaining 95 nodes evolve according to the network
dynamics. b The trajectory of the target node’s height (true functional state) and its estimations from four
independent functional observers (FO), each using measurements of one normal sensor. ¢ The trajectories
of the aforementioned four functional observers, where sensor 1 is under attack. Red areas indicate the
time intervals of sensor attack. d Estimations of the value of sensor 1 from four independent functional
observers, where each uses measurement of one normal sensor to estimate the value of sensor 1. In our
numerical experiments, we simulate the transport of engine oil at 10°C, with p = 885kg/m?, and i =
582.95mPa - s. Pipe diameters D;; are sampled uniformly from 10 to 20 m and lengths L;; from 3000
to 4000 m. Continuous-time dynamics are discretized using a forward-Euler scheme with a time step of
At = 0.01 s. The resulting system matrix is normalized by its spectral radius to ensure numerical stability.
The historical data are generated with Gaussian random inputs.
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estimates during the attack, and highlights the divergence of the compromised observer compared
to the unaffected ones. This discrepancy enables automatic isolation of the faulty sensor: only the
observer relying on the attacked measurement fails to reconstruct the target state, demonstrating
the efficacy of our data-driven scheme in promptly detecting sensor anomalies. We next treat the
value of Sensor 1 as the functional state and construct four independent functional observers using
the output of Sensor 2,3, and 4, respectively. As shown in Fig. dd, all three functional observers
successfully recover the true value of Sensor 1. Although we only present the scenario where only
one sensor is under attack, it is not hard to extend it to the general case where a subset of sensors

are under attack as in ref>*.

Learning feedback control laws using functional observers in load frequency control. With
the continuous development of power systems, traditional single-area networks have evolved into
interconnected multi-area systems. While interconnected power systems (IPS) enhance power
supply reliability and stability, they also introduce greater operational complexity and challenges.
Load disturbances can cause disruptive effects, such as deviations of frequency and tie-line power
from their desired values®, posing significant threats to the economic and safe operation of IPS.
Load frequency control (LFC) is a key mechanism in power grids for balancing load consumption
with power generation. It is crucial for preventing frequency deviations in large-scale multi-area
IPS from damaging equipment, impairing power quality, or triggering large-scale blackouts. LFC
in multi-area power systems requires real-time estimation of control-relevant quantities such as
area control errors (ACE) and integrated frequency deviations, which are typically linear combi-
nations of system states rather than individual state variables. These functional states are often not
directly measurable and must be reconstructed from available sensor data across different control
areas. By designing a data-driven functional observer-based LFC feedback control strategy, we
can maintain frequency deviations and tie-line power deviations within acceptable ranges when
the system is subject to load disturbances, thereby ensuring the stability of the power system and

further demonstrating the versatility of our framework.

Here, we utilize the IEEE-39 New England power grid as a case study. This system consists
of 39 nodes (29 load nodes and 10 generator nodes), which are divided into three area (N = 3)
interconnected by tie-lines*®, as shown in Fig. [Sp. As in refs %57, the dynamics of the frequency
deviation A f; and tie-line power deviation A P,; ; of each area 7 follows a linear equation, with the

augmented multi-area LFC state space equation given in “Mthods”. In particular, each generator
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is equipped with a dedicated sensor. Let (%) be the corresponding state vector. To ensure system
stability and meet closed-loop control performance requirements, a global stabilizing state feed-
back control law of the form u(¢) = Lx(¢) can be designed to achieve the prescribed closed-loop
system performance. The gain matrix L can be derived through data-driven feedback controller
design using the method presented in ref.?’. However, a critical limitation of this control law lies in
the unavailability of state variables for feedback control. Rather than implementing a Luenberger
state observer to estimate x(t), we adopt a reduced-order functional observer that directly estimates
the functional state z(¢) = Lx(t), offering both implementation advantages and computational ef-
ficiency. In particular, we use the open-loop data generated by random inputs and random initial
states to learn a functional observer for estimating z(¢) and use the estimate as control input. Due
to the separation principle in the design of observer-based feedback controllers®*2%, the stability of
the closed-loop system is guaranteed if the functional observer and the direct state feedback system

are both stable.

In Fig.[5b and Fig. 5, during the initial steady-state operation phase, the frequency deviation
of area 1 and the tie-line power deviations between areas remain in a relatively stable equilibrium
state (blue region). However, after ¢ = 100s (red region), when a 0.1 step load disturbance is
applied to area 1, the frequency deviations and tie-line power deviations deviated from this equi-
librium state, and significant changes occurred without control, which reflects the impact of load
disturbances on system dynamics. Fig. [Sd shows the error and tracking situations when learn-
ing the control law through the functional observer. The converging error curve demonstrates the
observer’s ability to track the control law over time, with the error gradually approaching zero,
indicating that the learning accuracy is improved. After applying the learned closed-loop feed-
back control (green region in Fig. [5pb and Fig. [Sk, after ¢ = 150s), the frequency deviation and
tie-line power deviation of area 1 are significantly reduced (blue line). The control strategy adjusts
the power output according to the observed system states (such as phase and frequency errors),

thereby restoring and maintaining system stability.
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Figure 5: a Partition of the IEEE 39-bus system, with Area 1 in the bottom-left, Area 2 in the bottom-right, and Area

3 in the top. b The open-loop and closed-loop frequency deviations (green region, after ¢ = 150s) of Area 1 when a

persistent 0.1 step load disturbance is imposed on Area 1 at time ¢ = 100s (red region). ¢ The open-loop and closed-

loop tie-line deviations of Area 1. d Control input and the error of learning a control law using functional observers

after ¢ = 150s.

Target estimation of nonlinear neuron networks using limited sensors. To further illustrate the

application of our approach for nonlinear systems, we apply the data-driven observer framework

to target estimation in neuron networks modeled by the classic Hindmarsh-Rose system”®. This

model captures the spiking-bursting behavior of the i-th neuron, given by

jti:yi—ax?%—bx?—zi—kiZ(xj—xi)+li,

N

jeat
. 2
¥ = ¢ —dx; — y;,

Zi =7 (s (@i —wr) — z),

a7)

where z;(t) is the membrane potential, y;(t) describes fast ion channel dynamics, and z;(t) rep-
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resents slow ion channel dynamics. The external current /; acts as an input for neuron ¢ and 9;"
denotes the set of neurons to which neuron ¢ is connected, and a, b, ¢, d, v, s are constants. In our
simulation, N = 50 neurons are coupled over a network of 50 nodes sampled from ER random
networks with connectivity probability peqee = 0.1, whose topology is given in Fig. [6a. The
time step is set to 7' = 6000 to investigate long-term dynamic characteristics. Among the 50 neu-
rons (the dimension of the total states is 150, since each neuron has 3 state variables), we place
80 sensors to measure different state variables, and 5 states are chosen as target functional states.
The historical input-output data are generated by imposing random inputs and initial states. The
Koopman linear embedding method is applied to lift the nonlinear model into a linear space using
lifting functions ¢;(x) that include the state variables themselves and n, thin plate spline radial
basis functions® ¢;(x) = [|x — xo;||3 log (||x — xoi[|2) with centers x; uniformly distributed in
the unit box. Fig. [6p collects all estimated target states from the data-driven functional observer
via n, = 50 and the corresponding true system states, with the estimation errors given in Fig. [6f.
The results show that the estimated trajectories closely align with ground-truth trajectories, demon-

strating the effectiveness of the proposed data-driven observers even for nonlinear systems.

To evaluate the impact of the Koopman operator’s lifting dimension on the observation per-
formance, some comparative experiments were conducted (with lifting dimensions set to 30, 50, 100
and 200). To be specific, we conduct N, = 100 experimental trials, each initialized by ran-
domly generating an initial state z.. Denote the sequence {x}, z}, ..., 2% } as the true state se-
quence and {#{,21,...,2% } the estimated one, with Ty the time horizon of simulation. The
estimation accuracy is evaluated using the time-dependent Root Mean Square Error (RMSE):
R = \/N% SN |t — 2%, t = 1,...,Ty. The RMSE curves in Fig. |§|d indicate that increas-

ing the Koopman lifting dimension improves the performance of the proposed observer before 7,

reaching 100. However, excessively large n, is not optimal, as seen from the case with n, = 200.
This is perhaps because higher-dimensional basis functions may induce overfitting so that the de-
signed observer may perfectly fit training data but accumulate rapid errors on test data. More
examples of our method in target state estimation of empirical nonlinear network systems can be

found in Supplementary Note 7 and Figures S6 and S7.
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Figure 6: Target estimation of nonlinear neuron networks using limited sensors. a The interaction network of
a neuron system with N = 50 neurons. Each node contains 3 states x, y, and z, among which 80 sensor locations
and 5 target states are randomly selected. b Representative trajectories of the five target states (solid lines) and their
estimates (dashed lines) obtained using the data-driven functional observer with n, = 50 thin plate spline radial basis
functions. ¢ Corresponding relative estimation errors de; = |&; — x;|/|z;| for the trial shown in b. d Time-dependent
RMSE (R,) for different lifting dimensions (30, 50, 100, and 200), with each data point representing the average over
100 independent experimental trials. The system parameters are setto a = 1,b = 3,¢c = 1,d = 5,7 = 0.001,s =
l,xrp = —1.6,and e = N.

Discussion

State estimation is crucial for monitoring, supervision, and control of dynamic systems. However,
reconstructing the complete set of state variables is often infeasible due to limited sensing, high
dimensionality, or unobservable dynamics. Traditional observer design relies on explicit system
models, which can fail when these models are unavailable or inaccurate. Motivated by successful

data-driven approaches in physics and engineering! %16l we propose a unified framework with
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theoretical guarantees for designing functional observers directly from data, enabling real-time

target estimation without system identification.

Our results introduce a data-driven functional observability criterion based on Hankel ma-
trices derived from historical trajectories. This criterion requires only input-output data and par-
tial state measurements, making it applicable even to unobservable systems, and provides a tool
for data-driven observability analysis and sensor placement. Beyond linear dynamics, the crite-
rion suggests broader implications for nonlinear systems. It provides a data-based solution to the
nonlinear subspace reconstruction problem discussed in ref®?, that is, whether a subspace of a
nonlinear system can be uniquely inferred from input-output sequences. We also present methods
for designing functional observers that match model-based designs in accuracy while excelling in

partially observable regimes.

Compared with classical Luenberger-type observers, our approach reduces observer order
when full state estimation is unnecessary, improving computational efficiency and enabling real-
time implementation in large networks. Simulations and empirical case studies across diverse
scenarios demonstrate the versatility of data-driven functional state estimation. As observers are
algorithms that do not interfere with system dynamics, our approach is hardware-friendly, offering
a flexible tool for sensor-rich environments like autonomous driving®?, where sensors can be allo-
cated as target states and measurements. This opens new possibilities for fault detection, recovery,
and sensor deployment. Our results suggest that functional observers are better suited for nonlinear

systems, particularly when approximate linear embeddings exist.

Despite these advances, challenges remain. Our design relies on a single input-functional
state-output trajectory satisfying certain persistent excitation conditions. Extending it to multiple
trajectories would be promising, especially for nonlinear systems where a single trajectory may
not capture the systems’ global behaviors. In the nonlinear setting, high-dimensional lifting bases
improve representation but may increase computational load and overfit unseen data. When an
exact finite linear embedding does not exist, developing methods to select lifting functions and
quantify approximation errors is a demanding but challenging direction. Integrating functional
observer design with feedback control in a fully data-driven framework is another open problem.

164

This differs from data-enabled predictive control®®, which does not utilize internal states. Com-

bining functional observers with emerging target controllers>>® for large-scale systems is also an
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interesting future direction. While our framework accounts for white noise, improving robustness
against nonstationary or unknown noise distributions remains a challenge. Extending the method-
ology to data-based Kalman filtering for functional states is an appealing next step. A limitation of
the current work is the reliance on sufficiently long offline trajectories. While dynamic updates can
handle time-varying networks, rigorous guarantees are lacking. Future work will explore adaptive
online implementations, leveraging streaming data and machine learning techniques to maintain

performance in evolving networks.

Methods

Model-based observer design. For the system described in (I)), the Darouach observer takes the

following form

z(t) = x(t) + Dy(t),

where r(t),z(t) € R" and (A, B%, BY, D) are parameters to be designed. Define the estimation

{ r(t+1) = Ar(t) + B*u(t) + BYy(t),

error as e(t) = z(t) — z(t). Its dynamics is derived as

e(t+1) = F(Ax(t) + Bu(t)) — (r(t + 1) + Dy(t + 1))
= Ae(t) + (FA — AF — BYC — DCA + ADC) x(¢) + (FB — B" — DCB) u(t).

The Darouach observer exists such that the estimation error converges asymptotically to zero from

any initial guess 2(t) if the following conditions hold®

FA — AF — BYC — DCA + ADC =0,
FB — B"— DCB =0,
A Schur stable.

Under these conditions, the error dynamics simplifies to e(t +1) = Ae(t). A numerical algorithm
for determining the parameters (A, B", BY, D) can be found in ref™! If a Darouach observer does
not exist for a given F, one can augment the functional matrix by adding new row R, constructing
an augmented functional matrix ' = [RT, FT|T such that a Darouach observer exists with the
augmented functional state F'x(¢)1%. The order of the observer is defined as the dimension of

the vector F'x(¢). An iterative algorithm for determining a suitable R can be found in ref.*%.
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When (A, C) is observable, a Luenberger observer of order n can be designed as X(t + 1) =
A%(t) +Biu(t) + L(y(t) — Cx(t)), where L is a designed gain matrix such that A — LC is Schur

stable (whose eigenvalues can be arbitrarily assigned).

Subspace-based system identification. For the input sequence U and output sequence Y gen-
erated by system (1)), let U, v and Y, v denote the corresponding Hankel matrices of order s.

Leveraging the RQ factorization for sufficiently large N, we obtain®’

UO,S,N .

YO,s,N
where Ry; € R¥*™ and Ry, € R***P. Recall the s-step observability matrix is O4(A,C) =
[CT (CA)T - (CA* )T]7, s € N. If the input sequence U satisfies rank([X] , Ul y]T) =

n+ smand s > [(A, C), then span_,(O,(A, C)) = span_, (R )** Theorem9! 'where span_ (M)

takes the column space of matrix M. Provided that the order of the system 7 is known a priori, an

R, 0 O 31 s
21 »
R21 R22 0

SVD can be utilized to determine the column space of Ro,:

Ry = |U, U] [S” 0 ] \a (19)
0 S|
where S,, contains the first n largest singular values of Ry (due to round-off errors or noise, there
might be more than n nonzero singlular values in Rss), U,, has n columns, and the remaining ma-
trices U/, S,,, S/, and V have compatible dimensions. Hence, to obtain an n-dimensional observ-
able system realization, we can approximate span_ ;(Rqy2) = span_;(U,,). From span_,(Os(A, C))
span,;(U,), a system realization can be obtained as C = U, (1 : p,:), meaning that C cor-
responds to the first p rows of U,, and A is computed by solving the overdetermined system
U,(1:(s=1)p,:)A=U,(p+1: sp,:), which admits a unique solution since U, (1 : (s —1)p,:)
has full column rank (note that s > [(A,C)). Afterwards, B can be obtained by solving a
least square problem; see ref.*2 Theerem 7.1 Note that once (A, C, B) corresponds to a system that
can generate the input-output data (U,Y), for any n-dimensional invertible matrix T, so does
(T~'AT,CT, T 'B). This identification method, also called “MOESP” (multivariable output-
error state-space), also applies to the case where Y is corrupted by i.i.d. measurement noise with

zero mean and relatively small variance*? page 312,

Constructing the projection XP™ from input-output data. The projection of X on the row
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space of the observability matrix O = O(A, C), given by O'OX, plays an important role in
the reduced-order functional observer design when only the input-output and functional state data
(U,Y,Z) are available. According to Proposition 2 in Supplementary Note 4, under some stan-
V,) Nspan,, (Vy), where & > I(A,C), N

row (

dard assumptions, span,,, (OLOka, N) = span,(

is sufficiently large, V,, =

U U
o, V; = PN and Oy, = Oi(A,C). We adopt an
Yok N Yk n

SVD-based construction for the intersection of two row spaces®®. To be specific, let the SVD of

VI, V1] be
Vp _ Ull U12 Sll 0 \Val
Vf U21 U22 0 0

where Uy, Uyy, Ugy, Ugg, Sy1, and V are matrices with compatible dimensions. Let the SVD of
U.{Q . UH . Sll be

S, 0
v s o, ][5 v,

ow (0101 X ),
denoted by XP™I, can be constructed as XP = UTUL,V,. Afterwards, let the data matrix
W = XPi accordingly, W, = Xg’rﬁ,jfl and W; = XP'J_ . Then, a reduced-order functional

observer can be constructed based on W in the way described previously.

where U, has the same number of columns as that of S,. Then, a basis of span

Generation of complex dynamical networks. For the generation of the complex network sys-
tems used in Figs. 2-3, we consider random dynamical networks with each node being a two-

dimensional subsystem. The dynamics of each node is governed by the following equation

vi(t) = 6jun(t) + 32; wiHx;(t),
yi(t) = 6/ Cx(t),

* *

where A; = [ ,B =1[0,1]", C = [1,0], and H = [0, 1] denote the state, input, output,

ay, 0
and coupling matrices, respectively, with * indicating nonzero entries. To introduce nodal hetero-
geneity, a}, assumes a nonzero value with probability 0.5. The network structure is defined by

the adjacency matrix W = [wj;]; j=1,.., of randomly generated ER or BA networks (parameters

7777

specified in Figs. 2-3 captions), with w;; = 0 excluding self-loops. All nonzero entries in A;
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and W are sampled from the uniform distribution on the interval (0, 1). Dedicated inputs are uni-
formly allocated to subsystem second states, with ;' = 1 indicating external control and ¢} = 0
otherwise. Similarly, 67 = 1 denotes sensor placement at the first state of subsystem i. The global
state matrix is A = diag{A1,As,...,A,} — W ® M, where ® is the Kronecker product and
M = BH (M5, = 1, zero elsewhere). For numerical stability, each realization A is normalized

105 we can make

by 1.01p(A). In this setting, following structural functional observability theory
a network realization functionally observable with overwhelming probability by placing sensors

such that every functional state variable connects to a sensor, either directly or via paths.

Data-based augmentation procedure for reduced-order functional observers. Here, we pro-
vide an iterative procedure (Algorithm 1) to find a matrix R such that and hold. Be-
low, for a linear subspace P C R™, basis(P) denotes a basis matrix whose rows span P and
PL ={veR™:u'v=0,VYu € P} denotes its orthogonal complement. For a matrix M, R (M)
denotes its row space and row (M) takes its row number. By [Q1, Q2] = nullbasis[M], MJ|T, we
mean [Q;, Q2] forms a basis matrix of the left null space of matrix [M], MJ]T, where the column
number of Q; (Q2) equals the row number of M; (M5). In Algorithm 1, the computation of basis
matrices for null spaces and subspace intersections is implemented via SVD as described previ-
ously; see also ref®?, A step-by-step explanation of this algorithm can be found in Supplementary
Note 4.

In each iteration, Algorithm 1 tries to increase a; while keeping b; as long as it is possible
(otherwise increase both a; and b; by one or two; definitions of a; and b; are given in Algorithm 1).
Therefore, it is expected that this procedure can find a R, with a relatively small row number. In the
IO-data based design, i.e., W = XP'J this procedure can achieve an observer order upper bounded
by n — p, matching the minimum order of a reduced-order Luenberger observer for observable

systems (Theorem 3 in Supplementary Note 4).

Multi-area power system dynamics and parameters. For every area i of the power system, as

in ref”’, the linearized LFC model is presented as follows:

. D; 1
Af; = _MAJCZ' + M(Apmech,i — AP, — ABRL;),
AP = AP + L ax
mech,; — ﬂ,i mech,i Tt,i 2,0

28



Algorithm 1 Iterative procedure for finding matrix R

Input : Matrices U,,Y,, Y, Z,,Z¢, W,, W; of a functionally observable system
Output : Matrix R satisfying conditions (10) and (T1) (if applicable)

1: Initialize Rg < Qpxrow(w,), ¢ < 1

2: while row(R;_1) < row(W,) do

Up
Y, IL; 4
3: Form IT;,_, = Y, , Qi = Z; , a;—1 = rank(IL; 1), b;_; = rank(€2;_4)
Z, R,_1W;
_Ri_lwp_

Q,_
4: Compute null space bases: [®;, Pp| <+ nullbasis[wll, [©1,0;] <«
f

|2 . -Hi—l
nullbasis , [Bi1, Bia] < nullbasis
P i W,
5: Compute basis matrices T; = basis(R(O;2) N R(®;2)), I'; = basis(R(E)" N R(T;))
: Q4
_ Ri_i| = IL_, | - _ - -
6: Update R; = LI, = , Q= |T;W, |, a; = rank(Il;), b; = rank(£2;)
T, W,
7. ifa; = b; and condition (TT) holds for R, = R, then
8: R, < R;; break
9: end if
- = N 1 P I | Q
10: Compute null space bases: [Eil,EZ’Q] < nullbasis , [61‘1,@72} < nullbasis w |
p p

[<I>1-1, <I>Z-2] < nullbasis
Wy
_ _ _ _ _ _ _ !

11: Compute I‘Zl = basis (R(Eig)l N R(@Q)), ]__‘Z2 = baSiS<R(EZ‘2>L N R(@ig)), Fi = f‘;
12: Choose q;: if T; nonempty, take an arbitrary row of I';; else take an arbitrary row of

basis(R(E2)*)

Ri1
13: Update R, = | T; | , R+ R;, 1+ i+1
q;

14: end while

15: return R,
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. R; 1 1
AXy; =t Af;— —AXy; + —
k] El j'Vg72

T T APref,i)
gt gt

N
A-Ptie,i = 27TTij (Afz - Afj)?
7j=1

ACEZ == /B'LAfz + APtie,i;

where Af; is the frequency deviation, D; is the generator damping coefficient, M; is the moment
of inertia, A Ppecn; is the generator output power increment, A P ; is the tie-line power deviation,
AR ; is the external load disturbance, 7T} ; is the steam turbine time constant, AX, ; is the governor
valve position deviation, R; is the droop coefficient, T, ; is the governor time constant, A Fg; is
the system input, 7;; is the tie-line synchronous power coefficient, A f; is the frequency deviation
of the interconnected area j, ACE; is the area control error, and f3; is the frequency deviation
factor. The parameter values are taken from ref*®. The multi-area LFC state space equation is then

described as
x(t) = Ax(t) + Bu(t) + Fd(t),

y (k) = Cx(k),

where x(t) = [x](t),--- ,x\(¢)]7 with x;(t) = [Af;, APuech,is AXg i, APe;]", u(t), y(t) and
d(t) represent the lumped combinations of inputs AP, outputs ACE,;, and load disturbance
AP, ; of the 10 generators, respectively. In the simulation, we use the forward difference method
to discretize the model with a time step of 0.01. The resulting system matrix is normalized by its
spectral radius to ensure numerical stability. In order to achieve stable frequency deviation and
interconnection line exchange power under any step load disturbance, the integral of the output
ACE is used as the controlled feedback variable *”. Ultimately, the augmented discrete-time system

equations are obtained.

Computational methods and implementation details. All simulations were performed using
MATLAB R2024a on a desktop computer with a 3.40 GHz Intel Core i7 processor and 16 GB
of RAM. Pseudoinverses are computed using MATLAB’s pinv function with default tolerance
settings. Null spaces are determined via SVD with a default threshold of 10~° unless other-
wise stated. Observer poles are assigned using MATLAB’s place command, with all observers
designed under identical rightmost pole constraints to ensure consistent decay rates in RRMSE

comparisons. Specifically, the rightmost poles of observers are constrained below 0.4 in Fig. [I]
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and below 0.9 in Figs. 2| and [3) where the relaxed constraint accommodates potential infeasibil-
ity of dense pole placement for large-dimensional matrices. In all simulations, unless otherwise
stated, the initial states of the original systems are randomly selected, while all observers started
from zero. The rank condition rank([M7, M,"|T) = rank(M;) is verified by checking whether
IMo(I — MIM,)||r/|[Ma||r < €2, where e = 5 x 10~7 and || - || denotes the Frobenius norm.

Data availability Data generated or analyzed during this study are included within this paper
and its supplementary information files. Data of the IEEE-39 New England power grid in Fig. 5
can be found in the corresponding ref*®. All data are also available in the public GitHub repository:
https://github.com/Yuanzhang2014/DataFunObsv.

Code availability The code of this study is freely available in the public GitHub repository:
https://github.com/Yuanzhang2014/DataFunObsv.
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