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Abstract—The adversarial worst-case load shedding (AWLS)
problem is pivotal for identifying critical contingencies under line
outages. It is naturally cast as a bilevel program: the upper level
simulates an attacker determining worst-case line failures, and
the lower level corresponds to the defenders generator redispatch
operations. Conventional techniques using optimality conditions
render the bilevel, mixed-integer formulation computationally
prohibitive due to the combinatorial number of topologies and
the nonconvexity of AC power flow constraints. To address these
challenges, we develop a novel single-level optimal valuefunction
(OVF) reformulation and further leverage a data-driven neural
network (NN) surrogate of the followers optimal value. To
ensure physical realizability, we embed the trained surrogate
in a physics-constrained NN (PCNN) formulation that couples
the OVF inequality with (relaxed) AC feasibility, yielding a
mixed-integer convex model amenable to off-the-shelf solvers. To
achieve scalability, we learn a sparse, area-partitioned NN via
spectral clustering; the resulting block-sparse architecture scales
essentially linearly with system size while preserving accuracy.
Notably, our approach produces near-optimal worst-case failures
and generalizes across loading conditions and unseen topologies,
enabling rapid online recomputation. Numerical experiments on
the IEEE 14- and 118-bus systems demonstrate the methods scal-
ability and solution quality for large-scale contingency analysis,
with an average optimality gap of 5.8% compared to conventional
methods, while maintaining computation times under one minute.

Index Terms—Adversarial worst-case load shed, bilevel op-
timization, physics-constrained sparse neural networks, value-
function approximation.

I. INTRODUCTION

CONTINGENCY analysis is fundamental for strengthen-
ing grid resilience, especially against rising threats like

natural disasters [1] and cyber-physical attacks [2]. Identifying
worst-case line contingencies is essential to prioritize mainte-
nance and safeguard critical infrastructure from catastrophic
shutdowns. Of particular interest is the adversarial worst-case
load shed (AWLS) problem [3] that identifies the set of line
contingencies of given cardinality that induces the largest load
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shed on the grid. Rapidly identifying such contingencies is
increasingly vital for real-time operational decisions, including
short-term maintenance prioritization and security measures
during operational emergencies [4].

The AWLS problem is typically formulated as a challenging
adversarial bilevel optimization, where the upper-level (leader)
problem represents an adversary disconnecting lines to maxi-
mize load shed, while the lower-level (follower) problem min-
imizes load shed via optimal redispatch under power flow con-
straints. Formally, this problem is defined by upper-level ad-
versarial topology variables x ∈ {0, 1} constrained within the
budget set Xk, and lower-level operating variables y that are
constrained by the AC feasibility set y ∈ Y(x) for the given
topology x. The bilevel problem is then concisely described by
maxx∈Xk

η(x), where η(x) = miny∈Y(x) [load shed(y, x)],
is the value-function of the lower level.

Not surprisingly, the interplay between discrete adversarial
actions and nonconvex AC power flow constraints results in
computationally prohibitive feasible solution spaces [5]. The
brute-force approach [6] involves enumerating all possible
topologies and reducing the problem to a single-level for-
mulation becomes computationally impractical as the system
size or the adversarial action set is enlarged. To the best of
our knowledge, directly addressing the AWLS problem using
the full AC power flow model remains largely unexplored
in existing literature, primarily due to high computational
complexity. Most ACbased studies therefore restrict either the
network size or the adversarial action set to regain tractability.
For example, fast screening of contingencies via sensitivity-
based pruning can dramatically reduce candidate pairs [7], and
sampling only the most severe singleline outages yields up to
100Œ acceleration for N1 contingency screening on smallscale
systems [8].

To address these challenges, recent work has pursued effi-
cient approximations for the adversarial problem. A common
step is to replace the nonconvex AC power flow with the linear
DC approximation in the lower level to improve scalability.
However, even under the DC model the resulting problem
remains NP-hard, so the computational intractability persists
despite linearization, and the approximation can also degrade
accuracy [9], [10]. Instead of linear approximations, topology-
aware data-driven surrogates, such as deep neural networks
(NNs), can model grid physics and alleviate the computational
intractability arising from adversarial line failures [11]–[13].
To further reduce complexity, some studies restrict the adver-
sarys action space to the most critical k-element failures. For
example, focusing on a reduced search space by screening k-
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line contingencies can retain the worst-case load-shed scenario
while reducing the search space to about 0.14% of all four-line
combinations on the IEEE 118-bus system [14].

More recently, an NN surrogate, NN(x), was trained to
approximate the value-function η(x) from data generated
under diverse topological attacks with AC power-flow con-
straints [3]. Beyond the AWLS problem, this value-function
surrogate approach is well established both in other power-
grid applications [15] and in generic bilevel optimization [16].
Because ReLU networks are piecewise linear, the trained
model admits a mixed-integer linear programming (MILP)
reformulation [17]. Consequently, by maximizing the output
of NN(x) over x ∈ Xk, one obtains an approximate solution
to the bilevel problem. This surrogate-based approach faces
two key limitations on large systems. First, prediction error
is operating-point (e.g. varying loads) dependent and, under
distribution shift to unseen contingencies, the surrogate can
misrank topologies; as a result, directly maximizing NN(x)
may select attack sets whose predicted load shed substantially
over/under estimates the true η(x), yielding inaccurate worst-
case certificates. Second, when one embeds the surrogate
exactly as an MILP, the number of binary variables scales
with the number of ReLU neurons, so networks sized for large
grids lead to rapidly growing MILPs that become computation-
ally burdensome. These challenges motivate formulations that
couple the surrogate with physics-based feasibility constraints
and adopt NN architectures that control MILP size without
sacrificing performance guarantees.

To this end, we develop a scalable yet accurate data-driven
approach to the AWLS problem that centers on a single-
level value-function reformulation of the bilevel program. In
our reformulation, the optimization over topologies is coupled
with (i) the AC power-flow feasibility set Y(x) (or a tight
convex relaxation thereof) and (ii) a learned NN surrogate of
the lower level’s optimal value η(x). This coupling makes
the surrogate a physics-constrained NN (PCNN): any candi-
date topology must admit an operating point satisfying grid
physics, while the realized load shed is tethered to the value-
function surrogate through explicit constraints. This PCNN-
based reformulation results in improved ranking of worst-case
topologies across varying loads, and better generalization to
unseen contingencies.

To ensure scalability, we design a sparsified spectral
clustering-based NN for η(x) approximation. Using spectral
clustering to partition the grid, we zero out cross-area con-
nections and add only light tie-line features, so the number
of trainable parametersand, after ReLU encoding, the number
of MILP binariesgrows essentially linearly with system size.
This modular surrogate keeps the mixed-integer reformulations
tractable on large networks. Together, the physics-constrained
value-function reformulation and the sparse NN architecture
yield single-level formulations that are both scalable and
accurate across the testing set.

We validate the improved accuracy of our NN models
for value-function approximation, and for solving the AWLS
problem, on the IEEE 14- and 118-bus test cases [18]. We
also demonstrate robustness in a challenging setting where
the adversarial action set includes new and larger topological

decisions not present in training. Across all test systems, the
proposed method reduces optimality gaps to below 20%, about
half those obtained by directly maximizing a standalone NN
surrogate, while keeping solve times under one minute.

In a nutshell, our main contributions are three-fold:
1) We learn a novel physics-constrained NN (PCNN) surro-

gate for η(x) and embed it via a value-function reformu-
lation together with AC feasibility via convex relaxations,
yielding a single-level mixed-integer convex program that
provides accurate, physics-constrained worst-case topolo-
gies.

2) We design a spectral clustering-based sparse NN to
reduce the model complexity by exploiting the weak load
coupling among areas, that enables our approach to scale
up to large networks.

3) We validate the performance of our NN model in two
IEEE test systems and show that compared to existing
efforts, it extrapolates favorably to unseen and larger
adversarial action sets in test data. This highlights its
application as a practical approach for large-scale grid
topology optimization tasks.

The paper is organized as follows: Section II introduces
the AWLS formulation. Section III discusses the NN-based
value-function approximation and its MILP form. Section IV
develops our two novel contributions: the physics-constrained
NN (PCNN) surrogate formulation and the sparse NN architec-
ture using area partitioning. The efficacy of these methods is
demonstrated in Section V through numerical results. Finally,
Section VI concludes the paper.

II. PROBLEM FORMULATION

Consider a transmission system consisting of N buses
collected in the set N := {1, . . . , N} and L branches in
L := {(i, j)} ⊂ N ×N , where each physical line is modeled
by a single directed arc (i, j). For each bus i ∈ N , let
Vi ̸ θi denote the complex nodal voltage phasor, and {Pi, Qi}
denote the active and reactive power injections, respectively.
The power injections are calculated by the differences between
the active and reactive power generations {PG

i , QG
i } and

loads {PD
i , QD

i } that are denoted as Pi := PG
i − PD

i and
Qi := QG

i −QD
i . For each branch (i, j) ∈ L, let xij ∈ {0, 1}

denote the branch status (0/1: off/on) and θij := θi−θj denote
the angle difference between buses i and j, with {Pij , Qij} the
active and reactive power flows from bus i to j. In addition, the
branch’s series and shunt admittance values are respectively
denoted by yij = gij + jbij and yshij = gshi + jbshi .

The power flows of branch (i, j) depend on {Vi, Vj , θij}
with the corresponding branch status xij , and in the case of a
transformer, its tap ratio aij , as given by

Pij =xij

(
V 2
i

( gij
a2
ij

+gshi

)
− ViVj

aij
(gij cos θij+bij sin θij)

)
, (1a)

Qij =xij

(
−V 2

i

( bij
a2
ij

+bshi

)
− ViVj

aij
(gij sin θij−bij cos θij)

)
.

(1b)

For transmission lines, aij is simply set to 1. For transformers,
the tap ratio aij is typically within the range of [0.9, 1.1]
and only affects the primary-to-secondary direction. Thus, for
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the secondary-to-primary direction, one can also use aij = 1
in (1). While this work assumes aij is given, it is possible
to include controllable tap ratios as optimization’s decision
variables; see e.g., [19].

With load-shedding variables {δPi , δ
Q
i }, the effective de-

mand at bus i is PD
i −δPi and QD

i −δQi . Given that {Pij , Qij}
denote flows from i to j, the nodal power balances, in terms
of net injections Pi := PG

i − PD
i and Qi := QG

i −QD
i , are

Pi + δPi =
∑

(i,j)∈L Pij , ∀i ∈ N , (2a)

Qi + δQi =
∑

(i,j)∈L Qij , ∀i ∈ N . (2b)

The engineering limits, including bounds on load shedding and
an apparent-power (thermal) limit on branches, are

V i ⩽ Vi ⩽ V̄i, ∀i ∈ N , (3a)

PG
i − PD

i ⩽ Pi ⩽ P̄G
i − PD

i , ∀i ∈ N , (3b)

QG

i
−QD

i ⩽ Qi ⩽ Q̄G
i −QD

i , ∀i ∈ N , (3c)

0 ⩽ δPi ⩽ PD
i , 0 ⩽ δQi ⩽ QD

i , ∀i ∈ N , (3d)

θij ⩽ θij ⩽ θ̄ij , P 2
ij +Q2

ij ⩽ S̄2
ij , ∀(i, j) ∈ L. (3e)

A. Adversarial Worst-case Load Shed (AWLS) problem:

The AWLS problem identifies a topology x that maximizes
load shedding following adversarial line failures or natural
disasters. Formally, this constitutes a bilevel optimization
framework where the interaction between attacker and
defender is captured through hierarchical decision-making.
We present this structure by first defining the adversarial
objective and subsequently the system operator’s response
through the value-function.

Upper-level adversarial problem: To maximize disruption,
the attacker selects up to k line failures to

max
x∈X (k)

η(x), where (4)

X (k) :=

x ∈ {0, 1}|L| :
∑

(i,j)∈L

xij ⩾ |L|−k

 .

Lower-level load-shedding problem: For any fixed topology
x, the value-function η(x) is the optimal total load shed
attained by the operator:

η(x) = min
y,δP ,δQ

∑
i∈N

(
δPi + δQi

)
(5a)

s.t. f(x,y) ⩽ 0, (5b)

h(x,y, δP , δQ) = 0, (5c)

Here, y collects the power-flow variables {Vi}i∈N ,
{θij}(i,j)∈L, {Pij , Qij}(i,j)∈L, and {Pi, Qi}i∈N ; {δpi , δ

q
i }i∈N

are the active/reactive load shedding variable vectors. The
constraint set in (5b) enforces operational limits (voltage
magnitudes, angle differences, line-flow and apparent-power
bounds) with (3), while equality constraints in (5c) imposes
the AC power-flow equations and nodal balances with (1)(2).

Remark 1. Assume full load shedding is permitted and gen-
erator lower bounds allow zero active power output. Further
assume that the reactive-power and voltage bounds admit at
least one admissible operating point that balances net shunt
requirements. Then, the lower-level nonlinear program (NLP)
(5) is feasible for every topology x ∈ X (k). Consequently,
η(x) is well defined and finite for all x ∈ X (k), satisfying
0 ⩽ η(x) ⩽

∑
i∈N (PD

i + QD
i ). Since X (k) is finite, the

upper-level problem (4) is bounded and attains an optimal
solution.

The bilevel program (4)(5) combines combinatorial inter-
diction decisions with nonlinear, non-convex AC physics,
yielding a non-convex and large-scale optimization problem.
Heuristic decompositions (e.g., Benders-type [20]) may lack
global guarantees on realistic networks, whereas Karush-
Kuhn-Tucker (KKT) optimality conditions-based single-level
reductions [21] produce non-convex MINLPs that are typ-
ically intractable at scale. To circumvent these challenges,
in subsequent sections, we develop (i) a value-function-
based single-level reformulation of the bilevel structure, (ii) a
topology-aware sparse NN surrogate for η(x) with controlled
complexity, and (iii) a mixed-integer AC physics-constrained
reformulation that leverages the surrogate, enabling tractable
worst-case assessment on large systems.

B. Optimal Value-function Reformulation of AWLS Problem

Under the assumption that the lower-level optimum, η(x),
is attained for every x ∈ X (k) (see Remark 1), we discuss
an optimal value-function (OVF) reformulation to exactly
transform the bilevel AWLS problem (4)–(5) into a single-
level mixed-integer nonlinear programming problem:

max
x∈X (k), y, δP ,δQ

∑
i∈N

(
δPi + δQi

)
(6a)

s.t. f(x,y) ⩽ 0, (6b)

h(x,y, δP , δQ) = 0, (6c)∑
i∈N

(
δPi + δQi

)
⩽ η(x). (6d)

Formulation (6) maximizes the realized total load shed
subject to the AC-physics feasibility constraints with line
switching, while the value-function inequality enforces that
the realized load shed cannot exceed the lower-level optimal
η(x) associated with the chosen topology. The mathematical
equivalence between this reformulation and the original bilevel
problem is guaranteed if and only if constraint (6d) is active
at an optimal solution of (6).

OVF reformulations of bilevel programs are well known
[22]: they eliminate the nested attackerdefender structure by
replacing the lower level with its value-function. This perspec-
tive lends itself to algorithmic approaches that solve the bilevel
problem efficiently in a single-level framework. However, this
reformulation introduces two significant challenges: (a) The
AC power flow constraints in (6b)–(6c), when combined with
discrete line-switching variables x, create a disconnected non-
convex feasible region, and (b) The constraint (6d) requires
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evaluation of η(x), which is itself the optimal value of the
lower-level optimization problem (5).

We address these challenges by first applying quadratic
convex relaxations to handle the nonconvex AC constraints
[23], [24] (see Appendix VI for the detailed formulation),
and second by developing efficient neural network (NN)based
surrogate models to approximate the value-function η(x),
which enables a fully single-level reformulation as described
in the following section.

III. NEURAL APPROXIMATION OF VALUE-FUNCTION

We approximate the value-function η(x) with a piecewise-
linear (PWL) NN surrogate. As ReLU networks are PWL
maps of their inputs, the trained model admits an exact
MILP representation. Figure 1 depicts the overall architecture.
The NN takes as inputs the topology vector x and the load
profiles {PD,QD}; we denote the concatenated input by
x̃ := [x⊤, (PD)⊤, (QD)⊤]⊤.

A. Model and training

Consider a single-hidden-layer ReLU network

z1 = σ(W1x̃+ b), (7a)

η̂(x) = W2z1, (7b)

where ReLU activation function σ(·) is applied elementwise
and η̂(x) denotes the NN approximation of η(x). Note, deeper
NNs follow by stacking (7a) across layers; all derivations
below extend verbatim.

To optimize the trainable NN parameters {W1,W2,b} and
improve the accuracy of the approximation [11], we use the
squared-error loss. Based on the training dataset, generated
from solved lower-level problems (5), we can calculate the
errors between the true η(x) and the approximated η̂(x), given
by

L(W1,W2,b) =‖η(x)− η̂(x)‖22. (8)

B. Exact MILP encoding of ReLU

Because σ is ReLU, the map x̃ 7→ η̂(x) in (7) is piecewise
linear. Hence, it suffices to consider the reformulation of the
ReLU functions as follows:

z1 = σ(W1x̃+ b) = (W1x̃+ b)� β (9)

where β is an auxiliary binary vector indicating the ReLU
activation status, while � denotes the entry-wise vector mul-
tiplication. This representation allows us to adopt the well-
known big-M tightening method for the following equivalent
linear reformulation [25]:

For the k-th entry z1k in (7a), we will approximate it by intro-
ducing its upper/lower bounds {M̄k,Mk}. After determining
these bounds and denoting the input in (7a) by ẑ1 = W1x̃+b,
the big-M method asserts that each z1k can be reformulated by
using linear inequalities to give a MILP form of the value-
function approximation (7) as:

ẑ1 = W1x̃+ b, (10a)

ẑ1k ⩽ z1k ⩽ ẑ1k −Mk(1− βk), (10b)

Fig. 1: The proposed NN model predicts the approximate optimal
load shed η̂(x) for any given topology x and active/reactive loads.

0 ⩽ z1k ⩽ M̄kβk, (10c)

η̂(x) = W2z1 (10d)

Note that the binary variable βk relates to the ReLU activation
status, based on the input ẑ1k. If the input ẑ1k > 0, then (10b)
enforce βk = 1 such that z1k = ẑ1k holds exactly. Otherwise,
if ẑ1k < 0, constraints in (10d) enforce βk = 0 to yield
z1k = 0. While this reformulation is logically exact for any
sufficiently large M̄k and sufficiently small Mk, tigher bounds
yield a stronger (i.e., less relaxed) continuous relaxation for
the resulting MILP [26].

C. Preliminary NN Surrogate for the AWLS

The NN surrogate η̂(x) in (10) provides an approximation
of the true η(x) for the upper-level problem (4). Substituting
η̂(x) for η(x) yields the single-level problem:

max
x∈X (k)

η̂(x). (11)

This formulation admits an exact MILP representation because
the ReLU activation functions can be encoded via the big-
M constraints in (10). This provides a tractable, data-driven
baseline in the spirit of [3]. However, this direct substitution
approach can suffer from highly sub-optimal approximations
of η(x) when the NN extrapolates beyond its training dis-
tribution. In the next section, we address this limitation by
coupling the surrogate with physics-informed feasibility via
the optimal value-function reformulation to ensure robustness
across operating conditions.

IV. PHYSICS-CONSTRAINED SPARSE NN SURROGATE

While the surrogate maximization in (11) is computationally
attractive, it is purely data-driven and does not enforce the
power-flow feasibility constraints. Consequently, it can select
topologies whose predicted load shed approximates the true
value-function η(x), leading to physically inaccurate rankings.
To address this limitation, we adopt a physics-constrained OVF
reformulation (see Section II-B) that anchors the surrogate to
grid physics by coupling the objective with the feasibility set
and a value-function inequality.

Specifically, we introduce a physics-constrained neural sur-
rogate (PCNN) embedded in the OVF reformulation in (6d):
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any candidate x must admit (y, lsP , lsQ) satisfying the power-
flow constraints, and the realized load shed is tethered to
the surrogate through an explicit value-function constraint. To
retain scalability, we further develop a sparse, area-partitioned
NN architecture that reduces the surrogate sizeand thus the
number of MILP binariesapproximately linearly with system
size. We will present these two contributions in order.

A. Physics-constrained NN (PCNN) Surrogate

The purely data-driven surrogate maximization in (11) is a
statistical prediction and can misrank topologies by (i) over-
estimation, when η̂(x) is unrealistically high for a topology
x (the surrogate selects an unachievable “worst case”), and
(ii) underestimation, when η̂(x) is too low (the surrogate
fails to reveal the true worst case). To tackle both failure
modes, we anchor the surrogate to grid physics via the OVF
reformulation (6), yielding the following physics-constrained
neural surrogate (PCNN):

max
x∈X (k), y, δP ,δQ,sδ

∑
i∈N

(
δPi + δQi

)
− λ · sδ (12a)

s.t. f(x,y) ⩽ 0, (12b)

h(x,y, δP , δQ) = 0, (12c)∑
i∈N

(
δPi + δQi

)
⩽ η̂(x) + sδ, (12d)

0 ⩽ sδ ⩽ s, (12e)

where sδ is the non-negative slack variable in the valuefunction
constraint. The physics constraints (12b)(12c) enforce AC
feasibility with line switching, so any feasible (y, δP , δQ)
corresponds to a physically achievable total shed

∑
i(δ

P
i +δQi );

this prevents the optimizer from realizing NN overestimates
of infeasible load shed. The slack sδ mitigates surrogate
underestimation: if the physics-feasible shed exceeds η̂(x),
sδ absorbs the gap (penalized by λ) to avoid truncating the
true worst case. Since Remark 1 provides a universal worst-
case upper bound on the true value-function, it induces a valid
cap on the slack: sδ ⩽ s :=

∑
i∈N (PD

i +QD
i ) ∀x ∈ X (k).

When available, tighter calibrated caps on sδ further strengthen
the PCNN formulation.

Remark 2.
(a) Exact surrogate: If η̂(x) ≡ η(x) for all x ∈ X (k), then
the global optimum of both PCNN in (12) and direct surrogate
maximization in (11) coincides with the bilevel AWLS problem
in II-A in both optimal value and maximizers. For PCNN, this
occurs with sδ⋆ = 0 at optimality.
(b) Overestimating surrogate: In PCNN, if the surrogate is a
pointwise upper bound, that is, η̂(x) ⩾ η(x) for all x ∈ X (k)
and λ > 0, then there exists an optimal PCNN solution with
sδ⋆ = 0. However, topology misranking may still yield subop-
timal solutions to the bilevel AWLS problem despite zero slack.
(c) Rank-preserving surrogate (under- or overestimation): If
η̂(x) preserves the ranking of η(x) on X (k) — i.e., η(xa) ⩾
η(xb) ⇐⇒ η̂(xa) ⩾ η̂(xb) for all xa,xb ∈ X (k) —
then direct surrogate maximization in (11) recovers the global
maximizer x∗ of the bilevel AWLS problem. However, PCNN

Fig. 2: Optimality gap as a function of the slack-regularization
parameter λ on the IEEE 14- and 118-bus systems.

requires careful λ selection to recover the global optimum, as
the penalty term −λ · sδ can alter topology rankings.

Remark 3 (Selecting the penalty λ). The parameter λ > 0
trades off fidelity to the surrogate constraint and flexibility to
correct underestimation. The term −λ · sδ suppresses slack:
very large λ effectively enforces sδ → 0 (risking truncated
worst cases), whereas very small λ permits excessive slack
(degrading optimality). We tune λ by validation; on the IEEE
tests the optimality gap (defined in Section V-A) exhibits
insensitivity plateaus for λ ∈ [10, 100] (see Fig. 2), and we
fix λ in this range. If the objective is non-normalized, a
stable choice can be a scaled parameterization λ = λ̄/s with
λ̄ ∈ [10, 100].

The PCNN formulation in (12) is a nonconvex mixed-
integer nonlinear program (MINLP) due to the AC power-flow
constraints (12b)(12c) coupled with the binary line-switching
variables x and the mixed-integer linear block due to NN
embedding (10). Solving this MINLP to global optimality is
generally intractable; we apply on/off convex relaxations of
the physics (see [23], [24] Appendix VI), yielding a mixed-
integer convex program. Even though this relaxed PCNN is
more computationally demanding than the purely NN-based
surrogate maximization in (11), it typically returns higher-
quality and physically reliable topologies, as demonstrated in
our numerical studies.

B. Sparsifying NN Surrogates using Area Partitioning

While the PCNN in (12) enforces powerflow feasibility, its
quality and tractability hinge on the accuracy of the value-
function surrogate η̂(x). Approximating η(x) at scale is chal-
lenging due to model complexity and training data required
to capture highly-variable system-wide responses. To address
this, we propose a sparse, topology-aware (area-partitioned)
NN architecture. Based on the core intuition that load-shedding
decisions are dominated by local grid characteristics, we
partition the system to create smaller, specialized NNs for
each area. This approach significantly reduces the number
of ReLU neurons, and hence MILP binaries approximately
linearly with system size, while preserving fidelity to localized
load-shedding behaviorproducing a surrogate with a more
tractable MILP formulation.

To motivate partitioning, we examine the variability of the
target value-function η(x). Figure 3 reports distributions of
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Fig. 3: Optimal lower-level (NLP) solutions for IEEE 118 system
under randomly sampled line interdictions. Distributions of total load
shed are shown for (i) full system without partitioning (red), (ii) sim-
ple sum of the three area sheds (blue), and (iii) each area individually.
Per-area distributions are significantly narrower, indicating spatial
localization, while the area-sum (blue) closely tracks the full-system
shed (red), confirming that area partitioning preserves aggregate shed.

η(x) computed from locally optimal solutions of the lower-
level NLP (5) for 546 randomly sampled (k = 5) interdictions
on the IEEE 118-bus system at nominal load. The full-system
value (red box) exhibits large dispersion across topologies,
whereas the three per-area sheds are much tighter, indicating
strong spatial localization. Crucially, the simple sum of the
individually solved per-area sheds (blue box) closely matches
the full-system shed (red box), confirming that aggregation
preserves the total η(x). This variance reduction simplifies the
learning task and enables compact, area-wise NN surrogates.

We implement this partitioning strategy through the sparse
NN architecture shown in Fig. 4. The full power grid without
any contingency (left) is first divided into C distinct areas. We
then design a compact per-area NN for each area i to predict its
local load-shed contribution η̂i(x) for a given x. To optimize
this modular structure, the number of hidden neurons for area
i is budgeted according to the variability of its historical (or
simulated) local load shed, assigning more neurons to higher-
variance areas. Each per-area NN primarily uses local features
(e.g., loads and intra-area line statuses) and augments them
with a small set of shared tieline features (end-bus states
and line impedance for the boundary lines) to capture inter-
area dependencies. All area-specific NNs are trained jointly
so that

∑C
i=1 η̂i(x) accurately approximates the system-wide

load shed η(x).

Remark 4. By construction, the NN’s weight matrices W(ℓ)

are nearly blockdiagonal when inputs and hidden neurons are
ordered by area, with only sparse offdiagonal entries for tieline
features. Let area i use di = Θ(N ′) local input features and
hi = κidi hidden neurons with κi ≤ κmax independent of N .
With C = N/N ′ areas,

C∑
i=1

dihi ⩽ κmax

C∑
i=1

(N ′)2 = κmax ·
N

N ′ · (N
′)2 = O(N ·N ′).

We enforce sizeconstrained area partitioning so that N ′ =
Θ(1) (i.e., maxi di ≤ dmax), and restrict tie-line connections
so boundary couplings add O(C) = O(N) parameters. With
fixed depth, bias terms and hidden-to-output connections con-
tribute O(N) parameters, resulting in overall linear scaling.

Fig. 4: Our architecture partitions the system into electrically coher-
ent areas via spectral clustering (three shown for illustration), then
uses per-area NNs with tie-line inputs to predict local load shedding,
summing the results for the total system prediction.

Spectral Partitioning An appropriate area partition is critical
to ensure our decomposition is physically meaningful. We
employ spectral clustering using electrical distance as the
graph-edge weight, based on the rationale that electrically
distant areas are more self-sufficient, with high-impedance
tie-lines having minimal impact on local load shed [27]. In
particular, each branch (i, j) ∈ L is assigned the weight
λij := 1/|zij |, where zij is the series impedance magnitude,
so that buses joined by a low-impedance line are electrically
close. Let the weighted Laplacian matrix Λ ∈ RN×N be

Λij =


∑n

j=1 λij , if i = j,
−λij , if (i, j) ∈ L,
0, otherwise.

and embed the buses from the eigenvectors associated with
the C smallest non-trivial eigenvalues of Λ, followed by k-
means algorithm to obtain C areas. This yields clusters with
strong intra-area electrical coupling and weak inter-area ties,
yielding the sparse connectivity needed for our block-sparse
NN architecture with minimal boundary corrections. See [28]
for more discussions.

Leveraging spectral partitioning and block-sparse connec-
tivity, the architecture attains linear parameter growth while
preserving accuracy and data efficiency, yielding a scalable
surrogate η̂(x). We validate these claims empirically in the
next section.

V. NUMERICAL STUDIES

We validated the proposed sparse NNbased approach for
the AWLS problem on the IEEE 14- and 118-bus test sys-
tems [18]. NN Training was performed in PyTorch (Adam
optimizer) on a commodity workstation (Intel® CPU @
2.70 GHz, 32 GB RAM, NVIDIA® RTX 3070 Ti, 8 GB
VRAM). All optimization models were implemented in
JuMP [29]; Gurobi 11.0.2 solved the mixed-integer linear
and convex programs, and IPOPT 3.14.4 solved the continous
nonlinear programs [30], [31].
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We generate training datasets comprising 1,000 active and
reactive load profiles (each OPF-feasible for the original
topology) for the 14- and 118-bus systems, with 50 and
428 distinct topologies, respectively. For each system, we
define critical line damage sets (8 and 15 lines) vulnerable to
k = 3 simultaneous outages, excluding topologies that cause
islanding. These lines are selected based on their high impact
on load shedding. Load profiles are generated by sampling
uniformly from high, medium, and low loading ranges to
ensure representative coverage of operating conditions.

We solve the lower-level NLP problem (Eq. (5)) for each
topology-load profile sample using IPOPT to obtain locally-
optimal load shed values as training labels. The NN is trained
via backpropagation with loss function (8) for 1,000 epochs
using a learning rate of 2.5 × 10−3. We employ a 90%-10%
train-test split, with all reported performance metrics computed
exclusively on the test set to ensure unbiased evaluation.

We set the big-M bounds (M̄k,Mk) to (-100, 100) for the
MILP reformulation of ReLU units, as empirical analysis con-
firms the pre-activation values ẑ1 remain within this range. For
the AC power flow constraints in the PCNN surrogate (12), we
implement an on/off version of the quadratic convex relaxation
model [23], [24] (Appendix VI) via PowerModels [32]. This
convex formulation reduces solution times by approximately
90% while maintaining nearly identical accuracy to the non-
convex AC model, as verified through extensive testing.

A. On Benchmarking the AWLS Problem

Enumerated AWLS Benchmark In the absence of globally
optimal methods for solving bilevel AWLS with nonconvex
AC constraints (in Section II-A), we adopt an enumeration
benchmark: for budget k, enumerate x ∈ X (k) and solve each
lower-level η(x) to local optimality. Although computationally
expensive (around 20 hours for the 118-bus system with k = 5
simultaneous outages) and not guaranteeing a globally optimal
worst-case, the resulting x⋆ ∈ argmaxx∈X (k) η(x) with value
η(x⋆) provides a rigorous benchmark. We report the optimality
gap |η̂−η(x⋆)|

η(x⋆) · 100, where η̂ is the optimal objective of
the single-level surrogate-embedded formulation, as explained
below.

For each load profile in the test set, we solve the surrogate-
embedded single-level problem in (11) and (12), using the
pool-based refinement strategy (in Remark 5), to obtain a
topology x̂. We then compute the realized load shed η̂ ≡ η(x̂),
enabling a fair assessment against the enumerated benchmark
value η(x⋆).

Remark 5. (Pool-based refinement) To hedge against NN
surrogate misranking, we apply a pool-based refinement across
the two single-level surrogates — the direct NN maximization
(11) and the PCNN formulation (12). During each solve,
we retain up to K = 10 top-scoring topology incumbents
{x(1), . . . ,x(K)} returned by the MIP solver. For each can-
didate x(m), we verify it by re-solving the lower-level NLP
(5) with x = x(m) ∀m to local optimality and then select
the final topology as x̂ = argmaxm η(x(m)). This preserves
the computational gains of the surrogates while returning
improved worst-case topology solutions.

(a) 14-bus system (b) 118-bus system

Fig. 5: Comparisons of the prediction errors (%) in approximating
the load sheds for NN_Single and NN_Multi models.

TABLE I: Comparison of rank correlation coefficients (Kendall’s τ ,
Spearman’s ρ) between the true and predicted value-functions; each
entry lists the pair τ, ρ.

14-bus 118-bus
NN_Single NN_Single NN_Multi

min 0.786, 0.885 0.445, 0.616 0.584, 0.776
avg 0.920, 0.986 0.871, 0.970 0.912, 0.984
max 0.965, 0.997 0.953, 0.996 0.978, 0.999

B. Value-function Approximation Quality

We first validate the NN surrogate by comparing predicted
value-functions η̂(x) against optimal values η(x) obtained
from locally optimal solutions of the continuous lower-level
problem (5) over randomly sampled topologies. For each
topologyload profile pair, the normalized prediction error is
|η̂(x)−η(x)|

η(x) · 100.

14-bus accuracy On the 14-bus system, we train a single
neural network (NN_Single) with two hidden layers of
50 neurons each. Figure 5(a) shows the distribution of the
normalized errors, where the midline, box, and horizontal bars
represent the median, quartiles (Q1Q3), and the range within
1.5ŒIQR, respectively. NN_Single achieves a median error
of 0.58% and a maximum error of 3.0% across randomly
sampled topologies and load profiles, confirming accurate
value-function approximation for the smaller system.

118-bus scalability: NN_Single vs. NN_Multi For the 118-
bus system, we compare NN_Single against an area-based
modular approach (NN_Multi) from Section IV-B. We parti-
tion the grid into five electrically coherent areas using spectral
clustering with k-means on the top three Laplacian eigenvec-
tors. NN_Multi allocates neurons to areas in proportion to
local load-shed variability and augments per-area inputs with
tie-line features to capture boundary effects. Both models use
two hidden layers, each with 100 neurons.

Figure 5(b) indicates that NN_Singles accuracy degrades
with system size (median error ≈ 2.0%, maximum error
≈ 7.0%), while NN_Multi maintains median errors below
0.75% and maximum errors around 3.5%, with dispersion
comparable to the 14-bus case. This demonstrates that
exploiting spatial localization via a block-sparse, partitioned
architecture preserves accuracy while scaling to larger systems.
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TABLE II: AWLS problem comparisons of the NN and PCNN surrogates on the 14- and 118-bus systems for NN_Single and NN_Multi
(bolded numbers marking the better-performing surrogate).

14-bus 118-bus
NN_Single NN_Single NN_Multi

NN PCNN NN PCNN NN PCNN

Optimality
Gap (%)

min 0% 0% 0% 0% 0% 0%
avg 4.3% 3.5% 8.7% 5.8% 7.6% 3.7%
max 48.9% 19.6% 41.8% 22.3% 34.5% 18.6%

Computation
Time (s)

min 0.009 s 0.181 s 0.67 s 13.2 s 0.65 s 9.6 s
avg 0.01 s 0.214 s 0.93 s 16.4 s 0.89 s 12.8 s
max 0.012 s 0.283 s 1.12 s 19.3 s 1.08 s 14.3 s

Topology ranking performance For accurate solutions for the
AWLS problem, it is important that the NN surrogate predicts
the correct ranking of interdicted topologies, where a higher
rank corresponds to greater load shed. To quantify the perfor-
mance in rank ordering, we report topology rank correlation
metrics, Kendalls τ and Spearmans ρ, in Table I, between
the true value-function η(x) and its NN-based approximations.
Here, values closer to 1 indicate nearly exact topology ranking
(and −1 indicates reversed ranking), so higher is better for
both measures. Both NN surrogates achieve high rank correla-
tion with the ground truth, but the area-partitioned NN_Multi
consistently outperforms NN_Single on the 118-bus system.
Specifically, NN_Multi improves the average Kendalls τ from
0.871 to 0.912 and the minimum τ from 0.445 to 0.584,
which corresponds to about 10% increase in correctly ordered
topology pairs, along with similar gains for Spearmans ρ. This
shows that NN_Multi improves the robustness of topology
ranking under challenging load scenarios.

In summary, by exploiting local information through a
sparse, area-partitioned design, NN_Multi achieves superior
accuracy on both 14-bus and 118-bus, while ensuring scala-
bility for NN-surrogate-embedded optimization formulations,
as demonstrated in the following sections.

C. NN-based AWLS Approximation

We compare single-level surrogate formulations, direct NN
maximization (11) and the proposed PCNN (12), against the
enumerated AWLS benchmark described in Section V-A.

Performance of PCNN surrogate
Table II summarizes the key performance metrics, revealing
a clear accuracy-efficiency trade-off. Using the NN_Single
value-function approximation, the PCNN surrogate consis-
tently achieves superior optimality gaps compared to the direct
NN surrogate: 3.5% versus 4.3% for the 14-bus system, and
5.8% versus 8.7% for the 118-bus system. This improved
accuracy comes at a computational cost, as PCNN requires
larger solution time (0.01 s vs. 0.21 s for 14-bus), though
both methods remain practical with sub-minute solve times.

Distributional analysis of results further demonstrates
PCNN surrogate’s improved reliability. As shown in Fig. 6,
PCNN produces tightly clustered optimality gaps near zero,
while the direct NN surrogate exhibits wider dispersion with

(a) NN surrogate (14-bus) (b) PCNN surrogate (14-bus)

(c) NN surrogate (118-bus) (d) PCNN surrogate (118-bus)

Fig. 6: Optimality gap comparisons for surrogate-embedded AWLS
using NN_Single as the value-function: (ab) 14-bus and (cd) 118-bus
systems; panels (a,c) show the NN surrogate, and panels (b,d) show
the PCNN surrogate.

optimality gaps exceeding 40%. PCNN consistently maintains
gaps within 20%, confirming its robustness across diverse
operating conditions.

Performance of Area-Partitioned Surrogates
We compare AWLS performance using the partitioned, block-
sparse NN_Multi against NN_Single for both surrogate formu-
lations. The partitioned architecture’s sparsity reduces model
complexity by dedicating each NN to electrically-cohesive
clusters. As Table II shows, on average, NN_Multi yields
significant gap reductions: direct-NN drops from 8.7% to
7.6%, while PCNN shows more substantial improvement from
5.8% to 3.7%. These gains confirm the partitioned approach
better captures localized load-shed patterns. Computationally,
on average, NN_Multi reduces solve times from 0.93s to 0.89s
(direct-NN) and 16.4s to 12.8s (PCNN), demonstrating that
the localized design enhances both accuracy and efficiency
for large-scale systems.

D. Out-of-sample Performance for Practical Scenarios

To demonstrate practical applicability, we evaluate our
methods under realistic data where training examples cannot
cover all adversarial topologies. Unlike prior studies (such as
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(a) NN surrogate (b) PCNN surrogate

Fig. 7: Comparisons of the optimality gap of (a) NN surrogate and
(b) PCNN surrogate with NN_Multi for the 118-bus test systems.

[3], [6], [9]) assuming complete data availability, real-world
grid operations face combinatorial explosion in contingency
scenarios. We test both direct-NN and PCNN surrogates with
NN_Multi-based sparse value-function approximation under
two practically relevant data-constrained conditions:
(i) Unseen/Larger Damage Severities, reflecting the model’s
ability to handle severities beyond the training scenarios, and
(ii) Out-of-sample Line Sets, assessing the models perfor-
mance when disruptions occur on lines not fully represented
in the training dataset.

Both tests specifically demonstrate how the proposed PCNN
surrogate provides robustness and accuracy beyond simpler
NN surrogates.

1) Generalization to Unseen Damage Severities: In the
first practical scenario, we test surrogate model’s robustness
to damage severities not seen in training. Training data are
restricted to topologies with up to three simultaneous line
outages; operational conditions may involve up to five line
outages. To improve generalization, we first train on ⩽3-
outage topologies and then selectively augment the set with
10% of higher-severity cases (four and five outages) drawn
from the top 30% worst-case impacts, explicitly exposing the
model to critical damage patterns.

Table III reports that the NN surrogate yields an average
optimality gap of 13.3%, while the PCNN surrogate reduces
it to 6.5%; the maximum gap drops significantly from 39.4%
(NN) to 19.2% (PCNN). Although this accuracy gain increases
average solve time from 1.73 s (NN) to 14.5 s (PCNN), Fig. 8
shows consistently narrower gap distributions and improved
accuracy for extreme scenarios. Leveraging the partitioned,
block-sparse (NN_Multi) architecture with cluster-specific in-
puts, the approach balances runtime and accuracy, making it
highly suitable for operations that require rapid decisions and
robustness to previously unseen, high-severity events.

2) Generalization to Out-of-Sample Line Sets: In the sec-
ond practical scenario, we address the practical limitation
where training data cover only a subset of critical lines due to
resource constraints or incomplete historical records, creating
generalization challenges when adversarial events occur on
underrepresented lines. To mitigate this, we train on 15 critical
lines augmented with 10% of outage combinations from a
broader 31-line set, providing limited exposure to diverse
topologies while enhancing out-of-sample generalization. Test-
ing uses the complete 31-line set to evaluate performance on
topologies with lines not fully represented during training.

Table III shows PCNN, when compared against the direct-

TABLE III: AWLS problem comparisons of two large dataset
applications for both NN and PCNN surrogates on the 118-bus
system.

Unseen damage
severities

Out-of-sample
line sets

NN PCNN NN PCNN

Optimality
Gap (%)

min 0% 0% 0% 0%
avg 13.3% 6.5% 17.5% 11.2%
max 39.4% 19.2% 49.5% 37.4%

Computation
Time (s)

min 1.57 s 12.7 s 1.89 s 17.5 s
avg 1.73 s 14.5 s 2.03 s 18.4 s
max 2.02 s 16.3 s 2.25 s 19.3 s

(a) NN surrogate (b) PCNN surrogate

(c) NN surrogate (d) PCNN surrogate

Fig. 8: Optimality gap comparisons on the 118-bus system under
distribution shift: (ab) unseen damage severities and (cd) out-of-
sample interdicted line sets; panels (a,c) show the NN surrogate, and
panels (b,d) show the PCNN surrogate.

NN surrogate, substantially improves out-of-sample accuracy:
average optimality gap decreases from 17.5% to 11.2%, and
maximum gap from 49.5% to 37.4%. Although compute time
increases from 2.03s to 18.4s, Fig. 8 demonstrates markedly
tighter gap distributions for PCNN, especially for severe
contingencies. In summary, the sparsified, area-partitioned
architecture (NN_Multi) captures localized outage behavior
sparsely represented in training, yielding robust generalization
that suits large-scale contingency analysis where comprehen-
sive training data are inherently limited.

VI. CONCLUSIONS

We developed a novel neural network (NN)-based frame-
work for efficiently solving adversarial worst-case load shed-
ding (AWLS) problems, addressing the computational chal-
lenges of bilevel optimization with nonconvex AC power flow
constraints. Our approach introduced two key innovations: an
optimal value-function reformulation that embeds NN surro-
gates within physics-constrained power flow equations, and a
scalable architecture that leverages spectral clustering to create
partitioned, block-sparse NNs with linear parameter scaling.
The resulting methodology transformed the bilevel AWLS
problem into a tractable single-level mixed-integer convex
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program. Through extensive numerical validation on medium-
scale IEEE systems, area-partitioned physics-constrained NN
surrogate consistently outperformed naive NN surrogates in
solution quality while maintaining practical computation times
under one minute. Moreover, our architecture robustly general-
ized under realistic data limitations, including scenarios with
higher damage severities and underrepresented transmission
line outages in training data. To summarize, we validated
sparse neural approximations as a scalable approach to
practical bilevel adversarial problems in power grids.

Future work will focus on (i) improving robustness to distri-
bution shift across a wider range of contingencies and damage
patterns; (ii) extending the framework to time-coupled tasks
such as dynamic restoration and carbon-aware operations; and
(iii) designing advanced NN architectures and formulations to
produce tighter and faster MILP models (with fewer binaries).
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APPENDIX

Convex relaxations of the power flow in (1) allow for trans-
forming the inherently non-convex formulations into more
tractable convex surrogates. These surrogates make it pos-
sible to obtain both valid optimality bounds for global op-
timization algorithms and measures of suboptimality for lo-
cal methods. By using the lifted variables wx

ij := xijV
2
i ,

wc
ij := xijViVj cos θij , and ws

ij := xijViVj sin θij , the on/off
switching power flow can be expressed in the linear form:

Pij = wx
ij(

gij
a2
ij

+gshi )− 1

aij
(gijw

c
ij + bijw

s
ij), (13a)

Qij = −wx
ij(

bij
a2
ij

+bshi )− 1

aij
(gijw

s
ij − bijw

c
ij). (13b)

The non-convexity is now encapsulated in the definitions of
these new lifted variables. The quadratic convex relaxation
model (QCRM) is then formed by defining the convex en-
velopes (i.e., relaxations) for wx

ij , wc
ij , and ws

ij .

http://labs.ece.uw.edu/pstca/
https://www.gurobi.com
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For the wx
ij term, the relaxation is built in two parts. First,

the voltage-square term wi := V 2
i is relaxed using its convex

envelope:

wi ⩾ V 2
i , wi ⩽ (V i + V̄i)Vi − V iV̄i, (14)

where V̄i and V i are the bounds on Vi. Second, the bilinear
on/off term wx

ij = xijwi is relaxed using a McCormick
formulation:

wi − (1− xij)V̄
2
i ⩽ wx

ij ⩽ wi − (1− xij)V
2
i . (15)

For the on/off trilinear terms wc
ij and ws

ij , this QCRM uses a
sequential McCormick relaxation. This approach decomposes
the trilinear term into a series of bilinear products, which
are then relaxed sequentially. First, we define intermediate
variables for the components: wij := ViVj , cxij := xij cos θij ,
and sxij := xij sin θij . The on/off trigonometric terms (cxij , s

x
ij)

are relaxed using the disjunctive relaxation method from [24].
For each (i, j), let the phase-angle difference satisfy θij ⩽
θij ⩽ θij with −π

2
⩽ θij ⩽ θij ⩽

π

2
, and define

θ̄ij := max{|θij |, |θij |}.

We also introduce a big-M constant Mθ
ij such that |θij |⩽ Mθ

ij

when xij = 0.
The on/off cosine term cxij = xij cos θij is relaxed using the

curvature parameter κij :=
1−cos(θ̄ij)

θ̄2
ij

, leading to the following
quadratic constraints:

xij cos(θ̄ij) ⩽ cxij ⩽ xij ,

cxij ⩽ xij − κij θ
2
ij + (1− xij)κij (M

θ
ij)

2.

The on/off sine term sxij = xij sin θij is relaxed using a few
constants,

cij := cos
( θ̄ij

2

)
, sij := sin

( θ̄ij
2

)
, αij := sij − cij

θ̄ij
2
,

βij := sij+cij
θ̄ij
2
, γij := αij+sin(θ̄ij), M c

ij := cijM
θ
ij ,

and, the corresponding linear relaxation is

xij sin(θij) ⩽ sxij ⩽ xij sin(θij),

σ sxij − σ cij θij ⩽ xijαij + (1− xij)M
c
ij , ∀σ ∈ {−1, 1},

σ sxij ⩽ xijβij , ∀σ ∈ {−1, 1},
σ cij θij ⩽ xijγij + (1− xij)M

c
ij , ∀σ ∈ {−1, 1}.

The voltage product wij is relaxed using the standard 4-
inequality McCormick envelope 〈ViVj〉M , defined as:

〈vw〉M ≡ (ṽw, v, w) ∈ R3

s.t.


ṽw ⩾ vlw + wlv − vlwl,

ṽw ⩾ vuw + wuv − vuwu,

ṽw ⩽ vlw + wuv − vlwu,

ṽw ⩽ vuw + wlv − vuwl.

Finally, the full trilinear terms are relaxed by applying another
McCormick relaxation to the product of the intermediate
relaxed variables:

wc
ij = 〈wijc

x
ij〉M and ws

ij = 〈wijs
x
ij〉M . (17)

This relaxation is computationally efficient and provides a
strong bound. For a detailed discussion, see [23], [24].
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