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Figure 1. (Left) SPOOF applied to a blank canvas on an ImageNet-trained ViT-B/16. Clockwise images show a steady rise in target-class
84 confidence as more pixels are retained (0-2%) through SPOOF’s greedy updates. Predicted-class text appears in green when the model’s
top-1 prediction matches the target class and in red otherwise. (Right) Fooling images for class 640 produced by three fooling approaches
across three ImageNet classifiers. While CPPN-based fooling produces structured patterns and direct encoding yields dense noise, SPOOF
produces high-confidence fooling images using only extremely sparse, non-semantic pixel updates.

Abstract

Deep neural networks (DNNs) excel across image recognition tasks, yet continue to exhibit overconfidence on inputs that bear
no resemblance to natural images. Revisiting the “fooling images” work introduced by Nguyen et al. (2015), we re-implement
both CPPN-based and direct-encoding-based evolutionary fooling attacks on modern architectures, including convolutional
and transformer classifiers. Our re-implementation confirm that high-confidence fooling persists even in state-of-the-art net-
works, with transformer-based ViT-B/16 emerging as the most susceptible—achieving near-certain misclassifications with
substantially fewer queries than convolution-based models. We then introduce SPOOF, a minimalist, consistent, and more
efficient black-box attack generating high-confidence fooling images. Despite its simplicity, SPOOF generates unrecogniz-
able fooling images with minimal pixel modifications and drastically reduced compute. Furthermore, retraining with fooling
images as an additional class provides only partial resistance, as SPOOF continues to fool consistently with slightly higher
query budgets—highlighting persistent fragility of modern deep classifiers.
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1. Introduction
Deep neural networks (DNNs) have achieved phenomenal
success in vision tasks such as image classification, de-
tection and segmentation [19], sometimes surpassing even
human-level accuracy [15]. Yet, these classifiers can be
surprisingly brittle—inputs altered by often imperceptible
perturbations can lead to confidently incorrect predictions
[13, 14]. Such vulnerabilities, known as adversarial attacks,
involve subtle modifications to natural images.

While adversarial attacks focus on perturbing natural
samples within a dataset, a complementary and underex-
plored direction examines the striking tendency of DNNs to
assign high confidence to entirely unrecognizable, synthetic
images that appear as random or patterned noise to humans.
These were introduced as “fooling images”by [31], who
showed ImageNet-trained AlexNet could yield near-certain
predictions on images evolved via Compositional Pattern-
Producing Networks (CPPNs) [34]. Intriguingly, when at-
tempting direct pixel-space evolution (directly encoded im-
ages), they found it difficult to achieve the same level of
high confidence fooling. Both types of fooling images were
produced in a fully black-box setting using an evolutionary
algorithm called Map-Elites [29].

In this work, we begin by re-implementing the CPPN-
based and direct pixel-encoding fooling attacks of [31] and
evaluating them on both convolutional and transformer-
based architectures. After reproducing the results on
ImageNet-1K trained AlexNet, we extended the fooling at-
tack to ResNet-50 and ViT-B/16. Our re-implementation
shows that all classifiers remain vulnerable, but their sus-
ceptibility differs substantially: ViT-B/16 is fooled the
fastest and with the fewest queries—specially under di-
rect pixel encoding—whereas ResNet-50 is consistently the
most difficult to fool under both attack types (see Figs. 2
and 4).

Building on these observations, we introduce a much
simpler fooling attack that relies on minimal pixel modi-
fications yet delivers comparable or even stronger fooling
performance while operating at orders-of-magnitude lower
computational cost. We refer to this approach as SPOOF
(Simple Pixel Operations for Out-of-Distribution Fooling),
a fast and remarkably effective black-box method for pro-
ducing unrecognizable fooling images.

Despite its algorithmic simplicity, being just a greedy
hill climber at its core, SPOOF consistently achieves high-
confidence fooling. Starting from a blank image, SPOOF
updates one randomly selected pixel at a time, accepting a
modification only when it increases the target-class confi-
dence. Even with extremely sparse edits, this greedy proce-
dure often drives predictions towards near-certainty, high-
lighting substantial vulnerability in both convolutional and
transformer-based ImageNet classifiers (see Fig. 1 for sam-
ple fooling images produced by SPOOF across classifiers).

Fooling attacks expose a failure mode that is, in some re-
spects, more severe than that revealed by adversarial exam-
ples. While adversarial perturbations corrupt an otherwise
natural input, fooling attacks elicit high-confidence predic-
tions from images that are essentially empty—images that
rarely contain class-relevant structure at any point. This re-
veals that the classifier’s decision surface assigns confident
semantics deep inside regions of the input space that have
no connection to natural images. We study this vulnerability
by revisiting the CPPN-based and direct-encoding attacks
of [31] and by introducing SPOOF, a sparse-pixel fool-
ing attack analogous to sparse adversarial methods [8, 27].
SPOOF makes the issue even more pronounced: not only
are the images unrecognizable, they contain almost no ac-
tive pixels at all.

2. Key Contributions
In a nutshell, this paper makes the following contributions:
• A re-implementation and extension of [31]. We re-

implement and reproduce the CPPN- and direct-encoding
fooling attacks of [31], applying them to modern classi-
fiers and evaluating them under both the original and ex-
panded experimental conditions.

• SPOOF: a simple and efficient black-box fooling al-
gorithm. We introduce SPOOF, a greedy hill-climbing
method with random pixel search that consistently gener-
ates high-confidence, unrecognizable fooling images us-
ing minimal pixel modifications and substantially less
compute.

• ViT-B/16 is the easiest classifier to fool. Across
re-implementation of directly-encoded fooling and
SPOOF, ViT-B/16—arguably the current state-of-the-
art classifier—consistently suffers high-confidence mis-
classifications with substantially fewer queries than
convolution-based classifiers, highlighting its striking
vulnerability to fit purely non-semantic noise, suggest-
ing that its search space contains an abundance of high-
confidence solutions embedded entirely within noise-
dominated regions.

• Fooling attacks are resilient to retraining. Fine-tuning
with fooling images sometimes delays but rarely pre-
vents fooling attacks; SPOOF consistently regains high-
confidence fooling under extended query budgets.

• Fooling solutions are abundantly present even in full
pixel-space noise. Despite the vast dimensionality of the
pixel space, fully random pixel-wise noise—-mirroring
the direct-encoding setup of [31] and the random-
initialization ablation of SPOOF—still enables black-box
search to reach high-confidence misclassifications. The
ease with which these solutions emerge highlights how
permissive the decision landscape is in noise-dominated
regions. Among these noise-initialized images, ResNet-
50 exhibits the strongest resistance, whereas ViT-B/16 is
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the easiest to fool.

3. Literature Review
The remarkable success of DNNs on large-scale image
classification benchmarks such as ImageNet-1K [19] was
quickly followed by foundational results that exposed their
susceptibility to carefully constructed perturbations [13,
38]. These early findings established adversarial vulnerabil-
ity as a core limitation of modern classifiers and gave rise
to an extensive body of work on adversarial attacks under
various threat models and constraints.
Adversarial Attacks on Natural Images. Most adver-
sarial attacks focus on natural images, introducing subtle
perturbations that alter classifier predictions while keeping
the input visually unchanged. These attacks are typically
categorized by the information available to the adversary.
In white-box settings, full access to classifier parameters
and gradients is assumed [5, 9, 13, 26, 28]. Black-box
attacks, by contrast, rely only on classifier outputs, mak-
ing them more restrictive and realistic for deployed sys-
tems [4, 6, 17]. They can be further divided into score-
based (access to softmax outputs) [1, 18, 24] and label-
based (access to top-1 predictions) settings [23].

Other key distinctions include targeted vs. non-targeted
attacks [21], transfer-based (surrogate) vs. query-based
methods [11, 32], and constraints on perturbation size or
pixel-level sparsity [3, 8, 27, 30, 35]. These approaches typ-
ically preserve image structure, yielding adversarial inputs
that remain semantically recognizable.
Fooling Attacks from Unrecognizable Images. While
most conventional adversarial attacks operate on recogniz-
able natural images that are modified imperceptibly to pre-
serve semantics, another line of work explores the opposite
extreme: crafting inputs that are entirely unrecognizable to
humans, yet are confidently misclassified.

Nguyen et al. [31] first demonstrated this phenomenon
by evolving abstract, unrecognizable patterns that state-of-
the-art ImageNet classifiers labeled with near-perfect confi-
dence. More recently, [20] introduced “Sparse Fooling Im-
ages” (SFI), a raw-pixel method based on differential evolu-
tion that perturbs only a few pixels on a blank canvas rather
than the full image. The method works for targeted fool-
ing on smaller datasets where very low pixel budgets can
suffice. However, it failed to produce successful fooling
images on ImageNet.

Work in this direction, most notably by Nguyen et al.
[31] on ImageNet trained DNNs, indicates that state-of-
the-art classifiers can fail in ways that lie entirely outside
the scope of conventional adversarial perturbations. While
out-of-distribution detection [25, 36, 37] and adversarial
robustness have both been studied extensively, the behav-
ior of modern models on deliberately unrecognizable, non-
semantic inputs remains largely unexplored, despite consti-

tuting a close parallel to adversarial vulnerabilities. SPOOF
introduces an extreme instance of this setting, offering a
complementary framework for probing vulnerabilities that
traditional adversarial analysis does not capture.

Table 1. Parameter settings for fooling-attack experiments.

Experiment Population Generations Queries
Size (×1000) (×1000)

CPPN-Fool
(Original) 400 5 2
CPPN-Fool
(Extended) 1000 50 50
Direct-Fool
(Original) 400 20 8
Direct-Fool
(Extended) 1000 50 50
SPOOF (on
pre-trained
classifiers) – 50 50
SPOOF (on
retrained
classifiers) – 150 150

4. Notations and Preliminaries
Fooling Attack. Analogous to adversarial attacks that per-
turb natural images to cause misclassification, we consider
the complementary setting: synthesizing non-sensical, un-
recognizable images that provoke high-confidence predic-
tions for a chosen target. Nguyen et al. [31] introduced these
as fooling images; here we formally refer to the process of
generating such fooling images as a fooling attack. In this
work we present a novel instance of such an attack, SPOOF.
Re-implementation Experiments: Direct-Fool and
CPPN-Fool. Nguyen et al. [31] introduced two evolution-
ary fooling attacks based on distinct image encodings. The
first, a direct encoding, represents each pixel’s value ex-
plicitly and evolves it through independent random muta-
tions. The second, an indirect encoding, employs Compo-
sitional Pattern Producing Networks (CPPNs)—neural net-
works that map pixel coordinates to color values, thereby
enabling the emergence of structured, regular patterns such
as symmetry and repetition [34]. In this work, we refer to
their fooling attack experiment using directly encoded ver-
sion as Direct-Fool and the indirectly encoded, CPPN-based
version as CPPN-Fool.
Experiment Parameters. Tab. 1 lists the query budgets
for our re-implementation of [31] and for SPOOF. Since
[31] employed Map-Elites as the evolutionary algorithm,
the average query count per target corresponds to the to-
tal evaluations (population size × generations) divided by
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the number of ImageNet classes. In contrast, SPOOF uses a
single-sample hill-climber, where each iteration constitutes
one query. For consistency with the pretrained runs, retrain-
ing experiments followed the same query budgets as their
pretrained counterparts. The one exception is SPOOF; be-
cause its fooling-confidence was still improving at the orig-
inal query budget, we allowed an extended query budget so
that we could determine at what point it reached conver-
gence.
Evaluation Metrics. All fooling-attack experiments were
evaluated using the following metrics. Resulting metrics
for each fooling experiment are aggregated over five ran-
dom seeds and summarized as the median across 1000 tar-
get classes, following [31]; mean results are reported in the
supplementary material.

• Runtime: Wall-clock time per fooling experiment on
NVIDIA H200 GPUs, indicating the computational ef-
ficiency of the fooling attack, analogous to adversarial
benchmarks for attack feasibility [7, 10].

• Confidence: Predicted probability assigned to the target
label on the evaluated image, used as a standard indica-
tor of attack strength across both fooling and adversarial
benchmarks [5, 10, 20, 31].

• Fooling-ASR: Introduced in this work for fooling attacks
as an analog to the standard Attack Success Rate (ASR)
used in adversarial benchmarks, Fooling-ASR measures
the fraction of target classes successfully fooled within
the query budget, offering a direct and interpretable indi-
cator of fooling effectiveness [1, 5, 17].

• Pixel Change Ratio (PCR): Measures the proportion of
pixels altered relative to the initial synthesized fooling
image for a given target class, which is analogous to per-
turbation sparsity metrics in the adversarial attack liter-
ature [8, 27, 35]. For fooling attacks initialized from a
blank canvas, this value corresponds to the fraction of
non-zero pixels in the final image, revealing the surpris-
ing vulnerability of classifiers that confidently label near-
empty images.

• Queries: Average number of classifier queries per tar-
get (within the allowed budget), reporting attack query
cost in the same spirit as query-limited adversarial evalu-
ations [1, 17].

5. Problem Setup

Let f : R3×H×W → RN be a pretrained image classi-
fier and yt ∈ {1, . . . , N} a target class. The objective is to
synthesize an input x from an empty canvas such that the
classifier assigns high confidence to yt, i.e., to maximize
fyt

(x), using only black-box access to the classifier’s out-
put probabilities, with minimal pixel changes to the initial
image, i.e., the empty canvas.

Figure 2. Fooling confidence vs Generations / Queries plot for
CPPN-Fool (Original) re-implementation.

Algorithm 1 SPOOF

1: Input: Classifier f , target class c, query budget T
2: Initialize: Image x← 0 (blank image)
3: Pixel Change PC ← 0
4: for t = 1 to T do
5: x′ ← x
6: Randomly sample pixel (i, j) and channel k
7: Sample value v ∼ U(0, 1)
8: x′

k,i,j ← v
9: if f(x′)c > f(x)c then

10: x← x′

11: PC ← PC + 1
12: end if
13: end for
14: Return: Image x, Pixel Changes PC

6. SPOOF: Proposed Fooling Attack

SPOOF builds on minimal-query adversarial attacks by
evolving a single image sample per target. It reframes
the task of fooling classifiers with unrecognizable inputs
as a sparse, greedy search over pixel space, implemented
through a lightweight single-sample hill-climbing proce-
dure. Despite its simplicity—which contributes directly to
both its efficiency and ease of deployment—SPOOF proves
remarkably effective. We describe the algorithm and its
batched implementation below.
Initialization. SPOOF initializes a synthetic input as a uni-
form black canvas (x=0).
Greedy Pixel Updates. At each iteration (“query-step”),
SPOOF selects a random pixel location (x, y) and channel
c ∈ {R,G,B}. SPOOF samples a random value v from
a uniform distribution U(0, 1) and temporarily applies it
to the selected pixel. Then, it passes the updated image
through the classifier to compute confidence scores fyt(x).
If the modification improves the confidence, SPOOF retains
them. Despite its simplicity, this greedy strategy proves sur-
prisingly effective, leveraging the smoothness in DNN de-
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Table 2. Comparison of fooling performance across ImageNet-1K pre-trained classifiers on three benchmarks. SPOOF generally achieves
comparable or higher confidence with far fewer pixel changes and lower runtime. Pixel Change Ratio (PCR) is 100 % for the re-
implementation experiments of [31] as for CPPN-Fool the initial images are entirely replaced with new patterned images and for Direct-Fool
pixels are mutated for several generations leading to complete pixel change of initial image.

Classifier Fooling Attack Runtime (hours) Confidence (%) Fooling-ASR (%) PCR %

AlexNet

CPPN-Fool (Original) 2.81 90.81† 93.44 100
CPPN-Fool (Extended) 73.80 99.15 98.72 100

Direct-Fool (Original) 0.42 25.89† 65.40 100
Direct-Fool (Extended) 1.92 99.91 99.14 100
SPOOF (ours) 0.20 96.85 89.12 2.35

ResNet-50

CPPN-Fool (Original) 2.84 51.62 87.00 100
CPPN-Fool (Extended) 75.28 81.82 97.12 100
Direct-Fool (Original) 0.69 28.67 81.34 100
Direct-Fool (Extended) 3.06 79.51 96.44 100
SPOOF (ours) 0.58 98.02 96.04 1.25

ViT-B/16

CPPN-Fool (Original) 2.83 79.48 93.94 100
CPPN-Fool (Extended) 77.80 92.41 99.68 100
Direct-Fool (Original) 1.53 95.08 100.00 100
Direct-Fool (Extended) 6.39 99.49 100.00 100
SPOOF (ours) 1.65 99.61 100.00 3.62

†These reproduced confidence scores closely match those reported by [31] (88.11% and 21.59%), confirming alignment with the original results.

Figure 3. Fooling confidence heatmap across all ImageNet-1K classes for CPPN-Fool (Original) re-implementation.

cision surfaces. The updates continue for a default fixed
query budget of T steps. We describe this algorithm in Al-
gorithm 1.
Batching. For batch evaluation, SPOOF initializes N uni-
form black canvases (x=0) to serve as initial synthetic in-
puts, with each one assigned to a distinct target class. Here,
N corresponds to the total number of classes in the dataset
(e.g., N=1,000 for ImageNet-1K and N=10 for MNIST
datasets). These inputs can be viewed as N independent

bins, evolved in parallel with updates applied independently
but evaluated together in batch at each query step to lever-
age computational efficiency of GPUs. Since each image
is updated independently in every step, the total number of
queries per image is T , and the total number of queries over-
all is N × T .
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Table 3. Fooling performance on retrained classifiers for the three fooling attacks. We chose to retrain CPPN-Fool (original) because of
the long runtime required for data collection in the extended run, and because the original setting lead to satisfactory fooling performance.
For Direct-Fool, we selected the extended version for retraining because the original setting lead to very poor fooling performance.

Classifier Fooling Attack Runtime (hours) Confidence (%) Fooling-ASR (%) PCR (%)

AlexNet (Retrained)
CPPN-Fool (Original) 2.87 83.97 90.91 100
Direct-Fool (Extended) 1.92 99.72 98.96 100
SPOOF (ours) 0.50 97.24 92.57 3.09

ResNet-50 (Retrained)
CPPN-Fool (Original) 2.61 60.05 82.34 100
Direct-Fool (Extended) 2.97 2.60 35.40 100
SPOOF (ours) 1.73 99.72 94.15 1.74

ViT-B/16 (Retrained)
CPPN-Fool (Original) 2.89 75.42 93.23 100
Direct-Fool (Extended) 6.32 99.95 100.00 100
SPOOF (ours) 4.76 99.99 100.00 2.95

Figure 4. Fooling confidence vs Generations / Queries plot for
Direct-Fool (Extended) re-implementation.

7. Experiment Setup
Datasets and Splits. Our experiments use the following
datasets and splits:
• ImageNet-1K Val: This dataset contains 224×224 im-

ages belonging to 1K natural image categories. The Val
split contains about 1.3M and 50k images for training
and testing, respectively.

• MNIST Val: This dataset contains 28×28 images of 10
digits. The Val split contains 50k and 10k images for
training and testing, respectively.

Classifiers. We use the following classifiers for the above
datasets:
• ImageNet-1K: AlexNet [19], ResNet-50 [16], and ViT-

B/16 [12] were chosen as these classifiers encompasses
both convolution and transformer-based architectures.
We use their torchvision pretrained checkpoints with their
weights fixed during optimization.

• MNIST: We use LeNet [22] generating fooling images by
SPOOF, given the same was reported for CPPN-Fool and
Direct-Fool by [31].

Hyperparameters. Unless stated otherwise, all SPOOF
experiments on ImageNet-1K use a query budget of

T=50,000, batch size N equal to the number of dataset
classes. We initialize all fooling images as black canvases
and evolve without any ℓp constraint.
Baseline. We compare SPOOF against re-implementation
of both fooling attacks introduced by [31] with the origi-
nal and extended parameter setting. The first, CPPN-Fool,
uses compositional pattern-producing networks (CPPNs, an
indirect encoding), while the second, Direct-Fool, operates
directly in pixel space (direct encoding). The CPPN-based
indirect encoding can evolve complex, globally regular im-
ages rich in naturalistic and man-made features [2, 33, 34].
Nguyen et al. (2015) Re-implementation. As the fool-
ing images introduced in [31] were only generated on
ImageNet-1K trained AlexNet, in our re-implementation,
we first reproduced results on AlexNet and then used the
same experiment settings to generate fooling images on
state-of-the-art classifiers that came after AlexNet, i.e.,
ResNet-50 and ViT-B/16. As the two fooling attacks in-
troduced in [31] – CPPN-Fool and Direct-Fool– were im-
plemented for different parameter settings (see Tab. 1), we
extended the original experiment settings in [31] and ran ex-
periments with a common query budget per class for both
fooling attacks from [31] as well as using the same query
budget with our proposed fooling attack, SPOOF. Thus, in
the re-implementation, we conducted 4 independent exper-
iments (using the 3 classifiers), that we call,
• CPPN-Fool (Original) and CPPN-Fool (Extended)
• Direct-Fool (Original) and Direct-Fool (Extended)
Retraining with Fooling Images. To assess classifier ro-
bustness on retraining, each ImageNet-1K-pretrained clas-
sifier was fine-tuned using 12,000 corresponding fooling
images (10k train / 2k val), appended as a new (1001st) class
following [31]. Fine-tuning was limited to the final classifi-
cation layer, with all pretrained weights kept frozen. Base-
line validation accuracy was recovered within ten epochs,
and the epoch-10 classifiers were retained as the final re-
trained classifiers for re-evaluation.
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Figure 5. Fooling confidence heatmap across all ImageNet-1K classes for Direct-Fool (Extended) re-implementation.

Figure 6. Fooling confidence vs Queries plot for SPOOF

8. Results

8.1. ImageNet-1K Experiments

SPOOF: the most efficient, consistent, and simple fool-
ing attack. As reported in Tab. 2, SPOOF attains com-
parable or higher median confidence than CPPN-Fool and
Direct-Fool while changing < 3% of pixels on average.
SPOOF requires considerably less wall time for all except
a single attack setting, yet still reaches near-certain confi-
dence across targets (see the per-target curves and plateaus
in Fig. 6). Representative outputs show SPOOF produces
unrecognizable, high-confidence images with only sparse
pixel changes (see examples in Fig. 1). The efficiency gain
follows directly from SPOOF’s greedy single-sample sim-
ple hill-climb: it avoids population management, crossover
and mutation bookkeeping, and thus converts query budget
into steady confidence gains rather than the more expensive
optimizations needed for methods by [31].
ViT-B/16: the most vulnerable classifier to fooling at-

tacks. Across nearly all attack settings—except for CPPN-
Fool, where ViT-B/16 remains comparably vulnerable to
AlexNet—ViT-B/16 emerges as the easiest model to fool.
Under SPOOF, ViT-B/16 reaches a median target confi-
dence of 95% after only 13.7k queries and ultimately attains
99.6% (Fig. 6, Tab. 2), substantially faster than AlexNet or
ResNet-50. Per-class heatmaps reinforce this trend: ViT
exhibits broad, early confidence growth across categories,
whereas convolutional models require far more queries or
extended evolutionary runs (Fig. 5, Fig. 7). Despite strong
in-distribution performance, ViT shows pronounced over-
confidence on unrecognizable, OOD inputs—a vulnerabil-
ity SPOOF exploits most efficiently.
Fine-tuning offers limited resilience to fooling attacks.
Retraining the classifiers with an additional “fooling” class
delays SPOOFing but does not prevent it; the method even-
tually regains high-confidence fooling across all models.
Other attacks similarly remain effective after fine-tuning,
with the sole exception of ResNet-50 under Direct-Fool
(Fig. 2, Fig. 4, Fig. 6, Tab. 3). These results suggest that
despite good retraining validation performance the decision
boundaries responsible for fooling are not easily reshaped
through standard fine-tuning and that the backbone does
not rely solely on stable low-level features when confronted
with unrecognizable, non-semantic inputs.
SPOOF ablation: white-canvas initialization still yields
high-confidence fooling. As shown in Fig. 8, starting
from a white canvas also produces high-confidence fooling,
though with a modest delay compared to black initializa-
tion. Notably, under black initialization, ResNet-50 exhibits
strong resistance even without retraining, whereas ViT-B/16
remains highly susceptible to SPOOF. The relative vulner-
ability pattern closely mirrors that observed for Direct-Fool
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Figure 7. Fooling confidence heatmap across all ImageNet-1K classes for SPOOF.

Figure 8. SPOOF Ablation: Fooling confidence vs Generations plot for SPOOF for three kinds of canvas initialization. We see the best
fooling performance when starting from a black canvas, and the least fooling when starting with a random pixel canvas.

(Fig. 4), consistent with both setups exploring effectively
full pixel-space noise.

8.2. MNIST Experiments

For the MNIST-trained LeNet, CPPN-Fool and Direct-Fool
reached the reported near-perfect confidence of (99.99%)
[31], whereas SPOOF achieves comparable fooling confi-
dence (99.68%) with just 21.08% pixel change to the blank
canvas and about eightfold fewer queries. See supplemen-
tary material for more details.

9. Conclusion

We introduced SPOOF, a minimalistic black-box fool-
ing attack that exposes persistent overconfidence in mod-
ern image classifiers on out-of-distribution unrecogniz-
able (fooling) images. Through extensive experiments

across AlexNet, ResNet-50, and ViT-B/16, we showed
that SPOOF achieves comparable or higher fooling confi-
dence than [31], the only other existing fooling attack at
ImageNet-1K scale, while being faster and altering a small
fraction of pixels on average. Our analysis revealed that
even state-of-the-art transformers like ViT-B/16 are highly
susceptible, and that retraining with fooling-aware objec-
tives offers no meaningful resilience. Qualitative and ab-
lation studies further confirmed that neither structural pri-
ors nor initialization choices are necessary for inducing
high-confidence fooling. These findings highlight a criti-
cal gap between recognition performance and OOD robust-
ness—current visual models remain easily deceived by un-
recognizable stimuli, emphasizing the urgent need for ar-
chitectures and training paradigms that reason beyond con-
fidence alone.
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Supplementary Material for
SPOOF: Simple Pixel Operations for Out-of-Distribution Fooling

Ankit Gupta, Christoph Adami, and Emily Dolson

Overview
This supplementary document includes additional fooling
examples on various ImageNet classes—extending the il-
lustration of fooling images shown in the main paper at Fig.
1 (right)—along with mean-aggregated ImageNet-1K met-
rics across 1000 targets, ablations of SPOOF under differ-
ent initialization settings, and MNIST experiments. Col-
lectively, these results provide broader context and further
reinforce the conclusions of the main paper.

S1: ImageNet-1K Results
S1.1: Additional Fooling Images Across Classes
We provide additional fooling examples for a variety of Im-
ageNet classes across all three fooling attacks and classi-
fiers. These examples extend the comparison shown in Fig-
ure 1 (Right) of the main paper and highlight the qualitative
differences between CPPN-Fool, Direct-Fool, and SPOOF
(see Figs. 4 to 13)

Figure 1. Mean confidence for CPPN-Fool across 1000 Ima-
geNet target classes.

S1.2: Mean Aggregated Metrics
The main paper reports median confidence and PCR across
1000 ImageNet target classes. Here, we include the corre-
sponding mean metrics, offering a complementary aggrega-
tion that further characterizes the distribution of fooling per-
formance for each attack–classifier pair (see Tabs. 4 and 5
and Figs. 1 to 3)

Figure 2. Mean confidence for Direct-Fool across 1000 Ima-
geNet target classes.

Figure 3. Mean confidence for SPOOF across 1000 ImageNet
target classes.

S2: MNIST Results on SPOOF
We include MNIST experiments to show that the behaviors
observed on ImageNet—such as sparse fooling and relative
classifier vulnerability—also manifest on a second dataset.
See Figs. 14 and 15 for confidence plots and Fig. 16 for
fooling images generated for MNIST trained LeNet.
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Table 4. Mean fooling confidence and Pixel Change Ratio (PCR) across 1000 ImageNet-1K target classes, evaluated on pretrained Ima-
geNet classifiers.

Classifier Fooling Attack Confidence (%) PCR (%)

AlexNet

CPPN-Fool (Original) 76.74 100
CPPN-Fool (Extended) 91.43 100
Direct-Fool (Original) 37.83 100
Direct-Fool (Extended) 93.76 100
SPOOF (ours) 75.42 2.31

ResNet-50

CPPN-Fool (Original) 50.44 100
CPPN-Fool (Extended) 72.77 100
Direct-Fool (Original) 35.02 100
Direct-Fool (Extended) 71.52 100
SPOOF (ours) 79.53 1.23

ViT-B/16

CPPN-Fool (Original) 69.10 100
CPPN-Fool (Extended) 87.23 100
Direct-Fool (Original) 93.49 100
Direct-Fool (Extended) 99.13 100
SPOOF (ours) 99.41 3.63

Table 5. Mean fooling confidence and Pixel Change Ratio (PCR) across 1000 ImageNet-1K target classes for retrained classifiers (using
an additional “fooling” class).

Classifier (Retrained) Fooling Attack Confidence (%) PCR (%)

AlexNet
CPPN-Fool (Original) 71.39 100
Direct-Fool (Extended) 92.43 100
SPOOF (ours) 78.42 3.03

ResNet-50
CPPN-Fool (Original) 55.04 100
Direct-Fool (Extended) 16.06 100
SPOOF (ours) 82.47 1.73

ViT-B/16
CPPN-Fool (Original) 65.67 100
Direct-Fool (Extended) 99.89 100
SPOOF (ours) 99.99 3.02
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Figure 4. Fooling images generated for Class 489 — Chainlink Fence.
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Figure 5. Fooling images generated for Class 562 — Fountain.
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Figure 6. Fooling images generated for Class 646 — Maze.
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Figure 7. Fooling images generated for Class 750 — Quilt.
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Figure 8. Fooling images generated for Class 772 — Safety Pin.
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Figure 9. Fooling images generated for Class 794 — Shower Curtain.
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Figure 10. Fooling images generated for Class 858 — Tile Roof.
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Figure 11. Fooling images generated for Class 868 — Tray.
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Figure 12. Fooling images generated for Class 885 — Velvet Fabric.
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Figure 13. Fooling images generated for Class 971 — Bubble.
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Figure 14. Evolution of mean and median SPOOF confidence over 500 queries on MNIST.

Figure 15. Confidence heatmap showing the per-class confidence trajectory across all queries on MNIST.

Class 0 Class 1 Class 2 Class 3 Class 4 Class 5 Class 6 Class 7 Class 8 Class 9

Figure 16. SPOOF-generated MNIST fooling images for all ten target classes.
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