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Abstract—Facial recognition has become a widely used method
for authentication and identification, with applications for se-
cure access and locating missing persons. Its success is largely
attributed to deep learning, which leverages large datasets
and effective loss functions to learn discriminative features.
Despite these advances, facial recognition still faces challenges
in explainability, demographic bias, privacy, and robustness to
aging, pose variations, lighting changes, occlusions, and facial
expressions. Privacy regulations have also led to the degradation
of several datasets, raising legal, ethical, and privacy concerns.
Synthetic facial data generation has been proposed as a promising
solution. It mitigates privacy issues, enables experimentation
with controlled facial attributes, alleviates demographic bias,
and provides supplementary data to improve models trained
on real data. This study compares the effectiveness of synthetic
facial datasets generated using different techniques in facial
recognition tasks. We evaluate accuracy, rank-1, rank-5, and the
true positive rate at a false positive rate of 0.01% on eight leading
datasets, offering a comparative analysis not extensively explored
in the literature. Results demonstrate the ability of synthetic
data to capture realistic variations while emphasizing the need
for further research to close the performance gap with real data.
Techniques such as diffusion models, GANs, and 3D models show
substantial progress; however, challenges remain.

Index Terms—Biometrics, Facial recognition, Synthetic facial
data.

I. INTRODUCTION

Face recognition (FR) has rapidly become a prevalent
method for authenticating and identifying users, owing to
its convenience and efficiency. This technology is widely
employed in various sectors, including security, where it is
used to grant access to secure facilities or devices, ensuring
that only authorized individuals can enter sensitive areas or use
specific equipment. In law enforcement, face recognition plays
a crucial role in identifying suspects, helping solve crimes,
and maintaining public safety by matching faces captured in
surveillance footage with criminal databases.
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Additionally, it serves humanitarian purposes such as locat-
ing missing persons by comparing images with those in public
records or social media. The integration of face recognition
technology into everyday life is expanding at an unprecedented
rate, driven by advancements in artificial intelligence (Al)
and machine learning. It is now embedded in smartphones,
allowing users to unlock their devices with facial recognition,
and in social media platforms, where it helps tag and organize
photos.

Despite its widespread adoption and technological advance-
ments that have propelled facial recognition into mainstream
use, this technology continues to face significant challenges
and controversies. One of the most pressing issues is their
susceptibility to discriminatory effects and demographic bias,
which can undermine their reliability and fairness. Biases
often stem from unbalanced data sampling, where certain
demographic groups are underrepresented, leading to skewed
datasets that do not accurately reflect population diversity. The
processes of data collection and labeling can also introduce
biases, as they may inadvertently favor certain demographic
or gender groups over others.

Moreover, FR approaches can exacerbate existing dataset
biases during training because of their modeling, resulting in
algorithms that perform unevenly across different demographic
groups. This observation has been supported by a series of
studies conducted by the US National Institute of Standards
and Technology (NIST) since 2019 [1], [2]. These studies
revealed significant racial and gender biases in many widely
used facial recognition algorithms, highlighting that these
systems often misidentify individuals from minority groups
at disproportionately higher rates than those from majority
groups.

In addition to bias, facial recognition technology has raised
substantial privacy concerns. A major issue involves the use
of web-scraped data for training models, in which images
are collected without the consent of individuals. This practice
can lead to unauthorized use of personal images, infringing
on privacy rights, and resulting in unintended profiling. Such
challenges have begun to be reflected in privacy regulations
such as the EU-GDPR [3], which classifies biometric data as
a sensitive type of personal information subject to strict data
protection rules. Consequently, some existing datasets, such
as MS-Celeb1M [4] and VGGFace2 [5], have been retracted
because of credible privacy and ethical concerns.
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Facial recognition technology has recently undergone a
transformative shift with the integration of synthetic data,
marking a significant evolution in the field. As traditional
methods for collecting facial data have faced challenges such
as privacy concerns and limited dataset availability, synthetic
data has emerged as a promising solution. By generating
synthetic images that replicate real-world facial features, re-
searchers and developers can now produce vast and diverse
datasets to train facial recognition algorithms.

Using synthetic data not only addresses ethical concerns
related to the use of real individuals’ data but also enables
the creation of more comprehensive and representative training
sets. The incorporation of synthetic data into facial recognition
has attracted increasing interest from research institutions,
fostering a dynamic environment for innovation and discovery.
Researchers are increasingly focusing on developing facial
recognition systems that are more accurate, inclusive, and
privacy-aware. Melzi et al. [6] employed their synthetic dataset
GAND:iffFace [7] to reduce the gender and demographic bias
of FR models pre-trained on the real faces dataset CASIA-
WebFace [8], a highly unbalanced dataset containing 41.1%
female, 58.9% male, 84.5% Caucasian, 11.3% African, 2.6%
Asian, and 1.6% Indian.

To improve the use of synthetic data and reduce the per-
formance gap between synthetic and real datasets in facial
recognition, researchers have proposed several competitions.
The Ist and 2nd editions of the FRCsyn competition [9],
[10] aimed to address the following questions: What are the
limitations of FR technology trained solely on synthetic data?
Can synthetic data help alleviate the current limitations of
the FR technology? In the first edition, organizers proposed
subtasks that invited participants to use synthetic data alone
or in combination with real data to mitigate demographic bias
and improve performance. In the second edition, the scope pf
competition was extended to allow an unconstrained number
of synthetic images, while maintaining the same objectives.
Similarly, the SDFR competition [11] invited participants to
submit original solutions for generating synthetic data to
enhance the performance and reduce the synthetic-to-real gap.

As competitors are encouraged to submit models using
either established or newly generated synthetic datasets, sev-
eral important factors must be considered. For example, the
dataset should exhibit sufficient intra-class variation, including
changes in pose, aging, expressions, occlusions, and illumina-
tion. In addition, it must contain adequate inter-class variation
to ensure that the proposed models can be generalized to
unseen data. Given these challenges, generating sufficient
intra-class and inter-class variation remains an active area
of research. To address these challenges and provide a clear
benchmark of state of the art capabilities, this study has the
following objectives:

o Compare the performances of face recognition models
trained on various state-of-the-art synthetic datasets on
verification (1:1) and identification (1:N) tasks using
metrics such as accuracy, true positive rate, false positive
rate, rank-1, and rank-5.

o A comprehensive assessment of the field is provided
by contrasting various approaches and highlighting the

techniques employed for this purpose.

The remainder of this paper is organized as follows.
Section 2 provides an overview of the recent advances in
facial recognition methods, including image preprocessing
techniques, loss functions and backbone architectures. Sec-
tion 3 presents the state-of-the-art synthetic data generation
methods evaluated in this study. Section 4 describes our
experimental methodology, details the training process and the
datasets selected for evaluation. Section 5 discusses the results
and compares the performance of different data generation
methods. Finally, Section 6 concludes the paper, summarizes
the findings, and outlines limitations identified during the
experimental analysis.

II. ADVANCEMENTS IN 2D FACE RECOGNITION

Facial recognition technology relies on image processing to
extract features from the faces. These features are then used as
inputs for pattern recognition methods to identify and match
faces. These pattern recognition methods are based on machine
learning, particularly deep learning networks. Deep learning
has been proven to be effective in extracting information from
facial images. When trained on large datasets of facial images,
deep learning models can identify and extract a wide variety
of facial features, such as the shape of the face, eyes, nose,
mouth, and eyebrows.

Facial recognition is challenging because faces are complex
and highly variable. The same face can appear differently
depending on the viewing angle, lighting color and direction,
and facial expressions. In addition, faces may be occluded by
hair, glasses, masks, or other objects.

A. Network architectures and facial recognition alignment

2D facial recognition technology has experienced notable
advancements over the years, primarily driven by the evolution
of deep learning architectures. A significant breakthrough
in this domain occurred with the introduction of AlexNet
as proposed by Krizhevsky et al. [12]. AlexNet’s success
in achieving unprecedented results on the ImageNet dataset
marked a turning point, leading to the widespread adoption
of deep learning methods in facial recognition and paving the
way for further innovation.

Following AlexNet, several key deep learning architectures
have emerged, each contributing uniquely to the field. The
VGGNet, developed by Simonyan er al. [13], emphasizes
simplicity and depth. By employing smaller 3 x 3 convo-
lutional filters and deeper networks, VGGNet demonstrated
that increasing network depth could improve performance and
influence the design of future Convolutional Neural Networks
(CNN).

GoogleNet, designed by Szegedy et al. [14] and also known
as Inception, introduces a novel approach with its inception
module. This architecture enables more efficient computa-
tion by applying multiple filter sizes in parallel, reducing
computational costs while maintaining high accuracy. The
efficiency of GooglLeNet makes it particularly suitable for
large-scale applications, further advancing the capabilities of
facial recognition systems.



Residual Network (ResNet), introduced in [15], addresses
the problem of vanishing gradients that often affect deep
networks. By incorporating residual connections, ResNet en-
ables the training of extremely deep architectures, significantly
improving the accuracy across various tasks, including facial
recognition. This innovation highlights the potential of deep-
learning architectures to push the boundaries of what was
previously achievable.

In addition to these architectural advances, notable contribu-
tionsm specifically targeting facial recognition, have emerged.
DeepFace, proposed in [16], employs a nine-layer convolu-
tional network along with a crucial facial-alignment step. This
approach highlights the importance of preprocessing tech-
niques, such as alignment, in improving recognition accuracy,
demonstrating the potential of deep learning to refine facial
recognition systems.

Another significant contribution came from the authors of
[17], with the introduction of FaceNet, which employs a con-
volutional network trained using triplet loss. This loss function
aims to minimize the distance between an anchor sample and
a positive sample (of the same class) while maximizing the
distance between the anchor and a negative sample (of a
different class), thereby improving the discriminative power
of the learned features.

Initially, facial recognition models relied heavily on the
softmax loss function combined with well-designed CNNs and
large-scale training datasets. However, as the field progressed,
new loss functions were developed to address challenges such
as intra-class variations caused by occlusions, illumination
changes, pose differences, and expression variations. A pivotal
advancement occurred with the introduction of triplet loss
in FaceNet [17], which provided a robust solution to these
challenges by increasing the distance between the positive and
negative samples using a margin factor, thus enhancing the
discrimination of the learned features, as defined in 1:
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The z4, zp, and x,, represent the anchor, positive, and
negative samples, respectively; « is the margin; and f(-)
denotes a non linear transformation that embeds an image into
a feature space.

Currently, the most prominent base loss functions are
derived from Softmax, that is, SphereFace, CosFace, and
ArcFace. The SphereFace loss function, proposed in [18],
introduced the concept of an angular margin. Unlike the
traditional softmax loss, SphereFace modifies the decision
boundary to include an angular margin, encouraging the
network to learn features that are not only separable but
also exhibit a greater angular distance between classes. How-
ever, this loss function requires a series of approximations
to be computed, resulting in unstable network training. IN
additional, the authors included the standard softmax loss to
stabilize the training process. Empirically, softmax tends to
dominate training owing to the nature of the integer-based
multiplicative angular margin. This margin causes the target
logit curve to become extremely steep, which makes it difficult
for the model to converge effectively.

On the other hand, CosFace, introduced in [19], directly
adds a cosine margin penalty to the target logit and achieves
better performance. It also allows for a much simpler im-
plementation and eliminates the need for joint supervision
from the softmax loss. Finally, ArcFace, developed in [20],
is one of the most widely used margin-based loss functions,
as evidenced by methods submitted to competitions such
as [21]. This loss function directly optimizes the geodesic
distance margin of a hypersphere. This approach ensures that
the learned features are not only separable, but also tightly
clustered around their respective class centers, which is crucial
for distinguishing between different identities. As stated in
[20], the margin based loss functions mentioned above is
defined as:
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The unifying principle behind these margin-based losses is
to make the learned features more discriminative by enforcing
a margin in the angular or cosine space, effectively pushing
features from different identities further apart, while pulling
features from the same identity closer together. Adjusting the
parameters m; (multiplicative angular margin), mo (additive
angular margin), and mg (additive cosine margin), it is possi-
ble to define different loss functions used in facial recognition:

o SphereFace: Defined by m; = 1.35, mg = 0, mg = 0;

o CosFace: Defined by mi = 1, mo = 0, mg = 0.35;

¢ ArcFace: Defined by m; = 1, me = 0.5, mz = 0.

These configurations adjust the angular margin and loss
function to enhance class separability in facial recognition
tasks.

B. Training dataset

In addition to the learning capacity of facial recognition
models, training datasets play a crucial role in achieving
a strong performance. According to [22], numerous face
databases have been developed over the years, evolving from
small to large scale, from single to diverse sources, and from
controlled laboratory settings to real-world conditions. As the
performance on simpler datasets, such as LFW [23], reached
saturation, increasingly complex databases were introduced to
drive progress in face recognition (FR) research. It is fair to
say that the evolution of these face databases has significantly
shaped the trajectory of FR research.

It is crucial that the training dataset is sufficiently large to
support the development of an effective facial recognition sys-
tem. In [24], it was proposed that the use of extensive datasets,
in conjunction with deep learning techniques improves the
effectiveness of face recognition. Early deep FR models were
typically trained using private datasets. The DeepFace model,
developed by Facebook, was trained on 4 million images from
4,000 individuals [16]. Similarly, Google’s FaceNet was built
using a massive dataset of 200 million images representing 3
million people [17]. In contrast, a series of DeepID models



[25]-[28] was trained on a smaller dataset of 200,000 images
featuring 10,000 individuals. Although these models have
demonstrated impressive performance at the time, researchers
face challenges in replicating or effectively comparing them
owing to the lack of publicly available training datasets.

The release of CASIA-WebFace [8] significantly con-
tributed to the FR field, providing over 10,000 identities
and nearly 500,000 images collected from the web using
a semi-automatic approach. I became a foundational dataset
for training early deep CNNs in face recognition. MS-Celeb-
IM [4] introduced a massive scale with approximately 10
million images of 100,000 celebrities, although later versions
addressed noise and privacy concerns. Recently, the WebFace
family of datasets has pushed the boundaries of scale and
diversity. WebFace260M [29] offers increasingly larger and
more refined collections, comprising over 260 million images
and emphasizing cleaner annotations and demographic bal-
ance. Two curated subsets, WebFace4M and WebFace42M,
were designed to meet specific research needs. WebFace4M
contains 4 million images from 205,990 identities and was
introduced to support the training and benchmarking of face
recognition models under more controlled and noise-reduced
conditions. WebFace42M, a larger subset with 42 million
images across 2 million identities, was created to facilitate
pretraining and scalability studies while maintaining a balance
between dataset size and label quality. Glint360K [30], devel-
oped by InsightFace, presents 17 million images of 360,000
identities and is widely used in conjunction with large-scale
benchmarks.

Various benchmarks are commonly used to evaluate facial
recognition models across variations in pose, age, illumination,
and other challenging conditions. LFW [23] remains a widely
referenced dataset containing 13,000 face images of 5,749
individuals, primarily under unconstrained settings but with
limited intra-class variation. AgeDB [31] focuses on aging
and comprises 12,240 images of 440 subjects with annotated
age information to test age-invariant recognition. CFP-FP [32]
targets frontal-to-profile matching with 7,000 pairs drawn from
500 subjects, highlighting performance under extreme pose
changes. CPLFW [33] extended LFW by introducing more
pronounced pose variations, while CALFW [34] emphasizes
age gaps within matched pairs. IJB-B [35] and 1JB-C [36]
offer more comprehensive protocols, including verification and
identification tasks under video- and template-based settings
with 1,845 and 3,531 subjects, respectively. TinyFace [37]
introduced a low resolution face recognition benchmark with
169,403 images from 5,139 identities, designed to evaluate the
performance under significant scale reduction.

III. SYNTHETIC FACIAL DATA GENERATION TECHNIQUES

In this section, we discuss various techniques for generating
synthetic faces, developed using publicly available real faces
datasets.

The methods for synthetic face generation evaluated in this
study can be broadly categorized based on the underlying
generative technology. These include approaches based on
Generative Adversarial Networks (GANs) such as SynFace,

IDnet, SFace, and DisCo; methods leveraging Diffusion Mod-
els, which have recently gained prominence, such as DCFace,
Arc2Face, GANDiffFace, and IDiff-Face; techniques built on
Autoencoder Architectures such as Vec2Face; and pipelines
using 3D Computer Graphics, exemplified by DigiFace.

In the following subsections, we describe the unique con-
tributions of each. Some authors have made their synthetic
datasets publicly available, which can be freely accessed and
used for further research and experimentation. Consequently,
the methods described herein were selected for inclusion in
the experimental evaluation.

A. Synthetic Datasets Publicly Available

1) SynFace: Proposed in [38], it explores the performance
gap between models trained on synthetic and real face images,
identifying limited intra-class variation and domain gaps as
key contributing factors. To address these issues, the authors
introduce identity mixup (IM) and domain mixup (DM) tech-
niques. They perform sampling using a controllable face syn-
thesis model capable of managing various factors in synthetic
face generation, including pose, expression, illumination, the
number of identities, and samples per identity. The overall
pipeline is illustrated in Fig. 1.

Fig. 1: SynFace applies identity and domain mixup to reduce
the real-synthetic domain gap. Generated samples are encoded
and used for margin-based loss optimization. Adapted from
[38].

The generator used, named DiscoFaceGAN [39], synthe-
sizes realistic face images x from random noise z, which
is composed of five independent variables z; € R™i, each
following a standard normal distribution. These variables rep-
resent distinct factors in face generation: identity, expression,
illumination, pose, and random noise, which account for other
properties, such as the background.

Let A = [a, B, , 0] denote latent factors, where «, 3, v, and
0 represent the identity, expression, illumination, and pose co-
efficients, respectively. Four simple Variational Autoencoders
(VAEs) are then trained to map from the z-space to the A-
space, enabling the generator to imitate faces rendered from a
3D Morphable Model (3DMM).

The pipeline for generating a face image includes randomly
sampling latent variables from a standard normal distribution,
feeding them into the trained VAEs to obtain the «, [, 7, and
# coefficients and synthesizing the corresponding face image
using these coefficients. To enlarge intra-class variations, the
authors propose interpolating between two different identities
to create a new intermediate, formulated as:

a=¢-a;+(1—-¢)- a, (3)



where a; and ay are two randomly sampled identity coef-
ficients from the A-space. After sampling, the mixed face
images are fed into a feature extractor, which derives the
corresponding features used to compute the margin-based loss.
The authors also proposed a domain mix-up technique to help
mitigate the domain gap between the synthetic and real images.
However, the dataset provided and collected for our evaluation
did not employ this technique, and we opted not to define it.

2) DigiFace: In [40], a state-of-the-art approach that uses
a 3D model to synthesize a high-fidelity facial image dataset
named DigiFace was proposed. Using a computer graphics
pipeline and extensive image augmentation, the authors sig-
nificantly reduced the accuracy gap between the synthetic and
real data. They also fine-tuned the network with real images
obtained with consent, achieving a performance comparable
to models trained solely on real data. Some of the data
augmentation techniques are shown in Fig. 2.
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Fig. 2: Each row presents one subject with varied accessories
and hair attributes (left), and diverse pose, expression, and illu-
mination conditions (right), improving embedding robustness.
From [40].

3) DCFace: In [41], a diffusion model pipeline consisting
of two stages was proposed: (i) a sampling stage that generates
a new identity image, and (ii) a mixing stage that combines
the generated image with a style image from a style bank
to produce a final image blending both style and identity
information. Using this approach, the synthetic-to-real domain
gap was significantly reduced. This method is illustrated in
Fig. 3.

The two-stage data generation process employs a dual-
condition generator, denoted as G, which operates as a
conditional Denoising Diffusion Probabilistic Model (DDPM).
This generator incorporates two conditions, that is, Xjq
for identity and Xy for style into the denoising function
€9(X+,t, Eia(Xia), Esy(Xay)). These conditions are integrated
through trainable feature mapping, Eiq and Egy, and cross-

attention mechanisms. The objective is X + X% — X;gy,
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Fig. 3: An off-the-shelf generator provides identity and style
images, which are merged by a diffusion model to produce
labeled synthetic faces through repeated sampling. From [41].

which uses two different images of the same subject, resulting
in a mixed image that contains identity information from one
image and style information from the other.

The Patch-wise Style Extractor operates on an intermediate
feature of a pre-trained face recognition model, defined as
Fy(Xgy) = Iyy € ROHI>W The resulting feature map is
divided into a k x k grid, and each patch I e ROXE X s
mapped to its mean and variance, as follows

I, =

i

N(Conv(ReLU(Dropout(1;*)))), 4)

,uzty = SpatialMean (1}, ), Sly = SpatialStd(I,), (5)

sk, = LN(W1 © py) + W2 © 037) + Perp), (6)

and

EY(Xgy) =8 = [$1,52, Ski»- s Skxk: S |- (7

Here, s’ corresponds to I3~ %, as a global feature, that is, when
k=1. Py € R9%C is a learned positional embedding [42]
that enables the model to extract patch styles based on their
locations in Xy. BN and LN refer to BatchNorm [43] and
LayerNorm [44], respectively.

To train the dual-condition generator G, the original
DDPM objective Lysg, which computes the mean squared
error between the true noise added to the data and the model’s
predicted noise, is combined with a loss that interpolates
between F(Xiq) and F'(Xgy) across diffusion time steps,
specifically:

Lip = —v CS(F(Xia), F(Xo))
— (1= %) CS(F(Xyy), F(Xo)), (8)

where 7 € R| 0 < < 1. F is a pre-trained face recognition
model and CS represents the cosine similarity and Xy is the
new stylized image. The final loss can then be defined as:

L=Lyvsg+ A LD, ©)]

where )\ is a scaling parameter.



4) IDnet: As elaborated in [45], IDnet was generated using
a class-conditioned StyleGAN2-ADA [46]. The authors inte-
grated the GAN [47] min-max game with an identity-separable
loss, named ID3, and a domain adaptation loss. This approach
enables the generator to encode identity information, generate
identity-separable synthetic samples, and minimize the domain
gap between the synthetic and real data distributions. The
pipeline is illustrated in Fig. 4.

ID-3 is trained using a margin-penalized softmax loss called
CosFace [19], which introduces a margin penalty to encourage
training samples to cluster closely around their own class
centers while remaining distant from other class centers, is
defined as follows:

es'(cos(eyi )7m)

1
Lips=— > log - ;
i=1 es-(cos(Qyi)fm) T E es»cos(ej)

j=1

J#Yi
(10)
where s is a scalar, C' is the number of classes, N is the batch
size, m is the margin penalty, 6,, is the angle between the
sample y; and its corresponding class center, and 6; represents

the angle between the sample y; and the j-th class center.

€1
Marginbased Loss

Feature Extraction

Fig. 4: Generator and discriminator are trained jointly with
identity-driven loss and batch-norm statistics. The resulting
synthetic data is processed and used to train an FR model
with margin-based loss. From [45].

They also introduced a Domain Adaptation (DA) loss,
intended to bridge the gap between synthetic and authentic
distributions by matching the Batch Normalization Statistics
(BNS) of real and synthetic data. The authors extracted the
mean p and standard deviation o from all the batch normaliza-
tion (BN) layers of the ID3 backbone. During the three-player
GAN training, batch normalization statistics were computed
from both the real image batch (u,, 0,) and synthetic image
batch (us, 0s). Lpns 1s used as an additional component of
the default generator loss GG. The loss terms Lgys and the final
loss Ly, are defined as follows:

Lanslins o) = 3 =ikl 4 [~
l€BNL
and
Lgyps = Layp + A - Lips + & - Lpns, (12)

where BNL refers to the batch normalization layers of ID-
3, and A and k are the weighting terms for Lip; and Lgys,
respectively.

5) Arc2face: Another approach, called Arc2face [48],
builds on a stable diffusion model and adapts it for ID
generation conditioned on identity embeddings. It focuses
exclusively on ID vectors derived from ArcFace [20], a promi-
nent face recognition model. This approach enables the model
to generate images with strong identity consistency by fine-
tuning a text encoder without requiring textual inputs. This
method is illustrated in Fig. 5.

Fig. 5: ArcFace + CLIP embeddings guide cross-attention,
with UNet and encoder trained on large-scale and high-
resolution datasets without text labels. From [48].

The Arc2Face fine-tuning process serves a dual purpose:
enhancing both the text encoder and diffusion model to
facilitate realistic face reconstruction from abstract prompts.
The text encoder is carefully fine-tuned to convert facial
identity features obtained from ArcFace [20] into the CLIP
[49] embedding space used in Stable Diffusion. This involves
projecting ArcFace’s 512D embeddings into a 768D space,
allowing identity information to be seamlessly integrated into
text representation. This alignment transforms the text encoder
into a robust identity encoder, focusing on the facial charac-
teristics while filtering out irrelevant contextual data, thereby
ensuring identity consistency in the generated images.

Simultaneously, the diffusion model undergoes fine-tuning
to align with the enhanced data conditions and identity
constraints. By incorporating an expansive dataset compris-
ing high-resolution images from sources such as a restored
WebFace42M and other comprehensive datasets (e.g., FFHQ
[50] and CelebA-HQ [51]), the model refines its ability to
understand and reconstruct diverse identity features across
varying resolutions. The integration of identity vectors within
the cross-attention layers of the UNet during training enables
the diffusion model to translate noise in the latent space
into coherent, identity-preserved images. This nuanced training
approach ensures that the entire Arc2Face framework, from
encoding to image generation, operates in concert, effectively
translating abstract textual inputs into realistic facial recon-
structions that maintain a subject’s unique identity traits.

6) GANDiffFace: Another dataset, called GANDiffFace
[7], uses StyleGAN3 [52] to generate synthetic images and
applies transformations in the latent space to control the
generated attributes that serve as input to a diffusion model.
The goal is to generate faces with desired properties, such as
human face realism, controllable demographic distributions,
and realistic intra-class variations. Fig. 6 illustrates the pro-
posed pipeline.



Filtering of identity-specific images

1. GAN-based
Latent space —»
transformation

Target ) Identity-specific
demographic personalization
distribution I
2. Diffusion- Dataset for face
= based module recognition
Controllable
demographics Image realism Fully synthetic  Realistic intra-class variations

Fig. 6: First, images with limited intra-class variations are
generated using a GAN. In a second stage, such images
are used to train a text-conditioned diffusion model that
outputs images with realistic intra-class variations, which, once
filtered, compose the final dataset. From [7].

Latent space control is based on training linear support
vector machines (SVMs) [53] within the latent space to
differentiate between two groups of latent vectors, each defined
by a specific binary attribute, a technique initially proposed
in [54]. The normal vector of the hyperplane created by the
trained SVM indicates the direction of movement within the
latent space to modify the target attributes of the facial images.

To modify a facial attribute within the latent space of
StyleGAN3 [52], adjustments can be applied to a latent vector
w that represents a face image, as follows:

W =W+ - Ng, (13)

where n, is the normal vector that indicates the direction of
the hyperplane separating the populations based on attribute
a, and the factor o determines the extent of the modification,
resulting in the altered vector w,, which reflects a change in
the specified attribute.

Neutralizing an attribute involves returning it to a standard
or neutral state by projecting latent vector w onto the hyper-
plane boundary associated with that attribute. This is expressed
as follows:

(14)

Wpg = W — (ana) “Ng,

where w,, is the neutralized vector, when the attribute
is balanced. Using both transformation and neutralization
techniques, a wide range of demographic attributes can be
represented, such as race, age, and gender, which facilitate
the generation of diverse identities that align with specific
demographic groups.

The authors used the images generated by the GAN-based
module of GANDIffFace to fine-tune Stable Diffusion, a state-
of-the-art text-to-image diffusion model [55]. Training in-
volves leveraging images produced by the GAN-based module
to refine Stable Diffusion. This process uses DreamBooth to
associate unique tokens, such as “xyz,” with each synthetic
identity encoding them into the Stable Diffusion’s output
space. Text prompts like “xyz person” refer to specific identi-
ties, utilizing the model’s prior class knowledge while prevent-
ing direct identity associations through a class-specific prior

preservation loss. This regularization helps reduce overfitting
and maintain image diversity. Fine-tuning involves feeding
DreamBooth six images per synthetic identity and 200 regu-
larization images into the model over 1,000 epochs, including
adjustments to the text encoder, to prevent token interference
across a large identity dataset and vocabulary.

Once equipped with DreamBooth, the Stable Diffusion
model can generate images representing specific synthetic
identities across diverse contexts using prompts that explore
accessorization, advanced poses, expressions, and recontex-
tualization. A multi-step filtering process ensures that the
generated images meet quality standards: face detection is used
to eliminate non-facial images; identity verification, based on
ArcFace embeddings, ensures similarity scores meet a 0.3
threshold; and gender validation maintains consistency with
the original textures. This comprehensive filtering process
upholds the integrity and diversity of the output, thereby
ensuring accuracy and consistency within the synthetic identity
framework.

7) Vec2Face: In contrast, Vec2Face, developed in [56], con-
sists of a feature-masked encoder-decoder architecture. Using
vectors with low similarity as inputs, different identities can
be generated. In addition, by weakly perturbing the identity
vector, intra-class variations are introduced. This method is
illustrated in Fig. 7. The authors also proposed a gradient
descent method that adjusts the vector values to generate
images with designated attributes.

Feature extraction is performed using a pre-trained FR
model, and its features are expanded to match the input
dimensions of a feature-masked auto-encoder. Similar to the
Masked AutoEncoders (MAE) [57], the model is encouraged
to develop improved representations by masking portions of
the input data. Before the encoding process, a random selection
of rows in the feature map was masked by x%, where
2% ~ Nyuncaea(max = 1,min = 0.5,mean = 0.75). The
image Once projected, the image features are used to fill in
these masked positions, thereby restoring the feature map to
its original size for subsequent processing by the decoder.

Finally, the newly formed feature map is processed using
an image decoder, which is responsible for generating or re-
constructing the image. To enhance the quality of the resulting
image, a patch-based discriminator, as described in [58], [59],
was incorporated to establish a training framework similar to
a GAN.

The training objective function includes the image recon-
struction loss, identity loss, perceptual loss, and GAN loss.
The complete loss is defined as:

Lot = Lyec + Lig + Llpips + LGAN7 (15)

where L.. computes the pixel-level difference between the
reconstructed image and the ground-truth images. The Lig
ensures that the features extracted from the reconstructed and
ground-truth images are similar. Lip,; were used to promote
the proper development of facial structures at the beginning of
the training process. Additionally, a patch-based discriminator,
referenced in [58] and [59], is utilized to create the Lgan,
enhancing the sharpness of the resulting images.
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Fig. 7: The IM feature is computed by an FR model, expanded
into a feature map, and partially masked before being decoded
back to pixels. Training combines MSE, cosine similarity,
perceptual, and GAN losses to preserve identity and realism.
From [56].

During sampling, the feature vectors are controlled because
larger perturbations can lead to different identities. PCA is
used to sample the identity vectors that represent different
identities. These identity vectors are further perturbed for
image generation. Inspired by [60], the authors also introduced
Explicit Attribute Control. AttrOP controls the attributes of
the generated images by directly modifying the values within
feature vectors through gradient descent optimization. In this
manner, faces with desired attributes, such as image quality
and pose, can be generated.

8) DisCo: In [61], a physics-inspired method was intro-
duced to generate both intra-class and inter-class variation.
Synthetic samples were produced using a Langevin-inspired
iterative refinement of latent vectors, targeting an optimal dis-
tribution. Initially, embeddings were extracted from the images
generated by the random latent samples. Two quadratic loss
functions guide the process: one, based on granular mechanics,
repels embeddings up to a threshold, and the other pulls latent
vectors toward the generator’s average latent, increasing the
inter-class distances while maintaining a compact latent distri-
bution for high-quality synthesis. For intra-class variation, the
Dispersion algorithm—also inspired by Langevin dynamics
—acts in the latent space, adding a quadratic loss to keep
embedding variability within a threshold. The initialization
was further improved using a random linear combination of
covariate vectors prior to refinement. The complete solution is
shown in Fig. 8.

This is necessary because random sampling from a Gaus-
sian distribution and using StyleGAN2 does not guarantee
sufficiently diverse identities required for facial recognition
model training. Thus, enhancing diversity among the generated
identities is crucial. Generative Adversarial Networks (GANs)
are used to generate synthetic identities, particularly within the
StyleGAN framework, to generate diverse and useful synthetic
identities for facial recognition (FR) models. The strategy
involves manipulating the latent space of StyleGAN to ensure
that the generated identities are sufficiently diverse and include
the necessary intra-class variations.

9) VIGFace: In [62], VIGFace was developed, which pro-
posed the pre-assigning of virtual identities in the feature
space. The authors trained the model using both real and
virtual prototypes with a prominent loss function (Arcface),
thereby generating a feature space for both real and virtual
identities. Subsequently, they synthesized virtual identities us-
ing a diffusion model to generate virtual entities from devised
virtual prototypes. This method is illustrated in Fig. 9.

In traditional FR training methods, only prototypes for real

feature extractor
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mapping network
z s w = f(2)

synthesis network
w —i=g(w)

W back-propagation

synthesis network feature extractor
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Fig. 8: Random vectors are mapped to initial latents and
iteratively refined using embedding- and latent-space losses
to create inter-class variations (left). For intra-class variations
(right), latents are initialized near a reference and optimized to
stay close to the identity while remaining diverse. From [61].

Fig. 9: Tllustration of the VIGFace pipeline, which is trained
with real prototypes W R and k virtual ID prototypes, denoted
as WV. The virtual embedding fr(x;) is designed to
simulate the distribution of real embeddings. Subsequently, a
diffusion model is used to generate synthetic images based on
the virtual prototypes. From [62].

individuals are required, which can be expressed as Wi =
[w],wh,...,wh]. However, in the proposed approach, the
authors also incorporated additional & prototypes for virtual
identities, represented as Wy = [w},w},...,wy]. These
images are used to create facial images of individuals who
do not exist in reality. Consequently, the prototype is defined
as a linear transformation matrix W € R +8)xD where D
denotes the dimensions of embedding features.

To address this challenge, a virtual feature embedding,
denoted as frp(x;), was proposed to update the virtual
prototypes wj. The virtual embedding frp(z;), associated
with the virtual identity ID j, is generated as follows:

frr(zj) =wi + N(0,1) - 0, (16)

0'2:

a7

S =

b
Z(fFR(CCi) —wj)?,
i=1



where N(0, 1) represents a standard normal distribution, o is
computed based on the variance of the embeddings, and b is
the mini batch size. Given that batch configuration affects the
computed standard deviation, an exponential moving average
(EMA) was employed to mitigate this effect. The adjusted
standard deviation o for the current iteration ¢ was determined
as follows:

c=o0(t)-a+o(t—1)-(1—a). (18)

Here, the hyperparameter « is assigned a value of 0.9.
The subsequent step in the process involves the use of a
diffusion model to synthesize facial images. To prepare the
training dataset for this model, the authors leveraged a face
recognition (FR) model, which requires collecting image pairs
x along with their corresponding prototypes w,.. The diffusion
model’s inputs consist of several components: the time step ¢,
FR prototype vector w,, five-facial-landmark image y, and
noisy image x;. Consistent with the methodology detailed in
previous research [63], the model was configured to predict
the velocity v; instead of the noise ¢ injected into x;. The
authors’ model architecture was based on the DiT framework
[64], which draws on the principles of the visual transformer
(ViT) [65]. They enhanced the DiT model to incorporate im-
ages of five facial landmarks: the left eye, right eye, nose, left
mouth corner, and right mouth corner [66]. These landmark
images, obtained via RetinaFace [67], serve as conditioning
factors to accommodate various pose variations.

To facilitate both the generation of facial imagery and
synchronization within the feature space of the FR model,
the diffusion model implements a constraint that minimizes
the feature distance between the original image and its corre-
sponding prototype, as formally described as:

min B, | frr (#o(e t,wr,y) —wl3. (19

Moreover, it integrates classifier-free guidance [63] by ran-
domly setting 10% of the conditional embeddings w,. to zero.
The sampling process was as follows:

.i'g(l‘t,tWQ) = Oé'.’IJ@(!Et,t,W/,y)+(1_06)'$9($t7t7y), (20)

where xg(x4,t, w,,y) and xg(xs,t,y) represent the condi-
tional and unconditional predictions of x, respectively; and
« denotes the guidance weight.

10) SFace: Another technique proposed in [68] is a syn-
thetic dataset elaborated by a conditional generative adver-
sarial network, named StyleGAN2-ADA, developed in [46].
The authors used this dataset to train a facial recognition
network in different settings: multiclass classification, label-
free knowledge transfer, and a combination of multiclass
classification and knowledge transfer. An illustrative image is
shown in Fig. 10.

11) IDiff-Face: Boutros et al. [69] proposed IDiff-Face, a
diffusion model trained in the latent space of a pre-trained
autoencoder and conditioned on the identity context using
features extracted from a pre-trained face recognition model.
Identity information is injected via cross-attention, enabling
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Fig. 10: SFace uses StyleGAN2 to generate images, condi-
tioning the latent space with identity embeddings. Training
combines multiclass classification, knowledge transfer, and
joint learning. From [68].

the diffusion network to focus on identity-specific traits during
generations. The pipeline is illustrated in Fig. 11.
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Fig. 11: IDiff-Face consists of a training stage, where a
denoising U-Net is guided by features from a pre-trained FR
model in the latent space of an autoencoder, and a sampling
stage, where the trained model generates faces from real, two-
stage, or synthetic identity contexts. Varying noise while fixing
identity yields diverse samples. From [69].

During generation, the identity context c¢ conditions noise
prediction at every time step, guiding the reverse diffusion
process such that stochastic variations remain consistent with
the target identity. Thus, identity conditioning influences both



training and sampling, improving fidelity and maintaining
coherent identity representation throughout the synthesis.

To increase intra-class diversity and avoid overfitting to the
conditioning features, IDiff-Face employs Conditional Proba-
bility Dropout (CPD), which randomly drops components of
the identity context during training. This prevents the model
from relying heavily on a single representation and promotes
variation while preserving identity consistency. As a result,
IDiff-Face yields realistic identity-specific synthetic faces with
enhanced intra-class variation.

B. Synthetic Datasets Not Yet Publicly Available

Some synthetic datasets are currently not publicly available,
often owing to licensing restrictions or ongoing research.
These datasets may contain valuable synthetic faces and were
selected for inclusion in tje experimental evaluation. Future
studies could explore their use as they become more accessi-
ble.

1) ID?: Proposed in [70], is based on a conditional dif-
fusion model designed to generate synthetic face datasets for
training face recognition models in a privacy-preserving man-
ner. The architecture of the model, presented in Fig. 12, is built
upon denoising diffusion probabilistic models, extending the
denoising network by conditioning it on two signals: identity
embeddings from a pre-trained face recognition model and
facial attributes (e.g., age and pose) from pre-trained attribute
predictors. This denoising network was implemented with a
U-Net architecture, whereas a three-layer perceptron served
as the projection module. For training, ID® primarily utilized
the FFHQ dataset, and for comparative evaluations, it also
incorporates the CASIA-WebFace dataset. The optimization
of ID® employs a novel loss function comprising a denoising
term, one-step reconstruction term, inner product term, and
constant. This inner-product term specifically encourages the
preservation of identity in generated images. Minimizing this
proposed loss function is theoretically equivalent to maximiz-
ing the lower bound of an adjusted conditional log-likelihood
over identity-preserving data, which provides an ID-preserving
sampling algorithm.

2) VariFace: In [71], a two-stage diffusion-based pipeline
was designed for generating fair and diverse synthetic face
datasets for face recognition tasks. The architecture of the
diffusion model is an adaptation of the Hourglass Diffusion
Transformer (HDiT), which is modified to accommodate mul-
tiple conditioning signals, as shown in Fig. 13. The model was
trained using the CASIA-WebFace dataset, which comprises
490,414 images across 10,575 distinct individuals. The keys
to its operation are three introduced methods: Face Recog-
nition Consistency, which refines demographic labels; Face
Vendi Score Guidance, which employs the Vendi score as a
guidance loss function during sampling to enhance inter-class
diversity; and Divergence Score Conditioning, a metric in the
face recognition embedding space that controls the balance
between identity preservation and intra-class diversity. The
Face Recognition models utilized within this pipeline for tasks
such as label refinement and divergence score calculation,
employ the ArcFace loss function.

Trainable
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Fig. 12: Overview of the ID? pipeline. A face image, identity
embedding, and attribute labels undergo ¢ forward diffusion
steps to produce a noisy sample. A denoising network re-
constructs the image conditioned on identity and attributes.
Training uses a composite loss combining denoising accuracy,
one-step reconstruction fidelity, identity alignment via inner
product, and a constant regularization term. From [70].

After training, VariFace inference was performed in a two-
stage process to generate synthetic faces. The first stage
involves generating identity embeddings and attribute labels
using two methods to enhance diversity. The first method, Face
Vendi Score Guidance, is used to sample a new set of identity
embeddings that are more diverse in the embedding space.
This was achieved by iteratively moving the embeddings
toward a higher Vendi score during the sampling process.
The second method, Divergence Score Conditioning, leverages
the pre-trained model to condition the sampling on a desired
level of intra-class diversity, balancing it against identity
preservation. The second stage of the pipeline is the diffusion-
based generation of a new image. During this stage, the Hour-
glass Diffusion Transformer (HDiT) architecture was used,
conditioned on the identity embeddings and attribute labels
generated in the first stage, to produce the final synthetic face
image. This two-stage approach allows VariFace to generate
diverse and fair synthetic facial datasets.

Training

Inference

Fig. 13: VariFace pipeline. A pre-trained CLIP model provides
initial predictions for race (R*), gender (G*), and age (A).
A pre-trained FR model refines race (R) and gender (G),
extracts identity (ID) embeddings, and computes divergence
scores (DS). These serve as conditions to train two diffusion
stages for inter- and intra-class diversity. During inference,
Stage 1 generates synthetic identities, which are filtered and
embedded by the FR model. Stage 2 then uses the synthetic
ID embeddings, along with sampled A and DS, to synthesize
faces, followed by a final quality filter. From [71].



3) HyperFace: Proposed in [72] aims to maximize the
inter-class variation within at synthetic dataset. The overall
architecture involves a two-stage process (see Fig. 14). First,
reference embeddings are optimized and synthetic images
are generated from these embeddings. A pre-trained face
recognition model, denoted as F' (specifically, ArcFace with
an embedding dimension of 512), was used to extract identity
features that cover a unit hypersphere. For image generation,
a conditional face generator model, (G, based on probabilistic
diffusion models (e.g., a pre-trained generator from [48]),
synthesizes face images from the optimized embeddings and
a random noise vector. The “training data” for the Hyper-
Face optimization itself is initialized by generating random
synthetic images using unconditional face generator models
like StyleGAN or Latent Diffusion Model (LDM), from which
initial reference embeddings are extracted.

The core of HyperFace is its optimization problem, which
is a regularized min-max optimization derived from spherical
code optimization (or Tammes problem). This optimization
maximizes the minimum distance between reference em-
beddings on the hypersphere, ensuring a high inter-class
variation. A regularization term is added to maintain the
optimized embeddings on the manifold of the actual face
embeddings, preventing the generation of unrealistic faces.
This regularization utilizes a gallery of facial images (e.g.,
from StyleGAN, LDM, or real datasets suc as BUPT) to
approximate the manifold of embeddings and minimize the
distance of reference embeddings to this set. The optimization
is solved iteratively using a gradient descent-based approach,
specifically the Adam optimizer, to handle high dimensionality
and a large number of identities.
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Fig. 14: HyperFace pipeline. Random synthetic faces are first
generated, and features are extracted and normalized via a
pre-trained FR model F' to form initial embedding points
Zref. HyperFace optimization then maximizes inter-class
separation on the embedding hypersphere while regularizing
for manifold consistency. The optimized embeddings condition
a face generator G to synthesize the final identities. From [72].

1V. DATASETS EVALUATION

This section describes the methodology used to perform the
experiments. Section IV-A presents the image preprocessing
process. Section IV-B details the training choices, including
the backbone used, loss function applied, data augmentation,
training parameters, and training datasets derived from the
methods studied in Section III. Section IV-C describes the
datasets, metrics and curves used for the to assess the perfor-
mance of the test datasets.

A. Image Preprocessing

Before training the FR models, all the faces were de-
tected, aligned, and cropped from the original images. This
was performed using the five facial landmarks automatically
detected by RetinaFace [67]. Given a predefined set of five
reference coordinate pairs for a 112 x 112 image, a similarity
transformation matrix was computed to align the detected
facial landmarks to the reference coordinates. Subsequently,
the face was cropped to be centered in a 112 x 112 image,
with the eyes aligned horizontally.

Additionally, pixel values are normalized from the range
[0,255] € Z to the range [0, 1] € R, and standardized to have
mean p = 0 and standard deviation ¢ = 1. Standardizing the
input data typically allows the model to converge faster during
training and can improve its performance.

B. Training Choices

1) Used Backbone: Over the past decade, CNN-based
models have consistently achieved state-of-the-art performance
across diverse recognition benchmarks, including face recog-
nition, object classification, scene understanding, object de-
tection, and other tasks, thereby solidifying their role as one
of the dominant paradigms in computer vision. The basic
principles of CNNs were introduced in the 1980s in [73],
[74], and their recent success is largely due to advances in
GPU computational power, combined with the availability of
large labeled datasets.

Among the numerous CNN architectures developed, Resid-
ual Networks (ResNets) [15] are among the most widely
adopted and influential. Their popularity stems from the
introduction of residual connections, which enable effective
training of very deep networks by mitigating the vanishing
gradient problem. These shortcut connections allow gradients
to propagate more easily through the network, facilitating
convergence and improving the performance across a variety
of recognition tasks.

In this study, we chose the iResNet-101 backbone, intro-
duced in [75], for our experiments. It is one of the top-
performing backbones for deep FR [21]. The authors improved
vanilla ResNet by modifying the arrangement of components
and subdividing the building blocks into three stages to en-
hance the flow of information through the network. They also
introduced a projection shortcut that reduces information loss
and a convolutional block that operates on a larger number
of channels, improving the performance because this block is
the only component responsible for learning spatial patterns.
These changes resulted in consistent improvements in the
accuracy and training convergence over the baseline.

2) Loss Function: Softmax loss (cross-entropy) is widely
used in classification and converts logits into a probability
distribution over classes, reflecting the model’s confidence.
However, although effective for closed-set recognition, it
provides limited feature discriminability for open-set face
recognition tasks. The standard softmax loss is given by:
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where z; € R5!? is the deep feature of sample i, W; and b,
denote the class weight and bias, respectively, and N and n
are the batch and class sizes, respectively.

To better enforce inter-class separability and intra-class
compactness, angular-margin-based losses have become the
state of the art in face recognition. CosFace [19], ArcFace [20],
and AdaFace [76] improved discriminability by operating in
angular space. ArcFace, in particular, introduced an additive
angular margin to the target logit, showing strong generaliza-
tion to open-set scenarios. Therefore, we adopted ArcFace in
our experiments.

ArcFace reformulates softmax by expressing W]»Txi =
|[W;| - |x;| - cos(0;) and applying L2 normalization,such that
[W;| = 1, |z;] = s, and b; = 0, yielding the normalized
softmax as follows:

N .
1 es(cos(0y,;))
L=—-—> log .2
N pt (eS(COS(eyi)) + Z]C;é% e5cos(6;4)

The final ArcFace formulation adds a margin m to 6,
improving the angular discrimination, i.e.:

N s(cos (0, +m))

LZ_;ZIOg( s(cos(0 —i—em)) C 0.:; ) :

P es(cos(0y, + Z];A% escos(0;:)
(23)

3) Data Augmentation: We employed three augmenta-
tion techniques: random horizontal flip, RandAugment, and
random erasing, applied sequentially using default PyTorch
transforms settings. The random horizontal flip mirrors
the image along the horizontal axis with a probability 0.5,
exposing the model to appearance variations without requiring
additional data collection, thereby improving generalization
and reducing overfitting.

RandAugment [77] increased the data diversity by applying
N random transformations with magnitude M selected from
a predefined set (e.g., auto-contrast, equalize, rotate, solarize,
color, posterize, brightness, sharpness, shear, and translation).
By limiting the hyperparameters to only N and M, RandAug-
ment simplifies the search space while enhancing robustness
to image variability.

Random erasing randomly occludes a rectangular region in
the image and fill it with a constant or random value. This
simulates partial occlusions and noise, thereby encouraging
the model to rely on more discriminative facial regions. By
introducing spatial disruptions during training, the technique
improves resilience to real-world occlusions and contributes
to better generalization.

For these augmentations, the default parameters from the
PyTorch transforms module were used, and transforma-
tions were applied sequentially. Overall, the combination of
these augmentations enhances the model’s robustness and
generalization, leading to improved accuracy.

4) Hyperparameters: All models were trained for 20
epochs with a batch size of 128 on an NVIDIA TITAN Xp
GPU with 12GB of memory, using the Python InsightFace!

Uhttps://github.com/deepinsight/insightface.

library. The Stochastic Gradient Descent (SGD) optimizer was
used, with momentum set to 0.9 and weight decay set to
5x 1074, The learning rate was initialized at 0.02 and decayed
at each iteration according to:

l
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where [ and ¢ represent the current iteration and the total
number of iterations, respectively.

(24)

C. Evaluation Protocol

Following the current face recognition literature, we eval-
vated the models trained on real and synthetic datasets for
verification (1:1) and identification (1:N) tasks. The ver-
ification performance was assessed on the following test
datasets: LFW [23], CPLFW [33], CFP-FP [32], CALFW [34],
AgeDB [31], IIB-B [35], and IJB-C [36]. For each dataset, 10-
fold cross-validation was conducted and the average accuracy
was reported as a percentage (%). For the IJB-B and 1JB-C
datasets, the metric used was the TPR at FPR = 0.01%. The
identification performance was evaluated using rank-1 (r1) and
rank-5 (r5) on the TinyFace [37] dataset. Table I describes the
datasets used for the evaluation, the number of samples, and
their associated challenges.

In Section V, we also report the Receiver Operating Charac-
teristic (ROC) curves obtained on the LFW, CALFW, AgeDB,
IJB-B, and IJB-C datasets, to observe the relationship between
TPR and FPR.

Because the synthetic datasets VIGFace, VariFace, Hyper-
Face and id® are not publicly available yet, the performances
of the models trained on them were taken directly from their
respective papers. The datasets used for training were selected
based on the following criteria: the version that achieved the
best accuracy for IDiff-Face, DCFace, DigiFace, and Disco.
For IDiff-Face, the Uniform version was selected, and for
DCFace, the version containing 1.3M images was used. For
DigiFace and Disco, the versions with the largest number of
identities were chosen. Additionally, for the Arc2Face and
Vec2Face datasets, versions with several images similar to
those of the other datasets were selected.For the remaining
methods, only one dataset version was available and used for
training, and the results were obtained from the original papers
and adopted in this study.

V. RESULTS

This section presents the results and a discussion of the
comparative study. The advantages and disadvantages of each
training dataset are also discussed.

The results obtained for each test dataset, along with the
corresponding evaluation metrics, are presented in Tables II
and III. The ROC curves for all the verification sets are shown
in Fig. 15, Fig. 16, and Fig. 17.

For VIGFace, VariFace, HyperFace and ID?, the results
were obtained directly from their respective articles, as their
datasets are not yet publicly available. Although the authors
may have employed different training methodologies, their



Database | Evaluation Protocol Challenges

LFW 3k G and 3k I Uncontrolled conditions,
varied poses and expres-
sions

AgeDB 3k G and 3,000 I Aging effects,
expressions, pose
variations

CFP-FP 3k5 G and 3k5 I Frontal-profile
mismatches, pose
variations

CPLFW 3k G and 3k I Distinct poses, cross-pose
matching

CALFW 3k G and 3k I Cross-age facial recogni-
tion, aging effects, varied
expressions, and poses

1JB-B ~10k G and 8M I Variations in pose, illumi-
nation, image quality, low
false positive rates

1JIB-C ~20k G and ~ 16M 1 Large-scale data, uncon-
trolled conditions, pose
variance, low false posi-
tive rates

TinyFace | 5139 labelled identities | Low resolution FR at large
scales, variations in occlu-
sion and pose

TABLE I: Summary of employed test facial recognition
datasets, evaluation protocols, and their challenges. G and I
stand for genuines and importors.

reported results were included for completeness. Additionally,
as the articles do not report the results in datasets [JB-B, 1JB-
C, and TinyFace, they are omitted in Table III.

Considering all datasets, the best performance was obtained
by the FR model trained on WebFacedM [29], which we
considered an upper bound for the studied synthetic datasets.
WebFace4M contains 4M images from 200K identities and is
a subset of the larger WebFace42M dataset, which contains
approximately 42 million images from 2M identities. This
behavior was also observed in the ROC curves (see Fig. 15,
Fig. 16, and Fig. 17) obtained from the verification datasets,
where the yellow line consistently appeared above the others.
There is one exception where the Arc2Face method slightly
outperformed WebFace4M at very low FPR values for IJB-B
(Fig. 17), but WebFace4M surpassed it beyond that point.

The Arc2Face dataset follows, achieving an average ac-
curacy of 95.99% on the mainstream datasets, as shown in
Table II, and 79.47% on 1JB-B, IJB-C, and TinyFace, as shown
in Table III. The combination of a diffusion backbone that
effectively transforms the text encoder into a face encoder,
specifically tailored for projecting ArcFace embeddings into
the CLIP latent space, provides a strong solution to the
problem. It is scalable and is capable of generating a large
number of images (i.e., the released dataset contains 21M
facial images from 1M identities at a resolution of 448x448).
However, it has disadvantages, such as the use of a large
amount of real data (i.e., 42M images for training and 1M
images for fine-tuning) for the text encoder [49] and the
diffusion backbone [55]. Therefore, the method falls into a
category that is not primarily designed to address concerns
related to the use of web-scraped datasets, but rather focuses
on facial attribute augmentation. This method was included in
the evaluation because it permitted submission to competition
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Fig. 15: ROC curves for FR models trained with real and
synthetic data, evaluated on LFW, CALFW, and AgeDB (TPR:
True Positive Rate, FPR: False Positive Rate).

events [9]-[11].

VariFace is a 2-stage diffusion model guided by identity
features (e.g., gender and age) produced by the ViT-L-14
MetaCLIP model [78] and refined using iResNet-100 [75]. The
FR model trained on VariFace achieved an average accuracy



Dataset LFW | CPFLW | CFP-FP | CALFW | AgeDB | AVG
WebFace4M (real) 99.81 94.68 98.50 95.91 97.48 97.28
Arc2Face 99.48 92.53 97.57 95.21 95.18 95.99
VariFace* 99.45 90.63 95.61 94.13 94.75 94.91
CASIA-WebFace (real) | 99.25 89.65 97.07 93.33 94.40 94.74
VIGFace* 99.15 88.88 96.66 92.22 92.73 93.93
DCFace 98.93 87.03 93.00 92.93 92.55 92.89
Vec2Face 98.83 87.20 91.08 93.18 93.30 92.72
HyperFace* 98.73 85.43 89.54 90.05 87.52 90.25
D3* 97.68 82.77 86.84 90.73 91.00 89.80
DisCo 99.03 76.53 84.17 92.98 91.60 88.86
IDiff-Face 97.31 74.50 79.12 85.63 71.78 82.87
DigiFace 94.38 74.38 80.97 76.06 71.20 79.40
GANDiffFace 94.06 74.38 78.44 78.30 68.28 78.69
IDnet 92.58 73.48 76.08 77.13 67.96 77.45

Sface 92.52 72.33 73.57 76.66 70.28 71.07
SynFace 81.36 61.78 65.85 64.10 60.66 66.75

TABLE 1II: Verification performance (%) of FR models, trained on real and synthetic datasets, across the selected datasets
LFW, CPLFW, CPF-FP, CALFW, and AgeDB. * indicates that the results were taken from the original article itself.

Dataset 1JB-B@0.01 | 1JB-C@0.01 | TinyFace (r1) | TinyFace (r5) | AVG
WebFace4M (real) 95.18 96.67 73.81 76.52 85.55
Arc2Face 89.10 92.66 65.71 70.41 79.47
CASIA-WebFace (real) 82.55 86.66 57.59 63.65 72.61
DCFace 79.79 83.56 53.88 60.13 69.34
Vec2Face 62.22 56.16 57.48 63.49 59.84
DisCo 59.24 62.01 51.15 58.20 57.65
IDift-Face 48.90 50.27 45.86 54.85 49.97
DigiFace 35.92 41.17 55.31 62.98 48.85
IDnet 45.46 49.69 44.44 54.80 48.60

Sface 8.92 4.59 35.30 43.88 23.17
SynFace 0.19 0.18 45.54 54.58 25.12
GANDiIffFace 0.61 0.54 39.80 45.81 21.69

TABLE III: Performance (%) of FR models, trained on real and synthetic datasets, across the selected datasets 1JB-B
(verification, TPR@FPR=0.01%), IJB-C (verification, TPR@FPR=0.01%), and TinyFace (identification, rank-1 and rank-5).

of 94.91% on the mainstream datasets (Table II). VariFace
generates demographically balanced identities, which is highly
relevant for reducing bias, as it is well known that celebrity
datasets often exhibit imbalanced racial distributions (e.g.,
84.5% of the faces in CASIA-WebFace are Caucasian). Vari-
Face outperformed the real dataset CASIA-WebFace except for
the CFP-FP protocol (95.61% vs. 97.07%), likely because of
the limited number of generated profile images. Considering
WebFace4M as an upper bound, the synthetic-to-real gap is
2.37 percentage points (pp).

VIGFace proposed pre-assigning virtual identities in the
feature space and guiding the DiT-B [64] model using these
virtual identities. The FR model trained on it performed close
to that trained on the real dataset CASIA-WebFace, on which
VIGFace was trained, with a gap of 0.81 pp.

The next evaluated dataset is DCface, a 2-stage diffusion
model consisting of a sampling stage and a mixer stage.
Training the FR model with DCFace yielded an average
accuracy of 92.89% on the mainstream datasets and 69.34%
on the 1JB-B, IJB-C, and TinyFace datasets (Tables II and
). Compared to the CASIA-WebFace dataset, on which the

generator was trained, the gap on mainstream datasets was
1.85 pp, while the gap on the IJB and TinyFace families is 3.27
pp- Considering the ROC curves (Fig. 15, Fig. 16, and Fig. 17),
the method’s curve of the mod closely followed the CASIA-
WebFace curve, with the only significant difference observed
in the CFP-FP protocol. They also sampled a demographically
balanced dataset. This method was allowed in the 1st and
2nd editions of FRCSyn, but was not allowed in the SDFR
competition [11] because it was trained using identity labels.

Vec2Face proposed a unique solution to this problem,
namely, a feature-masked encoder-decoder that uses a sam-
pled vector as input and controls the face images and their
attributes. Authors trained their synthetic face generator on a
subset of WebFace4M, containing 1M images. The FR model
trained on Vec2Face achieved an average accuracy of 92.72%
on the mainstream datasets and 59.84% on the 1JB-B, 1JB-
C, and TinyFace (Tables II and III), respectively. It is also
possible to observe that the ROC curves (Fig. 15, Fig. 16,
and Fig. 17) indicate a less stable performance compared to
DCFace and CASIA-WebFace.

Next is HyperFace, an optimization algorithm used to
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Fig. 16: ROC curves for FR models trained with real and
synthetic data, evaluated on CPLFW and CFP-FP (TPR: True
Positive Rate, FPR: False Positive Rate).

generate identity embeddings that are well distributed across
a hypersphere, and later used as guidance for the Arc2Face
method. However, it is possible to observe that these embed-
dings are less effective than those generated by PCA (i.e.,
the embedding sampling method for the Arc2Face approach).
As an advantage, the learned embeddings are less similar to
the real data compared to the PCA-generated ones, because
PCA is inherently tied to the data used for analysis. With
HyperFace as the training data, the FR model achieved an
average accuracy of 90.25% on mainstream datasets, with a
gap of 4.49 pp compared to CASIA-WebFace (Table II).

ID? proposed a diffusion model conditioned on identity
embeddings and face attribute signals (i.e., pose and age). En-
forcing identity consistency through conditioning signals and
a novel loss function integrated into an existing diffusion loss,
used to penalize embeddings of the generated image when
distant from the target identity embedding in the cosine space,
proved crucial for guaranteeing strong identity fidelity across
intra-class variations and maintaining the distinctness needed
for good inter-class separability. The FR model trained on ID?
achieved an average accuracy of 89.80% on the mainstream
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Fig. 17: ROC curves for FR models trained with real and
synthetic data, evaluated on IJB-B and IJB-C (TPR: True
Positive Rate, FPR: False Positive Rate).

datasets with a gap of 4.94 pp compared to CASIA-WebFace
(Table II).

DisCo occurs in sequence and is based on the Brownian
motion of particles to generate inter-class and intra-class
variations. Using this method, the FR model achieved an
average accuracy of 88.86% on the mainstream datasets,
and an average accuracy of 57.65% on 1JB-B, IJB-C, and
TinyFace, resulting in a gap to CASIA-WebFace of 5.88 pp
and 14.96 pp, respectively (Tables II and III). Because of the
use of a GAN, specifically StyleGAN2, and a low-data training
regime (i.e., FFHQ), the method produced worse results than
those based on diffusion models, owing to the characteristics
inherent to GANS.

Next, IDiff-Face is a diffusion model conditioned the on
identity context to produce identity-separable images. The FR
model trained on it achieved an average accuracy of 82.87% on
the mainstream datasets and an average accuracy of 49.97%
for the IJB-B, IJB-C, and TinyFace protocols, bridging the
synthetic-to-real accuracy gap to 12.1 pp and 22.64 pp when
compared to CASIA-WebFace on the respective groups of
datasets (Tables II and III). This result highlights the potential



of diffusion models to generate images with variations in
pose, age, expression, and illumination that, contain unique
information. As stated in [41], diffusion models can generate
a larger number of unique identities than GANs when the
sampling approach is random or guided by identity features,
resulting in a dataset with greater variety. Additionally, they
used a pre-trained model to extract embeddings used by the
conditional generator model based on diffusion.

DigiFace proposed a unique solution for the problem of
generating synthetic faces using a computer graphics pipeline.
With this approach, the FR model trained on it achieved an
average accuracy of 79.40% (Table II) on the mainstream
datasets and 48.85% (Table III) for the IJB-B, IJB-C, and
TinyFace protocols, resulting in a synthetic-to-real accuracy
gap of 15.34 pp and 23.76 pp when compared to CASIA-
Webface. We observed a higher score on the CFP-FP dataset
than on IDiff-Face for the FR model trained on DigiFace,
suggesting that profile images are more prevalent. However,
the DigiFace approach is computationally expensive and may
not be feasible for research purposes. This solution is also
credited without relying on large-scale real-face datasets to
train certain components of its pipeline, thereby avoiding
unresolved ethical issues. Nonetheless, the core challenge of
generating complex synthetic data that closely mirror specific
real references is analogous to the chicken-and-egg dilemma.
It may be useful to reconceptualize this issue to emphasize
that synthetic data inherently depend on genuine prior knowl-
edge. Instead, focus should be placed on developing methods
that make the original data difficult to reconstruct while
still ensuring that the synthetic dataset adequately captures a
representative view of reality [61].

With GANDiffFace as training data, the FR model achieved
an average accuracy of 78.69% (Table II) on mainstream
datasets and an average of 21.69 (Table III) on the IJB-B, 1JB-
C, and TinyFace protocols. The authors used StyleGAN3 to
generate identity images and then fed them into a diffusion
model (DreamBooth) to produce intra-class variations. The
additional diffusion model enabled the dataset to exhibit a
more realistic appearance than other synthetic datasets, such
as IDiff-Face and DCFace, but the FR model trained on
it performed worse. GANDiffFace contains demographically
balanced identities; however, this comes at the cost of fine-
tuning the diffusion model for each generated identity. The
dataset also struggles with the 1JB-B, IJB-C, and TinyFace
protocols, showing a low TPR at a fixed FMR.

SFace, a dataset generated using -class-conditioned
StyleGAN2-ADA, achieved an average accuracy of 77.07%
on mainstream datasets and an average accuracy of 23.17%
on the 1JB-B, IJB-C, and TinyFace protocols (Tables II and
II). An improved version of SFace, IdNet, achieved the
same average accuracy of 77.07% on mainstream datasets
and 23.17% on the 1JB-B, 1JB-C, and TinyFace protocols
(Tables II and III). According to the authors, “SFace suffers
from relatively low identity separability, which might lead to
suboptimal face verification accuracies when such synthetic
data are used to train FR” [45]. To address this, they
integrated an identity-separable loss, named ID3, into the
GAN min-max game, along with a domain adaptation loss,
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enabling the generator to better encode identity information
and generate more identity-separable images. However, this
comes at the cost of requiring identity labels during training
of the generative framework.

Lastly comes SynFace, which employed DiscoFace-
GAN [39] along with identity mixup and domain mixup
techniques. We observed an average accuracy of 66.75% for
the mainstream datasets and 25.12% for the 1JB-B, IJB-C,
and TinyFace protocols (Tables II and III) for the FR model
trained on SynFace. This lower performance may be due to
the generator providing few unique samples. This study is also
credited as one of the first to generate a synthetic dataset for
training FR models.

In summary, our comparative analysis revealed several key
trends in the current landscape of synthetic-face generation.
First, a clear hierarchy of generative models has emerged, with
diffusion-based methods (e.g., Arc2Face and DCFace) con-
sistently outperforming their GAN-based counterparts (e.g.,
DisCo and SFace), demonstrating their superior ability to
generate diverse and identity-preserving features.

Finally, while the synthetic-to-real performance gap is nar-
rowing, the best methods trail the real WebFace4M by only
1-3 percentage points on some benchmarks. This gap widens
considerably on more challenging, "in-the-wild" datasets like
IJB-C, indicating that robustly modeling extreme variations
remains the primary frontier for future research.

VI. CONCLUSION

In this study, we present a comparative study of modern
synthetic facial datasets generated for training face recognition
models. Through evaluations across eight test benchmarks, we
provide a comprehensive analysis of synthetic data generation
methods that are rarely compared directly in the current litera-
ture. Our results demonstrate the progress made by techniques
based on GANS, diffusion models, and 3D rendering methods
aimed at capturing and generating realistic facial variations.

Approaches such as DCFace’s diffusion model and Syn-
Face’s mixup methods have begun to close the performance
gap between synthetic and real data, improving accuracy while
addressing the ethical concerns associated with the use of real
identities. These methods focus on enhancing the intra-class
variation and leveraging the diversity of synthetic data to build
robust facial recognition models without relying on real face
data. Such technologies have the potential to reduce the need
for real facial data, helping to mitigate the rights and privacy
issues that arise when collecting data without explicit consent.

However, significant challenges remain, particularly regard-
ing overfitting, computational costs, and achieving proper
demographic representation in the synthesized datasets. Mod-
els such as HyperFace and Vec2Face have explored various
strategies to ensure diversity and authenticity; however repli-
cating the high performance of models trained on real data
remains a challenge. Despite innovations such as VariFace
and Arc2Face’s identity-focused diffusion applications, syn-
thetic datasets still face limitations in terms of realism and
representation. Future research must focus on reducing the
computational cost of generator models, maintaining ethical



standards, and ensuring that synthetic datasets effectively
capture a wide range of demographic features to serve as a
viable alternative to real data in training facial recognition
systems.
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