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Abstract
Learning about quantum states is a fundamental problem in physics and quantum computing. As

people are often interested in certain properties of quantum states instead of a complete description,
shadow tomography has gained significant attention, where the goal is to learn the expectation values of
M observables O1, . . . , OM with ε accuracy. In near-term devices, however, noise is prevalent and often
unexpected. Thus, it is crucial to design algorithms that work well in the worst case.

We study the practical single-copy setting and assume γ-fraction of the outcomes can be arbitrarily
corrupted by an adversary. We show that all non-adaptive shadow tomography algorithms must incur
an error of ε = Ω̃(γ min{

√
M,

√
d}) for some choice of observables, even with unlimited copies. Unfor-

tunately, the classical shadows algorithm by [HKP20] and naive algorithms that directly measure each
observable suffer even more. We design an algorithm that achieves an error of ε = Õ(γ maxi∈[M ] ∥Oi∥HS),
which nearly matches our worst-case error lower bound for M ≥ d and guarantees better accuracy when
the observables have stronger structure. Remarkably, the algorithm only needs n = 1

γ2 log(M/δ) copies
to achieve that error with probability at least 1 − δ, matching the sample complexity of the classical
shadows algorithm that achieves the same error without corrupted measurement outcomes. Our algo-
rithm is conceptually simple and easy to implement. Classical simulation for fidelity estimation shows
that our algorithm enjoys much stronger robustness than [HKP20] under adversarial noise.

Finally, based on a reduction from full-state tomography to shadow tomography, we prove that for
rank r states, both the near-optimal asymptotic error of ε = Õ(γ

√
r) and copy complexity Õ(dr2/ε2) =

Õ(dr/γ2) can be achieved for adversarially robust state tomography, closing the large gap in [ABCL25]
where optimal error can only be achieved using pseudo-polynomial number of copies in d.

1 Introduction
Learning about quantum states is a fundamental problem in physics and quantum computing. In the
canonical setting, we are given identical copies of an unknown state ρ and need to design measurements
and algorithms to learn information about ρ. While learning the full state description is desirable, it is
often prohibitively costly. Even in the most ideal scenario where we can store all copies and perform fully
quantum operations, the number of copies needed scales as Θ(4N ) for N -qubit states in the worst case
[OW16a, HHJ+17]. The scaling is even worse when we measure each copy or each qubit separately, which
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are more practical measurement setups in the near-term: Θ(8N ) [GKKT20, HHJ+17] for the former and
Θ̃
(
10N

)1 [ADLY25b, ADLY25a] for the latter.
In practice, people are often interested in some important properties of the state that they care about, and

thus learning the full state could be a significant overshoot. This gives rise to shadow tomography [Aar20],
where the goal is to simultaneously learn the expectation values of a finite set of M observables. Remarkably,
there exist algorithms for both fully entangled (e.g., [ACH+18, Aar20, BO21]) and single-copy measurements
(e.g., [HKP20]) where the number of copies scales only logarithmically with the number of observables.

However, a major challenge for quantum computing is the presence of noise, which makes the learning
task more difficult. Despite recent progress [Ac23, AABA+25] in error correction that improves the quality
of quantum hardware, in principle, noise cannot be fully eliminated. Moreover, many non-physical factors,
such as adversarial human factors, cannot be dealt with by error correction. When quantum computing
improves, human adversaries would also possess more power to sabotage learning systems. Thus, improving
the robustness of quantum algorithms is still extremely important in the present and in the future.

Many works [YSHY23, SFMD+24, FBaK21] have studied robustness to noise for quantum state learning,
including various works on robust shadow tomography [CYZF21, HGM+25, BHRK25]. However, they often
require structural noise assumptions, such as Markovian, time-independence, and other geometric assump-
tions on the underlying noise channel. The complication of real-world physical environment could easily
break these assumptions and make their algorithms invalid. For example, if the cooling system of supercon-
ducting quantum circuit becomes unstable for a small time window during the experiment, the noise that
occurs during this time would break the time-independence assumption, and likely others as well.

To account for the unknown and unexpected nature of noise in the real-world, a recent work of [ABCL25]
initiated the study of adversarial corruption model for full-state tomography in the single-copy measurement
setting, where they assume that γ-fraction of the measurement outcomes can be arbitrarily and even adver-
sarially corrupted. They prove that an error of Θ̃(γ

√
r) in trace distance is necessary and achievable with

sufficient number of copies to learn a rank-r state. One can indeed directly take their algorithm and apply
it to shadow tomography, but it will be a significant overshoot, not only because shadow tomography is a
easier problem, but also because their algorithm is extremely inefficient even for full-state tomography: the
number of copies required is O(dO(log(1/γ))), not even polynomial in the dimensionality d = 2N .

Due to the significance of shadow tomography in practice and the prevalence of noise in real-world
quantum systems, it is paramount to design efficient and robust algorithms for the problem. Surprisingly,
an extremely simple modification to the classical shadows algorithm [HKP20] not only provides provably
optimal robustness guarantees against worst-case adversaries, but also makes no harm to the sample/copy
efficiency. The theoretical results are supported by simulation experiments on classical computers. As a by-
product, we nearly resolve the optimal sample complexity for robust full-state tomography via a reduction
to shadow tomography.

1.1 Adversarial corruption model for single-copy shadow tomography
We begin with the formal problem formulation before introducing our results and techniques. There are
n copies of an unknown N -state with density matrix ρ ∈ Cd×d, d = 2N and a random seed R, which can
be viewed as an infinite random binary string. We can apply measurements Mn = (M1, . . . ,Mn) to each
copy, where Mi = {M i

x}x∈X . For i ≥ 1 let xi be the outcome of measuring the ith copy with Mi. All
measurements can be chosen based on the random seed R. Define xt = (x0, x1, . . . , xt).

Shadow tomography. Given an unknown state and M observables O1, . . . , OM with ∥Oi∥op ≤ 1, the goal
is to design a measurement scheme Mn and output estimates E1, . . . , EM such that with probability
at least 1− δ,

∀i ∈ [M ], |Ei − Tr[Oiρ]| ≤ ε.

The probability is over the random seed R and randomness in the measurement outcomes.
1Here Õ hides a

√
N factor.
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When the state is ρ, the distribution of xi, i ≥ 1 is determined by Born’s rule,
pi

ρ(x) = Tr[M i
xρ], (1)

For 1 ≤ t ≤ n, we further define pxt

ρ as the distribution of xt when the state is ρ. For non-adaptive
measurements, pxt

ρ is a product distribution conditioned on the random seed R. The measurementsMn can
also be chosen adaptively, i.e., Mt depends on previous outcomes xt−1. In this case, pxt

ρ would not be a
product distribution in general.

In practice, we may have restrictions on the types of measurements that can be applied. We use M to
denote the set of allowable measurements for each copy.

Adversarial corruption. The noise model is defined as follows,
Definition 1.1 (γ-adversarial corruption model). For non-adaptive measurement schemes, the interaction
between the adversary and the algorithm proceeds as,

1. Measurements are applied to all copies of ρ to obtain outcomes (x1, . . . , xn).
2. The adversary A arbitrarily changes a γ-fraction of them. It has perfect knowledge about the mea-

surements used by the algorithm and can perform the corruption based on that knowledge.
3. The algorithm uses the corrupted outcomes (y1, . . . , yn) to learn about the state ρ.

1.2 Results
We first prove a lower bound that tells the best achievable error even when the number of copies is infinite.
Similar to robust full state tomography [ABCL25], a dimension-dependent error is inevitable in the worst
case under advsersarial corruption.
Theorem 1.2. Under the γ-adversarial corruption model, there exists a set of observables O1, . . . , OM such
that all non-adaptive single-copy shadow tomography algorithms must incur an error of

ε = Ω̃
(
γmin{

√
M,
√
d}
)
.

Remark 1.3. By restricting the unknown state and observables to the same r-dimensional subspace, we can
obtain a lower bound of ε = Ω̃

(
γmin{

√
M,
√
r
)
.

We further design a robust shadow tomography algorithm that achieves the optimal error when M is
large. Moreover, the copy complexity matches the standard algorithm by [HKP20] that achieves the same
error without adversarial corruption.
Theorem 1.4. Under γ-adversarial corruption, there exists a shadow tomography algorithm such that for
all observables O1, . . . , OM , achieves an error of at most ε = O

(
γmaxi∈[M ] ∥Oi∥HS

)
with probability at least

1− δ. The number of copies used by the algorithm is at most

n = O

(
maxi∈[M ] ∥Oi∥2

HS
ε2 log M

δ

)
= O

(
1
γ2 log M

δ

)
.

By a reduction from full state tomography to shadow tomography, our shadow tomography algorithm
leads to a sample optimal robust tomography algorithm.
Corollary 1.5. Under γ-adversarial corruption, there exists an full state tomography algorithm that achieves
an error of ε = Õ(γ

√
r) in trace distance using n = Õ

(
dr/γ2) samples.

Our algorithm achieves the min-max optimal error lower bound of Ω(γ
√
r) in [ABCL25] and the optimal

sample complexity up to log factors: for ε = γ
√
r, n = Ω(dr2/ε2) = Ω(dr/γ2) copies are necessary to learn

an unknown state with ε accuracy even without corruption using non-adaptive measurements [HHJ+17].
For r = d, it also matches the lower bound of Ω(d3/ε2) for adaptive measurements [CHL+23] (note that the
exact lower bound for rank-r states in is unknown to date in the adaptive setting) In contrast, the algorithm
in [ABCL25] required pseudo-polynomial number of copies.
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1.3 Related works
Shadow tomography Under the promise that all copies can be measured coherently, shadow tomography
can be performed with a poly-logarithmic complexity in both the system dimension and the number of
observables [ACH+18, Aar20, BO21]. For protocols restricted to incoherent measurements, the classical
shadows framework [PK19, MD19, HKP20, NCV+21, BHH+24, FQR24, HW23, AHY23, WHLB23, Low22]
provides efficient estimation for specific observable families. However, poly-logarithmic complexity in the
dimension is not possible in general [HKP20].

[CYZF21, HGM+25] propose robust shadow tomography protocols in which measurement noise can be
mitigated by a calibration procedure that estimates the inverse of the noisy measurement channel. Our work
considers a different and more challenging noise model, where a fraction of the measurement outcomes are
completely corrupted. These corrupted outcomes are not merely a noisy version of the true measurement
(e.g., a depolarized result) but may be entirely arbitrary or even adversarially chosen. This distinction also
holds under general gate-dependent, time-stationary, and Markovian noise [BHRK25] and more generally the
non-iid assumption [FKMO24]. Consequently, while the protocols in the aforementioned works can achieve
an arbitrary precision ε, our protocol’s precision is lower-bounded by an expression that depends on the
corruption fraction and other problem parameters.

State tomography When coherent measurements are permitted, the complexity of state tomography is
Θ̃(dr/ε2) [OW16b, HHJ+16], while it becomes Θ̃(dr2/ε2) for non-adaptive incoherent, single-copy measure-
ments [KRT17, GKKT20, HHJ+16]; here, ε represents the approximation error and r is the rank of the
unknown state. For algorithms using adaptive incoherent, single-copy measurements, only the lower bound
Ω(d3/ε2) in the worst case is known [CHL+23]. These algorithms work in the uncorrupted model.

Learning with noise There is a large body of work on learning quantum states in the presence of noise.
Many requires specific statistical or structural assumptions on the noise [YSHY23, SFMD+24, RQK+21,
FBaK21, EBL18, CBB+23]. [JCC+24] studied learning the state and noise model simultaneously, but due
to the inherent ambiguity, they can only be learned up to an ambiguity factor.

Agnostic learning [CL21, BO21] aims to learn a closest state in a specific concept class, such as stabilizer
states [CGYZ25] and product states [BBK+25, GIKL24]. One can view this setup as having independent
and identical noise that deviates the true state from the ideal concept class.

The first tomographic algorithm in the adversarial corruption model is proposed by [ABCL25] and
achieves an accuracy ε = O(γ

√
r) and has a copy complexity dO(log 1/γ)/γ2 where r is the state’s rank

and γ is the corruption parameter. In this work, we improve on the copy complexity by proposing a new
algorithm requiring only Õ(dr2/ε2) copies, which is optimal up to logarithmic factors. A later but concur-
rent work [ADKL25] uses robust statistics to design an efficient algorithm to learn quantum states close to
product, which also works under adversarial noise. These two works extend the study of learning quantum
states to the worst-case adversarial noise setting.

Classical robust statistics Robust statistics [Hub64, LM21] is an active area of research that deals with
statistical problems under noise models. A large and growing literature has made substantial progress on
designing time-efficient algorithms for key problems, including mean estimation [CDG19, DKP20, DKK+16,
HLZ20, Hop20], learning mixtures of Gaussians [BDH+20, LM23], and covariance estimation [KSS18, BDH+20,
DHPT24]. In our results, a dimension dependent error is unavoidable in the worst case setting. This phe-
nomenon was observed in a different classical context: distributed estimation under local differential privacy
and communication constraints [ASZ21].
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2 Technical overview
2.1 Failure of existing algorithms under adversarial noise
The naive algorithm Perhaps the simplest algorithm for shadow tomography is to split the copies evenly
into M groups and directly measure the expectation values of each observable in each group. If we normalize
the observables such that 0 ⪯ Oi ⪯ Id, this means that we apply the measurement {Oi, Id − Oi} for each
group of m/M copies and approximate Tr[ρOi] by the empirical mean. However, it is straightforward to see
that this algorithm would fail drastically under adversarial corruption: the adversary only needs to pick one
observable, say O1, and flip some γ′ fraction of the binary outcomes. Our estimate for Oi would shift by γ′

(and no more than that), but only γ′/M fraction of all the samples are corrupted. Equivalently, this means
that corrupting γ fraction of the measurement outcomes can lead to an error of γM in the worst case.

One may speculate that the failure is because empirical mean estimators are generally not robust to
noise. However, we show that the γM lower bound holds generally for all strategies that measure each
copy with {Oi, Id − Oi}. Thus, this additional error is a fundamental limit and cannot be improved by
using other post-processing approaches such as quantile or median-of-means estimators. The lower bound is
proved in Section 5.2 its ideas are explained in Section 2.3. Our discussion leads to the following theorem
for algorithms using {Oi, Id −Oi}.

Theorem 2.1. Under γ-adversarial corruption, the algorithm that directly measures each observable Oi

using n/M copies and outputs their empirical means achieves an error of ε = O(min{γM, 1}) using n =
M log(M/δ)/ε2 copies. This is optimal in the sense that all algorithms that directly measure each copy with
one of {Oi, Id −Oi} must incur an error of ε = Ω(γM).

Classical shadows by [HKP20] We review the shadow tomography algorithm via classical shadows
in [HKP20]. We apply the uniform POVM to all copies,

Munif = {d|v⟩⟨v|}v∈Sd .

Each |v⟩ is drawn uniformly from the Haar measure, i.e., a uniform distribution over the complex unit sphere.
When applying the measurement to ρ, by Born’s rule, we obtain a vector |v⟩ as an outcome which occurs
with a probability density of

d⟨v|ρ|v⟩dv. (2)

We denote this distribution as D(ρ). Using (6), the expectation of |v⟩⟨v| can be written in terms of the
unknown state ρ,

Σρ := Ev∼D(ρ)[ |v⟩⟨v| ] =
∫
|v⟩⟨v|⟨v|ρ|v⟩dv = Id + ρ

d+ 1 . (3)

Therefore, the expectation value of an observable Oi can be computed as follows,

Tr[Oiρ] = (d+ 1)Ev∼D(ρ)[ ⟨v|Oi|v⟩ ]− Tr[Oi]. (4)

By measuring all copies with the uniform POVM, we obtain a set of outcomes |v1⟩, . . . , |vn⟩. For each
observable Oi, we can then approximate the above quantity using the empirical mean of ⟨vj |Oi|vj⟩. The
algorithm in [HKP20] makes a slight modification and instead uses median-of-means (MoM): we divide n
samples into batches of equal size K, compute the mean of each batch, and return the median of the n/K
empirical means. This strategy indeed offers some level of robustness when only a small fraction of batches
are corrupted, which is better than the plain empirical mean estimator.

Unfortunately, it would not be robust in the worst case, where most of the batches could be corrupted.
To ensure an accurate estimate, the batch size K need to be sufficiently large, which makes the empirical
mean of each batch vulnerable to corruptions. A hand-wavy but intuitive argument goes as follows: since
each ⟨vj |Oi|vj⟩ is between −1 and 1, and the (d + 1) factor in (4) amplifies the fluctuation, the empirical
mean of each batch could shift by roughly γd if γ-fraction of the samples in the batch are corrupted. If at
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least 3/4 of the batches are affected, and the fluctuations are in the same direction, the final median output
would also shift by γd. We prove that this can indeed happen for a simple yet practical problem of fidelity
estimation, an important application of shadow tomography.
Theorem 2.2. Consider the fidelity estimation problem where we only have one observable O = |ψ⟩⟨ψ| for
some pure state |ψ⟩, and the unknown state ρ = Id/d is the maximally mixed state. Let K be the batch size
for the MoM estimator. For n sufficiently large, γ ≥ 1/K, and d ≥ 1000, there exists an adversary that
corrupts O(γ) fraction of the outcome vectors |v1⟩, . . . , |vn⟩ and causes an error of at least Ω(γd) for the
MoM estimator [HKP20].
Proof. When ρ = Id/d, |v⟩ is exactly drawn from the Haar measure, and thus E[⟨v|O|v⟩] = E

[
|⟨v|ψ⟩|2

]
= 1/d.

By Levy’s lemma, for d ≥ 1000,
Pr
[
|⟨v|ψ⟩|2 ≤ 1/3

]
≥ 0.99.

Using Chernoff bound, for n sufficiently large, |⟨vi|ψ⟩|2 ≤ 1/3 for at least 0.8 fraction of the |vi⟩’s with
probability at least 0.99. In each batch, as long as γ ≥ 1/K where K is the batch size, we can change γ-
fraction of the vectors |vi⟩ with smallest |⟨vi|ψ⟩|2 to |ψ⟩, and thus the new value of |⟨vi|ψ⟩|2 = 1. Therefore,
the empirical mean of at least 0.8 fraction of the batches increases by at least γd/3, meaning that the median
of the means E′ would also increase by at least the same value compared to the original MoM estimate E.
Since error for the original estimate satisfies |E − Tr[Oρ]| ≤ γd/12 when n is sufficiently large, by triangle
inequality the new estimate satisfies E′ ≥ Tr[Oρ] + γd/4, completing the proof.

We note that the requirement on γ ≥ 1/K is very mild: for fidelity estimation, the batch size K =
n/ log(1/δ) as suggested by [HKP20] where δ is the desired success probability to achieve a near-optimal
error of

√
log(1/δ)/n.

Remark 2.3. One may argue that the real implementation of uniform POVM involves first sampling a unitary
Ui and then applying the corresponding basis measurement, thus the vector |vi⟩ can only be chosen from the
basis of Ui. However, in the adversarial setting, we argue that the random seed used to sample Ui could be
altered by the adversary, which would change |vi⟩ arbitrarily. This captures potential errors in the sampling
process, which is also extremely relevant in practice.

2.2 Our algorithm
To obtain an adversarially robust algorithm, we make a very simple yet effective change to the classical
shadows algorithm: instead of median-of-means, we use the truncated mean as the output. The error
guarantee of the algorithm is well-known in robust statistics,

Algorithm 1 TruncatedMean(x, γ)
Input: potentially corrupted samples x = (x1, . . . , xn) ∈ R, parameter γ.
Ignore the largest and smallest γ-fraction of the samples.
return µ̂ =the empirical average of the remaining samples.

Theorem 2.4 (Section 1.4.2, [DK23]). Let X ∈ R be a real-valued random variable with mean µ with
E
[
|X − µ|h

]
≤ σh. Given γ-corrupted samples x = (x1, . . . , xn) from X, TruncatedMean(x, 2γ) (Algo-

rithm 1) outputs µ̂ such that |µ̂− µ| = O(σγ1−1/h) with probability 1− δ for some n = O(log(1/δ)/γ2).
For each observable Oi, we simply apply the truncated mean estimator to estimate Ev∼D(ρ)[ ⟨v|Oi|v⟩ ].

Because the Haar measure is well concentrated, similar to hyper-contractivity proved in [ABCL25], we can
bound the higher order central moments of ⟨v|O|v⟩ when |v⟩ ∼ Dρ for all Hermitian matrices O,
Theorem 2.5. Let |v⟩ ∼ Dρ with probability density defined in (2). For all h ≥ 2 and all Hermitian matrix
O ∈ Cd×d, there exists a universal constant C such that

Ev∼D(ρ)
[

(⟨v|O |v⟩ − Ev∼D(ρ)[ ⟨v|O |v⟩ ])h
]
≤
(
Ch∥O∥HS
d+ 1

)h

.
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This theorem essentially says that ⟨v|O|v⟩ is sub-exponential with paramenter C∥O∥HS/(d+1). However,
the uniform POVM can only be approximated up to finite moments using unitary designs. Therefore, the
finite moment bound is extremely useful for proving guarantees for algorithms using t-designs, where the
t-th order moment matches exactly with the Haar measure.

Theorem 2.6. Suppose t-design is used in the classical shadows algorithm and we apply 2γ-truncated
mean estimator for each observable. Under γ-corruption, the algorithm achieves an estimation error of
O
(
tγ1−1/t maxi∈[M ] ∥Oi∥HS

)
with probability at least 1− δ using n = O

(
log(M/δ)/γ2) copies.

Proof. Since t-design matches the moments of the Haar measure up to order t, by Theorem 2.5, for each
observable Oi, the random variable (d+ 1)⟨v|Oi|v⟩ − Tr[Oi] has a central t-th moment bounded by σt with
σ = Ct∥Oi∥HS. By Theorem 2.4, the estimate for Oi has error at most ε = O(t∥Oi∥HSγ

1−1/t), and achieving
a success probability of 1−δ′ requires n = O(log(1/δ′)/γ2) samples. Choosing δ′ = δ/M and applying union
bound completes the proof.

Setting t = log(1/γ), the error would be ε = O
(
γ log 1

γ maxi∈[M ]{∥Oi∥HS}
)

and the sample complexity
remains unchanged in terms of γ, δ, and M , which immediately proves Theorem 1.4 in the results section.

For completeness, we provide a comprehensive proof of Theorems 2.4 to 2.6 in Section 6.

Implication for robust full state tomography Our shadow tomography algorithm immediately implies
a sample efficient algorithm for full state tomography of rank-r states using a reduction through a covering
argument.

Lemma 2.7 (Full-state tomography reduction). Given a shadow tomography algorithm that achieves an
accuracy of ε with probability 1− δ using n = n(ε, δ,M) copies for M observables, we can output an estimate
of the unknown state with error O(ε) in trace distance using n(ε, δ,M = exp(O(dr log(r/ε)))) copies.

Proof sketch. We sketch the idea of the reduction. First, we argue that there exists an ε-cover N of rank-r
states of size |N | = exp(O(dr log(r/ε))). For every pair of states σi, σj ∈ N , we can define the Holevo-
Holstrom observable 0 ⪯ Oij ⪯ Id with rank at most 2r where difference in the expectation values of the
observable corresponds to the trace distance,

|Tr[σiOij ]− Tr[σjOij ]| = ∥σi − σj∥1/2.

The number of observables is M ≤ |N |2 = exp(O(dr log(r/ε))).
Given an unknown rank-r state ρ, by estimating all Tr[ρOij ] accurately, the Holevo-Holstrom observables

enable us to compute some kind of “surrogate trace distance” with respect to all states in the cover N . In
particular, let Eij be the estimated expectation value of each observable Oij , the surrogate distance to some
σi ∈ N is defined as

di := max
j∈[|N |]

|Eij − Tr[σjOij ]|.

Our estimate of ρ is simply the state in the cover N that minimizes the surrogate distance. The O(ε) error
guarantee can be obtained by repeated use of triangle inequality and that Oij maximizes |Tr[(σi − σj)O]|
for all 0 ⪯ O ⪯ Id.

We can apply our algorithm in Theorem 1.4. Since ∥Oij∥HS ≤
√

2r, we set ε = Õ(γ
√
r), which is the

error guarantee of our algorithm. Note that to achieve a success probability of 1 − δ, the number of copies
used by our robust shadow tomography algorithm is

n = O

(
1
γ2 log M

δ

)
= Õ

(
dr

γ2

)
.

Up to log factors, this matches the lower bound for single copy tomography that achieves the same error
of ε = γ

√
r without corruption. Despite using exp(dr) post-processing time, we nearly resolve the sample

complexity of robust state tomography. We leave the problem of further improving computational efficiency
as future work.
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2.3 Lower bound
To prove the error lower bound, we construct a one-versus-many testing problem which an accurate shadow
tomography algorithm must be able to distinguish. Specifically, we construct a set of traceless observables
O1, . . . , OM with eigenvalues either +1 or −1. If an algorithm can learn all expectation values with accuracy
ε, it should distinguish between the following two cases,

H0 : ρ = ρmm := Id

d
, H1 : σi := Id + 3εOi

d
, i ∼ [M ].

We then construct an adversary that, in expectation, changes at most γ-fraction of the outcomes to
make outcomes from H1 look exactly the same as the second case H2 where the unknown state is uniformly
sampled from one of Id+3εOi

d . Let pρ,M be the outcome distribution when applying a measurement M
to ρ. Then the adversary could use a coupling strategy to corrupt the outcomes. A coupling between
two distributions p1,p2 can be viewed as a randomized function F such that if X ∼ p1, F (X) is exactly
distributed as p2. Standard results in statistics [dH12, Theorem 2.12] say that there exists a coupling for all
pairs of distributions such that Pr[F (X) ̸= X ] = dTV(p1,p2).

When receiving outcomes x1, . . . , xn, which are obtained by measuring ρmm with M1, . . . ,Mn, the
adversary does the following,

1. Sample i ∈ [M ] uniformly.
2. For each outcome xj , apply a coupling between pρmm,Mj

and pσi,Mj
.

By the definition of coupling, in expectation, the fraction of outcomes changed by the adversary is at most

γ = 1
nM

n∑
j=1

M∑
i=1

dTV(pρmm,M,pσi,M). (5)

Moreover, the outcomes would be distributed exactly as if ρ is randomly picked from σi’s, so the algorithm
cannot distinghuish the two cases, and thus must incur an error of at least ε. Therefore it suffices to upper
bound the expected total variation distance (5) in terms of ε, d and M .

We show that there exists a set of M observables such that γ = Õ
(
ε/
√

min{M,d}
)

for all measurements.
Rearranging the terms gives a lower bound for ε that matches our lower bound in Theorem 1.2.

For direct measurements on the observables, (which corresponds to {(Id + Oi)/2, (Id − Oi)/2} for our
choice of Oi’s), we can find a different set of observables and (5) is bounded as γ = O(ε/M), which proves
the ε = Ω(γM) lower bound in Theorem 2.1.

A small technical issue is that the adversary only satisfies the γ-fraction constraint in expectation.
However, by Markov’s inequality, with probability at least 1/2, the adversary should not change more
than 2γn outcomes. If we force the adversary to stop when 2γn outcomes have been changed, the resulting
outcome distribution would still be close to that in the case of H1 in total variation distance, which is still
hard to distinguish for all algorithms. We provide the full proof in Section 5 and also refer the readers to
[ABCL25, Section 4.1].

3 Experiments and practical implications
We conduct a simulation experiment on classical computers and compare our approach and that of [HKP20].
Using the original uniform POVM, we find that a truncation-based approach is indeed more robust to
adversarial noise than the standard classical shadows using MoM. This provides strong support for our
theoretical results and demonstrates that our proposed approach could have a significant practical impact.

Experiment setup We test our algorithm for fidelity estimation. We have an unknown state N = 5
qubit pure state |ϕ⟩, and we design M random pure states S = {|ψi⟩}i∈[M ] where the ground truth fidelity

8



Figure 1: Comparison of MoM and truncation-based classical shadows for different number of observables.
Left: M = 1. Right: M = 62.

|⟨ψi|ϕ⟩|2 = 0.9. The goal is to estimate the fidelity of |ϕ⟩ with respect to all the |ψi⟩’s. The number of copies
is n = 104, which is chosen to target an accuracy level of the order 0.01.

The noise simulates the worst-case adversary for the classical shadow: we first pick a state from the
set S, say |ψ0⟩, and then independently with probability γ ∈ [0, 0.02] changes the outcome vector |vi⟩ to
|ψ0⟩. For the state |ψ0⟩, the MoM estimator would have an error at least Ω(γd) using the same argument
as Theorem 2.2. We also argue that it is practically reasonable to only experiment with γ with roughly the
same order as the targeted accuracy. Indeed, if an experimentalist believes that the probability of corruption
is much larger than the desired accuracy, then it makes no sense to continue the experiment and it would be
wise to try to reduce the level of noise in the system.

Result We present the result for M = 1 and M = 62 in Fig. 1. The latter value is chosen so that M ≥ d
which falls into the regime where classical shadows beats direct measurement approach. Experiments are
repeated 5 times with standard deviation shown in the figure as error bars. We can observe a general trend
that for small γ our algorithm performs on-par with [HKP20] which we showed does not have worst-case
robustness guarantees. Our truncation algorithm exhibits much stronger robustness when γ is large, where
we significantly outperform the MoM estimator. Our advantage is more evident for M = 1, which might
be more relevant for fidelity estimation as we often create a quantum system to generate a specific state of
interest. These results provide a strong support for our theoretical claims.

Practical implications Our simulation experiment together with our theoretical bounds convey a clear
and powerful message: a simple truncation step protects the widely used classical shadows algorithm from
small-probability worst-case noise, with provable theoretical guarantees, and without using any prior knowl-
edge about the noise structure. Practitioners may already be adopting this approach when processing their
data, but now they should have more peace of mind given our theoretical guarantees and simulation results.
Although only tested on classical computers using the ideal uniform POVM, we have confidence that our
approach is also effective for practical implementations of the uniform POVM on real quantum computers.

We also emphasize that our algorithm is not a replacement, but rather an addition to existing approaches,
as its simplicity could be combined with many types of algorithms, including the MoM used by [HKP20].
Furthermore, our idea could be combined with existing model-specific robust shadow tomography algo-
rithms [CYZF21, HGM+25, BHRK25], which could simultaneously provide better guarantees for specific
noise structures and be robust if the assumptions are not satisfied for some small probability.
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4 Preliminaries
4.1 Quantum state and POVM
Complex matrices Let A,B ∈ Cd×d. Inner product between A and B is defined as ⟨A,B⟩ := Tr[A†B].
We denote the set of all d×d Hermitian matrices by Hd. For Hermitian matrices A,B, ⟨A,B⟩ = ⟨B,A⟩ ∈ R.
Thus the subspace of Hermitian matrices Hd is a real Hilbert space (i.e. the associated field is R) with the
same matrix inner product.

Schatten norms Let Λ = (λ1, . . . , λd) ≥ 0 be the singular values of a matrix A. For Hermitian matrices,
the singular values are the absolute values of the eigenvalues. Then for p ≥ 1, the Schatten p-norm is
defined as ∥A∥Sp

:= ∥Λ∥p. Important examples include trace norm ∥A∥1 := ∥A∥S1 , Hilbert-Schmidt norm
∥A∥HS := ∥A∥S2 =

√
⟨A,A⟩, and operator norm ∥A∥op := ∥A∥S∞ = maxd

i=1 λi.

Quantum states We use |ψ⟩ to represent a complex vector in Cd. For j ∈ {0, . . . , d− 1}, |j⟩ denotes the
vector with 1 at the jth coordinate and 0 everywhere else (assuming the coordinates are numbered starting
from 0). ⟨ψ| := (|ψ⟩)† is a row vector. ⟨ψ|ϕ⟩ is the inner product of |ψ⟩ and |ϕ⟩.

A quantum system with N qubits has dimensionality d = 2N . It can be described by density matrix
ρ ∈ Hd, which is a positive-semidefinite Hermitian matrix with Tr[ρ] = 1. A special case is the maximally
mixed state ρmm := Id/d.

The set of d-dimensional quantum states of rank r is denoted by Sd,r. In particular, states with r = 1 is
called pure states, and we often use the vector form , e.g. |ψ⟩ ∈ Cd to denote pure states. States with r > 1
are called mixed states.

The trace distance between quantum states is ∥·∥Tr := 1
2∥·∥1. As they only differ by a constant, we

sometimes use them interchangeably. Another commonly used matrix is called fidelity. For a mixed state
ρ and pure state |ψ⟩, the fidelity is defined as F (ρ, ψ) = ⟨ψ|ρ|ψ⟩.2 There is a more general definition for
fidelity between mixed states, but it will not be used in our work.

Measurements The most general formulation of measurements is called the positive operator-valued mea-
sure (POVM). Let X be an outcome set. Then a POVMM = {Mx}x∈X is a set of matrices indexed by the
outcomes where Mx is p.s.d. and

∑
x∈X Mx = Id. Let X be the outcome of measuring ρ with M, then the

probability observing x ∈ X is given by the Born’s rule,

Pr[X = x ] = Tr[ρMx].

This definition can be extended to an infinite outcome set.

4.2 Probability distances
Let p and q be distributions over a finite domain X . We define ℓp distance as

∥p− q∥p :=
(∑

x∈X
|p(x)− q(x)|p

)1/p

.

We define the total variation distance,

dTV(p,q) := sup
S⊆X

(p(S)− q(S)) = 1
2
∑
x∈X
|p(x)− q(x)|.

2Some literature define it as the square root of what we have.

10



Note that dTV(p,q) = 1
2∥p− q∥1. The KL-divergence is defined as

dKL(p || q) :=
∑
x∈X

p(x) log p(x)
q(x) .

The chi-square divergence is defined as follows,

dχ2(p || q) :=
∑
x∈X

(p(x)− q(x))2

q(x) .

By Pinsker’s inequality and concavity of the logarithm function,

2dTV(p,q)2 ≤ dKL(p || q) ≤ dχ2(p || q).

All the definitions can be extended to general probability measures.

4.3 Haar measure
We use Ud to denote the Haar measure over d × d unitary matrices, which can be viewed as a uniform
distribution over unitary matrices. Let Sd−1 denote the complex unit sphere in Cd. The Haar measure induces
a unique unitarily invariant measure on Sd−1, which we denote as dv. It is essentially the uniform distribution
on the complex unit sphere. Understanding the Haar measure requires sophisticated representation theoretic
techniques, which is not within the scope of this paper. We only display the necessary definitions and results.

Permutation and cycles A permutation π : [n] 7→ [n] is a bijection over [n]. Let Sn be the set of all
permutations over [n]. Every permutation can be decomposed into cycles. For example, the permutation
π = (2, 3, 1, 5, 4) has just one cycle

(4, 5), (1, 2, 3).

We use C(π) to denote the set of cycles in π. For a cycle c ∈ C(π), |c| denotes the length of the cycle. In the
example above |(1, 2, 3)| = 3 and |(4, 5)|=2.

Haar measure moments Let |u⟩ ∈ Cd be a unit vector drawn uniformly from the unit sphere. The k-th
order moment |u⟩⟨u|⊗k can be computed using Schur-Weyl duality, [GKKT20, Eq.(14)].

E|u⟩∼Ud

[
|u⟩⟨u|⊗k

]
=
(
d+ k − 1

k

)−1
PSym(k) . (6)

Here PSym(k) = 1
k!
∑

π∈Sk
Pπ is the projection matrix onto the symmetric subspace of (Cd)⊗k, where Pπ is a

permutation operator defined as

Pπ|ψ1⟩ ⊗ |ψk⟩ = |ψπ−1(1)⟩ ⊗ · · · ⊗ |ψπ−1(k)⟩.

Permutation operators are unitary with P †
π = P−1

π = Pπ−1 . The following equation is handy when analyzing
our algorithms.

E|u⟩∼Ud

[
⟨u|M |u⟩k

]
=
(
d+ k − 1

k

)−1 1
k!
∑

π∈Sk

∏
c∈C(π)

Tr[M |c|]. (7)

Unitary/spherical designs It is physically impossible to uniformly sample from the Haar measure on
quantum systems. Thus, people often use t-designs as a surrogate, which is a finite set of unitaries/unit
vectors such that uniformly sampling from the set has matching t-th order moment as the Haar measure.
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4.4 Covering
An ε-covering of a set K for the norm ∥ · ∥ is a subset N ⊂ K such that,

• N is finite,
• for every x ∈ K, there exists y ∈ N such that ∥x− y∥ ≤ ε.

We denote by N(K, ∥ · ∥, ε) the minimal cardinality of an ε-covering of K for the norm ∥ · ∥ and the closeness
parameter ε.

5 Lower bound
5.1 Lower bound for general measurements and observables
This section proves our main lower bound result Theorem 1.2.
Let d be a power of 2. We construct a set of observables O1, . . . , OM with Tr[Oi] = 0 and eigenvalues of ±1.
Let ε ≤ 1/3. A shadow tomography algorithm that achieves an error of ε must be able to solve the following
one-versus-many hypothesis testing problem,

H0 : ρmm := Id

d
, H1 : σi = Id + 3εOi

d
, i ∼ [M ]. (8)

This is because Tr[Oiρmm] = 0 for all Oi, while Tr[Oiσi] = Tr[Oi(Id + 3εOi)/d] = 3ε. Thus, if the unknown
state ρ = ρmm, all estimates {Ei}i∈[M ] of an ε-accurate shadow tomography algorithm should be within
[−ε, ε] with probability at least 1 − δ. On the other hand, if ρ = σi for some i ∈ [M ], at least one of the
estimates Ej should be at least 2ε: indeed, the estimate for Oi should satisfy |Tr[σiOi] − Ei| ≤ ε, which
implies Ei ≥ 2ε.

When γ-fraction of the samples are corrupted, outcomes that come from H0 could look much closer to
H1 than without corruption. Formally, [ABCL25] characterizes the hardness of testing under adversarial
corruption using the earth-mover distance.

Definition 5.1. Let P1,P2 be two distributions over Xn (note that they may not necessarily be product
distributions). Let π(P1,P2) be the set of couplings between the two distributions. The earth-mover distance
is

dEM (P1,P2) := min
Π∈π(P1,P2)

E(Xn,Y n)∼Π[ dHam (Xn, Y n) ].

Lemma 5.2 (From Lemma 4.6, [ABCL25]). Let ρ ∈ Cd×d be a fixed state and D be a distribution of states.
If for all measurements Mn = (M1,M2, . . . ,Mn),

dEM

(
Eσ∼D

[
pxn

σ

]
,pxn

ρ

)
≤ γn

2 ,

then there does not exist an algorithm that can distinguish between H0 : σ = ρ and H1 : σ ∼ D with probability
at least 0.8.

The following helper lemma is implicit in the proof of [ABCL25, Theorem 4.9].

Lemma 5.3. Let ρ ∈ Cd×d be a fixed state and D be a distribution of states.

dEM

(
Eσ∼D

[
pxn

σ

]
,pxn

ρ

)
≤

n∑
i=1

Eσ∼D
[
dTV

(
pi

σ,pi
ρ

) ]
.

Therefore, it suffices to upper bound the expected total variation distance for each copy. Without loss of
generality, assume that the measurement applied to a particular copy has the form ofM = {dwx|ψx⟩⟨ψx|}x∈X ,
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and let pρ be the outcome distribution when M is applied to ρ. We use the shorthand pi to denote pσi .
We can thus bound the expected total variation distance as follows,

Ei∼[M ][ dTV(pi,pρmm) ] ≤ Ei∼[M ]

[√
1
2dχ2(pi || pρmm)

]
(9)

≤
√

1
2Ei∼[M ]

[
dχ2(pi || pρmm)

]
. (10)

(9) is by Pinsker’s inequality and the relation between KL and χ2 divergence. (10) is due to concavity of
square root.

By Born’s rule, pρmm(x) = wx and pi(x) = wx(1 + 3ε⟨ψx|Oi|ψx⟩). Therefore,

dχ2(pi || pρmm) =
∑

x

(pi(x)− pρmm(x))2

pρmm(x) = 9ε2
∑

x

wx⟨ψx|Oi|ψx⟩2.

Proceeding from (10),

Ei∼[M ][ dTV(pi,pρmm) ] ≤ 3ε√
2

√√√√Ei∼[M ]

[∑
x

wx⟨ψx|Oi|ψx⟩2
]

= 3ε√
2

√∑
x

wxEi∼[M ][ ⟨ψx|Oi|ψx⟩2 ]. (11)

Our next step is to show that there exists a set of observables such that the above quantity is small for all
measurements. We can directly apply a result on randomly chosen observables from [CCHL21],

Lemma 5.4 (Lemma 5.6, [CCHL21]). There exists a set of observables O1, . . . , OM such that for all unit
vector |ψ⟩ ∈ Cd,

1
M

M∑
i=1
⟨ψ|Oi|ψ⟩2 ≤

2304π3 log(1 + 2 min{M,d})
min{M,d}

+ 4
min{M,d}

+ 1
d+ 1 = O

(
logM
M

+ log d
d

)
.

Remark 5.5. The original statement has M in place of all the min{M,d}. We believe that the original proof
has a minor error which does not extend to the case when M ≥ d (the authors of [CCHL21] only claim that
when M ≥ d a lower bound of M/ log(M) would not hold, but did not seem to prove that a lower bound of d
would hold in this regime). We propose a simple fix that leads to a slightly different bound. As a result, the
sample complexity lower bound for single-copy shadow tomography would be Ω(min{M/ logM,d/ log d}/ε2)
instead of Ω(min{M/ logM,d}/ε2) as claimed by [CCHL21].

Since i is chosen uniformly from [M ], combining with (11) and Lemma 5.3, we have

dEM

(
Eσ∼D

[
pxn

σ

]
,pxn

ρ

)
≤

n∑
i=1

Eσ∼D
[
dTV

(
pi

σ,pi
ρ

) ]
≤ O

(
nε√

min{M/ logM,d/ log d}

)
.

By Lemma 5.2, we must have γ ≤ cε/min{M/ logM,d/ log d} for some universal constant c, otherwise
testing between the two hypotheses would not be possible. Rearranging the terms leads to the error lower
bound of ε = Ω(γ

√
min{M/ logM,d/ log d}).

5.2 Lower bound for directly measuring the observables
Theorem 5.6. Let O1, . . . , OM a set of Pauli observables. If a non-adaptive algorithm measures each
copy with one of the measurements Mi := { Id−Oi

2 , Id+Oi

2 }, it must incur an error of ε = Ω(γM) under
γ-adversarial corruption.
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Proof. The hard states are defined as (8), and recall that in this definition σi = (Id + 3εOi)/d. Given Mj ,
we have pi = Bern( 1

2 ) for i ̸= j and Bern( 1+3ε
2 ) if i = j. Furthermore, pρmm = Bern(1/2). Thus,

dTV(pi,pρmm) = 3ε1{i=j}.

We can directly compute the expected total variation distance as required by Lemma 5.3 instead of going
through Pinsker’s inequality.

Ei∼[M ][ dTV(pi,pρmm) ] = 3ε
M
.

Combining with Lemma 5.2, we must have γ ≤ 3ε/M , which proves the theorem.

Remark 5.7. For M ≤ 3N , the theorem also applies to the case when the measurements are chosen as
the basis of each observable, i.e., for Oi =

∑d
j=1 λ

(i)
j |ψ

(i)
j ⟩⟨ψ

(i)
j |, we use the projective measurement Mi =

{|ψ(i)
j ⟩⟨ψ

(i)
j |}j∈[d]. We can choose observables O1, . . . , OM as Pauli observables with no idendity components

(e.g. X⊗N ). Since Pauli observables are orthogonal, for each Mj we also have dTV(pi,pρmm) = 3ε1{i=j}
(here pi and pρmm are discrete distributions over d elements). The remaining steps follows similarly.

5.3 Proof of Lemma 5.4
We choose Oi = U†

i ZUi where Z is a diagonal matrix with half +1 entries and half −1 entries, and Ui

independently sampled from the Haar measure. Equation (106) of [CCHL21] ensures that for all 0 < η < 1
and t > 0,

Pr
[
∃|ψ⟩,

∣∣∣∣∣ 1
M

M∑
i=1
⟨ψ|U†

i ZUi|ψ⟩ −
1

d+ 1

∣∣∣∣∣ ≥ t+ 4η
]
≤ 2(1 + 2/η)2d exp

(
−M min

{
t2

λ2 ,
t

λ

})
,

where λ = 288π3/d. The next step is to choose η and t appropriately to ensure the above probability is
upper bounded by constant strictly less than 1. We replace Equation (107) of [CCHL21] to the following,

η = 1
min{M,d}

, t = λ · 8d log(1 + 2 min{M,d})
min{M,d}

.

This choice ensures that t/λ ≥ 1 and thus min
{

t2

λ2 ,
t
λ

}
= t/λ , which is crucial to canceling the M factor in

the exponent. Substituting the new choice of parameters, we have

2(1 + 2/η)2d exp
(
−M min

{
t2

λ2 ,
t

λ

})
= 2 exp

(
2d log(1 + 2 min{M,d})− M

min{M,d}
8d(1 + 2 min{M,d})

)
≤ 2 exp(−6d log(1 + 2 min{M,d}))
≤ 2 exp(−2).

By a probabilistic argument, there must exists a choice of U1, . . . UM such that for all pure state |ψ⟩

1
M

M∑
i=1
⟨ψ|U†

i ZUi|ψ⟩ ≤ t+ 4η + 1
d+ 1 = O

(
logM
M

+ log d
d

)
,

completing the proof.

6 Shadow tomography algorithm
In this section we are going to show the robust shadow tomography algorithm.
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Theorem 1.4 (Restate). Under γ-adversarial corruption, there exists a shadow tomography algorithm
such that for all observables O1, . . . , OM , achieves an error of at most ε = O

(
γ log(1/γ)maxj∈[M ] ∥Oj∥HS

)
with probability at least 1− δ. The number of copies used by the algorithm is at most

n = O

(
maxi∈[M ] ∥Oi∥2

HS
ε2 log2(1

ε
) log M

δ

)
= O

(
1
γ2 log M

δ

)
.

6.1 Bounded central moment
Lemma 6.1. For all integers h ≥ 2, there exist a constant C ′ > 0 for all Hermitian matrix O ∈ Hd such
that

Ev∼D(ρ)
[

(⟨v|O |v⟩ − Ev∼D(ρ)[ ⟨v|O |v⟩ ])h
]
≤ (C ′h)h

(d+ 1)h
∥O∥h

HS

Proof. Let O = O − Tr[O]
d Id be the traceless part of the Hermitian matrix O. We can show that

⟨v|O |v⟩ − Ev∼D(ρ)[ ⟨v|O |v⟩ ] = ⟨v|O |v⟩ − Ev∼D(ρ)
[
⟨v|O |v⟩

]
.

Notice that the function f(x) = xh is convex on x ∈ (−∞,∞) for all even integer h ≥ 2. By Jensen’s
inequality, f( a+b

2 ) ≤ f(a)+f(b)
2 , we have[

⟨v|O |v⟩+ Ev∼D(ρ)[ ⟨v|O |v⟩ ]
]h ≤ 2h−1

[
⟨v|O |v⟩h + (Ev∼D(ρ)[ ⟨v|O |v⟩ ])h

]
Since h is even, we have for all a, b ∈ R, (a− b)h ≤ (|a|+ |b|)h ≤ 2h−1(|a|h + |b|h) = 2h−1(ah + bh). By taking
the expectation with respect to v ∼ D(ρ), we have for all even integer h ≥ 2,

Ev∼D(ρ)

[ [
⟨v|O |v⟩ − Ev∼D(ρ)[ ⟨v|O |v⟩ ]

]h ] ≤ 2h−1 Ev∼D(ρ)

[
⟨v|O |v⟩h + (Ev∼D(ρ)[ ⟨v|O |v⟩ ])h

]
(12)

The first term on the RHS of (12) can be bounded using the hypercontractivity of D(ρ),

Theorem 6.2 (Theorem 5.7 [ABCL25]). For all integers h ≥ 2, D(ρ) satisfies C-hypercontractivity, i.e.,
there exists constant C > 0 for all Hermitian matrix O,

Ev∼D(ρ)
[
⟨v|O|v⟩h

]2 ≤ (Ch)2h

d2h
(Tr[O2] + Tr[O]2)h.

Using this result, we have

2h−1 Ev∼D(ρ)

[
⟨v|O |v⟩h

]
≤ 2h−1 (Ch)h

dh
(Tr[O2] + Tr[O]2)h/2

= 2h−1 (Ch)h

dh

(
Tr[O2]1/2

)h

= 2h−1 (Ch)h

dh

∥∥O∥∥h

HS.

The second term on the RHS of (12) can be calculated:

2h−1 (Ev∼D(ρ)[ ⟨v|O |v⟩ ])h = 2h−1
(

Tr[O] + Tr[Oρ]
(d+ 1)

)h

= 2h−1
(

Tr[Oρ]
(d+ 1)

)h

≤ 2h−1

(d+ 1)h
∥ρ∥h

1 · ∥O∥h
∞

= 2h−1

(d+ 1)h
∥O∥h

∞
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≤ 2h−1

(d+ 1)h
∥O∥h

HS.

Using the triangular inequality
∥∥O∥∥HS ≤ ∥O∥HS +

∥∥∥Tr(O)
d Id

∥∥∥
HS

and the Schattern-p norm property ∥O∥1 ≤√
rank(O)∥O∥2, we can bound the Hilbert-Schmidt norm of a Hermitian matrix O by

∥∥O∥∥HS ≤ 2∥O∥HS.
Therefore, (12) is bounded by

Ev∼D(ρ)

[ [
⟨v|O |v⟩ − Ev∼D(ρ)[ ⟨v|O |v⟩ ]

]h ] ≤ 2h−1
(

(Ch)h

dh
+ 1

(d+ 1)h

)
∥O∥h

HS

≤ 2h−1
(

2hhh(Ch + 1)
(d+ 1)h

)
∥O∥h

HS

≤ (C ′h)h

(d+ 1)h
∥O∥h

HS (13)

In the last step, we choose constant C ′ such that 22h−1(Ch + 1) ≤ (C ′)h.
To complete the proof, we need to further show that the inequality (13) holds for odd h. In a probability

theory setting, Jensen’s inequality for a convex function f(x) = x2 can be written as (EX)2 ≤ E(X2), where
X is a random variable. Let X = | ⟨v|O |v⟩−Ev∼D(ρ)[ ⟨v|O |v⟩ ]|h. Applying the Jensen’s inequality, we have

Ev∼D(ρ)
[
| ⟨v|O |v⟩ − Ev∼D(ρ)[ ⟨v|O |v⟩ ]|h

]
≤
√
Ev∼D(ρ)

[
| ⟨v|O |v⟩ − Ev∼D(ρ)[ ⟨v|O |v⟩ ]|2h

]
≤

√
(C ′2h)2h

(d+ 1)2h
∥O∥2h

HS

= (C ′2h)h

(d+ 1)h
∥O∥h

HS.

In the second line we use the inequality (13) by setting h → 2h. Therefore, by choosing C ′ → 2C ′, we
complete the proof for the odd h case.

6.2 Proof of Theorem 1.4
Proof. We describe the robust classical shadow tomography algorithm in Algorithm 2.

Algorithm 2 Robust classical shadow tomography
input: The corruption parameter γ, the input state {ρi}n

i=1 which is n copies of ρ with γ-corruption (n will
be determined later in the analysis), the observables {Oj}M

j=1.
goal: Return {ôj}M

j=1 such that |ôj − Tr(Ojρ)| ≤ O(γ) for all j ∈ [M ].
1: for i ∈ [n] do
2: Sample a unitary Ui from Haar random unitary.
3: Apply Ui on ρi: ρi → ρ′

i = UiρU
†
i .

4: Measure ρ′
i in the computational basis. Obtain bi.

5: Define |vi⟩ := U†
i |bi⟩ .

6: Calculate the classical description of ρ̂i := (d+ 1)(|vi⟩ ⟨vi|)− Id.
7: for j ∈ [M ] do
8: for i ∈ [n] do
9: Compute oi

j := Tr(Oj ρ̂i).
10: ôj ← TruncatedMean({oi

j}n
i=1, 2γ). ▷ TruncatedMean(·) is defined in Algorithm 1.

return {ôj}M
j=1
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Fix j ∈ [M ]. Define the random variable

Xj := (d+ 1)⟨v|Oj |v⟩ − Tr[Oj ]
C ′h ∥Oj∥HS

,

where v ∼ D(ρ), and denote its mean by

µj := Ev∼D(ρ)[Xj ] =
(d+ 1)Ev∼D(ρ)[ ⟨v|Oj |v⟩ ]− Tr[Oj ]

C ′h∥O∥HS
= Tr[Ojρ]
C ′h∥O∥HS

.

Lemma 6.1 implies that for any h ≥ 2 the h-th central moment of Xj is bounded,

Ev∼D(ρ)
[
|Xj − µj |h

]
≤ 1

According to Lemma 6.8, for any random variable X ′
j whose distribution DX′

j
is a ξ-removing of D(ρ), where

0 < ξ < 1/2 is a constant, it holds that ηj :=
∣∣E[X ′

j

]
−E[Xj ]

∣∣ ≤ O(ξ1− 1
h ). Choose ξ = 4γ and h ≥ log(1/γ).

We have ∣∣E[X ′
j

]
− E[Xj ]

∣∣ ≤ O(γ).

Draw n independent samples v1, . . . , vn
iid∼ D(ρ), and define

Xj,i := (d+ 1)⟨vi|Oj |vi⟩ − Tr[Oj ]
C ′h ∥Oj∥HS

and Sj := {Xj,1, . . . , Xj,n}.

We can view the attack in which the adversary corrupts γ-fraction of ρ as corrupting γ-fraction of Sj .
Let Sγ

j be the γ-corruption of Sj , and S
ξ/2
j be the ξ/2-truncation of Sγ

j . By Lemma 6.7, if n ≥
O
( log(1/δ′)

(ξ−γ)2

)
= O

( log(1/δ′)
γ2

)
, Sξ/2

j has empirical mean TruncatedMean ({Xj,i}n
i=1, 2γ) (defined in Algorithm

1) that satisfies
|TruncatedMean ({Xj,i}n

i=1, 2γ)− µj | ≤ ηi = O(γ) (14)
with probability greater than 1− δ′.

By multiplying C ′h ∥Oj∥HS on both side of equation (14), we have

|ôj − Tr[Ojρ]| ≤ O (h ∥Oj∥HSγ) = O

(
∥Oj∥HSγ log( 1

γ
)
)
, (15)

where ôj := TruncatedMean ({(d+ 1)⟨vi|Oj |vi⟩ − Tr[Oj ]}n
i=1, 2γ).

As a result, for a fixed j ∈ [M ], it holds that

|ôj − Tr[Ojρ]| ≤ εj

with probability greater than 1− δ′, where εj :=
(
∥Oj∥HSγ log( 1

γ )
)

.
Choosing δ′ = δ/M , by union bound, we have that for all j ∈ [M ], the the estimation ôj has an additive

error smaller than ε := maxj εj = O(maxj ∥Oj∥HSγ log(1/γ)) with probability greater than 1 − δ, and the
sample complexity is n = O( 1

γ2 log( M
δ )) = O

(
maxj ∥Oj∥2

HS

ϵ2 log2 1
ε log( M

δ )
)

.

Definition 6.3 (Quantile). Let X be a random variable and q ∈ [0, 1]. We say t is the q -quantile of X if t
is the infimum over t ∈ R such that Pr[X ≤ t] ≥ q. Let S be a multiset. We say t is the q -quantile of S if t
is the q -quantile of the uniform distribution over S.
Definition 6.4 (Remove mass of a distribution). Let D be a distribution over R. Let W ⊆ R be a subset
of real number satisfying Prx∼D[x ∈W ] = ξ. Let D′ be a distribution over real number that is obtained by
sampling a value from D conditioned on the value is not in W , i.e.,

D′(x) :=
{ 1

1−ξD(x), if x /∈W ;
0, if x /∈W. (16)

We say D′ is ξ-removing from D.
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Definition 6.5 (Truncation of a distribution ). Let D be a distribution over real number. Let q1 and q2
be the ξ-quantile and 1 − ξ-quantile respectively. Let D′ be a distribution over real number obtained by
sampling from D conditioned on the value is in (q1, q2), i.e.,

D′(x) :=
{ 1

1−2ξD(x), if x ∈ (q1, q2);
0, otherwise . (17)

We say D′ is the ξ-truncation of D.
Definition 6.6 (Truncation of a multiset.). Let S be a multiset over real number. Let q1 and q2 be the
ξ-quantile and 1 − ξ-quantile of S respectively. Define S′ := {x : x ∈ S ∩ (q1, q2)}. We say S′ is the
ξ-truncation of S.
Lemma 6.7 (Robustness estimation (Proposition 1.18 of [DK23])). Let 0 < γ < ξ < 1/2. Let D be a
distribution with mean µ satisfying that for any D′ which is a 2ξ-removing of D, it holds that

∣∣Ex∼D[ x ] −
Ex∼D′ [ x ]

∣∣ ≤ η. Let S0 be a set of n independent samples from D and S be a γ-corruption of S0. Let Sξ be
the ξ-truncation of S, and let µ̂ be the mean of Sξ. If n ≥ log(1/δ)

(ξ−γ)2 , then |µ̂− µ| ≤ η with probability greater
than 1− δ.
Lemma 6.8 (Robustness of bounded hth central moment. ). Let X be a random variable with distribution
DX and mean µ. Let h ∈ N. If E

[
|X − µ|h

]
≤ 1, then for any random variable X ′ whose distribution DX′

is a ξ-removing of D where ξ < 1/2, it holds that
∣∣E[X ′]− E[X]

∣∣ ≤ O(ξ1− 1
h ).

Proof. Without loss of generality, we assume E[X ′] − E[X] ≥ 0. Because DX′ is a ξ-removing of DX , we
have

∣∣Pr[X ′ − µ ≥ t]− Pr[X − µ ≥ t]
∣∣ ≤ ξ for all t ∈ R. Hence, Pr[X ′ − µ ≥ t] ≤ Pr[X − µ ≥ t] + ξ.

Besides, it holds that Pr[X ′−µ ≥ t] ≤ 1
1−ξ Pr[X−µ ≥ t] for all t ∈ R. We have Pr[X ′−µ ≥ t] ≤ Pr[X−

µ ≥ t] + ξ
1−ξ Pr[X −µ ≥ t] = Pr[X − µ ≥ t] + Pr[X −µ ≥ t] for ξ < 1/2. By using the inequality for the hth

moment Pr[|X−µ| ≥ t] ≤ E[|X−µ]
th , when E

[
|X − µ|h

]
≤ 1, we have Pr[|X ′−µ| ≥ t] ≤ Pr[|X−µ| ≥ t]+1/th.

Therefore, Pr[X ′ − µ ≥ t] ≤ Pr[|X − µ| ≥ t] + min(ξ, 1/th).
Similarly, we have Pr[µ−X ′ ≥ t] ≥ Pr[µ−X ≥ t]− ξ. Also, the removal of the mass cannot be greater

than the original mass. It holds that Pr[µ−X ′ ≥ t] ≥ Pr[µ−X ≥ t]− 1/th.
Therefore, Pr[µ−X ′ ≥ t] ≥ Pr[µ−X ≥ t]−max(ξ, 1/th).
Now we are ready to upper bound the difference between E[X ′] and E[X ′]. Let p+ := Pr[X ′ ≥ µ] and

p− := Pr[X ′ ≤ µ]. We have

E[X ′]− E[X] = E[X ′]− µ
= E[X ′ − µ]
= p+E[X ′ − µ | X ′ − µ ≥ 0 ] + p−E[X ′ − µ | X ′ − µ ≥ 0 ]

= p+

∫ ∞

0
Pr[X ′ − µ ≥ t]dt− p−

∫ ∞

0
Pr[µ−X ′ ≥ t]dt

≤ p+

∫ ∞

0
Pr[X − µ ≥ t] + min{ξ, 1/th}dt

− p−

∫ ∞

0
Pr[µ−X ′ ≥ t]−max{ξ, 1/th}dt

=
∫ ∞

0
min{ξ, 1/th}dt

=
∫ ξ−1/h

0
ξdt+

∫ ∞

ξ−1/h

1/thdt

= ( h

h− 1)ξ1−1/h.
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7 Quantum state tomography
In this section, we show how to utilize the robust shadow tomography that we have designed in Section
6 to create a robust quantum state tomography. At a high level, we can reduce the problem of learning
a quantum state to the problem of finding (one) of the closest quantum states to the unknown state in a
covering set of quantum states. Let us start by constructing a covering set of quantum states of a given
rank.

Lemma 7.1. Let 1 ≤ r ≤ d be integers and ε > 0. There exists a set N of quantum states of rank at most
r such that:

• |N | ≤
(
1 + 4r

ε

)r ( 8
ε

)rd,
• for every quantum state ρ of rank r, there exists a quantum state σ ∈ N such that ∥ρ− σ∥Tr ≤ ε.

Proof. The set of pure states Sd,1 can be identified by the set Sd of unit vectors in Cd. Since we have that
N(Sd, ∥ · ∥2, ε/4) ≤ (8/ε)d [AS17, Lemma 5.3], we denote by N0 a set of pure states achieving this bound.
Then, we can construct the following set:

N =
{
ρ = 1∑r

i=1 λi

r∑
i=1

λi|ϕi⟩⟨ϕi| : ϕi ∈ N0, λi ∈
ε

4rZ ∩ [0, 1], 1− ε

4 ≤
r∑

i=1
λi ≤ 1

}
(18)

We have that |N | ≤
(
1 + 4r

ε

)r |N0|r =
(
1 + 4r

ε

)r ( 8
ε

)rd.
We claim that N is a covering set for the set of quantum states of rank r. To prove this, we take σ a

quantum state of rank r, it can be written as:

σ =
r∑

i=1
µi|ψi⟩⟨ψi|. (19)

Let λi ∈ ε
4rZ∩ [0, 1] such that 0 ≤ µi−λi ≤ ε

4r . This gives 1− ε
4 ≤

∑r
i=1 λi ≤ 1. Similarly, let ϕi ∈ N0 such

that ∥ϕi − ψi∥2 ≤ ε
4 . Construct ρ = 1∑r

i=1
λi

∑r
i=1 λi|ϕi⟩⟨ϕi| ∈ N . We have that

∥ρ− σ∥Tr =
∥∥∥∥∥ 1∑r

i=1 λi

r∑
i=1

λi|ϕi⟩⟨ϕi| −
r∑

i=1
µi|ψi⟩⟨ψi|

∥∥∥∥∥
Tr

(20)

≤

∥∥∥∥∥
r∑

i=1
λi|ϕi⟩⟨ϕi| −

r∑
i=1

µi|ψi⟩⟨ψi|

∥∥∥∥∥
Tr

+
∥∥∥∥∥ 1∑r

i=1 λi

r∑
i=1

λi|ϕi⟩⟨ϕi| −
r∑

i=1
λi|ϕi⟩⟨ϕi|

∥∥∥∥∥
Tr

(21)

≤

∥∥∥∥∥
r∑

i=1
λi|ϕi⟩⟨ϕi| −

r∑
i=1

µi|ϕi⟩⟨ϕi|

∥∥∥∥∥
Tr

+
∥∥∥∥∥

r∑
i=1

µi|ϕi⟩⟨ϕi| −
r∑

i=1
µi|ψi⟩⟨ψi|

∥∥∥∥∥
Tr

+ 1
2

∣∣∣∣∣1−
r∑

i=1
λi

∣∣∣∣∣ (22)

≤
r∑

i=1
|λi − µi|+

r∑
i=1

µi ∥|ϕi⟩⟨ϕi| − |ψi⟩⟨ψi|∥Tr + ε

8 (23)

≤
r∑

i=1
|λi − µi|+ 2

r∑
i=1

µi ∥ϕi − ψi∥2 + ε

8 (24)

≤
r∑

i=1

ε

4r + 2
r∑

i=1
µi
ε

4 + ε

8 < ε. (25)

Combining this covering result with the robust shadow tomography we can propose a robust state to-
mography algorithm.
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Theorem 7.2. Under γ-adversarial corruption, there exists an full state tomography algorithm that achieves
an error of ε = O(γ

√
r) in trace distance using n = Õ

(
dr2/ε2) = Õ

(
dr/γ2) samples.

Proof. We will use the covering construct in Lemma 7.1. Namely, we have an ε/5-covering set N of size
M = |N | ≤

(
1 + 20r

ε

)r ( 40
ε

)rd. We list the elements of this set as N = {ρi}i∈[M ]. For each i ̸= j, we
construct the Holevo–Helstrom observable Oi,j satisfying:

Tr(Oi,j(ρi − ρj)) = ∥ρi − ρj∥Tr. (26)

Since ρi has rank at most r, Oi,j has rank at most 2r thus ∥Oi,j∥HS ≤
√

2r.
Using our robust classical shadows of Theorem 1.4, we can approximate (Tr(Oi,jρ))i,j∈[M ] simultaneously

to within an error ε using a number of copies

n = O

(
maxi∈[M ] ∥Oi∥2

HS
ε2 log M

2

δ

)
= O

(
r2d log(40/ε) + r2 log(1 + 20r/ε) + r log(1/δ)

ε2

)
. (27)

Concretly, we obtain (Ei,j)i,j such that for all i, j ∈ [M ], we have |Tr(Oi,jρ)−Ei,j | ≤ ε/5. Our approximation
of the unknown quantum state is then given by [Yat85, BO21],

ρ̂ = ρl where l ∈ arg min
l∈[M ]

{
max
i∈[M ]

|Tr(Oi,lρl)− Ei,l|
}
. (28)

Since N is a covering, there exists ρk ∈ N such that ∥ρ− ρk∥Tr ≤ ε/5. We have that from (28):

|Tr(Ok,lρl)− Ek,l| ≤ max
i
|Tr(Oi,kρk)− Ei,k| ≤ ∥ρ− ρk∥Tr + ε/5 ≤ 2ε/5. (29)

We deduce that by the triangle inequality:

∥ρ̂− ρ∥Tr ≤ ∥ρl − ρk∥Tr + ∥ρk − ρ∥Tr (30)
≤ Tr(Ok,l(ρk − ρl)) + ε/5 (31)
= Ek,l − Tr(Ok,lρl) + Tr(Ok,lρk)− Ek,l + ε/5 (32)
≤ 2ε/5 + Tr(Ok,lρ)− Ek,l + 2ε/5 (33)
≤ ε. (34)
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