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• We present a large-scale, systematic evaluation of hybrid quantum-
classical (HQC) autoencoders for network intrusion detection systems
(NIDS), iterating over key design choices, including quantum layer
placement, measurement approach, variational and non-variational for-
mulations, latent-space regularization, and the anomaly detection mech-
anism.

• We conduct a comprehensive ablation study across architectural and
algorithmic dimensions. The study isolates two factors with consis-
tent impact: early placement of the quantum layer and the use of
reconstruction-error scores for anomaly detection.

• We find that unsupervised HQC models exhibit high sensitivity to ar-
chitectural choices. However, when carefully configured, they often
provide more stable and reliable detection on unseen attacks than both
their classical supervised and unsupervised counterparts.

• We show that under strict zero-day scenarios, optimized HQC models
demonstrate stronger generalization and lower performance variability
than both classical unsupervised and supervised models.

• We assess HQC robustness under simulated quantum hardware im-
perfections. Simulated gate noise causes measurable reductions in AU-
ROC, and the results define concrete requirements for noise-aware HQC
design.ar
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Abstract

Unsupervised anomaly-based intrusion detection requires models that can
generalize to attack patterns not observed during training. This work presents
the first large-scale evaluation of hybrid quantum-classical (HQC) autoen-
coders for this task. We construct a unified experimental framework that
iterates over key quantum design choices, including quantum-layer place-
ment, measurement approach, variational and non-variational formulations,
and latent-space regularization. Experiments across three benchmark NIDS
datasets show that HQC autoencoders can match or exceed classical perfor-
mance in their best configurations, although they exhibit higher sensitivity
to architectural decisions. Under zero-day evaluation, well-configured HQC
models provide stronger and more stable generalization than classical and
supervised baselines. Simulated gate-noise experiments reveal early perfor-
mance degradation, indicating the need for noise-aware HQC designs. These
results provide the first data-driven characterization of HQC autoencoder
behavior for network intrusion detection and outline key factors that govern
their practical viability. All experiment code and configurations are available
at https://github.com/arasyi/hqcae-network-intrusion-detection.
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1. Introduction

The growing interconnectivity of modern systems has led to a rapid in-
crease in network traffic, resulting in the emergence of more diverse and
difficult-to-predict cyberattacks. In this context, network intrusion detec-
tion systems (NIDS) are crucial as primary line of defense in many organi-
zations. Conventional NIDS generally still rely heavily on signature-based
methods. While these methods are effective in detecting known threats, they
are less capable of identifying novel or zero-day attacks (Guo, 2023; Sharma
and Chen, 2024). This limitation has led to the development of anomaly-
based detection approaches that study normal network behavior patterns and
flag significant deviations as potential intrusions (Alsoufi et al., 2021; Zachos
et al., 2021).

In recent years, deep learning has become a powerful tool for anomaly
detection, as it can automatically learn complex features without the need
for manual feature engineering (Vinayakumar et al., 2019). While early ap-
proaches often relied on recurrent neural networks (Yin et al., 2017), re-
cent developments explore more complex architectures such as Transformers
(Manocchio et al., 2024; Long et al., 2024; Chen et al., 2023) and graph neural
networks (Zhong et al., 2024; Lo et al., 2022; Sun et al., 2024). While these
models excel at capturing complex temporal and relational dependencies in
network data, their application often assumes the availability of labeled data.
In unsupervised anomaly detection scenario, the model can only learn from
normal data without any examples of attacks, and therefore generally requires
a different architecture than supervised methods. A well-known example is
the autoencoder (AE) architecture, which has been proven to be particularly
suitable for the task due to its unsupervised nature (Sakurada and Yairi,
2014; An and Cho, 2015). By learning to reconstruct normal data through
a compressed latent space, AE directly addresses the problem of identifying
anomalous samples via their high reconstruction error.

The basic autoencoder architecture has since inspired numerous varia-
tions. A notable extension is the variational autoencoder (VAE), which in-
troduces a probabilistic latent space, making it a powerful generative model
(Kingma and Welling, 2013). Further research has focused on improving
the robustness of autoencoders, particularly in scenarios where training data
may be contaminated with unlabeled anomalies, which is a very common
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challenge in the real-world (Bouman and Heskes, 2025; Neloy and Turgeon,
2024). Techniques such as adding regularization terms to the loss function
have been proposed to reduce the performance drop seen in these settings
(Nkashama et al., 2024; Yu et al., 2021). These methods have helped extend
the usefulness of classical autoencoders, but they also highlight their limits.
As a result, researchers have begun exploring models with greater flexibility
and representational capacity.

Currently, quantum computing has recently opened a promising direc-
tion for machine learning research (Biamonte et al., 2017). Although fault-
tolerant quantum computers remain a future prospect, the current generation
of noisy intermediate-scale quantum devices (NISQ) has motivated the de-
velopment of variational quantum algorithms (VQAs) and hybrid quantum-
classical models (HQC) (Preskill, 2018; Cerezo et al., 2021). These methods
combine classical and quantum computation, relying on classical processors
for most tasks while using quantum circuits for specific operations where they
may offer an advantage. A common approach involves embedding a param-
eterized quantum circuit (PQC) as a layer within a classical deep learning
network (Mitarai et al., 2018). The potential advantage of such a quantum
layer lies in its ability to navigate and process information in the exponen-
tially large Hilbert space of the quantum state, which potentially allows for
more expressive feature representations than those accessible to purely clas-
sical models (Havlíček et al., 2019; Schuld et al., 2021).

Building on these developments, several studies have explored quantum
techniques for NIDS. Existing work primarily follows two directions: native
quantum machine learning (QML) classifiers, which utilize fully quantum or
variational circuits for supervised intrusion detection (Gouveia and Correia,
2020; Abreu et al., 2024), and hybrid pipelines, that integrate classical au-
toencoders or feature extractors with quantum classifiers in supervised down-
stream stages (Hdaib et al., 2024). Although these approaches have shown
promising improvements in classification accuracy and model size, they rely
on labeled datasets and, as a result, have limited ability to detect novel or
zero-day attacks. To the best of our knowledge, no previous work has in-
vestigated HQC autoencoders for fully unsupervised NIDS, where the model
learns only from normal traffic patterns without labeled anomalies.

Beyond this methodological gap, the broader HQC literature remains
largely at a proof-of-concept stage (Gouveia and Correia, 2020). Prior stud-
ies typically evaluate a single architecture on small or synthetic datasets
(Sakhnenko et al., 2022; Hdaib et al., 2024), leaving open questions about
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how architectural and algorithmic design choices influence performance. The
HQC autoencoder design space is inherently large, encompassing the selec-
tion of (1) the classical backbone, (2) the structure and placement of quantum
layers, (3) the method of encoding classical data into quantum states (which
is known to be a crucial factor in expressivity (Schuld et al., 2021; LaRose
and Coyle, 2020)), and (4) the scheme used to measure quantum output.
Yet, no systematic analysis of the interaction of these factors or of which
configurations produce robust and reliable performance exist.

To address this gap, we conduct a comprehensive evaluation of HQC
autoencoders for unsupervised NIDS. Our unified framework explores key
quantum design choices and compares HQC and classical models across
three widely used benchmark datasets (UNSW-NB15, NSL-KDD, and CIC-
IDS2017) which cover a broad range of network traffic characteristics and
threat types (Moustafa and Slay, 2015; Tavallaee et al., 2009; Sharafaldin
et al., 2018). Our analysis reveals two key findings: (i) unsupervised HQC
models show notably higher performance variance across architectural config-
urations, which indicates strong sensitivity to quantum-layer placement and
measurement strategy; and (ii) well-configured HQC models deliver more
stable and reliable detection on unseen attack types compared to both their
classical supervised and unsupervised model counterpart.

Building on these insights, our main contributions are as follows:

1. We establish a large-scale benchmark for HQC autoencoders in unsu-
pervised NIDS. The benchmark study exposes clear dependencies on
architectural design choices and dataset characteristics.

2. We conduct a comprehensive ablation study across architectural and
algorithmic dimensions. The study isolates two factors with consis-
tent impact: early placement of the quantum layer and the use of
reconstruction-error scores for anomaly detection.

3. We show that under strict zero-day scenarios, HQC models demonstrate
stronger generalization and lower performance variability than both
classical unsupervised and supervised models.

4. We assess HQC robustness under simulated quantum hardware im-
perfections. Simulated gate noise causes measurable reductions in AU-
ROC, and the results define concrete requirements for noise-aware HQC
design.

The rest of this paper is organized as follows. Section 2 presents the
relevant background on autoencoders and HQC models, reviews related lit-
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erature, and positions our work. Section 3 describes our methodology. In
Section 4, we present and discuss our findings. Finally, Section 5 concludes
the paper with a summary and directions for future work.

2. Background and Related Work

In this section, we review the basic of AE architectures for anomaly-based
NIDS and then survey the relevant classical and quantum literatures. We
discuss the positioning of our work by identifying gaps in the comparative
analysis of HQC architectures.

2.1. Classical Autoencoders for Unsupervised Anomaly Detection
The application of machine learning to NIDS has become a fairly well-

established field. In particular, recent advances in deep learning have proven
capable of reducing the reliance on manual feature engineering that charac-
terized previous generation approaches (Asharf et al., 2020; Wu et al., 2024;
Al Siam et al., 2025). Among these models, we focus on AEs, primarily due
to their ability to learn representations of normal data without the need for
labeled anomaly examples (Sakurada and Yairi, 2014; An and Cho, 2015).

An AE is a neural network with two components: an encoder and a
decoder. The encoder, E, maps an input x ∈ Rd to a lower-dimensional
latent representation z = E(x), where z ∈ Rk and k < d. The decoder, D,
then attempts to reconstruct the original input, producing x̂ = D(z). The
model is trained by minimizing the reconstruction error, typically the mean
squared error (MSE), between the input and its reconstruction:

Lrecon = ||x− x̂||2 = ||x−D(E(x))||2. (1)

When trained solely on normal samples, AE learns a compressed represen-
tation of the normal data distribution. Anomalous samples with patterns
different from the training data tend to be difficult to reconstruct well, re-
sulting in higher reconstruction errors. This error value can then be used as
an anomaly score and informs detection decisions (Sakurada and Yairi, 2014;
An and Cho, 2015).

A notable AE variant is the VAE, which adopts a probabilistic approach
(Kingma and Welling, 2013). The encoder in a VAE no longer generates a
single latent point but instead learns the parameters of a probability distri-
bution, usually a Gaussian distribution, and the latent vector z is sampled
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from that distribution. The VAE objective function consists of two parts,
namely a reconstruction term and a Kullback-Leibler (KL) divergence term,
which acts as a regularization term for the latent space:

LKL = DKL(q(z|x)||p(z)), (2)
LVAE = Lrecon + β · LKL. (3)

Here, the hyperparameter β controls the balance between the reconstruction
fidelity and the level of regularization imposed on the latent space. In this
way, the VAE not only reconstructs the data but also forms a more regular
latent structure.

A practical challenge for anomaly detection models is training data con-
tamination by unlabeled anomalies. This can occur due to mislabeling recorded
in various benchmark datasets (Liu et al., 2022; Pinto et al., 2025), or due
to the highly heterogeneous nature of network traffic within classes consid-
ered benign (Guerra et al., 2022). If this contamination is large enough,
the autoencoder can inadvertently learn to reconstruct malicious samples as
if they are part of a normal pattern, and detection performance degrades
significantly.

To improve resilience to this type of contamination, several recent works
have proposed regularization techniques for the latent space (Yu et al., 2021;
Nkashama et al., 2024). Our study incorporates a recent method by Nkashama
et al. (2024), which introduces a latent space regularization term to the loss
function. This approach introduces a learnable centroid parameter, µc, to
the latent space, and then penalizes the distance between the latent repre-
sentation of each training sample and the centroid:

Lreg = ||z− µc||2. (4)

The idea behind this technique is to direct the representations of normal data
to form tighter cluster. When the cluster becomes more compact, anomalous
samples tend to fall farther from the center, which makes them easier to
detect even when the training data is slightly contaminated.

2.2. Hybrid Quantum-Classical Models for NIDS
QML is an emerging field that seeks to apply quantum mechanical prin-

ciples, such as superposition and entanglement, to computational problems.
The leading paradigm for near-term devices is the VQA, which uses a classi-
cal optimizer to tune the parameters of a PQC within a hybrid loop (Cerezo
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et al., 2021). This structure allows the PQC to be integrated as a layer within
an artificial neural network, where its parameters are updated through a
backpropagation process (Mitarai et al., 2018). The underlying motivation
is the hypothesis that quantum layers exploit the exponentially large em-
bedding of Hilbert spaces, enabling the modeling of correlations that remain
difficult for equivalently sized classical architectures (Schuld et al., 2021; Jerbi
et al., 2023). However, training is non-trivial and can be hampered by issues
such as barren plateaus (Larocca et al., 2025). Furthermore, near-term quan-
tum devices are susceptible to environmental noise and other open-system
effects, which introduce errors into computation and can impact model per-
formance.

The application of QML to cybersecurity is a rapidly developing field.
Early research demonstrates feasibility with algorithms such as quantum sup-
port vector machines (Gouveia and Correia, 2020). More recent research has
shifted toward HQC deep learning models, including hybrid autoencoders for
anomaly detection across various domains (Sakhnenko et al., 2022; Ngairang-
bam et al., 2022; Frehner and Stockinger, 2025). As summarized in Table 1,
quantum-based NIDS research has largely explored (i) supervised QML clas-
sifiers (Gouveia and Correia, 2020; Abreu et al., 2024) or (ii) hybrid pipelines
that pair quantum autoencoders with downstream quantum classifiers (Hdaib
et al., 2024).

In an unsupervised NIDS setting, a systematic and large-scale benchmark
comparing different HQC autoencoder designs to equivalently-complex clas-
sical models is notably missing. Furthermore, the impact of fundamental
architectural choices, such as quantum layer placement and measurement
methods, on performance and generalization has not been systematically in-
vestigated. The practical implications of hardware noise on the performance
of HQC autoencoders for NIDS are also still largely unquantified. Conse-
quently, there is a lack of evidence-based guidance for practitioners looking
to construct and deploy these models.

Table 1: Comparison of recent works on QML for NIDS.
Reference Method Learning Paradigm Key Contribution / Finding

Gouveia and Correia (2020) Quantum SVM Supervised Proof-of-concept for quantum-enhanced NIDS.
Hdaib et al. (2024) HQC-AE + Q-Classifier Hybrid Explored combining QAE with downstream quantum models.
Abreu et al. (2024) QML Classifiers Supervised Showed QML outperforming classical ML on NIDS datasets.

This Work Classical & HQC AEs
Unsupervised
(with supervised reference)

Systematic benchmark of HQC autoencoders for unsupervised NIDS,
analyzing architectural factors, zero-day generalization, and noise sensitivity.
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3. Methodology

In this section, we present the methodological framework we use to evalu-
ate the proposed HQC autoencoder for NIDS. We describe the dataset selec-
tion and preprocessing steps, the model architecture, and the training config-
uration, followed by the anomaly detection mechanisms and the supervised
baselines. We conclude with the experimental protocol, evaluation metrics,
and hardware noise simulation, ensuring a systematic and reproducibility of
the proposed approach.

3.1. Datasets and Preprocessing
To ensure the generality of our findings, we conduct experiments on three

widely recognized NIDS datasets, each presenting distinct traffic character-
istics and attack scenarios.

• UNSW-NB15: A contemporary dataset generated from a commer-
cial network testbed, encompassing a mixture of normal activities and
nine modern attack types. It is valued for its realism and complexity
(Moustafa and Slay, 2015).

• NSL-KDD: An improved version of the seminal KDD’99 dataset,
which addresses several of its inherent statistical issues. It remains a
standard benchmark for comparing NIDS performance (Tavallaee et al.,
2009).

• CIC-IDS2017: A comprehensive dataset containing up-to-date be-
nign traffic and a variety of common attacks, such as Brute Force,
DoS, and Web Attacks, captured over a five-day period (Sharafaldin
et al., 2018).

A standardized preprocessing pipeline is applied to all datasets. Categor-
ical features are encoded using one-hot encoding. All numerical features are
subsequently scaled to have zero mean and unit variance fitted only on the
training data. For UNSW-NB15 and NSL-KDD, the provided train/test split
is used. For CIC-IDS2017, which does not provide an official train/test split,
we first excluded the Monday capture, as it contains only benign traffic and
would otherwise dominate the dataset without contributing attack diversity.
From the remaining four days (Tuesday–Friday), we randomly sampled 5%
of the combined traffic as the training set and used the remaining 95% for
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testing. As in the other datasets, only samples labeled as normal within the
training portion are used to train the unsupervised autoencoders, following
standard practice for anomaly detection.

3.2. A Unified Autoencoder Framework
Our investigation focuses on four principal autoencoder architectures sum-

marized in Fig. 1. All four are housed within a unified framework that en-
compasses both classical and HQC variants in a consistent design. In general,
the encoder compresses an input x into a latent representation z. In AE, z
is deterministic, while in VAE, it is probabilistic. To achieve an HQC equiv-
alent, we insert an optional quantum layer (QLayer) within this pipeline, so
that each classical architecture has a comparable hybrid version.

We consider two QLayer placements. In the Early configuration, the
QLayer operates on a classically transformed version of the input before
significant dimensionality reduction takes place. In the Late configuration,
the QLayer operates on an intermediate representation that is already lower-
dimensional and closer to the latent space. After this mapping phase, the
decoder reconstructs the output x̂ from z, and completes the autoencoding
process. In this way, the main differences between the architectures lie in the
presence of the QLayer and its insertion position, while the basic encoder-
decoder flow remains similar.

Although the layer structures differ, the learning objectives of the four
architectures can be summarized in a single unified loss function. The to-
tal objective, Ltotal, is expressed as the weighted sum of three components,
namely

Ltotal = Lrecon + β · LKL + α · Lreg. (5)

The first component, Lrecon, represents the mean squared error between the
input x and its reconstruction x̂ as defined in Eq. (1). This term serves
as the basic objective for all autoencoders in our framework. The second
component, LKL, represents the KL divergence between the learned latent
distribution and a standard normal prior, as defined in in Eq. (2). The hyper-
parameter β governs how strongly this probabilistic regularization is applied.
When β is zero, the model reduces back to a regular autoencoder, while for
β greater than zero, the model behaves as a variational autoencoder. The
third and final component, Lreg, is a latent regularization loss that penalizes
the squared Euclidean distance between the latent representation z and a
learnable centroid µc, as defined in Eq. 4 and proposed by Nkashama et al.
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(2024). The hyperparameter α determines whether this latent regularization
is activated and how strong its effect is. By manipulating α and β, we can
instantiate four primary model types: a standard AE (α = 0, β = 0), a VAE
(α = 0, β > 0), an AE with latent regularization (α > 0, β = 0), and a VAE
with latent regularization (α > 0, β > 0). This unified definition facilitates
systematic comparisons across architectures in our study.

Figure 1: Unified HQC autoencoder architecture showing QLayer placement, internals,
and anomaly detection mechanisms.

3.3. Hybrid Quantum-Classical Architecture Design
As illustrated in Fig. 1, the HQC configurations integrate a PQC denoted

by the QLayer, within the encoder. The figure also outlines the internal
steps of the QLayer: data encoding, variational processing, and measurement.
The design of the encoding and measurement stages is especially important.
For the encoding, we investigate two options depending on the QLayer’s
placement within the encoder.

1. Early-Stage Quantum Layer. Here, the QLayer is placed close to
the encoder input. A classical layer first projects the input data to a
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dimension of 2N , whereN is the number of qubits, making it suitable for
amplitude embedding. The resulting vector x is then encoded into the
amplitude of the multi-qubit state |ψ⟩ =

∑2N−1
i=0 xi|i⟩. This approach

is efficient for encoding high-dimensional data, as 2N features can be
represented using only N qubits (Schuld et al., 2020, 2021).

2. Late-Stage Quantum Layer. In this setting, the QLayer is placed
deeper within the encoder. Several classical layers process the input
first. The output is then projected to an N -dimensional vector and
encoded through angle embedding, where each feature drives a single-
qubit rotation. This results in a more compact and hardware-efficient
representation, suitable for near-term quantum devices (Mitarai et al.,
2018).

The two strategies differ in both expressiveness and feasibility. Ampli-
tude embedding provides higher information density but requires deeper cir-
cuits to prepare arbitrary states (Shende et al., 2006; Mottonen et al., 2004).
Angle embedding, while less expressive, tends to produce much shallower
circuits and is therefore often considered more suitable for current devices
(Havlíček et al., 2019). Our experiments therefore compare these approaches
to understand the trade-off between representational power and practical
implementation on NISQ hardware.

Following the data encoding step, the quantum state evolves through a
variational ansatz. We adopt a hardware-efficient ansatz with full entangling
layers, known for its high expressivity and ability to generate strong entan-
glement between qubits (Schuld et al., 2020). The trainable parameters of
this ansatz are optimized along with the classical network weights through
backpropagation. To return to the classical domain, the final quantum state
|ψf⟩ is measured using one of two readout schemes:

1. Expectation Value Measurement. Here, we compute the expecta-
tion value of the Pauli-Z observable σz,i for each qubit i,

⟨σz,i⟩ = Tr(σz,i|ψf⟩⟨ψf |), (6)

where |ψf⟩ denotes the final quantum state vector, ⟨ψf | its conjugate
transpose, and Tr the trace operation. This process yields a compact,
N -dimensional real-valued feature vector.

2. Probability Measurement. The final quantum state |ψf⟩ is mea-
sured in the computational basis {|0⟩, |1⟩}⊗N . This measurement yields
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a 2N -dimensional probability distribution P (j) over all basis states |j⟩.
The probabilities are given by

P (j) = |⟨j|ψf⟩|2. (7)

This distribution provides a richer description of the final quantum
state, but comes at a higher computational cost because the number of
probability components grows exponentially with the number of qubits.

3.4. Anomaly Detection Mechanisms
Once an autoencoder model is trained on normal data, we employ two

distinct mechanisms to classify the new, unseen samples.

1. Reconstruction Error Thresholding: This is the most direct method
for anomaly detection with autoencoders. For each sample in the test
set, we compute its reconstruction error. A detection threshold, τ , is
established by calculating the 95th percentile of the reconstruction er-
rors observed on the normal training data. A test sample is classified
as an anomaly if its reconstruction error exceeds this threshold τ .

2. Downstream Detector on Latent Space: The trained encoder is
used as a feature extractor that transforms the high-dimensional input
data into its compact latent representation. A separate, unsupervised
anomaly detection algorithm, namely the the isolation forest (Liu et al.,
2008), is then trained exclusively on the latent representations of the
normal training data. This trained model is subsequently used to clas-
sify the latent representations of the test data as either normal (inlier)
or anomaly (outlier).

3.5. Supervised Baseline Configuration
To establish comparative baselines on detection performance, a supervised

model is developed using the encoder component of the classical autoen-
coder architecture. A single dense output neuron with a sigmoid activation
function is appended to produce a probabilistic binary classification output,
corresponding to the likelihood of a network flow instance being anomalous
or benign. The model parameters are optimized using binary cross-entropy
loss and the Adam optimizer under identical preprocessing and normalization
settings as the unsupervised autoencoder.

We evaluate two supervised training setups. In the fully supervised con-
figuration, the model is trained on all available attack classes. This setting
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serves as a reference for upper bound performance given complete label infor-
mation. The second setup is the leave-one-attack-out (LOAO) configuration,
where a single attack type is iteratively removed from the training set and
used exclusively for testing. This simulates a zero-day detection scenario and
measures how well the model handles previously unseen attacks.

These supervised baselines enable direct comparison between discrimina-
tive learning and the reconstruction-based anomaly detection mechanisms of
both classical and HQC autoencoders. Moreover, the inclusion of both the
fully supervised and LOAO configurations provides complementary insight
into the performance–robustness trade-off central to this study.

To ensure a fair comparison with supervised approaches, each LOAO
experiment is evaluated only on samples containing normal traffic and the
excluded attack category. This subset-based evaluation isolates the model’s
ability to detect previously unseen attacks which removes the influence of
classes encountered during training. For consistency, the unsupervised au-
toencoders are evaluated under the same per-attack splitting scheme, and
the reported AUROC represents the mean across all held-out attack itera-
tions. The fully supervised configuration remained evaluated on the full test
set, as it represents an upper-bound reference. When comparing the classical
and HQC autoencoders, however, we used the standard full test partitions
to maintain consistency with prior unsupervised anomaly detection studies
and to directly assess robustness across configurations.

3.6. Experimental Setup and Evaluation
We repeat each experiment 5 times with different random seeds. All

models are implemented using JAX (Bradbury et al., 2018) and PennyLane
(Bergholm et al., 2018) and trained using the Adam optimizer (Kingma and
Ba, 2014) with a learning rate of 10−3 and a batch size of 256. Early stopping
based on validation loss is employed to prevent overfitting. To ensure fair
comparison, all supervised and unsupervised models share identical prepro-
cessing, optimization settings, and evaluation metrics.

Performance is primarily evaluated using the AUROC. Results are re-
ported as the mean and standard deviation across the 5 runs. To assess the
statistical significance of performance differences between configurations, we
employ paired t-tests with a significance level of 0.01.
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3.7. Hardware Noise Simulation
To assess the practical viability of HQC models, we conduct a noise simu-

lation study on the best-performing HQC architecture for the UNSW-NB15
dataset. We model the effect of coherent gate errors by applying a random
RX(ϵ) rotation after each gate in the variational circuit. The error term ϵ is
drawn from a Gaussian distribution N (0, σ2), where the standard deviation
σ represents the noise level. This simulates a general-purpose error that in-
troduces random rotations around the X-axis of the Bloch sphere, affecting
both the amplitude and phase of the quantum state. We test performance
at noise levels of σ ∈ [0.0, 0.01, 0.03, 0.1, 0.3, 1.0].

This over-rotation model captures coherent errors observed on real quan-
tum processors and allows direct mapping between σ and average gate infi-
delity. For single-qubit gates, the average fidelity is Favg(σ) = (2 + e−σ2/2)/3
(Nielsen, 2002), yielding infidelity r(σ) = (1 − e−σ2/2)/3. Values of σ be-
tween 0.07 and 0.09 correspond to typical single-qubit error rates (r∼10−3,
or 0.1%) reported for IBM’s superconducting hardware (AbuGhanem, 2025),
while σ = 0.01 corresponds to a near-future logical-qubit regime with r∼10−5

(Smith et al., 2025). Thus, the chosen noise levels span the transition from
present-day physical qubits to idealized logical-qubit performance.

3.8. Reproducibility
To ensure the reproducibility of our results and to facilitate future re-

search, the source code and experimental configurations used in this study
are publicly available at https://github.com/arasyi/hqcae-network-intrusion-
detection.

4. Results and Discussion

In this section, we present the empirical evaluation of the HQC autoen-
coder framework. First, we compare the performance of the highest-achieving
HQC and classical AE models and assess the sensitivity of each model family
to its architectural configuration. Second, we compare the unsupervised AE
models against supervised baselines, utilizing an LOAO protocol to assess
performance in a simulated zero-day attack scenario. Third, we analyze the
impact of core design choices within the autoencoder architecture on model
performance. Finally, we assess the robustness of the HQC models to simu-
lated hardware noise to determine their potential for practical deployment.
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4.1. Performance Comparison and Sensitivity to Architectural Configuration
Our initial analysis compares the best-performing configurations from

the classical and HQC model families. Table 2 reports the results, and the
corresponding settings for each model are shown in Table 3.

The strongest HQC configurations achieve a mean AUROC of 0.9009 on
UNSW-NB15 and 0.9611 on NSL-KDD. Although both values are higher than
those of the classical baseline, the differences are not statistically significant
(p = 0.057 and p = 0.618). On CIC-IDS2017, however, the classical model
achieves a higher AUROC and the difference is found to be significant (p <
0.01). These results suggest that HQC models can match or surpass classical
models, but their advantage is not consistent across datasets.

Next, we take a look at performance stability across different architectural
choices. A key distinction is revealed by analyzing the full distribution of
AUROC scores for all tested configurations, as visualized in Fig. 2. Notably,
the classical models display a narrower range and a slightly higher median,
which indicates lower sensitivity to architectural variations.

Observation 1. HQC models show substantially higher variance across ar-
chitectural configurations, which reflects strong sensitivity to quantum-layer
placement and measurement strategy.

Table 2: Comparison of the best Classical and HQC models per dataset by mean AUROC
(five runs).

Metric UNSW-NB15 NSL-KDD CIC-IDS2017

Classical AUROC 0.8976 ± 0.0025† 0.9595 ± 0.0036† 0.9424 ± 0.0017†

HQC AUROC 0.9009 ± 0.0029 0.9611 ± 0.0044 0.9361 ± 0.0039
∆AUROC +0.0032 (+0.36%) +0.0017 (+0.17%) -0.0063 (-0.67%)
99% CI [-0.0089, 0.0024] [-0.0158, 0.0125] [0.0004, 0.0123]
p-value 0.0566 0.6183 0.0080
dz +1.1881 +0.2412 -2.1940
Significance × × ✓

4.2. Comparison to Supervised Baselines
To contextualize the performance of the unsupervised models, we compare

them against a supervised baseline under two evaluation protocols: (i) a full
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Table 3: Configurations for the best classical and HQC models reported in Table 2.

Dataset Model Family Top Architecture Configuration

UNSW-NB15
Classical Classical AE (Recon. Error)
HQC HQCAE-Early-ExpVal (Latent Reg., Recon. Error)

NSL-KDD
Classical Classical AE (Recon. Error)
HQC HQCAE-Early-Probs (Latent Reg., Recon. Error)

CIC-IDS2017
Classical Classical AE (Recon. Error)
HQC HQCAE-Early-ExpVal (No Latent Reg., Recon. Error)

UNSW-NB15 NSL-KDD CIC-IDS2017
Dataset

0.6

0.7

0.8

0.9

AU
RO

C

Classical
HQC

Figure 2: Violin and swarm plots of AUROC distributions for all classical and HQC
configurations across the three datasets.
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test set configuration, representing ideal conditions where all attack types are
known during training, and (ii) an LOAO protocol that simulates zero-day
scenarios by withholding one attack class at a time for testing. The results
are summarized in Table 4.

Under the full test setting, the supervised classifier achieves the highest
mean AUROC on UNSW-NB15 (0.9717) and CIC-IDS2017 (0.9991), estab-
lishing an an empirical upper-bound reference when all threats are known in
advance. However, its performance on NSL-KDD (0.8828) is notably lower,
where both unsupervised models outperform it, indicating that even under
complete data conditions, generalization is dataset dependent. Between the
unsupervised models, the HQC autoencoder slightly outperforms the clas-
sical AE on UNSW-NB15 and NSL-KDD, while the classical AE remains
marginally stronger on CIC-IDS2017.

The LOAO protocol is then employed to evaluate model performance
against previously unseen threats to simulate zero-day attack scenarios. As
can be seen in Table 4, the supervised models show a drastic decrease in
performance, together with large standard deviations, e.g., 0.7596±0.2706 on
NSL-KDD. This variance, illustrated by the wide data distribution in Fig. 3,
indicates that the model’s ability to detect novel threats is highly dependent
on the characteristics of the unseen attack. This finding underscores the
critical need for robust unsupervised methods for detecting novel intrusions.

In this realistic zero-day context, an analysis of performance variance
across the held-out attack classes reveals key differences in model reliabil-
ity. Both unsupervised models show substantially lower variance in AUROC
scores compared to the supervised model. Interestingly, a direct compari-
son between the unsupervised approaches demonstrates that HQC models
achieve higher average AUROC with lower variance than the classical ones.
This finding contrasts with the results reported in Section 4.1, where HQC
models are found to be more sensitive to architectural configuration as indi-
cated by higher variance across configuration. On all three datasets, HQC
models maintain consistently tighter AUROC distributions than their clas-
sical counterparts (see Fig. 3). For instance, on UNSW-NB15, the AUROC
standard deviation for the HQC model is 0.1406, compared to 0.1645 for the
classical model.

Observation 2. While HQC models are more sensitive to architectural choices
during design, a well-configured HQC variant delivers more stable and reli-
able detection on unseen attack types compared to both classical supervised
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and unsupervised model counterparts.

Table 4: AUROC comparison of supervised baselines and unsupervised autoencoders
across datasets under full test and LOAO protocols.
Protocol Model UNSW-NB15 NSL-KDD CIC-IDS2017

Full Test Set
(All Attacks)

Supervised (Classical) 0.9717 ± 0.0007† 0.8828 ± 0.0101 0.9991 ± 0.0003†

Unsupervised (Classical) 0.8976 ± 0.0025 0.9595 ± 0.0036† 0.9424 ± 0.0017
Unsupervised (HQC) 0.9009 ± 0.0029 0.9611 ± 0.0044 0.9361 ± 0.0039

LOAO
Supervised (Classical) 0.9346 ± 0.0665† 0.7596 ± 0.2706 0.8499 ± 0.1935
Unsupervised (Classical) 0.8326 ± 0.1645 0.9448 ± 0.0470 0.8462 ± 0.1383
Unsupervised (HQC) 0.8449 ± 0.1406 0.9486 ± 0.0424† 0.8488 ± 0.1321†

Table 5: Statistical analysis of HQC autoencoder design factors.
Factor Conditions AUROC (µ± σ) ∆ (1st−2nd) 99% CI p dz Sig.

Detection Mechanism Recon. Error Thresholding
Downstream Model (IF)

0.9043± 0.0576
0.8283± 0.0954

0.0759 [0.0647, 0.0872] 0.0000 1.1314 ✓

Variational Objective Standard AE
VAE

0.8773± 0.0839
0.8552± 0.0895

0.0221 [0.0145, 0.0298] 0.0000 0.4843 ✓

Latent Regularization Without Regularization
With Regularization

0.8685± 0.0853
0.8640± 0.0895

0.0045 [-0.0017, 0.0107] 0.0605 0.1217 ×

QLayer Placement Early Stage
Late Stage

0.8730± 0.0856
0.8596± 0.0888

0.0133 [0.0069, 0.0198] 0.0000 0.3450 ✓

QLayer Measurement Expectation Value
Probabilities

0.8658± 0.0888
0.8668± 0.0861

-0.0010 [-0.0075, 0.0055] 0.6971 -0.0252 ×

4.3. Analysis of Autoencoder Design Choices
The preceding analysis shows that the performance and reliability of HQC

models are strongly influenced by architectural configuration. To better un-
derstand these dependencies, this section examines how key design factors,
such as quantum-layer placement and measurement scheme, affect model
performance. Statistical comparisons using paired t-tests are conducted all
HQC configurations to evaluate the impact of each factor on mean AUROC,
as summarized in Table 5. To assess whether the observed differences are
meaningful, we performed paired t-tests on run-level AUROC across five
matched runs, using p < 0.01 as the threshold for significance.

4.3.1. Anomaly Detection Mechanism
Within HQC configurations, using the reconstruction error directly as

the anomaly score produces significantly larger mean AUROC than apply-
ing an isolation forest to the latent space. This trend mirrors the behavior

18



UNSW-NB15 NSL-KDD CIC-IDS2017
Dataset

0.0

0.2

0.4

0.6

0.8

1.0

AU
RO

C

Unsupervised (Classical)
Unsupervised (HQC)
Supervised (Classical)

Figure 3: Violin and swarm plots of AUROC for models under the LOAO protocol.

(a) AE Latent Space (b) VAE Latent Space

Figure 4: UMAP visualization of an autoencoder’s latent space on the NSL-KDD test set.
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of classical autoencoders and reflects the close alignment between the train-
ing objective, namely minimization of reconstruction loss, and the detection
metric. Although not a quantum-specific effect, this result confirms that the
introduction of quantum layers does not alter this fundamental relationship.

4.3.2. Observed Effect of the Variational Objective
Incorporating a variational objective in the form of a KL-divergence reg-

ularization term (β > 0 in Eq. 5) is associated with a statistically significant
reduction in mean performance as shown in Table 5. UMAP (McInnes et al.,
2018) visualizations, shown in Fig. 4, indicate that the latent representations
learned under the variational constraint tend to form less separable clusters
than those of standard HQC autoencoders. While this suggests that strong
regularization may limit discriminative capacity in this specific anomaly de-
tection setting, further investigation is needed to determine whether this
behavior generalizes across datasets or VAE formulations.

4.3.3. Efficacy of Latent Space Regularization
Latent regularization (Nkashama et al., 2024) showed no statistically sig-

nificant effect on mean AUROC across HQC. While some top-performing
HQC architectures employed this regularization as shown in Table 3, its im-
pact is inconsistent across datasets.

4.3.4. HQC Layer Architecture.
The design of the HQC layer, especially its position within the encoder,

has a strong influence on model performance.
Statistical analysis indicates that placing the quantum layer early in the

encoder yields significantly better results than a late-stage placement as
shown in Table 5. The early-stage configuration processes higher-dimensional
inputs through amplitude embedding, allowing the PQC to operate on richer
feature representations before information is lost through classical dimen-
sionality reduction. This likely allows the model to capture more complex
data correlations that are harder to recover once the representation has been
reduced.

Although the measurement scheme does not show a statistically signif-
icant effect (p = 0.697), we observe a nominal crossover trend when it is
considered together with the quantum layer placement. The probability
readout yields a slightly higher mean AUROC for early-stage integration
(0.8750±0.0804), which is consistent with the idea that its high-dimensional
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feature output can exploit structure present in the raw input space. Con-
versely, the expectation value readout performs nominally better when the
quantum layer is placed later in the encoder (0.8607 ± 0.0869), suggesting
its compact feature acts more effectively as a bottleneck once classical fea-
tures have already been compressed. Given the large standard deviations
(σ ≈ 0.09), this pattern must be viewed as a preliminary trend and broader
experiments are needed to confirm its generalization across architectures.

Table 6: Mean AUROC for combinations of quantum-layer placement and measurement
scheme

Placement Expectation Value Probabilities

Early 0.8709 ± 0.0911 0.8750 ± 0.0804
Late 0.8607 ± 0.0869 0.8586 ± 0.0913

4.4. Impact of Simulated Hardware Noise on HQC Performance
We examine the top-performing configuration under simulated coherent

gate errors in order to determine the HQC models’ practicality for deploy-
ment on near-term quantum hardware. The results, shown in Fig. 5, quantify
the challenge posed by hardware noise. At a very low noise level of σ = 0.01
(corresponding to a per-gate infidelity of about 1.7×10−5, well below current
hardware capabilities), the model’s AUROC drops by 2.68%, already falling
below the performance of the best classical model. Performance continues
to degrade as noise increases. This degradation highlights the importance of
quantum error mitigation and noise-aware algorithm design for transitioning
HQC models from simulation to practical deployment (Cai et al., 2023; Quek
et al., 2024).

5. Conclusion and Future Work

This study presents a systematic and large-scale evaluation of unsuper-
vised autoencoders (classical and HQC) alongside supervised baselines for
network intrusion detection. To our knowledge, it offers the first quantita-
tive characterization of HQC autoencoder behavior for NIDS and provides
data-driven evidence on how architectural and hardware factors may shape
performance in quantum-enhanced network defense systems.
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Figure 5: Impact of simulated coherent gate error on AUROC for the best HQC model on
UNSW-NB15.
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Our results indicate that classical AEs tend to show less variation in
performance across architectural configurations. HQC models behave dif-
ferently. When evaluated in their best-performing configurations under the
LOAO protocol, they achieve higher mean AUROC and lower variability
across held-out attack classes. This suggests that HQC models may general-
ize more effectively to unseen attacks than both classical unsupervised and
supervised approaches on the benchmark datasets.

At the same time, the experiments reveal a trade-off. HQC performance
depends heavily to architectural choices and require careful tuning. In favor-
able configurations, however, they appear more stable and reliable against
novel threats. Simulated gate noise experiments further indicate that HQC
performance can decline significantly even at relatively low noise levels, un-
derscoring the importance of noise-aware training and error mitigation strate-
gies for any realistic near-term deployment.

Future research can extend this work along several technically grounded
directions. One natural step is to execute the identified HQC architectures
on NISQ hardware in combination with quantum error mitigation strate-
gies (Cai et al., 2023), which would allow empirical testing of the simulated
relationship between noise and performance. Another direction is the devel-
opment of noise resilient HQC architectures that are co-designed with the
target hardware and that make explicit use of device specific constraints
(Quek et al., 2024), with the aim of further stabilizing model variance. It
may also be beneficial to explore advanced quantum ansatzes, for example
quantum convolutional neural networks (Cong et al., 2019) or graph-informed
circuit families, to improve representational expressivity for structured net-
work data. Finally, the scalability of HQC models with respect to growing
qubit counts and more efficient data embedding strategies (Aaronson, 2015;
Cerezo et al., 2021) remains an open and practically important question for
deployment at realistic network scales.
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