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Abstract: Privacy has become a critical concern in modern multi-robot systems, driven by
both ethical considerations and operational constraints. As a result, growing attention has been
directed toward privacy-preserving coordination in dynamical multi-robot systems. This work
introduces a randomized scheduling mechanism for privacy-preserving robot rendezvous. The
proposed approach achieves improved privacy even at lower communication rates, where privacy
is quantified via pointwise maximal leakage. We show that lower transmission rates provide
stronger privacy guarantees and prove that rendezvous is still achieved under the randomized
scheduling mechanism. Numerical simulations are provided to demonstrate the effectiveness of

the method.
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1. INTRODUCTION

The growing interconnection of cyber—physical systems
has enabled unprecedented collaboration and efficiency
across modern industrial applications (Han and Pappas,
2018). From smart grids and intelligent transportation
to cooperative robots, these distributed systems rely on
the exchange of, sometimes sensitive, information among
multiple agents (Hassan et al., 2020). Such information
sharing, however, introduces significant privacy risks that
may lead to security vulnerabilities or violations of data
protection regulations (Wang et al., 2024). In the multi-
robot rendezvous problem, where agents must meet at a
common location, each robot’s initial state or position can
reveal sensitive or proprietary information, such as deploy-
ment strategies or operational patterns that adversaries or
competitors could exploit (Chatzimichali et al., 2020; Yu
et al., 2024). Protecting these sensitive states is therefore
a critical privacy requirement in practical rendezvous sce-
narios.

In recent years, numerous privacy-preserving mechanisms
have been proposed for multi-robot coordination and ren-
dezvous problems (e.g., Altafini (2019); Mo and Murray
(2016); Nozari et al. (2017)). Approaches using differential
privacy and cryptographic techniques have been explored
to limit information leakage (Kawano and Cao, 2020).
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However, efficient communication is critical in the robot
rendezvous problem, as practical multi-robot systems of-
ten operate under restricted transmission rates. This ob-
servation raises an intriguing question: can these inherent
communication constraints be leveraged to enhance pri-
vacy in rendezvous tasks? Motivated by this insight, this
paper investigates the interplay between communication
efficiency and privacy preservation in the robot rendezvous
problem, aiming to develop mechanisms that achieve both
objectives simultaneously.

1.1 Literature Review

Privacy preservation in distributed and multi-robot sys-
tems has gained significant attention in recent years due
to the increasing need to protect sensitive information
in networked control and cyber-physical systems. Early
works primarily adopted differential privacy (DP) as a
formal framework for quantifying privacy leakage (Liu
et al., 2023, 2025a,b,d). For example, Liu et al. (2023)
introduced a differentially private tracking control algo-
rithm using stochastic quantizers. Building on this idea,
Liu et al. (2025a) further developed dynamic quantizers
to balance control performance and privacy. Differential
privacy for initial states on a Riemannian manifold is
addressed in (Liu et al., 2025d). In addition, Nozari et al.
(2017) established rigorous privacy guarantees for dis-
tributed average consensus while preserving convergence.

Beyond noise-based methods, several works (Altafini,
2019; Ruan et al., 2019) have explored encryption strate-
gies. For example, Ruan et al. (2019) examined encryption-
based consensus and ensure accurate consensus. An ac-
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curate consensus mechanism that preserves privacy was
proposed in (Altafini, 2019) based on a dynamical masking
approach.

Although extensive research has examined privacy preserv-
ing consensus methods, which may potentially be applica-
ble to robot rendezvous, the novel usage of communication
efficiency to enhance privacy remains underexplored. In
addition, the often encountered case where prior informa-
tion about robots’ initial locations is publicly available has
received little attention.

1.2 Contribution

To address the challenge of achieving both communication
efficiency and initial-state privacy in robot rendezvous
when robots’ prior information is publicly known, we em-
ploy the pointwise maximal leakage (PML) (Liu et al.,
2025¢) framework and introduce a randomized scheduling
mechanism for privacy-preserving coordination. The pro-
posed method randomizes the communication schedule to
limit the exposure of each robot’s information, thereby en-
hancing initial-state privacy while simultaneously reducing
the overall communication rate. Privacy is quantified using
the PML metric, which captures the worst-case informa-
tion gained by an adversary observing the communication
pattern. We theoretically show that reducing the commu-
nication rate leads to improved privacy, and further prove
that rendezvous can still be achieved under the proposed
mechanism.

1.3 Organization

The remainder of this paper is organized as follows. Sec-
tion 2 formulates the privacy-preserving rendezvous prob-
lem, introduces the randomized scheduling strategy, and
defines the PML privacy metric. Section 3 presents the pri-
vacy analysis and proves that rendezvous can be achieved
under the proposed random scheduling mechanism. Sec-
tion 4 illustrates the effectiveness of the proposed method
through the numerical simulation. Finally, Section 5 con-
cludes the paper with some remarks.

1.4 Notation

The sets of real numbers and non-negative integers are
denoted by R and Z, respectively. Let A (u, X)) represent
a Gaussian distribution with the mean p € R™ and
covariance ¥ € S, , where S’} , denotes the set of n x n
symmetric and positive definite matrices. A probability
space is denoted by (Q, F,P), where Q, F, and P denote
the sample space, o-algebra, and probability measure,
respectively. The expectation of a random variable is
denoted by E[].

Consider a communication network represented by a graph
G = (V,E), where V = {1,2,..., N} denotes the set of
robots, and £ C VxV represents the set of communication
links. Let A = [a;;] € RY*YN denote the weighted adja-
cency matrix, where a;; > 0 if (4,7) € F and a;; = 0 oth-
erwise. We do not allow self-loops so that a;; = 0,Vi € V.
The degree matrix is defined as D = diag(dy,ds,...,dN),
where each diagonal entry is given by d; = Zjvzl Q.
Throughout this paper, we assume that the graph G is
undirected and connected, and Zjvzl a;; <1lforallieV.

2. PROBLEM FORMULATION

In many practical rendezvous scenarios, a robot’s initial
position encodes sensitive operational meaning. For ex-
ample, in multi-company inspection of shared industrial
facilities, robots start the rendezvous protocol from lo-
cations tied to ongoing inspection tasks or maintenance
priorities. Information exchanged during rendezvous can
inadvertently reveal these positions, exposing fault-prone
components or strategic operational decisions. An adver-
sary observing the protocol could thus infer weaknesses
or resource allocations. Consequently, safeguarding the
privacy of initial robot positions is essential in real-world
multi-robot rendezvous settings. Motivated by this, our
goal in this paper is to protect the privacy of initial robot
locations while ensuring successful rendezvous.

2.1 Privacy Preserving Robot Rendezvous Problem

Consider a multi-robot system operating in a two-
dimensional space, with an undirected and connected com-
munication graph G, described by

zi(k+1) = z;(k) + ui(k), Vi € V, (1)

where z;(k) € R? and u;(k) € R? denote the location and
velocity of the robot i to be controlled. The initial state
z;(0) is drawn from a public Gaussian prior N (u;,r;12).
Such prior knowledge arises naturally in many settings,
e.g., from historical data or physical constraints. When
prior information is public, classical differential privacy
is not an ideal criterion because differential privacy does
not explicitly account for prior information and can there-
fore be either ineffective or conservative (Saeidian et al.,
2023a). Accordingly, we adopt an alternative privacy mea-
sure that directly incorporates the prior; this criterion is
introduced and formalized later.

Our objective is to study a privacy preserving rendezvous
problem. Namely, our goal is to design w;(k) such that

lim (z;(k) —z;(k)) =0, Vi,jeV,
k—o00

while simultaneously preventing others from inferring
x;(0) using communication data. Before proceeding to the
controller design, we first introduce a random scheduling
strategy, which helps privacy protection.

2.2 Random Scheduling

The random scheduling is a mechanism in which each
node independently decides whether to transmit data at
each time instant according to a tunable probability p; €
(0, 1]. This simple modification serves two goals: it reduces
aggregate communication load while improving privacy.

For notational clarity, the random scheduling scheme is
encoded using an indicator function. Let ~;(k) € {0,1}
indicate whether robot ¢ transmits data at time k, i.e.,

1, robot i transmits data at time k,

i(k) = {0,

where

2
otherwise, )
{P(%(k) =1)=p; € (0,1],
P(yi(k) =0) =1 —pi,
and ~;(k) are independent across i and k.



To limit privacy leakage when ~;(k) = 1, robot ¢ adds
noise to its message. Specifically, it transmits the per-
turbed value z;(k) + v;(k), where v;(k) ~ N(0,02(k)I5) is
Gaussian noise, independent across robots and time, also
independent of v;(k) for all j € V and k € Z.

When «;(k) = 0, robot i does not transmit the value
x;(k) at time k, and the other robots update using the
most recent available value from i. For notational brevity,
we define the following variable that captures the recent
available output from robot :

- xi(k) +vi(k), ify(k) =1,
i(k)=1" . 3
Zi(k) {xi(k—l), if v; (k) = 0, ®)
where Z;(—1) = p;. Then, the control protocol wu;(k) can
be designed as

u;i(k) = Z aij(; (k) — zi(k)).

Therefore, the system dynamics for robot i can be written
as

N
zi(k+1) = z; (k) + Z ai; (% (k) — 2 (k). (4)

Note that exact average rendezvous is achieved when
vi(k) = 0 for all 4 € V, k € Z4, while p; = 1 for all
i € V under the assumption that G is undirected and
connected, and Zjvzl a;; < 1 for all i € V. Under the
random scheduling mechanism introduced in this section,
exact average rendezvous is generally impossible, and even
the rendezvous itself may not be ensured.

2.3 Pointwise Mazimal Leakage

In this subsection, we formalize the privacy notion used in
this paper. We adopt pointwise maximal leakage (PML)
as our privacy criterion, as it explicitly accounts for adver-
saries with prior knowledge of each robot’s initial state and
captures their worst-case inference capability (Liu et al.,
2025c¢; Saeidian et al., 2023b). To rigorously formulate the
problem, we first define the output sequence that collects
all outputs of robot i up to time t as
The indication variables up to time t is denoted by
%i(0:t) = [v(0) 7i(1) -+ %(t)].
In this paper, we consider an adversary who is capable
of eavesdropping on all outputs generated by all robots.
Consequently, the information accessible to the adversary
up to time ¢t is

#(0:t) = [21(0:6)T @(0:)T - En(0:)T] "

and
(0:) = [71(0:0)T 32(0:0)T - A (0:) 7]
Given the adversary’s information
Z(t) == [#(0:t) " 'y(O:t)T]T,
the formal definition of PML is as follows,

Definition 2.1. The pointwise mazimal leakage (PML)
from x;(0) to Z(t) is defined by

f(2i(0) | Z(t))

0(x;(0) = Z(t)) := log esssup F@ )

2;(0)ER?

(5)

where f(x;(0) | Z(t)) stands for the posterior distribution
under Z(t), and f(x;(0)) is the probability density function
of publicly known prior distribution A (p;, r;I2). <

Informally, PML measures how much the posterior devi-
ates from the prior—i.e., the maximal information gain
from observing the output history. A large value of
£(x;(0) — Z(t)) indicates that the posterior has shifted
substantially relative to the prior, which is undesirable
from a privacy standpoint. Accordingly, we intend to keep
£(x;(0) — Z(t)) small for strong privacy guarantees. To
capture the failure probability, we introduce the following
(g,6)-PML privacy, which is the privacy criterion we use
in this paper.
Definition 2.2. The system (4) is said to be (g;,6;)-PML
private if there exist € > 0 and d € [0, 1] such that
Ple(z;(0) > Z(t)) < eil > 1—6;,Vt € Zy (6)
holds, where the probability is taken with respect to the

randomness of (v;(k), v;(k)) and the PML £(x;(0) — Z(t))
is defined by (5). <

Similar to differential privacy (Dwork, 2006; Dwork et al.,
2006), smaller values of (g;, ;) in PML privacy correspond
to stronger privacy guarantees. Although our framework
can be defined in a finite-time setting (i.e., protecting
privacy from finite data), we focus on privacy over an
infinite time horizon. This choice models the most powerful
eavesdropper and is consistent with prior studies (e.g., Mo
and Murray (2016); Nozari et al. (2017)), which evaluate
privacy over an infinite time horizon.

Problem 2.3. In this paper, we are interested in answering
the following two problems.

e How should the random scheduling probabilities p;
and the noise variance o2 (k) be chosen to guarantee
(¢,6)-PML at each time k ?

e Can the robots reach rendezvous while protecting
privacy at the same time? <

3. MAIN RESULTS

In this section, we present the main results. First, we derive
conditions on the scheduling probabilities p; and noise
variances o2 (k) under which the system (4) is (g, §)-PML
private. Next, under this calibrated choice of (p;,o?(k)),
we prove that rendezvous is achieved. All the proofs are

provided in Appendices.
8.1 Privacy Analysis

As evident from the definition of PML, both € and § de-
pend on (p;,0?(k)). However, obviously, arbitrary choices
of (pi,0?(k)) cannot guarantee rendezvous, even though
privacy can be preserved. To address this, we first pro-
pose our privacy-preserving algorithm in Algorithm 1.
Subsequently, the following result establishes a closed-
form relationship between (e;,d;) and (p;,02(k)) under
Algorithm 1.

Theorem 3.1. Given (g;,6;) in Algorithm 1, suppose the
design parameters (p;, 02, q;) are selected to satisfy

O'Z-2Ti
a=1—d; <q; <1, g >log(1+ ——,
L—pi



Algorithm 1 Privacy-Preserving rendezvous via Random
Scheduling

Require: Symmetric weights a;; = a; > 0 with d; =

Zévzl a;; < 1; transmission probabilities p; € (0,1];
noise scales o; > 0; decay factors ¢; € (0,1); initial
states x;(0) for all i =1,..., N.
1: Initialize Z;(0) < z;(0) for all § = 1,...,N.
2: for k=0,1,2,... do
33 fori=1to N do
4: Draw v;(k) ~ Bernoulli(p;), independently across
i and k and independently of the past.
5: if v;(k) =1 then
: Set 02(k) < ¢?*o?.
Draw v;(k) ~ N(0,02(k)Iz), independently
across ¢ and k and independently of {;(¢)}.

8: .i'l(k) — xz(kz) + ’Ui(k/’).
9: else

10: .i'l(k) — jz(k/’ — 1).

11: end if

12:  end for
13: forizlto]\]]\f do

14: ul(k) < Zaij (.i'j (k) xz(k:))
=

15: xz(kz + 1) — xz(kz) + uz(k)

16: end for

17: end for

where p; := a?/q?. Then, the system (4) is (g;,8;)-PML
private if
5 >1-— Z(l — pi)*pibi(ei, 02, i), (7)
k=0

2.k
where b (g, 02, q;) :== Fz (26,2 log(l—f—%)), and F,z
denotes cumulative distribution function of a 2-freedom 2
distribution.

Proof. See Appendix A. O

Our decaying noise strategy is similar to that in (Nozari
et al., 2017). However, due to existence of ;, it is not clear
yet the rendezvous can be achieved. Before discussing how
to design the random scheduling mechanism to make the
system (4) (e, d)-PML private, we provide several remarks
on Theorem 3.1.

First, by setting p; = 1, we recover the noise-only case,
which coincides with the decaying noise strategy of (Nozari
et al., 2017). Second, when o;, ¢;, and ¢; are fixed, the
privacy parameter ¢; is an increasing function of p;. In
fact, if we define

o0
Z 1_pz pzbk(&_za za%)
k=0

one can calculate

(1) — ®;(pi)

=Y (1-p)pi(bolei, ol a) — bi(ei 07, q:))
k=0

2(1 - pi)(b1(€i7 0-7;27 Qz) - bO(Ei, 01'27 Qz)) Z 07

where we have used the convention that 0° = 1 for
calculating ®;(1). This observation confirms that a lower
transmission rate enhances privacy.

However, since Theorem 3.1 involves an infinite sum, it
is not convenient for practical use. Instead, it motivates a
constructive guideline for designing the random scheduling
mechanism. This result is summarized in the next corol-
lary.

Corollary 3.2. Given (g;,0;) in Algorithm 1, suppose the
design parameters (p;,0?,q;) are selected such that a; <

q; <1 and
> 10g(14 2L +ipla -5, 8)
&i =708 1—p; 27 X3

where §; = &; + (1 Di) (b1 (€i,02,q;) —
the system (4) is (¢;, ;)-PML private.

bo(gi, 02, qz)) Then,

Proof. See Appendix B. O

One may first select (07, ¢;) such that the system (4) is
(€4, 6;)-PML private by enforcing the condition obtained
from (7) with p; = 1. Then the system (4) is (g;, d;)-PML
private with

6 = 0; — (1 —pi)(bi(es, 02, 05) — bo(ei, 02, qi)).
This again demonstrates that the random transmission
rate p; can further amplify privacy.

Although we have established sufficient conditions for the
system (4) to achieve (¢;, d;)-PML privacy, the correspond-
ing rendezvous under the random scheduling scheme re-
mains unclear. This issue is addressed in the next subsec-
tion.

8.2 Rendezvous Analysis

In this subsection, we provide the result confirming the
rendezvous property under Algorithm 1.

Theorem 3.3. The system (4) achieve rendezvous under
Algorithm 1, i.e.,
lim (z;(k) — z;(k)) =0 a.s.

k— o0

Vi, j e V.

Proof. The proof is provided in Appendix C. O

The proof of Theorem 3.3 relies on constructing an appro-
priate Lyapunov candidate that quantifies the disagree-
ment among robots and then showing that its conditional
expectation satisfies a contraction-type inequality. Due
to the random scheduling mechanism introduced in Sec-
tion 2.2, the recent location updates of the neighbor robots
occur according to the random scheduling. Consequently,
the analysis can only guarantee convergence in the almost-
sure sense. In contrast, under a deterministic communi-
cation scheme, rendezvous can typically be established
deterministically.

4. NUMERICAL EXPERIMENTS

In this section, we illustrate our results using a simple
numerical example. The network consists of N = 5 robots
with an undirected weight matrix:



T
—Robot 1
ok —Robot 2| |
| Robot 3|
| —Robot 4
1R —Robot 5| 4

I I I
50 60 70 80

—Robot 1
—Robot 2|
Robot 31

\'/ —Robot 4
V | | | | | —Robot 5

0 10 20 30 40 50 60 70 80

Fig. 2. State Trajectories

0 0303 0 O
03 0020 0
0302 0 03 0

0 003 0 05

0 0 0050

Each robot ¢ transmits at time k& with probability p; €
(0, 1], independently across robots and time, with

p=1[0.6, 0.6, 0.6, 0.6, 0.6]".
The noise parameters are given by
o=1[1,1,1,1,1]",¢=1[0.9, 0.9, 0.9, 0.9, 0.9]".

The initial states are sampled from a Gaussian distribu-
tion,

A:

2:(0) ~ N(uo,0412),

independently across robots. The simulation results is
shown in Fig. 1 and Fig. 2.

/1/0:0) 03233

According to Fig. 1 and Fig. 2, all robot states reach
rendezvous. Furthermore, for the desired privacy level
€; = 5,1 € V, the corresponding privacy parameters can be
computed from Corollary 3.2 as §; > 0.0124, d2 > 0.0137,
03 > 0.0111, §4 > 0.0111, and 5 > 0.0137.

5. CONCLUSION

In this paper, a random scheduling mechanism has been
proposed to achieve privacy-preserving rendezvous in
multi-robot systems. By adopting pointwise maximal leak-
age as the privacy metric, it has been shown that reduc-
ing the communication rate enhances privacy while still
ensuring rendezvous convergence. We have established a
sufficient condition for achieving rendezvous under the
proposed scheme, and a numerical simulation has verified
the effectiveness of the method. Since the final rendezvous
location under the random scheduling strategy does not
equal the true average, this results in a performance loss.
Future work includes investigating privacy—performance
trade-offs.

Appendix A. PROOF OF THEOREM 3.1

To present the proof, we first provide the following lemma,
which gives a closed form of PML for a linear Gaussian
mechanism.

Lemma A.1. Suppose X follows the Gaussian distribution
N(px,Yx). The PML from X € R” to Y € R™ for a
linear Gaussian mechanism Y = CX + V satisfies

1
(X —=Y) =logdet(I, + SxCTR™IC) + 36 (A

where V ~ N(0, R), & follows a [-freedom x? distribution,
and | = rank(C).

Proof. The proof can be directly completed by the result
established in (Liu et al., 2025¢, Theorem 3.2). O

Proof of Theorem 3.1. We compute the PML £(z;(0) —
Z(t)) with Z(¢) := [#(0:t) " ~4(0:t)"]T by first transforming
the outputs into their innovation form, since innovation
sequences provide a clean characterization of the input—
output relationship involving x;(0). For each robot ¢, define
the innovation sequence as

z;(0) :=7:(0)2(0),
k—1 N

zi(k) =yi(k) | #(k) =D af 77 ag#(s) | k> 1,
s=0 7j=1

where «; is defined in Theorem 3.1. Let
2(0:) == [2:(0) -+ z(1)]"
2(0:t) := [21(0:t) T -+ zN(O:t)T}T.
Next, we show that the joint information vectors Z(t) :=

[2(0:6) T, v(0:t)T]T and Z(t) can be recovered from each
other through causal mappings. From the definition of

2(0:t), it is immediate that Z(¢) can be constructed from
Z(t). We now establish the reverse direction. First, observe
~:(0) = 1. For k > 1, the reconstruction proceeds by in-
duction. Assume that £(0),...,Z(k—1) have already been

recovered. Then the quantity Zf;ol a7t Zjvzl a;;Z;(s)
is known. Using the definition of z;(k), we obtain

k—1 N
,f(k/’) . Zz(k/’) + Z Oéikilis Zaijij(s), ’yi(k) = 1,
¢ o s=0 j=1

ji(k_l)a 'Yi(k)zo'

Thus, #;(k) can always be recovered using only z;(k),
~i(k), and past values of Z. Hence, the posterior distri-

butions conditioned on Z(t) and Z(t) are identical, and
the corresponding PML are equivalent in the sense that

0(z:(0) = Z(t)) = £(zi(0) = Z(t)).
From (4), one can verify by induction that

k—1 N
z;(k) = ofz;(0) + Z a7t Z a;jZ;(s),Vk > 1

5=0 j=1
Under the random scheduling mechanism (3), if v; (k) = 1,
substituting #;(k) = x;(k) + v;(k) yields

zi(k) = afx;(0) + v; (k).
If 7;(k) = 0, then z;(k) = 0. Hence, for all k € Z,
zi(k) = vi(k) (ozik:ci(()) + vi(k)).



Then, it can be summarized that
zi(k) = vi(k) (afz:(0) +vi(k)),Vk € Zy. (A.2)

Therefore, only the innovation sequence z;(0:t) is statisti-
cally correlated with x;(0). It follows that

(i (0) %i(t)) = 0(2;(0) = 2;(0:1)).

Furthermore, the innovation vector z;(0:t) can be rewritten
as

Zi(OZt) = Ci(’yi(OZt), t)xi (O) + ’D(t),

where C;(v(0:t),t) = [7(0) v%(1)ey ---%'(t)aﬂT

0(t) = [:(0)v;(0) v (1w (1) ... 'yi(t)vi(t)]T. Leveraging
Lemma A.1 gives

and

t o2k
U(X = Z;(0:t)) = log (1 +3° rivz’(k)a#(k:)) n %57
k=0 ?

where ¢ follows an I[-freedom y? distribution and | =
rank(C;(7;(0:t),1)).

Recall that o?(k) = 02¢?*, p; = Z—j and use the fact that
rank(C;(y;(0:t),1)) < 2, it further follows that

oo 1-
U(X — Z;(0:t)) < log (1 + ZH%‘(/@’)U?Pf) +36
k=0

where £ follows a 2-freedom y2 distribution.

Then, to prove the system (4) is (g;,d;)-PML private, it
suffices to ensure that

o0 1 N
P |log [ 1+ i(Brioipl | + =€ <ei| >1—46;. (A3
lg< ;7() p) 56 1 (A.3)
Let K = min{k > 0: v;(k) = 1} be the index of the first
transmission. Then, the events {K = k} are disjoint with

P(K = k) = (1 —pi)*pi, k € Zy.

On the event {K = k}, we have 7;(t) = 0 for ¢ < k and
vi(t) < 1 for t > k. Hence, it follows that
0 g2k
> iltyriopl < SO (A4)
= 1—pi

under the event {K = k}. Therefore, leveraging the fact
that F 2 is an increasing function and (A.4), we have

P llog(l + Z%(t) riafpﬁ) + %é <é
t=0

x F 2 <25i —2log (1 + Z%—(t) rio?pﬁ) | K = k)

t=0
oo

> (1—p)*piFy (261' - 210g(1 + 'Tfi—ppk))
k=0
>1-6;.

where the last inequality is from (7). This completes the
proof. O

Appendix B. PROOF OF COROLLARY 3.2

By (8) and the monotonicity of F2(-), it follows that
6 >1— bo(ei, 07, qi)-
Then, recalling that
i =0i + (1 *pi)(b1(€i, 01-27 ¢) —
we obtain
6 >1—bo(ei, 07, ) — (1 — pi) (bi(ei, 07, @) — bo(ei, 07, ai))
=1 — (pibo (gi, 07, ai) — (L—pi) by (6,07, 4s) )

oo

21 - Z(l - p’b)kplbk(szv Ui25 q’b)v
k=0

bO(Eia O—'L'Qa q’b))a

where we have used that by (e;, 02, ¢;) is increasing in k and
> (1= pi)¥pibe > (1 — p;)b1. Therefore, the system (4)
is (g4, 0;)-PML private by Theorem 3.1. O

Appendix C. PROOF OF THEOREM 3.3

The proof is divided into three steps: (i) We formulate an
augmented system to facilitate the stability proof of sys-
tem (4) and define the corresponding Lyapunov candidate;
(ii) we show that the Lyapunov candidate decreases on
an event determined by the random scheduling indicators
~:(k), and remains non-increasing at all other events; (iii)
we conclude that rendezvous is achieved almost surely.

(i) For each agent i, define the augmented state n;(k) :=

- T
[zi(k) Zi(k)] € RY, (k) = [m(k)",....on(k)T]" €
R4V, and I'(k) := diag(y1(k), . ..,vn(k)). The closed-loop
dynamics (3) and (4) can be written compactly as

nk+1) = MT(k+1))nk) + NT(k+ 1)) vk + 1),
where

I, - D A ~To
M) = \p1, — D) FA+(In—F)] o NI = M :

We begin the proof by defining a Lyapunov candidate V (k)
as

V(k) 1= max [ln;(k) — n; (k)|

Then, It follows immediately that z;(k) = z;(k) for all
i,j € V, whenever V (k) = 0. Therefore, our objective is to
prove that V (k) — 0 almost surely.

(ii) From (Hartfiel, 2006, Theorem 1.1) applied coordinate-
wise and the fact that M (T") is row-stochastic, we obtain

V(k+1) < 7(MT(k+1)) V(k)
+ ngg,x Hvl(k +1) —v;(k+ 1)H

oo’

where 7(M) := 1 — min, Y, min{M,;, My;} € [0,1] is
the coefficient of ergodicity. By iteration and using that
[1._, M(T'(k + s)) remains row-stochastic, we obtain

V(k+t) <t (H M(D(k + s))> V (k)

s=1

t
+ ;HIH;X Hvl(k +s) —vi(k+ s)HOO (C.1)

Since G is a connected graph and 1 — d; > 0, the matrix
W = I, — D + A is primitive (Horn and Johnson,



2012, Corollary 8.5.8). Therefore, there exist an L such
that WL=! has all entries positive. The (i,j) entry of
WL=L(I, — D) equals

(W NI = D))iy = (WEh; (1 —dy).
Since (WE=1);; >0 and 1 —d; > 0 for all 4,5 € V, there

exists € > 0 such that (WE=1(Z, — D))ij > €. Since we

have
L—1 L—1
L Wt — D) Wit
M(In) WL 1( ) WL—lA ’
it follows that Z _ymin {M(I,)r;, M(I,)s;} > 0 for all

r,s e V. It further implies that

T(M(I,)") <1-e<1. (C.2)

Now we consider the event
e ={T(t)=I,fort=k+1,...,k+ L}.
The probability of this event can be calculated as,
k+L N

H Hpi>0.

t=k+11i=1

Pevent = P

Leveraging (C.1) and (C.2), the conditional expectation of
V(k + L) given n(k) can be bounded as follows:
+1)]

E[V(k+ L) | n(k)]
<P (&) T(M(In WV (k) + (1 =P (&))V (k)
+ ZE max |vi(k + s) — v;(k + s)” ]
s=1
6pevent)‘/(k)
L

+ ZE max |vi(k + s) — v;(k + s)” ]

s=1

Using the bound on the expectation of the maximum of
Gaussian random variables (Vershynin, 2018, Proposition
2.7.6), it follows that

E [max [|vi(k + s) — v (k + s)HOO < 20max(k)/log 2N,
0\
,on(k)}. Therefore, we

<=

where omax(k) = max{oi(k),...
have

E[V(k + L) | U(k)] < (1 - epevent)v(k) + ﬂ(k)v

where 8(k) := Zst_Ol 20max(k+s)v/2log N. Since o; (k) —
0 for all i € V, B(k) — 0 also holds.

(iii) Combining (k) — 0 with 1 —€epeyent < 1 and invoking
(Li and Zhang, 2010, Lemma A.1), we conclude that

V(k) -0 as.,
which completes the proof. O

REFERENCES

Altafini, C. (2019). A dynamical approach to privacy
preserving average consensus. In 2019 IEEE 58th Con-
ference on Decision and Control, 4501-4506. IEEE.

Chatzimichali, A., Harrison, R., and Chrysostomou, D.
(2020). Toward privacy-sensitive human-robot inter-
action: Privacy terms and human—data interaction in
the personal robot era. Paladyn, Journal of Behavioral
Robotics, 12(1), 160-174.

Dwork, C. (2006). Differential privacy. In International
Colloguium on Automata, Languages, and Program-
ming, 1-12. Springer.

Dwork, C., McSherry, F., Nissim, K., and Smith, A.
(2006). Calibrating noise to sensitivity in private data
analysis. In 2006 Theory of Cryptography Conference,
265-284. Springer.

Han, S. and Pappas, G.J. (2018). Privacy in control and
dynamical systems. Annual Review of Control, Robotics,
and Autonomous Systems, 1(1), 309-332.

Hartfiel, D.J. (2006). Markov set-chains. Springer.

Hassan, M.U., Rehmani, M.H., and Chen, J. (2020). Dif-
ferential privacy techniques for cyber physical systems:
A survey. IEEE Communications Surveys & Tutorials,
22(1), 746-789.

Horn, R.A. and Johnson, C.R. (2012).
Cambridge university press.

Kawano, Y. and Cao, M. (2020). Design of privacy-
preserving dynamic controllers. IEEE  Transac-
tions on Automatic Control, 65(9), 3863-3878. doi:
10.1109/TAC.2020.2994030.

Li, T. and Zhang, J.F. (2010). Consensus conditions of
multi-agent systems with time-varying topologies and
stochastic communication noises. IEFEE Transactions
on Automatic Control, 55(9), 2043-2057.

Liu, L., Kawano, Y., and Cao, M. (2023). Privacy anal-
ysis for quantized networked control systems. In 2028
62nd IEEE Conference on Decision and Control (CDC),
5073-5078. IEEE.

Liu, L., Kawano, Y., and Cao, M. (2025a). Design
of stochastic quantizers for privacy-preserving control.
IEEE Transactions on Automatic Control, 1-15. doi:
10.1109/TAC.2025.3608135.

Liu, L., Kawano, Y., and Cao, M. (2025b). Privacy
preservation for statistical input in dynamical systems.
arXiw preprint arXiw:2503.23903.

Liu, L., Kawano, Y., and Cao, M. (2025¢). Privacy protec-
tion under the exposure of systems’ prior information.
arXiv, 2511.10771.

Liu, L., Kawano, Y., Xie, A., and Cao, M. (2025d). Initial
state privacy of nonlinear systems on riemannian man-
ifolds. International Journal of Robust and Nonlinear
Control.

Mo, Y. and Murray, R.M. (2016). Privacy preserving
average consensus. I[EEE Transactions on Automatic
Control, 62(2), 753-765.

Nozari, E., Tallapragada, P., and Cortés, J. (2017). Differ-
entially private average consensus: Obstructions, trade-
offs, and optimal algorithm design. Automatica, 81, 221—
231.

Ruan, M., Gao, H., and Wang, Y. (2019). Secure and
privacy-preserving consensus. IFEEE Transactions on
Automatic Control, 64(10), 4035-4049.

Saeidian, S., Cervia, G., Oechtering, T.J., and Skoglund,
M. (2023a). Pointwise maximal leakage. IEEE Trans-
actions on Information Theory, 69(12), 8054-8080. doi:
10.1109/T1T.2023.3304378.

Saeidian, S., Cervia, G., Oechtering, T.J., and Skoglund,
M. (2023b). Pointwise maximal leakage on general
alphabets. In 2023 IEEFE International Symposium on
Information Theory, 388—-393. IEEE.

Vershynin, R. (2018). High-dimensional probability: An in-
troduction with applications in data science, volume 47.
Cambridge university press.

Wang, W., Ma, L., and Rui, Q. (2024). A survey on
privacy-preserving control and filtering of networked

Matriz Analysis.



control systems. International Journal of Systems Sci-
ence, 55(4), 1-20.

Yu, B., Kasaei, H., and Cao, M. (2024). Panav: Toward
privacy-aware robot navigation via vision-language
models. arXiwv preprint arXiv:2410.04302.



