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Abstract

Rich feature representations derived from CLIP-ViT have
been widely utilized in Al-generated image detection. While
most existing methods primarily leverage features from the
final layer, we systematically analyze the contributions of
layer-wise features to this task. Our study reveals that ear-
lier layers provide more localized and generalizable fea-
tures, often surpassing the performance of final-layer fea-
tures in detection tasks. Moreover, we find that different
layers capture distinct aspects of the data, each contribut-
ing uniquely to Al-generated image detection. Motivated
by these findings, we introduce a novel adaptive method,
termed Mixture of Layers for Al-generated image Detection
(MoLD), which dynamically integrates features from mul-
tiple ViT layers using a gating-based mechanism. Exten-
sive experiments on both GAN- and diffusion-generated im-
ages demonstrate that MoLD significantly improves detec-
tion performance, enhances generalization across diverse
generative models, and exhibits robustness in real-world
scenarios. Finally, we illustrate the scalability and versa-
tility of our approach by successfully applying it to other
pre-trained ViTs, such as DINOv2. Code is available in
https://github.com/nahyeonkaty/mold.

1. Introduction

The rapid advancement of generative models, such as gener-
ative adversarial networks (GANs) [13] and diffusion mod-
els [20, 50], has significantly improved the realism and
fidelity of synthesized images. In particular, the emer-
gence of text-to-image diffusion models [38, 43, 46, 48] has
revolutionized image synthesis, enabling the generation of
highly detailed visuals from natural language descriptions.
However, as Al-generated images become highly sophis-
ticated, distinguishing them from real images has become
increasingly challenging, raising critical concerns regard-
ing privacy [3, 12, 31], digital authenticity [15, 30, 58],
and the proliferation of misinformation [29, 37]. Con-
sequently, the development of reliable Al-generated im-
age detection techniques has become a crucial area of re-

Junsuk Choe
Sogang University

jschoe@sogang.ac.kr

Hyunjung Shim
KAIST Al

kateshim @Xkaist.ac.kr

search [10, 27, 51, 52, 55].

A key challenge in Al-generated image detection is en-
suring generalizability across different generative models.
An effective detection system should not only recognize im-
ages produced by known models but also generalize to im-
ages from unseen generative models. Recent work by Ojha
et al. [39] has demonstrated that the pre-trained CLIP [44],
a vision-language model trained on a large-scale dataset of
400 million real image-text pairs, can be effectively uti-
lized for Al-generated image detection. Their findings in-
dicate that a simple classification head built upon CLIP-
derived features exhibits strong generalization capabilities
across various generative models. Building on this founda-
tion, subsequent studies [6, 7, 33] have further investigated
CLIP-based detectors. However, these approaches predom-
inantly leverage features from the final layers of CLIP’s vi-
sion transformer (ViT), which may constrain their effective-
ness in capturing richer representational patterns.

In this paper, we address a critical research question:
Is relying exclusively on the last-layer features of CLIP’s
ViT the optimal approach for effective Al-generated image
detection? This question is motivated by prior studies on
ViTs [42, 45], which suggest that earlier layers capture both
local and global information, whereas later layers predom-
inantly encode high-level semantic representations. Given
that Al-generated image detection is more closely associ-
ated with local image attributes rather than high-level se-
mantic understanding [5, 39, 49, 51, 52, 56], we hypoth-
esize that relying solely on last-layer features, which pri-
marily capture high-level semantics, may not be optimal for
this task. Instead, we investigate the use of earlier-layer
features, positing that different layers may encode more rel-
evant information for distinguishing Al-generated images.

To investigate this hypothesis, we conduct a comprehen-
sive layer-wise analysis of CLIP-ViT by training classifiers
on features extracted from different layers while keeping
the CLIP backbone frozen. Specifically, each classifier is
trained using features from a specific layer index and eval-
uated for Al-generated image detection. We then assess the
performance of these classifiers on images generated by di-
verse generative models. Our analysis yields several key
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observations:

¢ (O1) Features from very early layers exhibit suboptimal
performance due to their highly localized nature. In con-
trast, mid-layer features achieve superior detection accu-
racy compared to features from the final layer.

* (02) The optimal layer-wise feature for Al-generated im-
age detection varies across datasets, suggesting that no
single layer universally provides the best discriminative
features.

To further investigate the degree of information overlap
among different layers, we analyze the proportion of com-
monly misclassified samples to assess the consistency of
classifiers trained on features extracted from different lay-
ers.

* (03) Our findings demonstrate that different layers en-
code distinct and complementary information relevant to
Al-generated image detection. This suggests that the fea-
tures learned at each layer contribute uniquely to the clas-
sification process rather than being redundant.

Based on these insights, we propose Mixture of Layers
for Al-generated image Detection (MoLD), a novel adap-
tive approach inspired by the Mixture-of-Experts paradigm.
Specifically, MoLD aggregates [CLS] tokens from multiple
layers using a data-dependent gating network that dynami-
cally assigns weights based on input characteristics. Each
layer’s features are projected into a shared representational
space and combined adaptively, allowing MoLD to leverage
the distinct and complementary information encoded across
different ViT layers effectively.

Extensive experiments, evaluated on GAN-based im-
ages from ForenSynths [55] and diffusion-generated images
from the Genlmage [64] dataset, demonstrate that our pro-
posed method significantly enhances detection performance
with high generalization capability across diverse genera-
tive models. Furthermore, we assess the robustness of our
method under various scenarios, including adversarial per-
turbations and different training dataset sizes. Finally, we
show that our MoLD consistently improves detection per-
formance across different pre-trained ViTs, thereby broad-
ening the applicability of pre-trained feature representations
for Al-generated image detection.

In summary, our main contributions are as follows:

* We conduct a detailed layer-wise analysis of CLIP-based
ViTs for Al-generated image detection, demonstrating
that features from different layers can be effective for this
task.

* We show that different ViT layers contribute distinct in-
formation to Al-generated image detection, enhancing the
robustness of detection systems with diverse feature rep-
resentations.

* We propose MoLD, an adaptive, gating-based method
that aggregates features from multiple ViT layers, signif-
icantly improving detection performance.

* We validate our approach through extensive experiments
on multiple datasets, demonstrating its effectiveness and
generalizability across diverse generative models and pre-
trained ViTs.

2. Related Work

2.1. Al-generated image detection

The field of fake image detection has been extensively stud-
ied [5, 14, 49, 55, 63], driven by the rapid advancements in
generative models. Many studies [4, 30, 34, 35, 47, 56, 57]
have investigated the distinguishing characteristics between
real and synthetic images, and utilized them to train fake
image detector. In contrast to these methods, Ojha et al.
[39] argued that detectors focusing solely on fake-specific
features tend to introduce bias, leading to reduced gener-
alizability. They proposed that a more effective approach
for universal fake image detection involves utilizing fea-
ture representations not exclusively trained for this task.
Their findings suggest that the feature space of a pre-trained
CLIP-ViT model is particularly well-suited for generaliz-
able fake image detection. This discovery has spurred fur-
ther research [6, 7, 33] into the application of CLIP-ViT for
fake image detection. For example, Chen et al. [6] extracted
features from CLIP and adopted contrastive learning frame-
work that utilizes images reconstructed by diffusion models
as negative samples to enhance fake image detection. Un-
like previous studies that primarily focus on the final layers
of neural networks, our work investigates the effectiveness
of different layers for Al-generated image detection.

2.2. Layer-wise characteristics of ViTs

Numerous studies [18, 36, 41, 42] have examined the layer-
wise characteristics of Vision Transformers (ViTs) [9].
Raghu et al. [45] demonstrated that, given a sufficiently
large dataset, the lower (i.e., earlier) layers of ViTs attend
to both local and global regions, whereas the higher (i.e.,
later) layers primarily capture global context. In the con-
text of transfer learning, Yosinski et al. [59] showed that
early layers learn more generalizable features applicable
across multiple tasks, while higher layers encode represen-
tations that are more specialized to the pre-training objec-
tive. Leveraging these distinct layer-wise characteristics, a
number of studies [1, 2, 11, 19, 21, 25, 28] have explored
the role of ViT layers in various applications. For instance,
Uselis and Oh [53] demonstrated that the intermediate lay-
ers of a ViT play a crucial role in out-of-distribution (OOD)
generalization, underscoring the significance of representa-
tions learned at different depths. Building upon these prior
investigations, our study examines the role of features ex-
tracted from different layers of a pre-trained ViT. Specifi-
cally, we evaluate their effectiveness in Al-generated image
detection, an area that has not been explicitly explored in
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Figure 1. Layer-wise performance in Al-generated image
detection. We train individual classifiers using pre-trained

CLIP:ViT-L/14 features from different layers of a model on the
Genlmage-ADM training set. The performance of each layer-
specific classifier is then evaluated on various test subsets, and
the average precision is reported. The results indicate that the
optimal performance (marked as star for each test subset) varies
across datasets, with mid-layer features generally outperforming
those from earlier or later layers.

prior work.

3. Approach
3.1. Motivation

Our work is inspired by previous studies on Vision Trans-
formers (ViTs) [42, 45], which suggest that earlier layers
capture both local and global information, while later lay-
ers primarily encode high-level semantic representations.
Since Al-generated image detection is a task that has low
relevance with high-level semantics of an image [5, 49, 51,
52, 56], relying exclusively on the features from the final
layer may lead to suboptimal utilization of the feature space
provided by CLIP-ViT. Indeed, we find that the final layers
are highly entangled with semantic information (see Supp.
A.1). In light of this, we systematically examine the charac-
teristics and effectiveness of features from different layers
in the context of Al-generated image detection.

3.2. Prior Analysis

Experiment design. To investigate this in detail, a sys-
tematic layer-wise experiment is designed to examine layer-
wise contribution of each group of transformer block’s fea-
tures for Al-generated image detection. Specifically, we
trained classifiers using features extracted from individual
layers of the CLIP:ViT/L-14 model, which consists of 24
transformer layers. Given that the layers in the ViTs are se-
quentially structured, we grouped them into sets of three
consecutive layers to simplify the analysis and improve
computational efficiency (All layers of CLIP:ViT/B-16 in
Supp. A.2). It is important to note that the ViT backbone
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Figure 2. Overlap in misclassified samples across layers. To an-
alyze the decision-making process of classifiers trained on features
from different layers, we measure the proportion of commonly
misclassified samples. The results indicate that the overlap in mis-
classified samples across layers is relatively low, suggesting that
each layer captures distinct aspects of the input data. This high-
lights the complementary nature of multi-layer representations and
underscores the importance of integrating features from all layers
for robust fake image detection.

was kept frozen throughout this process, making only the
classification head learnable. For each layer index i, we
extracted the feature representations from the output of the
i-th transformer block and passed these features through a
classifier to obtain the corresponding logits. Specifically,
we trained a total of eight classifiers, corresponding to the
layers with indices ¢ € {3,6,9,12,15,18,21,24}. The
classifiers were trained on the training subset, and each
trained detector was evaluated on the test subset of Gen-
Image [64].

Using mid-layer features leads to performance gain. We
begin by evaluating the performance of trained layer-wise
classifiers for Al-generated image detection. The results of
this experiment are presented in Figure 1. Our findings in-
dicate that features extracted from the earliest layers exhibit
suboptimal performance, likely due to their highly local-
ized nature. Notably, we observe that features from mid-
level layers outperform those from the final layer, which is
the approach employed in UnivFD [39]. We also have ex-
tended this analysis to other settings: different backbone
and datasets. Please refer to Supp. A.2 for additional set-
tings. The results confirm that this trend generally holds
across different datasets and generative model.

Optimal layer features vary across datasets. As illus-
trated in Figure I, the highest performance of the trained
fake image detector was achieved by utilizing features ex-
tracted from layers other than the final layer. However, the
optimal layer for feature extraction varies across different
test datasets. For instance, on the ADM test set, the 12-th
layer provides the best performance (indicated by the blue
star), while on the BigGAN test set, the 18-th layer performs
the best (indicated by the orange star). This variation raises
an important question: which specific network layer yields
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Figure 3. Overview of our MoLD. Our approach fully leverages
the features of a pre-trained Vision Transformer by aggregating the
[CLS] token embeddings from all transformer layers. A dedicated
lightweight network is applied at each layer to generate layer-wise
predictions. These predictions are then processed by a learnable
classification head to produce the final prediction. The layer-wise
networks g; and the classification head are jointly trained using
binary cross-entropy loss. Note that the ViT backbone remains
frozen throughout the entire training process.

the most informative features for optimal detection perfor-
mance? Since the optimal layer differs across datasets, a
fixed-layer approach may not be universally effective.

Features of each ViT layer has different contributions.
To gain a deeper understanding of the decision-making pro-
cess at various layers of the model, we conducted an exper-
iment to assess whether classifiers trained on features from
different layers exhibit similar or divergent classification er-
rors. Specifically, we measured the proportion of misclas-
sified samples for each layer-specific classifier. The results,
presented in Figure 2, demonstrate that the overlap in mis-
classified samples across layers is low (additional results in
Supp. A.3). This finding suggests that classifiers trained
on features from different layers tend to make distinct er-
rors, indicating that each layer captures unique aspects of
the data. Consequently, this highlights the value of leverag-
ing multi-layer features when constructing a robust fake im-
age detector. By integrating features from multiple layers,
we can fully utilize the pre-trained CLIP-ViT’s representa-
tions, thereby enhancing the detector’s capacity to capture a
broader range of discriminative information.

3.3. Fully Utilizing Different Layer Features

Motivated by the mixture-of-experts paradigm [22, 26]
and our earlier observation that different Vision Trans-
former layers capture complementary information, we pro-
pose MoLD: Mixture-of-Layers for Al-generated image
Detection. Our approach aims to effectively leverage the
diverse features extracted across different layers through an
adaptive gating mechanism, inspired by the concept of dy-
namic feature weighting introduced by Jacobs et al. [22].

Given an input image x, we first extract the correspond-

ing [CLS] token embedding from each ViT layer:

F(z)={fV(@), fP@),....f Y@} O

where f()(z) = (f; o --- o fi)(x) denotes the feature ex-
tracted from the ¢-th layer.

Next, each feature f(*)(x) is projected through a dedi-
cated small neural network g;(-) (implemented as a linear
projection followed by GELU activation) into a common
representation space:

hi = g;(fV(2)),

The gating mechanism, implemented as a lightweight
multi-layer perceptron G(-), computes data-dependent layer
weights w;, dynamically determining the importance of
each layer representation based on the top-layer embedding:

L
Zwi =1.
i=1

3)
We then aggregate these layer representations using the
learned weights into a single fused representation:

fort=1,...,L. 2)

w = softmax(G(f P (x))),

L
hiused = Y _ wih;. “)

The fused representation hgeq is subsequently passed
through a linear classification head. We first compute a logit

Z(I) = WThfused + b7 )

and obtain the predicted probability via a sigmoid activa-
tion:

g(x) = o(z(x)). (6)

The feature projection networks {g; }_,, the gating net-
work G(+), and the classification head (parameters W, b) are
jointly trained using the binary cross-entropy loss:

Z yjlog§(z;) + (1 —y;) log (1 —§(x;))]

)
where NN is the batch size and y; € {0,1} is the ground
truth label.

This adaptive gating formulation allows us to dynami-
cally capitalize on the distinct strengths of each transformer
layer, significantly enhancing detection performance com-
pared to methods relying solely on fixed or final-layer fea-
tures. Despite its conceptual simplicity, our adaptive fusion
strategy demonstrates substantial improvements in detect-
ing Al-generated content. In subsequent sections, we eval-
uate Mo LD across various pre-trained ViTs, including CLIP,
highlighting its effectiveness and interpretability benefits.



Method ProGAN StyleGAN StyleGAN2 BigGAN CycleGAN StarGAN GauGAN Deepfake ‘ Mean
ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP \ ACC AP
CNNDetection [55]  91.4 994 638 914 764 975 529 733 727 886 638 908 639 922 51.7 623 | 67.1 869
PatchFor [5] 97.8 100.0 82.6 931 836 985 647 695 745 872 1000 100.0 572 554 850 932 | 80.7 87.1
LGrad [51] 99.9 100.0 948 999 960 999 829 907 853 940 99.6 1000 724 793 580 679 | 8.1 915
UnivFD [39] 99.7 100.0 89.0 987 839 984 905 99.1 879 99.8 914 1000 899 1000 802 90.2 | 89.1 983
DIRE [56] 983 999 725 943 663 977 591 792 662 782 928 100.0 549 722 870 97.1 | 746 898
NPR [52] 99.8 100.0 963 99.8 973 100.0 875 945 950 995 997 1000 86.6 888 774 862 | 925 96.1
DRCT (Conv-B) [6] 98.6 999 762 962 608 962 860 757 969 98.0 614 941 826 995 339 753 | 746 919
DRCT (CLIP-L) [6] 984 999 828 950 745 954 879 967 922 980 832 958 985 999 424 786 | 825 949
MoLD (Ours) 99.9 100.0 91.1 99.8 860 99.8 984 1000 98.1 999 99.1 100.0 99.7 100.0 58.7 96.5 \ 91.4 99.5

Table 1. Evaluation on the ForenSynths [55]. We follow the same experimental setting of Tan et al. [52], and the values in this table are
borrowed from their paper. To incorporate more recent works, we train DIRE and DRCT and add their results to the table. We present
accuracy (ACC) and average precision (AP) in percentage for each test set and compute the overall average.

Method ADM BigGAN GLIDE Midjourney SDv1.4 SDv1.5 VQDM Wukong ‘ Mean
ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP [ ACC AP
CNNDetection [55] 99.7 1000 873 993 962 996 646 90.1 578 862 580 87.1 80.0 977 548 79.1 | 748 924
PatchFor [5] 100.0 100.0 500 974 98.1 1000 513 877 500 692 500 687 1000 100.0 50.0 71.1 | 68.7 86.8
LGrad [51] 99.9 100.0 572 980 942 996 621 935 565 894 564 897 924 998 539 819 | 71.6 94.0
UnivFD [39] 90.6 97.1 917 99.1 790 82 618 695 803 892 795 884 90.8 985 848 933 | 823 904
DIRE [56] 99.5 1000 67.6 948 943 99.1 627 881 563 802 563 80.7 734 957 542 734 | 705 89.0
NPR [52] 100.0 100.0 512 98.6 96.1 998 644 909 529 779 527 786 749 978 523 738 | 63.5 882
DRCT (Conv-B) [6]  99.6 100.0 659 963 965 99.8 670 949 689 964 682 965 815 988 639 939 | 764 971
DRCT (CLIP-L) [6] 954 993 865 973 935 990 576 774 710 914 70.1 904 913 985 695 898 | 794 929
MoLD (Ours) 993 1000 833 979 91.1 990 763 952 882 985 870 983 935 992 865 98.1 | 88.2 982

Table 2. Evaluation on the GenImage [64]. To assess the effectiveness of our approach on recent generative models, we evaluate both
baseline methods and our proposed approach using the Genlmage dataset, which includes samples from GAN-based and Diffusion-based
models. To demonstrate generalizability, we train the fake image detectors on the training set of Genlmage-ADM (the first model in
alphabetical order) and evaluate their performance on the test sets of different generative models. We report accuracy (ACC) and average
precision (AP) in percentage (%) for each test set and compute the overall average.

ADM BigGAN

100.0 97.9
78.4 99.9
94.0 95.7
714 87.6
80.5 81.6
79.1 75.8
92.7 97.8
87.0 71.9

GLIDE Midjourney

99.0 95.2
95.5 76.1
100.0 90.4
86.6 98.7
92.4 95.8
92.9 95.5
97.9 97.4
93.2 89.0

SDvl.4 SDvl.5

98.5 98.3
94.0 94.5
97.6 97.4
86.9 873
99.9 99.9
99.9 99.9
99.8 99.6
99.9 99.9

VQDM  Wukong

99.2 98.1
97.5 90.7
953 95.9
51.9 77.8
89.0 98.6
90.1 98.9
100.0 99.8
94.4 99.7

ADM
BigGAN
GLIDE
Midjourney
SDv1.4
SDv1.5
VQDM
‘Wukong

Table 3. Cross-validation on different train sets. To assess the
generalizability of our approach across different training images
generated by various source generative models, we train our model
on different subsets of the training data. The left column indi-
cates the training set derived from Genlmage. We then evaluate
the model on all other test subsets and report the average preci-
sion (AP) for each combination of training and test sets. The re-
sults demonstrate that our method maintains strong generalizabil-
ity when trained on subsets generated by different models.

4. Experiments

4.1. Experimental Settings

Datasets. In this task of Al-generated image detection,
both the training and test datasets are divided into two
classes: real and fake. A binary classifier is then trained
to function as the fake detector. We utilized the Foren-

Synths [55] and Genlmage [64] datasets for the training
and evaluation of our model. Since ForenSynths is widely
used in Al-generated image detection research, we followed
prior studies [23, 24, 51, 52] by training our model on
Al-generated images from four ProGAN classes (car, cat,
chair, and horse), alongside real images from the LSUN
dataset [60]. For the evaluation, we employed the Foren-
Synths test set and assessed our model on images gener-
ated by eight different generative models, primarily GAN-
based, in line with previous works [51, 52]. To specif-
ically assess the performance on generated images from
diffusion models, we incorporated the Genlmage dataset,
which has gained recent attention due to its inclusion of a
diverse range of recent generative models. Specifically, we
trained our model on images generated by ADM, the type
of first generative model in alphabetical order, using real
images from ImageNet [8]. We then tested the model on
images from eight advanced generative models, predomi-
nantly diffusion-based, within the Genlmage dataset. Since
Genlmage dataset includes both GAN and diffusion mod-
els, it is well-suited for testing a wide range of generative
models. Therefore, unless otherwise specified, most exper-
iments were conducted using the Genlmage setup. Addi-



tional results on other training set of Genlmage are provided
Table 3 and Supp. B.

Baselines and metrics. For baselines, we compared
our method against seven recent techniques: CNNDe-
tection [55], PatchFor [5], LGrad [51], UnivFD [39],
DIRE [56], NPR [52], and DRCT [6], which provides pub-
lic training codebase. For DRCT, as they propose using
two types of pre-trained networks: ConvNext-Base [32] and
CLIP:ViT-L/14, we report results of both backbones. All
baseline models were trained using the settings specified in
their respective original papers. As many prior studies in
this field [5, 39, 55] primarily focus on reporting average
precision as a key evaluation metric, we also report average
precision (%) for most of our experiments. Additionally, for
the main table, we include accuracy (%) as another impor-
tant evaluation metric.

Implementation details. In order to show the effective-
ness of our layer aggregation strategy, we adopt the major-
ity of their experimental setup from Ojha et al. [39] and
mainly utilize the CLIP:ViT-L/14 backbone. Specifically,
we trained the model with an input resolution of 224 x 224,
employing early stopping with patience of 5 epochs with
learning rate decay. All the hyperparameters, including the
learning rate, were directly inherited from the UnivFD con-
figuration.

4.2. Main Results

As demonstrated in Tables | and 2, our simple yet effec-
tive approach achieves significantly improved performance
compared to the latest baselines. Specifically, we achieve
the highest average precision in both datasets: 99.5% in
ForenSynths and 98.2% in GenImage. We also record the
second best in ForenSynths and the highest average detec-
tion accuracy in Genlmage. While our method shares some
methodological similarities with UnivFD, it fundamentally
differs in its comprehensive utilization of features across
multiple layers. This key distinction enables our approach
to achieve significantly superior performance, demonstrat-
ing clear advantage over UnivFD.

In particular, as shown in Table 2, while many baseline
methods struggle to achieve high detection performance, es-
pecially on Midjourney and Wukong, our method demon-
strates consistently high detection performance. Further-
more, several baseline methods faced challenges in achiev-
ing satisfactory performance on SDv1.4 and SDv1.5, which
can be attributed to the inherent differences between ADM,
a pixel-space generative model trained on the dataset, and
Stable Diffusion, which operates in the latent space. De-
spite these challenges, our method exhibited robust gener-
alization across both types of generative models.

This observation supports the claim made by UnivFD,
which emphasizes that, rather than learning model-specific
features, leveraging pre-trained ViT features enables better

generalization across diverse generative models. Our results
further substantiate this by showing that fully utilizing the
rich feature representations learned from pre-trained ViTs
allows our approach to outperform UnivFD, achieving su-
perior performance in comparison.

Furthermore, Genlmage offers training datasets derived
from eight distinct generative models, enabling us to per-
form experiments using various source models for train-
ing. Therefore, we present the results of training on var-
ious training sets for each generative model in GenImage.
The results are provided in Table 3. The results consistently
demonstrate that our proposed MoLD exhibits robust gener-
alization across different generative models, irrespective of
the source image set utilized for training.

4.3. Robustness

To assess robustness concerning perturbations (e.g., blur,
jpeg compression, scale) and training dataset size (from Sk
to full 320k), we conducted a series of experiments. The
model was trained using ADM and tested on eight genera-
tive models, reporting the mean Average Precision (mAP).
The results were then compared with UnivFD, which is
methodologically the closest baseline and performing the
second-best next to ours in Table 2.

Robustness to perturbations. In the context of fake image
detection, adversaries can evade detection by applying per-
turbations to images. Additionally, given that JPEG com-
pression is commonly applied on the web, we evaluated
the robustness of our method against such perturbations.
Furthermore, we examined whether detection performance
varies with scale due to resizing effects. For these evalua-
tions, we conducted experiments under various conditions.
To assess the impact of blur, we applied Gaussian blur with
different sigma values. For JPEG compression, we varied
the compression strength by adjusting the JPEG quality fac-
tor. Lastly, for scale variations, we resized images to differ-
ent scales using the default bilinear interpolation function
in the torchvision resize module.

The results of these experiments are presented in Fig-
ure 4a. While detection performance decreases as pertur-
bation intensity increases in both Gaussian blur and JPEG
compression, our method consistently achieves high per-
formance across different levels of blur and compression.
Regarding scale variations, both UnivFD and our approach
demonstrated a certain level of robustness. However, while
UnivFD exhibited a slight performance drop, our method
remained nearly unaffected. In summary, our approach
demonstrates robustness against various levels of perturba-
tions, including blur, JPEG compression, and scale varia-
tions.

Robustness to train-data size. To evaluate the robustness
with respect to training dataset size, we conducted exper-
iments using randomly selected subsets of the Genlmage



100 100

\*\R«

80 80

60 60

AP (%)

40 40

20 20

100

80

60

40

20

A

100

80

60

40

=3 UnivFD
I Ours

UnivFD 20

—k— Ours

5k 20k 50k 100k 320k

80 60

Quality

40

(a) Perturbations

0.8

1.0 1.2

Scale

1.4 (full)

Size

(b) Train-data size

Figure 4. Robustness evaluation. To assess the robustness of our approach in real-world scenarios, we conduct evaluations under various
perturbations and training dataset sizes. Specifically, we apply perturbations including blur, JPEG compression, and scaling at different
intensity levels (each sigma, quality and scale, respectively). Additionally, we vary the training dataset size from 5k to 320k, where 320k
is the full dataset size of Genlmage-ADM. Note that the total size includes both real and synthetic images. Our results demonstrate that the
proposed method maintains robustness across a wide range of perturbations and dataset sizes.

100

98.2
94.1 * 93.6
* *
% (] 90.4
y [
87.6 si.g 819 aa7
80 78.2
g x o e
= e 78.6 77.9
< 20 74.0
60.9
60 57.4 ox
@ UnivFD * 602
* Ours <]
50 54.1
Q Q P % 3, S 9 9
< <, 4, %, (o (o) K K
& %, Qs %, X% X% A/O‘e ”’ob
® ¥
Pre-trained ViT
Figure 5. Performance across different pre-trained Vision

Transformers (ViTs). Our approach can be seamlessly integrated
into various pre-trained ViTs, including CLIP [48], MAE (Masked
Autoencoders) [16], SigLIP [62], and DINOv2 [40]. We observe
consistent performance improvements across different backbones,
demonstrating the effectiveness of fully leveraging prior features
for Al-generated image detection. Additionally, larger models
tend to yield superior performance, with CLIP ViT-L/14 achiev-
ing the best results, followed by DINOv2-Large.

ADM dataset (full 320k). Training was performed on pro-
gressively larger subsets, starting from a minimal size of 5k,
where the dataset size refers to the total number of real and
fake images combined.

The results, presented in Figure 4 (b), demonstrate that
even with a very small dataset of 5k samples, the model
achieves remarkably high performance. Overall, the find-
ings indicate that the model exhibits robustness with mini-
mal sensitivity to dataset size.

4.4. Expanding to Different Pre-trained ViTs

Throughout this paper, the experiments were conducted us-
ing the same backbone as UnivFD, which leverages the fea-
tures of CLIP:ViT-L/14. However, our method is not re-
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Figure 6. Ablation on layer contributions. To assess the impact
of each layer’s features on the performance of the fake image de-
tector, we conducted an ablation study by excluding the features
from specific layers of the trained detector. The results demon-
strate that all layers contribute to the model’s performance, with
the degree of contribution varying across different settings. This
highlights the importance of considering the full set of layer fea-
tures, thereby supporting the rationale for our approach.

stricted to CLIP ViT; it can be applied to various pre-trained
Vision Transformers, fully leveraging prior features for Al-
generated image detection. Therefore, we evaluated its ap-
plicability to not only CLIP but also Masked AutoEncoder
(MAE) [16], SigLIP [62], and DINOv2 [40], that encom-
pass different pre-train data and training techniques. For
comparison, we evaluated UnivFD under the same condi-
tions, replacing only the backbone while maintaining the
use of the last-layer features. Similarly, our MoLD was ap-
plied with different backbones, utilizing features from all
layers. For SigLIP, which does not have a [CLS] token,
we used pooled features instead. The results of these ex-
periments are presented in Figure 5, demonstrating that our
approach is applicable to a wide range of pre-trained ViTs.

These experiments yielded several key observations. (1)
Overall, UnivFD exhibited a certain level of detection per-



formance across nearly all pre-trained ViTs, indicating that
many pre-trained ViTs provide useful features for fake
image detection. (2) Compared to UnivFD, our method
consistently outperformed across diverse pre-trained ViTs.
This suggests that our MoLD enables a more comprehen-
sive utilization of the features provided by pre-trained ViTs,
demonstrating its effectiveness for the Al-generated image
detection task. (3) Model size of pre-trained ViT affects
performance: in all ViT settings in the figure, larger mod-
els consistently outperformed their base counterparts. (4)
There are distinct performance differences among ViT vari-
ants, likely due to differences in their pre-trained datasets,
architectural details, and training methodologies. No-
tably, CLIP:ViT-L, which was used in the UnivFD setting,
achieved the highest performance, followed by DINOv2-
Large. However, SigLIP exhibited relatively poor perfor-
mance, which may be attributed to its use of pooled features
instead of a [CLS] token.

In summary, while various pre-trained Vision Trans-
formers (ViTs) with different architectures and sizes pro-
vide valuable features for fake image detection, our ap-
proach effectively utilizes these features across all layers,
resulting in a performance improvement and demonstrating
its efficacy in detecting Al-generated images.

4.5. Analyzing the Results

Which layer contributes the most? We conducted an ab-
lation study by removing features from specific layers and
measuring the performance drop. Initially, we removed one
layer at a time, but with 23 layers remaining, the differences
were small. To get clearer results, we removed features
from three layers at once. As shown in Figure 6, the perfor-
mance drop varied across test subsets: layers 16-18 had the
most significant drop for the BigGAN dataset, while layers
10-12 had the second-largest drop for the SDv1.5 dataset.
To summarize, this confirms the distinct and varying roles
of different layers in detection performances. It aligns with
our earlier observation on the importance of integrating fea-
tures from all layers.

Examples of hard samples. We conducted an analysis
of the types of images that presented the greatest chal-
lenges for our fake image detector, specifically focusing
on those where the classifier demonstrated the lowest con-
fidence scores. This involved examining real images that
were misclassified as fake (false positives) and fake images
that were misclassified as real (false negatives). Examples
of these misclassified samples are shown in Figure 7.

Upon visual inspection, no clear patterns were identi-
fiable among these misclassified samples, suggesting that
the classifier’s performance has reached a level that is be-
yond reliable detection by human observation. However,
we did observe that some real images from the Genlmage
dataset, sourced from ImageNet and stored in JPEG for-

Real images classified as ‘Fake’

Figure 7. Misclassified examples. We show instances of misclas-
sified images with the lowest confidences from our Al-generated
image detection model. The examples include both false negatives
(authentic images incorrectly classified as fake) and false positives
(Al-generated images incorrectly classified as authentic). These
samples demonstrate no apparent contextual anomalies upon vi-
sual inspection.

mat, exhibited noticeable compression artifacts. Addition-
ally, certain images contained wave-like distortions, while
others appeared to have been extracted from their original
backgrounds.

5. Discussion

Limitations & Future directions. Our research builds on
recent work using CLIP-ViT and focuses on improving the
usability of pre-trained Vision Transformers. Although our
approach can also be applied to CNN-based detectors, we
focus on ViTs due to UnivFD’s reports that ViT-based CLIP
outperforms ResNet-based CLIP for detecting Al-generated
images. Even though our approach leads to significant
performance improvements, certain samples—especially
from specific generative models—remain difficult to detect.
For example, the ForenSynths-DeepFake and Genlmage-
Midjourney subset show lower detection rates across most
of baseline approaches, including ours. Solving this issue
may require strategies specific to these models. It’s also
worth noting that our approach, along with all the base-
line methods, is designed to detect fully-generated images
from generative models. Detecting Al-edited images will
require further research and different techniques. We be-
lieve that more explainable research is needed to identify
the unique features that distinguish real from synthetic im-
ages, which will help improve detection performance be-
yond current benchmarks.

Societal impact. The rapid advancement of generative
models has given rise to significant concerns regarding their
potential negative impacts. Notably, privacy infringements
resulting from fabricated images and the dissemination of
false information are critical issues that must be addressed.
This research investigates how content generated by such
models can be analyzed using features from pre-trained



models, offering a promising approach for a wide range of
forgery detection methods. To ensure secure and trustwor-
thy Al systems, it is essential to establish robust safeguards
against these emerging threats.

6. Conclusion

In this paper, we addressed the research question of
whether the commonly adopted approach—utilizing
only the last-layer representation—is truly optimal for
Al-generated image detection. Through a comprehensive
layer-wise analysis, we demonstrated that earlier-layer
features contribute valuable information and that each
layer offers distinct decision-making insights for this
task. Based on these findings, we proposed a simple yet
effective layer aggregation strategy, which achieved strong
performance across diverse scenarios. Our research offers
fresh perspectives on forgery detection, highlighting the
scalability of our approach and underscoring the impor-
tance of fully leveraging the rich feature representations
inherent in pre-trained Vision Transformers. We hope that
our findings serve as a valuable contribution to the field and
inspire further investigations into this promising direction.
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Supplementary Material

A. More Results on Prior Analysis

A.1. Impact of high-level semantics on each layer
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Figure 8. Impact of semantic transformation on each layer.
We analyze how semantic modifications affect fake image detec-
tion by applying CutMix and Jigsaw transformations. In CutMix,
real images are mixed with real images and fake images with fake
images, keeping the true labels unchanged. To understand how
different network layers respond to high-level semantics, we train
a fake image detector using features from individual layers and re-
port their Average Precision. The results show that higher layers
are more affected by semantic changes, leading to lower detection
performance. Meanwhile, mid-layer features achieve better detec-
tion accuracy than both early and high-level features, making them
more effective for distinguishing fake images.

In the experiment conducted to investigate the relation-
ship between layer-specific features and high-level seman-
tics, we aimed to test the degree to which each layer’s fea-
tures are influenced by semantic information. To achieve
this, we modified the semantics of the original images and
assessed the impact on the model’s performance. Specifi-
cally, we applied CutMix [61] and Jigsaw transformations,
as illustrated in Figure 8. Since fake image detection should
ideally be invariant to changes in semantics, the model
should still classify images as fake, even when their seman-
tics are altered through transformations such as shuffling
(Jigsaw) or mixing (CutMix).

The experimental results demonstrate that, while most
layers maintain consistent performance, later layers exhibit
a noticeable decline in accuracy. This suggests that the lay-
ers closer to the final output are more sensitive to seman-
tic information, while earlier layers are less influenced by
it. This finding aligns with established observations in the
transfer learning literature [59], which indicate that earlier
layers of a pre-trained network capture more general fea-
tures, whereas later layers become increasingly specialized
to the specific task of pre-training. Based on this frame-
work, it is reasonable to infer that the later layers retain
semantic information learned during CLIP training. Con-
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sequently, for the task of fake image detection, it may be
more advantageous to utilize features from the earlier lay-
ers, which are less sensitive to high-level semantics.

A.2. Performance of layer-wise classifiers

100 - e
90
80
S
o 70 A
<
60
—e— ADM —e— SDv1.4
501 BigGAN —e— SDv1.5
—e— Glide VQDM
204 —e— MidJourney =~ —e— Wukong
1 2 3 4 5 6 7 8 9 10 11 12
Layer index
(a) GenImage (CLIP:ViT-B/16)
100 e % Fe——rtr
90 -
80
S
% 70 A
60 ProGAN CycleGAN
StyleGAN StarGAN
501 StyleGAN2 GauGAN
BigGAN Deepfake
3 6 9 12 15 18 21 24
Layer index

(b) ForenSynths (CLIP:ViT-L/14)

Figure 9. Layer-wise results on different settings. We plot the
detection performance of layer-wise classifiers trained on diverse
settings, in average precision. Results indicate that the earlier lay-
ers compared to final layers generally achieves better detection
paerformance.

In the main paper, we primarily investigated CLIP:ViT-
L/14, which was the backbone used by Ojha et al. [39].
Given that CLIP:ViT-L/14 is a large model with 24 trans-
former layers, we grouped every three consecutive layers
into one. To assess whether the findings from the main pa-
per are broadly applicable, we replicated the experiment us-
ing every layer of CLIP:ViT-B/16 and a different dataset.
The results are presented in Figure 9.

Consistent with the findings in the main paper using
CLIP:ViT-L/14, we observed that the highest detection per-
formance is typically achieved in the layers preceding the fi-
nal layer. This trend also holds for the ForenSynths dataset,
where features from the early to mid-layers contribute to
higher detection rates compared to those from the final
layer.
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Figure 10. Overlap of misclassified examples in CLIP-ViT-

Base. To analyze the decision-making process of classifiers
trained on features from different layers, we measure the propor-
tion of commonly misclassified samples. The results indicate that
the overlap in misclassified samples across layers is relatively low,
suggesting that each layer captures distinct aspects of the input
data.

A.3. Investigating layer-wise decisions

In the main paper, we present results from the CLIP:ViT-
L/14 model. Here, we replicate the experiment to show the
layer-wise overlap for CLIP:ViT-B/16. The results in the
main paper are derived from the Genlmage-Glide dataset,
whereas in this supplementary section, we provide results
based on a different dataset, Genlmage-Midjourney.

The findings reveal that the overlap between the clas-
sifiers at each layer varies across layers. By examining
each layer individually, we observe more overlap than in
the main figure. However, despite this increased overlap, it
remains relatively low overall, suggesting that each layer’s
classifier makes distinct decisions.

In conclusion, our analysis demonstrates that the fea-
tures extracted from each layer contribute differently to the
overall model’s output. This variability underscores the im-
portance of our Layer-wise Attention Distillation (LAD)
method.

B. More Results

We train our Al-generated image detector using the
Genlmage-ADM dataset, which is the first generative
model in the Genlmage collection. We compare the per-
formance of our model with baseline approaches, as well as
with models trained on the subsequent dataset in alphabet-
ical order, Genlmage-BigGAN (see Table 4). As shown in
the table, our LAD model achieves the best performance,
surpassing the second-best model by over 8% in average
precision. This improvement is more pronounced than the
results obtained using the Genlmage-ADM dataset, as re-
ported in the main paper’s table. We hypothesize that this
enhanced performance is due to the greater differences be-
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Figure 11. Attention distance of CLIP:ViT-L/14. The atten-
tion distances for 500 images from ForenSynths are measured and
averaged for plotting. CLIP:ViT-L/14 is used as the backbone, re-
sulting in 24 data points.

tween BigGAN-generated images and the diffusion model-
generated images in the test set, which predominantly con-
sists of diffusion model samples. This demonstrates the su-
perior generalization capability of our approach.

C. Additional Analyses
C.1. Attention distance of CLIP-ViT

To examine the local and global receptive fields of each
transformer layer, we calculate the attention distance, as
proposed in previous works [42, 45]. Specifically, the atten-
tion distance is determined by the pixel distance, weighted
by the corresponding attention scores. As illustrated in Fig-
ure |1, the attention distance increases with the layer index.
This observation indicates that lower layers focus primar-
ily on local regions, mid-level layers capture both local and
global information, and higher layers predominantly attend
to global contexts.

C.2. t-SNE plot of each layer

We present the t-SNE [54] plots of each layer of CLIP:ViT-
L/14 in Figure 12. As illustrated in the figure, the real and
fake images are more distinguishable in the early and mid-
dle layers compared to the layers at the extremes. Specifi-
cally, in the initial layers (1 to 5), the real and fake images
are largely indistinguishable, whereas in the final layers (21
to 24), the features become more separable, though still not
as distinct as in the middle layers. This observation is con-
sistent with and supports the results of our layer-wise detec-
tion performance discussed in the previous analysis of the
main paper.

C.3. Effect of number of linear layers

Strictly speaking, UnivFD employs a single-layer MLP,
whereas our approach utilizes a two-layer MLP with a
GELU activation function [17] between the layers. Since
UnivFD relies solely on a single linear layer, all results re-
ported in the main paper are based on its original imple-



ADM BigGAN GLIDE Midjourney SDv1.4 SDvl.5 VQDM Wukong | Mean

CNNDetection 61.9 100.0 93.8 54.1 47.8 47.7 64.9 40.6 63.1
PatchFor 81.9 100.0 98.0 78.8 55.2 55.8 66.2 59.2 | 74.6
Lgrad 61.0 100.0 91.3 62.2 48.8 49.0 58.0 43.4 64.5
UnivFD 82.5 99.9 54.3 75.7 823 82.3 96.5 83.5 82.1
DIRE 59.5 100.0 95.0 60.0 49.1 49.3 543 45.5 64.6
NPR 59.8 100.0 98.1 61.6 55.5 55.9 64.3 46.0 | 67.7
DRCT (Conv-B) 55.7 100.0 67.6 56.5 49.9 50.0 58.6 42.0 | 60.0
DRCT (CLIP-L) 90.6 100.0 94.9 65.7 72.6 71.5 92.5 67.7 81.4
LAD (Ours) 78.4 99.9 95.5 76.1 94.0 94.5 97.5 90.7 90.1

Table 4. Evaluation on GenImage-BigGAN. We present the detection performance of baseline methods and our approach in terms of
average precision (AP). Each detector is trained on the Genlmage-BigGAN training set, which follows Genlmage-ADM in the alphabetical
sequence of generative models. The results include average precision and mean average precision (mAP). Our LAD method achieves the
highest detection performance, while UnivFD yields the second-best result.
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Figure 12. Layer-wise t-SNE plot. We present the t-SNE visualization of features extracted from each layer of the ForenSynths BigGAN
model, using a test set of 600 images (300 real and 300 fake). The results suggest that the middle layers exhibit a stronger ability to
distinguish between real and fake images compared to the early and final layers.

Method ADM BigGAN GLIDE Midjourney SDvl.4 SDvl1.5 VQDM Wukong l Mean
etho ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP | ACC AP
UnivFD 90.6 97.1 917 99.1 790 882 61.8 695 803 892 795 834 90.8 985 848 933 | 823 904
UnivFD (2-layer MLP) 94.8 993 954 99.6 87.1 948 593 698 759 876 744 866 929 984 805 913 | 8.6 909
Ours 99.3 1000 833 979 911 990 763 952 882 985 87.0 983 935 992 865 98.1 | 88.2 98.2

Table 5. Evaluation of UnivFD in 2-layer MLP. We implement 2-layer classification head to UnivFD in order to examine the effectiveness
of 2-layer MLP on its performance. The results are negligability different with a little performance increase. Still, our LAD noticeably
outperforms UnivFD, demonstrating the effectiveness of layer aggregation strategy of our approach. Note that all the other values except
the second row is same to Genlmage-ADM table in the main paper.
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mentation. This architectural difference raises the question
of whether the observed performance gap is due to the addi-
tional non-linearity in our model. To investigate this, we re-
implemented UnivFD using a two-layer MLP with GELU
and present the results in Table 5. As shown in the table, the
performance difference is negligible, indicating that the su-
perior performance of our LAD approach is not attributable
to the two-layer MLP architecture but rather to the effec-
tiveness of our method in fully leveraging the features from
different layers of pre-trained CLIP-ViT.

C.4. Consistency analysis
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Figure 13. Consistency in training. Each model is trained three
times, and we report the mean and standard deviation of the coeffi-
cients for each layer. The results demonstrate consistent layer-wise
utilization across the different training sets for the detectors.

We assess the consistency of our LAD model by train-
ing it three times with different random seeds and plotting
the mean and standard deviation of the coefficients for each
layer. It is important to note that this analysis does not di-
rectly reflect the importance of each layer, as it includes
biases such as the mean or norm of the features for each
layer. However, this evaluation demonstrates the consis-
tency of our LAD model, illustrating that the network ef-
fectively learns to utilize all features from each layer, even
when trained with different random initializations.
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