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Abstract
Large Language Models (LLMs) are increasingly used to query
knowledge graphs (KGs) due to their strong semantic understanding
and extrapolation capabilities compared to traditional approaches.
However, these methods cannot be applied when the KG contains
sensitive data and the user lacks the resources to deploy a local
generative LLM. To address this issue, we propose a privacy-aware
query generation approach for KGs. Our method identifies sensitive
information in the graph based on its structure and omits such
values before requesting the LLM to translate natural language
questions into Cypher queries. Experimental results show that
our approach preserves the quality of the generated queries while
preventing sensitive data from being transmitted to third-party
services.

CCS Concepts
• Information systems → Question answering; • Computing
methodologies → Natural language processing; • Security and
privacy → Domain-specific security and privacy architec-
tures.

Keywords
Question Answer, Privacy, Sensitive Data, Knowledge Graph, Q&A,
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1 Introduction
Large Language Models (LLMs) are increasingly used to retrieve
knowledge. However, their outputs may be inaccurate or even
hallucinated. To mitigate this, many applications rely on Retrieval-
Augmented Generation (RAG), especially when retrieving knowl-
edge from documents. While RAG can also be applied to knowledge
graphs (KGs), this requires sending graph data to the LLM [12].

This poses challenges when users want to query KGs but lack
the resources to deploy their own generative models, and when the
question, the KG, or both involve sensitive data. Such situations are
common in practice, for example in healthcare [19], biomedical [18],
or legal [14] use cases, where privacy is critical. In these cases,
existing approaches that transmit graph data to external LLMs are
not satisfactory.

Before the advent of generative LLMs, several rule-based [20]
and classical Machine Learning (ML) [3, 7] methods were developed
to query KGs locally, without exposing data to third parties. These
systems typically translated natural language questions into formal
query languages. However, they were usually supervised and thus
inherited well-known limitations: (1) the need for large training

datasets, which are often unavailable; (2) poor generalization to
questions that differ slightly from the training set; and (3) high
adaptation costs for new use cases.

Motivated by these challenges, this paper investigates a privacy-
preserving approach that leverages the semantic capabilities of
LLMs without disclosing sensitive information. Given a property
graph as input and without requiring additional training data, our
method automatically: (1) extracts the graph structure (node labels,
node properties, relation labels, and relation types); (2) builds a
dictionary of sensitive values from node and relation properties
(which can be manually refined by users); and (3) trains a Named
Entity Recognition (NER) system to recognize the identified labels,
properties, and values.

Natural language questions provided by the user are then refor-
mulated to improve clarity with respect to the graph schema, while
sensitive values are masked. The LLM receives this reformulated
question and is asked to generate the corresponding Cypher [10]
query based solely on the graph schema passed as context. Finally,
placeholders in the generated query are replaced with the orig-
inal sensitive values. An additional benefit of passing only the
graph schema is that it significantly reduces the number of tokens
needed, which both lowers cost and improves efficiency. Moreover,
the schema can be restricted to the Role-Based Access Control
(RBAC) [9] sub-structure authorized for the user, ensuring that
generated queries never target parts of the graph beyond user’s
access rights. The resulting query can be returned to the user or
executed on the graph, with the results made available accordingly.

To evaluate this privacy-aware query generation approach, we
conduct an ablation study examining: (1) the effect of improving
question clarity through schema information; and (2) the impact of
masking sensitive data before query generation. We further discuss
how our approach compares with the state-of-the-art, exempli-
fying its effectiveness in the context of knowledge graph query
generation.

2 Related Works
We divide KG-based question answering (Q&A) methods into four
categories: (1) rule-based; (2) classical machine learning (ML); (3)
transformer-based; and (4) LLM-based.

Rule-based methods rely on predefined rules to map natural
language questions to KG query languages such as SPARQL and
Cypher. They are deterministic and do not involve machine learn-
ing algorithms. For example, [20] proposes a chatbot for querying
academic data, where user intent is recognized through predefined
rules and managed by a finite-state system. Such methods do not
require training data and provide interpretable outputs. However,
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they are strictly limited to the rules defined in advance, which
constrains their applicability in practice.

Classical ML methods also rely on predefined rules but incorpo-
rate machine learning algorithms such as SVM [3], XGBoost, and
Maximum Entropy Markov Models [7]. These approaches learn
mappings from natural language to SPARQL or Cypher using train-
ing examples. While they outperform rule-based methods, they
require the acquisition and preparation of training data, which
introduces additional costs.

Transformer-based methods leverage the transformer architec-
ture [25] to improve contextualization and generalization. Those
methods – such as [2], [21], and [23] – typically rely on BERT vari-
ants fine-tuned on examples of expected user queries. This line
of work has substantially improved the accuracy of KG Q&A and
continues to achieve state-of-the-art results [22]. However, existing
approaches are usually developed for specific knowledge graphs,
which limits their transferability. Applying them to new domains
requires significant effort to design specialized solutions and to
collect and clean large datasets of training queries.

LLM-based methods rely on generative large language models
such as GPT [1], LLaMA [8], and DeepSeek [15]. These approaches
achieve excellent performance [22] thanks to their generalization
and contextualization capabilities, often without requiring train-
ing data. In fact, their strongest results are obtained via zero-shot
prompting [27]. However, LLMs are prone to hallucinations, which
must be carefully mitigated. Moreover, due to their large number
of parameters, hosting state-of-the-art LLMs locally is impractical
for most users. Consequently, applications typically rely on third-
party services provided by companies such as OpenAI, Google, or
DeepSeek AI.

In scenarios where labeled training data is scarce or nonexistent
and where sensitive data is involved, users are left with two im-
perfect options: rule-based systems or classical ML methods that
require less training data. Yet, as noted above, both categories have
limited semantic ability to interpret user questions, since anything
not explicitly covered by predefined rules or training examples of-
ten produces suboptimal results. Therefore, developing an approach
that enables effective Q&A over KGs while addressing the privacy
concerns of relying on third-party generative LLMs remains an
open research problem. Table 1 summarizes the characteristics of
existing KG-based Q&A methods and highlights how our proposed
privacy-aware LLM approach compares.

KG-based Q&A No additional
training/data Generalization Privacy

Rule-based X X
Classical ML X X
Transformers-based X X
LLM-based X X
Privacy-aware LLM
(our method) X X X

Table 1: Comparison of KG-based Q&A methods, with “X”
marking characteristics those methods have.

3 Privacy-Aware Q&A
In this paper, we investigate how to leverage the contextualiza-
tion and generalization capabilities of LLMs to automatically query
sensitive data from KGs using natural language questions, which
may themselves contain sensitive information. Our approach en-
ables users to rely on third-party generative LLM services without
sharing sensitive data – critical in scenarios constrained by organi-
zational policies, ethical standards, non-disclosure agreements, or
legal frameworks. Throughout this paper, we illustrate our method
using theMETAQA dataset [26], which, although it does not contain
sensitive data, is treated as if all values in the KG were sensitive.

When generating KG queries from natural language questions
using LLMs, there are two main sources of potential sensitive data
leakage. First, the contextual information provided to the LLM,
which often includes the data from the KG itself [4–6, 16, 24]. Sec-
ond, the user’s question may contain sensitive information in its
text; for example “Other than Bad Boys, which movies did Will
Smith and Martin Lawrence co-star in?” implies prior collaboration
between the actors, which could be considered private information.

Below, we describe how our method addresses each of these
challenges.

3.1 Graph structure as context
Our method relies on the observation that KGs used for Q&A tasks
are typically based on an ontology or predefined structure. This
structure encodes the core logic of the KG without including sensi-
tive values. Figure 1 illustrates this concept.
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Figure 1: “The Godfather” sub-KG and its structure.

Figure 1a shows a KG containing seven nodes connected to
the movie “The Godfather”. This graph is constructed based on
the structure in Figure 1b, which includes six node types: “Movie”,
“Writer”, “Director”, “Genre”, “Language”, and “Actor”. The structure
dictates node types, their attributes, and relationships. While the
data stored in the KG may be sensitive, the structure itself is not,
and can therefore provide sufficient context for the LLM to generate
executable queries without accessing sensitive values. In addition to
preserving privacy, providing only the graph structure substantially
reduces the prompt size. This improves token efficiency, which
directly translates into lower costs and faster query generation.

Moreover, because the schema can be restricted to the sub-
structure that the user is authorized to access, the LLM is prevented
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from generating queries that target parts of the KG beyond their
access rights. This integrates access control directly into the query-
generation pipeline, ensuring that privacy is preserved not only at
the level of sensitive values, but also at the level of graph topology.

3.2 Masking user questions
User questions may contain sensitive information and domain-
specific vocabulary that is difficult for the LLM to interpret when
the context given omits private information. To address this, we
identify two sets of entities: (i) sensitive entities that must not be
sent directly to the LLM, and (ii) key entities critical for query
generation, representing node labels, relations, and attributes.

For example, consider the question below, which have sensitive
data explicitly flagged between brackets.
- Sensitive question:Which film [Will Smith] and Martin Lawrence
co-acted?

Based on the graph structure from Figure 1b, one can identify
six types of entities: NODE_LABEL (all node types in the KG),
NODE_PROPERTY (node properties), RELATION_LABEL (all rela-
tion types in the KG), RELATION_PROPERTY (relation properties),
NODE_VALUES (sensitive values in the KG), and AD_HOC (user-
specified sensitive values). These entities are then masked:
- Pre-processed question: Which NODE_LABEL AD_HOC and
NODE_VALUE co-NODE_PROPERTY?

Next, key entities are substituted with their canonical KG syn-
onyms to reduce the risk of the LLM using incorrect terminol-
ogy. For instance, “film” is replaced by “MOVIE” and “acted” by
“STARRED”, matching the KG labels and properties. The resulting
privacy-aware question submitted to the LLM is:
- Privacy-aware question:Which MOVIE AD_HOC and
NODE_VALUE co-STARRED?

Key and sensitive entities can be identified using a NER algorithm
appropriate to the user’s domain. In this paper, we use a simple
case-insensitive one-to-one match between question tokens and
KG entities or their manually defined synonyms.

3.3 Privacy-aware LLM prompt and reply
Once the KG context and user question are free from sensitive in-
formation, we construct a zero-shot prompt instructing the LLM
to generate a Cypher query to retrieve the requested information.
Because the prompt includes only schema-level information rather
than the entire graph, it remains compact and token-efficient, al-
lowing us to scale to larger KGs without overwhelming the LLM
input. As an example, the LLM’s response to the privacy-aware
question described in Section 3.2 is shown below:
- LLM reply:

MATCH (m:Movie)-[r:STARRED_IN]-(a1:Actor),
(m)-[r2:STARRED_IN]-(a2:Actor)
WHERE toLower(a1.name) = toLower("AD_HOC")
AND toLower(a2.name) = toLower("NODE_LABEL")
RETURN m.name

Before execution, placeholders are replaced with the original
sensitive values provided by the user, yielding the final query:

- Final Cypher query:

MATCH (m:Movie)-[r:STARRED_IN]-(a1:Actor),
(m)-[r2:STARRED_IN]-(a2:Actor)
WHERE toLower(a1.name) = toLower("Will Smith")
AND toLower(a2.name) = toLower("Martin Lawrence")
RETURN m.name

Finally, the Cypher query is executed, and the results returned.

4 Experiments & Results
To implement the privacy-aware strategy for querying KGs de-
scribed in Section 3, we used the BESSER Agentic Framework
(BAF) [11]. BAF is designed to facilitate and accelerate the develop-
ment of AI agents in a low-code manner. It natively implements the
simple NER method described previously and allows the definition
of synonyms, which are automatically used to identify key entities.
Additionally, BAF integrates generative-LLM APIs, enabling seam-
less use of LLMs during agent execution. All the code used in our
experiments is available on GitHub1.

We evaluate our strategy using the METAQA dataset [26], which
contains facts for 16,427 movies, including their actors, directors,
writers, release years, language, tags, genre, IMDB votes, and IMDB
ratings. The dataset also provides natural language questions and
corresponding answers, with entities already annotated between
brackets. We use the “vanilla” test set, containing 39,093 questions.
Most of these questions follow the same pattern, varying only in
entity values (e.g., actor or movie names). Because these values are
automatically replaced in our privacy-aware strategy, we reduced
the dataset to 503 questions with unique patterns.

First, we created a property graph in Neo4J [13] using the triples
from METAQA. The graph follows the structure illustrated in Fig-
ure 1b. Each node has a “name” property, and “Movie” nodes also
include properties corresponding to their connected entities and
movie-specific attributes: “release year”, “tags”, “IMDB votes”, and
“IMDB ratings”.

Next, we extract from the graph and provide to BAF the node
types, relations, properties, property values, and their synonyms.
For illustration, we manually defined a few synonyms, shown in
Table 2. In practice, most synonyms in this domain can be easily
resolved by the LLM.

Entity Synonyms
Movie film, movie, films, movies
directed_by directed
in_language language
release_year year, release, released
has_tags tags, tag, described, about
written_by wrote, written
starred_actors actor, actress, actors, actressess, star, starred
has_imdb_votes votes, vote
has_genre genre, type
has_imdb_rating rating
name names

Table 2: List of synonyms defined in BAF.

1https://github.com/maurodlt/PrivateNL2CYPHER

https://github.com/maurodlt/PrivateNL2CYPHER
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We then define which entities are sensitive. For this experiment,
all property values in the KG are considered sensitive, except for
single-word movie titles and movie tags. Terms like “Creator”, “Fall”,
and “Primary” (movie titles) or “main” and “script” (tags) are not
considered sensitive, as they are unlikely to reveal private informa-
tion and are more likely to appear as common words in contexts
unrelated to movies or tags.

Finally, we executed our agent on the 503 questions and com-
pared the generated query results with the dataset answers. Table 3
reports the accuracy of several configurations: GPT-5 with no pri-
vacy constraints; our strategy without synonym substitution; our
complete strategy; and our complete strategy after manually re-
viewing discrepancies.

Method Accuracy
GPT-5 (no privacy) 83.1
Privacy-aware (no synonym substitution) 80.7
Privacy-aware (complete) 82.5
Privacy-aware (manually assessed) 91.0

Table 3: Accuracy of GPT-5 with and without the proposed
privacy-aware methodology.

5 Discussion
In this section, we discuss the key insights gained from the experi-
ments described in Section 4.

• Privacy-awareness has minimal impact on perfor-
mance. Despite masking input questions – thus reducing
semantic information available to the LLM – the effect
on accuracy is negligible. Querying GPT-5 without mask-
ing yielded 83.1% correct results, while our privacy-aware
method achieved 82.5% (cf. Table 3).

• Privacy and efficiency are not trade-offs. By transmit-
ting only the graph structure, our approach not only protect
sensitive information but also keeps the prompt compact.
In our experiments, each LLM request required fewer than
1,400 tokens. This proves that privacy and efficiency are
not trade-offs but complementary goals.

• Importance of synonym substitution. Replacing syn-
onyms listed in Table 2 with their corresponding key en-
tities improved accuracy from 80.7% to 82.5% (cf. Table 3).
Most of this gain came from replacing the word “about”
with “has_tags.” While this substitution may sound unnat-
ural in natural language, it matched the way the dataset
was structured (e.g., mapping “what topics is [Free Willy]
about” to movie tags). This illustrates the value of allowing
user-defined synonyms, which often capture the specific
phrasing needed in a given domain.

• LLMs sometimes outperform the dataset.When man-
ually reviewing the errors’ flagged in our evaluation, we
found that many of them were in fact valid answers. By
marking those as correct, we increased our accuracy from
82.5% to 91% (cf. Table 3). For instance, when asked “what
words describe [Holiday Inn]”, the dataset expected solely

movie tags, while our method additionally returned “Musi-
cal”, which is factually correct since it is the movie’s genre.
We also observed cases where vague questions were han-
dled more effectively by our approach. For example, the
dataset expected the answer “[franchise]” for the question
“can you describe movie [The Final Destination] in a few
words”, whereas our method produced “[The Final Destina-
tion (2009): Genres: Horror. Director: David R. Ellis. Writers:
Eric Bress.]”. Finally, some dataset annotations were out-
right incomplete or misleading. An example is the question
“which person wrote the movies directed by [Niki Caro]”,
where the dataset excluded Niki Caro from the answer set
– even though she wrote one of the movies she directed.

• LLMs also make mistakes. Not all errors came from the
dataset. Some were genuine mistakes produced by the LLM.
The most frequent issue was confusion about entity labels.
For example, the question “who is listed as director of the
movies starred by [Solo] actors” was misinterpreted, with
the LLM treating “Solo” as the name of an actor rather than
the name of a movie, leading to incorrect results. Another
source of errors was returning more information than re-
quested.

• Supervised Methods and Generalization Challenges.
[17] report 100% accuracy on the MetaQA dataset by train-
ing a sequence-to-sequence transformer model to map nat-
ural language questions into graph paths. These paths are
output as Prolog functions, which can then be executed
to retrieve the correct answers. However, this approach is
entirely dependent on training data and lacks generaliza-
tion. Small variations in phrasing that were not seen during
training consistently failed. For example, questions such
as “Which movies starred [Al Pacino]?”, “Which movies
had [Al Pacino] as an actor?”, “Which movies featured [Al
Pacino]?”, or “Which movies have [Al Pacino]?” all pro-
duced incorrect results. After several attempts – with the
query “Which movies [Al Pacino] starred in?” – the model
was able to generate the correct answer. Thus, we empha-
size the need to investigate the generalization capabilities
of supervised methods, especially in Q&A settings where
users are unlikely to phrase their questions according to a
predefined structure.

6 Conclusion
We introduced a privacy-aware strategy for generating Cypher
queries with third-party generative LLMs. By using the graph struc-
ture as context and masking sensitive information in user ques-
tions, our approach preserves privacy while still benefiting from
the strong generalization capabilities of LLMs. Moreover, relying
only on the graph structure keeps prompts compact and token-
efficient, enabling scalability to larger graphs. Experiments on the
MetaQA dataset showed that this strategy achieves up to 91% accu-
racy, demonstrating that privacy can be protected without losing
query quality. In future work, we aim to extend this approach to
more complex knowledge graphs and domain-specific use cases.
We also plan to automatically filter and adapt the graph schema to
the RBAC model provided for the users. Together, these directions
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will allow us to explore how privacy-preserving and access control
mechanisms can be integrated with LLM-based reasoning at scale.
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