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Abstract

AI agent-based systems are becoming increasingly integral to modern soft-
ware architectures, enabling autonomous decision-making, dynamic task exe-
cution, and multimodal interactions through large language models (LLMs).
However, these systems introduce novel and evolving security challenges, in-
cluding prompt injection attacks, context poisoning, model manipulation,
and opaque agent-to-agent communication, that are not effectively captured
by traditional threat modeling frameworks. In this paper, we introduce
ASTRIDE, an automated threat modeling platform purpose-built for AI
agent-based systems. ASTRIDE extends the classical STRIDE framework
by introducing a new threat category, A for AI Agent-Specific Attacks, which
encompasses emerging vulnerabilities such as prompt injection, unsafe tool
invocation, and reasoning subversion, unique to agent-based applications. To
automate threat modeling, ASTRIDE combines a consortium of fine-tuned
vision-language models (VLMs) with the OpenAI-gpt-oss reasoning LLM to
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perform end-to-end analysis directly from visual agent architecture diagrams,
such as data flow diagrams(DFDs). LLM agents orchestrate the end-to-end
threat modeling automation process by coordinating interactions between
the VLM consortium and the reasoning LLM. Our evaluations demonstrate
that ASTRIDE provides accurate, scalable, and explainable threat model-
ing for next-generation intelligent systems. To the best of our knowledge,
ASTRIDE is the first framework to both extend STRIDE with AI-specific
threats and integrate fine-tuned VLMs with a reasoning LLM to fully auto-
mate diagram-driven threat modeling in AI agent-based applications.

Keywords: LLM-Reasoning, Vision-Language-Model, Llama-Vision,
OpenAI-gpt-oss, Threat-Modeling, STRIDE

1. Introduction

The rapid proliferation of AI agent-based systems—autonomous soft-
ware entities empowered by large language models (LLMs) and capable of
dynamic task execution, multimodal perception, and self-directed reason-
ing—has fundamentally transformed modern application architectures [1, 2].
These agents are increasingly embedded in workflows ranging from intelli-
gent assistants to autonomous decision-making systems and multi-agent en-
vironments. However, their emerging behaviors and the reliance on complex
language-driven interactions introduce novel security challenges that extend
beyond the scope of traditional software threats. These include prompt in-
jection attacks, context poisoning, reasoning subversion, and unintended tool
invocation, all of which exploit the flexible and opaque nature of agent de-
cision pipelines [3]. Existing threat modeling methodologies, including the
widely adopted STRIDE framework, are not well-equipped to capture the
emerging attack surfaces unique to agentic AI applications [4, 5]. These
frameworks rely heavily on manual inspection of system architectures, de-
mand significant domain expertise, and lack native support for AI-specific
vulnerabilities such as prompt manipulation, context or memory poisoning,
and inter-agent influence. Consequently, critical threats may go undetected
until late in the development lifecycle, posing significant risks to the integrity,
availability, and trustworthiness of AI-driven systems [6].

To address this gap, we introduce ASTRIDE, an automated threat model-
ing platform specifically designed for AI agent-based applications. ASTRIDE
extends the classical STRIDE framework by introducing a new threat cate-
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gory A for AI Agent–Specific Attacks which captures emerging security risks
unique to agentic workflows. These include instruction manipulation (e.g.,
prompt injection), unsafe reasoning-driven tool use, and the misuse of agent
memory or context windows. ASTRIDE combines a consortium of fine-
tuned vision-language models (VLMs) [7] with the OpenAI-gpt-oss reasoning
LLM [8] to perform end-to-end threat analysis directly from visual architec-
ture diagrams, such as data flow diagrams. Each VLM is trained on a custom
dataset of AI agent topologies annotated with both traditional STRIDE vec-
tors and AI-specific threats, enabling robust component-level vulnerability
detection. The VLM outputs are aggregated and synthesized by OpenAI-
gpt-oss, which performs high-level reasoning to generate a coherent and ex-
plainable threat model. LLM agents [1] orchestrate the end-to-end threat
modeling automation process by coordinating interactions between the VLM
consortium and the reasoning LLM. To ensure practical deployment, all mod-
els are fine-tuned using the Unsloth library with QLoRA-based quantization,
enabling low-latency inference on resource-constrained hardware [9].

Our evaluation shows that ASTRIDE provides an accurate, scalable, and
interpretable solution for threat modeling in next-generation AI systems. To
our knowledge, this is the first framework to both extend STRIDE with
AI-specific threats and integrate fine-tuned VLMs with a reasoning LLM to
fully automate visual, diagram-driven threat modeling for AI agent-based
applications. The following are our main contributions of this research.

1. Propose a novel threat modeling framework for capturing the at-
tack surfaces of agentic AI applications by extending the traditional
STRIDE methodology.

2. Automate the end-to-end threat modeling process for agentic AI ap-
plications using a consortium of fine-tuned vision-language models and
the OpenAI-gpt-oss reasoning model.

3. Utilize a fine-tuned vision-language model consortium to analyze threat
model images (e.g., data flow diagrams) and generate ASTRIDE-based
threat predictions for agentic AI applications.

4. Incorporate the OpenAI-gpt-oss reasoning model to synthesize and fi-
nalize threat assessments based on the outputs of the vision-language
model consortium.

The rest of the paper is organized as follows: Section 2 presents related
work and positions our approach in the context of existing AI-enabled threat
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modeling frameworks. Section 3 describes the overall system architecture
of the proposed platform. Section 4 outlines the core functionalities and
operational workflow. Section 5 provides details on the implementation and
performance evaluation. Finally, Section 6 concludes the paper and discusses
directions for future research.

2. Related Work

Several researchers have explored AI-based approaches to threat model-
ing, each addressing different aspects of securing intelligent systems. Mauri
and Damiani [10] extended STRIDE for AI/ML lifecycles, emphasizing tai-
lored security assessments. The ADMIn framework [11] by Kumar et al.
categorizes threats to AI software into attacks on datasets, models, and in-
puts. Yang et al.[12] proposed using LLMs to automate threat modeling in
banking systems, while Mollaeefar et al.[13] introduced PILLAR, which in-
tegrates LLMs with the LINDDUN framework to automate privacy threat
classification. In healthcare, STRIDE was adapted for LLM-based systems
to model component-level threats [14]. Auspex [15] introduced ‘tradecraft
prompting’ to embed threat modeling expertise into generative AI systems.
Lastly, STRIDE-AI [16] by Zhou et al. offers an asset-centric model for iden-
tifying threats in ML components like datasets and training environments.

Table 1 provides a comparative analysis of existing frameworks across key
dimensions, including support for fine-tuning on structured diagram datasets,
runtime integration of LLMs and VLMs, vision-language threat modeling ca-
pabilities, reasoning LLM usage, and modular consortium-based orchestra-
tion of multiple specialized models. Most prior work lacks vision-language
understanding of system diagrams or treats threat modeling as static text
generation, offering limited ability to capture agent-specific attack surfaces
such as prompt injection, context poisoning, or unsafe tool invocation ad-
dressed in ASTRIDE.

In contrast, our proposed ASTRIDE platform extends STRIDE with an
additional category for AI Agent–Specific Attacks and uniquely combines
fine-tuned vision-language models and the OpenAI-gpt-oss reasoning LLM
to automate threat analysis directly from system diagrams. ASTRIDE sup-
ports fine-tuning on structured diagram datasets, ensures interoperability
across multiple models, and introduces decision-level synthesis to resolve
conflicting outputs. By integrating architectural understanding, multimodal
reasoning , and safeguards against agent-specific risks such as prompt injec-
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tion and unsafe tool invocation [17, 1], ASTRIDE advances the state of the
art in automated threat modeling for agentic AI applications.

Table 1: AI-enabled Threat Modeling Framework Comparison

Platform Domain
Fine-tuning
Support

Running LLM
Vision LM
Support

Reasoning LLM
Support

LLM Consortium
Support

Astride Threat Modeling ✓
Llama-3, Pixtrel, Qwen2

OpenAI-gpt-oss
✓ ✓ ✓

STRIDE for AI/ML [10] AI/ML Systems ✗ ✗ ✗ ✗ ✗

ADMIn [11] AI-based Software ✗ ✗ ✗ ✗ ✗

ThreatModeling-LLM [12] Banking Systems ✗ GPT-based ✗ ✗ ✗

PILLAR [13] Privacy (LINDDUN) ✗ GPT-4 ✗ ✗ ✗

LLM-based Healthcare STRIDE [14] Healthcare Systems ✗ GPT-4 ✗ ✗ ✗

Auspex [15] General Threat Modeling ✗ GPT-4 ✗ ✗ ✗

STRIDE-AI [16] ML System Assets ✗ ✗ ✗ ✗ ✗

3. System Architecture

Figure 1 illustrates the overall architecture of the proposed platform,
which is composed of four core components: (1) Data Lake, (2) Vision-
Language Models, (3) OpenAI-gpt-oss Reasoning LLM, and (4) LLM Agents.
A brief description of each component is provided below.

3.1. Data Lake

Data Lake serves as the foundational infrastructure for the ASTRIDE
platform, providing centralized storage, management, and access to the di-
verse and large-scale datasets required for training and fine-tuning VLM and
reasoning LLMs for automated threat modeling [7]. Specifically, this layer
aggregates a curated corpus of labeled threat modeling diagrams, including
Data Flow Diagrams associated with threat vectors and trust boundaries.
These datasets are critical for teaching VLMs to understand the structural
and semantic patterns in system diagrams and to associate them with po-
tential security threats.

3.2. Vision-Language Models

VLMs form the analytical layer of the ASTRIDE platform, enabling it
to interpret complex threat modeling diagrams and autonomously extract
threat insights. This layer consists of a consortium of fine-tuned VLMs,
each trained on a large, labeled dataset of system architecture and data flow
diagrams annotated with associated threat vectors, trust boundaries, and
component-level metadata [7, 18]. Rather than relying on a single model,

5



the ASTRIDE platform employs a multi-model ensemble strategy, where
each VLM independently analyzes input diagrams and outputs structured
threat observations. These include AI agent-specific attacks, as well as po-
tential STRIDE attacks spoofing, tampering, repudiation, information dis-
closure, denial of service, and privilege escalation threats - each mapped to
specific components and data flows in the diagram. The use of diverse VLMs
enhances resilience against individual model biases and ensures broader se-
mantic coverage across a range of threat modeling styles and visual repre-
sentations.

Figure 1: ASTRIDE system architecture.

3.3. OpenAI-gpt-oss Reasoning LLM

The OpenAI-gpt-oss Reasoning LLM [19, 8] represents the cognitive
layer of the ASTRIDE platform, responsible for high-level reasoning, syn-
thesis, and refinement of threat predictions derived from complex system di-
agrams. In the context of ASTRIDE, this layer performs the final aggregation
and decision-making function in the Agentic-AI application threat modeling
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pipeline. Predictions generated by the VLM consortium, each VLM offer-
ing a unique perspective on AI-Agent specific attacks and STRIDE-based
attacks(spoofing, tampering, repudiation, information disclosure, denial of
service, and elevation of privilege threats), are collected and structured by
the LLM Agent Layer into a composite prompt [3, 20]. This prompt is then
submitted to OpenAI-gpt-oss, which uses its reasoning abilities to synthesize
a cohesive, prioritized, and contextually validated threat model.

By cross-analyzing the output of multiple VLMs, OpenAI-gpt-oss en-
sures that conflicting or incomplete assessments are reconciled into a con-
sistent and trustworthy threat modeling representation. It also applies ad-
vanced reasoning to contextual cues (e.g., system roles, trust boundaries, and
domain-specific risk patterns), enabling deeper insights than purely visual or
rule-based systems can achieve [19, 21].
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Figure 2: ASTRIDE threat prediction flow

3.4. AI/LLM Agents

AI/LLM Agents [1] serve as the orchestration layer of the ASTRIDE plat-
form, managing coordination between the VLM consortium and the OpenAI-
gpt-oss reasoning LLM [19, 22]. The agents generate customized prompts tai-
lored to extract both STRIDE and Agentic-AI-specific threat vectors from
the fine-tuned VLMs. Each VLM independently analyzes the input and re-
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turns structured threat insights, as illustrated in Figure 2. Smart contracts
then aggregate and reformat the VLM predictions into a unified reasoning
prompt for OpenAI-gpt-oss, which synthesizes the output into a coherent
and context-sensitive final threat model [8, 23].

4. Platform Functionality

There are four main functionalities of the platform: 1) Data Lake Setup,
2) Vision language model Fine-Tuning, 3) Threat prediction by Fine-tuned
VLMs, and 4) Final Prediction by OpenAI-gpt-oss LLM. This section goes
into the specifics of these functions.

4.1. Data Lake Setup

The Data Lake serves as the foundational layer of the ASTRIDE platform,
designed to store, organize, and manage the comprehensive datasets required
for fine-tuning VLMs on threat modeling tasks. Unlike traditional datasets
focused on image classification or natural language, the ASTRIDE Data Lake
contains visual system artifacts such as data flow diagrams, system architec-
ture diagrams, and associated textual annotations, including labeled threat
vectors, component descriptions, trust boundary definitions, and mitigation
factors, which streamlines the fine-tuning process [24, 25].

4.2. Vision-Language Model Fine-Tuning

The next phase in the ASTRIDE workflow is the fine-tuning of VLMs
using the curated, labeled dataset of threat modeling diagrams and threat
annotations stored in the Data Lake. This step involves adapting general-
purpose VLMs(e.g. Llama-Vision, Pix2Struct, and Qwen2-VL [26, 27]) to
the specific domain of cybersecurity threat modeling. These models are fine-
tuned to accurately associate system architecture and data flow diagram
features with corresponding threat vectors, trust boundaries, system com-
ponent roles, and mitigation. Through this fine-tuning pipeline, ASTRIDE
transforms general VLMs into domain-specialized threat prediction agents
capable of extracting actionable threats from real-world agentic-ai system
diagrams with high precision and consistency, as illustrated in Figure 3.
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Figure 3: Fine-tune VLMs with Qlora and deploy with Ollama.

4.3. Threat Prediction by Fine-Tuned VLMs

Once the VLMs are fine-tuned using labeled threat modeling data, the
next key functionality of the ASTRIDE platform is to extract threat predic-
tions from new system diagrams using the VLM consortium. When a new
data flow diagram or system architecture image is submitted, the LLM agent
layer orchestrates the interaction with each fine-tuned VLM and initiates a
distributed threat analysis process.

To ensure accurate and context-aware predictions, it employs custom
prompt engineering, crafting model-specific instructions that inject system
metadata, domain context, and task objectives alongside visual input [].
These prompts instruct each VLM to analyze the image and extract threat
vectors(e.g., AI-Agents specific threats and STRIDE threats) and to asso-
ciate them with relevant system components and data flows [4].

Each model in the consortium independently processes the input dia-
gram and produces a structured set of predictions, including identified threat
types, associated components, severity levels, and recommended mitigations.
These outputs are returned to the LLM agent layer, which collects, formats
and prepares them for further synthesis using the OpenAI-gpt-oss Reasoning
Layer [8].

4.4. Final Prediction and Reasoning by OpenAI-gpt-oss LLM

To ensure the precision, consistency, and reliability of the threat mod-
els generated, ASTRIDE employs a consensus-based reasoning mechanism
powered by the OpenAI-gpt-oss LLM. Rather than relying on the output
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of a single VLM, the platform aggregates threat predictions from multiple
independently fine-tuned VLMs. These intermediate outputs, each offer-
ing different perspectives on the same visual input, are then synthesized by
OpenAI-gpt-oss, which serves as the final reasoning and decision layer within
the platform [8].

As a reasoning-centric LLM, OpenAI-gpt-oss is uniquely suited to inter-
pret and compare the predictions from different VLMs. Contextual analysis
is performed to validate, reconcile, and rank threats, ultimately generating
a unified threat model that reflects the most accurate and complete under-
standing of the system diagram. To guide this reasoning process, LLM agents
construct structured prompts that encapsulate each VLM’s output, includ-
ing identified threat vectors, affected components, and proposed mitigation
strategies. An example of this prompt structure is shown in Figure 4.
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Figure 4: Prompt for OpenAI-gpt-oss reasoning LLM.

5. Implementation and Evaluation

A functional prototype of the ASTRIDE platform has been imple-
mented to validate the feasibility and performance of automated threat
modeling from visual system representations. The core analytical layer
is composed of three fine-tuned VLMs—Llama-Vision, Pix2Struct, and
Qwen2-VL [26]—each trained to interpret architectural diagrams and ex-
tract ASTRIDE-based security insights. The fine-tuning process utilized
a synthetically generated dataset comprising system architecture and data
flow diagrams annotated with trust boundaries, threat vectors, and mitiga-
tion strategies. Each diagram in the dataset was paired with a structured
JSON representation containing labeled components, identified threats (e.g.,
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AI-Agents specific threats as well as STRIDE threats), and corresponding
mitigation techniques.

Fine-tuning was performed using the Unsloth library on Google Colab,
leveraging NVIDIA A100 and Tesla TPU resources to enable efficient train-
ing cycles. The dataset consisted of approximately 1,200 annotated records,
automatically generated in the form of Mermaid diagrams [28] represent-
ing system architectures (e.g., data flow diagrams, component diagrams,
and trust-boundary layouts). Each entry was structured in a conversational
instruction-tuning format, as required by Unsloth [9], and included a content
field (containing the Mermaid diagram prompt), a type field (describing the
diagram category), and an instruction field guiding the model to identify
STRIDE threats and recommend corresponding mitigations. The dataset
was split into 2/3 for training, 1/6 for validation, and 1/6 for testing. Train-
ing was completed in approximately 1,627 seconds (27.12 minutes). The
peak reserved memory during training was 14.605 GB, with actual train-
ing consumption reaching 5.853 GB, representing 39.69% of total memory
usage and 99.03% of peak allocation. These metrics demonstrate that struc-
tured threat modeling using visual input and LLM fine-tuning can be ac-
complished efficiently, even on moderate-scale datasets. Post fine-tuning, all
models were optimized using QLoRA [29], allowing quantized deployment on
edge or resource-constrained hardware. These VLMs were then hosted on
the Ollama framework, which provides an efficient runtime environment for
inference [30]. The reasoning layer of the proposed ASTRIDE platform is
implemented using the OpenAI-gpt-oss LLM. The LLM agent layer is im-
plemented with the OpenAI-Agents-SDK [1]. Platform performance is eval-
uated in two key areas: Evaluation of fine-tuned VLMs and Evaluation of
OpenAI-gpt-oss Reasoning LLM.

5.1. Evaluation of Fine-tuned VLMs

In this evaluation, we first assessed the training and validation loss dur-
ing the fine-tuning process of the VLMs for diagram-based threat modeling.
These metrics, visualized in Figure 5, demonstrate the models’ progressive
learning across training steps. Furthermore, Figure 6 captures multiple key
training dynamics, including the loss difference, loss ratio, and loss deriva-
tives over training steps, offering valuable insights into the model’s conver-
gence behavior and generalization performance. The consistently positive
loss difference (validation loss exceeding training loss) suggests signs of over-
fitting, especially at steps with noticeable spikes. The loss ratio, ranging
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from 1.0 to 3.0, highlights varying degrees of generalization, where a lower
ratio reflects better alignment between training and validation performance.
Additionally, the loss derivatives reveal rapid initial improvements followed
by smaller, oscillating changes, indicating stabilization or saturation in the
learning process.

Figure 5: Training loss and validation loss during fine-tuning of the Llama-3.2-11B-Vision-
Instruct VLM.
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Figure 6: Ratio of training to validation loss during the fine-tuning of the Llama-3.2-11B-
Vision-Instruct VLM.

Figure 7 and Figure 8 present the predictions generated by two vision-
language models, Llama-Vision and Pixtral-Vision [26], before and after fine-
tuning for the given AI agent-based system architectures. For Llama-Vision,
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the model initially detects only a single vulnerability—prompt injection at
the prompt processor—without recognizing additional attack surfaces or pro-
viding detailed mitigations. After fine-tuning, it demonstrates substantial
improvement by also identifying context poisoning in the reasoning core and
unsafe tool invocation in the tool execution module. Furthermore, the model
outputs context-aware mitigations, such as input sanitization, context in-
tegrity validation, and access control for API invocations. For Pixtral-Vision,
the pre-fine-tuning prediction is similarly narrow, flagging only reasoning sub-
version at the intent and reasoning module. After fine-tuning, Pixtral-Vision
expands its coverage to detect prompt injection in the NLU module, con-
text poisoning in the contextual memory, and provides detailed, actionable
mitigations—including prompt filtering with zero-trust validation, reason-
ing constraints with justification trails, and memory hashing with prove-
nance tracking [17]. Taken together, these results demonstrate that fine-
tuning significantly enhances the capabilities of VLMs to perform structured
ASTRIDE-based threat modeling. Both models show improved coverage of
AI-agent–specific threats, better interpretation of architectural components
(e.g., reasoning core, memory store, external APIs), and stronger alignment
with expert-annotated threat data. This highlights the effectiveness of fine-
tuning in enabling multimodal models to generate context-aware, explain-
able, and actionable security insights for complex agentic AI systems.
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Figure 7: The prediction results of Llama-3.2-11B-Vision-Instruct VLM.
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Figure 8: The prediction results of Pixtral-Vision VLM.

5.2. Evaluation of OpenAI-gpt-oss Reasoning LLM

In this evaluation, we assessed the reasoning performance of the OpenAI-
gpt-oss Reasoning LLM by comparing the individual predictions from the
VLMs with the final prediction generated by OpenAI-gpt-oss. Figure 9 illus-
trates the predictions made by different VLMs for a threat modeling diagram,
along with the final reasoning provided by OpenAI-gpt-oss. The results high-
light OpenAI-gpt-oss’s ability to synthesize and analyze the outputs from
multiple VLMs, demonstrating its effectiveness and reliability in producing
accurate final diagnoses. This evaluation underscores the reasoning LLM’s
role in refining and enhancing prediction precision, further validating its in-
tegration into the Astride framework.
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Figure 9: Reasoning made by OpenAI-gpt-oss LLM.

6. Conclusions and Future Work

In this paper, we introduce ASTRIDE, a novel, fully automated threat
modeling platform tailored for AI agent-based systems. ASTRIDE extends
the traditional STRIDE framework by introducing a new threat category
A for AI Agent–Specific Attacks to capture emerging security risks such as
prompt injection, context poisoning, and unsafe tool invocation that are
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unique to agentic workflows. We fine-tuned a consortium of VLMs, including
Pix2Struct, Qwen2-VL, and Llama-Vision, using a custom dataset of anno-
tated agent architecture diagrams containing trust boundaries, component
interactions, data flows, and ASTRIDE-labeled threat vectors. These fine-
tuned models are capable of interpreting complex visual representations and
generating structured, component-level threat predictions. To enhance the
reliability and transparency of the automation workflow, we employed LLM
Agents to orchestrate secure and auditable interactions between the VLM
consortium and the reasoning LLM. All VLMs were fine-tuned using the
Unsloth library with QLoRA-based quantization, enabling resource-efficient
deployment on consumer-grade hardware without sacrificing performance.
Experimental evaluations using both synthetic and real-world architecture
diagrams demonstrate that ASTRIDE significantly improves the accuracy of
threat identification, reduces the dependence on human experts, and offers
a scalable and explainable alternative to traditional threat modeling prac-
tices. For future work, we plan to expand the VLM ensemble with newer
open-source multimodal models to further increase prediction performance
and robustness.
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