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Abstract—Secret key generation at the physical layer is ex-
pected to be a fundamental enabler for next-generation networks.
We consider a network where the user equipment is a drone
and propose a novel secret key generation solution when the
eavesdropper is another node belonging to the network (curious
device). We exploit drone mobility over realistic Rician fading
channels. In our protocol, after a prior training phase, drone
Alice chooses a trajectory of positions in space and transmits a
message to Bob, on the ground, from each position. From the
received messages, Bob estimates the channel gain from which
a secret key is extracted. The choice of the positions is made to
maximize a lower bound on the secret key capacity. Numerical
simulations are used to prove the effectiveness of the proposed
approach.

Index Terms—Secret Key Generation, Physical Layer Security,
Drones, Rician Fading.

I. INTRODUCTION

Secret-key generation (SKG) at the physical layer is a
mechanism that enables two devices to agree (or refresh) a
stream of bits (key) that remains secret to other eavesdropping
devices. Such a key can then be used to support cryptographic
techniques, e.g., to achieve confidential transmissions, and
provide authentication mechanisms. Two main approaches are
available for SKG at the physical layer: the source-based SKG,
where the randomness to generate the key is provided by the
channel over which communication occurs; the channel-based
SKG where instead one of the two parties transmits a random
key that is kept secret from the eavesdropper as its channel
does not allow to infer the key properly (e.g., the attacker
channel is more noisy than the legitimate one) [1]. Here we
focus on the channel-model technique.

Conventional source-model SKG mechanisms at the phys-
ical layer typically exploit two characteristics of the wire-
less channel: reciprocity and fading [2]. Usually, the for-
mer is guaranteed by both the reciprocity theory for an-
tennas/electromagnetic propagation and the synchronization
of the devices whose communication must occur within the
coherence time of the channel [2], [3]. The latter, on the other
hand, is often guaranteed by random reflections of the signal
in the environment.

Yet, with poor scattering and/or slow fading, typical for
example of unmanned aerial device (UAV) applications, SKG
is challenging [4] as the line-of-sight (LOS) component might
be dominant [5] thus the channel can be, in the worst case,
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deterministic. Few recent studies tackle SKG in UAV contexts,
in particular, [5] exploits multiple-input and multiple-output
(MIMO) and three-dimensional (3D) spatial angles to extract
keys in LOS environments. The authors in [4] tackle this issue
by injecting randomness at the transmitter, thus creating an
artificial frequency-selective fading channel. This approach is
used in [6] in a context of swarms of multiple UAVs agreeing
on a common key. Still in the context of single-antenna
devices, [5] cannot be applied as the angle of arrival cannot be
estimated, while in [4], provable unclonable functions (PUF)
have been used to authenticate drone transmissions.

In this paper, we consider a realistic Rician fading channel
for UAV transmissions (see [7]) and propose a novel solution
that exploits the mobility of the UAVs to perform SKG at the
physical layer, allowing a robust yet effective key agreement
in low-scattering environments in the presence of a curious
device. In particular, the eavesdropping device Eve belongs
to the same network and has a fixed position on the ground,
known to the other devices. In detail, our protocol starts with
drone Alice moving in space to gather information on the
environment, more precisely on the channel gain in a pre-
defined grid of possible positions. In the next phase, Alice
chooses a trajectory of positions, moves there, and transmits
a message to Bob, on the ground, which will estimate the
channel gain. The choice of the positions is made both to
maximize the mutual information between Alice and Bob and,
at the same time, to minimize the information leakage to Eve.

The rest of this work is organized as follows: Section II
introduces the System model. The proposed key generation
protocol is described in Section III, and the optimization of
the secret-key capacity is in Section IV. The performance of
the proposed solution is evaluated and discussed in Section V.
Lastly, in Section VI we draw the main conclusions.

II. SYSTEM MODEL

Our scenario consists of a movable device, Alice, and two
fixed devices on the ground, namely Bob and Eve. All the
devices are equipped with a single antenna. Alice and Bob
aim to establish a secret key at the physical layer. On the
other hand, Eve, a curious device whose position is known
by Alice, wants to infer the key. Alice moves on a grid of
discrete positions, each of them associated with a channel
gain, and transmits messages to Bob. From each message,
Bob measures the channel gain, which is then mapped to a
sequence of bits that will constitute the key. For the sake of

ar
X

iv
:2

51
2.

04
75

6v
1 

 [
ee

ss
.S

P]
  4

 D
ec

 2
02

5

https://arxiv.org/abs/2512.04756v1


a simple explanation, we focus on the case where Alice only
moves horizontally, always keeping the same altitude h. Let
us define the set of Alice’s positions as

A = {pA(i) = (pA,i,1, pA,i,2, h), i = 1, . . . ,M} . (1)

This is the set of M discrete positions on the grid that Alice
can pick.

A. Channel Model

To generate the key, Alice transmits a set of publicly avail-
able pilots {bk} from a position pA ∈ A. The communication
channel to a receiver in position pR is modeled following the
Rician fading model [8, Sec. 2.4]. Let hk ∼ CN (0, σ2

h) be the
fading term, g(pA,pR) be the total channel gain, combination
of pathloss and shadowing effects, and κ the ratio of the energy
of the main path to the energy in the scattered paths: the larger
it is, the more deterministic is the channel. We fix fading and
pilot power to 1, i.e., E(∥hk∥2) = 1 and ∥bk∥2 = 1 for each
k, where E(·) is the expectation operator. The corresponding
received signal, assuming perfect synchronization with the
LOS component, sampled at discrete time k in position pR

can be written as

rk(pA,pR) =

(√
κ

1 + κ
+

√
1

1 + κ
hk

)
g(pA,pR)bk + wk ,

(2)
where wk ∼ CN (0, σ2

w) is the thermal noise term.
Let us indicate with ATx and ARx the gains of the trans-

mitter and receiver antennas, [fc]MHz the carrier frequency
in MHz and [d]km = ∥pA − pR∥ the distance (in km)
between transmitter Alice and the receiver. Then, the path-
loss attenuation, according to the Friis model, (in dB) is

[apl(pA,pR)]dB =32.4 + 20 log10 [d]km+

20 log10 [fc]MHz −ATx −ARx .
(3)

The shadowing effect is described by the Gudmundson model
[9], in which the shadowing attenuation [ash(pA,pR)]dB (in
dB) follows a zero-mean normal distribution with variance
σ2
sh, i.e., [ash(pA,pR)]dB ∼ N (0, σ2

sh). Note that the shad-
owing attenuations are spatially correlated. Indeed, if Alice
transmits from positions pA and p′

A the resulting attenuation
[ash]dB = [ash(pA,pR)]dB and [ash]

′
dB = [ash(p

′
A,pR)]dB

will have correlation

E ([ash]dB[ash]
′
dB) = σ2

sh exp

(
−∥pA − p′

A∥
dref

)
, (4)

where dref is the coherence distance [10]. This expression
shows that the correlation decreases exponentially with the
distance between the two positions.

Letting [atot(pA,pR)]dB = [apl(pA,pR)]dB +
[ash(pA,pR)]dB be the total channel attenuation, the total
channel gain in linear scale g(pA,pR) in (2) is computed as

g(pA,pR) = 10−
[atot(pA,pR)]dB

20 . (5)

B. Channel Estimation

Since the thermal noise term wk and fading term hk are
mutually independent and independent over time, the receiver
estimates the channel gain by processing the received signal
(2) and computes

g̃′(pA,pR) =
1

K

K∑
k=1

rkb
∗
k =

√
κ

1 + κ
g(pA,pR) + w̃′

k , (6)

where w̃′
k ∼ CN (0, 1

K ( g(pA,pR)2

1+κ + σ2
w)). We notice from (6)

that the useful information is purely real, thus by taking the
real part, we obtain

g̃(pA,pR) = ℜ(g̃′(pA,pR)) =

√
κ

1 + κ
g(pA,pR) + w̃

= m(pA,pR) + w̃ ,

(7)

where w̃ ∼ N (0, 1
2K ( g(pA,pR)2

1+κ + σ2
w)), and we defined

m(pA,pR) =
√

κ
1+κg(pA,pR) as the expected gain at the

receiver.

C. Knowledge Assumptions

Alice Knowledge: The information that Alice has about
the curious device Eve are: a) Eve’s location pE, and b) the
function m(pA,pE) for each tuple (pA,pE).

Eve Knowledge: The curious device Eve, located in
position pE, knows:

• The set of possible Alice position’s A;
• The function m(pA,pE) for each tuple (pA,pE), that we

denote in the following as map;
• The pilot sequences {bk} used by both Alice and Bob.

Eve, upon the reception of the transmitted pilot signals,
estimates the gain using (7) and obtains the sequence t =
{g̃(pA,n,pE)}.

III. KEY EXTRACTION PROTOCOL

We assume Bob and Eve are located in fixed and known
positions pB and pE, Alice, on the other hand, will be
free to move in A. Alice uses her movements to generate
the key from the channel gain. The reason for exploiting
the movements rather than varying the transmission power
and/or exploiting phase information is twofold. First, power
information is available in most off-the-shelf devices and is
more robust to phase synchronization issues [11]. Second,
simply varying the transmitting power would leak information
to the curious device, as each variation would be detected
by both Bob and Eve. On the other hand, by exploiting
the transmitting positions with the drone mobility, we can
completely masquerade the power variations at Eve, thus
achieving good security performance as shown in Sections IV
and V.

The key generation protocol is outlined as follows:
1) Training Phase: Alice visits all the positions in A and

in each position Bob transmits pilot signals that enable
Alice to estimate the channel gain between her and Bob.
From (7), Alice estimates the function mapping Alice and



Bob positions to the gain between them m(pA,pB) for
each pair (pA,pB). We refer as M = {m(pA,pB), ∀pA}
the set of possible gains. Similarly, by letting Eve transmit
pilots in correspondence of each position assumed by
Alice, Alice can estimate the channel gain between her
and the curious device Eve (in position pE) and obtains
the map m(pA,pE). We recall that Eve is a curious
receiver who obeys the rules of the network and thus will
send pilots when instructed to do so. Note that as Alice
will transmit pilots from her positions (see step 2)), also
the curious device can estimate the mapping m(pA,pE),
thus Alice has no advantage in this phase over Eve.

2) Random Positions Choice: Alice computes a probability
distribution PpA over the set of positions A and extracts
independently a set of N positions P = {pA,n ∼
PpA

, n = 1, . . . , N}. Next, Alice moves to those posi-
tions and transmits a pilot sequence {bk} of K symbols.

3) Gain Estimation: Bob, upon the reception of the message,
estimates the gain using (7). After N transmissions, Bob
will have obtained a sequence of N estimated gains g̃ =
{g̃(pA,n,pB), n = 1, . . . , N}.

4) Key Distillation: Bob quantizes the received gains with
the quantization step ∆. Letting Q = {q1, . . . , qQ} be the
quantization levels, at each transmission n Bob obtains

qpA,n = Q(g̃(pA,n,pB)) ∈ Q , (8)

where Q(·) is the quantization function. Note that, as the
quantization can be made arbitrarily small (at the expense
of optimization time and memory consumption), we will
study its impact in Section V. By mapping each of these
levels to a unique sequence of bits, Bob distills the key
q = {qpA,n , n = 1, . . . , N}. Alice, from (7), has the
sequence of expected gains m = {m(pA,n,pB), n =
1, . . . , N}.

5) Information Reconciliation: The two sequences obtained
in the previous point will have a high correlation as
we can think of q as the noisy version of m, due
to quantization and thermal noises. Thus, information
reconciliation is needed to agree on a common key.

6) Privacy Amplification: Alice and Bob agree on a public
hashing function to apply on the reconciled keys; the
purpose is to reduce the size of the key to the number of
bits effectively secret to Eve. Yet, as we demonstrate in
the next Section III-A, it is not needed in our protocol.

A. Security Analysis

The proposed protocol falls under the channel-based SKG
mechanisms [1, Chp. 4], as Alice has control of the channel
by picking a sequence of positions P , that will result in keys
q, m, and t at Bob, Alice, and Eve respectively. Since Alice
picks the positions independently, we can study the security
of the protocol at the general n-th transmission, and then the
effects of multiple transmissions are simple to analyze. Let us
fix the number of transmissions to N = 1, and let mpA =
m(pA,1,pB), qpA

= Q(g̃(pA,1,pB)) and tpA
= g̃(pA,1,pE)

be the resulting keys.

In this paper, the performance metric is the secret-key
capacity (SKC), i.e., an upper bound on the number of secret
bits that the legitimate parties can share at each transmission.
More precisely, we will maximize a lower bound on the SKC
(in bits per position) [1, Sec. 4.4]

Ckey = max[max
PpA

(I(qpA
;mpA

)− I(mpA
; tpA

) ,

max
PpA

(I(qpA
;mpA

)− I(qpA
; tpA

)] ,
(9)

where I(·; ·) is the mutual information operator.
Here we introduce the concept of isohypse that partitions

the position set A into L subsets

A = {I1, . . . , IL} , (10)

where isohypse Iℓ = {pA ∈ A : m(pA,pE) = mℓ} contains
the Alice’s positions leading the same (expected) gain mℓ at
Eve. This partition allows for simplifying the analysis; in fact,
if we restrict the movement of Alice to an isohypse Iℓ, Eve’s
measurements will be independent of Alice and Bob. This is
because Eve will be measuring a constant value mℓ affected
by noise leading I(mpA

; tpA
) = 0 and I(qpA

; tpA
) = 0 in

(9). Thus, if Alice moves along an isohypse, no leakage of
the secret key is given to Eve. Therefore, step 6 of privacy
amplification is not needed in our proposed protocol.

B. Attack Strategy

It is clear from the previous subsection that the attacker has
no strategies available, as the isohypse movement restriction
leads to an information leakage of zero, regardless of its
position on the ground. Yet, depending on the proximity of
Eve to Bob, the number of secret bits Bob can extract may
vary, as will be shown in Section V.

IV. SECRET-KEY CAPACITY OPTIMIZATION

If Alice moves on the isohypse Iℓ, we write the obtained
SKC following (9) as

Ckey(Iℓ) = I(qpA ;mpA) = H(qpA)−H(qpA |mpA) , (11)

where H(·) is the entropy operator. Let PpA|Iℓ
(p) the position

probability distribution of Alice PpA
conditioned on the move-

ment on the isohypse Iℓ. We compute the probability mass
distribution (PMD) of the obtained quantized gains PqpA

(q)
as

PqpA
(q) =

∑
p∈Iℓ

PqpA
(q|pA = p)PpA|Iℓ

(p) . (12)

We define g(·;pA) as the Gaussian PDF centered in mpA and
variance σ2 = 1

2K ( g(pA,pB)2

1+κ + σ2
w), then using (7) we have

PqpA
(q|pA = p) =

∫ ∆
2

−∆
2

g(q + a;p) da = Q′
+ −Q′

− , (13)



where Q′
± = QF[(q ± ∆/2 − mpA

)/σ] and QF(·) is the Q-
function. Thus by definition

H(qpA
) = −

∑
q∈Q

PqpA
(q) log2 PqpA

(q)

= −
∑
q∈Q

∑
p∈Iℓ

PqpA
(q|pA = p)PpA|Iℓ

(p)×

× log2

∑
p∈Iℓ

PqpA
(q|pA = p)PpA|Iℓ

(p)

 .

(14)

About the conditioned entropy term H(qpA
|mpA

) we have

H(qpA
|mpA

) =
∑

mp∈M:p∈Iℓ

H(qpA
|mpA

= mp)P(mpA
= mp).

(15)
Still, since Eve is sufficiently far from Bob (at least dref m),
and due to the shadowing, typically the mapping between
positions in Iℓ and expected gains at Bob is unique, i.e.,
P(mpA

= m) = PpA|Iℓ
(pA). Thus by recalling (13), we have

that (15) simplifies into

H(qpA |mpA) =
∑

mp∈M:p∈Iℓ

H(qpA |mpA = mp)P(mpA = mp)

=
∑
p∈Iℓ

H(qpA |pA = p)PpA|Iℓ
(p)

= −
∑
p∈Iℓ

∑
q∈Q

PpA|Iℓ
(p)PqpA

(q|pA = p)×

× log2 PqpA
(q|pA = p) .

(16)

To find the optimal distribution P ⋆
pA

maximizing the secrecy
capacity (9) we look for the isohypse leading the highest
Ckey(Iℓ), thus

P ⋆
pA

= argmax
ℓ

max
PpA|Iℓ

(p)
Ckey(Iℓ)

s.t. PpA|Iℓ
(p) ∈ [0, 1] ∀p, ℓ∑

p∈Iℓ

PpA|Iℓ
(p) = 1 ∀ℓ .

(17)

We note from (16) that in the very low-noise and dense
quantization case, for a given p, PqpA

(q|pA = p) = 1 for
only a specific quantization level q and zero otherwise. This
yields to the conditional entropy in (16) equal to zero and (14)
provides H(qpA) = −

∑
p∈Iℓ

PpA|Iℓ
(p) log2 PpA|Iℓ

(p). Con-
sequently, the problem can be directly mapped to the optimal
choice over a finite alphabet Iℓ. The optimal distribution is
then uniform over the alphabet, i.e., PpA|Iℓ

(p) = 1
|Iℓ| for each

p ∈ Iℓ. Lastly, we can bound (11) with log2 |Iℓ| obtaining the
following upper bound to the secret key capacity

Ckey = max
ℓ

Ckey(Iℓ) ≤ C̄key = max
ℓ

log2 |Iℓ|. (18)

V. NUMERICAL RESULTS

We numerically simulated the proposed protocol to evaluate
the SKC in terms of the number of secret key bits per
position as a performance metric. First, we define parameters.

1 2 3 4 5 6 7

1

2

3

log2 Q

C k
e
y

[b
it/

po
s]

M = 150 × 150

M = 200 × 200

M = 250 × 250

Fig. 1. SKC vs the number of quantization levels Q (in log scale), with
different map sampling spaces.

From (5), we define the maximum gain expected for Bob
as gmax = maxpA

g(pA,pB), and we measure the tradeoff
between pathloss-shadowing and fading components in (2) by
the parameter (in dB)

ρdB = 10 log10
κ

gmax
. (19)

High values of ρdB are expected, as in this paper, we deal
with poor scattering environments. When Alice is in position
pA, the signal-to-noise ratio (SNR) at Bob from (7) is

SNRpA
=

g(pA,pB)
2 κ
1+κ

1
2 (

g(pA,pB)2

1+κ + σ2
w)

=
2g(pA,pB)

2κ

g(pA,pB)2 + σ2
w(1 + κ)

,

(20)
and the minimum SNR of operation is SNRmin =
minpA∈A SNRpA

. The shadowing standard deviation (STD)
(see (4)) for drone communications is given in [7] for devices
transmitting at fc = 2.4 GHz. Alice moves on a squared grid
of dimension 500m × 500m at altitude h = 10 m. Unless
otherwise stated, we consider: σsh,E = 3 dB as the shadowing
variance of Alice-Eve channel, σsh,A = 5 dB as the shadowing
variance of the Alice-Bob channel, a d = 119 m distance
between Eve and Bob, K = 10, SNRmin = 10 dB, ρdB = 10
dB, Q = 16, and M = 150× 150. To solve (17), we used the
Sequential Least Squares Programming method.

A. Map Geometry and Number of Quantization Levels
We see from Fig. 1 that by increasing the number of quan-

tization levels Q, the secret key capacity first increases and
then saturates. This justifies our design decision to quantize
the estimated gains at Bob and work with discrete levels. The
same is true for the number of map positions M : a higher
number of points on the map improves the performance, yet
oversampling the space would result in sampling the same
gains, leading to a saturation of the key entropy at Bob.

B. Thermal and Fading Noises, and Number of Pilot Symbols
Fig. 2 shows that the capacity increases as the thermal

noise reduces, as expected by varying SNRmin. Moreover,
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Fig. 2. SKC vs SNRmin, and pathloss-shadowing and fading tradeoff
parameter ρdB.
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Fig. 3. SKC vs SNRmin, the number of pilot symbols K, and upper bound
C̄key.

we showed that the higher ρdB (which corresponds to less
fading) increases the capacity. This is because, from (7), low
values of ρdB result in an estimation noise that depends on the
realized gain, and this effect worsens the performance. On the
other hand, Fig. 3 demonstrates the limits of the protocol, at
very high SNR and number of pilots in comparison with the
bound, obtainable with infinite dense quantization and zero
noise. Here we used Q = 128 quantization levels. We see
that, even with high but reasonable simulation parameters, the
performance is not far from the best achievable.

C. Shadowing Variance and Eve-Bob Distance

Fig. 4 shows that higher shadowing STD at Bob leads to
higher capacity, this is because given an isohypse, the resulting
gains at Bob have higher entropy. Finally, the proximity of Eve
to Bob worsens the performance because all the isohypses lead
to similar gains to Bob: if Eve were exactly in Bob’s position,
all isohypses by definition would lead to the same gain also

2 4 6 8 10
2

2.2

2.4

2.6

2.8

3

K

C k
e
y

[b
it/
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d ≃ 19 m, σsh,A = 5 dB

d ≃ 213 m, σsh,A = 5 dB

d ≃ 119 m, σsh,A = 5 dB

d ≃ 119 m, σsh,A = 7 dB

Fig. 4. SKC as a function of the number of pilot symbols K, with different
Alice-Bob channel shadowing STD σsh,A and Eve-Bob distance d.

to Bob, and the mutual information between him and Alice
would be zero as well.

VI. CONCLUSIONS

In this paper, we proposed a novel solution that exploits
the mobility of the UAVs to perform SKG at the physical
layer in the presence of a curious device, over Rician fading
channels. The effectiveness of our protocol was demonstrated
via numerical simulations, showing that it is possible to obtain
more than 2 bits per position of the secret key even in poor
scattering and slow fading environments.
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