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Abstract

Gleeok is a family of low-latency keyed pseudorandom functions (PRF) includ-
ing two variants called Gleeok-128 and Gleeok-256, which are based on three
parallel SPN-based keyed permutations whose outputs are XORed to produce
the final output. Both Gleeok-128 and Gleeok-256 employ a 256-bit key, with
block sizes of 128 and 256 bits, respectively. Due to this multi-branch struc-
ture, evaluating its security margin and mounting valid key-recovery attacks
present non-trivial challenges. In this paper, we present the first comprehen-
sive third-party cryptanalysis of Gleeok-128, including a two-stage MILP-based
framework for constructing branch-wise and full-cipher differential-linear (DL)
distinguishers, and a dedicated key-recovery framework based on integral distin-
guishers for multi-branch designs. Our analysis yields 7-/7-/8-/4-round DL dis-
tinguishers for Branchl/Branch2/Branch3/Gleeok-128 with squared correlations
2—88.12 /9—88.12 /5—38.73 /2—49.04  A]] distinguishers except the one targeting
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the PRF outperform the best distinguishers given in the design document. More-
over, by tightening algebraic degree bounds, we obtain 9-/9-/7-round integral
distinguishers for the three branches and a 7-round distinguisher for the full PRF,
extending the existing ones proposed in the original design document by 3/3/2
rounds and 2 rounds, respectively. Furthermore, the newly explored integral dis-
tinguishers enable the key-recovery attacks on Gleeok-128: a 7-round attack in the
non-full-codebook setting and an 8-round attack in the full-codebook setting. In
addition, we uncover a flaw in the original linear security evaluation of Branch3,
showing that it can be distinguished over all 12 rounds with data complexity 248,
and propose optimized linear-layer parameters that significantly strengthen its
linear resistance without sacrificing diffusion. These results advance the under-
standing of Gleeok-128’s security and provide generalized methods for analyzing
multi-branch cipher designs.

Keywords: Gleeok-128, Pseudorandom Function, Security Evaluation, Key-recovery
Attacks

1 Introduction

In recent years, the growing demand for real-time applications, such as 5G com-
munications, Trusted Execution Environments (TEEs), telemedicine, and vehicle-to-
everything (V2X) systems, has made cryptographic latency a critical performance
factor. In such latency-sensitive contexts, cryptographic operations often lie on the
critical path, and even small delays can degrade system responsiveness. To address
this, several low-latency symmetric designs have been proposed, including PRINCE [1],
QARMA [2], MANTIS [3], and Orthros [4]. Orthros, for example, is a 128-bit keyed
pseudorandom function (PRF) constructed as the sum of two keyed permutations to
achieve security through structural composition. However, most existing designs sup-
port only 128-bit keys, which may be insufficient for emerging applications requiring
higher security levels. Against this backdrop, Gleeok was recently introduced as a fam-
ily of low-latency PRFs supporting 256-bit keys while maintaining sub-nanosecond
latency [5].

Gleeok is a recently proposed family of pseudorandom functions designed to achieve
ultra-low latency while supporting 256-bit keys. Drawing inspiration from Orthros, its
core construction is based on three parallel 128-bit branches: the first two are tailored
to provide resistance against statistical attacks, particularly differential cryptanaly-
sis, while the third branch is intended to counter algebraic attacks. The outputs of
the three branches are XORed to form the final ciphertext. In addition to the stan-
dard variant, Gleeok also includes wide-block versions using three 256-bit branches.
Currently, there is no third-party analysis of Gleeok, and analysis frameworks for
multi-branch cipher structures remain limited.

The original design document of Gleeok evaluates its security against various classes
of classical attacks, including differential and linear cryptanalysis, impossible differ-
ential attacks, integral attacks, and other related methods. Their analysis concludes



that the best known attacks on Gleeok-128 and Gleeok-256 are 5-round integral distin-
guishers rather than key-recovery attacks. Since decrypting the last rounds from the
ciphertext would require guessing 256 bits for Gleeok-128 or 512 bits for Gleeok-256,
incorporating a key-recovery phase based on these distinguishers was declared to be an
open problem. Furthermore, to date, no third-party cryptanalysis has been conducted
to independently validate or challenge these security claims.

Motivated by these gaps, this work aims to revisit the security claims of Gleeok.
In particular, we aim to investigate whether longer and more effective distinguishers
can be constructed, and whether practical key-recovery attacks are feasible despite
its multi-branch structure. Answering these questions is essential for a compre-
hensive understanding of Gleeok’s security margin and for advancing cryptanalysis
methodologies for similar designs.

1.1 Our Contributions

In this paper, we conduct the first comprehensive third-party cryptanalysis of Gleeok-
128, targeting both its individual branches and the overall PRF structure. Our work
integrates differential-linear (DL) and integral cryptanalysis as well as a novel key-
recovery framework tailored for multi-branch designs. The main contributions are
summarized as follows:

® Two-stage MILP-based framework for branch-wise DL distinguishers. We
present a generic two-stage MILP-based framework for the automated search and
precise evaluation of high-quality DL distinguishers. Using this framework, we iden-
tify a diverse set of efficient distinguishers for Gleeok-128: for Branchl and Branch2,
we construct 7-round DL distinguishers with squared correlation 278812, improving
the data complexity over the previously best-known 7-round boomerang distinguish-
ers; for Branch3, we obtain an 8-round DL distinguisher with squared correlation
273873 for the full Gleeok-128, we derive a 4-round distinguisher with squared cor-
relation 274994 These DL distinguishers are compared with the existing ones in
Table 1. In addition, lower-round results are experimentally verified, with measured
correlations closely matching the MILP-based estimates, confirming the accuracy of
our framework.

e Algebraic-degree-based integral distinguishers and key-recovery frame-
work. We apply an algebraic-degree-bound approach for constructing longer and
more efficient integral distinguishers than those obtained via division property. This
method yields 9-, 9-, and 7-round integral distinguishers for Branchl, Branch2, and
Branch3, respectively, and a 7-round distinguisher for Gleeok-128. Building on these
results, we design a key-recovery framework tailored for multi-branch ciphers that
avoids guessing intermediate states of all branches by prepending only one round
before the distinguisher. Using this framework, we mount a 7-round key-recovery
attack in the non-full-codebook setting with 2124 chosen plaintexts and time com-
plexity 21336 (further reduced to 2'3? with precomputation), and an 8-round attack
in the full-codebook setting that recovers all 256 key bits with time complexity 2!29
and memory 2'33 bytes. These represent the first key-recovery attacks on Gleeok-
128 to date. The comparison of our newly explored distinguishers with the previous



ones are summarized in Table 1, and details of our key-recovery attacks are shown
in Table 2.

® Revised linear security evaluation and optimized linear-layer parame-
ters. We identify a modeling error in the original security evaluation of Branch3,
where the linear mask propagation through the 6 operation was incorrectly speci-
fied. Correcting this reveals that Branch3 can be distinguished over all 12 rounds
with expected data complexity 2*8, indicating significantly weaker linear resistance
than originally claimed. To mitigate this weakness, we perform an exhaustive search
over f/m parameter sets that preserve full diffusion, identifying six improved param-
eter classes with markedly lower maximal squared correlations in the early rounds.
Among these, the Improved Class B (see Table C11) achieves the stronger resis-
tance to linear cryptanalysis and differential cryptanalysis without compromising
the original design rationale.

Table 1: The distinguishing attacks on Gleeok-128 and its
underlying branches. The full version has 12 rounds.

Cipher Round Type Data Ref.
6 Integral 2127 [5]
6 Integral 265 Sect. 4.1
Branch1/2 7 Boomerang 2100 [5]
7 Differential-linear 28812 Sect. 3.2
9 Integral 2126 Sect. 4.1
5 Integral 2127 [5]
5 Integral 2113 Sect. 4.1
8 Differential 264 [5]
Branch3 8  Linear 264 [5]
8 Differential-lincar 23873 Sect. 3.2
8 Linear 232 Sect. 5
12 Linear 248 Sect. 5
4 Differential > 2126 [5]
4 Linear > o124 [5]
Gleeok-128 4 Differential-linear 2?297‘04 Sect. 3.2
5 Integral 2 [5]
5 Integral 2113 Sect. 4.1
7 Integral 2127 Sect. 4.1

1.2 Organization of This Paper

This paper is organized as follows: Section 2 introduces the necessary notations, the
specification of Gleeok-128, and a brief overview of the cryptanalytic techniques used
in this work. In Section 3, we proposes a framework to explore DL distinguishers and



Table 2: The key-recovery attacks on Gleeok-128.
The full version has 12 rounds.

Round  Time Memory Data Ref.
7 21336 Negligible  2'2* CP Sect. 4.3
7 2132 9129 Bytes 2124 CP  Sect. 4.3
8 2137 Negligible  2'2® CP Sect. 4.3
8 2129 9133 Bytes 2122 CP Sect. 4.3

apply it to construct distinguishers for each branch and the PRF. Section 4 constructs
new integral distinguishers based on algebraic degree analysis and designs a general
framework that achieves the longest known key-recovery attacks on Gleeok-128 to
date. In addition, due to the flaws in the original linear security evaluation, Section 5
explores the optimization of linear-layer parameters for Branch3. Finally, Section 6
concludes the paper.

2 Preliminaries

In this section, we start by providing the specification of Gleeok-128. Then we review
the DL cryptanalysis and summarize the key concepts of integral cryptanalysis relevant
to our work.

2.1 Specification of Gleeok

Gleeok is a PRF family with two variants: Gleeok-128 and Gleeok-256. Both variants use
a 256-bit key and operate on 128-bit and 256-bit input blocks, respectively. Internally,
the input message M is first split and copied into three parallel branches, denoted as
Branchl, Branch2, and Branch3, which are processed by independent keyed permuta-
tions of 128 or 256 bits each. The final ciphertext is computed by XORing the outputs
of all three branches, as shown in the following equation:

C = Branch1(X;) @ Branch2(X3) @ Branch3(X3),

where X7, X5, X3 are the initial internal states copied from the plaintext M. An
overview of the overall structure is illustrated in Figure 1 (a).

Here we only introduce the detail of Gleeok-128 and omit Gleeok-256. Each branch
of Gleeok-128 is designed as an SPN-based structure, with 12 rounds consisting of the
following operations: a nonlinear layer (Sboxes), a 3-input XOR operation 0, a bitwise
permutation 7, a round key addition RK .., and a round constant addition RCy,,.
The round function R of each branch can be represented as:

R=RC,,y o RKyoromofo§.

Figure 1 (b) shows the overview of the round function.
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Fig. 1: (a) Overall structure and (b) round function of Gleeok-128.

Sbox Layer (S). Different Sboxes are used in different branches. In Branchl and
Branch2, the 3-bit Sbox S5 and the 5-bit Sbox S5 are applied alternately to the internal
state as follows:

X < (Sz(xollz1||22)]| S5 (w3]|zal|z5] |26 ||27)]]

1S5 (z120||z121] [T 122) ||S5 (2123 ]| T124 || T 125] [T 126| | 127))-
In Branch3, a 4-bit Sbox Sy is used uniformly, and the state is updated as:

X —(Sa(zol|z1]|w2||73)]|Sa(zal|T5]|T6]|27)]

ce |\54($120||$121||IE122|\2123)H54($124||$125||IE126H1127))-

The truth tables of the three Sboxes can be seen in Table Al of Supplementary
Material.

3-input XOR. (). The 6 operation computes each bit as a XOR of three input bits
at different positions:

Tj < Titty D XTitt, B Titt,,
where the parameters of g, t1, and ts vary across branches, summarized in Table 3.
Permutation (7). The permutation 7 is a branch-dependent bit-wise permutation,
defined as:

Tj < Zi.p mod 128-

Here, p denotes a branch-dependent constant, shown in Table 3.

Key Addition (RK,,). In each round, the internal state is XORed with the round
key corresponding to the current branch and round number.



Table 3: The parameters of

0 and 7 for Gleeok-128

Param. ‘ to t1 t2 p

Branchl | 12 31 86 117
Branch2 | 4 23 78 117
Branch3 | 7 15 23 11

Constant Addition (RC,,.). At round r, the internal states of Branchl, Branch2,
and Branch3 are XORed with the corresponding round constant RCY, where i €
{1,2,3}. The round constants are defined as

where MSBj9g returns the most significant 128 bits.

RC! = MSB128<(71’ —3) < (rx128) + (i x 12 x 128)),

Key Scheduling Function. The 256-bit master key is first divided into two 128-bit

parts KO = (ko H s || k127) and K1 = (klgg || s H ]{3255). For Branchl, KO and Kl are
used directly; for Branch2, the two halves are swapped; and for Branch3, the halves are
rotated so that K() = (k64 H s || klgl) and Kl = (klgg H s || k255 || ko || cee || k63). In

the scheduling process KSF; for Branchi, as outlined in Algorithm 1, Ky and K; are
alternately applied to generate round keys. Note that the RK{ is the whitening key
of Branchi. The permutation parameter pk; is fixed to 29, 51, and 107 for Branchl,
Branch2, and Branch3, respectively.

Algorithm 1 Procedure of KSF;

1: Input: Initial Ky and Ky
2: Output: Round keys (RK}, RK?, ..
3: for r <+ 0 to R do

4:

® 3 2@

9:

(ko || kv || -+ || ki27) < Ky mod 2
for j + 0 to 127 do

K} < K pk;-j mod 128
end for
Ky moa2 < (kg || k7 || -+ [ kia7)
RK; — Kr mod 2

10: end for
11: return (RK{, RKY, ..., RKY)

. RKY)




2.2 Differential-Linear Cryptanalysis

DL cryptanalysis, introduced by Langford and Hellman [6], combines differential and
linear techniques to form a two-stage distinguisher. In the first stage, an input differ-
ence Ay is propagated with probability p through the early rounds of the cipher. The
second stage applies a linear approximation with correlation ¢ from an intermediate
point to the output. When the two stages align properly in the middle of the cipher,
the resulting distinguisher can be more powerful than either technique alone. Under
standard assumptions, the distinguishing advantage is approximately pg?, requiring
O(p~2q—*) chosen plaintexts.

To improve modeling accuracy and capture dependencies between subcomponents,
Bar-On et al. [7] proposed the Differential-Linear Connectivity Table (DLCT) at
EUROCRYPT 2019, which is defined as

DLCTp(AN) = #{X € FyA-F(X) =\ - F(X ®A)} — 2" 1.

Formally, the cipher is decomposed as E = Ejo E,, o Fy, as shown in Figure 2, instead
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Fig. 2: The structure of DL distinguishers

of the original two-stage structure. Here, E; is covered by a differential A; — Ao with
probability p and Ej is covered by a linear approximation A\; — Ao with correlation q.
The correlation from Ao to A; through the middle component E,, can be computed
by DLCT:

ClAo 22 M) = DLCT;:_(lev)\I) =7
Under the independence assumption between Ey, E,,, and E;, the expected correlation
of the DL distinguisher is evaluated by prq?, and the corresponding data complexity

remains O(p~2r~2¢~*). To be more precise, the correlation estimation, combined with




the theoretical method proposed by Blondeau et al. [§], can be represented as:

ClAr B 2ol = S Pria; P45 Aol - ClAo 225 Af - (CAr 25 Mo))% (1)

Ao, A1

In practice, DL cryptanalysis often employs MILP-based methods to search for a
best single DL trail, i.e.,

max  {Pr[A; 2% Ao]- ClAo £ A - (CIAr 25 Ao))?Y, (2)
A1, Ao, A1,20

with its correlation estimated based on the DDT, LAT, and DLCT values of each
involved Sbox. However, multiple trails may share a given input difference and output
mask pair. According to Equation (1), the sum of correlations over all such trails more
accurately reflects the total correlation of the distinguisher, which we refer to as the
exact correlation. While this aggregation captures the combined effect of all valid trails,
it still relies on specific assumptions and thus serves as a theoretical approximation.
Nevertheless, for convenience, we refer to this aggregated value as the exact correlation
throughout the remainder of this paper.

2.3 Integral Cryptanalysis

Integral cryptanalysis is a powerful technique inspired by the Square attack [9], and
was formally introduced by Knudsen and Wagner [10]. It exploits the behavior of a
block cipher under a structured set of plaintexts to reveal statistical biases in interme-
diate states. Specifically, an integral distinguisher is constructed by varying a subset of
input bits-called active bits-across all possible values, while fixing the remaining bits.
After a few rounds, certain output bits may exhibit the balanced property, meaning
their XOR sum over all plaintexts is zero, regardless of the key.

Formally, let E be an r-round block cipher with n-bit block size. Let D be a set of
2¢ plaintexts differing in d active bits. If the i*" bit of the output satisfies

& cri=o,

PTeD

where CT = E"(PT, K), then bit ¢ is said to have a balanced integral property. Such
properties can be used to distinguish r-round E from an ideal cipher.

An effective approach to constructing integral distinguishers is based on algebraic
degree estimation. Suppose the algebraic degree of an r-round block cipher is upper
bounded by d,,, and the number of active input bits is d. When d > d,,, the output after
r rounds cannot form a full-degree polynomial. In this case, the cipher has the integral
distinguisher with 2¢ chosen plaintexts. This method has been applied to evaluate
ciphers such as Keccak and Luffa [11]. Several algebraic degree estimation techniques
can be used for this purpose, including Boura and Canteaut’s and Carlet’s formulas [12,
13], estimations based on the division property [14], and numeric mapping [15]. Among
them, the division property based estimation is considered the most precise [16].



3 Differential-Linear Cryptanalysis of Gleeok-128

In [5], the authors give a comprehensively security analysis on Gleeok-128 as well as
all the branches from the resistance on distinguishing attacks perspective. As a conse-
quence, the longest valid distinguisher for Gleeok-128 is the integral distinguisher that
covers b out of 12 rounds. Regarding the single branch, the boomerang distinguishers
of Branchl and Branch2 outperform the integral, linear, and differential distinguish-
ers. The main reason is that the short differential characteristics have high probability
and the probability will decrease rapidly with the round growing. Naturally, com-
bining two short but high-probability differential characteristics can derive a good
boomerang one. Inspired by this observation, we in this section will adopt another
combined cryptanalytic method, DL cryptanalysis, to explore improved distinguishers
for branches and the overall PRF.

3.1 A Two-Stage Framework to Explore DL Distinguishers

In this part, we introduce a two-stage framework for the automatic search of DL
distinguishers. This framework is applicable to not only the single branch but also the
PRF, which can be easily implemented by MILP-aided and SAT-aided tools. In the
first stage, we aim to find a series of good DL trail candidates. In the second stage, for
each trail, we apply a clustering-based technique to estimate its exact correlation and
select the best one as our DL distinguisher. In the following context, we will illustrate
in detail the framework applied to the single branch. As for its application to the PRF,
we only need to combine the processes of three branches under some conditions.

Stage one: search for optimal DL trails. In this stage, we convert the DL trail
search of single branch (i.e., Branchl/Branch2/Branch3 in Gleeok-128) to an MILP!
problem according to Equation (2). Specifically, we regard the single branch as an
SPN-based block cipher and split the R-round cipher to three sub-ciphers: the top one
covers R; rounds, the middle one covers only one round and the bottom sub-cipher
covers R; rounds, where R = Ry + 1 + R;. For the sake of simplification, we denote
the three sub-ciphers by E;, E,, and Ej, respectively. Next we need to model each
one separately by MILP:

® The sub-model M, describes the Rg-round differential propagation. In this sub-
model, an integer variable P is introduced to represent the differential probability
2-F.

® The sub-model M; describes the Rj-round linear mask propagation, and the
involved integer variable C; represents the linear approximation correlation 2~¢;

® The sub-model M,, consists of the linearly characterized DLCTSs of Sbox layer and
the propagation of linear mask through 6 and 7 operations. The integer variable
C,,, denotes the DL correlation 2~m.

'In our experiments, the MILP-based approach performed better than the SAT-based one in the second
stage, e.g., computing the aggregated correlation of a 5-round DL pair of Branchl took jls with MILP
(Gurobi) but ~46s with SAT. This mainly results from Gurobi’s multi-threaded optimization and parameter
tuning. Considering overall runtime and model consistency, we recommend using MILP throughout, though
combining SAT for the first stage and MILP for the second may further improve efficiency at the cost of
integration complexity.

10



Specially, the output difference from E; propagates directly to E,,’s Sbox layer, the
output linear mask of 7 operation of F,, becomes the input linear mask for F;’s Sbox
layer. Thus, we can integrate them to an entire model M by regarding M, as a link of
Mg and M, describing the DL trail with round combination (Rg4, 1, Rf). According
to Equation (2), our aim is to maximize the product of the differential probability for
Eg, the correlation for E,,, and the squared correlation for Ej, i.e., 277 .27Cm . 27201
Consequently, the model’s objective function is

minimize: P + C,,, +2 - C;.

Send this model to an MILP solver (we in this paper use Gurobi optimization?), then
an R-round DL trail with the best correlation under the round configuration (Rg, 1, R;)
can be found.

Assuming the returned solution yields an objective function value of C, all DL trails
under the round configuration (R4, 1, R;) exhibit correlations of at most 2. To collect
more high-quality DL trails, we constrain the objective function to C, and iteratively
add the cutting-off inequality (see Equation (B13) in Supplementary Material), which
is originally proposed by Sun et al. [17], to exclude previously generated difference-
mask pairs. This process continues until the updated model becomes infeasible (as
outlined in Algorithm 2), then a set of difference-mask pairs, all with the same optimal
correlation of 27C, is obtained. Next, we move to the second stage.

Algorithm 2 Collect R-round high-quality DL trails

: Input: The round configuration (Rg, 1, R;)

: Output: A set of difference—mask pairs and the common correlation

: Initialize P as an empty set

: Construct an MILP model M as described above and solve M using Gurobi

: Retrieve the correlation weight C and the difference—mask pair (A, \) from M’s current

solution

: Add (A, N) to P

7: Append a cutting—off inequality corresponding to (A, ) to M and constrain M’s
objective function to C

8: while M is feasible do

9: Retrieve the new difference—mask pair (A, A) from M’s current solution

10 Add (A, N) to P

11: Append a cutting—off inequality corresponding to (A, A) to M

12: end while

13: return (P,27°)

TU o W N =

D

Stage two: compute the aggregated correlations. In this stage, we aim to com-
pute the exact correlation for each prepared DL trail and select the one with the
highest value. As specified by Equation (1), given a difference-mask pair (Ay, A\o), we
must enumerate all compatible (Ao, A1) pairs and compute their signed correlations.

Zhttps://www.gurobi.com/
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The exact correlation for Aj N Ao is then obtained by summing these signed val-
ues. Consequently, modeling the correlation sign of DL trails becomes essential. Note

that the correlation sign of the trail Aj Ea, Ao Em, AJ =N Ao is identical to that
of Ap By 7. This equivalence holds because both the differential trail Aj Fa, Ao

(contributing probability) and the linear trail Ay EZN Ao (contributing squared corre-
lation) are strictly positive. Since the middle part E,, covers only one round in our

DL trail, the correlation sign of Ap Ly )\ 7 can be directly derived from the DLCTSs
of the Sboxes within F,,. Therefore, we only require signed DLCT modeling for E,,.
To achieve this, we re-characterize the Sbox’s DLCT representation by introducing an
auxiliary variable s to encode the correlation sign as

3)

~J0 if the DLCT’s entry is positive,
~ |1 if the DLCT’s entry is negative.
For example, Table A8 shows the DLCT of Gleeok’s 3-bit Sbox. All non-zero
entries have an absolute value of 4, confirming that the absolute value of correla-

tion of valid DL transition is constantly 1. Therefore, we encode the signed DLCT

using 7-dimensional points. For instance, the valid DL transitions 0x1 DLET, (%1

and 0x0 2XT 0x7 are with entries —4 and 4, encoded as (0,0,1,0,0,1,1) and

(0,0,0,1,1,1,0), respectively. Using the algorithm in [18], we obtain a system of
inequalities (see Equation (B4) in Supplementary Material B) characterizing the signed
DLCT through the MILP-based inequality selection method. The sign (positive or
negative) of a trail’s correlation is determined by the parity (even or odd) of the num-
ber of Sboxes that have a sign of 1. An even count yields positive correlation, and
an odd count yields negative correlation. Therefore, if we use a binary variable s to
represent the sign of a trail’s correlation as

{0 if the trail’s correlation is positive,
S =

1 otherwise,

then s can be constrained by

s + isl =2d,
i=1

where m (m = 32 for Gleeok-128) is the number of Sboxes, s; € {0, 1} is the sign of the
ith Sbox’s correlation and d € Z is a dummy integer variable ranging from 0 to m/2.

Based on the signed correlation modeling method, we now proceed to compute the
exact correlation for a given difference-mask pair. Our core idea is to enumerate all
valid trails sharing this common pair under a fixed correlation weight and compute the
aggregation effect by summing their signed correlations. We assume that the first stage
search (Algorithm 2) has already provided a minimum correlation weight C and a set
of difference-mask pairs P. For a pair (A, X) € P, we aim to compute its aggregated
correlation by reusing the MILP model M constructed in the first stage for finding the
best DL trail. To adapt M for this purpose, we replace the unsigned DLCT constraints

12



in the middle part E,, with their signed counterparts, as described earlier. We then
fix the input difference and output mask to A and ), respectively, and constrain the
model’s objective function to a correlation weight ¢’ > C. Finally, we configure the
solver parameters® to enumerate all feasible trails under these constraints as below:

M .Params.PoolSearchMode = 2

and

M .Params.PoolSolutions = 200000000.
This parameter configuration enables Gurobi to generate a solution pool when solving
the model M. Each solution corresponds to a unique trail with difference-mask pair
(A, ) and signed correlation (—1)* - 2=C". Given N total solutions in the pool, we
compute the aggregated signed correlation for weight C’ as

where s; denotes the correlation sign of the trail corresponding to the " solution.

By repeating this process for correlation weights from C down to a threshold weight
C; (typically with C; — C > 10), we approximate the exact correlation of the DL

distinguisher A NS through the summation:

Ct
> (r ),
C'=C i

where the inner sum is taken over all trails with correlation weight C’. By computing
and comparing the aggregated correlation for each pair in IP, we select the distinguisher
with the maximum absolute correlation as the final DL distinguisher. The overall
procedure of the second stage is outlined in Algorithm 3 and a schematic illustration
is provided in Figure 3.

Application to the overall PRF. As previously stated, the above two-stage frame-
work can be applied not only to branches (Branchl/Branch2/Branch3) but also to the
overall PRF. For the PRF setting, in the first stage, we establish a common round
configuration and construct models for each of the three inner branches individually.
These models are then integrated into a unified model by constraining them to share
identical input difference and output mask, according to the differential propagation
rule through the branching operation as well as linear mask propagation rule through
the XOR operation. Furthermore, the objective function of this model is to minimize
the sum of correlation weights of the three branches. Solving this model with Gurobi
provides a set of difference-mask pairs, the minimum correlation weight for PRF as
well as the correlation weights for each of the three inner branches, as outlined in Algo-
rithm 2. In the second stage, we compute the aggregated correlations for each branch

3For more details, please refer to Gurobi’s reference manual at https://docs.gurobi.com/projects/optim
izer/en/current/.
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Algorithm 3 Select the best one from the prepared DL trails

1: Input: The minimal correlation weight C, a set of difference-mask pairs P, and
an MILP model M that describes (Rg, 1, R;)-round DL trail.

2: Output: A difference-mask pair and its aggregated correlation.
3: Cbest — O, Ct +— C+ 10, (A], )\O) — (O7 O)

4: for each (A, ) in P do

5: Ctemp +0

6: Re-constrain M’s difference-mask pair to (A, \)
7: for C’ from C to C; do

8: Re-constrain M’s objective function to C’

9: M. .Params.PoolSearchMode <« 2

10: M. .Params.PoolSolutions < 200000000

11: Solve M by Gurobi

12: N + M.SolCount

13: Stemp +0

14: for ¢ from 0 to N — 1 do

15: M .Params.SolutionNumber < i

16: Retrieve the correlation sign s; from the i*" solution
17: Stemp < Stemp + (_1)Si

18: end for

19: Ctemp — Ctemp + Stemp * 270/

20: end for

21: if |Cremp| > Chest then

22: Cbest < |Ctemp‘

23: (A],/\o) — (A,/\)

24: end if

25: end for
26: return (A7, A\p) and Cpest

individually (Lines 5-18, Algorithm 3), and subsequently derive the overall aggregated
correlation for the PRF using the Pilling-up Lemma [19].

3.2 Searching for DL Distinguishers of Gleeok-128

We apply the two-stage framework to search for DL distinguishers of Gleeok-128 and
its underlying keyed permutations Branchl/Branch2/Branch3. All the DDTs, LATSs,
DLCTs as well as the corresponding linear inequality descriptions used in the search
can be found in Supplementary Material.

Setting round configuration. The crucial step before searching is to choose an
appropriate round configuration. Inspired by the differential and linear behaviors of
each branches (see Table 4), we give the following round configuration:

(Ru,1,R)) = {“‘21,1 E-1) if R is odd,

(B -1,1,%) otherwise,

3
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Fig. 3: Overview of Algorithm 3

for Branchl/Branch2/Branch3 since both the differential probability and linear approx-
imation squared correlation decrease rapidly with the rounds growing, while the latter
declines at a slightly slower rate compared to the former. For instance, to search
for 5-round DL distinguisher of Branchl, we prefer the configuration (2,1,2) rather
than (3,1,1) or (1,1, 3) since the former one can probably derive the DL trail with a
correlation of 2716 whereas that of the latter exhibits 2726 or 2724,

Table 4: The optimal differential and linear distin-
guishers [5] up to five rounds for Branchl, Branch2, and
Branch3. DC and C? denote the differential probabil-
ity and squared correlation, respectively.

Branch | DC/C? | #Round
\ |1 2 3 4 5
DC 9=2 9=8 9-24 9—50 _ 9—67
Branchl 2 9=2 9-8 9-22 -4 ; 9—64

DC 92 98 20 550 _ o 66
Branch2 02 02 98 922 oM _ 964

DC 272 278 2720 2732 2736

Branch3 c? 9=2 98 9—20 5—30 9—36

Finding DL distinguishers. Based on the aforementioned round configurations
and utilizing our two-stage algorithms, we identify effective DL distinguishers
for Gleeok-128 and its underlying branches. In particular, we explore DL distin-
guishers up to 7/7/8 rounds for its Branchl/Branch2/Branch3 with the squared
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correlation® 2788:12/9=88.12/9=38.73  Note that the best known distinguisher for

Branchl/Branch2/Branch3, presented by designers [5], is the 7/7/8-round boomerang/-
boomerang /differential distinguisher with probability 27100 /2100 /2=64 Compared to
these results, our DL distinguishers do not cover a larger number of rounds, but the
data complexities are significantly reduced. As for the whole PRF Gleeok-128, we can
only find DL distinguishers up to 4 rounds limited to the computation resource. We
list the result in Table 5.

Table 5: The squared correlation of DL distinguishers for Gleeok-128.

Cipher ‘ #Round
12 3 4 5 6 7 8
Branchl 1 1 1 2—5.36 2—18.86 2—44.83 2—88.12 _
Branch?2 1 1 1 9—5.36 9—18.86 9—44.83 9—88.12 _
Branch3 1 1 270‘83 275.77 2712.42 2722.00 2728‘90 2738.73
Gleeok-128 | 1 27039 o—11.72 5-49.04 - 5—127.40 _ _

It is observed from our experimental results that there is only one active Sbox in
the input difference as well as the output mask of the high-quality DL trails in gen-
eral. To investigate the upper bound of 5-round distinguisher, we separately compute
the aggregated correlation for three branches by constraining the number of Sbox of
input /output to one. The results are 2723, 2723 and 271770, respectively. Note that
we do not constrain that the input/output of the three models are identical to each
other. Consequently, we regard the product of the three aggregated correlations as the
upper bound, i.e., 276370,

Verification on DL distinguishers. All the above DL distinguishers are explored
and evaluated by leveraging MILP automatic tool based on our two-stage framework.
To validate the correctness of these DL distinguishers and prove the effectiveness of our
framework, we conduct some experimental verification on branches as well as the PRF
under 100 random keys and record the average value. The results are listed in Table 6.
It can be seen that the gap between the estimated values and experimental values
is notably small, primarily attributable to statistical bias, which is almost negligible.
These results demonstrate both the validity of the high-round DL distinguishers we
identified through our search and the efficacy of our methodology.

4 Integral-Based Key-Recovery Attacks on Gleeok-128

In this section, we present the key-recovery attacks on Gleeok-128. We start by identify-
ing new integral distinguishers for its three branches, based on an analysis of the upper

4Tt means that the square of the aggregated correlation of DL distinguishers, which can be intuitively
compared to other distinguishing attacks in terms of the data complexity. For instance, the 7-round DL dis-
tinguisher of Branchl with squared correlation 278812 indicates that distinguishing Branchl from a random
permutation requires approximately 28812 pairs of chosen plaintexts.
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Table 6: Verification on DL distinguishers of Gleeok-128 and its
underlying branches. Est. and Exp. denote the estimated value and
experimental value, respectively.

Cipher ‘Round‘ Difference-mask pair ‘ Est. ‘ Exp.
Branchl |5 0x89df5aa33e89§%§%2%2i9d007d964685d) N R
oot | 1| gt |
Branch3 | 6 0x40((?(;(08.?4000(?00000%000000000000%000) N R
Gleeok-128 | 3 0x2(008(02000000000000(?00000%000000000000%0000%00) e R

bound on algebraic degree. Notably, the number of rounds covered by the integral dis-
tinguishers differs between Branchl/Branch2 and Branch3. Using this observation, we
then design a general attack framework by prepending one round before the distin-
guisher to enable key recovery. Following this, we apply this framework in two settings:
with the full codebook and without the full codebook.

4.1 New Integral Distinguishers for Gleeok-128

In [5], the authors employ the SAT-based automatic tool based on division prop-
erty to search for integral distinguishers of Gleeok-128’s underlying branches. Under
the data complexity of 2!27, they obtain the distinguishers up to 6/6/5/5 rounds
for Branch1/Branch2/Branch3/Gleeok-128. However, for more rounds, determining the
existence of such distinguishers becomes computationally infeasible within a reason-
able time. To address this limitation and enable efficient exploration of longer-round
distinguishers, we instead adopt an approach based on evaluating the upper bound of
the algebraic degree.

To demonstrate the effectiveness of degree evaluation in identifying integral
distinguishers, let us first revisit the data complexity of the 6-/6-round integral distin-
guisher [5] of Branchl/Branch2. Note the nonlinear layer of Branchl/Branch2 adopts
the 3- and 5-bit variants of the x operations, resulting an algebraic degree of 2 for its
round function. Given this, the trivial upper bound on the algebraic degree of 6-round
output is 26 = 64. Therefore, by activating 65 input bits, one can construct a struc-
ture of 2% plaintexts that guarantees all output bits are balanced after 6 rounds. This
leads to a valid 6-round integral distinguisher. Compared to the integral distinguisher
proposed in the original design document [5], our newly explored one based on degree
evaluation significantly reduced the data complexity (from 2'27 to 26%).

In order to construct longer integral distinguishers, it is essential to tighten the
upper bound on the algebraic degree. To this end, we adopt the iterative degree
estimation formula proposed by Carlet, as illustrated in the following theorem, to esti-
mate the algebraic degree of Branchl/Branch2/Branch3 for rounds exceeding 6/6/4,
respectively.
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Theorem 1 (Carlet-bound [13]) Let F' be a permutation of F5 and let G be a function from
5 to F5'. Then we have

deg(GoF)<n— [" - deg(G)] ’

deg(F—1)

where F~1 represents the inverse of F.

We give the following example to clarify how to use the Carlet-bound to evaluate
the algebraic degree.

Ezample 1 We have previously estimated the algebraic degree for 6-round Branchl/Branch2
according to the trivial bound. To evaluate the 7-round case, we treat the first 6 rounds
as a function G and the 7" round encryption as the function F, thus deg(G) = 64 and
deg(F_l) = 3 as the inverses of 3-bit Sbox and 5-bit Sbox have the algebraic degrees of 2
and 3, respectively. According to the theorem, the 7-round algebraic degree, deg(G o F'), can

be derived:
128 — [%1 = 106.

By iteratively applying Carlet-bound, we obtain the upper bound on algebraic
degree for Branchl/Branch2/Branch3. Moreover, the degree of the overall PRF Gleeok-
128 can be determined by the maximum degree among the underlying branches. The
results are summarized in Table 7. As shown, these bounds confirm the existence of
longer-round integral distinguishers. To be more specific, the 9-/9-/7-/7-round integral
distinguisher can be constructed for Branchl/Branch2/Branch3/Gleeok-128 with a data
complexity 2126 /2126 /2127 /2127 "qyich that all the output bits are balanced.

Table 7: The upper bound on algebraic degree of
Branchl/Branch2/Branch3 as well as Gleeok-128 up to 10

rounds.
Cipher ‘ #Round
‘ 1 2 3 4 5 6 7 8 9 10
Branchl 2 4 8 16 32 64 106 120 125 127
Branch2 2 4 8 16 32 64 106 120 125 127
Branch3 3 9 27 81 112 122 126 127 127 127
Gleeok-128 | 3 9 27 81 112 122 126 127 127 127

4.2 An Integral-Based Attack Framework

In the general key-recovery attacks based on integral distinguishers, it needs to prepend
or/and append a certain number of rounds to make guesses about the related key
bits that satisfy the distinguisher. However, for Gleeok-128, which consists of three
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branches, the adversary need to guess two outputs of the permutations to perform
the backward computation from the output. This structural feature significantly com-
plicates the attachment of key-recovery steps at the end of the cipher. For instance,
consider appending one additional round (excluding the linear layer) to a 4-round inte-
gral distinguisher of Branchl, which can be mounted with a data complexity of 2'7. To
detect the integral property of one output bit of 4-round Branchl, the attacker must
guess 4 related key bits and 4 bits of sum of 5-round outputs of the two other branches.
Consequently, for each key guess, the adversary would need to evaluate (24)217 = 92"
potential values—far exceeding the 22°6 complexity of an exhaustive key search.

To avoid guessing the outputs of the other two branches, we can only prepend
rounds before the distinguisher. It is observed from Table 7 that Branchl and Branch2
exhibit a lower degree growth compared to Branch3, which implies that prepending
one or two rounds to Branchl/Branch2 does not affect their output balance property
under the same data complexity. Therefore, we only need to guess the key bits involved
in the prepended rounds of Branch3. For example, the 4-round distinguisher of Gleeok-
128 requires a data complexity of 282. After prepending one/two rounds before each
branches, the output of 5-/6-round Branch1/Branch2 still remains balanced under data
complexity 252 as the degree of 5-/6-round Branchl/Branch2 is no more than 32/64.
Thus we only need to guess the related-key bits in the prepended rounds of Branch3.

Based on this idea, we construct a full-cipher distinguisher by extending the integral
distinguisher of Branch3, and use it as the basis for recovering the Branch3’s whitening
key bits involved in the Sboxes where there are both constant and active output bits.
That is, we proceed an (r + 1)-round attack based on an (r 4 0.5)-round distinguisher,
where the 0.5 round includes all operations except for the Sbox layer. The overall
framework is illustrated in Figure 4.

L » ]

| | e
guess 2% V2 bits keys
involved keys Dj
(r+1)-round d active, n-d constant
distinguisher
Branchl Branch2 Branch3 (740.5)-round d
distinguisher

\é;/ balanced property?

C (balanced?)

Fig. 4: Overview of the integral-based key-recovery framework on Gleeok-128

Assume the (r + 0.5)-round integral distinguisher on Branch3 involves d active
input bits. We fix the remaining n — d constant (non-active) bits and enumerate all
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possible values of the d active bits, thereby forming a set of 2¢ inputs of (r + 0.5)-
round encryption. Suppose these n—d constant bits cover N1 Sboxes where all the four
output bits of the Sbox are constant and Ny Sboxes where the output of Sbox contains
both constant and active bits. We guess 24 V2 bits whitening keys involved in these Ny
Shoxes and use them to partially decrypt the (r + 0.5)-round inputs, calculating the
corresponding 2¢ plaintexts. For each guessed key, we can generate 2% ciphertexts by
2¢ queries under the corresponding plaintexts. If the ciphertexts exhibit the balanced
property, the guessed key is considered a valid candidate.

4.3 Key-Recovery Attacks on Round-Reduced Gleeok-128

We begin by introducing the relevant notations. In Branch3, the plaintext, the
whitening key and the plaintext after XORing with the whitening key are denoted
by X3 = (zo,21, -, T127) € F3?8 WK = (wko,wks, - ,wkiay) € Fi?® and
Y = (yo,y1, - ,y127) € F32 respectively. Also, Y is the input of Sbox layer in
the first round encryption, especially (Ya;_4, Yai—3, Yai—2, Yai—1) corresponds to the i*h
(1 <1i<32) Sbox.

A T7-round key-recovery attack. Recall that the 6-round distinguisher of Gleeok-
128 has data complexity 223, which can be naturally extended to a 6.5-round integral
distinguisher as the 0.5 round encryption excludes the nonlinear layer. By prepending
the Sbox layer, we can mount a 7-round key-recovery attack. Particularly, in the Sbox
layer of the first round encryption of Branch3, let the 4 out of 5 constant bits cover the
output of the first Sbox and the remaining one cover the output of the second Sbox.
Moreover, all the remaining 123 output bits of the S-box layer are active, as depicted
in Figure 5. Therefore, a set of 2123 states at the input of Sbox layer can be generated
where (yo, Y1, Y2, y3) is constant, (y4, ys, Ys, y7) has 8 values and other 120 bits traverse
all the 2120 values. Note the output of the second Sbox corresponding to 8 values of
(Y4, Y5, Ys, y7) has three active bits and one constant bit. We need to guess the four
whitening key bits (wky, wks, wke, wky), for each of the 16 guessed values, we do:

1. Partially decrypt (ya,¥ys,ys,y7) to get (z4,zs,x6,27) under the guessed key.
Then, set (zo,71,%2,73) to a constant and traverse all the 220 values® for
(vg,Tg, "+ ,x127) to get 2123 plaintexts.

2. Query Gleeok-128 for 7-round ciphertexts under the plaintexts.

3. Check the integral property of the multiset of ciphertexts. If it is balanced, we
regard the guessed value as a candidate.

In fact, the set of plaintexts derived from different key guesses differ only in the
values of (x4,z5,7¢,7), resulting in 2!24 different plaintexts where (zq, 1,2, 73)
are fixed and the remaining 124 bits span all possible combinations. Moreover, the
reason why the correct key in the above process cannot be uniquely determined is
that certain wrongly guessed keys cause the second Sbox output to preserve the 3-bit
active property after partial encryption of the plaintext.

5These 120 active bits on plaintext ensure that the output of 7-round Branchl/Branch2 always has the
balanced integral property as the 7-round degree is upper bounded by 106.
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Fig. 5: Overview of Branch3 in the 7-round attack

To clarify how many candidates of the guessed key remain, we conduct experi-
mental tests on the Sbox. Specifically, we construct four sets of 8 inputs for the Sbox,
denoted by S; (0 < i < 3), where S; can ensure that the i*" output bit of the Sbox is
constant 0, others are active. When encryption is performed under an incorrect key,
it is equivalent to XORing every value in set S; with a non-zero constant, where this
constant precisely equals the differential value between the correct and wrong keys.
Consequently, we apply 16 constants (from 0x0 to 0xf) to each set S; to investigate the
active properties of the corresponding Sbox output sets, and record cases exhibiting
3-bit activity as shown in Table 8.

Table 8: The input set of the Sbox and the difference of the
correct key and survived wrong key. IP is the integral property
of output set of S; through the Sbox S4, where ‘¢’ and ‘a’ mean
constant and active properties, respectively.

Input set So S1 So S3
1P caaa acaa aaca aaac
Difference | 0x0, 0x5 | 0x0, 0x1, Oxe | 0x0, 0x8, 0xf | 0x0, Oxe, Oxf

The results demonstrate that the number of candidates depends on the selection
of the 8 inputs to the Sbox, and there are 1-2 wrong keys surviving for different S;. It
is worth noting that the differential intersection of Sy and S; is 0x0, meaning that the
intersection of their corresponding candidate key sets yields the correct key. Hence,
we can exploit Sy and S; to mount attacks and obtain their respective candidates.
Then the correct one can be uniquely determined by taking the intersection of the
two candidate sets. The complete attack process to recover (wky,wks, wke, wky) is
revisited as follows:
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1. Under Sy, calculate 16 sets of 223 plaintexts by partial decrytion for 16 guessed
keys and query the 7-round Gleeok-128 to generate 16 sets of 2123 ciphertexts. Check
the integral property for each set of ciphertexts. The guessed keys are retained as
candidates if the corresponding sets of ciphertexts have balanced property, forming
a set of key candidates K.

2. Under Sy, similarly to step 1, a set of candidates K can be derived.

3. The correct value of (wks, wks, wke, wky) is determined as KO N K}.

As analyzed earlier, the data complexity is 2!24 chosen plaintexts. Regardless of the

time complexity of recovering (wky, wks, wke, wky), it is mainly contributed by the
2123 % 24 x 2 = 2!28 7_round encryptions. According to the key schedule, these four
recovered whitening key bits uniquely correspond to four bits of the 256-bit master

key. As a result, to recover the full 256-bit master key, the total time complexity is
2128 | 9252 o, 9252

An improved 7-round key-recovery attack. The aforementioned 7-round attack
recovers only four key bits and remaining 252 key bits are recovered by the brute-force
attack. To reduce the time complexity, we aim to extract more key bits information
by further exploiting the integral property. Recall the above 7-round attack, we fix
the one constant bit on the second Sbox so that we recover (wky, wks, wke, wk7). In
fact, we can relocate this constant bit to other Sboxes e.g, the third one while the four
constant bits still stay in the first Sbox. In this case, we can recover the whitening
key bits (wks, wky, wkig, wki2) with the same 2'?4 chosen plaintexts as used in the
previous 7-round attack. That is, we can recover the 124 bits of whitening key (wk;
for 4 < i < 127) by sliding the single constant bit from the 2"¢ Shox to the 32°¢ Sbox.
As a consequence, the time complexity is significantly decreased from 22°2 to

2123 X 24 X 2% 31+ 2132 ~ 2133.6

whereas the data complexity remains unchanged. Moreover, if we pre-compute the
2124 7_round plaintext-ciphertext pairs and store them in a table, causing a memory
complexity of 2124 x 25 = 2129 bytes, then the time complexity can be further reduced

to
2124 | 9132 - 9132

An 8-round key-recovery attack within the full codebook. If we use the 7.5-
round distinguisher with the data complexity 2'27 to mount the 8-round attack, the full
codebook is required as there is only one constant bit in the output of the prepended
Sbox layer. In this case, the constant bit can be positioned at any Sbox so that all the
128 whitening key bits can be recovered. As a result, the time complexity is

2127 x 2% x 2 x 32 + 2'28 = 2197,
Consider storing the codebook in the pre-processing phase with a memory complexity

of 2133 bytes, the time complexity is reduced to 2'28 4 2128 = 2129 consisting of
querying the full codebook and the exhaustive key search over the remaining 128 bits.
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5 Exploring New Linear-layer Parameters for
Branch3 against Linear Attacks

When searching for DL distinguishers of Gleeok-128’s Branch3, we find that the linear
distinguishers, as reported in the design document [5], are false for round numbers
exceeding 2. Upon further investigation, we identify the reason: the authors incorrectly
characterized the linear mask propagation through 6 operation when utilizing SAT-
based automatic tool. For Branch3 of Gleeok-128, the 6 operation can be regarded as
a linear transformation over F428. Assuming the corresponding transformation matrix

is M, the input and output are © = (2,71, - ,2127)" and y = (yo,v1," " ,¥y127)7,
respectively, then y = M - . Denote the mask corresponding to  (resp. y) by a =
(ag,ay, - ,a127)T (vesp. b= (bg, b1, -+ ,b127)T). According to the mask propagation

rules through XOR and branching operations, the relation of input and output masks
can be accurately expressed by the following transformation over F328:

a=M"-b.

However, the design document may mistakenly describe this relation as b = M -a. We
re-characterize the mask propagation through 6 using above exact relation and update
the linear distinguishers as shown in Table 9. Also, the new distinguishers for lower
rounds are experimentally verified, supporting the correctness of our revised analysis.

Table 9: The original [5] and our corrected squared correlations
of Branch3’s linear distinguisher of Gleeok-128.

Round 1 2 3 4 5 6 7 8
[5] 92 9=8 9=20 930 9—36 9—48 9-52 o064

Ours 272 278 2—12 2—16 2—20 2—24 2—28 2—32

Notably, our evaluation reveal that the r-round (for » > 1) optimal linear distin-
guisher has squared correlation 274", This result indicates that the full-round Branch3
can be distinguished with the expected data complexity 248, exposing a significantly
weaker resistance to linear attacks and undermining the overall security of the PRF.
Therefore, it is of great significance to strengthen the security of Branch3. Given this
vulnerability, it becomes imperative to reinforce the linear cryptanalytic strength of
Branch3. A direct and effective countermeasure is to redesign its linear layer.

To enhance the linear resistance of Branch3 while preserving the original design
rationale, we aim to redesign the # and 7 layers by tuning their parameters. Our
goal is to achieve improved linear security without compromising diffusion properties.
Following the original approach, the 6 operation is constructed by XORing three bit
and 7 is a bit-permutation. Given n = 128 and ged(p, 128) = 1, there are in total
64 x (138) candidates. Among them, we retain only those ensuring full diffusion within
2.5 rounds, yielding 4352 viable configurations. As in the original design, we further
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evaluate the minimum number of influenced bits at 0.5 rounds before full diffusion,
resulting in 4096 candidates that maintain the same level of diffusion as the original
design.

To evaluate their linear resistance, we apply SAT-based automatic tools to compute
the maximal squared correlation over the first four rounds. Among the 4096 candidates,
3136 reproduce the same linear profile as the original (i.e., squared correlations: 2,
8, 12, 16). Notably, the remaining 960 parameter sets yield a stronger linear profile,
indicating a significantly enhanced resistance against linear cryptanalysis in the early
rounds. The newly identified parameter sets are listed in Supplementary Material
Table C11. To illustrate the enhanced security, we select representative sets from each
category and conduct a thorough evaluation of their linear resistance over extended
rounds. The results are summarized in Table 10.

Table 10: Squared correlation of the optimal linear distinguishers up to eight rounds for different parameter
categories of Branch3.

Category Count 1 2 3 4 5 6 7 8

Original Design 3136 272 978 9712 9-l6 2720 2= 228 2732
Improved Class A 64 272 970 g7l 9=2 9734 9=36 9—d6 =48 9—5d =58 9—66
Improved Class B 64 272 976 g7l 9=26 242 2754 2766 2778
Improved Class C 256 272 978 g-l4 9—28 246 262 27749776 g=84
Improved Class D 64 272 28 216 2728 2736 g4 2752 260
Improved Class E 512 272 978 9716 9=32 2736 2748 2752 264

Notes: We classify all 4096 candidates based on their squared correlation up to round
4. For higher-round evaluations, results are merged within each class.

From the results in Table 10, it is evident that parameter adjustment improves
security while preserving the same diffusion property. We select the well-performing
Improved Classes B and C as potential candidates. In addition, differential charac-
teristics are also taken into consideration. Ultimately, we recommend Improved Class
B as the optimal choice. This recommendation is justified by its markedly stronger
resistance to linear attacks compared with the original design, along with its over-
all balanced performance among all improved classes, while still maintaining strong
differential properties. The detailed differential results are presented in Table 11.

6 Conclusion

In this paper, we present the first third-party cryptanalysis of Gleeok-128, providing a
comprehensive evaluation that encompasses DL and integral distinguishers, as well as
key-recovery attacks targeting the overall PRF. We propose a two-stage MILP-based
method for accurately identifying high-quality DL distinguishers, achieving reduced
data complexity compared to previous results. By analyzing algebraic degree bounds,
we construct the longest known integral distinguishers for Gleeok-128 and design an
attack framework that addresses the inherent challenges posed by its parallel branch-
ing structure. Moreover, we reveal weaknesses in Branch3’s linear resistance caused by
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Table 11: The probability of optimal differential characteristics of Branch3 for the Improved
Class B and C.

Category 1 2 3 4 5 6 7 8
Original Design 272 278 9720 2732 2736 248 2752 964
Improved Class B 272 278 9715 9=27/9=25  g—dd j9—d45 L 9—62 - -
Improved Class C 272 28 2712 216 2720 224 228 232

Notes: (1) The notation “<” denotes that the reported value is a upper bound, since
the optimal solution could not be obtained within the given time limit. (2) A dash (—)
indicates that the result could not be obtained within the given time limit.

incorrect mask propagation modeling in the original specification, and propose opti-
mized linear-layer parameters that significantly enhance its security. Furthermore, the
proposed frameworks in this work can naturally extend to Gleeok-256. Our results do
not threaten the security of Gleeok-128, but we believe these contributions not only
advance the cryptanalysis of Gleeok-128, but also provide a deeper understanding for
designing the multi-branch ciphers.
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Appendix A Truth table, DDT, LAT, and DLCT of
Sg, S4, and 55

In this section, we first give the truth tables of S3, S4, and S5, and then present the

DDT, LAT, and DLCT, respectively. Based on the entries in these tables, feasible

points can be generated to represent valid differential, linear, or DL transitions, which
will be further used to construct MILP-based models.
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Table A1: Truth tables of Sboxes used in Branchl, Branch2, and Branch3. All Sboxes

are given in hexadecimal.

Ss(z) | 0 |5 |3 |2[6]|1]|4]7

C
Sy [ 1024386 |d|9a|blel|f]|c]|T

z |01 2]3|4]|5|6|7|8|9|a|bl|lc|d|fe]f
Ss(z) | 0| 5| a|b|[14|11[16]17| 9 | c |3 |2 |d| 8] f e

T 1011 12| 13| 14| 15| 16| 17| 18| 19| 1la| 1b| 1lc | 1d| le | 1f
Ss(x) | 12| 15| 18| 1b| 6 | 1 | 4 | 7 | la| 1d| 10| 13| le| 19| 1c | 1f

Table A2: DDT for S3

Aout
Ain

N

0123456

N Otk W~ O
SO OO OO O ™
NONONONO
NNOONN OO
O NOONNO
NDNNDDNDNO O OO
OO NN ONO
SO NN DNDDNOO
NOONONNDO
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Table A3: DDT for Sy

OO OOoONNOOFOFOANNO
COOFOANANODOOFONOON
OO ONMNNOOANANANANANN
OO NOATFANNODONOON
OFOANNOOODONANNOOON
oo NOOCOANFANANANNOOO
CONOATFOOANNOONOO
SO NONOODOFOONOANIHO
OO NOOANATFONOOOANANN
ONOOFOoOONODOONOANFHO
OCANATFTNOTOOODODODONONO
oCoOoFoNOoONONONOOOO
OFANOONOODONOOANANON
OSAANANANANNODOOOoOANNOOO
OSCANONOOANANANNONOANNOO

MOOOOOOOOOOOOOOO

Bout| ) 193456789abedef

Ain

O NN FIOO~-0D QL OT O

Table A4: DDT for S5

0123456789abcdef 1011121314 1516 17 18 19 1a 1b Ic 1d le 1f

Aout

Ain

COCOOFONOFTFOOONOCOOFANFOOOONODONOON
COO0COOFOOCOFFOCOANANOCOFANOFONONOONODOO
ocooocofoaNoocotfFooanocooaFoOoOfFfooNooONOoONO
OO0 OCWOOOOFHFOOFOOOOOOANOFONOANOONOANAN
COOOCOOONOITIFOOFNOOOONODOFOFANOOONNO
CoooocoFoootFFooaaNoooNOoOoOoOoOANTFANOoOOoOANANAN
OO OCOOONXVOOFOOONODOFANOODODOFANOODONOAN
COO0O0COOCOCONFOOOFOOOOFNOOOANTFNOOONOO
COO0O0O0OONOOCOCOOFNOCOFFNFOOOOOFANNNO O
OO OCOOFOOOOOOCOANODFFANOOONDOFANAANNON
OO OO0 ONOCOCOOFOONOFOANFOFOOOONANANANAN
COO0CWVWOOOOOCOOFFOoOOCOFONOOONOOONANAANNO
COoOooCOoOFOoONOOCOOOoCONONFOoONOOFooOooOoNOOoOAAN
OO OCOOFOOOOOOCONNNFONOFONDODONOOND
COO0OCOFONOCOCOOCOONNIFIFNOOOOCOOIFNOOOO

COO0OO0OOOCOoOOOCOoOCoOooCoONFFNOFONOOFNOOON

OCOOHFOFOANOHFOOOONOOOOCOOFOANDAFANNOOO
COXVOO0OFOOOOCOoOONNOOOCOFOoOoOOONFANNOON
COOFOFONOOOOIFOONOOOCODOFONOANOANNOANAN
OO0 OCWOOOCOFHFOOFOOOOOOOFHFOFOOANODNNOANO
cCootFoooaNOoOFoooFaNOoOOoOOoOOoOOoOoOoOANTFANONOANANAN
COWOOOFOOOoCOoOOCOoONNOCOOCOCOoOOoOFOFANONOANND
COOFOOONXVOOOOOONOOOOOOOANFAFNONODO
COO0OO0COCOoOoCoONFOoOoOOoOTFOoOOooOoOOoOoOoCoOCOTFAFANONON
CRHOFOOOANOOFOOFANOOOOOOODONODOOSOANANOAN
COWVWOOOFOOCOIFFOCONNOOOOFOOOOoOOoOOONNOO
CRVOFOOONOOCOIFFOONOODODOOoOOONDODOoOOoDONANNO
COO0OOCWOoOOoOoOoooOoOFFooooocoFofoooocoaaNaa
CRHOFOFONOOFOOONOOOODOOTFONODOODODOONO
COoOWOOCOFOoOOOFFOONNOOOOOOFOoOOoOOoOOoOooOOoOANAN
CRHOFOFOANOOCOFOOONOOOOOFONODODODOOOON

&O000000000000000000000000000000

« ¢ — In] ~ o O~
OHANMFON0D FL 0T oS TARTRORRR 2.0 9T O
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Table A5: LAT for S5

=~ ocNNoNo o9
© coaaNP oo
10 oo o o
~t coocoaaqga
™ oo oawo
o] coanFooan
— oNoNo o
© |[¥Foocoocoococoo
=
3
S}
\A
O~ N D © b~
g
S
\A

Table A6: LAT for S,

)\in

B coto AN F oo
© |lcocooYootoocoootoowoO
T |coTacocoToaQaPo T
o coamocoNTacmnocoaa ¥
Q2 |ooaaTYaaocoNFoaQFoqT
& ooadgJoTFomwmo oo <H
o ocaYoamooNaT IPoNqJao
0 ocanJooJauordtamwmo Qo
b~ oo JooNTaorw QT Nao
© oo oYTavoTaTowmao
0 oooaFToJoPawNo
<t ocaNY g amoTaoawmoJo o
®» oo Yoo FTaaaNoo
)| oYaacnotvaaafooaNoo
— oYoTagdgaddaaaqdocooo
=R === === === = === =)
3
= O NMFIDO~0D O OT O
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Table A7: LAT for Ss

6 789 abcde f1011121314 1516 17 18 19 1a 1b 1c 1d le 1f

012345

Aout

Ain

otYovYooTYoovtortTovooTotvooFTroToo¥F
codYttocoVYTTvvoortoo TFTvoortYooocooTrvoo T
oYfotvovootoTYTToJovotooFovxvrortoo TJo
coococoococoocoocococootd T T I Ty T
otYootvovYooVYTvoovodtrtootToTooF Yoo«
coYYoovvvrvrvoorvtooocoTvoorTrFYoowrTJoo
ocototo FTovoFoTovoToTovdtorvorvo TYTovro o
OO0 0000000000000 ROOCOCNOOOOONVOOO MWD
cotYVvooocovrwtrttTYoowToocooTTFrToooo ww
cottoovvoorrtoo T VI vyooTdTrvooTvrvoowr Yoo
cococoYV¥V¥vyoococotrsr Ty FoocoorrrFToooo
cococococoocooocococcococococooYY Vs T TwT I+
cotYoovvooTrvoorvvocoo VTYooTvoorvroo T«
cotvocoovvoo TTYoovwvocoorFYoorwTooTvoowT
0N OO0 0000 NWOOOCO00O0O0CONOOOOOOD®WOO
0000000000000 NOOOCNVOOCONROOODWVO OO
otoYvovoTJovYocoToTovoTYTrvovoto Yooto
coococococooY YV YT vooocoocoocorsr T Vv
cYovvovooForvrovrvoo Tovvrovoovro T TTo Fo
00O OO R ONOCORNONOOOCOOOOOOOOOOOD
ocototovoFTYoToTorvoovodtoro Trororo T o
cococococococox YT TY¥Yvooocooocoorwrrrw< T T
ototoJTovovovtoTovovovtoFfovoFoFovwo¥
C 0000000 WONONONOOOOOOOOOOOOOOOOD
cococovY YV VYooocorTrvvooocoTrrvooocow T v
OO R VOO0 NNVOOOOOOO D
cococovYYYoococotrrToococoTF I I voocoocoo <
COO0CO0WOVRN VOO0 OOO
OO RN OO0V NOCOCOOOOOODNOODD
COW N OO0 00000NNVNOOOOOOOOOOOD
OO0 OO0 NWOOCOCOOOROCOCOOOONOOOOOO
RN R N N - - - R R R N R N N N N N N - E=-R-F-]
CHNMFILONOD B2 0T o= ZTIANTILOE 0N I2 0T QO x

Table A8: DLCT for S3

I~ tYoocoocoooo T
© |fooococo Yo
0 tocoococo Yoo
<t tooo Yooo
™ |foo Yoocoo
™ Yo Yooocoo
— ¥ Yoooocoo
o |
-
3
Q
~
O = MM 0 O~
g
S
<
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Table A9: DLCT for Sy

Moutlg 1 93 456789abecededf
Ain
0 8§88 8888888888288 8
1 8-4-40 4-4-44400-4000 0
2 804000-404000-40-80
3 80-4-400000-440040-4
4 84 000-40004-4-4-400 0
5 840-4000000000 4-84
6 8000-400-40000400 -4
7 8000-400-40-4-4000280
8 84 40400-4-4-400-4-400
9 84-44000-4-4000000 4
a 800-40-400-4044000-4
b 80-400400-440-40-400
c 800-400-400-4004000
d 8400004000-400-400
e 80 00-444400-4-4-4-400
f 8004-4-4-400004000 -4

Table A10: DLCT for S5

NU 12 3 4 5 6 7 8 9 a b ¢ d e f 1011 12 13 14 15 16 17 18 19 la 1b lc 1d le 1f
0 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16
1 6-16 0 0 0 0 0 0 16-16 0 0 0 0 O 0 16-16 0 0 0 0 0 0 16-16 0 0 0 0 0
2 16 16 -16-16 0 0 0 0 0 0O 0 0O O 0O O 0 16 16 -16-16 0 0 0 00 0 0 0 0
3 %6-16 0 0 00000 0O0O0OO0OOO0OOI16-160 00 0 00000000 00
4 16 16 16 16 -16-16-16-16 0 0 0 0 0 0 0O 0 0 0 0 0 0 0 0 0O 0 0 O 0 O 0O 0 O
5 6-16 0 0 0 0 0 0 00O 0 O016-160 0 00 000000 O0O0O0OTO0O0TO0O0O0
6 16 16 -16-16 0 0 0 0 0 0 0 O 0O O O O O O O O O O O O O 0O O O O 0 O O
7 6-16 0 0 0 0 0 0 0O OO 0OO0OO0OOO0OO0OO0OO0TO0 00 00 0 0 0 0 0 0
8 16 0 16 0 16 0 16 0 -16 0 -16 0 -16 0 -16 0 0 0 0O 0 O 0 0O 0O 0O 0O O 0 O 0
9 %60 016 0 0 0 0-160 0-160 00 00 00000000 O0O0O0UO0OTO0TO0O0
a %6 0-160 00 00 0O0OO0O0OO0OO0OO0OOOTOCOTOCOT®OOOI16O0-16000 00
b 60 0-160 0 0 0 0 0 00 0O0O0OO0ODO0OO0OOO0OOO0OO0OO016 0 0-160 0
c 6 0 16 0 -16 0 -16 0 0 0 0 0 0O 0 O 0 0 0O 0O 0O O 0 O 0 0 0 0 0 0
d %60 0116 0 0 00 00O O0O0-1600-160 00000 0000 000000
e 6 0 -16 0 0 0 0 0000 0OO0OO0OO0OUODO0OOOOO®OO0OOOO0OOO0OO0O0OO0O0
f 60 0-160 0 0 0 00 O0O0OOO0OO0OUODO0OOOOO®OOOOO0OOO0OO0OO0OO0O0
10 %60 0 016 0 0 016 0 0 016 0 0 0-160 0 0-160 0 0-1620 0 0-160 0 0
11 60 0 0 0 0 0 01160 00 0O0O0O0-1600200000-1600200 00
12 60 0 0 0 016 0 0 000 O0OO0O0O0O-1600200 0-160020000 000
13 %0 0o00O0OOOO0OOTSO0OOO0OTOO0OUOD-160000000O0O0O0O0O0OO0OTO0°0O0
14 600 0-1600 00 0 000O0OO0OO0OTO0OTI16O0TO0TO0-1600000°O0O0O0TO0°O0
15 60 0 0 00 0 O0O0OOTO0O0OT16O0O0UO0O0-160200000 0000 0-160 0
16 %0 00 0O0-60 0 0000 0000160000 0-1600 0000 00
17 %0 00 0O0OO0COTO0OCOSO0OCOSO0OOOTOO-16000000O0O0OO0OO0OTO0OTO0OO0O0
18 60 0 016 0 0 0-160 0 0-160 0 0 0 0 0 0 0 000 O0O0O0O0O0 00
19 60 0 0 00 0 0-160 00 00O0O0O0O0O0ODO0OGOO0O0OOOO0OUOO0O0O0OO0O0
la %60 00 00160 00O0O0OO0O0O0OO0OO0ODO0OTOOCO0OGOCOTSO0OOO0O-160 00 0 0-160
1b 60 0 0 00 00O0OOTO0COOOO®ODOOOO®O®OOO0O-160 000000
1lc 60 0 0-660 0 0 00 00OO0OO0O0OUO0ODO0OO0OOO0OO®OO0OOOO0OUOO0OO0OO0OO0O0
1d %0 00 0O0OO0OOO0OOTO0OO-16000000000O0O0OO0OO0OO0OO0OUO0OTO0OTO0O0
le 60 0 0 0 0-1660 0 0 0 0 0O0O0OO0OO0O0OODO0OOTO0OO0OOO0OO0OOO0OO0O0O0O0
1f 60 0 0 00 0OO0O0OOO0COOOO®OOOOOOOOOO0OOOO0OO0 0 0-16

Appendix B Inequalities Used in MILP Models

The inequalities presented in this Supplementary Material are used to model the DDT,
LAT and DLCT of Sboxes within the MILP model. These inequalities were obtained by
applying the algorithm in [18], following the MILP-based modelling method of Sasaki
and Todo [20], which also enables the selection of a minimal subset of inequalities.
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e Encoding the DDT of S3 with (zo,x1,2,%0,Y1,Y2,p), Where (xg,x1,22) EEN
(Y0, Y1, y2) denotes the valid differential transition with probability 272P. The DDT
is characterized as:

—3x2 —3x1 +2x9 —3y2 —3y1 +yo + 10p >0

—3r2 4+ 71 — 320 —3y2 +y1 —3yo +10p >0

ro —3x1 — 329+ y2 —3y1 —3yo + 10p >0

dxo + Tz + 220 + 4y2 +y1 +6y0 —8p >0 (B1)
4xg + Tx1 + 620 +4y2 +y1 +2y0 — 8p >0

6xo + 1 + 40 + 2y2 + Ty1 +4yo —8p > 0

2x9 + 1 +4w0 + 6y2 + Ty1 +4yo —8p > 0

¢ Encoding the LAT of S3 with (zo, 1,22, Y0,Y1,¥2,¢), where (xg,x1,%2) N
(4o, Y1, y2) denotes the valid linear approximation with correlation 27¢. The DDT
is characterized as:

—x2 + 3x1 — 29 + 6y2 + 3y1 +6yo —4c >0

622 + 3r1 — w0 — Y2 +3y1 +6yo —4c >0

dx9 + 1 + 8xg + 4y2 + Ty1 — 2yo — 6¢ > 0

3x2 + 621 + 620 +3y2 —y1 —yo —4c >0 (B2)
—3x9 —3x1 +2x0 —3y2 —3y1 +yo +10c >0

ro —3r1 — 329 +1y2 —3y1 —3yo + 10c >0

—3x2+x1 —3x9 —3y2 +y1 —3yo +10c >0

e Encoding the unsigned DLCT of S3 with (xo,z1,%2,%0,¥1,¥y2), where

(zo,x1,22) S, (Y0,y1,y2) denotes the valid DL approximation with constant
correlation 1. The unsigned DLCT is characterized as:

—2x9 +4x1 — 630 — Y2 — Ty1 + 4dyo > —8
49 — 61 — 220 — TYy2 + 4dy1 — yo > —8 (B3)
—6x9 — 221 + 4o + 4y2 —y1 — Tyo > —8
¢ Encoding the signed DLCT of S5 with (z, 1, %2, Yo, Y1, Y2, ), where s = 0 indicates
a positive correlation and s = 1 indicates a negative correlation. The signed DLCT
is characterized as:

—8z9 — 321 — 320 + Hya — 1dy1 + 2yo + 7s > —14
—2x9 — 8x1 — 2xg — Y2 + 6y — 1lyg + 65 > —12
—4xo — 4x; — 4dxg — 1ly2 + 2y1 — yo + 10s > —12 (B4)
—bx9 + 921 — 3x9 +4y2 — Yy1 +2yg — 7s > —9
5xo — 8x1 + 3x0 — 4y2 +9y1 — 2yg — 9s > —8
® Encoding the DDT of Sy with (zo,%1,%2,%3,%0,¥%1,¥Y2,¥3,P0,P1), Where

(g, 21, T2, 23) Sa, (Yo, Y1, Y2,y3) denotes the valid differential transition with
probability 27 (2Po+P1) This DDT is characterized as:
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—17x3 — 2929 + Tz — 1920 — 8y3 + 11y2 — 24y1 + 5yo + 52po + 85p1 > 0
—3x3 —4xg — 3x1 + 629 — Y3 + 4y2 — 12y9 — 30pg — 22p1 > —41

—11z3 — 2529 — x1 — 320 — 14y3 — 6y2 — 7Ty1 — Yyo + 51lpg + 75p1 > 0
—8z3 + 24x9 + 14z1 + 380 + 15y3 — 17y2 — 39y1 + yo + Spo — dHp1 > —30
10x3 + 21xo — 221 — 9 — 20y3 — 22y — 10y1 + 2y + 16pg — 6p1 > —39
12z3 — 929 — 1221 — 4w + 3y3 + 8y2 — 12y1 — Yyo + 2po — 2p1 > —36
18x3 + 1522 + 18x1 — 329 — 17y3 + 3y2 —y1 — Yo + 9po — 9p1 > —13

63 + 3w + 1721 + 14x0 + 3y3 — 14y2 — 11y1 — 10y + 2pg — 5p1 = —20
dx3 + bxo + 60 + 2y3 — Sy2 + y1 — 2yg — 20pg — 26p; > —27

1lzs — 220 + 4z — 23z + 11lys — yo + 22y1 + 21yo + 4po — 4p1 > —7
26x3 + x2 — 621 + 2229 — 12y3 + 13y2 — 8y1 + 4yo — 85pp — 61p1 > —79
—3Tx3 + 1720 — 3x1 — 4x0 + 42y3 — 2o — 4y1 — 21y — 28pg + 11py > —57
—6x3 — 2z9 — 671 + 8w + 4y3 — 4y2 — 8y1 + 10yo + po — 9p1 > —25

3x3 — 1lxg — 221 — 839 + 11lys — 11ys + 8y1 — 3yo + 2po — Tp1 > —31

1323 + 1222 4+ 621 — 9 — 16y3 — 9y2 + 12y1 — 3yg — H7po — H2p1 > —65
—Tx3 — 1229 — 1621 — 4a9 — Yy3 + 16y2 + 16y1 — 4yo + 2po — 6p1 > —42
8x3 — 27xo + 8x1 + 1920 + 49y3 + 51y2 + 14y; + dyo — 42pg + 10p; > —4
—8x3 + 32 + 2x1 + 2x9 + 12y3 4 16y2 + 13y + 16y9 — 4pg — 8p1 > 0
—20z3 — 202 — 8z1 + 6xo + 14ys — 2y2 + 10y1 + 20yo + 3po — 11p1 > —41
—27Tx3 + 54z — 2w1 — 2720 + 23Yy3 — 2Y2 + 241 + Tyo — 15pg + 15p1 > —19

e Encoding the LAT of S; with (zo,21,22,%3,Y0,Y1,Y2,Y3,C0,C1), Where

(zo, 21,22, 23) EEN (Y0, Y1, Y2,ys) denotes the valid linear approximation with
correlation 2~ (¢0otc1) This LAT is characterized as:
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14xs — 3z + 1421 — Txg + 2y3 — 11lyo + y1 — Tyo + 14co + 12¢1 > 0
—3z3 + 21+ 20+ 8y3z +9y2 +9y1 +9yo — 3co — 3c1 >0

—9x3 + xg — 10x1 — 629 — 3ys — 3y2 + y1 + 10yg + 15¢¢9 — 8¢1 > —15
20x3 — x2 + 2021 + 1529 + Ty3 + dys — 3y1 + 20y — 3co — 13¢1 > 0
—4x3 — 3x9 — 4x9 — 9y3 — Sy2 — Yy1 + 6yg + 32¢cog — Tc1 > 0

—4Tx3 + 22 + 4x1 — 4720 + Tys + 5y2 + 8y1 + 11lyg + 77co + 10c; > 0
2x3 + 2x9 — 611 — 620 + y3 — 6Yy2 — Ty1 + 4yo + 12¢g — 5ep > —12

—8x3 + 13x2 — 321 + 1529 — 10y3 + 20y2 — 28y1 — 4yo + 25¢co + 24c¢1 > 0
—x3 + 8z + 1921 + 629 — 4y3 — 16y2 — 12y1 + 13yp + 8cp + 15¢; > 0
dx3 — o — 311 — 629 + 4y3 — dys — 11y; — 11yg + 13¢cp + 11cg > —13
—6x3 — 229 — 5x1 — 20 + 10y3 + 8ya + 3yo + 4cop + 5¢1 > 0

17x3 — o + 921 — 3z0 — 23y3 — Ty2 + 16y1 + S5yo + 8cp + 21c; > 0

—2x3 + 11w — 3w1 — Tzo — 2y3 — Sy2 + 11y1 + 3yo + 8co + 9c1 > 0

1323 + 1322 — 21 + 8z + 13y3 + 5y2 + 13y1 — 3yg — 3cg — 6¢1 > 0

—x3 +4xo — x1 + dxg +4ys — dy2 + 3y1 —4yg +3cog —c1 > —4

6x3 — 8x1 + 2x9 — 4ys + 8y2 — y1 +4yo + 5cp + Tep > 0

—11z3 — 1229 — 921 — 1229 + 6y3 — y2 + 3y1 — yo + 20cp — 6¢1 > —20
2x3 — bxg — b1 + 220 — Oy3 — 3y2 + dy1 — 6yp + 10cg — c1 > —10

—x3 + 4w + 4x1 — 220 — 4y3 — 3y2 + 4y1 — 4yo + 6¢cg — 2¢1 > —6

—z3 + 3x2 + 371 — w0 + 3y3 + 2y2 — 3y1 — 3yo +4co — 3c1 > —4

2x3 + 2x9 — 181 — 2220 — 20y3 + 5y2 + 5y1 + 3yo + Slcg +4c1 > 0

2x3 — 9292 — 91 + dxo + Ty3 — y2 +4y1 +4yo + 9co + 7c1 > —1

—x3 +4xo — x1 + 420 — 4Yy3 + 4y2 — 3y1 — 4yo + Hcg —c¢1 > =5

r3 — 3r2 + 21 — 3x0 — 3y3 + 3y2 — 2y1 — 3yg + Tcg — 3¢c1 > -7

—Txs — Txg + 221 + 39 — 5y3 — 8ys — Ty1 — yo + 16cg — 4c1 > —16
26x3 + 269 + 2321 + 1729 — 9y3 —9y2 —3y1 —yo —co —3c1 > 0

—3x3 — 1629 + 621 + 1029 — 2y3 + 10y2 + 11y; — 22y¢ + 21cg + 19¢1 > 0
r3 — 8r2 — 8x1 + 2o + 3y3 + 2y2 — 8y1 — 8yg + 37cog — 8c1 > 0

¢ Encoding the unsigned DLCT of S, with (zg,z1, 22,23, Y0, Y1, Y2, Ys, ¢), where

(zo,x1,22,23) Sa, (Y0, Y1, Y2, ys) denotes the valid DL approximation with correla-
tion 27¢. This unsigned DLCT is characterized as:
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3lx3 — 24z + x1 — 4x0 — 4y3 — 6y2 — 10y — 6yg — 10c > —32

17x3 + 122090 — 921 — 1029 — 11y3 — 3y2 — y1 + 2yo — 28¢ > —32
—50x3 + 12z + 621 + 1029 + 6y3 + y2 + 3y1 — Tyo — ¢ > —45
—50x3 — 622 — 1 — 320 — 2y3 + 48y2 + 43y1 + 47yp + 49¢c > —12
23x3 + 17x9 — 50x1 + 20xg + 25y3 + 4y2 — by — 44yg + 6¢ > —50
1923 + 10z9 + 50x1 — Tz — 28y3 — 21y2 — 8y1 — 6y + 3¢ > —35
13x3 + 1729 — 321 — 30z + 4ys — 14ys — 5y1 + 20yg — 15¢ > —34
4Tx3 — 4239 — 621 — 1720 + 12Yy3 — 4y2 + 14y1 — 50y¢ — 11c > —65
42x3 — 32x9 + 311 + 12209 — 20y3 — 43y2 + Ty1 — 4yo — Hc > —5H2
—9x3 — 4xo + 11a1 + 8xg + 11ys + 2y2 — 12y1 + yo + dec > —12
—50x3 + 8x2 — 11z1 — 920 — 10y3 + 3y2 + 3y1 + 4yo + 2¢ > —67 (B7)
3lxz — 10x2 + 41 + 429 — 26y3 + 18y2 — 16y; — 20yg +¢c > —36
42x3 — Txg — 1621 — 429 — 32y3 + 6y2 + 13y1 — 12y9 — 47¢c > —59
37x3 — 13x9 — 2871 — Bz + 8ys — 23y2 — 19y1 + 21yg — 4c > —46
3lx3 — 33z2 — 921 + T2 — 2y3 — 4y2 — 28y; — 8yp + 9¢ > —44

1923 — x2 4 621 — 249 + 3ys — dys + 6y1 + 3yg — 20c > —25

17x3 — Txg — 3x1 — 1520 + 18ys — by + 8y1 — 20yg + ¢ > —25

43x3 — 4022 + 1021 — 429 — 6y3 + Ty2 — 50y1 + Syo + 2¢ > —50
223 + 2w9 — 24wy — Sx0 + 6y3 + 2y2 — 6y1 + Tyo — 23¢c > —29
—50x3 — 46z — 48w1 + 70 + 48ys + 49y + 47y1 + 2yo + 49¢ > —94
—49x3 + 4929 + 421 + 220 — y3 — 48y2 + 47y1 — 50y + 46¢ > —98
e Encoding the signed DLCT of S, with (xo,x1,x2,Z3,Y0,Y1,Y2,Ys3,¢,S), where

(20,21, T2, 23) % (Y0, Y1, Y2,ys3) denotes the valid DL approximation with signed
correlation (—1)® - 27¢. This signed DLCT is characterized as:
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—12x3 — Txo + 8x1 + 320 — 5y3 — y2 + 3y1 — 13yg + 6¢ + 125 > —19
—4x3 + o — 24z — 220 + 20Y3 + 23y2 + 22y1 — 8yp — 8¢ — 8s > —30
—4x3 — 18x2 + 221 + x¢ + 10y3 + 24y2 + 15y1 + 29yg — 33c + 7s > —22
4x3 + 4x9 + 2021 — 1929 — 8ys + 6ys — 20y + 10yg — ¢+ 125 > —28
dxy — 2x9 — 221 — 9209 — 15y3 — 19y2 — 9y1 + 17yg — 18¢c — s > —5H6

8x3 + 6x9 + 41 + 1829 — 9y2 — 3y1 — Tyg — 18¢ + 10s > —19

—b5x3 — bao + 27x1 — Txo + 15y3 — 9y2 + 20y; + 18yg —c — 17s > —17
—Tx3 + 222 + 521 — 320 + 5y3 — Ty2 + 7y1 —yo +4c — 3s > —10

163 + 322 + 4x1 — 3x9 — Sys + 10y + 11y; + 12yg + 3¢ — 16s > —5
—10x3 4+ 20z2 + 1621 + 12209 — 18y3 + 6y2 — 30y1 +8yg —c — 195 > —48
5x3 — 2x9 — 2x] — 9 — 3y3 — 6y2 + dy1 — 3yo + 3¢ — 4s > —12

—18x3 — 622 + 221 — 8xg + 2y3 — 32y2 + 10y 4+ 27c + 3s > —32

—4x3 — bxo — 4z + xo + 21ys + 21ys — 13y1 + 2y + 45¢ — 38s > —13 (B8)
—4x3 + 139 — 1621 — Txg + 6y3 — 8y2 — 20y1 — 2yp + 5¢ + 10s > —32
2x3 + x2 + x1 + 920 + Ty3 + 13y2 + 6y1 — 13yg + 31c — 40s > —13

—Tx3 — 3z + 8xr1 — 4xg — 6y3 + Hys — 6y1 — 10yg + 6¢ — 25 > —22

1203 — 229 — 1221 + 9209 — 2y3 + 12y2 — 3y; —4yo + ¢ —4s > —14

3x3 + 22+ 221 +y3z —2y2 — 3y1 — 3yg + 2¢c — 55 > —8

—44x3 — 26z + 11 + 4xo + 4y3 — 10y2 — 6y1 — Hdyg + 97¢ — 365 > —70
1523 — 1729 — 421 + bxg + Yy3 —4ys — 17Ty1 + 1Tyg —c — 25 > —28
—2x3 + 14dxo — 2521 — 1020 + 2y3 — 21y2 + 3y1 + 27yg — 6¢c + 13s > —37
—4x3 — 27x2 + 1921 + 14x9 + y3 + 14dys — 29y — 6yg — 2¢ + 355 > —35
—6x3 + 2229 — 2321 + 2429 — 8yz — 20y2 + 10y — 4yg — ¢ + 22s > —32
—28x3 — 13x9 — 41 — 4xg — 49y3 + 14y2 + Ty1 + dyo + 37c + s > —49
Tx3 + x2 + 2x1 — 3920 + 3y3 + 8y2 + Sy1 — 39yg + 27c + 125 > -39

¢ Encoding the DDT of S5 with (xo, 21, Z2, 23, T4, Y0, Y1, Y2, Y3, Y4, Po, P1, D2), Where

(zo, 21,22, 23, 24) LN (Y0, Y1, Y2, Y3, y4) denotes the valid differential transition with
probability 2~ (2Po+3p1+4p2) The DDT is characterized as:
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—39x4 — 50x3 — 2122 + 51 — 2320 — Y4 — Yys — Yy2 — 2y1 + 2yo — 156p; — 112ps > —260
671y — 42x3 + 4229 — 3821 + 2020 + 68ys — 68y3 + y2 — 10y1 + 10y + 2pg — 24p1 + 2p2 > —114
—l4xy — Tz + 20 — 2y4 + Y3 — Ty2 + 2y0 — 33po — 21p1 — 19p2 > —49
x4 — 1la3 — 1520 — 1221 — Txo + ya + y3 + 2y2 — 2y1 — 2yo + 4po + 26p1 + 37p2 > —10
—x4 — 223 — w2 — 471 — 30 — 3Y4 — 3y3 + 3y2 — 3y1 — 3yo + 2p2 > —18
241y — 363 — 39w9 — 361 — 430 — 13ys + y3 + 4y2 — 11y + 6yo — 213pg — 123p; — 60p2 > —261
—33x4 — 2823 — 3529 — 4511 — 52209 — 16Y4 — Sy3 + Ty2 + y1 + 3yo — 225pg — 129p; — 61py > —274
—40x4 — 41wz — 17Txg + 1 — 1720 + 2y4 — 3ys — Yy2 + 8y1 + 2yo — 138p1 — 98py > —222
944 — 8x3 — 3x2 — 3bx1 — 1020 — Y4 + 2y3 — 3y2 + 95y1 + 95y0 + Tpo + 25p1 — 35p2 >0
—23x4 — 1923 — 38z — 4221 — 34xg + Tys — y3 + 2y + 2y1 — Tyo — 175p1 — 114pgy > =277
—x4 —4x3 — 32 — 71 — 270 + 3Y4 — 3Yy3 — 3Yy2 — 3y1 — 3yo + 2p2 > —18
—143z4 — 11923 — 12022 — 11621 — 14620 + 8ys — 21y + 17y2 — 3y1 + o + 55po + 323p1 + 580pe > —85
92z4 + 231z3 — 2x2 + 3071 — 18370 + 99y4 — 40y3 + 41y2 + 18y1 + 199y0 + po — 6p1 +4p2 > 0
—25x4 + 3 — 1972 — 2571 + 4w + 6Yy4 + Sy3 — 25y2 — 25y1 + 4yo — 23po — 4p1 + 13p2 > —98
—3x4 + 2023 — 322 — dx1 + 2020 — 4yg — 2y3 + y2 — y1 — 40pg — 50p2 > —48
—2z4 + 1723 — 6429 + 1721 + 26220 + 3y4 + 60y2 + 6y1 — Syo — 202pg — 161p1 — 175p2 > —206
—90x4 — 11523 — 103z2 + 21 — 580 — y4 + 24y3 + 21y2 + 5y1 — Syo — 581pg — 422p1 — 308p2 > —678
—40x4 + 4623 + 9729 — 5411 + 6020 — 14Y4 + 12Y3 + 98Y2 — 98y1 + Yo + 8po — 36p1 + 2p2 > —144
68x4 + 11223 — 47x9 + 6321 — 44x9 — 3y4 + 112y3 — 112y2 — y1 — Syo + 24po — 38p1 + 11py > —138
28x4 — x3 + 2422 — 3521 — 31lxg — 58Ya + 57y3 — 2y1 — 3yo — S51pg — 17p1 + 17p2 > —88
—58x4 + 4x3 — 6922 — 12621 — 13929 — 17Tys + 8y3 — Ty2 — dy1 — 11lyg — 102p1 + 33p2 > —390
—16x4 — 1623 + 5x9 — 821 + g — 16y4 — 16ys — 8y2 — y1 — 22pg — 5p1 + 5p2 > —70
—24x4 — 54x3 — 60z — 2921 + Dxro — Y4 — 3ys — Ty2 — 8y1 — 98pg — 44p1 + 12ps > —169
—4x4 — 63 — 22 + 1 + 2Yy4 + 4ys — 15pg — 10p; > —17
—4x3 — 622 + 0 + 2y3 + 4y2 — 15pg — 10p1 > —17
—20x4 — 2423 — 1229 + 21 — 1520 + 4y3 + 2y2 — 48pg — 19p1 + 2p2 > —68
—8x4 — 83 + 2622 + 1321 — xo + 13y4 + 26y3 — y2 + 2pg — 3p1 — 8p2 > 0
13424 — 223 4+ 6729 + 6721 — 420 — 4yg — 6y3 — 11y1 + Tyo + 12pg + 20p1 — 107p2 > 0
44x4 + 4423 — 292 + 6621 — 4o — Y4 — 4y3 + 3y2 — Sy1 + 22y0 + 3po — 73p2 >0
13x4 + 1823 + 2422 + 921 + 2620 + 4ys — y2 +y1 — 14yo — 3po — 37p2 > 0
—21924 + 3223 4 62w2 + 221 + 21wo + 225y4 + 34ys + 3y2 + 4y1 + 2yo — 117po + 43p1 + 21p2 > —111
594 + 4x3 4+ 1729 — 20921 + 310 + Y4 + 4y3 + 2y2 + 217y1 + 34yo — 114pg + 43p1 + 21pgy > —106
3x4 + 3 — 20922 — 13021 + 2820 + 2y4 + y3 + 130y2 + 51y1 + dyo — 199pg + 10p1 + 28py > —278
—47x4 — 4323 — 4321 — 3520 + 2y4 + y3 — 10y2 + 4y1 — 4yo — 111pg + 21p2 > —160
—34x4 + x3 — 34x9 — 4121 — 41xg — 8yg — 4ys — y2 + y1 — Syo — 100pg — 20p1 + 19pg > —147
x4 — 823 — 15z9 — 1621 — 11lag — y1 — 2yo + 4po + 24p1 + 39p2 > —13
2xy — 28x3 4+ 9x2 4 3x1 + 929 — 36Yy2 + dy1 — 23pg + dp1 + 2p2 > —51
—35x4 — 6473 + x2 + 271 + 13y4 + 37y3 + 2y2 — S5y1 — 58pg + 2p1 + 16p2 > —85
—T0x4 + 3 — 12622 — 11221 + 9 — 42y4 + 28y2 — 28y1 + 3yo — 232pg + 3p1 + dp2 > —372
—31z3 — 2929 — 1431 — yy + 4y3 + 2yo — 14yy — 53po + 8pa > —81
—53x4 + 3z3 — 922 + 1 — 540 — Sya — 59y3 + 59y2 + 9y1 — 8yo — 84po — 29p1 + 32p2 > —153
x4 — 28x3 — 1512 + 1521 — 2670 — 2Y3 + 4y2 + 30y1 — 30yo — 18po — 7p1 + 22p2 > —T78
—66x4 — 2923 + 322 — 3021 — 6120 — Hys — Ty3 + 3y2 — yo — 107pg — 46p1 + 17pa > —179
1224 + 223 — 7T4dx9 — 7Hx1 — 6020 — 2ys — Y3 + 4y2 + 8y1 — 8yo — 109pg — 38p1 + 38p2 > —182
—37x4 + 1023 — 4522 — 8421 — 91xg — 10ys — 2y3 + 2y2 + y1 — 6yo — 149pg — 63p1 + 23p2 > —246
1324 + 1623 4+ 18z9 + 1621 + 1820 + 3ys4 — 6y2 + 2y1 — 4yo — 8po — 24p1 — 24p2 > 0
—3x4 + 20x3 + 77z + 4721 + 6820 + 23y4 + 3ys — 62y2 + 14y; — Tyo +po — 12p1 — 19p2 > 0

(B9)
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e Encoding the LAT of S5 with (zo, 21,22, 23,24, Y0, Y1, Y2, Y3, Y4, Co, C1), where

(o, 1, T2, X3, Tq) LN (Yo, Y1, Y2, Y3, Ya) denotes the valid linear approximation with
correlation 27 (¢0+¢1) The LAT is characterized as:

—x4 — 3x3 — 32 — w1 + 310 + 2y4 — 3y3 — 3y2 — 4y1 — 3yo + 6¢cg + 6c1 > —6
x4 — 3x3 + w2 + 511 — 3T0 + 2Y2 —4Yy1 — 3Yyo +5¢c0 +c1 > —4
—x4 + 3x3 — x2 — 3x1 — 3x9 — 3yqa — 3y3 + 2y2 — 4y1 — 3yo + 6¢g + 6¢1 > —6
5x4 + 223 — 4622 — Hx1 — 220 + 23y4 + 30y3 + 41y2 — 12y1 + yo + 19¢o + 23¢1 > 0
10z4 + 23 + 221 — Sy4 +y3 + 8y1 + 10yg — 5¢1 > 0
—x4 — 523 —x1 + 9ys + 10y3 — y2 — y1 + 10yp + 4cop — 5c1 >0
—3x4 +x3 — 3w2 + 1 + 510 — Y4 + 2y1 — 4yo + Scg +c1 > —4
—3z4 + 73 + 3w2 + 21 — 3x0 — 3y4 — 3y3 — 3y2 + 2y1 — 3yo + Scp + Se1 = —5
x4 + 2z2 + 10x0 + y4 + 8y2 + 10y1 — 5yo — 5¢1 > 0
—4dx3 +2x9 — 4z + 4ys — y3 + 2y2 — 4y1 — 4yo + 8co — 3c1 > —8
3xq4 + 3 — 322 — 321 + o — 3ya + 2y3 — 3y2 — 3y1 — 3yo + Scp + Hex > —5H
—9x4 — 23 — 922 + 921 — 29 — Yy4 + 8y3 — 3y2 — 3y1 — 9yo + 19¢¢9 — 3c1 > —19
2x3 4+ 10z1 + zo + 8y3 + 10y2 — 5y1 +yo — 5c1 > 0
10z3 + z2 + 2z + 10y4 — Sy3 + y2 + 8yo — 5¢1 > 0
—2x4 + Tx3 + 8229 — 4x1 + 2420 + 82y4 + H8y3 — 17y2 + 17y1 — 6yg — 4cog — 49c1 > 0
—20x4 — 223 + 221 + 29 + 18y4 — Sy3 + 11y1 + 14y + Tcg +9c1 > 0
—x4 — 29 —dx1 —ya + 10y3 + 9ya + 10y1 — yo + 4c9 — 5¢1 > 0
2xy — 4dxo — dxg + 2y4 — 4ys — 4y2 + 4y1 — 3yg + 8¢cog —¢1 > —8
4y + w3 + 3422 + 221 — 920 + 15Y4 + 24Yy3 — 92Y2 + 2y1 — 58y + 67co + 73c1 > 0
T4 + 2523 — 99 + 221 — 12209 + 3y4 — 76y3 — 30Yy2 — 46y1 — 58yg + 102¢co + 125¢1 > 0
—13x4 — 223 + 2220 — 1321 — 29 — 47y4 + 3y3 — Sy — 16y1 — 25yg + 7Hco + 92¢1 > 0
—8x4 — 8x3 + x2 + 3x1 + g — 8ys — 8y3 — 8ya — 8y1 + 2yp + 53cg — 8c1 > 0
—18x4 + 8x3 + 2 — 18x1 + g — bys — Sy3 — 18y2 — 18y1 + Tyg + 92¢p — 18¢1 > 0
1624 — 2923 — 49 — 2921 — 629 — 29y4 — 29y3 — 11y2 — 9y1 + 12y + 139¢g — 9¢1 > 0
—x3 —x1 — dro — Y4 — Y3 + 10y2 + 9y1 + 10yg + 4cg — H5¢1 > 0
3xq4 + x3 4+ 3x2 + 221 + 220 — 23y4 + y3 — 24y2 + y1 — 24yg + 57co + 11lc1 >0
r4 — 1823 — 6x9 + 41 + 1029 — 22y4 — 19y3 — 23y2 — 31y1 — 25yg + 60co + 83¢c1 > 0
3x4 + 623 + 4dxg — 1421 — 620 — 59y4 — 41ys — 5dys — 38y1 — 40yg + 105¢g + 144c¢1 > 0
x4 — 1823 + x2 — 1871 4+ 8xg — 18y4 — 18y3 + 7y2 — Hy1 — dyo + 92¢p — 18¢1 > 0
(B10)
¢ Encoding the unsigned DLCT of S5 with (xo, 21, 22, 3, Z4, Yo, Y1, Y2, Y3, Y4), where

(zo,x1,%2,23,%4) S, (Yo, Y1, Y2, Y3, ys) denotes the valid DL approximation with
constant correlation 1. The unsigned DLCT is characterized as:

Tx4 + x3 + 11wy — 1721 — 2520 + ya + 11ys — 39y2 + Ty1 + yo > —42

Txy — 3513 — 289 + 1521 + 19 — 63ys + 17ys — 3y2 + y1 + 22y > —66

—9x4 — 223 + 571 — 2y4 +y3 + 5y2 — 9y1 > —11

3x3 + x1 — 8x0 — 2y4 +y3 — 8y1 + 3yo > —10

x4 — 2629 — 1921 + 1029 + 17y4 — 43y3 + 12y2 — 2y1 + 3yo > —47 (B11)
=84 + 3z2 + 0 + 3ya — 2y3 + y2 — 8yo > —10

21xy — 2w3 — Txg — 34wy — 6yg — 2y3 — 32y2 + 21y; — 3yg > —44

—x4 — 5923 — Txo — Tw1 + 3720 — 3y4 — 8ys — 10y2 + 37y1 — 5Ty > —78

2x4 + 30x3 — 2229 — 2221 — 629 — 3yq4 — 41y3z + 18y2 — 8y > —H2
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e Encoding the signed DLCT of S5 with (zo, 21, z2, T3, T4, Y0, Y1, Y2, Y3, Y4, S), where
s = 0 indicates a positive correlation and s = 1 indicates a negative correlation.
The signed DLCT is characterized as:

21xg 4+ 4223 + 34x2 + x1 + dxg + 21ys — 8y3 — 32y2 + y1 + Hyo — 42s > —40
—10x4 + x3 — 4221 — 1729 + 13y4 + 11ys — 52y2 + 37y1 — 8yg — 2s > —69
—14x3 + xo — 5x1 — 12y4 + 14y3 — 4y2 + Sy; — 2s > —19

—2x4 — 2022 + 1820 + y4 — 14y3 — Ty2 — dyo + 7s > —25

3x3 —3w0 —2y1 —yo+ 5> —3

—3x4 +3x2 —ys —2yo + s > —3

2xy4 + dxg — 84xo + x1 + blag + 2y4 — 92y3 + 5lys + 9y — 14yg — 18s > —106
—xy — 623 + D1 —4ys — 2y3 —y1 +2s > -7

21z4 — 3622 + 21 + 220 — 40y4 + 4y + Ty1 + 21yg — 8s > —40

T4 — 313 + 27wo + 511 — 11120 + Y4 + 2TYy3 — 47Yyo — 69y1 + Tlyg — 125 > —119
x4 + 2323 — 3921 + 4xg + 23y4 — 41y3 + 6y1 + 4dyg — 8s > —41

—33x4 — x3 + 222 + 1921 + 3y4 + Ty3 + 19y2 — 36y — 7s > —37

—36x3 + x2 + 221 + 21z + 4ys + Ty2 + 21y — 40y — 8s > —40

3x4 —3x1 —2y2 —y1+s 2> —3

(B12)

To exclude a specific feasible solution (xg, 1, ..., Zm—1) = (d0,01,.-.,0m—1) from
the solution space, we add the following cutting-off inequality to the MILP model:

m—1 m—1
(=004 > 6> 1 (B13)
=0 =0

This inequality ensures that the current solution is removed from the feasible region
while keeping all other valid solutions, thus allowing the MILP solver to discover new
solutions in subsequent iterations.

Appendix C Newly Identified Linear-layer
Parameter Sets

Table C11: New linear-layer parameters grouped by category.

Category Parameters (p, to, t1,t2)

Improved Class A (35,0,42,85); (35,1,44,86); (35,2,45,88); (35,4,46,89); (35,5,48,90); (35,6,49,92); (35,8,50,93); (35,9,
52,94); (35,10,53,96); (35,12,54,97); (35,13,56,98); (35,14,57,100); (35,16,58,101); (35,17,60,102);
(35,18,61,104); (35,20,62,105)

(35,21,64,106); (35,22,65,108); (35,24,66,109); (35,25,68,110); (35,26,69,112); (35,28,70,113); (35,
29,72,114); (35,30,73,116); (35,32,74,117); (35,33,76,118); (35,34,77,120); (35,36,78,121); (35,37,
80,122); (35,38,81,124); (35,40,82,125); (35,41,84,126)

(93,1,43,86); (93,2,45,87); (93,3,46,89); (93,5,47,90); (93,6,49,91); (93,7,50,93); (93,9,51,94); (93,
10,53,95); (93,11,54,97); (93,13,55,98); (93,14,57,99); (93,15,58,101); (93,17,59,102); (93,18,61,
103); (93,19,62,105); (93,21,63,106)

(93,22,65,107); (93,23,66,109); (93,25,67,110); (93,26,69,111); (93,27,70,113); (93,29,71,114); (93,
30,73,115); (93,31,74,117); (93,33,75,118); (93,34,77,119); (93,35,78,121); (93,37,79,122); (93,38,
81,123); (93,39,82,125); (93,41,83,126); (93,42,85,127)

Continued on next page
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Category

Parameters (p,to,t1,t2)

Improved Class B

Improved Class C

Improved Class D

(29,1,43,86); (29,2,45,87); (29,3,46,89); (29,5,47,90); (29,6,49,91); (29,7,50,93); (29,9,51,94); (29,
10,53,95); (29,11,54,97); (29,13,55,98); (29,14,57,99); (29,15,58,101); (29,17,59,102); (29,18,61,
103); (29,19,62,105); (29,21,63,106)

(29,22,65,107); (29,23,66,109); (29,25,67,110); (29,26,69,111); (29,27,70,113); (29,29,71,114); (29,
30,73,115); (29,31,74,117); (29,33,75,118); (29,34,77,119); (29,35,78,121); (29,37,79,122); (29,38,
81,123); (29,39,82,125); (29,41,83,126); (29,42,85,127)

(99,0,42,85); (99,1,44,86); (99,2,45,88); (99,4,46,89); (99,5,48,90); (99,6,49,92); (99,8,50,93); (99,9,
52,94); (99,10,53,96); (99,12,54,97); (99,13,56,98); (99,14,57,100); (99,16,58,101); (99,17,60,102);
(99,18,61,104); (99,20,62,105)

(99,21,64,106); (99,22,65,108); (99,24,66,109); (99,25,68,110); (99,26,69,112); (99,28,70,113); (99,
29,72,114); (99,30,73,116); (99,32,74,117); (99,33,76,118); (99,34,77,120); (99,36,78,121); (99,37,
80,122); (99,38,81,124); (99,40,82,125); (99,41,84,126)

(3,3,31,59); (3,3,31,103); (3,3,75,103); (3,7,35,63); (3,7,35,107); (3,7,79,107); (3,11,39,67); (3,11,
39,111); (3,11,83,111); (3,15,43,71); (3,15,43,115); (3,15,87,115); (3,19,47,75); (3,19,47,119); (3,
19,91,119); (3,23,51,79)

(3,23,51,123); (3,23,95,123); (3,27,55,83); (3,27,55,127); (3,27,99,127); (3,31,59,87); (3,35,63,91);
(3,39,67,95); (3,43,71,99); (3,47,75,103); (3,51,79,107); (3,55,83,111); (3,59,87,115); (3,63,91,119);
(3,67,95,123); (3,71,99,127)

(29,0,8,68); (29,0,60,68); (29,0,60,120); (29,4,12,72); (29,4,64,72); (29,4,64,124); (29,8,16,76); (29,
8,68,76); (29,12,20,80); (29,12,72,80); (29,16,24,84); (29,16,76,84); (29,20,28,88); (29,20,80,88);
(29,24,32,92); (29,24,84,92)

(29,28,36,96); (29,28,88,96); (29,32,40,100); (29,32,92,100); (29,36,44,104); (29,36,96,104); (29,40,
48,108); (29,40,100,108); (29,44,52,112); (29,44,104,112); (29,48,56,116); (29,48,108,116); (29,52,
60,120); (29,52,112,120); (29,56,64,124); (29,56,116,124)

(35,3,7,11); (35,3,7,127); (35,3,123,127); (35,7,11,15); (35,11,15,19); (35,15,19,23); (35,19,23,27);
(35,23,27,31); (35,27,31,35); (35,31,35,39); (35,35,39,43); (35,39,43,47); (35,43,47,51); (35,47,51,
55); (35,51,55,59); (35,55,59,63)

(35,59,63,67); (35,63,67,71); (35,67,71,75); (35,71,75,79); (35,75,79,83); (35,79,83,87); (35,83,87,
91); (35,87,91,95); (35,91,95,99); (35,95,99,103); (35,99,103,107); (35,103,107,111); (35,107,111,
115); (35,111,115,119); (35,115,119,123); (35,119,123,127)

(61,0,36,72); (61,0,36,92); (61,0,56,92); (61,4,40,76); (61,4,40,96); (61,4,60,96); (61,8,44,80); (61,8,
44,100); (61,8,64,100); (61,12,48,84); (61,12,48,104); (61,12,68,104); (61,16,52,88); (61,16,52,108);
(61,16,72,108); (61,20,56,92)

(61,20,56,112); (61,20,76,112); (61,24,60,96); (61,24,60,116); (61,24,80,116); (61,28,64,100); (61,
28,64,120); (61,28,84,120); (61,32,68,104); (61,32,68,124); (61,32,88,124); (61,36,72,108); (61,40,
76,112); (61,44,80,116); (61,48,84,120); (61,52,88,124)

(67,3,39,75); (67,3,39,95); (67,3,59,95); (67,7,43,79); (67,7,43,99); (67,7,63,99); (67,11,47,83); (67,
11,47,103); (67,11,67,103); (67,15,51,87); (67,15,51,107); (67,15,71,107); (67,19,55,91); (67,19,55,
111); (67,19,75,111); (67,23,59,95)

(67,23,59,115); (67,23,79,115); (67,27,63,99); (67,27,63,119); (67,27,83,119); (67,31,67,103); (67,
31,67,123); (67,31,87,123); (67,35,71,107); (67,35,71,127); (67,35,91,127); (67,39,75,111); (67,43,
79,115); (67,47,83,119); (67,51,87,123); (67,55,91,127)

(93,0,4,8); (93,0,4,124); (93,0,120,124); (93,4,8,12); (93,8,12,16); (93,12,16,20); (93,16,20,24); (93,
20,24,28); (93,24,28,32); (93,28,32,36); (93,32,36,40); (93,36,40,44); (93,40,44,48); (93,44,48,52);
(93,48,52,56); (93,52,56,60)

(93,56,60,64); (93,60,64,68); (93,64,68,72); (93,68,72,76); (93,72,76,80); (93,76,80,84); (93,80,84,
88); (93,84,88,92); (93,88,92,96); (93,92,96,100); (93,96,100,104); (93,100,104,108); (93,104,108,
112); (93,108,112,116); (93,112,116,120); (93,116,120,124)

(99,3,11,71); (99,3,63,71); (99,3,63,123); (99,7,15,75); (99,7,67,75); (99,7,67,127); (99,11,19,79);
(99,11,71,79); (99,15,23,83); (99,15,75,83); (99,19,27,87); (99,19,79,87); (99,23,31,91); (99,23,83,
91); (99,27,35,95); (99,27,87,95)

(99,31,39,99); (99,31,91,99); (99,35,43,103); (99,35,95,103); (99,39,47,107); (99,39,99,107); (99,43,
51,111); (99,43,103,111); (99,47,55,115); (99,47,107,115); (99,51,59,119); (99,51,111,119); (99,55,
63,123); (99,55,115,123); (99,59,67,127); (99,59,119,127)

(125,0,28,56); (125,0,28,100); (125,0,72,100); (125,4,32,60); (125,4,32,104); (125,4,76,104); (125,
8,36,64); (125,8,36,108); (125,8,80,108); (125,12,40,68); (125,12,40,112); (125,12,84,112); (125,16,
44,72); (125,16,44,116); (125,16,88,116); (125,20,48,76)

(125,20,48,120); (125,20,92,120); (125,24,52,80); (125,24,52,124); (125,24,96,124); (125,28,56,84);
(125,32,60,88); (125,36,64,92); (125,40,68,96); (125,44,72,100); (125,48,76,104); (125,52,80,108);
(125,56,84,112); (125,60,88,116); (125,64,92,120); (125,68,96,124)

(61,2,10,18); (61,2,10,122); (61,2,114,122); (61,6,14,22); (61,6,14,126); (61,6,118,126); (61,10,18,
26); (61,14,22,30); (61,18,26,34); (61,22,30,38); (61,26,34,42); (61,30,38,46); (61,34,42,50); (61,38,
46,54); (61,42,50,58); (61,46,54,62)
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(61,50,58,66); (61,54,62,70); (61,58,66,74); (61,62,70,78); (61,66,74,82); (61,70,78,86); (61,74,82,
90); (61,78,86,94); (61,82,90,98); (61,86,94,102); (61,90,98,106); (61,94,102,110); (61,98,106,114);
(61,102,110,118); (61,106,114,122); (61,110,118,126)

(67,1,9,17); (67,1,9,121); (67,1,113,121); (67,5,13,21); (67,5,13,125); (67,5,117,125); (67,9,17,25);
(67,13,21,29); (67,17,25,33); (67,21,29,37); (67,25,33,41); (67,29,37,45); (67,33,41,49); (67,37,45,
53); (67,41,49,57); (67,45,53,61)

(67,49,57,65); (67,53,61,69); (67,57,65,73); (67,61,69,77); (67,65,73,81); (67,69,77,85); (67,73,81,
89); (67,77,85,93); (67,81,89,97); (67,85,93,101); (67,89,97,105); (67,93,101,109); (67,97,105,113);
(67,101,109,117); (67,105,113,121); (67,109,117,125)

(3,3,19,75); (3,3,59,75); (3,3,59,115); (3,7,23,79); (3,7,63,79); (3,7,63,119); (3,11,27,83); (3,11,67,
83); (3,11,67,123); (3,15,31,87); (3,15,71,87); (3,15,71,127); (3,19,35,91); (3,19,75,91); (3,23,39,
95); (3,23,79,95); (3,27,43,99)

(3,27,83,99); (3,31,47,103); (3,31,87,103); (3,35,51,107); (3,35,91,107); (3,39,55,111); (3,39,95,
111); (3,43,59,115); (3,43,99,115); (3,47,63,119); (3,47,103,119); (3,51,67,123); (3,51,107,123); (3,
55,71,127); (3,55,111,127); (13,0,40,80)

(13,0,40,88); (13,0,48,88); (13,4,44,84); (13,4,44,92); (13,4,52,92); (13,8,48,88); (13,8,48,96); (13,8,
56,96); (13,12,52,92); (13,12,52,100); (13,12,60,100); (13,16,56,96); (13,16,56,104); (13,16,64,104);
(13,20,60,100); (13,20,60,108)

(13,20,68,108); (13,24,64,104); (13,24,64,112); (13,24,72,112); (13,28,68,108); (13,28,68,116); (13,
28,76,116); (13,32,72,112); (13,32,72,120); (13,32,80,120); (13,36,76,116); (13,36,76,124); (13,36,
84,124); (13,40,80,120); (13,44,84,124); (19,3,27,51)

(19,3,27,107); (19,3,83,107); (19,7,31,55); (19,7,31,111); (19,7,87,111); (19,11,35,59); (19,11,35,
115); (19,11,91,115); (19,15,39,63); (19,15,39,119); (19,15,95,119); (19,19,43,67); (19,19,43,123);
(19,19,99,123); (19,23,47,71); (19,23,47,127)

(19,23,103,127); (19,27,51,75); (19,31,55,79); (19,35,59,83); (19,39,63,87); (19,43,67,91); (19,47,71,
95); (19,51,75,99); (19,55,79,103); (19,59,83,107); (19,63,87,111); (19,67,91,115); (19,71,95,119);
(19,75,99,123); (19,79,103,127); (29,0,8,16)

(29,0,8,120); (29,0,112,120); (29,4,12,20); (29,4,12,124); (29,4,116,124); (29,8,16,24); (29,12,20,
28); (29,16,24,32); (29,20,28,36); (29,24,32,40); (29,28,36,44); (29,32,40,48); (29,36,44,52); (29,40,
48,56); (29,44,52,60); (29,48,56,64)

(29,52,60,68); (29,56,64,72); (29,60,68,76); (29,64,72,80); (29,68,76,84); (29,72,80,88); (29,76,84,
92); (29,80,88,96); (29,84,92,100); (29,88,96,104); (29,92,100,108); (29,96,104,112); (29,100,108,
116); (29,104,112,120); (29,108,116,124); (35,3,11,19)

(35,3,11,123); (35,3,115,123); (35,7,15,23); (35,7,15,127); (35,7,119,127); (35,11,19,27); (35,15,23,
31); (35,19,27,35); (35,23,31,39); (35,27,35,43); (35,31,39,47); (35,35,43,51); (35,39,47,55); (35,43,
51,59); (35,47,55,63); (35,51,59,67)

(35,55,63,71); (35,59,67,75); (35,63,71,79); (35,67,75,83); (35,71,79,87); (35,75,83,91); (35,79,87,
95); (35,83,91,99); (35,87,95,103); (35,91,99,107); (35,95,103,111); (35,99,107,115); (35,103,111,
119); (35,107,115,123); (35,111,119,127); (45,0,24,48)

(45,0,24,104); (45,0,80,104); (45,4,28,52); (45,4,28,108); (45,4,84,108); (45,8,32,56); (45,8,32,112);
(45,8,88,112); (45,12,36,60); (45,12,36,116); (45,12,92,116); (45,16,40,64); (45,16,40,120); (45,16,
96,120); (45,20,44,68); (45,20,44,124)

(45,20,100,124); (45,24,48,72); (45,28,52,76); (45,32,56,80); (45,36,60,84); (45,40,64,88); (45,44,68,
92); (45,48,72,96); (45,52,76,100); (45,56,80,104); (45,60,84,108); (45,64,88,112); (45,68,92,116);
(45,72,96,120); (45,76,100,124); (51,3,43,83)

(51,3,43,91); (51,3,51,91); (51,7,47,87); (51,7,47,95); (51,7,55,95); (51,11,51,91); (51,11,51,99);
(51,11,59,99); (51,15,55,95); (51,15,55,103); (51,15,63,103); (51,19,59,99); (51,19,59,107); (51,19,
67,107); (51,23,63,103); (51,23,63,111)

(51,23,71,111); (51,27,67,107); (51,27,67,115); (51,27,75,115); (51,31,71,111); (51,31,71,119); (51,
31,79,119); (51,35,75,115); (51,35,75,123); (51,35,83,123); (51,39,79,119); (51,39,79,127); (51,39,
87,127); (51,43,83,123); (51,47,87,127); (61,0,16,72)

(61,0,56,72); (61,0,56,112); (61,4,20,76); (61,4,60,76); (61,4,60,116); (61,8,24,80); (61,8,64,80);
(61,8,64,120); (61,12,28,84); (61,12,68,84); (61,12,68,124); (61,16,32,88); (61,16,72,88); (61,20,36,
92); (61,20,76,92); (61,24,40,96)

(61,24,80,96); (61,28,44,100); (61,28,84,100); (61,32,48,104); (61,32,88,104); (61,36,52,108); (61,
36,92,108); (61,40,56,112); (61,40,96,112); (61,44,60,116); (61,44,100,116); (61,48,64,120); (61,48,
104,120); (61,52,68,124); (61,52,108,124); (67,3,19,75)

(67,3,59,75); (67,3,59,115); (67,7,23,79); (67,7,63,79); (67,7,63,119); (67,11,27,83); (67,11,67,83);
(67,11,67,123); (67,15,31,87); (67,15,71,87); (67,15,71,127); (67,19,35,91); (67,19,75,91); (67,23,
39,95); (67,23,79,95); (67,27,43,99)

(67,27,83,99); (67,31,47,103); (67,31,87,103); (67,35,51,107); (67,35,91,107); (67,39,55,111); (67,
39,95,111); (67,43,59,115); (67,43,99,115); (67,47,63,119); (67,47,103,119); (67,51,67,123); (67,51,
107,123); (67,55,71,127); (67,55,111,127); (77,0,40,80)
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(77,0,40,88); (77,0,48,88); (77,4,44,84); (77,4,44,92); (77,4,52,92); (77,8,48,88); (77,8,48,96); (77,8,
56,96); (77,12,52,92); (77,12,52,100); (77,12,60,100); (77,16,56,96); (77,16,56,104); (77,16,64,104);
(77,20,60,100); (77,20,60,108)

(77,20,68,108); (77,24,64,104); (77,24,64,112); (77,24,72,112); (77,28,68,108); (77,28,68,116); (77,
28,76,116); (77,32,72,112); (77,32,72,120); (77,32,80,120); (77,36,76,116); (77,36,76,124); (77,36,
84,124); (77,40,80,120); (77,44,84,124); (83,3,27,51)

(83,3,27,107); (83,3,83,107); (83,7,31,55); (83,7,31,111); (83,7,87,111); (83,11,35,59); (83,11,35,
115); (83,11,91,115); (83,15,39,63); (83,15,39,119); (83,15,95,119); (83,19,43,67); (83,19,43,123);
(83,19,99,123); (83,23,47,71); (83,23,47,127)

(83,23,103,127); (83,27,51,75); (83,31,55,79); (83,35,59,83); (83,39,63,87); (83,43,67,91); (83,47,71,
95); (83,51,75,99); (83,55,79,103); (83,59,83,107); (83,63,87,111); (83,67,91,115); (83,71,95,119);
(83,75,99,123); (83,79,103,127); (93,0,8,16)

(93,0,8,120); (93,0,112,120); (93,4,12,20); (93,4,12,124); (93,4,116,124); (93,8,16,24); (93,12,20,
28); (93,16,24,32); (93,20,28,36); (93,24,32,40); (93,28,36,44); (93,32,40,48); (93,36,44,52); (93,40,
48,56); (93,44,52,60); (93,48,56,64)

(93,52,60,68); (93,56,64,72); (93,60,68,76); (93,64,72,80); (93,68,76,84); (93,72,80,88); (93,76,84,
92); (93,80,88,96); (93,84,92,100); (93,88,96,104); (93,92,100,108); (93,96,104,112); (93,100,108,
116); (93,104,112,120); (93,108,116,124); (99,3,11,19)

(99,3,11,123); (99,3,115,123); (99,7,15,23); (99,7,15,127); (99,7,119,127); (99,11,19,27); (99,15,23,
31); (99,19,27,35); (99,23,31,39); (99,27,35,43); (99,31,39,47); (99,35,43,51); (99,39,47,55); (99,43,
51,59); (99,47,55,63); (99,51,59,67)

(99,55,63,71); (99,59,67,75); (99,63,71,79); (99,67,75,83); (99,71,79,87); (99,75,83,91); (99,79,87,
95); (99,83,91,99); (99,87,95,103); (99,91,99,107); (99,95,103,111); (99,99,107,115); (99,103,111,
119); (99,107,115,123); (99,111,119,127); (109,0,24,48)

(109,0,24,104); (109,0,80,104); (109,4,28,52); (109,4,28,108); (109,4,84,108); (109,8,32,56); (109,8,
32,112); (109,8,88,112); (109,12,36,60); (109,12,36,116); (109,12,92,116); (109,16,40,64); (109,16,
40,120); (109,16,96,120); (109,20,44,68); (109,20,44,124)

(109,20,100,124); (109,24,48,72); (109,28,52,76); (109,32,56,80); (109,36,60,84); (109,40,64,88);
(109,44,68,92); (109,48,72,96); (109,52,76,100); (109,56,80,104); (109,60,84,108); (109,64,88,112);
(109,68,92,116); (109,72,96,120); (109,76,100,124); (115,3,43,83)

(115,3,43,91); (115,3,51,91); (115,7,47,87); (115,7,47,95); (115,7,55,95); (115,11,51,91); (115,11,
51,99); (115,11,59,99); (115,15,55,95); (115,15,55,103); (115,15,63,103); (115,19,59,99); (115,19,
59,107); (115,19,67,107); (115,23,63,103); (115,23,63,111)

(115,23,71,111); (115,27,67,107); (115,27,67,115); (115,27,75,115); (115,31,71,111); (115,31,71,
119); (115,31,79,119); (115,35,75,115); (115,35,75,123); (115,35,83,123); (115,39,79,119); (115,39,
79,127); (115,39,87,127); (115,43,83,123); (115,47,87,127); (125,0,16,72)

(125,0,56,72); (125,0,56,112); (125,4,20,76); (125,4,60,76); (125,4,60,116); (125,8,24,80); (125,8,64,
80); (125,8,64,120); (125,12,28,84); (125,12,68,84); (125,12,68,124); (125,16,32,88); (125,16,72,88);
(125,20,36,92); (125,20,76,92); (125,24,40,96)

(125,24,80,96); (125,28,44,100); (125,28,84,100); (125,32,48,104); (125,32,88,104); (125,36,52,108);
(125,36,92,108); (125,40,56,112); (125,40,96,112); (125,44,60,116); (125,44,100,116); (125,48,64,
120); (125,48,104,120); (125,52,68,124); (125,52,108,124)
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