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Abstract

One of the challenges in twinned systems is ensuring the digital twin remains a
valid representation of the system it twins. Depending on the type of twinning
occurring, it is either trivial, such as in dashboarding/visualizations that mirror
the system with real-time data, or challenging, in case the digital twin is a simula-
tion model that reflects the behavior of a physical twinned system. The challenge
in this latter case comes from the fact that in contrast to software systems, phys-
ical systems are not immutable once deployed, but instead they evolve through
processes like maintenance, wear and tear or user error. It is therefore important
to detect when changes occur in the physical system to evolve the twin along-
side it. We employ and reuse validation techniques from model-based design for
this goal. Model validation is one of the steps used to gain trust in the repre-
sentativeness of a simulation model. In this work, we provide two contributions:
(i) we provide a generic approach that, through the use of validation metrics,
is able to detect anomalies in twinned systems, and (ii) we demonstrate these
techniques with the help of an academic yet industrially relevant case study of
a gantry crane such as found in ports. Treating anomalies also means correcting
the error in the digital twin, which we do with a parameter estimation based on
the historical data.
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1 Introduction

One of the challenges in twinned systems is ensuring the digital twin remains a valid
representation of the system it twins. In its most general form, a digital twin consists
of a digital model representing a real-world system (not necessarily physical), data
gathered during the operation of that real-world system, and a way of adjusting the
model based on that data if deemed necessary [1]. With a model at its core, having
that model be representative of the real-world system is paramount for providing
accurate services. However, in their systematic mapping study on software engineering
for digital twins, Dalibor et al. [2] find that there is a lack of research in this direction.
They pose the question of how quality assurance for digital twins is supported, and
their answer is, to quote Dalibor et al. [2]: “. . . the number of publications considering
the online verification of Digital Twins with their counterparts is vanishingly low . .
. This implies a need for further research regarding the quality assurance of Digital
Twins . . . during the runtime of both systems. Especially, the fidelity of Digital Twins,
i.e., the verification that these properly represent the twinned system, needs further
investigation.”. Digital twins are applied in a range of domains such as manufacturing,
healthcare, urban/city planning, maritime and shipping, aerospace, automotive [3, 4].
Given the different regulations in all of these domains, e.g. regarding safety or data
ownership and usage, it is unlikely that the fidelity question has a single unanimous
solution. Nonetheless, given our personal expertise, we look to contribute to the answer
for the class of engineered systems called Cyber-Physical Systems.

A Cyber-Physical System (CPS) is a system that integrates computational and
physical processes. Using (networked) feedback loops, the computational and physical
processes interact and affect each other. The computational process allows for control
and monitoring of the physical process [5]. Examples of such systems can be found
in the automotive (traffic control, vehicles), avionics, and robotics industries. A way
to deal with the complexities of Cyber-Physical Systems is to employ Model-Based
Systems Engineering with Modelling and Simulation (M&S) in the system design. This
entails modeling the physical process, e.g. as a set of Ordinary Differential Equations
(ODEs), and testing various control processes against this model. In M&S, through
the process of Verification and Validation (V&V), and specifically the validation part,
modelers aim to prove that the model is representative of reality [6, 7]. With this
background in mind, it is clear that CPS and their accompanying models are prime
contenders to be evolved into digital twins.

With the digital twin components and the CPS context in mind, we see that, at
least during an engineered system’s design time, the quality assurance problem posed
by Dalibor et al. [2] adds up to a V&V process. Typically, in a M&S life-cycle, the
model is deemed ready for experimentation after the V&V process[8]. Despite normally
being used at design time, this does not mean that the V&V techniques cannot be
used at runtime, and provide an answer to the last part of the proposed problem.

In this paper, we present an approach that enables the reuse of model validation
methods to continuously detect if a model deviates from the real-world system, also
referred to as continuous validation in literature. The aim of this approach is to enable
the evolution of a digital twin alongside its real-world counterpart. Our contributions
are twofold: (i) we provide a generic approach that, through the use of validation



metrics, is able to detect anomalies in twinned systems, (ii) we demonstrate these
techniques with the help of an academic yet industrially relevant case study of a gantry
crane such as found in ports. The remainder of this paper is structured as follows:
in section 2, we discuss some background on the topics of digital twins and model
validity. Continuing on, in section 3 we discuss related work on the topics of continuous
validation for digital twins and anomaly detection. Then, in section 4 we discuss our
approach in more detail. Afterward, section 5 describes our case study and evaluation.
Next, section 6 provides a discussion and future work. Lastly, section 7 wraps up the
paper with a conclusion.

2 Background

In this background section we look at how a digital twin might be defined, what model
validity concerns, and what validation metrics are.

2.1 Defining the Digital Twin

An historic overview of the term digital twin shows that the definitions are numer-
ous [9] and though they share common elements, no unanimous definition exists.

In our view, a digital twin is an amalgamation of various models and datasets,
representing aspects (parts/subsets) of a real-world system, also referred to as the
“twinned system”. Over time, these models and data evolve along with that system.
The data evolves by the mere act of collecting it, whereas the models are evolved
either manually or automatically such that their behavior remains similar to that of
the system’s aspect they represent. Our view aligns closely with the INCOSE Systems
Engineering Vision 2035 [10], which says “A Digital Twin is an approximation of
reality that integrates many engineering models ...”. It also aligns with Wright and
Davidson [1], who succinctly state that the minimal components of a digital twin are
a model of the twinned system, an evolving set of data from the twinned system, and
a way of updating the model according to that data if needed. Wright and Davidson
[1] focus on what sets apart a digital twin from a regular computerized model. We
have shown this distinction in fig. 1, where it can be seen that the digital twin is
an instantiation of the base model that reflects one instantiation of the real-world
system. This figure just aims to show the distinction, it does not show all other possible
dataflows. Indeed, as the digital twin remains a model, data can be collected from it,
just as it can be used in the replaying of scenarios, what-if analyses and predictions
of the future. Furthermore, more advanced digital twin services such as optimizations
of the twinned system or predictive maintenance also remain possible.

We do not expect a digital twin to be a monolithic model. In contrast to definitions
such as [9]’s, we also do not demand real-time state mimicking of the real-world system
through the exchange of real-time data. In our opinion, saying a digital twin acts on
the physical system is more appropriate than requiring perfect mimicry, an idea also
found in [11]. Finally, the twin must also not use the best available models as required
by Glaessgen and Stargel [12], rather the models must be appropriate for the goals
the digital twin must fulfill and the services it offers.



Lastly, we cover two other commonly referenced definitions, which we will use later
in the evaluation section (in addition to Wright and Davidson’s[1] definition). They
are Grieves and Vickers’s [13] and Glaessgen and Stargel’s [12] definitions.

Grieves and Vickers [13] give the following definition: “...the Digital Twin is a
set of virtual information constructs that fully describes a potential or actual physical
manufactured product from the micro atomic level to the macro geometrical level.
At its optimum, any information that could be obtained from inspecting a physically
manufactured product can be obtained from its Digital Twin.”. The definition stems
from Product Lifecycle Management (PLM) and is rather open, as it speaks of virtual
constructs, which can be interpreted as requirements models/documents, CAD models,
behavioral models , historical runtime data, a bill of materials, etc. Grieves and Vickers
[13] also confirm this, stating these virtual constructs may (not must) be included in
the digital twin, and the digital twin is not limited to those specific virtual constructs.
Less open is the use of “fully describes”, which means the digital twin of a system
ought to describe every aspect of that system. In that regard, we think many digital
twins are only partial digital twins, which is why in our view we opt to specify only
an aspect of the twinned system can be represented.

Glaessgen and Stargel [12] propose another definition: “A Digital Twin is an
integrated multiphysics, multiscale, probabilistic simulation of an as-built vehicle or
system that uses the best available physical models, sensor updates, fleet history, etc.,
to mirror the life of its corresponding flying twin. The Digital Twin is ultra-realistic
and may consider one or more important and interdependent vehicle systems, includ-
ing airframe, propulsion and energy storage, life support, avionics, thermal protection,
etc.”. Their definition stems from an aeronautics and astronautics context, where cur-
rent practices of vehicle certification, fleet management and sustainment based on
heuristics and similitude will not suffice for future vehicles and missions [12]. Com-
pared to Grieves and Vickers [13]’s definition, there is no more mention of a virtual
construct. Instead, it is made specific to what kind of simulation is used. The use of
“best available” means there is some leniency to which data is considered acceptable,
but we think the “most appropriate” rather than the “best available” models should
be used.

2.2 Validity of Models

The goal of M&S is to utilize computational models to study reality. Every model is
made with a set of response quantities in mind, that is, those properties that interest
the modeler and for which they look to find answers or model predictions. However,
a model remains an approximation of reality, and as such, care must be taken when
interpreting its results. To review the representativeness of a model, a verification,
validation and uncertainty quantification effort must be made, such that the model’s
limits are clearly understood [14]. Verification concerns itself with the solution accu-
racy of a computational model, validation concerns itself with the agreement between
reality and computational models, and uncertainty quantification concerns itself with
quantifying the effect of sources of error on the model’s predictions. We continue on
the topic of model validation. An early definition of validation can be found in [15],
which states that “Validating a model means establishing that it resembles its actual
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Fig. 1 Visual representation of the difference between a (base) computerized model, and a minimal
digital twin. The twin is updated throughout its lifecycle to accurately represent the real-world system,
this is achieved through continuous data collection. In contrast, the base model does not evolve.

system reasonably well”. Another definition, by the Society for Computer Simulation
(SCS) states that validation is the “Substantiation that a computerized model within
its domain of applicability possesses a satisfactory range of accuracy consistent with
the intended application of the model” [7]. This definition is carefully worded, and
dissecting it yields the following insights:

1. A model has a domain of applicability for which it is validated. If the model is to
be used outside this domain, a new validation effort must be pursued.

2. the model remains an approximation of reality, therefore the model’s users must
define a range of accuracy which they deem accurate enough for decision-making
based on the model’s results. To see if this range of accuracy is met, a comparison
between the real world and the simulation is implied.

3. a model has an intended purpose for which it is validated. If the model is to be
used for another purpose, a new validation effort must be pursued. The purpose is
closely linked to the properties of interest of the model.

Other definitions of validation exist, e.g. by the Department of Defense and the
American Institute of Aeronautics and Astronautics, for an overview of how those
differ from the SCS definition, we refer to [16].

A more conceptual interpretation of validation is that of substitutability or
interchangeability[17]. Law [17] states: “Conceptually, if a simulation model is ‘valid,’
then it can be used to make decisions about the system similar to those that would
be made if it were feasible and cost-effective to experiment with the system itself.”.
Thus, there is this notion that if the decisions made through the simulation model are
indistinguishable from those made with the real system, the model is valid.

The question of how to perform this validation effort differs between domains, and
also differing philosophical views exist [18]. This is unfortunate since the concept of
digital twin is gaining traction in fields other than manufacturing [2]. Nonetheless, for
engineered systems, in general those systems where simulation models are used exten-
sively, we can resort to what Oberkampf and Roy [16] call “the restrictive notion of



model validation”, that is, validating a model through comparison with experimental
data. In this approach, a carefully crafted set of experiments are executed both on the
real system, and on the to-be-validated model. The experiment describes for example
the number of replications, the initial conditions and the stop times of the experiment.
The comparison of the data happens through the study of properties of interest, also
response quantities. The comparison of the response quantities happens through the
use of validation metrics. These are metrics that generally calculate either a distance
between data points or apply a statistical test to the data, and they may be preceded
by data transformations such as transformations to different domains. Oberkampf and
Roy [16, Chapter 12.3] provide some recommended features for these validation met-
rics, a non-exhaustive list of metrics can be found in [16, 19]. Common examples are
the Root-Mean Square Error and Mahalanobis Distance. A final step in the valida-
tion effort is extrapolating the validation results if the experimental domain does not
overlap the operational domain/domain of intended use.

Despite being normally applied at design time, there is an argument for reusing
these model validation techniques at runtime. Indeed, most of the data necessary to
apply the techniques also exists at runtime. However, a system in operation must
perform its normal operation. Therefore, we cannot expect to have direct control over
the real-world system to set up experiments as we please. At the very best, we might
be able to perform experiments during scheduled downtime, though such downtime
is normally strict and allocated for other purposes such as maintenance. As such, we
assume we cannot perform experimental operations on the system and are limited
to the data it generates in its normal operation. This brings along some limitations
described below:

® Domain: For the measured data, the data that can be collected is limited to the
operational domain of the real system. For the simulated data, the entire valid
domain of the digital twin can be covered. Without extrapolation of the measured
data, the validation metrics can only be calculated over the union of those two
domains, and are therefore limited to the operational domain of the real system.

® Replications: Replicated measurements of the real-world system rely on the system
performing an identical operation multiple times in its normal operation. Further-
more, we lack control over the time between those replications. For the simulated
data, replications are still possible at will.

In summary, it becomes harder to set up a carefully defined experimental design,
but the model validation techniques remain applicable nonetheless.

2.3 Validation Metrics

The validation metrics we use in the implementation are described below. The mix of
metrics gives an appropriate assortment of metrics that work with type 1 and type 2
data, that is, data where either no replications are done, or data where replications are
present in one of the two datasets [19]. Replications in the real world mean physically
redoing the experiment, whilst replications in the simulation world mean simulating
the model again. Because such simulations are generally deterministic, a replication
relies on uncertain/stochastic model parameters for which the exact value is unknown,



but for which we do have statistical information such as the distribution from which
they can be sampled. A common example are initial conditions measured with a mea-
suring device that has a measurement error. Replicating the simulation thus means
drawing new samples for those model parameters. We opted for these metrics because,
as we will see later, we can easily obtain type 1 and type 2 data, it is however harder
to obtain type 3 data (data where both datasets are treated as uncertain). For more
details on the metrics, we refer the interested reader to the cited references. By no
means is this an exhaustive list of metrics, other metrics such as the Bayesian Valida-
tion Metric [20], the probability density function area metric [21, 22|, the reliability
metric [23] and many more also exist and could be used.

To keep the notations consistent, the metrics are described as a set of experimental
data D and model predictions P, where a subscript ¢ indicates the ith element in the
set. For P and D there also exists a vector & containing the input variables associated
with each prediction or datapoint. x is likely to be time. When replicated simulations
are used, we signify the sample mean over each of those predictions by P. This does
imply that the indexes of those samples overlap. If this is not the case, the data needs
to be resampled. For the standard deviation of the prediction we use op;, when it is
not known but multiple replications have been made, the sample standard deviation
can be used instead.

2.3.1 Root Mean Square Error

The Root Mean Square Error between experimental data D and predictions P is given
by[19]:

1 _
drmse = \/sz:(Pl_Dl)g (1)
This thus calculates an average error per point and retains the original unit.

2.3.2 Normalized Euclidean Distance

The normalized Euclidean distance[19] is calculated as:
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When op; is not known, but multiple replications of the simulation have been
performed, we can calculate the sample standard deviation and use the sample mean
P, instead of P;. Care must be taken that the standard deviation is not close to zero,
otherwise those data points will skew the metric. We may consider excluding them if
they pose a problem. We can reduce these distances to a scalar by taking the mean,
or by calculating the total normalized Euclidean distance[19], which is given by:

dpe = /Z 2 (3)

The normalized Euclidean distance is unitless. When we exclude samples with a
standard deviation of zero from the calculation, simply summing the distance will not

d;



allow for proper comparison between traces that exclude a different number of samples.
One solution is to sum, then take the mean of the included samples as shown below.
When we use the total normalized Euclidean distance in this paper, we refer to eq. (4).

1 2
dpe = /Nzi:di (4)

2.3.3 Average Relative Error

The average relative error metric is[16, 24]:
El 1 /ﬂﬂ
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Where E represents the estimated error, and xy and x; represent the first and last
input variable, e.g. time. The average relative error metric is unitless or in percent.
Care must be taken when the prediction mean is close to zero, otherwise those data
points will skew the metric. In our calculations, we do exclude them.

2.3.4 Maximum Relative Error

The maximum relative error is given by:[16, 24]:

P P;

The same remark about the mean close to zero holds here as well.

= max
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3 Related Work

We find related work in the domains of online/continuous validation of digital twins,
and anomaly/fault detection. This related work is discussed in more detail in the
following subsections.

3.1 Online/Continuous Validation of Digital Twins

Overbeck et al. [25] describes the continuous validation of a digital twin of a production
system. In this process, they iteratively validate and model-update their digital twin.
In their validation, they use two validation metrics that are calculated on the Key
Performance Indicator (KPI) “number of produced parts”: the relative variation and
the normalized Root Mean Square Error. The digital twin they apply this to is that
of a production system of car parts, consisting of two production areas connected to
each other with conveyors. If the thresholds that are set for the metrics are surpassed,
the models are updated with appropriate new parameters.

In a similar vein, Lugaresi et al. [26] describes the online validation of digital twins
in a manufacturing system by applying the dynamic time warping methods, which is
a time-series analysis that assess the distance between two sequences. They further



split up the threshold setting into a warning and a failure threshold. The technique
is applied on the digital twin of a small lab-scale manufacturing facility consisting of
two workers and two conveyors. In [27] they extend this approach with an additional
technique from bio-informatics: that of the Longest Common Sub-sequence (LCSS)
and the Modified Longest Common Sub-sequence (mLCSS).

Though they do not mention continuous validation, Mufioz et al. [28] presents a
method that measures the similarity between a digital twin and its real-world counter-
part through trace alignment. Their approach assumes the traces might not be aligned
in time and that samples of the traces might be missing. To combat this assumption,
they use the Needlemann-Wunsch algorithm to align the traces. Only then do they
calculate a distance metric on the samples, in this case, the Fréchet distance based on
Euclidean and Manhattan distance.

Conceptually, the related work is closely related to the techniques presented in this
paper, especially the work of Overbeck et al. [25] and Lugaresi et al. [26]. All the
listed techniques look to detect when a system is diverging from the initial behavior
by utilizing a digital twin. There are however some differentiating points between our
techniques and the related work. Firstly, the utilized simulation formalism in the digi-
tal twin differs. Overbeck et al. [25] and Lugaresi et al. [26] focus on production lines
or manufacturing systems, which are modelled with worker nodes and conveyors in
a discrete-event simulation. Such models are generally characterized by distributions
on the processing time of the worker nodes and conveyors, i.e. by statistical distri-
butions. In contrast, the models in CPS are physics-based. In our example, we use
a kinematics model solved by a Runge-Kutta method. Secondly, and a result of the
different simulation formalisms, are the properties of interest of the simulation, their
timescale and also the applicable validation metrics. Lugaresi et al. [26] use dynamic
time warping, which is a measure of similarity between two traces traditionally used
for classification. Dynamic time warping is robust w.r.t. time shifts, as it allows for
the mapping of samples of one trace to one or more samples of the other trace (not
necessarily at the same index). For a production line, where the amount of products
produces is of more interest than the exact time they are produced, such a character-
istic is quite useful. Mufioz et al. [28] use a similar metric as well. For physics-based
simulations the properties of interest are the states of the system over time, here we
prefer to have metrics that work on samples with the same index, since not only the
shape of the state-trace is of importance, but also the transient behavior. We do not
want a metric that corrects for time shifts in that behavior, which is why we opt for
more traditional validation metrics. Overbeck et al. [25] use more traditional metrics
such as the normalized root-mean-square error, but they use KPIs of the production
line on a day-by-day basis. This is a completely different timeframe, as we will be
comparing traces with samples separated sub-seconds apart.

3.2 Anomaly/Fault Detection

Assuring the quality of a digital twin can also be interpreted as detecting the occur-
rence of anomalies/faults, if we assume all is well with the twin until such an anomaly
is detected. In case of such a detection, further action must be taken. Fault detection
and diagnosis has been around for a long time, and methods can be broadly classified



as model-free or model-based methods [29]. Recall that the goal of fault detection is
slightly different from digital twin quality assurance, in that in the former we wish
to make sure the digital models are representative, whereas in the latter we want to
detect faults in the real system. As such, model-free fault detection methods such as
physical redundancy or special sensors [29, Chapter 1] are not particularly useful for
the digital twin cause. Other techniques such as limit checking [29, Chapter 1], data
stream analysis [30] or log analysis [31] are, but as they are lacking a model they are
less relevant than the model-based methods. Model-based methods then, utilize an
explicit model of the monitored system, and rely on the concept of analytical redun-
dancy [29]. Similar to how in physical redundancy parallel sensor measurements are
compared, in analytical redundancy the model computations are compared with the
system measurements. The differences, also called residuals, are evaluated and can
indicate faults in the system. To generate the residuals, techniques such as Kalman
filtering and parameter estimation can be applied. These detection techniques can be
applied to continuous systems [29], but also hybrid [32, 33] systems. It is clear that
this approach shows similarities with the model validation approach, only the view is
different. In the validation we look to prove the model is valid, whereas in the fault
detection we look to detect a fault in the system with the model, invalidating the
system.

Feng et al. [34] look into the application of these anomaly detection techniques
in the engineering of digital twins. They successfully applied a Kalman Filter-based
anomaly detection in an incubator system, where the anomaly that can be detected
is the inadvertent opening of the lid of the incubator.

Nowadays, the focus has shifted to not only detecting faults, but also detecting
security intrusions, and learning-based approaches are being used in this field Luo et al.
[35]. A thorough overview of existing work on deep learning-based anomaly detection
can be found in [35]. We also see that the digital twin concept is gaining traction in this
field, as Xu et al. [36] describe a technique to detect anomalies based on Generative
Adversarial Networks (GAN) and a system’s digital twin with historic and runtime
data. The digital twin data is specifically used to compute ground truth labels used
in the training of the GAN. Their anomaly detector showed increased performance
compared to state-of-the-art anomaly detectors in three benchmark datasets.

4 Approach

Regular model validation compares simulation and real-world experiments to define if
a model is valid. We adapt this concept of model validation to the run-time validation
of the system and its twin. For this, we need to (a) be able to log the data from the
real-world system, (b) define what a real-world experiment entails during the operation
of the system, (c) be able to set up and run the virtual experiment(s) and (d) cal-
culate appropriate validation metrics. Our framework consists of an architecture with
physical and computerized components and an accompanying workflow. This work-
flow is strongly inspired by general model validation workflows such as those in [16].
By repetitively applying this workflow during the system’s operation, we achieve what
is called, in literature, a continuous or continual validation of the system.

10



4.1 Architecture

The general architecture of the framework is shown in the component diagram in
fig. 2. This diagram contains the minimal subset of components needed to enact the
workflow but may be expanded upon in the implementation (as discussed in section 5).
The component diagram is kept as general as possible. Therefore, we do not expose
interfaces on the components but adhere to more straightforward usage relationships
and do not include specific subcomponents. In what follows, we briefly discuss the
components.

The Physical System is the system operating in the real world. It exposes two
interfaces to the controller: one for control signals and one for data logging. We
assume that internally the Physical System handles its low-level control.

The Physical System Controller & Logger provides high-level control of the
Physical System, and handles the task of logging both the sent control signals
as well as the measured data to a Database component. In contrast with low-
level control, the high-level control is on a different level of abstraction, it is all the
control that is needed such that the Physical System can enact the control that
is provided by a digital twin service. For example in general robotics, the high-level
control may track a specific trajectory generated by a digital model. The low-level
control handles the specific actuation of the robot’s motors to attain that goal.
Whether a controller must be implemented depends on the interface provided by
the Physical System. In case of what Kritzinger et al. [37] calls a digital shadow,
only the logging component must be implemented.

The Physical System Simulator is a computerized model with simulation capa-
bilities representing the Physical System. Internally, this component consists of
separate simulations for different aspects of the system. This component does not
need to be complete, that is, not every aspect of the Physical System must be sim-
ulated, with the caveat that non-modelled aspects cannot be simulated, and hence
also not validated.

The Simulation Experiment Orchestrator is in control of instantiating the
System Simulator, and logging their data to the Database.

The Validator calculates validation metrics based on the data logged to the
database by the Controller and the Simulator. It also writes away those results
to the Database for further processing. Lastly, it is also tasked with detecting devi-
ations and providing corrected system parameters to those components that need
them, likely the Controller, Simulator and Physical System Simulation.
The Database provides a storage facility for data coming from the other compo-
nents.

The Dashboard provides a visualization (dashboard) of the data contained in the
database. This is completely optional, but a welcome addition for industrial rele-
vance. Common choices are Grafana, Kibana and Tableau. These dashboards are
not only limited to visualization but can also handle more advanced tasks, e.g.,
sending out email notifications on events.

A small remark is that fig. 2 only demonstrates the components for a single phys-

ical system. This diagram can be expanded for multiple physical systems, in which
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Fig. 2 General architecture needed to enact the workflow.

case there will be multiple pairs of Physical System and Physical System Sim-
ulator components. Whether or not the Controller, Validator and Simulation
Experiment Orchestrator components are also multiplied is left up to the specific
implementation. A likely course of action is to multiply the Controller and keep a
single Validator and Simulation Experiment Orchestrator.

4.2 Workflow

The accompanying workflow is shown in fig. 3 as an activity diagram, with the addi-
tion of documents to show how data is used. The initial ideation of this workflow
stems from [38] and it was further refined in [39]. The workflow shows the continu-
ous validation of the system: continuously comparing real-world data with simulated
data. In line with the terminology used in the domain of model validation, we refer
to the process of obtaining the data as a real-world experiment and a digital experi-
ment. The main difference with regular model validation is that rather than crafting
a specific validation experiment and executing it on the real system and in simulation
for comparison, we treat the data coming from the normal operation of the system
as the real-world data for the validation experiment. Additionally, we also need to
obtain simulated data to compare to. In the workflow, we distinguish two cases, the
first dealing with a legacy system that does not use a digital twin service to provide
system controls, and the second a new system which does.

In the first case, to obtain the simulated data, we must extract (infer) a valida-
tion experiment from the data provided by the regular operation of the system. The
assumption here, is that the Physical System is operating normally and thus that
the controller is logging real-world data to the database. To perform a validation,
simulated data is also needed. This means, we extract the control data and use it to
execute a virtual experiment (simulation) to create the simulated data. It is the task
of the Simulation Experiment Orchestrator to do this extraction.

The inference of this experiment depends on how the Physical System executes,
either intermittent (discontinuous) or continuously. In an intermittent process, there
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Fig. 4 System state of an intermittent and continuous process over time.

generally exists a routine that can be discerned from the system state. Either the
system is performing this routine, or it is idle. A continuous process, on the other
hand, does not have these distinct states, rather it only knows the busy state. This is
shown in fig. 4.

In the intermittent process, the most straightforward way to infer an experiment
from the data is to treat the execution of a single routine as the experiment. The
experiment delimiting can be done more elaborately by using multiple cycles of the
routine, which might be needed if statistical measures are needed. In such case, care
must be taken in selecting the number of cycles, since this will have a “smoothing”
effect on measures such as the mean. It is possible that the routine cycle is of such
length that it should be treated as a continuous process, which we discuss next.

In a continuous process, there is no clear start or stop of the routine cycle, instead,
delimiting an experiment can be done by other means such as time-based (e.g. the
last 5 minutes) or event-based (e.g. a property of interest is equal to a specific value).
Figure 4 shows a time-based delimiting from Oh to 6h. The same remarks regarding
the selection of the number of experiments apply to the continuous process as well.

In the second case, when a digital twin of the system is present, the control of the
system may be simulated in advance, after which the Physical System must only

13



enact that control. For a routine-based system, this calculation may happen for exam-
ple for each routine execution. For a continuously running system, a sliding window
can be used, such that while the Physical System is enacting the current window,
the next window can be calculated by the Simulation Experiment Orchestrator.
It should be noted that in this alternative, the component diagram must be extended
with a usage relationship between the Controller and the Simulation Experiment
Orchestrator. This latter case is much more straightforward, since the simulated data
merely follows from the regular operation of the system. As we will see in section 5,
our case study fits this latter description.

After obtaining the two datasets, the Validator commences the calculation of the
validation metrics. The set of calculable metrics depends on the provided datasets
and the underlying assumptions on that data (e.g. assumption of normality). Through
comparison with acceptable values of each of the metrics, the Validator determines
the validity of the model.

When the model is deemed valid, no further steps are required. When it is deemed
invalid, we must try to evolve the digital twin such that it once again mirrors the real-
world system. We distinguish two cases: when the system has structurally changed,
and when it has not. Firstly, when the system has not structurally changed, that is,
the governing equations remain the same, but only parameters have changed, mirror-
ing the model can be done by calibrating the model. With a calibration experiment, a
parameter estimation can be performed. This can be done by solving a minimization
problem, e.g. minimizing the sum of squared errors (least squares) or other scalar cost
functions. To do so, various tools exist, for example Scipy’s [40] Scipy.optimize pack-
age with the scipy.optimize.minimize function, Matlab’s parameter estimator [41] or
pyPESTO [42]. If such a parameter estimation manages to correct the validity of the
model instance, the continuous validation process is finished. When it cannot correct
the model validity, we find ourselves in the second case of model evolution, that is,
the system has structurally changed. Consequently, we must search for an alternative
model. This is a harder challenge, which we do not consider in the continuous valida-
tion. To solve it, we can resort to (hybrid) system identification techniques that can
find a set of equations/models that appropriately describe the system [43, 44].

4.3 Validation Metric Analysis

One of the problems with the validation metrics mentioned in section 2.3, is that they
offer little intuition for which problems each metric would be good. The way the met-
ric is calculated gives information about the type of data it can be used on, or if for
example it puts more weight on large errors. Inspecting our metrics, we see that the
normalized Euclidean distance grows large for standard deviations close to zero and
that the average/maximum relative error are similarly impacted by prediction means
close to zero. Gaining an intuitive notion of how the metric performs for the specific
problem at hand remains hard. One of the ways to deal with this issue is to perform
a study of the metrics under simulated conditions, e.g. such as done by Liu et al. [45].
With two models, a correct one and incorrect one, they inspect the model rejection
percentage in function of the number of replicated measurements for type 3 data. An
alternative approach, which we will take, is to inspect the behavior of the metric in
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Fig. 5 Abstract illustration of the routine of a gantry crane picking up and dropping off a container.

function of the size of the error. Such an analysis inspects the sensitivity of the metric
to the size of the fault, to which the metric might react linearly, quadratically, loga-
rithmically, or perhaps it might not react at all. Such an analysis yields the intuitive
notion of how the metric performs. If time and resources allow it, it should be per-
formed in depth for every metric and every type of fault. The only caveat is that the
analysis is limited to the faults we can foresee in the system.

5 Case Study

Our case study concerns a digital twin system of a gantry crane. In the following sub-
sections, we describe this system, the way it is instantiated, the evaluation objectives
and procedure, and the evaluation results.

5.1 Physical System

Our case study is inspired by gantry cranes as seen in harbor terminals and consists
of a miniaturized gantry crane. These cranes repetitively load and unload containers
onto and from moored container ships, as is abstractly shown in fig. 5. This move
requires some thought, since to move in an optimal way, the container should arrive at
the lowering position with a minimal residual swinging motion. The real-world system
that we are testing on is lab-scale miniaturized gantry crane, as shown in fig. 6. This
lab-scale crane is approximately scaled 1:10 to a real gantry crane, with a height and
width of about 50 x 70 cm. It moves a container of 5 cm x 2 cm x 2 cm, which is
approximately the scaled down equivalent of a 20ft standard container.

The miniaturized crane has two degrees of freedom: it can move containers horizon-
tally, and it can hoist containers vertically. The motors and motor controllers driving
this movement are two Trinamic motors (model Trinamic QSH4218-10000) and motor
controllers (model Trinamic TMC4671). The motors have internal optical encoders
and with the Field Oriented Control (FOC) provided by the controllers very precise
movement is possible. The controllers handle the entire FOC algorithm in hardware.
For hoisting the container, a cart with a rope-drum attached straight to the motor
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Fig. 6 Photograph of the miniaturized gantry crane.

axle is used. To measure the angle between the hoisting rope and the cart, an addi-
tional encoder (model CUI Devices AMT102-V) has been fitted with “feeler needles”
as to minimally impact the container’s swinging motion.

For communication with a host computer, the motor drivers expose an SPI based
interface through which they can be configured and controlled. For logging, they expose
a UART interface that is accesible in parallel to the main SPI interface. This minimizes
any impact of logging on the motor controllers’ operation, since the logging does not
share bandwidth with the control. To connect to this UART interface, we used a USB-
UART adapter (model FTDI TTL-232R-RPI). The additional encoder measuring the
angle is read by an Arduino Mega which communicates the measurements over the
Arduino’s USB-UART interface to the computer.

To move the gantry crane, the Physical System Controller & Logger moves
in three stages: hoisting up, performing a lateral move and hoisting back down. For
hoisting/lowering, it simply sets the target height, for the lateral move, it must set
the target motor position, and feed the controllers with their instantaneous maximum
velocity to follow a specific trajectory. The movement of the container from the loading
to the unloading position (or vice versa) is what we call the routine operation of this
system. It shows discretized behavior, and we call it a “run” throughout the remainder
of this paper. In this case, the controller connected to the system is a motion trajectory
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generator and follower written in Python. To perform the lateral move of the routine
operation of the gantry crane, the controller performs two steps: (1) it generates an
optimal trajectory given a start and end position and a set of constraints and (2) it
makes the Physical System follow that trajectory while logging data during this
enactment. To generate the trajectories, we utilized the Rockit toolbox [46] to define
and solve an optimal control problem. In this control problem, we use the Physical
System Simulator’s model, which is an Ordinary Differential Equation (ODE) of
the crane’s kinematics, and its associated parameters and constraints. The Controller
stores the generated trajectory, as well as the logged enactment of it, in the Database.

5.2 Instantiation of Architecture

Figure 8 shows the component diagram of the use-case. The components from the gen-
eral architecture in fig. 2 have been labeled with their implementation, be it a general
purpose programming language or a specific computer program. In the case of the
physical system, this is not done, since it cannot be captured that way. Lastly, we note
the addition of a Message Broker component that was not present in the original
component diagram. Next we discuss the choices made for the various components,
starting with the new component.

® The Message Broker is added to allow for alerting between the Controller, Val-
idator, and Simulation Experiment Orchestrator components. This compo-
nent is not necessarily needed, since the Validator and Simulation Experiment
Orchestrator could poll the Database periodically for new data logged by the
Controller, but it does allow them to react more quickly. For example, in the cur-
rent implementation, the Simulation Experiment Orchestrator already starts
simulating before the Controller has completed the trajectory. We opted for the
open-source Eclipse Mosquitto [47] as a broker and used Eclipse Paho to connect to
the broker in the other components.

® The Physical System has previously been described in detail in section 5.1.

® The Controller has also previously been described in detail in section 5.1. After
storing the generated trajectory in the Database, the Simulation Experiment
Orchestrator is notified through the Message Broker to start simulating with
that trajectory as input. After storing the logged data, it signals the Validator
through the Message Broker that new measured data is available.

® The Physical System Simulator is a python program incorporating a Runge-
Kutta solver, which is used to solve the system’s set of ODEs. This set of ODEs
describe the kinematics of the crane. Associated with this simulator and simula-
tion is a configuration file containing the parameters that characterize our specific
Physical System. Running the simulation makes use of the ODE solvers in the
Scipy [40] library.

® The Simulation Experiment Orchestrator is also a Python program which sets
up parallelized simulations based on the Physical System Simulator. It does so
using Python’s multiprocessing module. It also handles the sampling of stochastic
variables for each replication.
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Fig. 7 Grafana dashboard showing the optimal, measured and simulated traces of a run of the
system. The validation metrics rows can be folded open for further investigation.

e The Validator is also implemented in Python and calculates and stores the
validation metrics covered previously in section 2.3.

® We use Timescale as a Database. Timsescale is an extension of Postgres for time-
series data. Without going into too much detail, the database is structured as follows:
a machine’s operation is stored in the measurement table. Each measurement has
a quantity and an associated run. Each run corresponds to one routine operation.
The ideal trajectory of each of those operations is stored in the trajectory table.
Each of the runs can also be simulated, and a simulation replicated, so the simu-
lationdatapoint table stores that information. Lastly, there are tables for each of
the validation metrics (in fact more since some validation metrics can use 2 tables,
one for local and one for global metrics). The complete entity relation diagram of
the database, as well as a more detailed discussion, can be found in fig. A1l and
section A of the appendices.

® For the visualization, we used Grafana as a dashboarding technology. Grafana
enables us to easily visualize the system’s operation and the calculated validation
metrics. The dashboard is split up in rows, the first one being the measured and
simulated trajectories, and all other rows contain the validation metrics for that
trajectory. Figure 7 shows these rows.

5.3 Evaluation Objectives

In the evaluation of our approach, we look to answer the following four questions.

Q1: Is the implemented use case a digital twin?

With this first question, we check whether the implementation fits in the three
digital twin definitions as discussed previously in section 2.1. The purpose is simple:
given our proposed contributions, there is no point in evaluating further if our use
case cannot be considered a digital twin.

Q2: How do the validation metrics behave?
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Fig. 8 Architecture of the case study.

In this question, we look to explore the behavior of the validation metrics in func-
tion of the error size in a simulation study as proposed in section 4.3. The purpose is
to gain more insight in how the metrics perform for this case study.

Q3: Can our continuous validation approach show that the model stays valid during
operation, and can it detect when it is no longer valid?

This question looks to answer if we can detect when the real-world system diverges
from the model prediction based on the model validation metrics. In other words, it
is about the first decision diamond in fig. 3. To answer this question, we devised a
testing scenario that is described in more detail in the next section.

Q4: Can we evolve the digital twin, such that it again matches the real-world
system?

This last question involves the second decision diamond from fig. 3. We check if,
after detecting the change, we can correct the model such that its behavior is once
again accurate?

The answers to questions 2 and 3 then form the final verdict on the main con-
tribution of this paper: Can model validation methods be used to enable/support the
evolution of digital twin models alongside their real-world system?

5.4 Evaluation Procedure

To answer Q2, Q3 and Q4 we follow similar procedures, but Q2 is wholly in simulation,
whereas for Q3 and Q4 we use the complete architecture as previously described. For
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all these questions, we need to observe the system under normal conditions to find
appropriate thresholds, and under diverged conditions to see if the thresholds are
sufficient to detect the diverged condition. For Q2, we will use the thresholds to inspect
the sensitivity, whereas for Q3 and Q4, these thresholds are used in the validation
OK/NOK decision diamond of the workflow in fig. 3.

For Q2, we stick to simulating a single trajectory, which we replicate 50 times.
We pick the threshold value as the maximum observed value in those 50 replications.
We did so for the three quantities of position, velocity and angular position, because
these are the quantities that are both simulated and directly measurable. This process
of choosing the thresholds is automated, it just finds the maximum observed metric
value under normal conditions.

To set the normal condition thresholds for Q3 and Q4, we let the crane operate
normally for 10 separate trajectories. Similarly to Q2, we pick the threshold value
as the maximum observed value in those 10 trajectories. We again did so for the
three quantities of position, velocity and angular position. This process was again
automated.

Next, we should define the diverged conditions. Preferably this would be a degraded
condition in which the crane still produces traces that are relatively close to the normal
traces, this way we can see if the threshold detection scheme is sensitive enough to
detect minor divergences. Very abrupt divergences, such as the belt snapping or a
motor driver burning out are therefore no options. Options such as an incorrect rope
length due to the rope slipping on the drum or worn roller bearings of the cart are
much more gradual and preferable. For Q2, we opted to go with the incorrect rope
length, whereas for Q3 and Q4 We opted to go with worn roller bearings of the cart.
An incorrect rope length affects the swinging frequency of the container, worn roller
bearings make the movement of the cart more strenuous, which would reduce the
acceleration of the cart given the motor’s power, and consequently the top speed it
can attain in a certain timespan.

For Q2, we performed simulations with incorrect rope lengths ranging from -10%
to +10% of the target length in steps of 0.5%, each of those replicated 30 times. Using
the incorrect rope length also simplifies the comparison, only the angular position is
affected by the incorrect rope length. This is sufficient to get an idea of the behavior
of the validation metrics.

For Q3 and Q4, wearing out the roller bearings physically was not an option,
instead we tried to emulate this effect by tightening the adjustment screws of the cart.
However, in doing so, we found that it is hard to replicate exactly the same tightness
on those setscrews, which makes it hard to reset them to exactly their original /normal
state. To alleviate this issue, we decided to take an inverted approach, that is, rather
than attempting to lower the achievable velocities physically and keeping the simulated
velocity at the original level, we keep the cart’s maximum physical velocity the same
and increase the maximum velocity of the simulation. The achieved effect is the same:
the attained physical velocity is lower than the simulated maximum velocity. The
advantage is that, since the physical system is not adjusted, going back to previous
conditions only requires adjustments in software. The disadvantage is that for different
maximum velocities, the shape of the generated trajectory changes.
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To test the thresholds, we increased the maximal velocity of the motors in the
model by respectively 2, 5, 10, 15 and 20% above the normal value (0.281 m/s).
Alongside that increase, the maximum acceleration was checked to ensure the increased
velocity could be reached within the time constraints of the model. Due to the high
acceleration of the motors, this required no change. For each of those increases, 10
runs were performed by the gantry crane.

5.5 Evaluation and Demonstration
5.5.1 Q1: Is the implemented use case a digital twin?

To answer this question, we compare the setup of our use case to three digital twin
definitions. We opt for the three definitions mentioned in section 2.1, that is, Wright
and Davidson [1], Grieves [48]and Glaessgen and Stargel [12]. We map the components
of the architecture in fig. 8 onto the elements in each of those definition.

Wright and Davidson [1] state there are three important parts of a digital twin: a
“model of the object”, an “evolving set of data related to the object” and a “means
of dynamically updating or adjusting the model in accordance with the data”.

® The model of the object is the ODE model used in the Physical System Sim-
ulator, that same model is also used by the Physical System Controller in the
calculation of the trajectories.

® The evolving set of data related to the object is stored in the database,
and continuously supplemented by data from the Controller, Validator and
Simulation Experiment Orchestrator.

® The means of dynamically updating or adjusting the model in accordance
with the data is the process of updating the model parameters when the validation
process discovers a mismatch. This remains to be proven by @4, but we can already
tell that this is the case.

For Grieves’s[48] definition, which can be found in section 2.1, the elements map
as follows:

® The virtual information construct is the ODE model used in the Physical
System Simulator, that same model is also used by the Physical System Con-
troller in the calculation of the trajectories. In contrast to the definition, this
virtual information construct does not “fully describe the physical system from
the micro atomic level to the macro geometrical level”.

® The potential or actual physical manufactured product is the Physical
System.

® The information that could be obtained from inspecting a physically man-
ufactured product is the logged data stored in the Database. In contrast to the
definition, we are not yet at the optimal point where all the data of the physical
system is stored in that database.

For Glaessgen and Stargel’s[12] definition, which can be found in section 2.1, the
elements map as follows:
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® The probabilistic simulation is the ODE model used in the Physical System
Simulator, that same model is also used by the Physical System Controller in
the calculation of the trajectories. It is probabilistic in the sense that we perform
replications to propagate uncertainties of inputs/parameters through the simulation.
In contrast to the definition, our simulation is not a multiphysics nor multiscale
nor is it the best available physical model.

® The as-built vehicle or system is the Physical System.

® The the best available, sensor updates, fleet history, etc. are the data logged
throughout the architecture and stored in the Database.

® When it comes to the movement of the crane, our model is realistic, though not

ultra-realistic, since it is a linearization around the operating point.

(Optional) our digital twin does not consider interdependent vehicle systems,

e.g. in the case of the crane the electrical and actuation systems.

Summarizing, it seems that for Grieves’s[48] and Glaessgen and Stargel’s[12] defi-
nitions, our system is lacking some elements to fully match the definition. This mostly
concerns completeness or the use of the best models available. For Wright and David-
son [1]’s definition, which is also formulated less strictly, all elements are present. These
shortcomings in two of the definitions have us state that the answer to this question is
no, the current setup does not adhere to the definitions closely enough to be considered
a digital twin of the entire system, instead it is a digital twin of only an aspect/subset
of that system. We already gave some remarks to the strictness of Grieves’s[48] and
Glaessgen and Stargel’s[12] definitions in section 2.1, we just add that for us, being
considered a digital twin of an aspect of the system is sufficient to be considered a
digital twin of the system, and is also sufficient for the remaining research questions.

5.5.2 Q2: How do the validation metrics behave?

The behaviors of the various metrics are shown in fig. 9. In essence, they all exhibit the
same behavior: as the fault increases, be it positively or negatively, the metric value
also increases. From the shape of the metric value, we can tell that linearly increasing
the fault has a nonlinear effect on the metric. This makes sense, since in a simple
pendulum, the swing period is a function of the square root of the rope length. The
simulations are very close to the reference trajectory, hence, the threshold is near zero.
A final note is on the straight line between -0.05% and +0.05%, this line is only there
due to the plot linearly connecting the data points. If we had included the 0% fault,
the data point would end up in a V on the threshold line. What remains to be seen
from this study, is if these metrics carry over to the real world, where measurements
are generally noisier, and if they carry over to different faults. As an answer to this
question, we now do know how the metrics are likely to behave.

5.5.3 Q3: Can our continuous validation approach show that the
model stays valid during operation, and can it detect when it
is no longer valid?

The results are shown per metric in figures in figs. 11 to 15. In the dashboard,
the thresholds are visualized with gauges, which trigger to a warning color once the

22



metric value

Pol: angular position

root mean mean normalized total normalized
squared error 80 Euclidean distance Euclidean distance
0.03 metric 80
threshold g 60 g
= = 60
0.02 240 g
L 240
@ ko]
0.01 220 £ 20
0 0 0
-0.1 -0.05 0 0.05 0.1 -0.1 -0.05 0 0.05 0.1 -0.1 -0.05 0 0.05 0.1
fault percentage fault percentage fault percentage
average relative error maximum relative error
8 0.2
[0} (0]
=6 = 0.15
[ ©
> >
04 o 01
k] k]
€2 £ 0.05
0 0
-0.1  -0.05 0 0.05 0.1 -0.1  -0.05 0 0.05 0.1
fault percentage fault percentage

Fig. 9 Behavior of the metrics for the angular position property of interest.

threshold is passed, an example is shown in fig. 10 for the normalized Euclidean
distance of a run.

We briefly discuss each of the metrics:

The root-mean-square error shows a clear linear trend upward as the fault increases
in size. For the position, the fault is detected from 10% and upward, for the velocity
from 5% and upward and for the angular position from 15% and upward. Especially
at the lower fault percentages, no detections occur, because the metric value does
not breach the threshold.

The mean normalized Euclidean distance shows a similar trend, crossing the thresh-
old for faults of 10% and larger. For the angular position, the metric value hovers
around the threshold and seems unable to properly detect faults of less than 20%.
Because the regression crosses the threshold at a higher fault percentage, it seems
less sensitive than the root mean squared error.

The total normalized Euclidean distance is the first metric to not perform as
expected. We see values that hover around or below the threshold, even for larger
fault percentages.

The average relative error fares well for the cart position and cart velocity. For the
position quantity it detects faults from just 2% and for the velocity it starts detecting
them at 5% and upward. For the angular position, it fails to have proper detection.
The maximum relative error does not work for the position property. For the velocity
and the angular position, it does show an increasing trend in metrics passing the
threshold as the fault percentage increases, but only for larger fault percentages.
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Fig. 12 Mean normalized Euclidean distance for position, velocity and angular position in function
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Fig. 13 Total normalized Euclidean distance for position, velocity and angular position in function
of the fault percentage.

These results show that only some of the metrics are appropriate for the detection
of the roller bearing type of fault, despite the simulation study indicating all metrics
were fit for the rope-length fault. The ones that are fit do manage to detect the fault
from an acceptable error percentage and onwards. To improve the detections or make
them more robust, one could combine quantities and/or metrics in a majority vote
detection scheme.

Thus, to answer the question: yes, the approach can detect when the real-world
system cannot attain the simulated trajectory. It can also detect that we are operating
under normal conditions from a certain fault percentage onwards.
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5.5.4 Q4: Can we evolve the digital twin, such that it again
matches/mirrors the real-world system?

We use scipy.optimize.minimize to estimate the correct parameters of the model,
specifically the changed maximum motor velocity. We do so by minimizing the sum of
squared errors for the position and velocity traces using the Nelder-Mead method. For
reference, we extract the average maximum measured velocity and the accompanying
standard deviation for the 50 divergent traces. This is the target value the parameter
estimation should attain if it worked perfectly. The average of the maxima is 0.282
m/s, with a standard deviation of 0.0003 m/s. We can then perform the parameter
estimation, normally this would be done specifically on the trace that breached the
threshold. To show the variability in the parameter estimation results, we calculate the
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Fig. 17 Histogram for the estimated maximal velocity parameter with 90% of the maximal velocity
from the target trajectory as initialization condition.

estimation for each of the 50 divergent traces. The parameter estimation gives good,
but not perfect results, and is highly dependent on the initial guess of the parameter.
A good initial guess is the maximal velocity of the reference trajectory, since the sys-
tem was able to attain this value in the past. Doing so for our 50 divergent traces, we
find a mean of 0.294 m/s with a standard deviation of 0.024 m/s, on average an over-
estimation of the real parameter by 2.4%. The histogram of this estimation is shown
in fig. 16. Rather than fully automating the estimation, we could also gain knowledge
from inspecting the trace, and see that the maximal velocity is lower than anticipated.
If we use that knowledge to set the initial value in the parameter estimation to 90%
of the maximal velocity of the reference trajectory, we get a mean of 0.279 m/s with
a standard deviation of 0.01 m/s, which is very close to the reference and on aver-
age underestimates the parameter by 1.1%. The accompanying histogram is shown in
fig. 17. Underestimating this parameter is in this case preferable over overestimation.
Alternatively, we could even use the maximal velocity from the measurement as the
initialization condition, though if we are doing this we might also just resort to query-
ing the maximum measured value directly from the database and skip the parameter
estimation altogether. Thus, the answer to this question is yes, within a tolerance, the
twin can be evolved again to match the real-world system given proper initial conditions
of the parameter estimation.
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6 Discussion & Future

In what follows, we cover some points of discussion concerning the results, and propose
future work.

6.1 Discussion

There remain some points of discussion, both with the current results and hypothetical
situations not shown in the current results, into which we dive deeper.

® Applicability of metrics: We saw in the results that not all metrics are suited for

threshold-based detection. Some metrics show change, but only for large increases of
the maximum velocity and are therefore too insensitive. Others seemingly show no
change for changing conditions. This despite the earlier simulation study showing
good results for all metrics. It seems hard to predict which metrics will be applicable
and which will not from a simulation study.
A likely culprit for this effect could be our approach of increasing the actual-
simulated velocity delta virtually, rather than physically degrading the roller
bearings. This is because increasing the velocity virtually also makes the controller
generate a different optimal trajectory. This trajectory might be executed slightly
differently, requiring a different threshold. Given the discretizable nature of the sys-
tem, discovering such thresholds for each of the possible trajectories is a feasible
solution to this problem.

e Effect of small standard deviations: Some of the metrics calculate a sample
standard deviation and/or variance for further calculation. However, when this value
is 0, the metric resolves to inf or NaN. When replicating simulations without at
least slightly randomizing the initial conditions, it is guaranteed that the samples
at t = 0 will yield a standard deviation of 0. Furthermore, time steps close to t =0
likely also have a sufficiently small standard deviation to highly impact the metric,
which will then tend to either very large or very small numbers. Furthermore, when
dealing with a quantity that shows some oscillatory behavior, such as the angular
position or angular velocity of the container on the gantry crane, there will also be
points of convergence in the execution trace, where a standard deviation of nearly 0
is also observed, again causing the inf or NaN result. We observed this firsthand and
alleviated it with success in the normalized Euclidean distance results by excluding
samples with a sufficiently small standard deviation from the calculation.

® Threshold setting: The classic problem from model validation of deciding on
an acceptance threshold for the metrics also returns here. There is no ready-made
answer for deciding on a threshold; in this case, we simply picked the maximum
observed value during normal operation as the threshold. If we wanted a more sen-
sitive threshold at the cost of false positives, we could allow for a certain percentage
of type I error under normal conditions. This means a false positive rate of at most a
certain percentage for the hypothesis that the model has diverged. Such a threshold
makes the detection scheme more sensitive, but will also incur unneeded parameter
estimations due to the false positives.

Another thought is that, technically speaking, when the models in the digital twin
have been appropriately validated during the design process, we should already have
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these values from the design process. We can reuse them here, but this requires an
extensive V&V effort.

® Gantry crane controller robustness: The gantry crane controller is, given its
simplistic nature, not robust to interference from the outside, for example, gusts of
wind that move the container. That is to say, we could detect something wrong, but
we cannot pinpoint it to that gust of wind. In a lab environment, where there are no
such influencing factors, this is not an issue. Were we to use the crane in an outside
environment, a more robust control scheme is needed to handle such interference.
This issue also deals with the validity of the crane’s model, which, we might say, is
valid in an indoors lab environment and not in an outside harbor environment.

® Generality of the setup: Though we used an architecture that seemed reason-
ably general to us, we only provide one implementation of it. As such, we cannot
claim that the architecture and workflow are generally applicable. Likely, every setup
will need some ad-hoc elements, such as the message broker in our case. Nonethe-
less, from our expertise with Cyber-Physical Systems, we are adamant that the
architecture carries over to other such systems without major changes.

® Starting state of virtual experiments: For the gantry crane, the starting state
for each simulation could be retrieved from the database since they were measured
directly, that is, the position, velocity, angular position and angular velocity. How-
ever, this is not always the case; in more complex systems, such states may need
to be estimated with techniques such as a particle filter or Kalman filter, which
may impact the number of replications that can be computed due to an increase in
computational load.

e Computational load: right now, the replicated simulations and data transfer
to the database proved no issue regarding their computational load or bandwidth
usage. If the system were scaled up to many more physical systems and twins, the
computational load might start to pose an issue. This is an issue that should be
tackled only when it is faced, for which common solutions such as database load
balancing are available.

6.2 Future: Continuous/Continual X

In software engineering, there already exists a set of “continuous X” techniques, such
as continuous testing, integration, and deployment. These techniques are all located
in the software development’s design and deployment side. In the future, a welcome
development would be that techniques such as the one proposed here, but also in [25—
28] could be integrated at the operational side of the system, providing a continuous
validation of the system. Perhaps some thought needs to be given to the adjective
continuous, which has historically been used but has a connotation of meaning “con-
tinuous without interruption”. In contrast, continual can be used for both “continuous
without interruption” and “occurring regularly”. At least in our case, “occurring regu-
larly” is a correcter way of describing the validation process than “continuous without
interruption”.
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7 Conclusion

This paper started from the problem statement that in works on digital twins, little
thought is given to the quality assurance of the digital twin models. From a M&S
viewpoint, we noted that there has already been a lot of research into the quality
assurance of models in the form of V&V efforts during model development, though
those techniques were usually not applied continuously during the system’s operation.
Therefore, we tested a set of metrics normally used during model validation, to check
whether or not they are useful for evolving a digital twin alongside its real-world
counterpart. The digital twin that we tested on was that of a miniaturized gantry
crane, which differs from the related work, which so far mostly looked at production
systems. Our results showed that, indeed, some of the metrics can be successfully used
at runtime to detect changes in the real-world system and trigger a calibration of the
digital twin. There do remain some caveats when applying the techniques, which we
discussed in detail, but the general conclusion is that model validation techniques can
be reused to support the evolution of twinned systems. Furthermore, we found the
gantry crane setup proves a good testing ground for further digital twin research.
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Appendix A Database Tables

Figure A1 shows the entity relation diagram of the database. Unfortunately, the choice
of composite primary keys makes the diagram a bit verbose. The diagram is defined
with a machine’s routine operation as vantage point. The choice was made to store
the data in a narrow format. We’ll discuss the tables next.

e The machine table contains all the machines in the factory/workshop/laboratory.
Each machine is given a unique ID and a name for easy human identification.

e The quantity table stores the quantities that can be used in the other tables. It
can be used to get the unit or symbol of a quantity.

® The run table contains an entry for every routine operation. Each run is given a
unique ID, is associated to a machine and holds a start time. The start time is used
because it allows us to store all other data associated with this run in relative time
from this starting time. This makes comparing the simulations, optimal trajectory
and measurements with each other simpler.

® For each run, an optimal trajectory is calculated. Each of these trajectories is stored
in the trajectory table. Every row of that table contains the value of a quantity for
each time step (actually for each time step within a run associated with a specific
machine, but conceptually it’s for each time step, a similar remark holds for the
simulationdatapoint and measurement tables).
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® When a run is executed in the real world, measurements are made that are stored
in the measurement table. Similarly to the trajectory table, each row stores the
value of a quantity for a time step.

® Associated with each run there is a simulation, each of which has a number of
replications. The simulations are given an entry in the simulation table, no unique
ID is needed since a composite primary key of run ID and machine ID suffices.
The entry states how many replications were simulated. For all those replications,
simulation data points are collected, which are stored in the simulationdatapoint
table, each row stores the value of a quantity for each time step and replication.

® Lastly, for each of the distance metrics, there exists a table to store their values.
These are all on the right side of fig. Al. The database shows one table for the
Reliability metric, which did not end up in the results.
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