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1 Introduction

The rapid expansion of devices on the IoT has fundamentally transformed computational paradigms, driving
an increasing demand for efficient, low-latency services that are essential for real-time applications. To address
these demands, fog and edge computing have emerged as distributed architectures that process data closer to
its source, thereby reducing latency, alleviating bandwidth constraints, and mitigating the energy inefficiencies
inherent in centralized cloud computing. Fog computing extends cloud capabilities to intermediate nodes between
devices and the cloud, while edge computing processes data directly at or near the source (e.g., IoT devices).
Mobile Edge Computing (MEC) specifically leverages mobile network infrastructure for edge processing. This
survey uses ‘fog’ and ‘edge’ as broad paradigms, with MEC as a specialized subset. However, the decentralized
nature of these environments introduces critical resource management challenges, including resource constraints,
computational heterogeneity, and dynamic workload variations. Addressing these challenges requires a systematic
and adaptive approach to resource management. This survey offers a comprehensive analysis of existing strategies
in microservices-based fog and edge computing environments, with a particular focus on energy-efficient solutions
that enhance scalability, reliability, and sustainability. By classifying and evaluating more than 136 studies, this
work serves as a structured reference for researchers and practitioners aiming to optimize resource management
in these distributed computing systems [103].

Fog and edge computing have emerged as decentralized paradigms that extend computational capabilities toward
data sources, thereby enabling low-latency, bandwidth-efficient, and energy-aware processing for time-critical
applications such as autonomous driving, smart cities, and industrial automation. In contrast to conventional
cloud-centric architectures, these paradigms mitigate network congestion and reduce service response time, while
offering substantial potential for improving energy efficiency in resource-constrained edge environments [124,
145]. However, the increasing adoption of microservices-based architectures (MSAs) in fog and edge ecosystems
has amplified the complexity of resource management, as the modular, distributed, and fine-grained nature of
microservices intensifies the interactions among service placement, resource provisioning, task scheduling and
offloading, resource allocation, and instance selection. When combined with the stringent energy constraints
of fog and edge devices, diverse QoS requirements, fluctuating workloads, and unstable network conditions,
the orchestration challenge becomes even more critical. Ensuring energy-efficient operation while maintaining
reliable service delivery across heterogeneous, geo-distributed, and resource-limited infrastructures demands
a holistic understanding of all core resource management dimensions. These factors highlight the importance
of a comprehensive survey that systematically analyzes energy-aware resource management strategies for
microservices-based fog and edge computing, offering a unified perspective that can guide future research and
system design [103].

Over the past few years, resource management in fog and edge computing has gained significant traction,
leading to a growing body of research and several survey studies. However, existing surveys typically address only
a subset of the problem space—often focusing on individual aspects such as service placement, task offloading, or
autoscaling—without examining all core resource management components in an integrated manner. Moreover,
prior works rarely consider energy efficiency and microservices-driven system models as first-class concerns,
despite their increasing relevance in real deployments. This fragmented coverage leaves a clear gap in the literature
and underscores the need for a unified, energy-aware survey that holistically examines the five fundamental
dimensions of resource management within microservices-based fog and edge environments. Motivated by this
gap, the present survey provides the first consolidated taxonomy and critical analysis that collectively bring these
dimensions together.

Overall, this survey provides a comprehensive and energy-aware reference on resource management in
microservices-based fog and edge computing. By systematically covering all five fundamental dimensions—service
placement, resource provisioning, task scheduling and offloading, resource allocation, and instance selection—we
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Fig. 1. Yearly distribution of selected studies.

deliver a unified taxonomy from an algorithmic perspective, highlighting the advantages and limitations of
existing solutions. Furthermore, by identifying open research challenges and outlining future directions, this
work offers a holistic foundation to guide the development of more intelligent, efficient, and sustainable fog/edge
computing systems.

To conduct this survey, we adopted a systematic multi-stage research methodology inspired by evidence-based
review practices. A comprehensive literature search was performed across the major academic databases —
IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect, and Wiley Online Library — covering studies
published between January 2020 and December 2024. Early-access 2025 papers were included if their online
version appeared during the review period.

The search queries were designed to capture five fundamental resource management domains — service
placement, resource provisioning, task scheduling and offloading, resource allocation, and instance (or replica)
selection — combined with architectural and environmental terms such as microservice, fog, edge, and mobile edge
computing. Each domain-specific query used logical combinations of these keywords (e.g., "fog" OR "edge" OR
"MEC" with "microservice" and the corresponding management term). This initial search yielded 1,171 publications.
After removing duplicates, non-English records, and short or non-peer-reviewed works, we screened the titles
and abstracts to retain studies explicitly addressing energy-aware objectives within microservices-based fog
or edge architectures. A full-text assessment of the remaining papers resulted in a final corpus of 136 studies
spanning the five target dimensions.

The distribution of the selected studies by publication year and venue is shown in Figure 1, illustrating the
growing research attention between 2020 and 2024. For consistency, papers published online in late 2024 and
assigned print dates in early 2025 are classified under 2024 in our analysis.

The rest of this paper is organized as follows: Section 2 discusses related surveys, positioning our survey within
the broader body of literature. Section 3 provides a detailed examination of energy-efficient resource management
techniques across the five focus areas. Section 4 outlines open challenges and potential future research directions,
while Section 5 concludes the paper with a summary of key findings and their implications for future research, as
illustrated in Figure 2.

2 Related Surveys

This subsection presents a review of related survey papers on resource management issues, specifically focusing
on placement, resource provisioning, task scheduling and offloading, resource allocation and replica selection.
The advantages and limitations of each related study are discussed and analyzed, as summarized in Table 1.
Salaht et al. [110] provide a comprehensive survey on the Service Placement Problem (SPP) in fog and edge
computing, addressing challenges in large-scale, geographically distributed, and heterogeneous environments.
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They classify research into five scenarios based on deployment objectives, user expectations, and problem de-
scriptions, introducing a new classification scheme that considers problem statements, placement characteristics,
optimization strategies, and experimental tools. While the article thoroughly analyzes service placement al-
gorithms, including control models, scheduling approaches, and mobility support, it overlooks key resource
management tasks like resource provisioning, task scheduling, and replica selection. Additionally, it offers limited
discussion on energy efficiency and excludes MSAs, leaving gaps in understanding their interaction with service
placement. The article [133] surveys the optimal placement of computational units like Virtual Machines (VMs),
containers, and tasks in edge computing. It introduces a taxonomy that classifies research by platform capabilities,
service structure, problem formulation, mathematical methods, and optimization goals, focusing on QoS and cost
efficiency. While it provides valuable insights into placement challenges, it overlooks key resource management
areas such as resource provisioning, replica selection, and energy efficiency. Its coverage of task scheduling and
offloading is limited, and it offers minimal insights into MSA.

Kaur et al. [70] provide a comprehensive survey on container migration techniques and placement algorithms
in cloud, fog, and edge computing, with a focus on geographically distributed infrastructures. The article
categorizes placement strategies and explores methods for transferring containerized microservices between
servers, analyzing trade-offs between resource efficiency and latency requirements. While it thoroughly examines
migration and placement, it overlooks key aspects of dynamic resource management, such as resource provisioning,
replica selection, and energy efficiency. Coverage of task scheduling and offloading is also limited. Malazi et
al. [87] provide a systematic review of dynamic SPP in MEC environments, exploring its links to task scheduling,
resource management, and caching. The paper categorizes service placement methods by design objectives and
evaluation strategies, identifying key challenges and future directions. While it offers a detailed analysis of service
placement, it overlooks crucial aspects like resource provisioning, dynamic scaling, and replica selection, which
are vital for workload adaptation and fault tolerance. The article also lacks coverage of energy efficiency and
MSA, essential for optimizing resource use and ensuring service reliability.

Smolka et al. [131] present a comprehensive survey of evaluation practices for fog application placement
algorithms, analyzing over 100 studies using 40 criteria such as evaluation environments, problem instances, and
metrics. While offering valuable insights into placement evaluation methods, the paper overlooks key aspects
like resource provisioning, task scheduling, offloading, resource allocation, and replica management, which are
vital for optimizing fog system performance. Apat et al. [16] analyze the IoT application placement problem in
fog computing, focusing on resource allocation strategies and optimization approaches for single and multiple
objectives. While the study addresses placement and resource allocation, it overlooks replica selection, task
scheduling, offloading, resource provisioning, MSA, and energy efficiency, leaving gaps in understanding dynamic
resource management in fog environments.

Islam et al. [65] review research on fog application placement in the cloud-to-thing continuum, focusing
on strategies for placing applications across cloud, fog, and edge environments. The study categorizes the
fog application placement problem (FAPP) and examines related mechanisms, tools, and technologies. While
offering valuable insights, it provides limited coverage of task scheduling, offloading, replica selection, resource
provisioning, and energy efficiency, leaving gaps in dynamic resource management. The article by Pallewatta et
al. [102] provides a comprehensive taxonomy of recent research on the placement of microservices-based IoT
applications within fog computing environments. It classifies the placement problem into several categories,
emphasizing the challenges and policies associated with deploying microservices in fog settings. By analyzing
factors like microservices composition, performance evaluation, and application placement policies, the paper
offers valuable insights into the complexities of microservices placement and resource allocation. However, it does
not sufficiently address critical aspects such as task scheduling, offloading, replica selection, and energy efficiency,
which are essential for ensuring dynamic resource management, optimized computation, and sustainability across
fog and edge nodes.
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Pallewatta et al. [102] present a taxonomy of recent research on microservice-based IoT application placement
in fog computing. The paper examines challenges, policies, and factors like microservice composition and per-
formance evaluation. While offering valuable insights, it lacks coverage of key aspects such as task scheduling,
offloading, replica selection, and energy efficiency, crucial for dynamic resource management and system sus-
tainability. Santos et al. [113] survey automated application deployment in MEC environments, emphasizing
Infrastructure as Code (IaC) tools. They explore IaC-enabled deployment methods to tackle MEC’s dynamic
nature, improving QoE, QoS, and SLA compliance. Focused on application placement, the study neglects energy
efficiency, replica selection, and MSA, with limited coverage of task scheduling and offloading, leaving gaps in
MEC resource management.

Sarkohaki et al. [117] survey service placement in fog computing, analyzing optimization strategies. They
categorize methods by application, goals, and virtualization, comparing existing approaches’ strengths and
weaknesses. While thorough on placement, the paper lacks depth on resource provisioning, replica selection,
and MSA, limiting its scope. Qu et al. [104] focus on the challenges and techniques involved in autoscaling
web applications in cloud environments, providing a detailed taxonomy based on the Monitoring, Analysis,
Planning, and Execution (MAPE) loop. The paper categorizes autoscaling approaches, evaluating their strengths
and weaknesses, but focuses primarily on resource provisioning. It largely overlooks critical areas such as service
placement, task scheduling, offloading, replica selection, and energy efficiency, while only partially addressing
resource allocation and MSA, leaving these topics underexplored.

Duc et al. [35] offers a detailed survey on reliable resource provisioning for distributed applications in joint
edge-cloud environments, emphasizing machine learning (ML) techniques. The work is organized around three
key themes: workload characterization and prediction, component placement and system consolidation, and
application elasticity and remediation. It highlights ML’s role in modeling, forecasting, and optimizing resource
management tasks, including application placement, migration, provisioning, and remediation. However, the
article does not adequately address replica selection, energy efficiency, and MSA, leaving these critical areas
underexplored in fog and edge environments. Singh et al. [129] survey autoscaling techniques for multi-tier web
applications in cloud environments, identifying key challenges and proposing a taxonomy based on approaches,
resources, monitoring tools, experiments, workloads, and performance metrics. Their work focuses on dynamic
resource scaling in cloud systems, addressing critical aspects of resource provisioning. However, it does not
explore service placement, task scheduling, offloading, replica selection, energy efficiency, or MSA, leaving these
areas underexamined in resource management.

Verma et al. [151] survey autoscaling, load prediction, and VM migration techniques for IoT-based cloud
applications. The study evaluates these methods against QoS parameters, outlines foundational concepts, and
identifies challenges in efficient cloud autoscaling. By focusing on load prediction and VM migration, the authors
offer insights into resource provisioning for IoT workloads. However, the study is confined to cloud environments,
omitting service placement, task scheduling, offloading strategies, replica selection, and MSA—key aspects for
managing the constrained, heterogeneous resources of fog/MEC systems. Jawaddi et al. [68] conduct a systematic
literature review on autoscaling techniques for microservices, focusing on verification aspects. The paper explores
scaling challenges and presents a taxonomy of autoscaling and verification approaches, particularly in cloud
systems. It emphasizes formal verification methods, like probabilistic model checking, to ensure autoscaling
policy effectiveness in dynamic cloud environments. However, the study is limited to cloud systems, excluding
edge or MEC challenges. It also overlooks critical areas such as service placement, task scheduling, offloading,
replica selection, and offers limited discussion on resource allocation and energy efficiency, leaving these topics
underexplored.

Shakarami et al. [123] review resource provisioning approaches in edge and fog computing, categorizing them
into five classes: framework-based, heuristic/meta-heuristic-based, model-based, ML-based, and game-theoretic
mechanisms. The paper compares these approaches based on performance metrics, techniques, case studies, and
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evaluation tools while proposing a taxonomy to structure them. Although the authors focus on resource provi-
sioning, they do not adequately address task placement, scheduling, offloading, replica selection, and MSA. These
underexplored areas limit the paper’s coverage of critical aspects needed for optimizing resource management
and fault tolerance in distributed systems. The survey article by Dogani et al. [33] offers a comprehensive review
of autoscaling solutions for container-based virtualization in cloud, edge, and fog computing environments. It
classifies various autoscaling techniques based on system design and workload management methods, focusing
on both reactive and proactive strategies using orchestration tools like Docker and Kubernetes. The paper
discusses the challenges and limitations specific to each environment, providing valuable insights into resource
provisioning. However, it does not adequately address service placement strategies, task scheduling, offloading,
and replica selection.

In their review, Kaur et al. [71] analyze resource provisioning techniques in fog computing, categorizing
them by QoS, cost, energy, and latency. They emphasize the cost-efficiency and performance of dynamic over
static methods, identify gaps, and suggest future research. However, the article focuses mainly on resource
provisioning, offering limited coverage of task placement, replica selection, and MSA. While it briefly addresses
task scheduling, offloading, and resource allocation, these areas lack depth. Energy efficiency is also discussed
but warrants further exploration. Qassem et al. [11] survey MSA resource management frameworks, focusing
on efficient resource utilization in cloud environments for containerized microservices via autoscaling. The
study categorizes frameworks into reactive, predictive, and hybrid approaches, assessing their strengths and
limitations in preventing SLA violations and enhancing resource efficiency. It also examines their impact on
resource utilization and data center costs, providing framework selection guidance. While emphasizing resource
provisioning and Allocation, it offers limited coverage of Placement, Task scheduling and Offloading, replica
selection, and energy efficiency, which are critical for resource management in distributed and containerized
environments.

Tari et al. [140] provide a comprehensive review of autoscaling strategies in serverless computing, focusing
on resource provisioning in cloud environments. The paper classifies autoscaling approaches into ML-based,
framework-based, and model-based strategies, evaluating their performance and applicability to serverless
architectures. While it makes significant contributions to autoscaling for cloud-based serverless applications, it
largely overlooks placement strategies and replica selection, and offers limited exploration of task scheduling,
offloading, energy efficiency, and MSA. Walia et al. [154] review resource management challenges in fog and
edge computing, focusing on computing resource provisioning, task offloading, scheduling, service placement,
and load balancing. The paper surveys Al-based and non-Al-based solutions, presenting mathematical models
for key areas like placement, provisioning, task scheduling, and allocation. It also explores the integration of
emerging technologies such as serverless computing, 5G, Blockchain, Digital Twins, and Quantum Computing.
However, it lacks depth in critical areas, notably replica selection. While load balancing is mentioned, dynamic
resource allocation and replica selection strategies are not addressed. Additionally, insights into energy efficiency
and MSA are limited.

Gasmi et al. [42] survey computation offloading and service placement in fog-based IoT systems, analyzing
factors influencing offloading decisions and classifying algorithms by types and objectives. It introduces a
novel taxonomy for SPP optimization in IoT, focusing on fog node methods. While providing insights into
resource utilization and performance, the paper lacks discussion on resource provisioning and dynamic allocation,
leaving gaps in scalable management. Additionally, it omits replica selection and MSA, limiting broader resource
optimization strategies. The article by Goudarzi et al. [49] reviews recent task scheduling works in fog computing
for 10T applications. The authors develop a taxonomy to categorize scheduling mechanisms based on application
structure, environmental architecture, optimization modeling, decision engine characteristics, and performance
evaluation. They identify research gaps and propose guidelines for enhancing scheduling techniques, particularly
in task scheduling and offloading. However, the paper offers limited coverage of resource provisioning and
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replica selection, leaving these critical aspects underexplored. Additionally, the discussion on MSA is incomplete,
narrowing its contributions to broader resource optimization strategies.

Jamil et al. [66] present a comparative study of task scheduling algorithms in fog computing and Internet
of Everything (IoE) environments, focusing on various techniques and their optimization metrics, strengths,
and weaknesses. The paper reviews task scheduling, workflow scheduling, and resource allocation, exploring
intelligent methods like ML, fuzzy logic, and RL. It identifies key research gaps and challenges, providing insights
into scheduling algorithms and future directions for fog and IoE. However, it lacks discussion on placement
strategies, resource provisioning, and replica selection, and does not address MSA, narrowing its scope in broader
system optimization challenges. Kumar et al. [73] study nature-inspired algorithms, like Genetic Algorithms
(GAs) and Deep Neural Network (DNN), for solving service placement and computation offloading in fog and
edge computing. The article categorizes approaches into service placement and offloading, comparing various
strategies. It highlights challenges in IoT-edge-cloud systems but omits resource provisioning, replica selection,
and MSA, leaving gaps in scalable resource management and broader system optimization.

In their systematic review, Tocze et al. [142] examine AI/ML-based resource management techniques in edge
and fog computing, categorizing literature by resource type, management objectives, location, and use. The paper
highlights challenges and gaps in research, particularly regarding data, storage, and energy resources, while
exploring the impact of mobility and collaboration. It provides a comprehensive taxonomy of Al algorithms
for resource management, focusing on resource allocation. However, it lacks coverage of placement strategies,
task scheduling, replica selection, and energy efficiency, and does not address MSA, leaving critical gaps in
distributed environments. Hong et al. [55] survey resource management in fog and edge computing, focusing on
architectures, infrastructures, and algorithms. They classify resource management architectures by data flow,
control, and tenancy, and discuss the hardware, system software, and middleware involved. The paper explores
algorithms for discovery, benchmarking, load balancing, and placement, emphasizing placement strategies in
distributed systems. However, it leaves gaps in critical areas like replica selection and resource provisioning.
While task scheduling and resource allocation are well-covered, aspects such as energy efficiency and MSA
receive less attention.

Noor et al. [100] survey radio resource allocation in vehicular networks, focusing on DSRC and cellular-based
systems, including heterogeneous versions. They categorize RA methods, discuss their pros and cons, and explore
ML’s role in optimization. However, the paper misses critical areas like placement, resource provisioning, task
scheduling, offloading, replica selection, energy efficiency, and MSA, essential for managing distributed systems
and MEC. Afrin et al. [6] present a comprehensive survey on resource allocation and service provisioning in
multi-agent cloud robotics, with a focus on key concepts such as resource pooling, computation offloading, and
task scheduling. The paper offers a comprehensive taxonomy for resource allocation and addresses several key
challenges, yet it falls short in exploring critical areas such as replica selection and MSA. Additionally, while it
touches on placement strategies and energy efficiency, these topics are not thoroughly examined.

Noor et al. [100] survey radio resource allocation in vehicular networks, focusing on DSRC and cellular-based
systems, including heterogeneous versions. They categorize RA methods, discuss their pros and cons, and explore
ML’s role in optimization. However, the paper misses critical areas like placement, resource provisioning, task
scheduling, offloading, replica selection, energy efficiency, and MSA, essential for managing distributed systems
and MEC. In their survey, Gupta et al. [51] compare RL and Deep Reinforcement Learning (DRL) with traditional
resource management methods like graph theory, heuristics, and greedy algorithms in fog computing. They
highlight DRL’s superiority for managing resources in IoT-based fog systems and propose a microservice model
based on DRL to address the dynamic nature of fog networks. The paper introduces the Learning-Based Resource
Manager (LBRM) framework, which uses actor-critic DRL algorithms for resource management and service
migration. While it makes significant contributions to resource allocation, it leaves areas like replica selection
and placement strategies underexplored, and energy efficiency is less emphasized compared to other aspects.
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Iftikhar et al. [62] present a systematic review of AI/ML algorithms in fog and edge computing resource
management. They analyze ML, deep learning, and RL techniques for tasks like resource estimation, task offload-
ing, load balancing, application placement, and orchestration. The paper offers a detailed taxonomy of AI/ML
approaches but misses key areas like replica selection and MSA. While it extensively covers resource provisioning
and task scheduling, energy efficiency and some resource management aspects are underexplored. Zhang et
al’s survey [168] on resource management in MEC reviews key aspects like computation offloading, resource
allocation, and system optimization. It covers offloading models, allocation strategies, and performance metrics
while addressing challenges such as stochastic task arrivals and fluctuating channel quality. The article effectively
discusses task scheduling and resource allocation but lacks exploration of critical areas like replica selection and
MSA. Additionally, while it mentions placement and energy efficiency, these topics are not thoroughly examined,
leaving gaps in comprehensive resource management in distributed edge environments.

Alsadie et al’s review [15] on fog computing resource management examines Al techniques like ML, DL,
and meta-heuristic algorithms, focusing on latency, energy consumption, and QoS. While it thoroughly covers
task scheduling, offloading, and resource allocation, critical areas like replica selection are overlooked, and
MSA receives minimal attention. Additionally, resource provisioning and placement—essential for dynamic
optimization—are only partially addressed. Baidya et al.’s survey [22] examines resource-allocation strategies in
edge-computing-enabled metaverse environments, focusing on latency, energy consumption, and QoE. The article
evaluates 35 strategies and benchmarks 19 algorithms to optimize these factors for real-time, scalable metaverse
applications. While it covers resource allocation and task scheduling extensively, it lacks focus on placement,
resource provisioning, replica selection, energy efficiency, and MSA, which are essential for effective resource
management and system optimization in distributed environments. Zolghadri et al’s article [177] reviews and
classifies resource allocation, application placement, and scheduling strategies in fog computing, focusing on
optimizing resource allocation and bandwidth management. While it provides valuable insights into resource
allocation and task scheduling, it lacks exploration of replica selection and MSA and offers limited discussion on
resource provisioning, especially in dynamic and real-time contexts.

Although numerous surveys have addressed different aspects of resource management in fog and edge computing,
each has focused only on a subset of the problem—such as service placement, autoscaling, task scheduling, or
resource allocation. To the best of our knowledge, none of the existing studies provides a unified and energy-
aware perspective that simultaneously covers all five fundamental dimensions of resource management: service
placement, resource provisioning, task scheduling and offloading, resource allocation, and instance selection.
In contrast, our survey offers a holistic taxonomy and a comprehensive discussion of these dimensions under
microservices-based architectures, highlighting their interdependencies and associated open challenges.
Studies that focus on architectural and coordination mechanisms rather than on resource-optimization aspects.
For instance, Velasquez et al. (2018) [149] examined fog orchestration for the Internet of Everything, identifying
architectural challenges such as scheduling, interoperability, and security. Svorobej et al. (2020) [137] provided
an in-depth overview of orchestration frameworks and standards (e.g., NFV-MANO, OpenFog, and Kubernetes)
for managing distributed infrastructures, while Ullah et al. (2023) [146] offered a comprehensive taxonomy of
orchestration systems in the Cloud-to-Things continuum and proposed a conceptual framework for cross-layer
coordination. Although these works provide valuable insights into system-level orchestration, their focus lies
primarily on architecture design, standardization, and service coordination, rather than on energy-aware resource
management in microservices-based environments, which is the central theme of the present survey. Therefore,
while this study acknowledges the significance of orchestration research within fog and edge computing, a
detailed exploration of orchestration architectures is considered beyond its intended scope.
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Table 1. Comparison of articles in various areas of cloud, fog, and mobile edge computing resource management

row Reference Year PL RP TS RA RS EE MS EN TX Ol
1 Salaht et al. [110] 2020 . 0 ﬁ 0 0 O Fog,Edge v

2 Sonkoly et al. [133] 2021 . O O O O O O Fog,Edge v

3 Kaur et al. [70] 2022 . 0 O O O 0 O Cloud,Fog,Edge Vv Vv
4 Malazi et al. [87] 2022 . O O O O O O Edge v v
5 Smolka et al. [131] 2022 . O O 0 O 0 O Fog,Edge .
6 Apat et al. [16] 2023 . O O O O O O Fog,Edge v
7 Islam et al. [65] 2023 . O 0 O 0 O O Fog v
8 Pallewatta et al. [102] 2023 . O O O O O . Fog,Edge v v
9 Santos et al. [113] 2023 . O O O O O O Edge .
10 Sarkohaki et al. [117] 2024 . 0 O O O O 0 Cloud,Fog v v
11 Quetal [104] 2018 O . O O O O O Cloud v v
12 Ducetal. [35] 2019 O . O O 0 O 0 Edge,Cloud v
13 Singhetal. [129] 2019 O . O O O 0 0 Cloud v v
14 Verma et al. [151] 2021 O . O O O O O Cloud v
15 Jawaddi et al. [68] 2022 O . O 0 O 0 O Cloud v
16  Shakarami et al. [123] 2022 O . O O O O O Edge Fogs v v
17 Dogani et al. [33] 2023 0 . 0 O 0 0 O Cloud,Edge,Fogs vV
18  Kauretal. [71] 2023 0 . O O 0 O 0 Fog v
19 Aletal [11] 2024 O . O . O O O Cloud .
20  Tarietal. [140] 2024 O . 0 O O 0 0 Cloud v v
21 Walia et al. [154] 2023 . . . . O O O Fog,Edges,IoT v Y
22 Gasmi et al. [42] 2022 . 0 . O O . O Fog v
23 Goudarzi et al. [49] 2022 O O . O O O O Fog,Edge v v
24 Jamil et al. [66] 2022 0 O . . O O O Fog,IoE v v
25  Kumar et al. [73] 2022 . O . O O O O Fog,Edge . v
26 Tocze et al. [142] 2018 O O O . O O O Edge v v
27  Hongetal. [55] 2019 O 0 O . O O 0 Fog,Edge v
28  Noor et al. [100] 2020 O O O . O O O Edge

29  Afrinetal [6] 2021 0 O O . O 0 O Cloud v v
30  Naren et al. [96] 2021 O 0 O . O O O Edge v
31  Guptaetal. [51] 2023 O O O . O O O Fog . v
32 Iftikhar et al. [62] 2023 O O O . O O 0 Cloud,Edge.Fogs vV
33 Zhang et al. [168] 2023 O O . . O O O Edge v
34  Alsadie et al. [15] 2024 O O . . O O 0 Fog v
35  Baidya et al. [22] 2024 0 0 O . O O O Edge v
36  Zolghadrietal. [177] 2024 O 0 O . O O O Fog v v
37  This Survey (Our work) . . . . . . . Fog,Edge v v

Abbreviations Guide: PL: Placement, RP: Resource Provisioning, TS: Task Scheduling, RA: Resource Allocation, RS: Replica Selection, EE:
Energy Efficiency, MS: Microservice, EN: Environment, TX: Taxonomy, Ol: Open Issue.

3 Energy-Efficient Resource Management in Microservices-based Fog and Edge Computing

The proliferation of edge and fog computing architectures has significantly transformed the landscape of dis-
tributed computing by bringing computational resources closer to the end-users. However, managing resources
in such heterogeneous and dynamic environments is a complex challenge that requires efficient mechanisms to
ensure optimal system performance while meeting the QoS demands of various applications. Typically, resource
management encompasses critical tasks such as placement of services, provisioning of resources (autoscaling),
scheduling and offloading of tasks, allocation of available resources, and selecting appropriate replicas.
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Fig. 3. Taxonomy of Resource Management in fog and edge computing.

Placement decisions determine the optimal location of microservices or applications across fog and edge nodes
to minimize latency and improve resource utilization. Resource provisioning mechanisms, such as autoscaling,
dynamically adjust resource allocation based on workload fluctuations, ensuring performance efficiency and
energy savings. Task scheduling and offloading distribute computational tasks across edge, fog, and cloud layers,
considering constraints like computational capacity, network bandwidth, and energy efficiency for seamless
execution. Resource allocation assigns available resources to tasks or services, accounting for real-time availability
and QoS parameters, which include service level agreement (SLA), deadline, number of satisfied requests, and
failed request rate. Replica selection directs requests to the most suitable service replica, balancing load and
reducing latency. This work comprehensively examines these aspects using a structured taxonomy, as illustrated in
Fig.3, providing a detailed framework for efficient resource management in fog and edge computing environments.
Energy optimization in fog/edge systems manifests in three primary forms—computation, communication, and
storage energy. Throughout this survey, each reviewed work is categorized according to its dominant energy
domain, enabling a fine-grained understanding of trade-offs between energy efficiency and other objectives such
as latency and QoS.

3.1 Placement

Placement in MEC and fog computing is a cornerstone of efficient resource management, ensuring the optimal
allocation of services and microservices across distributed nodes. In these environments, the placement process
directly impacts critical performance metrics such as energy consumption, latency, network utilization, and
system reliability. By strategically assigning computational tasks to appropriate nodes, placement mechanisms
enable the seamless execution of services close to the data source, thereby minimizing communication overhead
and enhancing real-time responsiveness. The rise of MSAs has added another layer of complexity to placement
strategies. Microservices, characterized by their modular and distributed nature, require meticulous mapping
to ensure low latency and effective inter-service communication, all while balancing resource constraints.
Furthermore, the dynamic and heterogeneous nature of edge and fog environments presents additional challenges,
such as fluctuating workloads, mobility, and energy efficiency. Given the complexities of placement strategies
in MEC and fog computing environments, it is essential to explore diverse algorithmic approaches tailored to
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Table 2. Optimization objectives and algorithms in placement strategies

Objectives Algorithm .
Row CatName Year T CT JLB QoS TP MEB M% B Envrionment
1 Ahvar et al. [9] 2021 - V- - - v -V - Edge
2 Qu et al. [105] 2021 - - - - - v - Y - Edge
3 Omer et al. [101] 2021 - v Y - - v v - Fog
4 Ahmed et al. [7] 2023 vV V- v - v - - - Cloud
5 Kumar et al. [74] 2024 - V- - - v - - - Fog
6 Arzo et al. [18] 2024 vV - - -V v - - - Edge
7 Liang et al. [79] 2024 - V- - - v - - - Edge
8 Singh et al. [130] 2023 - V- - - - vV - V Fog
9 Srichandan et al. [134] 2024 vV vV - VY - - v -V  Hybrid
10  Rajagopal et al. [106] 2023 v V- - - - v - - Hybrid
11 Afachao et al. [5] 2024 V- - - - v - - Hybrid
12 Sharma et al. [124] 2024 vV - - - - - V- - Fog
13 Goudarzi et al. [48] 2021 - V- - - v - Y - Hybrid
14  Premsankar et al. [103] 2022 v - - - - v - Y - Edge
15 Ray et al. [109] 2023 - - - v v - Edge
16 Hassan et al. [52] 2020 v - - - - -V - Fog
17  Zengetal. [166] 2020 - - V- - - - v - Fog
18 Thanh et al. [141] 2021 - - - - - - - Vv - Hybrid
19 Tzenetopoulos et al. [145] 2021 v - - - - -V Edge
20  Songetal [132] 2023 - - - - - - v - Edge
21 Taleb et al. [139] 2024 - - - - - -V - Hybrid
22 Fang et al. [38] 2020 v - - - - - - Vv v Edge-Cloud
23 Natesha et al. [97] 2021 v V- - - - - - v Fog
24  Wang etal. [157] 2021 - V- - - - - -V Edge
25  Ghobaei-Aranietal. [46] 2022 vV - - V / - - - v Fog
26 Mortazavi et al. [92] 2022 - - - - - - - v Fog
27 Zhao et al. [169] 2022 v V- - - - - v Fog
28 Natesha et al. [98] 2022 v vV - - - - - Vv Fog
29 Liu et al. [81] 2022 V- - v - - - - v/ Hybrid
30 e{HU2023 et al. [60] 2023 - - - M - - - - v/ Hybrid
31  Asgharietal [19] 2023 v - - - - - - -V Edge
32 Zare et al. [165] 2024 vV V- -V - - - v Fog
33 Dogani et al. [34] 2024 vV V- - - - - - v Fog
34 Ghasemi et al. [44] 2024 vV - - - - - - -V Fog

Abbreviations Guide: LT: Latency, CT: Cost, LB: Load Balancing, TP: Throughput, MB: Mathematical-Based, ML: ML-Based, HB: Heuristic-
Based, MH: Metaheuristic-Based.

specific challenges. In the following sections, we will review various research papers, categorizing them based
on their underlying methodologies: Mathematical-based, ML-based, Heuristic-based, and Metaheuristic-based,
as shown in Table 2. Additionally, a detailed analysis of the advantages and disadvantages of each approach is
provided in Table 3.

3.1.1  Mathematical-based: Ahvar et al. [9] propose dynamic application component placement in edge clouds to
minimize energy costs and carbon emissions. Their model considers geographic edge computing distribution,
energy price variability, and carbon emission rates, aiming to reduce energy consumption, emissions, and SLA
violations. The Dynamic Energy Cost and Carbon Emission-efficient Application placement method (DECA)
integrates a prediction-based A* algorithm with Fuzzy Sets for intelligent, adaptive placement decisions, leveraging
regional energy and carbon rate variations. In [105], Qu et al. optimize service placement in UAV-enabled MEC
to minimize user energy consumption under latency and resource constraints, enhancing efficiency in the SPUN
problem.

Kumar et al. [74] introduce a distributed fog service placement (DFSP) algorithm to optimize microservices
allocation in fog computing environments, targeting reductions in energy consumption and data transfer costs. The
model utilizes an iterative combinatorial auction with two variants: DFSP-GF for global cost optimization and DFSP-
NF for scalable local decision-making, ensuring energy efficiency and resource constraint adherence. In [18], Arzo
et al. advocate for MSA in network management systems to improve performance in edge/cloud environments.
Their research focuses on decomposing monolithic systems into scalable, containerized microservices using the
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Microservice-based SDN (MSN) framework, optimizing latency, throughput, resource utilization, and energy
consumption through a mathematical model that evaluates end-to-end performance and energy efficiency.

In [79], Liang et al. emphasize the optimization of Virtual Network Function (VNF) placement and traffic routing
in Green Mobile Edge Networks (GMENSs) to reduce energy costs while maintaining service availability. Their
model addresses dynamic green energy and wireless link availability, formulating the problem as an NP-hard
integer nonlinear programming (INLP) task, employing a two-stage online scheme for real-time adaptation.
In [101], Omer et al. address VM placement in cloud data centers (CDCs), highlighting inefficiencies in power,
network, and resource utilization. They formulate the VM placement problem as a MILP model, aiming to
minimize power consumption, network usage, and resource wastage. Their priority, power, and traffic-aware
approach optimizes VM placement, enhancing resource allocation and energy efficiency.

The articles [48, 52, 103, 109] primarily rely on their respective core algorithms but also incorporate mathe-
matical methods, such as optimization formulations, Lagrangian relaxation, probabilistic model checking, and
mixed-integer linear programming (MILP), to enhance decision-making and achieve energy efficiency, latency
reduction, service placement optimization, and QoS enhancement.

3.1.2  ML-based: Singh et al. [130] propose a secure two-step service placement framework to enhance QoS in
fog-cloud ecosystems. This framework addresses latency and security challenges by utilizing fog computing,
employing an improved Adaptive Neuro-Fuzzy Inference System (ANFIS) for service classification, and a hybrid
CGOA-GA algorithm for efficient fog-tier scheduling, focusing on minimizing makespan, computational cost, and
energy consumption. Srichandan et al. [134] introduce a novel framework for QoS-aware IoT request processing
in fog-cloud environments, addressing latency and resource constraints due to increasing data from Internet-
enabled devices. The model integrates a edge layer between devices and CDCs, utilizing ANFIS for request
classification and an Improved Honey Badger Algorithm (IHBA) for task scheduling, demonstrating significant
QoS improvements through simulations.

Rajagopal et al. [106] introduce FedSDM, a Federated Learning-based Smart Decision Making module, address-
ing privacy, data ownership, and application heterogeneity in IoT-integrated edge—fog—cloud smart healthcare
systems. The approach minimizes energy consumption, network usage, cost, execution time, and latency while
ensuring privacy, employing the Federated Averaging (FedAvg) algorithm for decentralized edge-layer processing,
outperforming fog and cloud deployments across all metrics. Afachao et al. [5] emphasize efficient microservice
deployment in edge-cloud networks for user-centric design. Their study optimizes resource allocation and service
placement to reduce execution time, network usage, migration delay, and energy consumption. The proposed
Bi-Generic Advantage Actor-Critic for Microservice Placement Policy (BAMPP) dynamically adapts to edge-cloud
conditions, ensuring optimal resource management.

Sharma et al. [124] present an intelligent service placement algorithm that employs a Double Deep Q-Network
with Prioritized Experience Replay (DDQN-PER) to improve service execution time and energy efficiency in
IoT-FC environments. The model addresses stochastic service demand and heterogeneous fog nodes, aiming
to reduce service latency and energy consumption while dynamically optimizing fog node selection. This DRL
approach effectively balances QoS and energy efficiency, contributing significantly to IoT-FC research.

3.1.3 Heuristic-based: Goudarzi et al. [48] propose a distributed technique for managing application placement
and migration in hierarchical fog and edge computing environments, addressing user mobility and diverse IoT
resource demands that exceed single-server capabilities. They utilize a weighted cost model to optimize response
time and energy consumption, dynamically allocating modules across servers while employing clustering to
enhance energy efficiency and reduce communication overhead. Premsankar et al. [103] advocate for edge
computing as an effective strategy for deploying latency-sensitive Al applications, particularly those utilizing
DNN models, while alleviating energy demands from resource overprovisioning. Their model formulates a
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multiperiod optimization problem to optimize placement and request scheduling, employing a heuristic One-step
ahead algorithm and Lagrangian relaxation to enhance service consolidation and scheduling efficiency.

Ray et al. [109] propose an adaptive static-dynamic service placement policy for MEC that optimizes the trade-
offs between latency and energy consumption. Their model employs Probabilistic Model Checking to establish a
static policy that ensures probabilistic guarantees on energy-latency trade-offs, prioritizing renewable energy
availability and resource contention while adapting dynamically to runtime variability in user requirements.
Hassan et al. [52] examine service placement policies in fog-cloud ecosystems, emphasizing the maintenance of
high QoS for IoT applications while optimizing energy efficiency. They introduce MinRE, a priority-, network-,
and energy-aware placement policy that classifies services as critical or normal, employing heuristic algorithms
to minimize response time for critical services and reduce energy consumption for normal services.

Zeng et al. [166] examine energy-efficient service composition in green energy-powered Cyber—Physical edge
Systems (CPFS), aiming to minimize brown energy use through optimized source rate control, load balancing, and
service replica deployment. Formulated as an NP-hard MILP model, the approach seeks to maximize green energy
utilization while ensuring QoS. A heuristic algorithm yields near-optimal solutions, with simulations confirming
substantial energy savings. This study contributes a practical framework for sustainable service composition
in fog computing environments. Thanh et al. [141] propose an energy-aware Service Function Chaining (SFC)
embedding strategy to enhance resource and energy efficiency for IoT applications in edge-cloud environments.
Their Resource and Energy-Aware Service Chain Embedding (RE-SCE) algorithm addresses dynamic SFC requests
and resource constraints through VNF consolidation and offloading strategies, optimizing workload distribution
between edge devices and cloud servers while leveraging energy-efficient infrastructure.

Tzenetopoulos et al. [145] highlight the need for innovative approaches to reduce energy consumption
in heterogeneous, power-constrained edge-computing devices while maintaining QoS. They propose FADE,
a framework that decomposes applications into fine-grained serverless functions, optimizing energy-aware
function placement on edge devices through a heuristic-based algorithm that predicts energy consumption
and execution time while adhering to user-defined thresholds. Song et al. [132] propose an adaptive edge task
offloading scheme (SD-AETO) aimed at optimizing energy utilization and processing latency in MEC. Their
model integrates service deployment and task offloading to enhance Quality of Experience (QoE) for 5G/B5G,
IIoT, and computing networks, utilizing an approximate deployment graph (AD-graph) to minimize redundancy
and storage.

Taleb et al. [139] introduce a model for microservices placement in cloud-fog-edge infrastructures, addressing
challenges such as node failures, resource limitations, and network congestion. Their optimization goals include
reducing energy consumption and network load while ensuring acceptable response times. The approach combines
the Louvain algorithm for community detection with a greedy algorithm to strategically place microservices,
enhancing resource utilization and sustainability. Ahmed et al. [7], identify the challenge of optimizing service
migration in MEC systems, where energy consumption and migration costs need to be minimized amidst
heterogeneous server configurations and non-universal server presence across base stations. They formulate this
issue as a MILP model, aiming to reduce system energy use and migration costs while treating delay as a key
constraint. To address this, they propose ECQ, a heuristic-based method designed to deliver an energy-efficient,
cost-effective, and QoS-aware solution tailored to the dynamic and time-sensitive nature of real-world MEC
environments.

The articles [9, 105] primarily rely on their core algorithms but also incorporate heuristic methods, such as
Fuzzy Sets in DECA for optimizing energy cost and carbon emissions, and adaptive strategies in UAV-enabled
MEC for dynamic service provisioning, to enhance decision-making and system performance.

3.1.4 Metaheuristic-based: In the research conducted by Fang et al. [38], the authors tackle the challenges
associated with real-time processing of extensive IoT data within conventional cloud networks by introducing an
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edge-cloud computing architecture. Their optimization objectives focus on minimizing task latency and reducing
energy consumption, utilizing a heuristic dynamic task processing algorithm alongside an enhanced discrete
particle swarm optimization (PSO) algorithm for module placement and task scheduling. Natesha et al. [97]
propose the Elitism-based GA (EGA) as an effective solution for the challenges of IoT service placement in
fog computing environments. This issue arises from the geographically distributed nature of fog nodes and
their limited resources. The optimization aims to minimize service time, cost, and energy consumption while
maintaining QoS, employing a two-level resource provisioning framework utilizing Docker and containers.

Wang et al. [157] propose an effective edge-intelligent service placement algorithm (EISPA) to enhance the
performance of 5G-and-beyond Industrial IoT (IIoT) by ensuring service continuity and optimizing system
costs under energy constraints. Their model utilizes Multi-Access edge computing to overcome traditional
cloud computing limitations in low-latency sensor networks, addressing service discontinuity caused by device
mobility. Ghobaei-Arani et al. [46] highlight the increased demand for efficient data processing in fog computing
environments due to the rapid growth of IoT applications and the emergence of 5G networks. They introduce a
cost-efficient IoT service placement approach utilizing the Whale Optimization Algorithm (WOA) to optimize
resource usage, minimize energy consumption, and reduce service delay while satisfying QoS requirements.

Mortazavi et al. [92] highlight the benefits of deploying IoT applications in fog computing environments, par-
ticularly for time-sensitive tasks, by conserving network bandwidth and cloud resources. To address inefficiencies
in service deployment, such as resource waste and increased power consumption, they introduce a Discrete
Cuckoo Search Algorithm (CSA-SP). This metaheuristic approach optimizes service placement across fog and
cloud nodes, minimizing power consumption while ensuring reliability and avoiding single points of failure.
Zhao et al. [169] emphasize the need for efficient service placement mechanisms in fog computing due to the
rapid growth of IoT applications. They propose FSP-ODMA, a QoS-aware mechanism utilizing the Open-source
Development Model Algorithm (ODMA) to optimize service deployment on fog nodes. This approach minimizes
service cost, energy consumption, response time, and latency while maximizing resource utilization, addressing
the challenges of energy efficiency and latency in fog computing.

According to [98], Natesha et al. propose that meta-heuristic-based hybrid service placement strategies can
significantly enhance the efficiency of fog computing architectures for IIoT applications. The study develops
two hybrid algorithms, MGAPSO and EGAPSO, integrating GA and PSO with Elitism-based GA (EGA) to
optimize service placement in a two-level fog computing framework, aiming to minimize service time, cost,
and energy consumption while ensuring QoS. The NP-hard problem of service placement is addressed, with
EGAPSO outperforming state-of-the-art strategies in efficiency and resource utilization. Energy consumption is
minimized through optimized load distribution, resource utilization, and explicit consideration of energy during
data processing and transmission. In their work [81], Liu et al. propose a conceptual framework for IoT service
placement in fog computing using the Cuckoo Search Algorithm (CSA) to optimize resource utilization, energy
consumption, and QoS. The problem involves efficiently mapping IoT applications to fog cells, modeled as a
multi-objective optimization problem considering resource heterogeneity and constraints like CPU, RAM, and
storage. The solution leverages CSA to minimize energy consumption, delay, response time, SLA violations, and
cost while maximizing fog utilization.

In [60], HU et al. highlight the energy consumption challenges arising from increased communication among
IoT devices, wearable sensors, and cloud providers, particularly in cloud-edge data centers. To address this, they
propose an energy-aware service placement strategy using a hybrid meta-heuristic algorithm, GA-SSO, which
combines GA and Social Spider Optimization (SSO). This approach optimizes VM placement to minimize energy
consumption while maintaining QoS, ensuring reliability and safety for IoT applications. According to [19],
Asghari et al. propose an energy-aware edge server placement strategy using an improved Butterfly Optimization
Algorithm (BOA) combined with the Coral Reefs Optimization (CRO) algorithm. This approach addresses the
challenges of reducing energy consumption and minimizing network latency in edge computing environments.
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The BOA identifies optimal local server locations, while the CRO ensures global convergence, avoiding local
optima. Dynamic Voltage and Frequency Scaling (DVES) is integrated to further minimize energy usage based on
task requirements.

In [165], Zare et al. investigate the deployment of IoT services in fog computing using an Imperialist Competitive
Algorithm (ICA)-based approach to address the SPP. The study highlights the limitations of centralized cloud
computing for real-time IoT applications due to latency, advocating fog computing to bring processing closer to
the edge. The optimization goals include improving QoS, resource utilization, energy consumption, service cost,
delay cost, and throughput. The proposed SPP-ICA leverages ICA to prioritize and distribute IoT services across
fog nodes, optimizing energy usage and performance. In [34], Dogani et al. propose a two-tier multi-objective
optimization approach for dynamic service placement in container-based fog-cloud computing environments,
addressing the challenges of latency-sensitive IoT applications in traditional cloud computing. The system model
integrates fog computing to reduce network traffic and service delays, optimizing for latency, cost-efficiency, and
energy consumption. The solution employs Kubernetes for resource management and the NSGA-II algorithm to
reconcile conflicting objectives, achieving optimal service placement. As outlined in [44], Ghasemi et al. propose
the multi-objective Harris hawks optimization (MOHHO) algorithm to address service placement challenges in
fog computing. The system model optimizes energy consumption, end-to-end delay, and network utilization by
transforming the multi-objective problem into single-objective subproblems. MOHHO reduces energy usage by
turning off idle devices, which consume approximately 70% of their active state energy. CloudSim simulations
demonstrate that MOHHO outperforms existing algorithms by balancing workloads and optimizing resource
utilization, showcasing the efficacy of metaheuristic approaches in fog computing.

Both articles [130, 134] primarily rely on their core algorithms but also incorporate metaheuristic methods, such
as a hybrid chaotic grasshopper optimization algorithm (CGOA) with GA in the first article and an improved honey
badger algorithm (IHBA) with chaos theory in the second article, to enhance scheduling, resource utilization, and

QoS optimization in fog-cloud environments.

Table 3. Advantages & disadvantages for placement reviews

Article CE Eél:;gy SE Main Idea Advantages Disadvantages
DECA optimizes application placement Cor.nb.m.es A" algorithm and Fuzzy Sets. fo.r Limited to batch applications, ineffective for
. optimizing energy cost and carbon emissions, . . .
[9] . O O in edge clouds for energy cost and carbon . . L - interactive environments, and does not fully
o supporting dynamic re-optimization via live . o
emissions S address real-time workload variations
migration
UAV-enabled mobile edge computing opti- E.fﬁc.l ent algorithms with proven convergence High computational complexity in worst-case
. . Lt significantly reduce energy consumption . . .
[105] . O O mizes service provisioning to reduce energy ) L scenarios, lacking theoretical performance
. through a comprehensive optimization s . .
consumption guarantees and scalability considerations
approach
. Tl‘ota'l (.Ilo.ud Data Cevter power consumPtlon Limited to cloud data centers, may not
Efficient VM placement reduces power, is minimized by efficient Physical Machines -
[101] . O O . - . . scale well to integrated IoT-Fog-Cloud
network, and resource waste being prioritized and active PMs being . - oo
environments without modification
reduced
L . L Reduces energy consumption, cuts migration Response time is higher than FullMig; limited
optimizing service migration in MEC systems F . .
[7] . O O costs compared to FullMig, improves response  to heuristic efficiency, may not fully adapt to
for energy, cost, and QoS . . X -
time over E-ware, ensures high QoS. extreme dynamic conditions.
DFSP algorithm minimizes power and data N . . High communication overhead (DFSP-GF)
. . Offers fast convergence, privacy preservation, _ . .
[74] . O O transfer costs in fog computing through L ] with unaddressed dynamic performance
N and scalable, cost-optimized solutions . L A
auctions issues and limited exploration of global vs
. . Provides a detailed mathematical formulation ~Limited analysis of microservice placement
A mathematical model analyzes and optimizes . P -
[18] . O O . S . and experimental validation for scalable for energy efficiency and trade-offs between
microservices in edge/cloud environments . . .
network architecture design energy and performance metrics
'VNF placement and traffic routing in GMENs ~ An online strategy ensures service availability ~Simplified green energy model that ignores
[79] . O O minimize energy costs while ensuring service and reduces energy costs amid real-time real-world energy fluctuations, limiting
availability green energy changes practical applicability
A secure two-step service placement frame- ~ ML-based classification with CGOA-GA
[130] . O O work uses ML and metaheuristics to optimize improves QoS metrics using chaos theory and Limited testing in dynamic environments

QoS in fog-cloud ecosystems

opposition-based learning

Continued on next page
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Table 3. Advantages & disadvantages for placement reviews
Article CE Eg:];gy SE Main Idea Advantages Disadvantages
[134] O O O idlit:tlsl;:e]?oﬁ?gs“ﬁ);k tfi':l:g:ssr_:;:;arlrecioze Novel IHBA enhances QoS metrics with Lacks privacy/security considerations, load
quests g-tloud op uree ANFIS for intelligent classification prediction, and real-world validation
and service delay
FedSDM is a Federated Learning module for ~ Edge deployment reduces energy, cost, and Incomplete real-time energy analysis, limited
[106] . O O ECG data management in Edge-Fog-Cloud latency while ensuring privacy in healthcare  exploration of aggregation techniques, and no
environments through Federated Learning blockchain integration for security
BAMPP is a novel RL algorithm for resource  Demonstrates superior performance and Limited comparison with nature-inspired
[5] . O O allocation and microservice placement in adaptability in dynamic environments with algorithms, lack of scalability exploration, and
Edge-Cloud comprehensive metrics no real-world validation
A DDQN-PER-based algorithm optimizes Minimizes service latency and energy Lacks fault tolerance mechanisms, ignores
[124] . O O service execution time and energy in IoT-Fog  consumption while optimizing task execution resource contention risks, and does not
environments time provide replication for redundancy
A .ch-str-lbuted appllcat}on placement te-chmque Improves placement deployment time and Ignores server energy consumption al?d ]
[48] . O O minimizes response time and energy in . R monetary costs, limited to pre-copy migration
. . . reduces task execution costs and migrations
hierarchical fog/edge computing models
Energy-efficient service placement for AT Provides an energy-efficient heuristic solution ~Assumes predictable demand, limiting
[103] . O O applications optimizes DNN model placement ~with low latency maintenance, outperforming applicability in dynamic environments and
and scheduling baselines ignoring demand uncertainty
- . - ; Ignores heterogeneous MEC servers and relies
[109] . O O An adapt.lvei service placement policy for Guaral?tees on la.tency energy tra(%e c.)F.fs with on simulated data, with limited real-world
MEC optimizes latency-energy trade-offs dynamic adaptation to runtime variability validation
MinRE is a priority-aware service placement . . No support for dependent services, excludes
[52] . O O policy for IoT applications in fog-cloud Enhances energy consumption, deadline streaming applications, and ignores resource
. satisfaction, and response time ?
environments cost factors
Energy-efficient service composition in Achieves high energy efficiency and leverages Scalability issues in large deployments,
[166] . O O CPFS considers source rate control and load ~ green energy with a comprehensive MILP computationally intensive MILP, and limited
balancing formulation real-world validation
An energy-aware SFC embedding strategy Resource-efficient SFC embedding algorithm Fccu.ses on homogeneous SFCs, 1.1m1t1ng
s . ! . . applicability to complex topologies and
[141] . O O optimizes resource efficiency for IoT applica-  improves acceptance ratio and handles : . k
B R . increasing complexity from frequent VNF
tions dynamic loads effectively A
migrations
FADE decomposes applications into serverless Offers a tool-flow for profiling, energy Simplistic communication overhead modeling,
[145] . O O functions for energy-aware placement on prediction, and efficient function placement,  limited regression model features, and
edge devices optimizing resource use requires evaluation on larger edge clusters
SD-AETO optimizes energy and latency Increases edge offloading rates and lowers Does not differentiate between user equip-
[132] . O O in mobile edge computing through task resource consumption in massive task ment attributes and relies on simulations
offloading scenarios rather than real-world testing
L L . . Reduces energy consumption and improves Focuses on RAM, neglecting other resource
[139] . O O A heuristic model optimizes microservice sustainability through community-based constraints, with limited exploration of
placement in the Cloud-Fog-Edge continuum v y e s Hnts, W P
placement dynamic resource changes
A dynamic task processing algorithm reduces Decreases task latency and power consump-  Lacks dynamic modification of application
[38] . O O latency and power consumption in edge-cloud tion while enhancing application service mappings during execution and does not
computing quality optimize real-time resource utilization
- . . A formal energy model is used and empirical ~No consideration of interdependent IoT
EGA optimizes IoT service placement in fog P . . L o .
[97] . O O B R validation is performed with a physical power applications and limited evaluation in
computing to minimize time, cost, and energy .
meter complex scenarios
. - Lowers system cost and energy consumption, Longer decision-making times in large
[157] . O O EISPA uses PSO al}d SfA for service continuity excelling in industrial applications with PSO  systems, potential scalability issues, and
and cost optimization in Industrial IoT 7o . . N
and SA limited focus on time complexity optimization
. . . Lack of scalability validation in real-world
A cost-efficient IoT service placement Improves resource usage and service ac- systems, absence of privacy mechanisms
[46] . O O approacl? uses WOA to optimize resource use ceptance \yhlle reducing delay and energy and limited exploration of optimization
and service delay consumption .
techniques
CSA-SP balances power consumption and Significantly reduces power consumption Ignores fog pricing models, limited focus on
[92] . O O reliability in IoT application deployment in with high reliability for IoT applications, dynamic resource provisioning, and lacks
fog environments outperforming other algorithms detailed evaluation of scheduling strategies
ODMA optimizes service cost, energy, and Enhances resource usage and service accep-  Does not address reliability and safety in
[169] . O O response time in QoS-aware IoT service tance with a multi-objective optimization fog interactions, with limited exploration of
placement approach dynamic resource management
Hybrld strategles MGAPSO and EGAPSQ A detailed mathematical model for processing Igr%ores interdependent IToT relquest45, leading
[98] . O O minimize service time, cost, and energy in fog . . . to increased energy consumption with more
X and transmission energy is provided . © ,. .
computing fog nodes and limited scalability evaluation
A conceptual framework uses CSA for IoT Multi-objective optimization improves fog Incomplete trade-off analysis between energy
[81] . O O service placement to optimize resource use utilization and reduces energy consumption  consumption and delay, lacking dynamic
and QoS and service delay workload variation considerations
[60] . O O A hybrid GA-SSO strategy optimizes energy ~ Achieves 24% energy reduction and 88% QoS I;gff;&g?::y?zgfzi:i: i’ig::g:i q
consumption and QoS in IoT environments fitness with an innovative hybrid approach results pe:
An energy-aware edge server placement Reduces enerey and latency while improvin, No real-world validation, scalability chal-
[19] . O O method combines BOA and CRO to reduce 8y Y P € lenges not discussed, and limited focus on

energy and latency

scalability with DVFS techniques

resource management

Continued on next page
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Table 3. Advantages & disadvantages for placement reviews

Energy

Article CE CoF . SE

Main Idea Advantages Disadvantages

[165] O O O An ICA-based approach optimizes QoS and Iex:grove:n%eziosrtmzinnce tl;lye régl]‘;c_ﬁgAdDe};i{ Metaheuristic delays requests, no exploration
resource use in IoT service placement &y, using of DRL, and limited dynamic adaptability

framework
Dynamic service placement is achieved Enhances cost, latency, and energy con- No consideration of security and privacy,
[34] . O O through two-tier multi-objective optimization ~sumption through Kubernetes and NSGA-II limited execution time evaluation, and lacks
in fog-cloud optimization real-world implementation validation
MOHHO algorithm focuses on reducing en-  Effectively reduces energy consumption and  Slight increase in execution time compared to
[44] . O O ergy consumption and delay in fog computing end-to-end delay while improving network some algorithms, does not address security,
service placement utilization and limited focus on load balancing

Abbreviations: CE = Computation Energy, CoE = Communication Energy, SE = Storage Energy.

3.2 Resource Provisioning

Resource provisioning, particularly autoscaling, is a critical component in MEC and fog computing, enabling
dynamic adjustment of computational resources to meet fluctuating demand. In these environments, autoscaling
mechanisms ensure that resources are neither underutilized nor overburdened, thereby optimizing cost, energy
efficiency, and system performance. By automatically scaling resources up or down based on real-time workload
conditions, these mechanisms support the seamless execution of applications while maintaining QoS.

The dynamic nature of edge and fog environments, characterized by varying user demands, mobility, and
resource heterogeneity, poses significant challenges for autoscaling strategies. Effective resource provisioning
must account for factors such as latency sensitivity, energy constraints, and network bandwidth, all while
adapting to unpredictable workload patterns. Furthermore, the integration of MSAs adds complexity, as each
microservice may have unique resource requirements and scaling behaviors. In this section, we review and
categorize existing research on autoscaling techniques, focusing on Mathematical-based, ML-based, Heuristic-
based, and Metaheuristic-based, as shown in Table 4. The advantages and disadvantages of each method are
further explored in Table 5.

3.2.1  Mathematical-based: Qu et al. [105] discussed in Section 3.1 for placement, also optimize resource pro-
visioning in UAV-enabled MEC by addressing latency and energy constraints. According to [26], Cafiete et al.
propose a proactive horizontal autoscaling framework to address energy consumption and QoS challenges in
heterogeneous edge infrastructures. The optimization goals include minimizing global energy consumption,
reducing failed request rates, and maintaining reasonable execution times. The solution integrates a workload
predictor, an Essential Node Identifier (ENI) module, and a constraint satisfaction problem solved using the Z3
SMT solver to optimize node activation and task allocation.

In [88], Mays et al. highlight the challenges of transitioning to fog-native applications due to heterogeneous
capacities, energy prices, and supply. They introduce a decentralized algorithm, iADMM, based on the Alternating
Direction Method of Multipliers (ADMM), for intent-based workflow mapping and admission. The optimization
goals include minimizing operational costs while considering compute-network capacity, energy prices, and green
energy supply ratios. The solution leverages green energy and smart load distribution to reduce energy consump-
tion without compromising workflow intents, such as latency and resource constraints. In their work [115], Santos
et al. propose integrating fog computing with LPWANSs to address IoT challenges in Smart Cities, highlighting
the limitations of centralized cloud architectures in meeting low latency and high mobility requirements. They
introduce a MILP model to optimize end-to-end resource provisioning, incorporating SFC, LPWAN technologies,
and objectives like minimizing active nodes, reducing latency, and maximizing user requests. The model focuses
on energy efficiency through strategies such as Minimizing Active Nodes (MIN N), reducing operational costs
while maintaining service quality. Evaluated using Smart City use cases, the MILP formulation serves as a scalable
benchmark for resource provisioning in edge-cloud environments.
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Table 4. Optimization goals and methods in resource provisioning

Objectives Algorithm .
Row CatName Year T T )LB QoS TP VB M% o5 MH Envrionment
1 Qu et al. [105] 2021 - - v -V - Edge
2 Caiiete et al. [26] 2022 - - - - v - - - Edge
3 Mays et al. [88] 2022 - - - - v - - Fog
4 Santos et al. [115] 2021 V- - - v - - Fog
5 Hazra et al. [54] 2021 vV - - - - V- Fog
6 Xiang et al. [158] 2023 V- - - v - Edge
7 Faraji-Mehmandar et al. [39] 2022 vV v - VR Fog
8 Mekki et al. [90] 2023 - -V - v - Hybrid
9 Nandhakumar et al. [95] 2024 - v - v - Edge
10 Nizamis et al. [99] 2024 V - - v - Hybrid
11 Choupani et al. [29] 2024 - V- v - v Edge
12 Lietal. [77] 2021 vV -V - v -V Edge
13 Das et al. [31] 2022 - - - v v Edge
14 Siasi et al. [127] 2020 vV v v Hybrid
15 Adeppady et al. [4] 2023 V- v v - Edge
16 Xu et al. [161] 2022 V- - - - - - v Edge
17 Rajagopal et al. [107] 2023 v V- - - - -V Hybrid

Abbreviations Guide: LT: Latency, CT: Cost, LB: Load Balancing, TP: Throughput, MB: Mathematical-Based, ML: ML-Based, HB: Heuristic-
Based, MH: Metaheuristic-Based.

Both articles [31, 77] primarily rely on their main algorithms but also incorporate mathematical methods,
such as linear programming and Tabu Search in the first article for automatic scaling and replica placement
optimization, and multi-criteria optimization in the second article for context-aware data filtration and forwarding,
to enhance resource utilization and service efficiency.

322 ML-based: As delineated in [54], Hazra et al. advocate for the incorporation of DRL within green industrial
fog networks to enhance energy efficiency and mitigate latency for latency-sensitive IIoT applications. Their sys-
tem model confronts challenges related to effective service provisioning and energy optimization by implementing
a DRL-enabled partial service provisioning strategy, which allocates tasks among fog devices and cloud servers
to reduce centralized offloading. In the research conducted by Xiang et al. [158], the authors propose that MEC
systems can be dynamically reconfigured to markedly enhance energy efficiency, stability, and service response
times. Their system model processes service requests from mobile devices within a MEC framework, addressing
the escalating issue of energy consumption. The optimization objectives emphasize minimizing average service
response time while ensuring stability and energy efficiency through a reinforcement learning-based algorithm,
specifically the Deep Deterministic Policy Gradient (DDPG).

Faraji et al. [39] introduce a self-learning framework utilizing DRL to improve resource and service provisioning
in fog computing environments. The primary optimization goals encompass minimizing energy consumption,
latency, and operational costs while ensuring effective resource utilization. Their solution method employs a
DRL-based framework integrated with a DNN to adaptively allocate resources, leveraging historical strategies to
enhance overall efficiency. Mekki et al. [90] propose a Zero-touch Service Management (ZSM) framework that
employs ML and eXplainable AI (XAI) to tackle the complexities of fine-grained resource management in cloud-
native environments. The optimization objectives include minimizing resource over-provisioning, maintaining
service quality, and enhancing energy efficiency, particularly in edge computing contexts. Their solution method
integrates XGBoost for performance prediction and SHAP for explainable Al, facilitating precise vertical resource
autoscaling and root-cause analysis during service degradation.

In their study, Nandhakumar et al. [95] present EdgeAlSim, a lightweight Python-based toolkit designed
to address the increasing challenges of resource management in edge computing environments. Their system
model extends EdgeSimPy by incorporating Al models such as Multi-Armed Bandit with UCB, DQN, DQN-GNN,
and Actor-Critic Network to optimize power consumption and task migration. The optimization goals focus
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on minimizing energy usage and enhancing energy efficiency through improved task scheduling and service
migration.

Nizamis et al. [99] propose the ENACT framework, which signifies a substantial advancement in managing
hyper-distributed data-intensive applications across the edge-to-cloud continuum. The problem statement centers
on optimizing resource orchestration, dynamic scaling, and energy efficiency in distributed environments,
addressing challenges such as latency and resource utilization. Their optimization goals include minimizing
execution time and maximizing resource utilization, employing Al techniques, specifically Graph Neural Networks
(GNNs) and reinforcement learning (RL), for adaptive scheduling and predictive resource management. Choupani
et al. [29] identify the challenges associated with resource autoscaling and request scheduling in serverless edge
computing environments, which may result in inefficiencies and suboptimal QoS for users. To address this issue,
they propose a self-adaptive approach that integrates a Q-learning algorithm for dynamic scaling of function
instances with a heuristic algorithm for optimal request scheduling. This solution aims to enhance resource
efficiency while maintaining high QoS by accurately predicting the required number of active instances and
selecting the most suitable instances for incoming requests.

3.2.3 Heuristic-based: In the research conducted by Li et al. [77], the authors tackle challenges inherent in
edge-cloud environments, particularly concerning latency-sensitive applications and escalating data volumes.
They propose cost-aware automatic scaling and workload-aware replica management strategies. The optimization
objectives encompass reducing energy consumption, minimizing total costs, enhancing response times, and
balancing workloads through a dynamic threshold-based data migration strategy that utilizes historical data
and dynamic predictions. Das et al. [31] address the complexities of efficient data management in shared IoT
infrastructures, exacerbated by the proliferation of IoT devices and edge computing. They introduce CaDGen, a
framework designed to minimize energy consumption and optimize resource utilization. This framework employs
context-aware data filtration to mitigate irrelevant data transmission and a selective forwarding mechanism that
dynamically routes data based on load, energy, and buffer states.

In their study, Siasi et al. [127] propose a hybrid fog-cloud architecture that adeptly balances resource utilization,
network delay, and energy consumption for both delay-sensitive and delay-tolerant requests. Their system model
features a delay-aware SFC provisioning scheme that optimizes VNF placement across fog and cloud nodes,
prioritizing fog nodes for delay-sensitive requests while utilizing cloud nodes for delay-tolerant ones. Adeppady
et al. [4] assert that serverless edge computing can substantially diminish the energy footprint of edge data
centers through optimized microservice provisioning. Their study addresses the management of container states
(cold, warm, running) to balance energy efficiency with QoS requirements. The optimization goal focuses on
minimizing energy consumption while adhering to service delay constraints through a threshold-based algorithm
that dynamically manages container lifecycle based on request queue thresholds. This article [105] primarily
relies on its main algorithm but also incorporates heuristic methods, such as relaxation and randomized rounding
techniques, to address the MINLP problem and optimize service provisioning in UAV-enabled MEC.

3.2.4 Metaheuristic-based: As delineated in [161], Xu et al. posit that edge computing, as an extension of
cloud computing, can effectively mitigate challenges associated with uncertainty in workflow scheduling while
optimizing energy consumption and task completion time. Their system model employs a dynamic resource
provisioning method (UARP) within an SDN-based edge computing framework to address uncertainties such as
performance degradation and service failures. The optimization goals focus on minimizing energy consumption
and task completion time using the NSGA-III algorithm, with the solution method integrating SAW and MCDM
techniques for optimal scheduling, validated through comparative experiments. In the research conducted by
Rajagopal et al. [107], the authors propose a meta-heuristic-based resource provisioning model with mobility
management to enhance the efficiency of IoT microservices in smart healthcare systems. The study addresses
resource allocation and task scheduling challenges in fog and edge computing environments, aiming to optimize
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energy consumption, network usage, cost, execution time, and latency. The solution employs modified genetic
and flower pollination algorithms, demonstrating significant improvements in a simulated smart healthcare
application.

Table 5. Advantages & disadvantages for autoscaling reviews

Energy

Article s Cof . SE Main Idea Advantages Disadvantages
UAV-MEC energy optimization via joint Two optlmlzatlorf algorithms reduce UE Theoretlcal performance beyondv convergence
[105] . O energy consumption, ensure convergence, and  is not thoroughly analyzed, leaving gaps in

service, trajectory, and resource allocation

manage resources comprehensively

understanding efficiency

Achieves significant energy savings, main-

autoscaling can be time-consuming for

126] . O Proactive hl.arizontal autoscaling for edge tains high request success rates, and adapts to larger i.nfrastructures, requires adjustments
energy efficiency . . for optimal performance, and depends on
various edge configurations and workloads -
accurate workload predictions
Algorithm complexity hinders implementa-
o . . Minimizes operational costs, offers flexibility ~ tion in dynamic or large-scale fog networks,
(88] . O O ODeéfI:tzilgsd IADMM for fog microservice and scalability in fog environments, and decentralized coordination causes inefficien-
P incorporates green energy for sustainability cies, and green energy variability is not fully
addressed
. . . MILP model has high computational demands,
MILP model for fog/edge energy-efficient Optimizes cloud and wireless needs, provides limited scalability for real-time deployments
[115] O O O S trade-off insights, and integrates multiple ?
resource provisioning o . and performance may degrade for latency-
objectives for flexible resource management s -
sensitive objectives
. . IS Reduces energy consumption and latency, Does not address scalability challenges or
DRL- 1 . . 7 s PV .
[54] . O O rIZenbfz:) set;l]gil:::ksserwce provisioning in efficiently handles large-scale industrial focus on real-time adaptability in dynamic
g e applications environments
. . Balances response time, energy efficiency, and Uses a simplistic linear resource-performance
RL for MEC d figuration ts R X -~ !
[158] O O O o tir?‘lrize res g;in;;;ze;?; ergl::a lon to stability, improves system stability, and adapts model, lacks queue theory, and neglects
P P gy dynamically via reinforcement learning non-functional performance metrics
Reduces response time. cost. and ener Lacks predictive techniques for workload
DRL framework for fog resource and service P P 8y, estimation, DRL implementation is complex,
[39] O O O R enhances resource utilization, and adapts to . b .
provisioning and horizontal scaling strategies are not
workload changes N
comprehensively addressed
- . . S o Focuses on vertical scaling, lacks broader
[90] O O O ZSM w1th_ ML/XAI for vertical autoscaling in Scales CPU/m.emory l_)ased. on XAl insights, applicability, and ML/XAI reliance increases
cloud-native environments improves service quality with fewer resources .
complexity
. . Reduces power consumption using advanced  Lacks focus on practical implementation
S B models, promotes eco-friendly edge challenges, security/privacy concerns, an
o5 ildegnetlzilsrizaéindrwen edge resource manage Al models, p friendly edg halleng, Vi y d
computing, and supports diverse Al models edge device diversity
Ontimizes app deployment. enhances ener No robust solutions for cloud-to-edge con-
ENACT: Al for edge-to-cloud resource and Pt pp deployment, \erey tinuum, challenges in interoperability and
[99] . O O Lo efficiency with dynamic resource modeling, . .
energy optimization e N security, and requires further real-world
and supports hyper-distributed applications P
validation
[29] O O O optimizing serverless edge computing with High request success rate, reduced cold starts, Limited discussion on adaptive warm time,
-learning and heuristics efficient resource utilization, improved Qo! may not handle hi iverse QoS needs
learning and heuristi flicient tilization, improved QoS y not handle highly di S need:
Cost-aware scaling and replica management Reduces total cost, improves CPU utilization, %:ncl( S/;;:Altlil\itildotl;l Osfc:iitl‘ﬁfig( 1Z-d namic
[77] . O O g P € balances workloads, and minimizes response Y > Y .
for edge-cloud efficiency . . workloads, and security/fault-tolerance in
time and energy consumption .
replica management
[31] . O O CaDGen: Context-a\yare edge microservices S;i?z;z:i&;z:;f;n;::;?; l];:féo;iz(i?;?y No sgcurity/pfiyacy considerations in dat.a
for energy conservation Py sharing, and limited focus on task scheduling
and enhances network scalability
Delay-aware SFC provisionine in hybrid Balances fog and cloud solutions, reduces Ignores failure probabilities, lacks multi-tier
[127] O O O fo fc)l’oud architectpures & iy network delays, and improves energy and fog architecture exploration, and does not
e cost efficiency address resource management optimizations
Serverless edge microservice optimization Reduces energy and memory consumption in  Limited scalability in small-scale scenarios,
[4] . O O usin: contain%r management P edge data centers while maintaining service ~ NP-hard optimization complicates implemen-
& 8 quality tation, and lacks comprehensive testing
UARP: Dynamic resource provisioning for Addresses performance uncertainties, reduces Not validated in real-world scenarios, incom-
[161] . O O SDN-I;asgd edge workﬂowls) & energy and completion time, and uses SDN plete uncertainty coverage, and scalability
for dynamic resource management concerns in large-scale deployments
Outperforms in energy, network usage, Does not address regulatory compliance,
[107] . O O Meta-heuristic IoT resource provisioning for  cost, execution time, and latency, integrates ignores real-world user behavior impact,

smart healthcare

IoT mobility, and uses microservices for
scalability

and lacks scalability solutions for large-scale
deployments

Abbreviations: CE = Computation Energy, CoE = Communication Energy, SE = Storage Energy.
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3.3 Task Scheduling and Offloading

Task scheduling and offloading are pivotal in MEC and fog computing, as they determine how and where
computational tasks are executed to maximize efficiency and performance. These processes involve deciding
whether to process tasks locally on edge devices, offload them to nearby edge or fog nodes, or send them to
centralized cloud servers. The goal is to minimize latency, reduce energy consumption, and optimize resource
utilization while meeting application-specific requirements.

The complexity of task scheduling and offloading arises from the dynamic and heterogeneous nature of edge
and fog environments, where factors such as device mobility, network conditions, and resource availability
must be carefully considered. Additionally, the rise of latency-sensitive applications, such as augmented reality
(AR) and autonomous vehicles, has heightened the need for efficient scheduling and offloading strategies. In
this section, we explore various research contributions, as well as examining the role of Mathematical-based,
ML-based, Heuristic-based, and Metaheuristic-based techniques in addressing these challenges, as shown in
Table 6. Additionally, a detailed analysis of the advantages and disadvantages of each approach is provided in
Table 7.

3.3.1 Mathematical-based: In [53], Hazra et al. highlight fog computing as a transformative technology for
enhancing IoT application performance by decentralizing cloud services to the network edge. However, escalating
energy consumption in fog networks presents a critical efficiency challenge. To mitigate this, the authors propose
an Energy-Efficient Task Offloading (EETO) policy, integrating hierarchical fog networks with priority-aware
scheduling and data offloading. Utilizing Lyapunov optimization, EETO minimizes energy consumption, stabilizes
virtual queues, and ensures QoS compliance, optimizing the energy-performance trade-off. In [170], Zhao et al.
explore the integration of MEC with energy harvesting devices to reduce energy consumption while maintaining
high QoS for IoT applications. Addressing the challenge of limited computing resources, they formulate a
stochastic optimization problem to minimize energy and resource usage, leveraging energy harvesting and grid
optimization. The authors introduce an online Dynamic Offloading and Resource Scheduling (DORS) algorithm
based on Lyapunov optimization, transforming the stochastic problem into a deterministic framework for real-time
decision-making, thereby enhancing efficiency.

As described in [84], Luo et al. propose a multi-UAV-enabled MEC system to reduce ground users’ energy
consumption through optimized task scheduling, bit allocation, and UAV trajectory. The system employs a
two-layer optimization strategy: the upper layer uses dynamic programming for task scheduling, while the
lower layer applies ADMM for bit allocation and trajectory optimization, reducing computational complexity.
A re-optimization strategy prevents UAV path conflicts, ensuring operational safety and energy efficiency.
In [112], Samanta et al. introduce a dynamic microservice scheduling framework for MEC-enabled IoT platforms,
optimizing network delay, energy efficiency, QoS, and total network cost. The framework dynamically allocates
resources and schedules microservices, integrating energy consumption models and utility functions to balance
energy efficiency with performance. Through simulations, the authors demonstrate significant improvements in
delay, cost, satisfaction, ECR, failure rate, and throughput, providing a scalable solution to energy efficiency and
resource allocation challenges in edge computing and IoT.

In [10], Mays et al. propose iBADMM, a federated optimization algorithm for scheduling fog-native microser-
vice workflows across multi-domain edge-to-cloud ecosystems. The algorithm optimizes workflow placement,
mapping, routing, and admission while ensuring QoS thresholds and efficient data supply. By integrating Bender’s
decomposition with ADMM, iBADMM decomposes the problem into sub-problems for distributed decision-
making, achieving a 15% improvement in workflow greenness compared to iADMM, thereby enhancing energy
efficiency and environmental sustainability. According to [163], Yin et al. advocate for integrating energy harvest-
ing techniques into MEC systems to address mobile device battery limitations. Their system model minimizes the
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Table 6. Key optimization objectives and techniques in task scheduling

Objectives Algorithm .
Row CatName Year T T JLB QoS TP B Mi o5 M Envrionment
1 Hazra et al. [53] 2020 V- - v - v -V - Fog
2 Zhao et al. [170] 2021 - Vv - - - v - - - Edge
3 Luo et al. [84] 2021 - - - - - M - - - Edge
4 Samanta et al. [112] 2020 vV V- v v - - - Edge
5 Mays et al. [10] 2023 - V- - - v - - - Fog
6 Yin et al. [163] 2024 vV - - - - v - - - Edge
7 Raju et al. [108] 2023 V- -V - v v - - Fog
8 Zhao et al. [171] 2024 V- - - - v v - - Edge
9 Shruthi et al. [125] 2022 - v - - v - v/ Hybrid
10 Lakhan et al. [75] 2022 V- - - - - vV - Fog
11 Vijayalakshmi et al. [152] 2023 - - - / - - vV - Fog
12 Murtaza et al. [94] 2020 V- - - - - V- - Fog
13 Tulietal [144] 2021 vV - -V - v - Fog
14 Seo et al. [121] 2021 - - - v Y -V - Edge
15 Sellami et al. [120] 2022 vV - Y - v - v - Edge
16  Wang et al. [156] 2023 V- - - - V- - Edge
17 Filinis et al. [41] 2024 - V- - - v - - Edge
18 Zou et al. [179] 2024 V- - - v -V - Edge
19 Syrigos et al. [138] 2023 V- - - - v -V - Edge
20  Ijazetal [64] 2021 - - - - - - - Vv - Edge
21 Hosseini et al. [57] 2022 v - - Y - - -V - Fog
22 Azizi et al. [21] 2022 V- - v - - -V - Fog
23 Aslanpour et al. [20] 2022 v - - v - -V - Edge
24  Singhetal. [128] 2022 v - - - - - v - Fog
25  Hosseini et al. [58] 2023 V- - - - - - v - Fog
26 Verma et al. [150] 2024 V- - v - - -V - Edge
27  Huangetal. [61] 2023 V- - v - - - Vv - Edge
28  Alietal [13] 2024 V- - - - - -V - Edge
29 Krishnan et al. [72] 2024 vV V- v - - - - v/ Fog
30 Abdel-Basset et al. [3] 2020 - - - - - - - - v Fog
31 Abdel-Basset et al. [2] 2020 - Vv - - - - - -V Fog
32 Hoseiny et al. [56] 2021 V- - - - - -V Cloud-Fog
33 Dabiri et al. [30] 2022 V- - - - - - - v/ Cloud-Fog
34 Bali et al. [23] 2023 V- - - - - - -V Edge
35 Karami et al. [69] 2024 vV V- - - - -V Cloud-Fog
36 Salimi et al. [111] 2024 V- - v v - - - v/ Cloud-Fog
37 Shukla et al. [126] 2024 v V- - - - - vV V Fog
38  Mahapatra et al. [85] 2024 V- V- - - - v v Fog
39 Tjaz et al. [63] 2024 Vv V- - - - v Fog

Abbreviations Guide: LT: Latency, CT: Cost, LB: Load Balancing, TP: Throughput, MB: Mathematical-Based, ML: ML-Based, HB: Heuristic-
Based, MH: Metaheuristic-Based.

weighted sum of energy consumption and computational latency while ensuring stability, leveraging energy har-
vesting and DVFS for energy optimization. The authors develop an online Lyapunov optimization-based dynamic
task allocation (LODTA) algorithm, which adjusts CPU frequency and transmission power without requiring
future state predictions. Simulations demonstrate LODTA’s effectiveness in balancing energy consumption,
latency, and battery stability, ensuring efficient task backlogs and green computing in MEC systems.

The articles [108, 138, 171, 179] not only focus on their main algorithms but also explore mathematical
methods. For instance, the first article employs non-convex MINLP and fuzzy-based RL, while the second article
utilizes an M/G/1/PR queuing model combined with a DDPG algorithm to optimize task scheduling, energy
consumption, and QoS in fog and edge computing environments. Additionally, the third article incorporates
Lyapunov theory, Lagrangian relaxation, and dynamic programming, whereas the fourth article leverages integer
linear programming (ILP) to enhance energy efficiency, latency, and resource allocation in edge-edge collaboration
and cloud-to-things continuum environments.

3.3.2 ML-based: In their study, Raju et al. [108] propose a fuzzy RL-based task scheduling mechanism aimed at
significantly reducing service delay and energy consumption in fog-enabled IoT applications. They formulate the
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scheduling challenge as a MINLP model, focusing on minimizing energy consumption and service time while
adhering to deadline and resource constraints through a fuzzy-based RL approach. Zhao et al. [171] introduce an
energy-efficient and QoS-guaranteed edge task scheduling method, termed ETS-DDPG, which optimizes task
response time and energy consumption in edge computing environments. By integrating a DDPG algorithm
with an M/G/1/PR queuing model, the authors aim to minimize energy costs while ensuring QoS, demonstrating
superior performance in reducing both response time and energy consumption.

As detailed by Shruthi et al. [125], the integration of the Mayfly Taylor Optimization Algorithm (MTOA) with
Deep Q-Network (DQN) addresses dynamic scheduling challenges in fog-cloud computing environments. The
optimization focuses on minimizing energy consumption, reducing SLA violations, and optimizing computation
costs, employing DON for energy prediction and VM energy optimization to ensure efficient task scheduling
and load distribution. Lakhan et al. [75] propose a Federated Learning-Aware Multi-Objective Modeling and
Blockchain-Enabled system for IIoT applications, targeting energy consumption and application delay in decen-
tralized fog-cloud networks. Their optimization strategies, including Deadline-Efficient Task Sequencing and
Scheduling (DETS), Latency-Efficient Task Scheduling (LETS), and Energy-Efficient Task Scheduling (EETS), are
supported by the Blockchain-Enabled Federated Learning Algorithm Framework (DLEBAF) to enhance system
performance.

Vijayalakshmi et al. [152] explore a RL-based Multi-Objective Energy-Efficient Task Scheduling (MEETS-RL)
model for optimizing energy efficiency and task scheduling in fog-cloud IIoT systems. The model classifies
tasks using the ID3 algorithm and employs the First Fit algorithm for task offloading to CDCs, focusing on
minimizing energy consumption and maximizing task completion rates through a dynamic RL-based Task
Scheduling (RLTS) algorithm. Murtaza et al. [94] introduce the Learning Repository fog-cloud (LRFC) technique,
an adaptive task scheduling method addressing energy consumption and QoS challenges in fog computing.
The system incorporates a smart layer between IoE devices and fog nodes, utilizing rule-based learning and
case-based reasoning to allocate resources dynamically, thereby minimizing energy consumption and enhancing
QoS through reduced processing delays.

Tuli et al. [144] suggest that advanced optimization strategies and simulation frameworks can enhance task
placement and management in fog computing environments. They propose a Gradient-based Optimization
Strategy using Back-propagation of gradients with respect to Input (GOBI) and a Coupled Simulation and
Container Orchestration Framework (COSCO) to optimize QoS parameters, leveraging predictive digital-twin
models for improved reactivity and reduced scheduling overhead. Seo et al. [121] address the challenges of
scheduling multiple ML inference tasks on edge platforms with heterogeneous processors. Their optimization
goals include ensuring bounded response latency, energy efficiency, and high system throughput. The authors
employ heterogeneity-aware scheduling policies and a novel model slicing technique to decompose large ML
tasks into smaller sub-tasks, facilitating efficient workload allocation to energy-efficient processors.

Sellami et al. [120] propose a framework integrating DRL with Blockchain and Software-Defined Networking
(SDN) to enhance energy efficiency in 5G massive IoT edge networks. Their approach addresses complexity,
security, and energy consumption, focusing on reducing energy usage, improving throughput, and minimizing
latency through the Asynchronous Actor-Critic Agent (A3C) algorithm combined with Proof-of-Authority (PoA)
Blockchain consensus. Wang et al. [156] advocate for a cloud-native task scheduling strategy to enhance the
efficiency of the Internet of Vehicles (IoV). They introduce the cloud-native Vehicular edge computing Framework
(CVEF), which optimizes task scheduling using a Multi-Agent DDPG (MADDPG) algorithm within a Markov
game framework, thereby minimizing task execution latency and energy consumption. Filinis et al. [41] propose
a transition from centralized to distributed computing continuum systems for managing serverless applications
with strict QoS requirements. Their intent-driven orchestration approach utilizes RL for autoscaling and a
multi-objective optimization framework for scheduling, aiming to minimize latency, energy consumption, and
transformation costs.
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3.3.3 Heuristic-based: In their study, Zou et al. [179] address energy-constrained edge-edge collaboration chal-
lenges by proposing a Fine-Grained Service Lifetime Optimization (FGSLO) scheme. This approach minimizes
system delay while adhering to energy constraints through dynamic control of service lifetimes on edge servers.
The problem is decomposed into service placement, lifetime decision, and task scheduling sub-problems, solved
using dynamic programming and heuristic methods to optimize energy and delay. Syrigos et al. [138] propose the
Energy Efficient and Latency-Aware Scheduling (EELAS) framework to optimize resource allocation across the
cloud-to-things continuum. The framework minimizes energy consumption while meeting latency requirements
by formulating the problem as an ILP task and employing heuristic methods. Integrated with Kubernetes, EELAS
leverages Bender’s decomposition and ADMM for efficient load distribution and near-optimal energy savings.

Tjaz et al. [64] introduce the Energy-Makespan Multi-Objective Optimization (EM-MOO) algorithm for workflow
scheduling in fog-cloud environments. The algorithm balances energy consumption and application completion
time by scheduling latency-sensitive tasks to fog resources and computationally intensive tasks to cloud resources.
Using Deadline-Aware Stepwise Frequency Scaling (DAFS) and DVFS, EM-MOO dynamically adjusts processor
frequency, reducing energy consumption with minimal impact on makespan. Hosseini et al. [57] propose the
Priority Queue, Fuzzy, and Analytical Hierarchy Process (PQFAHP) algorithm for task scheduling in mobile
fog computing (MFC). The algorithm prioritizes tasks using a multi-criteria decision-making approach, con-
sidering completion time, energy consumption, RAM, and deadlines. PQFAHP minimizes energy consumption,
average waiting time, and delay while maximizing service level, addressing dynamic scheduling criteria in MFC
environments.

Azizi et al. [21] propose two semi-greedy-based algorithms, Priority-aware Semi-Greedy (PSG) and PSG
with Multistart Procedure (PSG-M), for task scheduling in fog computing. These algorithms optimize energy
consumption and minimize deadline violation times by incorporating controlled randomness to avoid local
optima. The approach enhances load distribution, resource utilization, and task completion timeliness in real-time
IoT applications. Aslanpour et al. [20] introduce energy-aware resource scheduling techniques for serverless
edge computing, focusing on IoT domains powered by renewable energy. The solution employs zone-oriented
and priority-based algorithms, incorporating sticky offloading and warm scheduling to minimize energy waste
and preserve QoS. A heuristic-based greedy algorithm is evaluated on a solar-powered Raspberry Pi cluster,
demonstrating operational availability and energy efficiency.

Singh et al. [128] propose an energy-efficient fuzzy data offloading (EEFO) scheme for Internet of Medical
Things (IoMT) systems in cloud-fog environments. The scheme classifies medical data into emergency, significant,
and general categories using fuzzy logic, prioritizing processing to minimize energy consumption and latency.
Dynamic clustering of fog nodes and adaptive scheduling enhance resource utilization and system performance
in IoMT applications. Hosseini et al. [58] propose an energy-efficient scheduling model for MFC, integrating
mobile network processing with edge computing. The model employs a Greedy Knapsack Offloading Algorithm
(GKOA) for task offloading and a High Low Priority Scheduling (HLPS) model using dual priority queues. These
techniques minimize energy consumption and improve resource allocation in fifth-generation networks.

Verma et al. [150] introduce LEASE, a dynamic, energy-aware resource scheduling framework for serverless
edge computing. LEASE employs a priority-based heuristic algorithm to offload functions from over-provisioned
to under-provisioned nodes, minimizing energy consumption while meeting microservice deadlines. The frame-
work addresses workload variability and strict latency constraints in edge environments. Huang et al. [61]
propose SatEdge, a satellite edge cloud platform, and the OMS-AM microservice scheduling algorithm. OMS-AM
optimizes task processing latency, energy consumption, and task failure rates in satellite-terrestrial networks.
Leveraging KubeEdge, the algorithm adapts to dynamic network topologies, enhancing satellite edge computing
efficiency and reliability. Ali et al. [13] propose EdgeBus, a framework for resource management in heterogeneous
MEC environments. The framework employs MANGQO, a lightweight scheduler, to minimize latency, energy
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consumption, and container migrations. Integrated with Kubernetes, EdgeBus uses co-simulation to evaluate
container migration impacts, balancing performance and resource utilization in MEC environments.

The articles [53], [75], [152], [126], and [85] primarily utilize their main algorithms while integrating various
heuristic methods to enhance performance in fog-cloud systems. For instance, [53] employs a priority-aware
queueing assignment policy to improve energy efficiency and task offloading. The first two articles [75] and [152]
incorporate techniques such as deadline-efficient task sequencing (DETS), latency-efficient task scheduling (LETS),
energy-efficient task scheduling (EETS), the ID3 algorithm for task classification, and the first fit algorithm for task
offloading to optimize resource management. Additionally, [126] combines a hybrid Harmony Search Algorithm
(HSA) with a GA, while [85] utilizes a Binary Linear-Weight JAYA (BLWJAYA) algorithm, both aimed at optimizing
task offloading, resource scheduling, and load balancing.

3.3.4 Metaheuristic-based: In [72], Krishnan et al. propose enhancing IoT integration with cloud and fog comput-
ing through dynamic optimization scheduling. The study introduces the Dynamic Mayfly Optimization Scheduling
(DMOS) algorithm, combining PSO, GA, and Firefly Algorithm (FA) to optimize resource allocation and task
scheduling. The objectives include minimizing energy consumption, meeting task deadlines, and ensuring system
reliability in multi-agent microservice cloud-fog architectures. In [3], Abdel et al. investigate an energy-aware
task scheduling model using the Marine Predators Algorithm (MPA) to improve QoS in IoT-based fog computing.
The study focuses on optimizing energy efficiency, reducing makespan, flow time, and carbon emissions. Two
modified versions of MPA—Modified MPA (MMPA) and Improved MMPA (IMMPA)—are proposed, with IMMPA
demonstrating superior performance in energy efficiency and workload distribution for IoT-based fog computing
systems.

According to [2], Abdel et al. highlight fog computing as a solution to enhance QoS in IloT applications by
addressing high latency and bandwidth demands in cloud computing. The authors propose the HHOLS algorithm,
integrating local search and swap mutation for efficient task scheduling in fog computing. This approach employs
a virtualized layered fog computing model, normalization, and scaling to optimize energy consumption and
makespan, improving workload distribution and system performance. As outlined in [23], Bali et al. propose the
Priority-aware Task Scheduling (PaTS) algorithm to manage data from industrial sensors in IoT applications.
The algorithm prioritizes tasks based on urgency, leveraging edge and cloud servers to minimize queue delay,
computation time, and energy consumption, thereby optimizing performance in IoT-based systems. In [126],
Shukla et al. introduce the Multi-Objective Task Offloading and Resource Scheduling (MOTORS) algorithm
for heterogeneous fog-cloud environments. The algorithm employs fuzzy dominance-based task clustering
and offloading (FDTCO) and a hybrid optimization-based resource scheduling algorithm (HORSA) to minimize
makespan, cost, and energy consumption while maximizing resource utilization.

According to [85], Mahapatra et al. propose an energy-aware task offloading and load balancing strategy for
latency-sensitive IoT applications in the fog-cloud continuum. The study introduces a Fuzzy logic algorithm for
task offloading and the Binary Linear-Weight JAYA (BLWJAYA) algorithm for scheduling, dynamically adjusting
weights to balance exploration and exploitation, thereby improving resource utilization and energy efficiency.
In [63], Jjaz et al. propose an energy-efficient time and cost (ETC) constraint scheduling algorithm for fog
computing integrated with IoT. The algorithm leverages an improved multi-objective differential evolution (I-
MODE) meta-heuristic to minimize execution time, energy consumption, and cost, incorporating deadline-aware
frequency scaling to optimize energy usage without compromising deadlines.

In [56], Hoseiny et al. address task scheduling in heterogeneous fog-cloud environments by formulating a
multi-objective optimization problem. Their priority-aware GA (PGA) integrates task classification and genetic
optimization to minimize computation time and energy consumption while maximizing deadline-satisfied tasks.
In [30], Dabiri et al. propose nature-inspired optimization techniques—grey wolf optimization (GWO) and
grasshopper optimization algorithm (GOA)—for job scheduling in hybrid fog-cloud systems. These algorithms

ACM Comput. Surv., Vol. 1, No. 01, Article 01. Publication date: January 2025.



01:26 « Vali, Azizi, Shojafar, and Buyya

aim to minimize deadline violation time and energy consumption by efficiently assigning tasks to computing
nodes.

In [69], Karami et al. address workflow scheduling in virtualized fog-cloud computing (VFCC) systems by
formulating a bi-objective optimization model. The proposed two-phase method combines NSGA-II with a semi-
greedy initialization and an energy-aware heuristic algorithm to balance makespan and energy consumption.
In [111], Salimi et al. propose a Greedy Randomized Adaptive Search Procedure (GRASP) for scheduling IoT tasks
in virtualized fog-cloud environments. The approach aims to enhance deadline satisfaction and minimize energy
consumption by optimizing task assignment to virtualized resources.

The article [125] primarily relies on its main algorithm but also incorporates a metaheuristic method, the Mayfly
Taylor Optimisation Algorithm (MTOA), to enhance dynamic scheduling and optimize energy consumption, SLA

violation, and computation cost in fog-cloud computing environments.

Table 7. Advantages & disadvantages for scheduling reviews

Energy

Article CE CoF . SE Main Idea Advantages Disadvantages
Proposes EETO policy for energy- Achieves significant energy savings, reduces ~ Does not optimize multiple QoS parameters,
[53] . O O performance trade-offs in IoT using Lyapunov queue waiting time, and improves throughput lacks reward-penalty strategies for resource
optimization in fog networks configurations
Introduces DORS algorithm for MEC with DORS algorithm balances cost and perfor- Assumes limitless cloud resources, ignores
[170] . O O energy harvesting, minimizing energy and mance, ensures queue stability, and adapts to  user interference, and lacks real-world
resource use while meeting QoS varying MEC workloads applicability
Optimizes task scheduling, bit allocation, and Two-layer optimization reduces user energy,  Scalability issues with users and UAVs,
[84] O . O UAV trajectory in multi-UAV MEC to reduce  avoids UAV conflicts, and outperforms greedy assumes fixed UAV altitude, and ignores other
user energy consumption and random strategies QoS metrics
Proposes microservice scheduling for MEC Improves network throughput, resource use, Ienores privacy concerns, lacks real-world
[112] O O O IoT platforms to optimize delay, energy, QoS, QoS, and reduces energy and failure rates, € P Y concerns,
. B . prototype for validation
and network price outperforming baselines
Introduces iBADMM for fog-native microser- Minimizes data sharing, improves workflow L
. . . . . Depends on green energy variability, strug-
[10] . O O vice workflows, focusing on green energy and greenness, and incorporates actor intents into P .
. . gles in high-cost edge environments
intent-awareness scheduling
Proposes joint task allocation and offloading  Introduces LODTA for dynamic task allo- Focuses on single mobile device, lacks multi-
[163] . O O in MEC with EH to minimize energy and cation, reduces task loss and latency, and device energy and latency optimization, and
latency while ensuring stability balances energy and delay scalability for large systems
Combines fuzzy logic and SARSA reinforce- ~ Reduces latency and energy, uses fuzzy . o
. . 3 A . Ignores device mobility and fog server
[108] . O O ment learning to minimize delay and energy  logic for prioritization, and ensures deadline . .
. . expansion, focuses only on task scheduling
under deadlines compliance
Introduces ETS-DDPG for edge task schedul- D‘ynamI-c Server power m.odelm_g, integration - -
. . . of real-time electricity prices, simultaneous Does not address failure rates, ignores task
[171] . O O ing using DDPG and M/G/1/PR queuing to PP ) S
L . optimization of energy and performance offloading and migration success rates
optimize response time and energy . S .
using deep reinforcement learning
Develops MTOA with DON for fog-cloud MTOA-based DON improves energy, SLA Lacks data privacy/security, focuses only
[125] . O O resource management, focusing on energy, violations, and cost, suitable for real-time data on scheduling, ignoring placement and
SLA violations, and cost centers provisioning
Proposes federated learning-aware multi- Improves energy efficiency, reduces training ~ No mobility support, limited application
[75] . O O objective modeling with blockchain for IloT  delay, and ensures secure data sharing via scope, and increased complexity with
energy and delay optimization blockchain blockchain and federated learning
Introduces MEETS-RL for fog-cloud IIoT to Achieves high task scheduling accuracy, Ignores VM reliability, introduces overhead
[152] . O O optimize task completion, resource use, and reduces energy, and outperforms FCFS, GfE,  in real-time applications, and lacks dynamic
energy efficiency SJF, RR, and LBP-ACS adaptation
Proposes LRFC for adaptive task scheduling ~ Introduces smart layer for efficient resource - . N
[94] . O O in fog computing to enhance QoS and energy allocation, reduces power consumption, and Limited scalability testing, ignores network
; i o ’ conditions, and lacks real-world deployment
efficiency uses formal verification
Introduces GOBI and COSCO for fog task Improves QoS (energy, response time, sched-  High computational overhead, lacks formal
[144] . O O placement, optimizing energy and response uling time), adapts quickly, and combines guarantees, and requires advanced infrastruc-
time simulation with AI ture
Proposes SLO-aware inference scheduling Reduces latency and SLO violations, achieves Limited fairness between tasks, effectiveness
[121] . O O for edge platforms to optimize ML model performance speedup, and lowers violation drops in high request rates or overloaded
mapping, latency, and energy rates systems
Integrates DRL, blockchain, and SDN for Improves energy efficiency, reduces latency, Lacks interoperability between distributed
[120] . O O energy-aware task scheduling in 5G IoT edge and uses blockehain for secure transactions ledg.ers, no federated le.zarnmg for scalability,
networks and increased complexity
. Integrates task scheduling, resource alloca- . . . L
[156] O O O Proposes multi-agent RL for IoV task schedul tion, and microservice deployment, reducing High computational complexity, andlimited

ing to minimize latency and energy

time and energy

scalability
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Table 7. Advantages & disadvantages for scheduling reviews

. Energy . .
Article CE CoF . SE Main Idea Advantages Disadvantages
Introduces intent-driven orchestration for Reduces QoS violations, total cost, and power . .
Over-provisions resources, and limited
[41] . O O serverless apps using RL for autoscaling and  consumption, managing dynamic workloads scalabI;’lit evaluation ?
multi-objective optimization with RL Y
Proposes FGSLO for edge-edge collaboration = Reduces task delays, optimizes resource use, No S(?a.lablhty analysis, ignores network
[179] . O O A R ) conditions, and focuses only on energy
to minimize delay under energy constraints and operates without cloud dependency constraints
Introduces EELAS for ML inference workload Reduces energy, improves 1ate1l1cy and No ML tralmnglsupporti lacks dynamic
[138] . O O a f resource use, and integrates with Kubernetes  workload profiling, and ignores workload
eployment, optimizing energy and latency -
for real-world deployment migration
Reduces energy, uses deadline-aware fre-
Proposes EM-MOO for fog-cloud workflow .o . -
[64] . O O scheduling, balancing energy and makespan ?I:Aaillcs}l;assahng, and balances energy and No exploration of advanced meta-heuristics
Introd.uc.es PQFAHP for mobile fog c({mputmg Re@ucgs waiting time, delay, and energy, Scalability issues, lacks forecasting system,
[57] . O O to optimize cost-latency trade-offs using fuzzy optimizes resource use, and combines L N
AHP multiple criteria for prioritization and limited scope to task scheduling
Proposes PS.G and PSG-M for_ deédl{neiaware’ Improves deadline compliance, reduces No support for dependent tasks, limited task
[21] . O O energy-efficient task scheduling in fog L AR . . .
computing energy, and minimizes violation time types, and single-task execution assumption
Introduces energy-aware resource scheduling Increases bottleneck node availability, reduces Limited scalability, no heterogeneity consid-
[20] . O O for serverless edge computing to enhance energy variance, and introduces sticky eration, and narrow focus on CPU-intensive
renewable energy use offloading and warm scheduling tasks
Proposes EEFO in cloud-fog-IoMT using fuzzy . Ignores network failures, multiple protocols
[128] . O O logic and adaptive scheduling for energy. Reduces energy, improves latency, and cause delays, and high architectural complex-
latency, and load balancing ’ ensures efficient load balancing ity ’
Introduces GKOA and HLPS for energy- Improves energy efficiency, reduces overhead No data security, lacks quick offloading
[58] . O O - I e . and delay, and optimizes task prioritization system, and limited focus on broader resource
efficient scheduling in mobile fog computing and resource allocation management
[150] . O O Proposes LEASE for serverless edge comput- 5:5:‘:;5;:;31};?;;0;:2; f\sﬁ;?;;;:};?é No deadline variation consideration, limited
ing to optimize latency-sensitive IoT services exploration of real-time scheduling thresholds
energy
Introduces SatEdge and OMS-AM for satellite- SatEdge provides scalable edge cloud plat- Limited experimental validation, struggles
[61] . O O terrestrial networks to optimize latency, form, OMS-AM reduces latency, and offers with complex mobility, and reliability con-
energy, and task failure rates comprehensive architecture cerns
Proposes EdgeBus for MEC resource man- Addresses user mobility and resource het- Ignores variable workloads, no stateful
[13] . O O agement, optimizing container placement, erogeneity, improves latency, and reduces migration, and limited real-world application
latency, and migration costs container migrations testing
;ntroduces DM'OS. f(?r-IoT task sched.ulmg DMOS outperforms in energy efficiency, _ Scalability challenges, resource overhead, and
[72] . O O in fog-cloud, minimizing energy while reduces latency, and optimizes resource use in . o
s sl . integration complexity in IoT systems
maintaining reliability cloud-fog environments
Proposes MPA for energy-aware task schedul- IMMPA outperforms in energy efficiency, No task dependency consideration, lacks
[3] . O O ing in IoT fog computing, optimizing energy, ~makespan, and environmental impact, real-world testing, and narrow focus on task
makespan, and emissions reducing CO; emissions scheduling
- L Outperforms in energy, makespan, cost, Limited to independent tasks, time-
[2] Immdu.ces HHOLS for task scheduling in fog flow time, and CO2 emission rate, offerin consuming local search, and no task mi-
4 g
computing to enhance IIoT QoS . . .
economic and environmental benefits gration support
N L A holistic modeling of server energy and a . .
56 optlmlz.mg ta.sk scheduling in fog-cloud ‘oint optimization with migration cost and Does not consider task dependencies or
J P 24
computing with PGA delay are performed network topology (noted as future work)
T - . Deadline violation time and energy consump- . L .
[30] . O O g}i;t;glfl:r;gcjgl;schedulmg in fog-cloud using tion are reduced, with the aid of a detailed :f:;::;,l;f time, especially for latency
) computational energy model
Introduces PaTS for task offloading and Reduces queue delay, computation time, and No real-time dynamic offloadine. and limited
[23] . O O scheduling in industrial IoT, minimizing delay energy, prioritizes tasks, and uses NSGA-II for scalability testi}rl] ¢ B
and energy optimization
o Lo Reduces makespan and energy consumption, . L .
[69] . O O opvtlmlzmg workflow scheduling in VFCC outperforms HEFT, Green-HEFT, MOHEFT, c.omplexlt.y of NSGA-II and heurlstlc combina:
using NSGA-IL and MOACO in quality metrics tion may increase computational overhead.
Lo L . Outperforms existing methods in deadline sat- . . . . s
1] . O O optimizing IoT task scheduling in VFCC using isfaction, response time, energy consumption Limited realism (e.g., no diverse task initiation
GRASP > N ? . ’ times or varying CPU power scales)
and makespan; simple and easy to implement.
Proposes MOTORS for multi-objective task Balances makespan, cost, and resource use, No deadline or cost constraint consideration,
[126] . O O offloading in fog-cloud, optimizing makespan, improves performance metrics, and uses limited optimization for communication-
cost, and energy hybrid GA + HS approach intensive tasks, and scalability issues
Introduces energy-aware offloading and Improves resource use, service rate, latency, - e
85 load balancing for IoT in fog-cloud, reducin; energy, and load balancing, uses fuzzy logic Ig.nores. task dependency., limited scalability
g g g 8y 1:5 y log]
latency and energy and JAYA algorithm discussion, and fuzzy logic overhead
Proposes ETC using I-'MODE for fog work- Reduces energy, execution time, and cost, uses Limited energy optimization scope, no real-
P g 8 8y, 8y op P
[63] . O O flow scheduling, optimizing time, energy, and DVFS for optimization, and scales well with  time adaptation, and high computational

cost

workflow size

complexity

Abbreviations: CE = Computation Energy, CoE = Communication Energy, SE = Storage Energy.
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Table 8. Summary of optimization approaches in resource allocation

Row CatName Year T C'[9 bJE;tlvgoS T B .?Alionlt.llx];n VH Envrionment
1 Zhao et al. [172] 2021 V- - v - v - - - Edge
2 Chang et al. [28] 2020 v V- - - v - - - Fog
3 Zhang et al. [167] 2020 v - - - - v - - - Edge
4 Li et al. [78] 2020 - - - - - v - - - Edge
5 Alharbi et al. [12] 2022 - V- - - v - - - Cloud-Fog
6 Mobhajer et al. [91] 2022 - - - -V v - - - Edge
7 Zhou et al. [175] 2022 V- - - - v - - - Edge
8 Bebortta et al. [24] 2023 V- - - - v - - - Fog
9 Vahabi et al. [147] 2023 - - - - v - - - Edge
10 Fé et al. [40] 2023 - - - - - v - - - Cloud-Fog
11 Sun et al. [135] 2020 V - - v -V - Fog
12 Qu et al. [105] 2021 - - - - - v -V - Edge
13 Bellal et al. [25] 2024 V- - - - v - - - Edge
14  Tong et al. [143] 2020 v - - - - V- - Edge
15 Zhu et al. [176] 2021 - - - - - - v - - Fog
16 Seid et al. [119] 2021 vV vV -/ - - v - - Edge
17 Santos et al. [114] 2021 - v - - - - v - - Fog
18 Santos et al. [116] 2021 vV V- v - - v - - Fog
19 Mekala et al. [89] 2022 - V- v - - v - - Edge
20  Wang et al. [156] 2023 v - - - - - V- - Edge
21  Lingayya et al. [80] 2024 V- - - - - vV V Edge
22 Xu et al. [160] 2020 V- - v - v -V Edge
23 Fan et al. [37] 2021 V - - - M -V - Edge
24 Yadavetal [162] 2020 v - - - - - -V - Edge
25 Mahmud et al. [86] 2021 v - - - - - vV - Fog
26 Kumar et al. [74] 2024 - V- - - - -V - Fog
27  Yuanetal [164] 2020 v vV VY - - - v Vv Edge
28 Li et al. [76] 2021 vV - - - - - - - v Edge
29 Abbasi et al. [1] 2021 V- - - - - - - v/ Fog
30 Cao et al. [27] 2021 v V V O/ - - - - v Edge
31  Apatetal [17] 2024 - V- - - - - - Vv Fog
32 Liu et al. [82] 2024 V- V- - - - - v Edge
33 Ghasemzadeh et al. [45] 2024 vV - - - - - - v/ Edge

Abbreviations Guide: LT: Latency, CT: Cost, LB: Load Balancing, TP: Throughput, MB: Mathematical-Based, ML: ML-Based, HB: Heuristic-
Based, MH: Metaheuristic-Based.

3.4 Resource Allocation

Resource allocation in MEC and fog computing is a fundamental process that ensures the fair and efficient
distribution of computational, storage, and network resources among competing applications and users. Effective
resource allocation is essential for maintaining high system performance, meeting QoS requirements, and ensuring
energy efficiency in resource-constrained edge and fog environments.

The challenges of resource allocation are compounded by the dynamic and distributed nature of these environ-
ments, where resources are often limited, heterogeneous, and subject to frequent changes in demand. Moreover,
the need to support diverse applications with varying latency, bandwidth, and computational requirements further
complicates the allocation process. In this section, we review and classify existing research on resource allocation
strategies, focusing on Mathematical-based, ML-based, Heuristic-based, and Metaheuristic-based approaches, as
well as their effectiveness in addressing the unique challenges of MEC and fog computing, as shown in Table 8.
The advantages and disadvantages of each method are further explored in Table 9.

3.4.1 Mathematical-based: In [172], Zhao et al. address energy minimization in MEC systems while meeting
latency constraints. They decompose the problem into offloading ratio selection, transmission power optimization,
and resource allocation, solving them iteratively using the Block Coordinate Descent (BCD) method. Advanced
techniques like parametric convex programming and the primal-dual method ensure energy efficiency through
closed-form solutions. In [28], Chang et al. propose a fog computing system to enhance IoT performance by
offloading tasks to fog nodes (FNs). The authors introduce a dynamic optimization scheme coordinating radio and
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computational resources, minimizing system costs, including latency and energy consumption. energy harvesting
is integrated to extend mobile device lifetimes, with evaluations validating the scheme’s efficiency in improving
system performance.

Zhang et al. in [167] propose dynamic task offloading and resource allocation in MEC-enabled dense cloud
Radio Access Networks (C-RAN) to optimize energy efficiency and service delay. They formulate a stochastic
mixed-INLP problem, decomposing it into four subproblems using Lyapunov optimization theory. The solution
employs convex decomposition methods and matching game theory, achieving superior performance in energy
efficiency and service delay. In [78], Li et al. improve energy efficiency in UAV-assisted MEC through joint
optimization of UAV trajectory, user transmit power, and computation load allocation. The study employs the
Dinkelbach algorithm, SCA, and ADMM to address the nonconvex problem, integrating spatial distribution
estimation to adapt to limited user mobility information, ensuring adaptability under uncertainty.

As outlined in [12], Alharbi et al. propose a multi-objective optimization framework for energy-efficient
UAV-based service offloading over cloud-fog architectures. Using a MILP approach, the model minimizes cost
functions such as end-to-end network power consumption and UAV flight distance, prioritizing energy-saving
strategies in resource allocation and trajectory planning. In [91], Mohajer et al. introduce a dynamic optimization
model to enhance energy efficiency and user fairness in NOMA-based MEC systems. The model maximizes
uplink/downlink energy efficiency while adhering to QoS constraints, employing a subgradient method for
resource allocation and SCA with dual decomposition, achieving significant improvements in energy efficiency
and fairness.

Zhou et al. in [175] integrate dense small cell networks with MEC to address user equipment computational
limitations and 5G latency requirements. Their optimization approach minimizes service delay under long-term
energy constraints, utilizing a two-layer method combining Gibbs sampling for user equipment assignment and
Lyapunov optimization for resource allocation, balancing energy consumption and delay. In [24], Bebortta et
al. propose an optimal fog-cloud offloading framework to mitigate energy consumption and service latency in
heterogeneous IoT networks. The study formulates the problem as a dynamic ILP technique, focusing on task
offloading optimization while ensuring timely task completion, demonstrating superior energy efficiency and
reduced latency.

As outlined in [147], Vahabi et al. propose an energy-efficient resource management technique for Function-
as-a-Service (FaaS) edge computing platforms. The approach minimizes energy consumption and SLA violations
through a system model that dynamically schedules edge nodes based on demand, utilizing linear programming to
optimize resource allocation and maintain QoS. In [40], Fé et al. explore a model-driven approach to evaluate the
dependability and energy consumption of Kubernetes-based cloud-fog systems. The authors propose a framework
balancing dependability and energy efficiency, employing stochastic modeling and sensitivity analysis to quantify
energy usage and assess redundancy impacts, improving resource allocation and reducing environmental impact.

According to [135], Sun et al. propose a general IoT-fog-cloud architecture to optimize energy consumption
and task completion time. They introduce the Energy and Time Efficient Computation Offloading and Resource
Allocation (ETCORA) algorithm, employing dynamic transmission power allocation using a Newton iteration
method, demonstrating superior performance in reducing energy consumption and completion time. In [105], Qu
et al. introduce two alternating optimization methods (BnB with SCA, and relaxation with randomized rounding)
for efficient computation resource allocation in SPUN, focusing on energy minimization in UAV-enabled MEC
systems. According to [25], Bellal et al. propose the GAS framework, enhancing energy efficiency in edge
computing microservices (ECM) while meeting stringent latency requirements. The framework leverages DVFS
to dynamically adjust CPU frequency and voltage, minimizing energy consumption without compromising
latency, ensuring sustainable edge computing in energy-constrained environments.
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3.4.2 MlL-based: As outlined in [143], Tong et al. address the increasing demand for data processing in mobile
environments by proposing an adaptive task offloading and resource allocation algorithm within a MEC framework.
Utilizing DRL, the algorithm aims to minimize average task response time and total system energy consumption,
validated through simulations that demonstrate its scalability and efficiency. In their work [176], Zhu et al.
introduce the Energy-Efficient Deep Reinforced Traffic Grooming (EDTG) algorithm to mitigate uneven traffic
distribution in elastic optical networks (EONs) for cloud-FC. The optimization goal is to minimize energy
consumption by reducing the utilization of network resources. The method employs a DRL-based framework,
converting network states into images for feature extraction and optimizing grooming strategies through a
reward-punishment mechanism.

Seid et al. in [119] propose a multi-agent DRL (MADRL) approach to enhance task offloading and resource
allocation in multi-UAV-enabled IoT edge networks. This method addresses the limitations of computational
capacity and energy availability in edge user equipment. The optimization goal is to minimize overall network
computation costs while ensuring QoS, utilizing the Multi-Agent DDPG (MADDPG) algorithm for cooperative
optimization. In the study presented in [114], Santos et al. demonstrate that RL can optimize SFC allocation in fog
computing environments. The authors leverage RL to address the dynamic nature of modern networks, focusing
on minimizing system costs and enhancing energy efficiency. The solution employs a MILP formulation and
Q-learning for dynamic resource allocation, ensuring low latency and high service acceptance rates.

As outlined in [116], Santos et al. address the inadequacy of traditional cloud systems in managing the scalability
and heterogeneity of IoT devices. They propose a novel DRL approach, enhanced with double Q-learning and
Prioritized Experience Replay (PER), to optimize SFC allocation. The method achieves a 95% request acceptance
rate and demonstrates superior adaptability compared to traditional MILP formulations. In [89], Mekala et al.
propose a DRL-based service offloading (DSO) approach utilizing a directed acyclic graph (DAG) to optimize
resource sharing and improve service reliability in edge computing. The study addresses inefficiencies in Social
IoT (SIoT) applications by minimizing edge server costs through a DRL-influenced resource and execution time
analysis model, effectively reducing energy consumption.

Wang et al. [156], discussed in Section 3.3 for Task Scheduling, also propose a cloud-native resource allocation
strategy to enhance the efficiency of the IoV. They introduce the CVEF, which optimizes resource allocation energy
consumption, considering various network characteristics. In their work [80], Lingayya et al. propose a dynamic
task offloading framework for resource allocation and privacy preservation in KubeEdge-based edge computing.
The framework employs ML, blockchain, and RL to enhance efficiency and security. The solution integrates
a privacy-preserving blockchain mechanism and a Multi-Agent Collaborative-RL approach, demonstrating
improved offloading rates and reduced resource consumption while balancing latency and throughput for IoT
applications.

3.4.3 Heuristic-based: In their work [160], Xu et al. propose a joint optimization framework to minimize energy
consumption in NOMA-based HetNets by optimizing task offloading, local CPU frequency, power control, and
resource allocation while meeting QoS requirements. The problem is decoupled into sub-problems, solved
iteratively using SCA and CCP techniques alongside heuristic algorithms like swap matching, demonstrating
superior energy efficiency in NOMA-based MEC networks. In the study presented in [37], Fan et al. propose
optimizing cloud-EC resource allocation and pricing for mobile blockchain environments using an iterative
greedy-and-search-based algorithm (IGS). The system model addresses high energy consumption in IoT devices
by offloading tasks to cloud/edge servers, formulated as a Stackelberg game to balance revenue and minimize
delays and energy consumption, employing IGS for efficient resource allocation and pricing.

According to [162], Yadav et al. propose Vehicular fog computing (VFC) to alleviate energy consumption
and service latency challenges in dynamic computation offloading. The system model introduces ECOS, an
energy-efficient scheme that minimizes energy and latency costs by leveraging underutilized vehicular resources,
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employing a heuristic-based algorithm to prioritize high CPU, low memory tasks for offloading, demonstrating
superior performance in simulations. In the study presented in [86], Mahmud et al. propose Con-Pj, a distributed
container-based framework for resource management in edge and fog computing, particularly for latency-sensitive
IoT applications on resource-constrained SBCs. The framework enhances resource sharing, energy efficiency,
and system longevity through containerization, dynamic task offloading, and renewable energy integration,
validated via real-world experiments demonstrating improved response time and energy usage. Building on their
DFSP algorithm, Kumar et al. [74] further optimize microservices allocation in fog computing environments.
Their iterative combinatorial auction approach, implemented through DFSP-GF and DFSP-NF variants, ensures
efficient resource allocation while minimizing energy consumption and data transfer costs, adhering to resource
constraints and scalability requirements.

The four articles [80, 105, 135, 164] primarily rely on their main algorithms but also incorporate heuristic
methods, such as the ETCORA algorithm in the first article, relaxation and randomized rounding techniques in
the second article, the Salp Swarm Algorithm and Hybrid Greedy Randomized Adaptive Stackelberg-Auction
Game Approach in the third article, and a simulated-annealing-based migrating birds optimization procedure in
the fourth article, to optimize energy consumption, resource allocation, task offloading, and privacy preservation
in IoT-fog-cloud, UAV-enabled MEC, and edge computing environments.

3.4.4 Metaheuristic-based: As outlined in [164], Yuan et al. propose a profit-maximized collaborative compu-
tation offloading and resource allocation algorithm to enhance the efficiency of distributed cloud and edge
computing systems. The study addresses the challenge of balancing energy consumption and resource allocation
between CDCs and edge computing layers, utilizing the Simulated-Annealing-based Migrating Birds Optimization
(SMBO) algorithm to optimize resources and load balance. In [76], Li et al. emphasize the importance of effective
computation offloading and resource allocation for improving service performance in MEC environments. The
authors introduce a dynamic computation offloading model using a GA to optimize processing delay and energy
consumption, alongside a resource allocation model based on utility maximization through a double auction
process.

In their work [1], Abbasi et al. propose intelligent workload allocation in IoT-fog-cloud architectures to enhance
MEC by reducing delay and power consumption. The study addresses challenges arising from IoT expansion
and 5G, introducing a modified energy model that incorporates green energy to optimize workload distribution
using the NSGA II multi-objective GA, ensuring quality and security. In the study presented in [27], Cao et
al. optimize the deployment of edge servers in the IoV by considering six key objectives: transmission delay,
workload balancing, energy consumption, deployment costs, network reliability, and the number of edge servers.
The authors construct a six-objective optimization model and employ the many-objective evolutionary algorithm
PCMalIA to achieve optimal edge server placement, enhancing system efficiency.

In their work [17], Apat et al. introduce a hybrid meta-heuristic algorithm that combines GA and Simulated
Annealing (SA) to address multi-objective IoT service placement in fog computing environments. The proposed
hybrid algorithm, FSPGSA, optimizes makespan, cost, and energy consumption under resource constraints,
demonstrating superior performance in minimizing multi-objective goals compared to other algorithms. As
outlined in [82], Liu et al. propose a multi-objective resource allocation method (MRAM) utilizing Pareto Archived
Evolution Strategy (PAES) to optimize completion time, load balance, and energy consumption in MEC for
IoT applications. The method addresses challenges in minimizing task completion time and enhancing energy
efficiency, employing PAES to identify Pareto-optimal strategies and Multiple Criteria Decision Making (MCDM)
for optimal resource management. According to [45], Ghasemzadeh et al. emphasize the importance of optimizing
edge server placement and allocation in MEC environments to enhance energy efficiency and reduce latency. The
study proposes a multi-objective approach that integrates decision variable classification and elitism, employing
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a modified NSGA-II algorithm with a novel mutation strategy, achieving significant improvements in latency and
energy savings compared to existing methods.

This article [80] primarily relies on its main algorithm but also incorporates metaheuristic methods, such as
the Salp Swarm Algorithm and a Hybrid Greedy Randomized Adaptive Stackelberg-Auction Game Approach, to

enhance resource allocation, task offloading, and privacy preservation in edge computing environments.

Table 9. Advantages & disadvantages for allocation reviews

. Energy . . .
Article CE CoE . SE Main Idea Advantages Disadvantages
Minimizes energy in MEC by optimizing task . .
[172] . O O offloading, transmission power, and resource Reduces energy, supports partial offloading, No dynamic environment consideration
allocation and outperforms reference schemes
Proposes dynamic resource allocation for IoT Jointly (.)ptlml.ZES oﬁloafimg, power, and - .
[28] . O O fog with EH, minimizing execution cost using subcarrier assignment, incorporates energy Limited scalability, and narrow focus on IoT
L harvesting, and handles stochastic environ- scenarios
Lyapunov optimization
ments
Introduces dynamic offloading and resource ~ Provides semidistributed algorithm for Assumes unlimited fronthaul capacity. ignores
[167] . O O allocation for MEC in dense C-RAN to energy-delay tradeoff, validated through S . pacity, ig
. . . limited fronthaul impact
optimize energy and delay simulations
Optimizes UAV trajectory, user power, and Uses SCA, Dinkelbach, and ADMM for Assumes limited user mobility knowledge.
[78] . O O computation load in UAV-assisted MEC for distributed solution, addresses user mobility . . . Y 8¢,
. . may miss real-time environmental changes
energy efficiency uncertainty
Proposes UAV.-ba.sgd service oﬂ‘loadmg m Provides multi-objective optimization for No real-time implementation, simplified UAV
[12] . O O cloud-fog, optimizing resource allocation and X . . . : .
. . energy efficiency, achieves power savings power modeling, and no multi-UAV scenarios
trajectory using MILP
Introduces dyna{nlf gptunlzatlon for. NOMA- Improves energy efficiency and th.ljoughput, Lacks dynamic energy efficiency, no mecha-
[91] O . O based MEC, maximizing energy efficiency and ensures fairness, and supports flexible . . b X
N N nisms for link capacity fluctuations
user fairness backhauling
Proposes service-oriented resource allocation Introduces blockchain-enabled image sharing, Ienores complex services and factors like
[175] . O O for blockchain MEC, optimizing deployment  uses two-layer optimization for resource sger ice relialf)ilit v
and power under energy constraints management M y
Introduces ILP-based fog-cloud offloading to ~ Balances computation and communication L . . . e
. Limited mobility consideration, and scalability
[24] . O O enhance energy efficiency and reduce latency overhead, reduces latency, and adapts to issues
in IoT real-time task requirements
Proposes energy-efficient resource manage-  Reduces SLA violations and energy con- Longer execution time, limited to periodic
[147] . O O ment for FaaS edge, minimizing energy and sumption, powers down idle nodes for invocations, and static edge resource assump-
SLA violations sustainability tion
Presents model-driven approach for depend-  Provides hierarchical model for dependability ~Limited autoscaling analysis, no focus on
[40] . O O ability and power trade-offs in Kubernetes and energy analysis, improves system dynamic resource variability, and practical
cloud-fog systems availability implementation gaps
Introduces ETCORA for IoT-fog-cloud task Reduces energy and completion time, lever- ~ No real-world implementation, lacks resource
[135] . O O offloading, minimizing energy and completion ages fog-cloud synergy, and outperforms availability and fog node mobility considera-
time baselines tion
Optimizes service provisioning in UAV- Provides efficient algorith ith pre No th tical performan rant
[105] . O O enabled MEC, minimizing energy for terres- rovides efficient algorithms with proven o theoretical performance guarantees
trial UEs convergence, reduces UE energy consumption beyond convergence
Introduces GAS for edge microservices, Reduces energy, ensures latency guarantees. Heterogeneity limitation, frequency transition
(251 . O O d){ngm.xcally adjusting CPU frequency to and adjusts CPU frequency dynamically latency, and incomplete evaluation
minimize energy
. Lo Effective multi-objective optimization, . .
[143] . O O Propose§ ]?RFfor adaptive t.ask offloading in realistic mobility modeling, and entropy- No cl(?ud-MEC integration, and narrow scope
MEC, minimizing response time and energy L selection
based weighting
Introduces EDTG for elastic optical networks, Automates featurg extraction, reduces Redundant network state information, lacks
[176] . O O A energy, and uses images for network state P . -
optimizing resource management and energy . simplification, and no GNN exploration
representation
Proposes MADRL for multi-UAV IoT edge, Reduces computation costs, improves re- No advanced integration, limited focus on
[119] . O O minimizing computation costs while ensuring source use and QoS, and scales well with IoT  network congestion, and single application
QoS devices context
[114] . O O ij:rﬁf;ﬁ:r fFSCt;gOCCO?:::r:g if:;g :(':\‘:1}: uting, RL provides scalable SFC allocation, compara- Struggles with fluctuating demands, higher
e P € ble to ILP, and adapts to dynamic conditions costs, and complexity in dynamic scenarios
energy efficiency
(1) @ @ (O focssing on eneeey efciency and dymmic  dynamic changes and focuseson energy K€ 0n MILP.trade-off between cot
Sng ¢ 8y Y Y yna €S, 24 efficiency and request acceptance
provisioning efficiency
mtrodu.ces. ].DSO using DAG f.or edge comp .ut— Reduces execution costs, optimizes resource ~ No dynamic environment handling, and
[89] . O O ing, optimizing resource sharing and reducing R . e
costs use, and minimizes energy consumption scalability concerns
. Integrates task scheduling, resource alloca-
[156] O O O Proposes multi-agent RL. for oV task schedul- tion, and microservice deployment, reduces Limited scalability

ing, minimizing latency and energy

latency and energy
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Table 9. Advantages & disadvantages for allocation reviews

Energy

Article CE CoF . SE Main Idea Advantages Disadvantages
Introduces dyn'arr'u.c ofﬂoad.mg framework for Enhances resource efficiency, reduces latency, Scalability concerns, computational overhead,
[80] O O O KubeEdge, optimizing efficiency and security . ; . X . . !
. . and improves privacy with blockchain and static evaluation metrics
with ML and blockchain
er.lm.uz.es energy In NOMA-based MEC by Achieves near-optimal energy savings, No collaborative offloading, ignores MEC
[160] . O O optimizing offloading, CPU frequency, and .
. outperforms benchmark approaches server caching
resource allocation
Proposes IGS for cloud/edge resource alloca- . No edge-to-edge or edge-to-cloud offloading,
S . . L Improves revenue, reduces communication . S
[37] . O O tion in mobile blockchain, optimizing revenue delays, and uses Stackelberg game model limited applicability, and narrow focus on
for CESP and IoT users ’ mobile blockchain
Introduces ECOS for VFC, minimizing energy Reduces energy and latency, considers vehicle
[162] . O O f:sdoitcee]:cy using under-utilized vehicle mobility, and uses low-complexity heuristic No interoperability, and limited scalability
Proposes Con-Pi for edge-fog resource Improves response time, supports renewabl No security features, limited policy support,
[86] . O O management, focusing on energy and proves response tme, Supports renewable ccurtty features, fimited policy support,
N . . energy, and enables dynamic scaling and reliability assumption
microservice execution
Introduces DFSP for fog microservice allo- Decentralized and privacy-preserving, fast Higher communication overhead, lacks
g P YP! 8 g
[74] . O O cation, minimizing energy and data transfer ~ convergence, and scalable for fog environ- dynamic adaptation, and skewed allocation
costs ments distribution
Proposes profit-maximized offloading for Jointly optimizes offloading and resource High computational complexity and potential
(164] . O O c'logd—edge sys'ter.ns, ensuring task response allocation, increases profit and load balancing  scalability limitations
limits and maximizing profit
. . . . Limited wireless resource allocation, incom-
176] . O O IntrodL.lces gerfetfc.algorlthm for MEC Re.duces energy_a.nd processing delay, maxi- plete bidding strategy, and lack of diverse
offloading, optimizing delay and energy mizes system utility, and adapts dynamically scenario testing
Proposes NSGA 1I for IoT-fog-cloud workload . .
[ . O O allocation, reducing delay and power con- Reduces power and delay, uses green energy, Narrow focus, no dynamic environment
L7 and balances objectives with NSGA II testing
sumption
Ogtlmlzes ES devployment in ToV using many- tAddresses six objectives fo.r ES deployment, No security considerations, and limited
[27] . O O objective evolutionary algorithm, considering improves workload balancing, and uses S X
P scalability discussion
delay, energy, and cost PCMaLIA for optimization
Introduces GA-SA for IoT service placement GA-SA outp er.forms in resource allocation, e .
[17] . O O in f timizi ke t and energy reduction, and system performance, Scalability issues, and no queuing models
in fog, optimizing makespan, cost, and energy v o C - de s
[82] . O O zr(:ﬁs f;izpéfifTertli\gﬁ(t:i;f:()l‘;;%e;alﬁf‘ile; d Reduces task completion time, improves load ~ Privacy concerns, no real-world validation,
eiergy e P ? ’ balance, and minimizes energy consumption and limited scalability discussion
Optimizes edge server placement in MEC for ~ Reduces energy and latency, outperforms . . .
[45] . O O energy efficiency and latency reduction using NSGA-II, NSGA-III, and MOPSO, improves Static deployment, no real-time adaptability,

multi-objective approach

convergence and diversity

and limited scope

Abbreviations: CE = Computation Energy, CoE = Communication Energy, SE = Storage Energy.

3.5 Replica Selection

Replica selection is a crucial aspect of MEC and fog computing, particularly in scenarios where data and services
are replicated across multiple nodes to enhance availability, reliability, and performance. The process involves
selecting the most appropriate replica to serve user requests, taking into account factors such as latency, network
conditions, and resource availability. By optimizing replica selection, systems can reduce response times, minimize
bandwidth usage, and improve overall user experience. The dynamic and distributed nature of edge and fog
environments introduces significant challenges for replica selection, including node mobility, fluctuating network
conditions, and varying resource capacities. Additionally, the need to support real-time and latency-sensitive
applications further complicates the selection process. In this section, we examine various research contributions
on replica selection mechanisms, categorizing them into Mathematical-based, ML-based, Heuristic-based, and
Metaheuristic-based approaches, and evaluating their suitability for MEC and fog computing environments, as
shown in Table 10. Table 5 outlines the advantages and disadvantages associated with each approach.

3.5.1 Mathematical-based: According to [118], Satar et al. emphasize the significance of optimal replica selection
in Data Grids to improve performance metrics, including access time, data transmission speed, and congestion
management. Their system model employs the A* priori algorithm to analyze real-time indicators such as CPU load,
memory size, and bandwidth, ensuring efficient replica selection from geographically distributed servers. While

ACM Comput. Surv., Vol. 1, No. 01, Article 01. Publication date: January 2025.



01:34 « Vali, Azizi, Shojafar, and Buyya

Table 10. Optimization criteria and methods in replica selection

Row CatName Year T C'[9 bJE;tIVSOS T B .?Alionlt.llx];n VH Envrionment
1 Satar et al. [118] 2022 - -V - - v - - - Hybrid
2 Sun et al. [136] 2024 V- - - - v - - - Edge

3 Hu et al. [59] 2024 vV - Vv - - vV - Edge

4 Ahmed et al. [8] 2024 V- - - v v Hybrid
5 Liu et al. [83] 2021 - - - - v - Fog

6 Guo et al. [50] 2023 V- - - v - Hybrid
7 Xie et al. [159 2020 v - V- M Hybrid
8 Fahs et al. [36 2020 - - v v Fog

9 Dias et al. [32 2021 - - - - v Hybrid
10 Zhao et al. [174] 2021 vV vV V- v Hybrid
11 Sethunath et al. [122] 2022 vV - v Hybrid
12 Zhao et al. [173] 2024 - - v v - Edge
13 Jaradat et al. [67] 2020 - v - VvV Hybrid
14 Zou et al. [178] 2021 vV - - - - - - - v Edge
15 Wang et al. [155] 2022 vV V- - - v - - v/ Edge

Abbreviations Guide: LT: Latency, CT: Cost, LB: Load Balancing, TP: Throughput, MB: Mathematical-Based, ML: ML-Based, HB: Heuristic-
Based, MH: Metaheuristic-Based.

energy consumption is not addressed, the study offers a comprehensive framework for enhancing distributed
system performance through advanced replica selection techniques. In their study [136], Sun et al. propose a
method to minimize service latency in MEC through image-based microservice caching and a randomized request
routing algorithm. The problem is formulated as an ILP model with multi-condition constraints, addressing
storage and computing resource limitations at edge servers. Their solution leverages a randomization-based
approximation algorithm, utilizing Chernoff’s theorem to achieve near-optimal solutions in polynomial time,
thereby reducing average request latency.

This article [155] primarily relies on its main algorithm but also incorporates mathematical methods, such as
integer non-linear optimization and matching game theory, to solve the NP-hard service routing problem and
optimize service delay and resource cost in multi-tier edge computing environments.

3.5.2  ML-based: In [59], Hu et al. propose a joint optimization framework for microservices deployment and
routing in edge computing to enhance performance and resource efficiency. The system model addresses CPU and
storage constraints through multi-edge collaboration and queuing network analysis. Optimization goals include
minimizing user delay, reducing resource consumption, and improving energy efficiency. The solution employs
heuristic algorithms and a RL approach (RSPPO) with reward shaping for dynamic adjustments. According to [8],
Ahmed et al. emphasize the importance of intelligent replica selection for optimizing network performance in
edge-to-cloud infrastructures. The study addresses the limitations of traditional methods like anycast and DNS
redirections in dynamic network conditions. Optimization goals focus on improving latency and throughput using
NelL, a client-side framework combining Multi-Armed Bandit (MAB) algorithms with expert-based prediction
models, enabling decentralized, performance-aware replica selection.

In [83], Liu et al. investigate VR streaming challenges in blockchain-enabled F-RANS, focusing on joint resource
allocation and replica selection to achieve ultralow latency and energy efficiency. Optimization goals include
minimizing energy consumption for VR streaming and blockchain maintenance using DVFS. The proposed
DDPG-based scheme leverages edge caching and computing resources on F-APs, enhancing performance and
sustainability in decentralized blockchain operations. As outlined in [50], Guo et al. propose optimal microservice
instance selection in MEC to reduce service access delays. The study addresses the dynamic and heterogeneous
nature of cloud-edge environments, formulating the problem as a Markov decision-making process. The authors
introduce MSDDPG, a DDPG algorithm, leveraging DRL and an experience pool for adaptability, highlighting its
role in improving user experience and network performance.
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3.5.3 Heuristic-based: In the study presented in [159], Xie et al. tackle the complexities of managing data-
intensive workflows in multi-cloud environments by introducing the Bandwidth and Latency-based Replica
Selection Mechanism (BLRS). The primary optimization goal is to maximize concurrent workflow instances while
balancing network bandwidth usage and enhancing QoS. The heuristic-based solution outperforms traditional
strategies in network performance and data access efficiency, although energy efficiency remains unaddressed,
suggesting a potential avenue for future research. Fahs et al. propose Voila, a tail-latency-aware auto-scaler for
fog computing environments, in [36]. This system addresses the challenge of maintaining low tail latency and
preventing replica overload under non-stationary workloads. Integrated into Kubernetes, Voila dynamically
adjusts replica count and placement to minimize latency and ensure QoS. The heuristic-based algorithms employed
enhance performance and resource efficiency for latency-sensitive fog applications.

According to [32], Dias et al. focus on adaptive replica selection in MEC environments, emphasizing energy
efficiency, latency reduction, and load balancing. The proposed solution integrates MECERRA, a heuristic-based
replica ranking algorithm, into the WASABI framework to dynamically select replicas while minimizing overhead.
A redirection mechanism prioritizes replicas with higher battery capacity, optimizing energy usage and prolonging
device availability. Zhao et al. introduce a temperature matrix-based data placement method (TEMPLIH) in edge
computing environments in [174]. This framework leverages spatiotemporal data characteristics to optimize
placement, incorporating a replica selection algorithm (RSA-TM) to meet latency requirements. An improved
Hungarian algorithm (IHA-RM) balances latency, cost, and load distribution, highlighting the potential of advanced
algorithms in addressing edge computing challenges and indirectly enhancing energy efficiency through optimized
resource utilization.

In their work [122], Sethunath et al. propose a joint function warm-up and request routing scheme to optimize
serverless computing performance in edge and cloud environments. The optimization goals include maximizing
the hit ratio of serverless requests, reducing cold-start latency, and adhering to memory and budget constraints.
Heuristic strategies—greedy, conservative, and balanced approaches—are employed to optimize request routing
and function warm-up, demonstrating superior performance in simulations compared to baseline methods,
although energy consumption is not explicitly addressed. In [173], Zhao et al. explore improving edge Data
Integrity (EDI) verification efficiency in MEC environments, where indiscriminate inspection of data replicas
incurs significant overhead. The authors formalize the Unreliable Data Replica Selection (URS) problem as an
NP-hard constrained optimization problem, aiming to enhance verification efficiency by prioritizing unreliable
replicas based on cache service QoS and verification success rates. They propose URS-P, a priority-based heuristic
algorithm that reduces unnecessary computation and communication overhead, demonstrating effectiveness in
scenarios with numerous data replicas and indirectly lowering resource usage.

The four articles [8, 29, 59, 67] primarily rely on their main algorithms but also incorporate heuristic methods,
such as a heuristic-based horizontal scaling algorithm in the first article, Multi-Armed Bandit (MAB) algorithms
in the second article, a hybrid GA with a user-preference algorithm in the third article, and a warmest policy for
request scheduling in the fourth article.

3.5.4 Metaheuristic-based: In [67], Jaradat et al. propose a hybrid approach combining GAs and user-preference
algorithms to enhance fair replica selection in data grids. The study addresses limited data resources and in-
equitable user satisfaction in traditional methods, aiming to minimize total user satisfaction (TUPQ) and achieve
fair user satisfaction (FUS) by considering QoS attributes such as time, availability, security, cost, and user
preferences. The integrated GA and user-preference algorithm simultaneously process all user requests, demon-
strating superior performance in replica selection and resource allocation, thereby improving user satisfaction and
fairness in data grid management. In their work [178], Zou et al. focus on optimizing service instance selection in
MEC to minimize response time and enhance user experience. The service instance selection problem (SISP) is
modeled by considering user mobility, edge server resource constraints, and user interference, formulated as an
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optimization problem. The authors introduce GASISMEC, a GA incorporating response time-aware mutation and
normalization, to efficiently distribute service requests across edge servers. Evaluated on real-world datasets,
GASISMEC outperforms six baseline methods in reducing latency and improving service performance, leveraging
metaheuristic techniques for scalability and adaptability.

In [155], Wang et al. propose a novel approach to service routing in multi-tier edge computing environments,
focusing on optimizing microservice-based service provision. The study addresses operational complexities
in service mesh infrastructure, such as multi-tier edge servers, shared microservices, and diverse QoS require-
ments, formulating the problem as an NP-hard integer non-linear optimization. The authors introduce the
Dependency-aware Deferred Acceptance algorithm with Dynamic Quota (DDA-DQ), leveraging matching game
theory to minimize service delay and resource cost, providing an efficient solution for complex edge computing

environments.
Table 11. Advantages & disadvantages for replica selection reviews
. Energy . .
Article CE CoE Main Idea Advantages Disadvantages

Proposes replica selection in Data Grids using

Selects replicas based on bandwidth, CPU,

SE
- ; L L o No energy management, limited real-world
[118] O O O :Aing:orl algorithm to optimize transmission ::;ievanexﬁry, reduces transmission time, and evaluation, and narrow focus on Data Grids
Aims to minimize latency in MEC through Reduces latency, optimizes storage with
[136] O O O image-based microservice caching and container image sharing, and improves edge ~ No energy efficiency focus
randomized routing server performance
Proposes joint optimization for microservice ~ Combines microservice deployment and . . e
[59] . O O deployment in edge computing using RSPPO  routing, adapts dynamically, and addresses iI:sm:sei:;:fy ::?:S;Cﬂ}i, tfos(‘;‘rsl,sis(;:z“[)iﬂi:y
to minimize delay and resource use latency, energy, and load balancing ues, v Y
Introduces NelL for replica selection in edge- Adapts to network dynamics, operates Narrow scope, no energy management, and
[8] O O O to-cloud using MAB algorithms to enhance pis to Y > P S Pe, 4 & i
network performance decentralized, and reduces tail latency limited application to network performance
Proposes DDPG for VR streaming in F-RANs, Balances energy and resource allocation, . . .
FN . . . No real-world implementation, no privacy
[83] . O O optimizing resource allocation and replica leverages edge caching, and uses double-layer . . P 4
selection for energy efficiency PBFT for blockchain protection, and limited scalability exploration
Introdpce§ MS-DDPG .fO}r microservice MS-DDPG reduces service access delay and No energy consumptlf)n consideration, ig-
[50] O O O selection in MEC to minimize service access scales well in dynamic environments nores task dependencies, and lacks workload
delay Y balancing
Proposes BLRS for replica selection in multi-  Balances bandwidth usage, increases con- N ffici £ limited t i
[159] O O O cloud, optimizing data access and avoiding current instances, and offers decentralized © energy efficiency focus, imited to muitt
network overload framework cloud, and no real-world validation
[36] O O O {::(i::efcs V:l;lda‘fo;fgigz iarllt(;zcsaolxi irt‘lsl:‘;:lg Minimizes tail latency, avoids replica overload, No predictive traffic modeling, high resource
tion Y P g and integrates with Kubernetes cost for strict latency
Proposes MECERRA and WASABI for Improves replica selection quality, optimizes . . . o .
. . L . X Simulation-based evaluation, limited compari-
[32] . O O adaptive replica selection in MEC, focusing on  energy, and introduces low-overhead frame- . .
. son, and partial system view
energy and load balancing work
Introduces TEMPLIH for data placement in L .
[174] O O O edge computing, optimizing latency, cost, and Reduces data placement costs, optimizes No energy efficiency, narrow scope, and no
load balancing ? ’ ’ latency, and maintains load balance task scheduling or provisioning
Proposes joint function warm-up and routing ~ Addresses cold-start latency, allocates .
. L R Ignores energy efficiency, and no real-world
[122] O O O for serverless computing, minimizing latency resources dynamically, and outperforms implementation
under constraints greedy approaches P
Enhances EDI verification by pre-selecting - - .
[173] O O O unreliable replicas using cache QoS and Targets unreliable replicas, reduces overhead, No energy/resource management, no dynamic
verification success rate and scales well for large data scenarios adaptability, and limited indicators
[67] O O O Lth‘;i;C;Sf];Z?:fgﬁ;gi;ﬁ:}s ;eif:r;i(;e Addresses multiple user requests, outperforms No energy efficiency, and slow computational
gr% 1 P UPA and AHP, and scales for large data grids ~ speed
Aims to optimize service instance selection Handles dynamic workloads and mobility, . -
[178] O O O in MEC, minimizing response time under reduces response time, and considers interfer- Nolene.rgy eﬁ‘iclency,‘ll.mlted real-world
resourcé constraints ence ’ validation, and scalability concerns
Prop.os-es DDA-DQ for service routing in Handles task and Folleague dependencies, No energy efficiency, limited scalability focus,
[155] O O O multi-tier edge computing, minimizing delay  outperforms baselines, and uses real-world

and resource cost

dataset

and no fault tolerance discussion

Abbreviations: CE = Computation Energy, CoE = Communication Energy, SE = Storage Energy.
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4 Open Issues and Future Directions

Future research on energy-efficient resource management in fog and edge computing must evolve toward deeply
integrated frameworks that unify sustainability, intelligence, and security across all architectural layers. Building
upon the taxonomy and limitations identified in this survey, we outline six promising directions for advancing
the field.

4.1 Energy Efficiency with Security Awareness

While prior works emphasize energy optimization via intelligent orchestration, system-wide security integration
remains underexplored. Federated fog computing enables decentralized and privacy-preserving coordination while
balancing computation and communication costs. However, lightweight encryption, key management, and trust
propagation across heterogeneous devices introduce practical challenges. Future research should integrate multi-
objective reinforcement learning with trust-aware scheduling to jointly optimize latency, energy, and security
metrics. Empirical validation in smart city surveillance and healthcare monitoring systems can demonstrate the
viability of security-aware energy optimization under realistic workloads and potential cyberattacks [14].

4.2 Renewable and Sustainable Energy-Aware Edge Systems

Integrating renewable energy sources into fog and edge infrastructures is vital for long-term sustainability, yet
volatility in renewable supply endangers service-level reliability. Beyond simulation-based approaches, real
deployments require dynamic switching between renewable and grid power, predictive energy harvesting, and
workload migration under uncertain conditions. Hybrid power management frameworks that combine short-term
forecasting with adaptive orchestration can mitigate these challenges. Field experiments—such as renewable-
powered IoT gateways for smart agriculture or environmental sensing—can provide empirical insights into the
trade-offs between energy sustainability and service continuity [93].

4.3  Green and Self-Healing Edge Ecosystems

Sustainability extends beyond energy reduction to encompass resilience, fault recovery, and lifecycle-aware
resource management. Distributed orchestration equipped with eco-aware and self-healing policies can au-
tonomously detect inefficiencies, reallocate workloads, and recover from energy or hardware failures. Yet, existing
frameworks rarely unify fault-tolerance, anomaly detection, and energy optimization. Future systems should
employ self-healing controllers that combine Al-driven anomaly detection with circular resource utilization
strategies (e.g., workload recycling or predictive maintenance). Demonstrations in industrial IoT or vehicular edge
testbeds can showcase how self-healing mechanisms maintain QoS under fluctuating resource conditions [153].

4.4  Energy-Aware Hybrid Serverful-Serverless Management

Hybrid fog and edge systems increasingly combine long-running serverful microservices with event-driven
serverless functions to balance persistence and elasticity. This convergence, however, raises challenges in energy
efficiency due to idle serverful instances and cold-start overheads in serverless execution. Future research
should focus on unified orchestration frameworks that adaptively distribute workloads between persistent and
ephemeral services based on energy and QoS metrics. Al-assisted autoscaling and predictive invocation can
further reduce idle and startup energy consumption without compromising responsiveness. Evaluations on mixed
workloads—such as real-time video analytics or anomaly detection pipelines—can reveal practical trade-offs
between energy, latency, and throughput [20].
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4.5 Quantum-Enhanced Resource Management

Quantum computing offers a promising paradigm for addressing NP-hard optimization problems in fog and edge
orchestration. Hybrid quantum-classical optimization can accelerate convergence and reduce computational en-
ergy. Nonetheless, practical deployment faces hardware access constraints, error rates, and integration complexity
with classical schedulers. Future research should explore quantum-assisted decision engines co-executing with
edge orchestrators in simulated or emulated testbeds before real-world adoption. Quantum-inspired algorithms
such as QPSO or QGA may also serve as feasible intermediate solutions [47].

4.6 Next-Generation Al-Driven Edge Intelligence

Al-based orchestration is fundamental for scalable, adaptive, and trustworthy edge ecosystems. Approaches
such as swarm intelligence, meta-learning, and explainable reinforcement learning enable self-optimization
under highly dynamic workloads. Practical deployment requires interpretable models that ensure fairness,
explainability, and low computational overhead on constrained devices. Future research should advance federated
and explainable edge Al frameworks capable of runtime transparency and privacy preservation. Evaluations
in latency-critical domains such as autonomous driving or smart manufacturing can bridge the gap between
theoretical intelligence and operational reliability [43]. For example, while Al-driven optimization provides
adaptivity, its energy overhead may offset gains in low-power nodes—unlike quantum-inspired solvers that
inherently minimize computation cost. Similarly, serverless paradigms improve scalability but introduce cold-start
energy spikes. These comparative insights clarify trade-offs that future research must address [148].

Summary

Achieving sustainable, secure, and intelligent fog—edge ecosystems requires a holistic integration of energy
optimization, renewable adaptation, security, and adaptive orchestration. Bridging the gap between simulation-
based studies and real-world deployment—through cross-layer testbeds, field case studies, and open benchmarking
platforms—remains a central challenge. Addressing these intertwined issues will pave the way toward autonomous,
green, and trustworthy next-generation edge infrastructures.

5 Conclusion

This survey has provided a comprehensive analysis of resource management strategies in fog and edge computing,
emphasizing critical areas such as placement, autoscaling, instance selection, resource allocation, and replica
selection. The continuous evolution of these computing paradigms highlights the urgent need for efficient resource
management frameworks capable of addressing the unique challenges posed by decentralized and dynamic
environments. Our review of over 136 recent studies has identified key methodological trends, research gaps,
and emerging opportunities, particularly in the context of energy efficiency, QoS, and the integration of MSAs.
Future research should focus on developing Al-driven optimization techniques, enhancing the synergy between
energy consumption and QoS, and addressing the complexities introduced by heterogeneous edge environments.
By advancing these areas, we can pave the way for more resilient, efficient, and scalable computing solutions,
ensuring sustainable progress in the IoT-driven digital landscape.

As we look to the future, it is evident that more research is needed to develop innovative solutions that
enhance the efficiency, scalability, and reliability of resource management in fog and edge computing. This
includes exploring the potential of Al-driven approaches, optimizing energy-QoS trade-offs, and addressing
the complexities of heterogeneous environments. By advancing our understanding and capabilities in these
areas, we can pave the way for more robust and sustainable computing solutions that meet the demands of
emerging applications in the IoT and beyond. In conclusion, this survey serves as a foundational resource for
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researchers and practitioners alike, providing insights into the current state of resource management in fog and
edge computing and guiding future innovations in this rapidly evolving field.
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