arXiv:2512.03882v1 [cs.LG] 3 Dec 2025

AUTOMATIC ATTACK DISCOVERY FOR FEW-SHOT
CLASS-INCREMENTAL LEARNING VIA LARGE LANGUAGE
MODELS

Haidong Kang*
School of Computer and Communication Engineering
Northeastern University
hdkang@stumail.neu.edu.cn

Wei Wu
School of Information and Communication
University of Electronic Science and Technology of China
202522010418@std.uestc.edu.cn

Hanling Wang
Department of Strategic and Advanced Interdisciplinary Research
Pengcheng Laboratory
wanghlO3@pcl.ac.cn

December 4, 2025

ABSTRACT

Few-shot class incremental learning (FSCIL) is a more realistic and challenging paradigm in con-
tinual learning to incrementally learn unseen classes and overcome catastrophic forgetting on base
classes with only a few training examples. Previous efforts have primarily centered around studying
more effective FSCIL approaches. By contrast, less attention was devoted to thinking the security
issues in contributing to FSCIL. This paper aims to provide a holistic study of the impact of attacks
on FSCIL. We first derive insights by systematically exploring how human expert-designed attack
methods (i.e., PGD, FGSM) affect FSCIL. We find that those methods either fail to attack base
classes, or suffer from huge labor costs due to relying on huge expert knowledge. This highlights
the need to craft a specialized attack method for FSCIL. Grounded in these insights, in this paper,
we propose a simple yet effective ACraft method to automatically steer and discover optimal attack
methods targeted at FSCIL by leveraging Large Language Models (LLMs) without human experts.
Moreover, to improve the reasoning between LLMs and FSCIL, we introduce a novel Proximal Pol-
icy Optimization (PPO) based reinforcement learning to optimize learning, making LLMs generate
better attack methods in the next generation by establishing positive feedback. Experiments on main-
stream benchmarks show that our ACraft significantly degrades the performance of state-of-the-art
FSCIL methods and dramatically beyond human expert-designed attack methods while maintaining
the lowest costs of attack.

1 Introduction

Deep neural networks have demonstrated remarkable success across various computer vision applications, showing
superior performance in classification, detection, and segmentation tasks. However, this success typically relies on the
assumption that the training and testing categories remain identical, and that models will not encounter new classes
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Figure 1: A comparison of the designed way of Attack. (a) Manual design relies on expert knowledge. (b) A naive
method via LLMs. (c) Our method proposes an LLM-driven ACraft framework to automatically discover optimal
Attack for FSCIL.

after deployment. This assumption often fails in real-world settings, where models must adapt to new categories over
time, leading to catastrophic forgetting and degraded generalization. To mitigate this, Class-Incremental Learning
(CIL) [8, 21] has emerged as a promising paradigm, enabling models to acquire new knowledge while retaining
previously learned information.

Despite the progress of CIL, conventional paradigms still assume that each incremental task is supported by abundant
labeled data, which is unrealistic in many applications such as robotic interaction, medical diagnosis updates, or
recommendation systems. In such domains, new categories often emerge as few-shot instances, where only a handful
of samples per class are available. This motivates the development of Few-Shot Class-Incremental Learning (FSCIL)
[6, 12, 14, 19, 27], which aims to bridge the gap between continual learning and data scarcity. Although recent
advances have led to promising performance, the security vulnerabilities of FSCIL remain largely unexplored, posing
significant threats in safety-critical applications.

1.1 Challenges

Although recent works have made initial attempts to explore adversarial attacks in the FSCIL setting, these methods
still suffer from several fatal drawbacks: (1) They require extensive expert knowledge through time-consuming manual
design and tuning, which dramatically increases the cost and limits the scalability of attack algorithm development;
(2) They are usually tailored for traditional class-incremental learning, where the model remains relatively stable.
In contrast, FSCIL models are highly non-stationary, as their decision boundaries continuously evolve with each
incremental session. Consequently, perturbations optimized for one state of the model quickly become obsolete in
subsequent states, leading to inconsistent attack efficacy; (3) They fail to account for the inherent data sparsity in
few-shot settings, resulting in biased or unstable attacks due to unreliable gradient estimation.

These limitations highlight the need to rethink the design paradigm of attack algorithms for FSCIL and explore new
directions beyond the traditional handcrafted framework.

Our New Observation. Different from existing manually designed methods (as shown in Fig. 1b and Fig. lc),
we observe a new way to automatically design adversarial attack algorithms via Large Language Models (LLMs)
in this work. This paradigm fundamentally disrupts the traditional manual design process by allowing LLMs to
autonomously generate and refine attack strategies, significantly reducing human effort while improving adaptability
to dynamic FSCIL scenarios. More details are illustrated in Section 3.

1.2 Contributions

In this work, we aim to analyze and overcome the aforementioned drawbacks by introducing a new paradigm of
automated adversarial attack generation. To achieve this goal, we first explore a naive method that uses simple prompts
as input to LLMs [17, 26, 29]. However, we find that this one-shot prompting paradigm performs poorly in FSCIL
attack generation, as it degenerates into a black-box process with no interaction between the LLM and the target
model. This observation raises a critical question: how can LLMs be effectively guided to generate more powerful
and adaptive attack algorithms?
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Table 1: ACraft v.s. previous methods. 7" denotes the total number of attack iterations and d represents the input

dimensionality. Cost(-) indicates the asymptotic computational complexity of each algorithm with respect to 7" and
d.

Method

Formula Human Expert Target Attack Acc] Cost (Algorithm)
FGSM [9] Zadw = Clipg ; (@ + € - sign (V. L(f(x),y))) v Image Classification 58.01 O(d)
PGD [15] alh) =T, o) (@hg, + o sign (Vo L(f(2hy,).1))) 4 Image Classification 58.00 o(T - d)
C&W [5] min,, || (tanh(w) + 1) — .L‘H; +c- f(3(tanh(w) + 1)) 4 Image Classification 60.10 O(T - d)
50 = Vel ) —maxizi £ )] 0) — ¥, fi(z® ificati .
DeepFool [16] ) ¥ =5 A (Vo fi(@®) =V, fi(z®)) v Image Classification 60.10 O(T - d)
ACraft Zaay = clip (clip (z + 23:01 [— « - sign (u cm® 4 (1 — 1) - Ay - Vr[gnb) ,T— 6T+ 5) ,0, 1) X FSCIL 17.13 O(T - d)
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Figure 2: ACraft v.s. existing attacks for FSCIL task in CUB200 dataset.

To address this challenge, inspired by actor-critic reinforcement learning and Chain-of-Thought (CoT) prompting [25],
we propose a Proximal Policy Optimization (PPO)-based iterative framework that enables continuous refinement of
LLM-generated attack algorithms. Specifically, the LLM first generates a population of diverse attack candidates, each
of which is evaluated through a task-specific fitness function. A PPO-based controller then stabilizes policy updates
through a clipping mechanism, producing improved prompts to guide the next generation of algorithm evolution.
This closed-loop optimization fosters a positive feedback cycle between the LLM and the FSCIL task, leading to
progressively stronger and more generalizable attack algorithms across iterations.

To ensure fairness and generality, we adopt a widely recognized FSCIL benchmark that supports training-time poi-
soning attacks, enabling comprehensive and standardized evaluation. Extensive experiments show that our proposed
framework not only discovers novel and highly effective attack schemes but also outperforms expert-designed methods
under the same computational constraints.

We summarize our main contributions as follows:

* New Attack Generation Paradigm. To the best of our knowledge, we are the first to propose a novel LLM-
driven framework for automatically designing adversarial attacks in FSCIL, offering a fresh perspective for
understanding and improving model robustness in continual few-shot scenarios.

* PPO-driven Evolutionary Strategy. Beyond the limitations of simple prompting, we reveal that the absence
of feedback signals is the root cause of poor attack quality. To overcome this, we introduce a PPO-based
reinforcement learning mechanism that builds a reasoning-driven optimization loop, significantly enhancing
the coherence and effectiveness of LLM-generated attacks.

* Numerical Verification. Comprehensive experiments on standard FSCIL benchmarks demonstrate that our
automated framework consistently outperforms manually designed attack methods, establishing a new state-
of-the-art in automated adversarial algorithm discovery.

2 Rethinking the design of Attack Algorithms

The primary objective of traditional attack algorithms is to efficiently attack general models. As shown in Table 1, rep-
resentative attack algorithms (such as FGSM, PGD, and C&W) can utilize heuristic or statistical methods to measure
their expressiveness. However, these methods heavily rely on specialized expert knowledge, making them subopti-
mal when applied to specific models. Additionally, the design of such algorithms is particularly time-consuming. As
illustrated in Table 1, the attack algorithms manually designed by experts exhibit extremely low effectiveness when
used for FSCIL attacks. Moreover, to validate the statement that existing attack methods either fail to attack base
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Figure 3: Overview of ACraft.

classes, we conduct an in-depth analysis in the CUB-200 dataset tailored for the FSCIL task. As depicted in Fig. 2,
we can clearly observe that existing attack methods (e.g., PGD, DeepFool, etc.) indeed do not work on base classes.
In addition, “C&W" and “DeepFool" fail to attack on new classes. By contrast, our Arcraft significantly attacks the
base and new classes, leading to an approximate 70%, and 45% decrease in terms of accuracy, respectively.

Grounding in those findings, we analyze that those issues may be related to the task of FSCIL, where the small pertur-
bations independently optimized for a few samples attacked by methods (e.g., C&W) are offset during the incremental
update of the FSCIL model, resulting in a poisoning prototype that is almost identical to the clean prototype and
unable to generate destructive parameter updates. The low performance of these manually crafted adversarial attack
algorithms for FSCIL prompted us to seek a new paradigm for designing attack methods specifically tailored for
FSCIL.

Inspired by the success of LLMs in generating new knowledge, we pose a natural question: Can LLMs automatically
generate adversarial attack algorithms for FSCIL? To rigorously answer this question, we first designed a Naive
method (as shown in App. A), asking the LLM to output a reasonable attack idea along with the corresponding
implementation code. To validate the effectiveness proposed naive method, we conduct an in-depth analysis based
on CLOSER [18] in the mainstream minilmageNet dataset. As shown in the Table. 4, the generated code reduced
model accuracy by an average of 19.10% under four runs, which still remains lower than manually designed methods
(i.e., PGD: 4.76% v.s. Naive: 19.10%). Although the results are promising, the Naive method is still far from the
expectation of attacking for FSCIL. Further analysis demonstrates that the limitation of the Naive method arises from
the absence of feedback from FSCIL: attack code generation conditioned only on prompts forms a blackbox process.
To address this limitation, we propose an iterative optimization algorithm based on PPO reinforcement learning. Our
framework incorporates a feedback mechanism that enables closed-loop optimization, allowing the LLM to iteratively
refine the generated attack algorithms. This significantly improves the performance of ACraft (as shown in Fig. 2).

3 Automatic Attack Discovery for FSCIL

3.1 Overview of ACraft

To generate novel attack algorithms for FSCIL, ACraft leverages LLMs as a powerful tool to produce new attack
strategies along with their corresponding code. However, LLMs can sometimes behave like black boxes. To address
this issue, ACraft integrates the PPO reinforcement learning algorithm, which provides continuous feedback on the
effectiveness of generated attacks and uses this feedback to guide the LLM’s generation process intelligently. The
ACraft system consists of three cooperating components: the Adversarial Algorithm Generator, the Attack Efficacy
Evaluator, and a PPO-based Evolution Controller.

Adversarial Algorithm Generator. In the ACraft framework, the Large Language Model (LLM) is tasked with
generating novel attack algorithms, guided by a series of carefully designed prompts. These prompts instruct the LLM
to either refine an existing attack method or synthesize features from multiple methods to create a more effective
one. Unlike typical code generators, each LLM output consists of two interconnected components for every attack
algorithm. First, it produces a Strategic Rationale in natural language, explaining the core logic of the attack. Second,
it generates the executable Algorithmic Code. This two-part output is crucial because it ensures that the generated
method is interpretable and allows us to clearly understand how and why each attack works.
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Attack Efficacy Evaluator. The primary task of this evaluator is to quantify the effectiveness of each generated attack
algorithm. To this end, it performs attacks on a target FSCIL model and measures their impact on the model’s per-
formance. These measurements are then aggregated into a single fitness score, a comprehensive metric that primarily
accounts for both the extent of damage caused to the model’s performance and the computational cost of the attack.
Ultimately, this fitness score serves as a crucial feedback signal to guide the entire optimization process.

PPO-based Evolution Controller. The PPO controller is the decision-maker for the whole evolution process. Its
primary task is to learn the optimal policy to guide the generation process. In this way, the evolution can find the
best attack algorithm. To this end, the controller uses the fitness score from the evaluator as a reward signal. It then
employs the PPO algorithm to learn the best strategy. This strategy helps it decide the next action: whether to instruct
the generator to create a new algorithm or to fine-tune an existing algorithm that shows promise.

3.2 Mathematical Formulation

We consider a standard FSCIL scenario. In this setting, a model M is trained on a series of incremental tasks 7 =
{T1, 72, ..., T} that arrive in order. Our goal is to design a general attack method. This method works by adding
poisoned samples to the training data Dz;iam of each task 7;. In this way, it continuously damages the model’s
performance. We structure the collection of all possible attack algorithms as a latent design space G encoded by LLM.
Each attack algorithm € G from this space is represented as a set of two-components. The first part of this set is a
conceptual description R of the attack algorithm that the LLM designs. It explains the logic of the attack, and then
LLM translates this conceptual description into a fully executable implementation C'. This implementation forms the
second part of the set.

To measure the effectiveness of any algorithm g, we define an objective function Lysqcr : M X D — R. We use
P(My, D) to show how well a model with parameters 6 performs on a dataset D. For example, this performance can
be the accuracy. Next, we define two models. We let M., be the model that trains on the original, clean data. In
contrast, M is the model that trains on the poisoned data. Therefore, the objective function L41q4ck is the performance
difference between these two models:

£attack (MgaDtest) = P(Mclea’ru Dtest) - P<Mg7 Dtest)

Formally, let M, represent the model after the original model M undergoes poisoned training, as specified by C, the
implementation of algorithm g. This implementation specifies the poisoned training procedure. The final goal of the
ACraft framework is to find the best attack algorithm g*. This algorithm aims to maximize the expected effectiveness
of the attack on the distribution of the test data. This optimization problem can be represented as:

g" = arg max Ep,,..[Lattack (Mg, Diest)]

Here, the expectation E shows that we are looking for an attack strategy that can generalize well. The entire ACraft
framework is designed specifically to solve this optimization problem effectively.

3.3 Core Mechanisms of Attack Generation

Algorithm Generator. We model the Algorithm Generator as a set of discrete transformation functions F,.q,s. These
functions make up the executable operation space used by the generator when creating attack algorithms. Theoretically,
these functions are specific, controllable mappings that the generator performs on its internally encoded latent design
space G.

First, we define 11 as the set of all possible instructions. Each function F' € F,.4ys has a fixed structure. Its main role
is to turn the input context C into executable code g’

F:C—g

where C is a tuple made of all possible input information for the generator. It consists of an instruction subset I1,,; C II
and a parent algorithm subset G, C G:

C= (Hsub7 gsub)
The set of transformation functions F;,.., s includes the following types:

* Genesis Function F;,,;;: This function creates entirely new algorithms from scratch. In this case, the parent
set Gsup is empty (. Therefore, the input context C relies only on the initial instruction I1;,,;¢; € L.
9" = Finit(Winit, 0)

When the Algorithm Generator runs this function, its goal is to maximize the diversity measure D(G,,cq,) Of
the newly created subset G,,..,. This ensures that the search is not limited to a narrow part of G.
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* Refinement Function F,.;,.: This function adjusts an existing successful algorithm g € G using fine-
tuning and local optimization (exploitation). This helps the Generator reach higher fitness peaks in the strat-
egy space. Its input context C includes a single parent algorithm {g} C G and a specific optimization
instruction II,p; € ILgyp.

g/ = Fr‘efine(Hopta {g})

When the Generator runs this function, it must ensure that the new executable code ¢’ maintains a high cor-
relation with g in its strategy: Corr(g’, g) ~ 1 while simultaneously achieving a performance improvement:

#(g") > #(9)-

* Synthesis Function F,,,: This function combines the best strategies from multiple parent algorithms. It
encourages strategy mixing and breakthrough innovation (exploration). Its input context C includes a set of
parent algorithms {g1, g2, ..., g } C G and a merging instruction IT,,crge € gus.

g/ = Fsynth(H'mergea {917927 7gk})

The main goal when the Generator runs this function is to maximize the expected effectiveness of the new executable
code: E[¢(g)]. This particularly targets the nonlinear gain that results from combining % different strategies.

By making the LLM’s generation capability into this discrete and controllable function set Fiyqns, We successfully
change the traditional problem of black-box code generation into a decision problem that a reinforcement learning
strategy can clearly select and manage. This function-based modeling not only makes the theoretical analysis and tun-
ing of the algorithm generation process possible, but also ensures that the ACraft framework can perform a systematic,
intelligent evolutionary search among diversity injection F,,;¢, local optimization Fj.. fine, and strategy breakthrough
E@ynth-

Fitness Evaluator as a Multi-Attribute Utility Function. The primary job of the Evaluator is to calculate a fitness
score ¢(g) for each algorithm g. This score is modeled as a Multi-Attribute Utility Function, balancing attack effec-

-

tiveness and cost to reflect the algorithm’s real-world value. First, we define an objective vector J(g). This vector
captures all performance metrics that are important to us:

—

J(g) = [Jsucc(g)7 JCOSt(g)]T

where Jgycc(g) is further defined as a weighted sum of performance drops in new and old tasks. This shows how well
the attack strategy targets catastrophic forgetting:

JSUCC(Q) =a- (P(Mclean7Dold) — P(Mg7Dold))
+ (1 - Ot) ! (P(Mcleanypnew) - P(Mgvpnew))

where Je,st(g) stands for the comprehensive cost, which includes the computational expense and the perturbation
budget (constraining stealthiness). « € [0, 1] is a hyperparameter used to adjust how much we prioritize the forgetting
of old knowledge. To obtain a single fitness score ¢(g), we perform a linear scalarization of the objective vector. We
use a preset weight vector @ = [wgyec, wcost]T, where w,s; 1 a negative value. The fitness is then calculated as:

-

¢(g) = - J(g) = wsuchsucc(g) + wcosthost(g)

The weight vector w encodes our preference among objectives, ensuring that the search for the optimal algorithm g*
balances high attack effectiveness with low execution cost.

The Controller: Optimal Policy Learning via PPO. The Controller is the decision core of the ACraft. Its task
is to learn an optimal evolutionary strategy my. This strategy aims to maximize the expected fitness of the new
algorithms generated by the set of transformation functions Fiq,s. We model this strategy learning process as a
policy optimization problem, and we use the PPO algorithm to solve it.

The parameters 6 of the strategy 7y define the probability distribution 7y (a;|s;) that the Controller uses to select an
evolutionary action a; given the population state s;. A core benefit of PPO is its ability to update the policy stably,
preventing performance collapse caused by excessively large policy steps.

» State (s;): s; describes the statistical properties of the current algorithm population P; and the history of
actions.

* Action (a;): The action space A is the set of decisions to select a transformation function F' € Fy.qns and
choose its required context C. Thus, a; = (F,C).
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Algorithm 1 The ACraft Evolutionary Loop

Require: LLM Generator £, Benchmark B, Population Size N, Budget T}, 4., PPO Controller (mg, Vi)
1: Define initial instruction set II;,,;; based on BB
2: Py < Finit (Wi, 0)
3: 50 ¢ [ag, 03,
4: fort = 1to 1,4, do

5: at < mo(+|st)

6: G, + F(C)

7: for each ¢’ € G} do

8: Compute fitness ¢(g') < @ - J(g')

9: end for
100 1 gy Lgea, 0(9)

11:  Update Controller (g, V) using LELIF(6) and r,
12: Sty1 [/@Hl,a(%Hl,History(at_k;t_l)]
13: Pis1  SelectTopN(P; U G)

14: if average fitness has converged then

15: break

16: end if

17: end for

18: return Best algorithm found, g*

To achieve the robust convergence of the strategy, PPO optimizes a clipped objective function LE*¥(6). This function
limits how much the new policy 7y can change relative to the old policy my,,, .

LEEP () = By |min(ry(0) Ay, clip(ri (6),1 = €, 1+ €) Ay)]
The core components of the PPO objective are defined as follows:

* Policy Ratio (r4(6)): This ratio measures the probability of the new policy, 7y, selecting the action a; relative
to the old policy, 7g,,, -
Yy (at |St)

" (0) - G014 (at ‘St)

* Reward (r;): This represents the immediate gain signal for the PPO optimization. It is defined as the average
fitness score of the new generation G produced after executing action a;:

Reward r; = ! Z (9"

!
(AP
where:

* ¢(¢g’) is the fitness score of the generated algorithm ¢’, which balances attack efficacy and cost (as defined by
the Multi-Attribute Utility Function).

A, isthe Advantage Estimate, which shows the expected extra return of the current action a; compared to the
average policy.

* The Clipping Term limits the policy ratio r; () to the range [1 —¢, 1 + €|, where € is a clipping hyperparameter
in PPO.

By iteratively optimizing LEZ!7(6), the Controller learns a meta-level strategy 7y efficiently. This strategy can intel-
ligently orchestrate the algorithm generation process (that is, select the optimal transformation function F' € Fyyqns)
to systematically improve the overall fitness of the population. Consequently, it efficiently solves the optimization
problem defined in the Mathematical Formulation section: ¢* = arg max,eg E[Lattack(Mg)]-

3.4 The Closed-Loop Algorithmic Workflow

This section integrates the Generator, Evaluator, and Controller into an iterative evolutionary cycle. This closed-loop
workflow is essential for ACraft to efficiently solve for the optimal strategy g*. The cycle systematically explores the
latent design space G by continuously feeding algorithm performance back into the strategy optimizer.



Automatic Attack Discovery for Few-Shot Class-Incremental Learning via Large Language Models

Table 2: Performance comparison in minilmageNet dataset. Session-wise Acc (%) and the average of them (Avg)
are reported. Attack Drop. represent the magnitude of the decrease in the accuracy of the last session after being
attacked.

Methods Year Acc in each session (%)] Avel ?)ttack.

0 1 2 3 4 5 6 7 8 rop.t
CLOSER [18] ECCV 2024 76.02 71.61 67.99 64.69 61.70 5894 5623 5452 5333 62.78 -
FGSM [9] 76.02  68.15 63.73 5998 56.46  53.33 5047 4793  46.08 58.01 4.77
PGD [15] 76.02 68.4 63.63  60.09 56.53 53.12 5036 47.98  45.87 58.00 4.76
C&W [5] 76.02 6898 6494 61.73 58.79  55.93 5327  51.16  50.13 60.10 1.68
DeepFool [16] 76.02  68.98  64.94  61.73 58.79  55.93 53.27 51.16  50.13 60.10 1.68
ACraft (our) 76.02 12.20 11.34 10.52 9.88 9.31 8.69 8.28 7.96 17.13 58.89

Total Accuracy Base Class Accuracy New Class Accuracy

—e— CLOSER FGSM —— PGD —— C&W  —=— DeepFool —e— ACraft

Figure 4: ACraft v.s. existing attacks for FSCIL task in Cifar-100 dataset.

Step 0: Initialization and Seed Generation. The Controller selects the Genesis Function Fj,;;, and the Generator
executes g’ = Fjpi¢ (I, 0) until N initial algorithms form the population Py.

Step 1: Policy Sampling and Algorithm Synthesis. The PPO Controller observes the current state s;, samples action
a; = (F,C) based on 7y, and the Generator executes ¢’ = F'(C) to create the offspring G.

Step 2: Attack Deployment and Fitness Evaluation. Each ¢’ € G} is deployed against the target system. The
Evaluator runs the executable code C, measures the impact, and calculates the fitness ¢(g’) using the Multi-Attribute
Utility Function. Failed algorithms receive a penalty value.

Step 3: Strategy Update via PPO. The average fitness r; = E[¢(G})] is fed back as the reward. PPO uses this reward
and the policy ratio r;(6) to optimize the clipped objective function LE*¥(6), updating 7y parameters 6.

Step 4: Population Management and Iteration. The candidate set P; U G} is ranked by ¢(-). The top N algorithms
are kept to form P, ;. The loop continues until the maximum iterations 7,,,,, are reached or the average fitness y¢
converges. The final output is the best discovered algorithm is g* = max,cg ¢(g).

4 Experiment and Discussions

4.1 Experimental Settings
We conduct extensive experimental comparison on benchmarks (i.e., minilmageNet [22], CIFAR100 [11], and

CUB200 [23]) to validate the effectiveness of the proposed method. We take CLOSER [18] as our main baseline.
The detailed experimental settings are presented in App. B.

4.2 Results on FSCIL Benchmarks

minilmageNet Dataset. As shown in Table 2, our proposed ACraft achieves the most destructive attack performance
on the minilmageNet dataset, substantially outperforming all existing manually designed baselines. Specifically, com-
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Table 3: Generalizability of our ACraft for more FSCIL methods in minilmageNet dataset.

Acc in each session (%))

FSCIL methods Year Avg|
0 1 2 3 4 5 6 7 8
Limit [28] TPAMI2023 84.13 7880 74.21 69.64 66.01 6332 6150 58.17 5588 67.96
Limit + ACraft 84.13 1845 1689 1528 1429 13.12 1235 11.63 10.88 19.65 | (48.31)
Approximation [24] ECCV2024 84.13 7525 7025 67.54 6485 6134 5974 5638 5345 65.88
Approximation + ACraft 84.13  17.82 1561 1408 1297 1134 1078 9.92 9.45 18.01 | (47.87)
OrCo [4] CVPR2024 84.13 7784 7342 6922 6585 6275 6056 5734 5533 67.38
OrCo + ACraft 84.13 19.06 1684 1530 1347 1248 11.50 10.61  9.80 19.13 | (48.07)
Tri-WE [28] CVPR2025 84.13 8141 76.65 7359 701 6513 6342 61.02 60.13 70.62
Tri-WE [28] + ACraft 84.13 2035 1799 1576 1409 1262 11.08 1092 10.12 19.56 | (51.06)

Table 4: Comparison of “Attack Drop” performance between Naive and ACraft methods with different LLMs on
CLOSER [18] in the minilmageNet dataset.

Methods LLMs Runl Run2 Run3 Run4 Average
Naive gpt-4o-mini [3] 19.37 1874 18.52 19.76 19.10
ACraft Claude 3.7 [1] 53.76 5528 5272  48.93 52.67

ACraft Deepseek V3 [13] 49.32 4577 50.38 52.33 49.45
ACraft Gemini flash [7] 5728 50.83 49.17  52.65 52.48

ACraft Llama 3 [10] 49.04 4870 45.32 4395 46.75
ACraft gpt-4o-mini [20]  56.61 4998 53.50 54.67 53.69
ACraft Grok 3 [2] 5298 53.89 49.67 55.36 52.98

pared with the original CLOSER model (62.78% average accuracy), ACraft reduces the accuracy to only 23.10%,
resulting in an attack drop of 39.68 points, far exceeding traditional methods such as FGSM (4.77), PGD (4.76), and
C&W (1.68). Remarkably, ACraft not only induces the largest performance degradation across all incremental sessions
but also maintains extremely consistent and low accuracies (approximately 12-23%) throughout the entire incremen-
tal learning process. This demonstrates that ACraft can effectively destroy both base and novel class performance,
overcoming the instability and inefficiency of expert-crafted attacks. These results clearly validate the superiority of
our LLM-driven automatic attack generation framework, highlighting its capability to deliver both higher attack effec-
tiveness and lower design cost in few-shot class-incremental learning scenarios. In particular, ACraft is extremely
efficient, only costing 47 minutes with gpt-40-mini.

CIFAR-100 and CUB200 Datasets. As shown in Fig. 4 and 2, ACraft exhibits outstanding attack performance on
the CIFAR-100 and CUB200 datasets, further validating its robustness and generalization ability. Specifically, ACraft
achieves the largest accuracy degradation across all incremental sessions, significantly outperforming classical hand-
crafted methods such as FGSM, PGD, and C&W. Compared with the baseline CLOSER model, ACraft drastically
reduces both the total and base accuracies while maintaining the lowest accuracy for new classes, indicating its ability
to disrupt model learning consistently throughout the entire FSCIL process. Importantly, ACraft achieves these results
without any manual design effort, highlighting the efficiency of our LLM-driven framework. These findings clearly
demonstrate ACraft’s superior attack effectiveness and strong generalization efficiency across different datasets, es-
tablishing a new benchmark for automated adversarial attack discovery in FSCIL.

4.3 Generalizability on more FSCIL Frameworks

To further validate the generalizability of ACraft across different mainstream FSCIL frameworks, we conduct ex-
tensive experiments on multiple representative methods, including Limit [28], Approximation [24], OrCo [4], and
Tri-WE [28], on the minilmageNet dataset (see Table 3). From Table 3, we observe that ACraft consistently degrades
the performance of all FSCIL methods by a large margin, confirming its strong generalization ability. For instance,
when integrated with Limit, the average accuracy drops sharply from 67.96% to 19.65%. Similarly, Approximation,
OrCo, and Tri-WE suffer significant performance declines from 65.88% to 18.01%, 67.38% to 19.13%, and 70.62%
to 19.56%, respectively. These results demonstrate that ACraft retains strong generalizability and stability across
different FSCIL methods, showing strong adaptability and transferability for diverse FSCIL frameworks.
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4.4 Ablation study

The impact of various LLMs: To scrutinize the influence of different large language models (LLMs), we conduct
an ablation study on six representative LLMs, i.e., GPT4o0, Claude 3.7, DeepSeek V3, Gemini Flash, Llama 3, and
Grok 3, using the CLOSER benchmark on minilmageNet (see Table 4). Each result is averaged over four independent
runs for fairness. As shown in Table 4, ACraft demonstrates strong robustness across all LLMs, with “Attack Drop”
values remaining consistent (46.75-53.69), indicating stable adaptation to diverse model behaviors. Notably, GPT4o0
achieves the best performance (53.69%), reflecting its stronger reasoning and optimization capability in generating
effective adversarial perturbations. Overall, ACraft maintains stable and reliable performance under different LLMs.

4.5 Additional Evaluation

Due to the page limit, this paper provides more experimental results in App. A-G. @ Detailed Prompt Engineering
of ACraft are depicted in App. C. ® More ablation studies of ACraft are shown in App. D. ® Limitations and
Discussion are presented in App. E. @ Visualizations of searched attack method are depicted in App. F.

Related Work. The related work is provided in App. G.

5 Conclusion and Future Works

In this work, we observe that existing attack methods in few-shot class-incremental learning (FSCIL) are manually
designed, inefficient, and heavily dependent on expert knowledge. To address this limitation, we propose ACraft, an
LLM-driven framework that automatically discovers effective adversarial attack algorithms without human interven-
tion. By incorporating a Proximal Policy Optimization (PPO)-based reinforcement learning strategy, ACraft itera-
tively refines prompts to generate stronger and more adaptive attacks against FSCIL models. The proposed method
significantly outperforms expert-designed attacks while maintaining the lowest computational cost on multiple FSCIL
benchmarks. We believe ACraft introduces a novel paradigm for automated adversarial attack generation and will
inspire future research on secure and robust continual learning systems. In future work, we plan to further enhance
ACraft’s reasoning and adaptation capabilities for broader applications.
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