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Abstract

Cyber-deception has become a critical strategy in cybersecurity, influenc-
ing adversarial decision-making through controlled misinformation, uncer-
tainty, and misdirection. While existing models, including game-theoretic,
Bayesian, Markov decision processes, and reinforcement learning approaches,
have provided insight into how deception influences adversarial behaviour,
these approaches primarily assume that an attacker has already committed
to engagement. Although these models provide valuable insights into de-
ception strategies, they often overlook the cognitive and perceptual factors
influencing an attacker’s initial decision to engage or disengage.

This paper introduces a descriptive model that accounts for the psy-
chological and strategic elements that affect an attacker’s decision-making
process. The model defines five core components: belief (B), scepticism (5),
deception fidelity (D), reconnaissance (R), and experience (E) which inter-
act to describe how adversaries evaluate deception and determine whether
to proceed with engagement. The model offers a systematic approach to
analysing engagement decisions in cyber-deception scenarios by structuring
these elements within a flexible framework.

A series of Capture the Flag experiments will be conducted to evaluate
this model, which incorporates varying levels of deception. These exper-
iments will integrate behavioural observations and biometric indicators to
provide a multidimensional analysis of adversarial responses to deception.
The findings will contribute to a deeper understanding of the factors influ-
encing engagement decisions and refine the model’s applicability to real-world
cyber-deception environments.

The proposed model enhances theoretical and applied understandings of
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deception in cybersecurity. The findings of this study will provide a founda-
tion for refining cyber-deception strategies by integrating cognitive realism
into adversarial decision-making processes. By addressing the gap in existing
models that assume engagement, the proposed model enhances theoretical
and applied understandings of deception in cybersecurity.

1. Introduction

Cyber-deception has become a fundamental aspect of cybersecurity strat-
egy, enabling defenders to manipulate adversarial decision-making by intro-
ducing uncertainty, misdirection, and false information into digital environ-
ments. As cyber threats evolve, deception techniques have been increasingly
adopted to disrupt attackers’ situational awareness, delay malicious activi-
ties, and force adversaries to expend additional resources. However, under-
standing how attackers decide to engage with deceptive elements remains
an open research challenge, requiring a structured approach to adversarial
decision-making.

Existing cyber-deception models, including game-theoretic, Bayesian, Markov
decision processes (MDPs), and reinforcement learning approaches, provide
valuable insights into how deception influences adversary behaviour. How-
ever, many of these models assume that an attacker has already committed
to engagement, focusing on optimising deception strategies for after the de-
cision to engage has been made, rather than examining the factors that lead
to the decision to attack. In reality, adversaries rely on a combination of
rational evaluation, cognitive biases, and heuristic reasoning when assess-
ing potential targets, meaning that factors beyond cost-benefit calculations
influence engagement decisions.

The proposed model in this paper addresses this gap by introducing a
descriptive framework that accounts for the psychological and strategic ele-
ments influencing an attacker’s engagement decision. The model defines five
core components—belief (B), scepticism (S), deception fidelity (D), recon-
naissance (R), and experience (E)—which interact to describe the decision-
making process leading to engagement. Unlike existing models that treat
deception as a static interaction, this approach recognises the fluid nature of
adversarial decision-making and the evolving perception of trust, uncertainty,
and deception fidelity over time.

To evaluate this model, a structured series of Capture the Flag (CTF)
experiments will be conducted, measuring how attackers respond to varying



levels of deception. These experiments will incorporate both behavioural
observations and biometric indicators to provide a multi-faceted analysis of
adversarial decision-making. The results will provide empirical insights into
how deception influences engagement and inform further refinements of the
model.

2. Literature Review

Research into cyber deception has increasingly adopted formal models
to represent attacker decision-making processes. Mathematical and compu-
tational frameworks provide a structured means of examining how attack-
ers perceive, reason, and act within deceptive environments. Among these,
Bayesian inference, Markov decision processes, and reinforcement learning
approaches have received particular attention, each offering unique insights
into the mechanisms of attacker cognition and adaptation. While their math-
ematical foundations differ, these models share a common goal: to approx-
imate rational behaviour under uncertainty and to identify the conditions
under which deception may succeed or fail.

Bayesian models represent attacker decisions as probabilistic reasoning
under incomplete information. As new evidence becomes available, prior be-
liefs are updated to produce posterior probabilities that guide subsequent
actions. This formulation captures the logic of belief revision and is par-
ticularly useful in settings where the attacker must infer the authenticity of
targets from partial or ambiguous observations. However, while Bayesian
reasoning embodies the principle of belief updating, it generally abstracts
from the qualitative aspects of belief confidence and scepticism that influ-
ence engagement decisions. The present work therefore extends, rather than
replaces, Bayesian perspectives by modelling these cognitive dimensions ex-
plicitly.

Markov decision processes (MDPs) and their derivatives express attacker
behaviour as a sequence of probabilistic state transitions governed by de-
fined rules of motion. Such models are effective for representing the tem-
poral and adaptive nature of attack progression, particularly where system
responses can be discretised into states. Yet, MDPs typically describe tran-
sitions without representing the cognitive mechanisms that motivate them.
The model proposed here complements this tradition by incorporating cog-
nitive variables—belief, scepticism, deception fidelity, experience, and recon-
naissance—that explain why an attacker may choose one transition path over



another.

Reinforcement learning (RL) approaches similarly represent adaptation
through iterative feedback, allowing an agent to learn from environmental
rewards and penalties. These models have proven effective in simulating red-
team and blue-team dynamics, and in identifying strategies that maximise
utility in competitive scenarios. However, they focus primarily on outcome
optimisation rather than the cognitive reasoning that precedes behavioural
change. The present model approaches the same problem from a complemen-
tary direction, defining engagement as a function of perceived authenticity,
familiarity, and effort. In doing so, it expresses cognitive antecedents in a
form that can later interface with data-driven RL or Bayesian frameworks
for empirical calibration.

Collectively, these prior approaches provide the empirical and theoreti-
cal basis for understanding deception within cyber operations. The model
developed in this work builds upon that foundation by prioritising inter-
pretability and conceptual clarity. It aims to describe how cognitive factors,
rather than solely probabilistic or state-based dynamics, shape attacker en-
gagement decisions. This perspective aligns behavioural modelling with the
psychological context in which deception operates, offering an abstract yet
adaptable framework for subsequent empirical investigation.

A comparative summary of representative modelling approaches is pre-
sented in Table 1. The table highlights the primary characteristics, modelling
focus, and contextual relevance of existing frameworks that inform the de-
velopment of the present model. This summary provides a concise reference
for understanding how prior approaches contribute to the broader study of
attacker decision-making in deceptive environments.



Model & Approach Mathematical Handling of Incorporation of

Foundation Deception Psychological
Factors

Proposed model - Linear deception | - Dynamic: Outcome | - Explicitly separates
function with heuristic | iterates based on real- | trust (belief vs. scep-
weighting time feedback (e.g. | ticism) and experience
-(B-S)—R(E—D): | new reconnaissance | - Emphasises cognitive
integrates belief (B), | data) biases and heuristics

scepticism (S), expe-
rience (F), deception
fidelity (D), and re-
connaissance (R)

- Bounded reconnais-
sance (R) scales the
impact of deception
Vs. experience

- Models the interplay
of psychological and
rational factors in one
formula

Game Theory
(Thakoor, 2019)

- Equilibrium concepts
(e.g. Nash, Bayesian)
- Assumes rational ad-
versarial play

- Typically static: So-
lutions revolve around
precomputed equilib-
rium strategies

- Adversaries do not
continuously  update

- Rational-choice as-
sumption overlooks
emotional or heuristic
influences

- Does not explicitly
model trust erosion,

or adapt beyond the | moral considerations,

equilibrium logic or evolving scepticism
Bayesian Models - Bayesian inference | - Belief manipulationis | - Presumes near-
(Carroll, 2010; and belief updating central, but the funda- | perfect Bayesian
Huang, 2018) - Perfect Bayesian | mental deception strat- | reasoning

Equilibrium  in  re-
peated or signalling
scenarios

egy can remain static
- Emphasises how sig-
nals change posterior

- Often excludes real-
world cognitive biases
unless artificially in-

beliefs, not how de- | troduced as “noise”

ception incentives shift | - Lacks explicit vari-

over time ables for trust or
scepticism

MDPs

(Abri, 2022;
Ferrer-Mestres, 2020;
Grand-Clément, 2021)

- State-action models
governed by Bellman

equations
- Probabilistic transi-
tions that maximise

expected long-term re-
ward

- Dynamic: Attackers
can shift between coop-
eration and deception
over sequential states

- Deception is orches-
trated by reward struc-
tures and defined tran-

- Trust, suspicion, or
heuristic biases must
be hard-coded into
the state or transition
structure

- Not inherently
aligned with psycho-

sitions logical realism (no
direct representation

of scepticism)
Reinforcement Learn- | - Extends MDPs with | - Fully dynamic: | - No explicit trust
ing policy iteration (Q- | Agents learn deception | mechanism unless
(He, 2023,; learning, PPO, etc.) strategies over multi- | manually incorporated
Stember, 2021) - Iterative improve- | ple episodes - Performance depends
ment through trial- | - Emergent deception | on data fidelity; if

and-error experience

can be highly adaptive
but also potentially
opaque

training  does  not
capture  human  bi-
ases, results may not
translate to actual
adversaries

Table 1: Summary of representative modelling approaches relevant to cyber deception

research.




3. Proposed Model

The terminology and conceptual frameworks of cyber-deception owe much
of their lineage to foundational principles established in military contexts.
Deception in warfare has long been a cornerstone of strategic and operational
planning, aimed at manipulating adversaries’ perceptions and actions. By
borrowing and adapting these principles, the domain of cyber-deception has
developed a lexicon and set of methodologies that reflect its military origins
while addressing the unique challenges of the cyber-domain. A central theme
in military deception is the exploitation of adversarial belief systems to ma-
nipulate perceptions and decision-making. Hood[1] describes the military use
of narratives that resonate with an opponent’s existing beliefs, fostering scep-
ticism toward their intelligence. This principle is mirrored in cyber-deception
strategies, which leverage realistic simulations of systems or vulnerabilities
to mislead attackers into engaging decoy targets. Edwards[2] expands on
this concept by illustrating how deception creates illusions of strength in
military operations—a tactic that parallels the use of high-fidelity decoys in
cybersecurity to project the appearance of robust defences. The experien-
tial dimension of deception is another area where military origins influence
cyber-deception. Black and Reid[3] argue that the ability of military person-
nel to recognise and counter deception is shaped by accumulated experience,
a concept adapted into cyber-defence as organisations refine their strategies
through interactions with sophisticated adversaries. Similarly, Knobloch et
al.[4] highlight the role of relational uncertainty in military contexts, a dy-
namic that cyber-deception exploits to sow doubt in attackers about the
reliability of their reconnaissance and decision-making. The design and im-
plementation of cyber-deception strategies also draw heavily from military
methodologies. The emphasis on detailed and coherent planning, as outlined
by Benke et al.[5], reflects military doctrines that integrate deception into
broader strategic frameworks. Grohe[6] reinforces this alignment, describing
the military practice of creating confusion through conflicting information,
which directly informs cyber-deception techniques like redirection shields and
honeypots. The qualities of belief, scepticism, experience, and deception fi-
delity are central to deception strategies in both military and cyber-domains.
Belief and scepticism operate as psychological levers, manipulated to create
confidence in false information or doubt in legitimate intelligence. In military
contexts, this might involve crafting narratives to mislead opponents, while
in cyber-security, it manifests as designing deceptive systems that exploit



attackers’ cognitive biases. Experience shapes how adversaries and defend-
ers alike interpret and respond to deception, whether through battlefield
engagements or cyber-intrusions. Finally, deception fidelity, the degree to
which a deceptive tactic mimics reality—determines the effectiveness of these
strategies. High-fidelity deception, exemplified by lifelike decoys in military
ambushes or realistic honeypots in cyber-defence, increases the likelihood of
adversarial engagement and the extraction of valuable intelligence. These
fundamental components of the decision-making process involved in assess-
ing whether to engage a target will serve as the foundation for the proposed
mathematical model.

3.1. Methodology (Model Development Process)

3.1.1. Mathematical Representation
We introduce a mathematical model for understanding an attacker’s decision-

making process in choosing whether to attack a target in a cyber-attack, or
not. This model provides a descriptive representation of attacker decision-
making during standard deception decision-making processes, including TTD
(Transitional Target Defence) and TTP (tactics, techniques, and procedures)
scenarios. This model highlights the role of the main components involved
in deciding to attack a target, belief, deception fidelity, scepticism, expe-
rience, and reconnaissance in shaping engagement decisions. These models
contribute to a deeper understanding of deception strategies in cybersecurity,
with potential applications in threat detection and mitigation.

3.1.2. Linear Model Justification

The linear structure adopted for this model was selected for clarity, inter-
pretability, and modularity. A linear formulation provides an interpretable
structure in which the relative influence of each contributing variable, includ-
ing belief (B), scepticism (), deception fidelity (D), experience (E), and re-
connaissance effort (R), can be examined directly while avoiding additional
non-linear dependencies that would complicate interpretation at this stage
of model development. The primary objective of this stage of development
is to establish an interpretable representation of the relationship between
cognitive and contextual factors that influence attacker decision-making.

Although non-linear models such as Bayesian, Markov, or reinforcement
learning approaches may capture complex adaptive behaviour, they typically
require large empirical datasets for calibration and often produce outcomes
that are less interpretable in the absence of such data. In contrast, a linear
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model allows each variable’s contribution to be examined independently, fa-
cilitates parameter sensitivity analysis, and supports extension to more com-
plex formulations when suitable empirical data become available. This ap-
proach therefore represents a deliberate methodological decision to construct
a model that is analytically tractable, empirically scalable, and conceptu-
ally clear in representing the mechanisms of engagement within deceptive
environments.

3.1.3. Components and concepts

An attacker generally surveys a network for a target of interest before
selecting and engaging. The likelihood of engagement reflects a combination
of cognitive and contextual indicators, such as value or ease of exploitability
(i.e., the value the attacker believes the target may have). Surveying may
also reveal potential dangers, such as possible intrusion detection systems
(IDS), firewalls, potential deceptive devices, or even a suspicious network
topology. Indicators of danger may raise the degree of scepticism or disbelief
that the attacker has that the target is what it appears to be. We argue that
an attacker will engage with a target when their belief level (B) exceeds their
scepticism level (5).

Definition 1 (Belief). Belief refers to an attacker accepting a given asser-
tion as true or valid. In the context of this paper, this translates to the belief
that the target holds enough value to be exploited.

Definition 2 (Scepticism). Scepticism is a critical and cautious approach
to evaluating and responding to digital security. It involves questioning the
security measures, claims, technologies, and practices in the cybersecurity
field to protect computer systems, networks, and data. It also encompasses
an attacker’s doubt that the target host is not what it presents itself as.

Scepticism in cyber-security involves a critical and questioning approach to
all aspects of digital security, aiming to uncover vulnerabilities, expose weak-
nesses, and ensure that effective security measures are in place to protect
against cyber-threats. Maintaining the integrity and trustworthiness of digi-
tal systems and data is vital. In the context of this paper, scepticism refers to
the level at which the attacker believes that the target is not what it presents
itself to be.



Definition 3 (Reconnaissance). Reconnaissance is the information-gathering
process for making informed inferences. It involves gathering information and
intelligence about a target system, network, or organisation, either directly

or indirectly. The primary purpose of reconnaissance is to collect data to
evaluate a target and, if the target is deemed of value, proceed to the next
phase of planning and executing a successful cyber-attack. It is essentially
the cyber equivalent of scouting or gathering information before launching an
attack.

Reconnaissance is a critical phase of a cyber-attack because it significantly
increases the chances of a successful breach. Organisations and cybersecurity
professionals invest in counter-reconnaissance measures to detect and thwart
reconnaissance attempts before they can progress to more harmful stages of
an attack.

The information gathered during reconnaissance is valuable for several
reasons:

e helps attackers identify potential vulnerabilities and weaknesses in the
target’s defences.

e allows attackers to choose the most effective attack vectors and tools.

e provides insight into the target’s network architecture, which aids in
planning the attack.

e helps attackers create convincing phishing or social engineering attacks
by tailoring them to the target’s characteristics.

Definition 4 (Deception). Deception refers to intentionally misleading some-
one or causing them to believe something untrue, which involves creating a
false impression or conveying false information to manipulate perceptions,
beliefs, or actions. In the context of this paper, deception is an umbrella
term for the techniques that deceptive devices can use to create the percep-
tion in an observer that the device is what it purports to be. This includes,
but 1s not limited to, techniques such as dazzling, masking, inventing, and
repackaging.

Deception takes various forms, including verbal, non-verbal, or digital, and
it often seeks to gain an advantage, conceal information, or achieve a specific
outcome. Deception can occur in interpersonal communication, espionage,
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cyber-security, warfare, and many other contexts where information and per-
ception play a crucial role. Deception represents how well the deceptive de-
vice uses and implements deceptive techniques such as mimicry, invention,
imitation, dazzling, etc.

Definition 5 (Experience). Ezperience is the accumulation of knowledge
and skills related to deceptive devices, developed through exposure to three
sources: education, specialised skill acquisition, and practical exposure and
imteraction.

Experience with deceptive devices allows an attacker to recognise previously
encountered deceptive techniques. Lower levels of experience will allow an
attacker to recognise default configurations of deceptive tools or unusual net-
work topologies. As experience with deceptive devices increases, encountered
deceptive techniques become abstracted so that new and novel deceptive ap-
proaches are able to be recognised.

3.2. Proposed Model
3.8. Proposed Model Derivation

The foundational premise is that once belief outweighs scepticism, an
attacker will engage with the targeted host, and the process towards ex-
ploitation will begin.

(B —=5) (1)

When examining the interaction of experience and deception, we postulate
that when experience is greater than the novelty and depth of the deceptive
techniques employed by the deceptive device, then experience will inform
the attacker, to some degree, that they should modify their initial assess-
ment of the target host away from engagement. Conversely, if the deceptive
techniques are previously unseen or are of significant enough detail, then the
deception is likely to misdirect the attacker and modify the initial assessment
of the target host in favour of engagement.

(E — D) (2)

Finally, the application of experience and the effect of deceptive techniques
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are impossible to apply if the target host is not examined in some way, ei-
ther directly or indirectly. It is impossible to be deceived by something,
before engagement, that is not engaged with, and it is unlikely that previous
patterns or techniques will be recognised if those patterns are not observed.
As such, reconnaissance is a limiting factor determining how well such fea-
tures are observed and how significant the impact experience and deception
has on the engagement outcome. Reconnaissance is not an amplifier of the
experience-deception dynamic and, as such, is limited to the range of 0 to 1.

R(E - D) (3)
Such that: R C R such that Vr €: r V[0, 1]

3.3.1. The Proposed Model of Deception

Once the original model was deemed a failure we stepped back and ex-
amined the components. Equation 1 and 3 were working as expected but the
impulse to multiply them was in error. Examining the components again,
keeping in mind the previous models errors, the relationship would appear
more akin to:

(B—S)— R(E — D) (4)

By subtracting the reconnaissance, when experience is greater than decep-
tion, the result becomes more negative. This result demonstrates that when
the attacker’s experience outweighs the efforts of the deceptive techniques
used within the deceptive device, the attacker will become more weary of
engaging with a deceptive device regardless of the initial belief value. When
deception is greater than experience, this produces a negative value to be
subtracted from the belief value, becoming a positive addition to the belief
value, indicating an increased likelihood of engaging with the deceptive de-
vice. Thus, this result demonstrates that when the deceptive techniques are
more persuasive than the attacker’s experience would allow them to readily
identify, the attacker becomes more likely to engage with the deceptive de-
vice independent of the original value of belief. Given this relationship, the
model could also be rewritten as:

(B-S)+R(D-E) (5)

In both of these versions of the model, the outcome is the same. The more
positive the result, the more likely engagement is to occur and the more
negative, the less likely the attacker is to engage with the deceptive device.

11



When these models are run through the test data, the output from the model
matches the expected results.

3.4. Interpreting the Model Output
The decision threshold in the model is given by the expression:

(B—5) - R(E-D) (6)

In this formulation, a high, positive value indicates a strong likelihood that
an attacker will engage with a deceptive device. Conversely, a negative value
suggests that the attacker is unlikely to engage, as their scepticism or accu-
mulated experience outweighs the novelty of the deception. Values that are
closer to zero indicate increasing uncertainty, meaning the decision to engage
or disengage is finely balanced.

In summary, the proposed deception model offers an abstract yet robust
approach that elucidates the intricate process of making an attack decision.
By integrating key variables, belief (B), scepticism (), experience (E), de-
ception fidelity (D), and reconnaissance (R), the model not only fills impor-
tant gaps in existing approaches but also reveals how attackers weigh various
cognitive and rational factors when deciding whether to engage with a target.
The computed threshold from the model, expressed as

(B—S)—R(E-D) (7)

, provides a quantifiable metric where high positive values indicate a strong
likelihood of engagement, negative values suggest disengagement, and in-
termediate values reflect uncertainty. This delineation helps to unpack the
decision-making process that leads to the intention to attack. this model
demonstrates how an attacker’s perception of a target’s value, adjusted by
their inherent scepticism and influenced by their past experiences relative to
the sophistication of the deception encountered, ultimately drives this deci-
sion. Such an understanding helps understand adaptive cyber-defence strate-
gies that can manipulate deceptive cues and dynamically influence attacker
behaviour, thereby contributing to more resilient and responsive operational
defence frameworks.

4. Model Integration with Cyber-Attack Decision-Making Frame-
works

The descriptive model presented in this work is intended to complement
existing cyber-deception and cyber-attack decision-making frameworks by
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providing a cognitive layer that represents attacker perception prior to be-
havioural adaptation. Computational approaches such as Bayesian infer-
ence, Markov decision processes, and reinforcement learning offer mechanisms
for modelling uncertainty, sequential decision-making, and strategic adapta-
tion, yet they typically do not represent the cognitive factors that shape
an attacker’s initial assessment of a potential target. The present model
addresses this gap by expressing belief, scepticism, deception fidelity, expe-
rience, and reconnaissance in an interpretable form that can be integrated
into broader defensive workflows. The engagement output produced by the
model, expressed as a bounded probabilistic measure, can inform higher-level
decision-making processes by estimating the likelihood that an attacker will
interact with a deceptive artifact under specific contextual conditions. This
representation provides a basis for integrating cognitive considerations with
algorithmic approaches, supporting both conceptual analysis and the poten-
tial development of hybrid systems that incorporate empirical or data-driven
methods as they become available.

4.1. Model Evaluation

The proposed model will be evaluated through a series of structured Cap-
ture the Flag (CTF) events designed to assess its applicability in real-world
cyber-deception scenarios. These experiments will incorporate varying levels
of deception, allowing for an analysis of how attackers perceive, react to, and
engage with deceptive elements. By systematically altering deception tech-
niques across different experimental conditions, the evaluation process will
provide empirical data to examine how belief, scepticism, deception fidelity,
reconnaissance, and experience influence engagement decisions.

In addition to observing attacker behaviour within these controlled en-
vironments, biometric indicators will be utilised to gain deeper insights into
cognitive and physiological responses to deception. Metrics such as eye-
tracking, pupil dilation, and heart rate variability will be collected to mea-
sure stress levels, attentional shifts, and decision hesitancy in response to
deceptive stimuli. By integrating both behavioural and psychophysiological
indicators, the evaluation process will enable a comprehensive assessment of
the model’s descriptive accuracy in capturing real-time adversarial decision-
making processes.

The structured nature of these CTF events ensures that data collection is
standardised, enabling repeatability and comparability across trials. This ap-
proach will not only examine whether the model effectively describes engage-
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ment outcomes but also identify potential refinements that enhance its de-
scriptive capabilities. Furthermore, the results will be benchmarked against
existing cyber-deception models to illustrate how the proposed model inte-
grates psychological and strategic factors into engagement evaluation.

4.2. Interpreting the Model

The proposed model is deliberately abstract, designed to encapsulate the
essential cognitive and rational factors that influence an attacker’s decision
making and providing a generalised framework for understanding attacker
decision-making while remaining adaptable to integration with more com-
plex models. By defining variables such as belief (B), scepticism (.5), experi-
ence (F), deception fidelity (D), and reconnaissance (R) within an abstract
framework, the model offers a versatile structure that can later be refined
with more precise sub-models as needed based on the specific requirements
of different cyber-deception frameworks.

This abstraction ensures that individual components could also be re-
placed or redefined to incorporate data-driven insights from empirical studies
or computational models. For example:

e Belief (B) and Scepticism (5): These values may initially be repre-
sented as simple numerical factors but can be refined using Bayesian
belief networks to dynamically update based on newly acquired intel-
ligence or attacker profiling. More complex mathematical representa-
tions could incorporate probabilistic graphical models to estimate an
attacker’s evolving belief state over time.

e Deception Fidelity (D): The level of deception used in a scenario may
be expressed as a discrete value but can be expanded to include ma-
chine learning-driven deception quality metrics, where deception effi-
cacy is continuously assessed based on attacker responses. A potential
refinement could involve deep learning models that dynamically adjust
deception parameters based on observed adversarial behaviour.

e Reconnaissance (R): While currently modelled as a scaling factor, re-
connaissance could be linked to real-time network scanning behaviours
or social engineering reconnaissance attempts, adapting its weight dy-
namically based on attacker strategies. More sophisticated formula-
tions could incorporate differential equations to model reconnaissance
efforts as a function of time and information gained.
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e Experience (F): The impact of experience can be further detailed us-
ing reinforcement learning principles, where an attacker’s prior encoun-
ters with deceptive systems inform future decision-making tendencies.
More advanced approaches could use Markov models to track state-
dependent learning effects, capturing long-term behavioural adapta-
tions in adversarial tactics.

e Engagement (E,): represents the probabilistic outcome describing the
extent to which an attacker is likely to interact with a deceptive device
when presented with a set of environmental and cognitive conditions.
Engagement reflects the combined influence of belief (B), scepticism
(S), deception fidelity (D), experience (E), and reconnaissance effort
(R). The resulting value of E, is bounded by the limits of its input pa-
rameters and expresses a relative probability of interaction. Although
not restricted to the range of 0 to 1, £, can be normalised to a bounded
probability representation when comparative or cumulative analysis is
required. This definition positions engagement as a probabilistic con-
struct derived from the model’s defined relationships, rather than a
discrete behavioural count, and allows the value to be expressed con-
sistently across experimental or operational contexts.

By maintaining an abstract structure, the proposed model ensures flexi-
bility in its application across various cyber-deception research areas. This
adaptability makes it a foundational tool for analysing adversarial engage-
ment without being constrained by rigid parameter definitions. As research
advances, the model can be iteratively refined by integrating domain-specific
enhancements while preserving its core function as a descriptive decision-
evaluation framework.

4.3. Preliminary Simulation Evaluation

The proposed model has not yet been subjected to empirical testing using
Capture the Flag (CTF) events. These structured experiments are planned as
the next stage of research and will provide the primary empirical validation of
the model. At this stage, the evaluation is limited to a preliminary simulation
exercise intended to test the internal logic of the model against behavioural
patterns reported in prior studies. Monte Carlo simulations were conducted
to explore whether the model could reproduce engagement trends consistent
with published CTF findings.
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To establish reproducibility and reduce ambiguity in parameter selection,
the variable ranges were inferred from published experiments that examined
attacker behaviour under deceptive conditions. Table 2 summarises the pa-
rameter sources, their empirical basis, and the ranges normalised for use in

simulation.

Table 2: Parameter inference and rationale for simulation evaluation

Variable Source of Empirical basis / Range
inference rationale used
Belief (B) Tularosa [7], Attacker conviction in target 0.6-0.9
Moonraker [8], authenticity; inferred from
Nunes [9] engagement frequency or
persistence in deceptive
scenarios.
Scepticism (S) Tularosa Higher scepticism in 0.1-0.6
informed / “informed” conditions
uninformed [7] reduced engagement; scaled
to represent resistance to
deception.
Deception Moonraker [8], Apparent realism or 0.5-0.8
fidelity (D) Nunes [9] complexity of deceptive
artefacts; higher values
indicate more convincing
decoys.
Experience Tularosa [7], Accumulated familiarity with 0.6-0.9
(E) Nunes [9] deception; higher values
indicate greater ability to
detect false cues.
Reconnaissance Across studies Limits the effects of £ and D; 1.1-1.7
(R) (scanning and normalised to a continuous (relative)
exploration scale between 0 and 1, then
intensity) scaled to study context.

Note. Values are inferred from descriptive statistics and qualitative observations in prior

CTF-based research. Ranges initialise Monte Carlo simulations to explore descriptive

consistency, not to estimate precise engagement probabilities.

Parameter values derived in Table 2 were then applied in the simulation
scenarios summarised in Table 3. These scenarios correspond to previously
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published deception experiments—specifically, the Tularosa, Moonraker, and
Nunes studies—and were selected to examine the model’s ability to reproduce
behavioural outcomes under varying deception conditions.

Table 3: Validation Scenarios with Model Parameters and Outcomes

Study Ezzzmeters Rationale Graph
Participants were unaware R
of deception. Moderate ‘
belief and lower scepticism ‘ \|
Tularosa Study: B~ 0.7 . _ :
. drove high engagement, as
Uninformed 5~ 04 deception fidelity and :
Scenario [10] D ~0.5 experi Y dest i
£ 06 perience were modest.
R~1.1
Participants were informed
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4.3.1. Tularosa Study — Uninformed Condition

In the uninformed condition of the Tularosa study, participants were not
made aware of the presence of deceptive elements. This scenario was charac-
terised by high belief (B ~ 0.85), low scepticism (S ~ 0.15), high deception
fidelity (D ~ 0.8), high experience (E ~ 0.9), and elevated reconnaissance
effort (R ~ 1.5). The model yielded a mean engagement score of 0.55 with
a standard deviation of 0.13, and 99.99% of simulated attackers chose to
engage.

This result aligns with empirical observations reported in the extended
Tularosa study by Ferguson-Walter[7] which found a statistically significant
increase in interactions with deceptive systems under the Present-Uninformed
condition. Specifically, the thesis reports that:

“A MANOVA found a significant main effect of deception con-
dition on the number of alerts generated (F'(6,246) = 9.08,p <
.001, partial n* = .181). The decoy scan alerts (p < .01), decoy
probe alerts (p < .001), and decoy touch alerts (p < .001) were
all significantly higher in the Present-Uninformed condition” [7,
p. 61].

These alert types reflect direct engagement with deceptive elements in the
environment. Although exact engagement percentages are not provided, the
significantly elevated decoy interaction rates suggest that the majority of par-
ticipants engaged with decoy systems. The model captures this behavioural
trend, reflecting how high belief and low scepticism, when deception is not
disclosed and appears realistic, result in widespread engagement. The close
alignment between the modelled engagement rate and these empirical find-
ings supports the descriptive validity of the proposed model under such con-
ditions.

4.83.2. Tularosa Study — Informed Condition

In the informed condition of the extended Tularosa study, participants
were explicitly made aware of the presence of deceptive elements. This
change in adversarial awareness was reflected in the model parameters as
slightly reduced belief (B ~ 0.75), increased scepticism (S ~ 0.35), and con-
sistent values for deception fidelity (D ~ 0.8), experience (E ~ 0.9), and
reconnaissance (R ~ 1.5). The resulting Monte Carlo simulation yielded a
mean engagement score of 0.25, with a standard deviation of 0.13, and an
engagement rate of 97.08%.

18



These outcomes align with empirical findings reported by Ferguson-Walter
(2020), who observed:

“Despite being warned about the deception, participants in the
Present-Informed group still engaged with decoys at high rates”
7, p. 84].

The model effectively reflects this behavioural shift. Compared to the un-
informed condition, where belief remained high and scepticism low, the in-
formed group demonstrated increased caution. This is quantitatively cap-
tured through a reduced engagement score and is consistent with the observed
behavioural modulation in the study. While participants remained active in
the environment, the altered engagement profile demonstrates that the pro-
posed model can sensitively reflect the influence of deception awareness on
adversarial decision-making.

4.8.8. Moonraker Scenario — Uninformed Condition

In the Moonraker study, attackers were unaware of deceptive elements,
resulting in higher engagement with decoy assets and reduced task perfor-
mance. To model this condition, parameter values were inferred as follows:
very high belief (B ~ 0.9), low scepticism (S ~ 0.1), high deception fidelity
(D ~ 0.75), moderate experience (F ~ 0.6), and high reconnaissance effort
(R ~ 1.6). These values reflect a condition in which attackers encountered
believable decoys without prior knowledge that deception was in play, and
where insufficient experience with deceptive devices allowed high-fidelity de-
ception to succeed.

A Monte Carlo simulation was conducted with 10,000 trials using these
parameters. The resulting engagement score had a mean of 0.94, a standard
deviation of 0.14, and a simulated engagement rate of 100.00%.

These results are consistent with the findings of Shade et al.[8], who
reported:

“Participants took longer to complete the scenario when decep-
tion was present, suggesting they were engaging with the decoy
content” [8, p. 3.

Although the study does not directly report a percentage of engagement
with deceptive elements, the extended task times and decreased effectiveness
among participants strongly imply substantial interaction with decoys. The
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proposed model reflects this behavioural outcome, showing that a combina-
tion of high belief and low scepticism, when not sufficiently counterbalanced
by experience, results in widespread engagement with deception. The simu-
lated results thus align well with the observed data.

These outcomes are highly consistent with experimental results, in which
the absence of awareness led to strong engagement with deceptive elements.
The proposed model strongly aligns with the study’s findings by attributing
high engagement to the overpowering influence of belief and low scepticism,
especially when experience is insufficient to offset deception.

4.8.4. Nunes Study — CTF Attribution and Deception

The study by Nunes et al.[9] investigated adversarial behaviour and decep-
tive strategies during the DEFCON 21 Capture-the-Flag (CTF) competition.
Operating in a hostile environment where deception was both expected and
strategically beneficial, participants demonstrated aggressive tactics despite
known risks of counter-deception. To model this environment, parameter
values were inferred based on qualitative descriptions of attacker conduct:
belief (B ~ 0.65), scepticism (S ~ 0.4), deception fidelity (D ~ 0.8), expe-
rience (E ~ 0.85), and reconnaissance effort (R ~ 1.7). The Monte Carlo
simulation produced a mean engagement score of 0.16, a standard deviation
of 0.12, and an engagement rate of 87.62%.

This result closely aligns with the observed behaviour described in the
study. Nunes et al.[9] report that:

“Players frequently launched attacks even when attribution could
not be assured and deception was highly likely. Despite under-
standing the risks, participants proceeded with offensive actions
to secure points or disrupt opponents.”

This assertion shows that participants remained actively engaged, even under
conditions of known risk and strategic uncertainty. The model reflects this
behavioural trend by demonstrating how belief in a target’s value, when com-
bined with high attacker experience, can override moderate scepticism, par-
ticularly in environments where deception is a normative component of the
engagement. The alignment between the model’s output and the study’s doc-
umented outcomes reinforces the descriptive validity of the proposed model
in competitive, deception-aware CTF scenarios.
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4.3.5. Tularosa Study: Psychological Pilot — No Deception

This control condition from the Tularosa study involved no deceptive
elements. Parameters were inferred to reflect cautious but neutral engage-
ment tendencies: moderate belief (B ~ 0.6), moderate-to-high scepticism
(S ~ 0.5), no deception (D = 0), high experience (E ~ 0.9), and moder-
ate reconnaissance (R ~ 1.3). The resulting Monte Carlo simulation yielded
a mean engagement score of —1.07, a standard deviation of 0.11, and an
engagement rate of 0.00%.

These simulation results align with empirical findings reported in Ferguson-
Walter’s extended Tularosa thesis, which observed:

“Participants in the control condition had significantly fewer de-
coy alerts and lower deception-related activity compared to those
in deception-present conditions, indicating little or no engage-
ment with deceptive elements” [10].

This output validates the model’s ability to reflect disengagement in the
absence of deceptive signals, particularly when scepticism and experience
levels are high and belief in target value is moderate.

4.3.6. Summary of Stmulation Results

Table 4: Summary of Simulation Results

Scenario Mean Score Std Dev % Engaged
Tularosa — Uninformed 0.55 0.13 99.99%
Tularosa — Informed 0.25 0.13 97.08%
Moonraker — With Deception 0.94 0.14 100.00%
Nunes — CTF Attribution 0.16 0.12 87.62%
Tularosa — Psychological Pilot -1.07 0.11 0.00%

Across all scenarios, the model behaved consistently with the behavioural
expectations informed by prior empirical work. The uninformed Tularosa
condition produced the highest engagement rate (99.99%), reflecting a com-
bination of high belief, low scepticism, and credible deceptive cues. When
deception was disclosed in the informed Tularosa condition, engagement de-
creased to 97.08%, demonstrating a measurable but limited effect of increased
scepticism.
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The Moonraker scenario yielded a mean engagement score of 0.94 with
100.00% engagement, aligning with the high levels of interaction reported
when deceptive elements were both believable and undisclosed. In contrast,
the Nunes scenario, characterised by higher scepticism and competitive ad-
versarial pressure, resulted in a lower engagement rate of 87.62%, indicating
that elevated uncertainty and experience can moderate engagement without
eliminating it.

The psychological pilot condition, which contained no deception, pro-
duced a negative mean engagement score and 0.00% engagement. This out-
come reflects circumstances where scepticism outweighs belief and no decep-
tive cues are present to influence attacker perception.

Overall, these results demonstrate that the model responds predictably
to variations in belief, scepticism, deception fidelity, experience, and recon-
naissance. The engagement outcomes scale in a manner that is coherent with
the behavioural expectations inferred from the empirical studies referenced
in Section 4.2, supporting the descriptive utility of the model at this early
stage.

4.8.7. Interpreting the Model Output

The model produces an engagement result (E,) that represents the rela-
tive likelihood that an attacker will interact with a deceptive device. During
simulation, F, is calculated as a bounded value determined by the limits
of its input parameters. For clarity of presentation, this bounded result is
expressed as a normalised probability, P(E,), which is reported in Table 4
as the probability of engagement shown as a percentage. The magnitude
and sign of F, describe the direction and strength of the influence exerted
by belief (B), scepticism (S), deception fidelity (D), experience (E), and
reconnaissance effort (R), while P(E,) provides a standardised measure that
facilitates direct comparison between conditions.

This dual representation distinguishes the model’s internal computation
from its interpretive output: FE, defines the bounded relationship among
variables, and P(E,) communicates that relationship through a conventional
probabilistic form. Presenting results in this manner maintains consistency
with the model’s theoretical basis while enabling clear interpretation of out-
comes across different parameter configurations. It also allows P(E,) to be
directly compared with empirical observations when available, linking simu-
lated outcomes with measurable attacker behaviour without constraining the
model to a specific probability scale.
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4.3.8. Sensitivity and Robustness Discussion

Preliminary observations from the simulation indicate that variations in
the input parameters influence the engagement result (£,) in predictable
ways. Because Ej is a bounded probabilistic outcome, changes in belief (B)
or deception fidelity (D) generally increase engagement, while equivalent in-
creases in scepticism () or experience (E) tend to reduce it. Reconnaissance
effort (R) moderates these effects by influencing the relative strength of each
component, ensuring that no single variable dominates the outcome outside
its defined range. These relationships demonstrate that the model behaves
consistently with the conceptual expectations of attacker decision-making
and that changes in E, reflect coherent behavioural trends rather than arbi-
trary parameter interactions.

Although the present stage of development does not include a dedicated
sensitivity analysis, the simulation behaviour suggests that the model is in-
ternally stable and mathematically coherent. The observed relationships
between parameters align with the underlying theoretical rationale, indicat-
ing that the model responds proportionally to changes in its inputs. Fu-
ture work will extend this evaluation through structured sensitivity testing
and empirical calibration, allowing the relative influence of each parameter
to be validated against observed attacker behaviour. This will provide a
stronger empirical basis for assessing the model’s robustness and generalis-
ability across different deceptive environments.

5. Conclusion

This paper introduced a descriptive model for understanding attacker
decision-making in deceptive cyber environments. The model formalises en-
gagement as a bounded probabilistic outcome influenced by belief, scepticism,
deception fidelity, experience, and reconnaissance, providing an interpretable
structure for examining how cognitive factors shape the decision to interact
with a deceptive device. By representing these factors explicitly, the model
contributes a conceptual foundation for exploring attacker perception prior
to active engagement.

A preliminary simulation evaluation was undertaken to examine how vari-
ations in these parameters influence the engagement outcome. The simula-
tion results aligned with the expected behavioural tendencies informed by the
empirical studies referenced in Section 4.2, indicating that the model behaves
consistently with theoretical expectations at this early stage of development.
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These observations demonstrate that the model produces coherent and pre-
dictable responses to parameter variation, allowing descriptive exploration
of attacker behaviour across differing deceptive contexts. However, these
findings remain indicative rather than confirmatory and do not constitute
empirical validation.

The model currently retains several limitations typical of early-stage con-
ceptual frameworks. Its abstract representation means that parameter ranges
are coarse and uncalibrated, and the relationships between components have
yet to be validated against behavioural data. Although the preliminary sim-
ulation indicates internal coherence, comprehensive sensitivity analysis and
empirical calibration are required before the model can be applied predic-
tively or operationally. These limitations reflect the developmental stage of
the framework rather than deficiencies in its conceptual basis.

Future research will focus on empirical validation through structured
capture-the-flag exercises designed to elicit attacker perceptions and be-
havioural cues in controlled deceptive environments. Such experiments will
support the refinement of parameter ranges, the calibration of engagement
outputs, and the integration of the model with complementary computa-
tional approaches, including Bayesian inference, Markov decision processes,
and reinforcement learning. Advancing this line of research has the potential
to enhance the design and evaluation of cyber-deception strategies by pro-
viding a tractable and conceptually grounded framework for understanding
attacker engagement within complex defensive settings.
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