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Abstract—Diffusion models are renowned for their state-of-the-
art performance in generating synthetic images. However, con-
cerns related to safety, privacy, and copyright highlight the need
for machine unlearning, which can make diffusion models forget
specific training data and prevent the generation of sensitive
or unwanted content. Current machine unlearning methods for
diffusion models are primarily designed for conditional diffusion
models and focus on unlearning specific data classes or features.
Among these methods, finetuning-based machine unlearning
methods are recognized for their efficiency and effectiveness,
which update the parameters of pre-trained diffusion models
by minimizing carefully designed loss functions. However, in this
paper, we propose a novel attack named Diffusion Model Re-
learning Attack (DiMRA), which can reverse the finetuning-based
machine unlearning methods, posing a significant vulnerability of
this kind of technique. Without prior knowledge of the unlearning
elements (a class of objects or features), DIMRA optimizes the
unlearned diffusion model on an auxiliary dataset to reverse
the unlearning, enabling the model to regenerate previously
unlearned elements. To mitigate this vulnerability, we propose a
novel machine unlearning method for diffusion models, termed as
Diffusion Model Unlearning by Memorization (DiMUM). Unlike
traditional methods that focus on forgetting, DiMUM memorizes
alternative data or features to replace targeted unlearning data
or features in order to prevent generating such elements. In
our experiments, we demonstrate the effectiveness of DIMRA in
reversing state-of-the-art finetuning-based machine unlearning
methods for diffusion models, highlighting the need for more
robust solutions. We extensively evaluate DiMUM, demonstrating
its superior ability to preserve the generative performance of
diffusion models while enhancing robustness against DiIMRA.

Index Terms—Relearning attack, machine unlearning, diffu-
sion models, DIMRA, DIMUM.

I. INTRODUCTION

Diffusion models (DMs) have emerged as a powerful class
of generative models, attracting significant attention for their
ability to produce high-quality synthetic images. DMs are
broadly categorized into two types: unconditional and con-
ditional. Unconditional DMs generate data that follows the
distribution of the training data without any additional input
other than Gaussian noise [1], [2]. In contrast, conditional
DMs (CDMs) generate content based on specific input con-
ditions, such as text descriptions [3] or reference images [4],
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[5], enabling controlled, directed content generation. Due to
their impressive generative capabilities and versatility, CDMs
are applied in various domains, including content creation [3],
image editing [4], [5], and medical imaging [6], [7].

Despite the remarkable generative capabilities of CDMs,
their use raises several concerns related to Al-generated con-
tent, including the production of harmful outputs [8], copyright
infringement [9], and privacy violations [10]. For instance,
commercial generative models should be designed to avoid
producing images that conflict with local cultural norms or
violate copyright laws. Moreover, privacy regulations such as
the General Data Protection Regulation (GDPR) [11] grant
individuals the right to request the deletion of their personal
information from the training data of generative models. Con-
sequently, machine unlearning (MU) techniques have attracted
growing research interest. They are being actively explored
within the scope of CDMs to unlearn improper training data
and thus mitigate these potential societal risks. Existing MU
methods for CDMs primarily aim to prevent the generation
of images from undesired classes [12]-[14], unwanted styles
[15]-[18], or with undesirable features [19]-[22]. Broadly,
these MU methods can be categorized into two approaches:
filter-based and finetuning-based. Filter-based MU methods for
CDMs [15], [18], [20], [22] work by filtering or modifying the
conditioning input associated with the unlearning concepts. On
the other hand, finetuning-based methods for CDMs work by
optimizing the pre-trained CDMs’ parameters to increase the
training loss of the undesired data [12] or replace the undesired
concepts with benign concepts [14], [16], [17], [19], [21].

Filter-based MU methods for CDMs have inherent limita-
tions. For example, filters can be easily removed at the code
level [23], making them ineffective in open-source models.
Besides, as demonstrated in [24], filter-based MU methods
for CDMs often suffer from either poor unlearning effec-
tiveness or low-quality generation after unlearning, whereas
finetuning-based methods effectively address both challenges
simultaneously. Consequently, finetuning-based methods are
considered more efficient and effective for MU in CDMs.
However, this paper shows that existing finetuning-based MU
methods can be reversed even when the attacker lacks prior
knowledge of unlearning elements. Specifically, we propose
a novel relearning attack named Diffusion Model Relearning
Attack (DIMRA). DiMRA reverses the finetuning-based MU
methods by optimizing the unlearned CDMs on an auxiliary
dataset that contains no data related to the unlearned elements.
Experimental results, e.g., Fig. 1, demonstrate that DIMRA
can reverse existing finetuning-based MU methods for CDMs,
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enabling the CDM to regenerate previously unlearned elements
(harmful or unwanted).

The failure of finetuning-based MU methods stems from
two key reasons: (i) their unlearning losses are non-convergent,
and (ii) their retain losses constrain the CDM’s parameters
to remain close to those of the pre-trained model during
unlearning. As a result, the parameters of the unlearned CDM
remain close to the pre-trained model’s parameters and fail to
reach a local optimum. Further optimization of the unlearned
CDM on an auxiliary dataset can reverse its parameters toward
the model before unlearning, and thus the reversed CDM
generates previously unlearned elements. On the other hand,
the memorization and generalization behaviours of DMs have
been studied in [25]-[28]. According to the analysis in these
papers, the generation capacity of DMs stems from the (par-
tial) memorization of training data. Building on this insight,
we propose Diffusion Model Unlearning by Memorization
(DIMUM), a novel MU method for CDMs. Given a condi-
tioning input from the unlearning set, DIMUM optimizes the
CDM to memorize alternative images rather than the original
images associated with the conditioning input. According to
the theoretical analysis in [25], the CDM will then memorize
these new images, and thus forget the original images after the
unlearning process. As a result, the unlearned CDM prevents
the regeneration of the unlearning elements. Furthermore,
the loss function of DIMUM is convergent, which leads to
the parameters of the unlearned CDM reaching a new local
optimum, thus enhancing the robustness against DiIMRA.

In summary, the paper has the following contributions:

« We propose a novel relearning attack, Diffusion Model
Relearning Attack (DiMRA), which can reverse the un-
learning process of finetuning-based MU methods for
CDMs, enabling the CDM to regenerate previously un-
learned elements (harmful or unwanted).

o We propose a novel MU method for CDMs, Diffusion
Model Unlearning by Memorization (DiMUM), which
achieves unlearning by memorizing alternative elements
to replace those being unlearned.

o We provide a comprehensive evaluation of the proposed
DiMRA and DiMUM. Experimental results show that
DiMRA can successfully attack existing finetuning-based
MU methods for CDMs. Besides, DIMUM shows su-
perior performance in preserving the generative perfor-
mance and improving the robustness against DiMRA.

II. RELATED WORK

This section presents a literature review on machine unlearn-
ing for diffusion models and attacks for machine unlearning
in diffusion models.

A. Machine Unlearning in Diffusion Models

1) Filter-based MU for CDMs: In text-to-image latent
diffusion models, text conditioning is incorporated into the
network through text embeddings, which are extracted from
pre-trianed embedding model. [15] modifies the weights of
the cross-attention layers to induce specific changes to selected

text embeddings corresponding to edited concepts while mini-
mizing the impact on preserved concepts. Forget-Me-Not [18]
introduces an attention steering loss, which first computes the
attention maps between input features and context embeddings
associated with the forgetting concept, then minimizes the
attention maps. [20] accomplishes the same objective in two
steps. The Soft-weighted Regularization step leverages singular
value decomposition to remove undesired concepts from the
text embedding. The Inference-time Text Embedding Optimiza-
tion step introduces new loss functions that guide the cross-
attention layer to emphasize the desired concepts and suppress
the generation of unlearned concepts. SPM [22] introduces a
lightweight, trainable adapter for DM’s neural network that
enables efficient concept erasure. Using a latent anchoring
method, the authors combine a surrogate and target concept
for finetuning, with an objective function that includes erasing
and anchoring losses to minimize impact on retained concepts.
It is worth noting that our proposed attack, DIMRA, is not
designed to target filter-based MU for CDMs, but rather to
target finetuning-based approaches.

2) Finetuning-based MU for CDMs: Another branch of
MU for CDMs works by finetuning the pre-trained CDM. For
instance, Salun [14] enables unlearning by finetuning only
the most affected salient weights, using randomly labelled
data from the unlearning set to update these salient weights.
Erased Stable Diffusion (ESD) [17] finetunes the model to
align the conditional scores of undesired concepts with those
of unconditioned concepts, permanently removing learned
concepts. [16] opts to replace the target concept with a user-
defined concept, typically a more general term. For instance, it
fine-tunes the model to generate “a cat” instead of “a grumpy
cat” In [19], the authors modify the reverse process of DMs
by updating the loss function to align the predicted noise of
specific concepts with a predefined noise distribution. [21]
employs gradient-based techniques to map out the weight
saliency within UNet related to the concept to be unlearned,
concentrating fine-tuning efforts on the most sensitive neurons
associated with the target concept. [12] applies the gradient-
ascent method and improves the stability during unlearning by
embedding the unlearning update within a remain-preserving
manifold. While gradient ascent is commonly used in MU
for classification models [29], [30] and large language models
[31], [32], it is less favoured for diffusion models (DMs) due
to its detrimental impact on generative performance.

B. Attacks for Machine Unlearning in Diffusion Models

Recent studies [33]-[35] compromise MU methods for
CDMs using carefully designed adversarial prompts. These
studies iteratively optimize the CDM’s text prompts until
the unlearned CDM generates the targeted elements that
should have been unlearned. However, these methods [33]-
[35] require prior knowledge of the unlearning concept and its
associated images, making them less practical in adversarial
settings with limited background knowledge. Furthermore,
the attacks proposed in [33] and [34] require an auxiliary
CDM and a pre-trained classifier, respectively. In contrast,
the proposed DiMRA reverses the MU methods to enable the
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Fig. 1: Workflow of DIMRA. The left panel illustrates the reversal of Salun by the proposed DIMRA when unlearning the Van
Gogh style. The right panel shows DiIMUM'’s resilience under identical conditions.

unlearned CDM to regenerate unlearning elements without the
need for prior knowledge or auxiliary models.

III. PRELIMINARIES

This section briefly introduces the CDMs and finetuning-
based MU methods for CDMs to better understand the pro-
posed DIMRA and DiMUM.

A. Conditional Diffusion Models

The CDMs introduced in this section are based on DDPM
[1] and omit DDIM [36] since they have the same loss
function. CDMs operate in two stages, i.e., the forward and
reverse processes. The forward process starts from clean data
x( and iteratively adds Gaussian noise to the data for 7' steps
until the data 7 becomes nearly indistinguishable from pure
Gaussian noise. Given a forward process step ¢, x; can be
calculated by,

Ty (wOa 6) = \/C_Tt:BO + v 1- OiE, (1)

where a; is a pre-defined parameter, € ~ N(0,1I), and t €
{1,2,---,T}.

The reverse process starts from pure Gaussian noise T ~
N(0,I) and iteratively denoises the data with the estimated
noise € calculated by Classifier-Free Guidance (CFG) [37],

€:€9 (é\:htv@)—’_ﬁ(ee (',i:tvtac)_ee (:ﬁtatvq)))u (2)

where €g is a trainable approximator, c is the conditioning
feature, () is the feature for the null condition and usually a
zero vector, and 3 is a scalar for the conditional scale. Then,
given &y, &;_1 can be calculated by,

T = 1 By — ——L ¢ + oz 3)
— € g
t—1 ﬁt t /71 — . t=<,

where t € {1,2,--- T}, z ~ N(0,I), and o; and o are
pre-defined parameters.

The approximator €g is optimized by the following loss
function,

L(eo) = Ev@yerenen |le —co(@mlol’], @

where x is training data, c is conditioning input for xo, t €
{1,2,---,T}, and € ~ N(0, I).

B. Machine Unlearning for CDMs

This section begins by outlining the objective of MU for
CDMs. Next, we present the core mechanisms of existing
finetuning-based MU methods for CDMs.

1) Objective definition:: The objective of MU for CDMs
is defined in Definition 1.

Definition 1: Let 0,' represent a CDM pre-trained on
dataset D. Given an unlearning set D,, containing unlearning
elements (e.g. feature and class), a retain set D, without
unlearning elements, and an MU mechanism M for CDM,
the unlearned CDM 6, is obtained by 8,, = M(0,, D,, D,,).
Let P, denote the distribution of the images generated by 8,
and Pyqrge: denote the distribution of the images generated
by 6, discarding the images with unlearning elements. The
objectives of M are to (i) increase the similarity between P,
and Pj,rgc¢ and (ii) prevent generating images that contain
unlearning elements.

In general, it is assumed that the distribution of D,. is similar
to that of Py44e; in Definition 1. Thus, the similarity between
P, and Pp, is applied in practice to evaluate objective (i) in
Definition 1.

2) Mechanisms of existing MU for CDMs:: Finetuning-
based MU methods for CDMs first construct an unlearning
set D, and a retain set D,. The unlearning set D, consists
of images related to the unlearning concept or contains the
unlearning feature, while the retain set D, includes benign
images that are to be preserved.

n this paper, O denotes all parameters of a CDM, including eg, o, at,
and o¢, where ¢t € {1,2,--- ,T}.
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Some methods, such as [12], minimize the loss function in
Eq.(4) when x¢ is sampled from D, to preserve the CDM’s
generative capacity, while maximizing it when x¢ is sampled
from D, to degrade the CDM’s ability to generate images
resembling those in D,,. This loss function can be calculated
by,

L1(€6) = BEo,(wp.cr)epne |l€ — €o(ailer) ]

By (o enenae |I€— €o(@ilen)]]

where D, is the unlearning set, D, is the retain set, and [ is
a balancing coefficient. The first term in Eq.(5) is commonly
referred to as the ‘retain loss’, while the second term is known
as the ‘unlearning loss’.

Other methods, such as [14], [16], [17], [19], [21], also
minimize the loss function Eq.(4) when oy € D, to preserve
the CDM’s generative capability. Therefore, their retain loss is
the same as that in Eq.(5). As for the unlearning loss, this kind
of method applies the benign feature to replace the unlearning
feature. Specifically, given a data pair (z,, ¢, ) sampled from
the unlearning set, these methods assign an artificial benign
condition ¢;. to @, and then apply eg(x;|c].) as the label
to optimize €g(x¢|c,), where x; is the noised x, after ¢
forward steps. The loss function of this kind of methods can
be calculated by,

Ly(€0) = BB (mp,errcpr e |ll€ = €olailer)|?]

+ B (e enrenae | [€a@ile]) — eol@ilen)||’]

where superscript s means stopping gradients during opti-
mization. Note: Although various methods incorporate distinct
technical details, their core mechanisms can be distilled into
the loss functions Eq.(5) and Eq.(6).

IV. DIFFUSION MODEL RELEARNING ATTACK (DIMRA)

The overall attack workflow of DiMRA is illustrated in Fig.
1. The unlearning feature in this figure is the Van Gogh style.
First of all, the original CDM @, is trained on dataset D,
which includes Van Gogh-style images. Second, we construct
an unlearning set D,, that contains only Van Gogh-style images
and a retain set D, that does not contain Van Gogh-style
images. Then, the unlearned model is obtained by a MU
method M, ie., 8, = M(6,,D,,D,), which prevents the
generation of Van Gogh-style images. Next, we apply DIMRA
to attack the unlearned CDM by finetuning it on an auxiliary
dataset. Note that the auxiliary dataset does not contain any
image related to the Van Gogh style. If the attack is successful,
the attacked CDM will generate Van Gogh-style images given
the conditioning feature ¢, of the unlearn set D,. The left
side of Fig. 1 demonstrates a successful attack targeting the
CDM unlearned by Salun [14], while the right side shows the
robustness of the proposed DIMUM against DiMRA.

A. Attacker Model

Attacker’s Capabilities. We assume that the attacker has
access to the parameters of the targeted CDM. This as-
sumption is realistic, as model providers often release pre-
trained models, which are typically publicly available and

may not be sufficiently protected (e.g., Stable Diffusion 1.4%).
Additionally, we assume that the attacker is familiar with
the prompt format, including available classes and textual
prompts, which is commonly documented alongside the CDM
when released for public use.

Attacker’s Background Knowledge. We evaluate the
DiMRA under two background knowledge assumptions:

Assumption (i): The attacker has access to the retain set D,..
This represents the most favourable scenario for the attacker,
where the retain set D, has been leaked.

Assumption (ii): The attacker has access to an auxiliary
dataset that follows a similar distribution to the retain set D,..
This assumption is realistic and can be easily achieved, e.g.,
by collecting the generated synthetic images.

Attacker’s Goal. Given a CDM that has undergone proper
unlearning, the attacker aims to reverse the unlearning process,
i.e., make the CDM regenerate previously forgotten elements,
thereby compromising the MU methods and potentially ex-
posing sensitive or unsafe information that should have been
erased from the CDMs.

B. Attack Strategy

In DiMRA, the attacker first constructs an auxiliary dataset
D,,, based on Assumption (i) or (ii). Then, the attacker update
the unlearned CDM’s parameters by minimizing the following
loss function,

Lpinvra(€0) = Ei (zg,c)eDou,e |I1€ — 60($t|C)H2} , (D

which is similar to the loss function of CDMs Eq.(4) but
the training data (xg, ¢) is sampled from the auxiliary dataset
D, instead of the original training dataset D. Optimizing the
unlearned CDM by minimizing Lp;ysra for a certain number
of steps can cause the CDM to regenerate previously unlearned
elements.

Rational behind DiMRA. Let’s closely investigate the core
mechanisms of the existing MU methods for CDMs, i.e.,
Eq.(5) and Eq.(6). (i) The unlearning loss (second term) of
Eq.(5) aims to maximize the original loss function Eq.(4) of
CDM when input x is sampled from the unlearning set,
resulting in the unlearning loss in Eq.(5) being divergent.
(ii) The unlearning loss (second term) of Eq.(6) changes the
optimization objective of eg(xt|c,) from the ground-truth e
to €p(x¢|c)) when input ¢ is sampled from the unlearning
set. This change leads to non-convergence of the unlearning
loss. For example, when ¢ is small, the noised image x; retains
much of the information of the original image x associated
with unlearning feature ¢, and thus € (x;|c..) is meaningless.
The divergence and non-convergence of the unlearning losses
in Eq.(5) and Eq.(6) are empirically validated the experimental
section.

Now, Let’s assume that the pre-trained approximator eg,
has reached a local optimum by minimizing the original loss
function of CDMs Eq.(4). The objectives of MU for CDMs are
to achieve a new local optimum by minimizing the retain loss
of Eq.(5) and Eq.(6) while preventing the generation of un-
learning elements. The unlearning losses in Eq.(5) and Eq.(6)

Zhttps://huggingface.co/CompVis/stable-diffusion-v1-4
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push the approximator’s parameters away from the original
local optimum, thereby preventing the CDM from generating
the unlearning elements. Besides, the retain loss in Eq.(5) and
Eq.(6) keeps the approximator’s parameters close to those
of the pre-trained approximator to preserve the generative
capability of the CDM. Unfortunately, the unlearning losses in
Eq.(5) and Eq.(6) hinder the approximator’s parameters from
converging to a new local optimum due to their divergence and
non-convergence as discussed above. As a result, optimizing
the approximator, which have been unlearned with Eq.(5) or
Eq.(6), by minimizing the loss function Eq.(7) of DiMRA
can thus push the parameters of the approximator back to
the original local optimum, thereby relearning the previously
unlearned elements.

V. DIFFUSION MODEL MACHINE UNLEARNING BY
MEMORIZATION (DIMUM)

We have analyzed that the existing MU mechanisms for
CDMs fail to optimize the CDMs’ parameters to a new
local optimum w.r.t. the retain loss in Eq.(5) and Eq.(6).
Consequently, DIMRA can reverse the parameters of the
unlearned CDMs back to the original local optimum of the
pre-trained models by finetuning them according to Eq.(7).
In this section, we introduce the proposed DiIMUM that can
address this problem.

DiMUM applies the retain loss as Eq.(5) and Eq.(6) in order

to achieve objective (i) in Definition 1, i.e.,
Pl ®
However, the retain loss Eq.(8) does not guarantee the erasure
of the information of unlearning set D,, from the pre-trained
model. According to the analysis in [25]-[28], the generation
ability of the DMs stems from their memorization or partial
memorization of the training data. Based on these findings, we
can erase the information of D, from the pre-trained CDM
by simply memorizing alternative elements when providing the
CDM with the conditioning features in D,,. To achieve this, we
construct a dataset D!, by combining the images samples from
the retain set D, and conditioning features of the unlearning
set D,, i.e.,

Ly(€0) = Er (wy.01eD,  |I€ — €o(wile)

D! ={(z1,¢c1), - (xn,cn)} where z; € D, ¢c; € D,.
9
Then, the unlearning loss, L,(eg), of the proposed DIMUM
is calculated by,

Lu(€o) = Eo,(wy ereny e |l€ = co(@lo)’] . (10)

The unlearning loss of DIMUM Eq.(10) is similar to Eq.(4),
Eq.(7), and Eq.(8), whose specificity lies in that the input
(zo,c) is sampled from the newly constructed D!, with
Eq.(9). After the convergence of the CDM by minimizing
Eq.(10), the unlearned CDM will generate images following
the distribution of D,. given the prompts c of the unlearning set
D,, and thus prevent generating images that contain unlearning
elements. The loss function of DIMUM combines the retain
loss Eq.(8) and unlearning loss Eq.(10), i.e.,

Lpivum = BLy(€0) + Ly (€0), (11)

where [ is a balancing coefficient. The workflow of the
proposed DIMUM is summarized in Algorithm 1.

Algorithm 1: Workflow of DIMUM.

Input : Retain set D,; Unlearning set D,,; pre-trained
approximator €g; 0., denotes parameters of

€9

Output : Unlearned approximator eg
t Dy, ={(®1,c1), - ,(®N,cN)} » T € Dr,c; € Dy.
2 forn € {1,2, -+, Nusiearn } do
// Compute retain loss Eq.(8);
3 Sample (xo, c) from D,
4 Sample € from Gaussian distribution A/(0, I)
5 L, = Hefetg (\/6?:1:0+\/176¢te,t,c)||2
// Compute unlearning loss Eq.(10);
6 Sample (xo, ¢) from D,
7 Sample € from Gaussian distribution A/(0, I)
8 L, = Hefeg (\/67tm0+\/17&te,t,c)||2
// Compute the whole loss Eq.(l11);
9 Lpimum = BLu(€g) + Lr(€o)
10 Ocy <= 0cy —1Veo,., LDinvium

11 Return €g

Core difference between the proposed DiMUM and
existing MU methods for CDMs. As discussed above,
DiMRA leverages the non-convergence of loss functions in
existing MU methods to reverse their effects. Additionally,
such non-convergence can impair the generative performance
of the unlearned CDMs. In contrast, both the unlearning and
retain losses of DIMUM follow the same structure as the
original loss function Eq.(4) of CDM, which has been shown
to be convergent in [1]. Consequently, after unlearning with
DiMUM, the CDM converges to a new approximated local
optimum w.r.t. the retain loss (Eq.(8)), which also serves as
a local optimum for the DiIMRA loss function (Eq.(7)). As a
result, it becomes significantly more difficult for DiMRA to
compromise a CDM that has been unlearned using DiIMUM.
Here we assume the unlearning loss Eq.(10) has limited
impact on the convergence of the retain loss since the images
in D!, follows a similar distribution to those in D,..

VI. EXPERIMENTS

In this section, we first evaluate the performance of the
proposed DIMRA and DiMUM on small-scale CDMs trained
on the CIFAR-10 dataset, where a specific class is unlearned,
the same as [12], [14]. We then assess their performance on
large-scale CDMs using the benchmark introduced in [24],
where an art style is unlearned.

A. Experiments on Object Unlearning

1) Experiment Setup.: Base Model: In this section, we
apply DDPM with classifier-free guidance [37] as the base
model, which is a well-known conditional DDPM whose
conditioning input is the class label. Dataset: The pre-trained
CDM is trained on the CIFAR-10 training dataset, which
consists of ten classes with 5K images per class. The image
resolution is 32x32. The CIFAR-10 test dataset, on the other
hand, contains ten classes with 1K images per class, following
a distribution similar to that of the training dataset. Thus,
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Fig. 2: This figure shows the FID curves during the unlearning process of DiMUM and Salun. We only show the FID value
after 2000 unlearning steps of Sfront since it rapidly and significantly decrease the generative ability of the CDM.

the test dataset can serve as the auxiliary dataset for launch-
ing DIMRA, simulating an attacker with limited background
knowledge, i.e., Assumption (ii) introduced in Section IV-A.
MU baselines: We apply two state-of-the-art finetuning-based
MU methods for CDMs, Salun [14] and Sfront [12], as
baselines. Both methods are capable of unlearning a specific
class based on the class label and thus are suitable for the
CIFAR-10 dataset. The loss function of Sfront, which applies
the mechanism Eq.(5), maximizes the original CDM loss when
the input is sampled from the unlearning set. On the other
hand, the loss function of Salun, which applies mechanism
Eq.(6), replaces the images of the unlearning class with images
of an alternative class. For Salun and DiMUM, the alternative
class is simply selected as the next class of the unlearning
class in the CIFAR-10 dataset, the same as [14].

Evaluation process: First of all, the pre-trained CDM 8, is
trained on CIFAR-10 training dataset D by minimizing the loss
function (4) for 1M steps with the mini-batch size 128. Second,
we select one class of the CIFAR-10 dataset as the unlearning
class (object). The unlearning dataset D,, is constructed with
the images of the CIFAR-10 training dataset that belong to
the unlearning class. The retain dataset D,. is then constructed
with the remaining images of the CIFAR-10 training dataset.
Next, we input D,,, D,, and 6, into a MU method and obtain
an unlearned CDM 6,,. To simulate an attacker with strong
background knowledge, i.e., Assumption (i) in Section IV-A,
we use the retain set as the auxiliary dataset D, to launch
DiMRA. To simulate an attacker with limited background
knowledge, i.e., Assumption (ii) in Section IV-A, we use the
CIFAR-10 test dataset excluding the unlearning class images
as the auxiliary dataset D, to launch DIMRA.

Evaluation Metrics: Fréchet Inception Distance (FID) [38]
and Structured Fréchet Inception Distance (sFID) [39] are
commonly used to assess the distributional similarity between
two image datasets. We compute FID and sFID between the
synthetic dataset generated by the unlearned CDM and the
retain set to assess the MU method’s ability to preserve the
generative capability of the pre-trained CDM, corresponding
to objective (i) in Definition 1. Lower FID and sFID indicate
better performance with respect to objective (i). Note that we
do not consider the unlearning class when calculating FID
and sFID. Next, we generate 1000 images with the unlearned
CDM, conditioned on the label of the unlearning class. Follow-
ing [14], we use a pre-trained classification model to classify
these 1000 images and compute the accuracy rate, which is

i

(a) Pre-Trained CDM

e "f
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2MT LD
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(c) Unlearned b}./ Saln (20k steps) (d) Unlearned b DIMUM (éOk
steps)
Fig. 3: This figure shows synthetic images generated by the
pre-trained CDM and CDMs unlearned by Sfront, Salun, and
DiMUM. The unlearning object is automobile.

the proportion of the 1000 images classified as the unlearning
class. This accuracy rate is used to evaluate objective (ii) in
Definition 1, termed as ARyy. Lower ARy indicates better
unlearning performance. Last, we use DIMRA to attack the
unlearned CDM and obtain the attacked CDM. We generate
1000 images with the attacked CDM, conditioned on the label
of the unlearning class, and compute the accuracy rate with
the same pre-trained classification model. This accuracy rate
is used to evaluate effectiveness of DIMRA and robustness of
the MU method against DIMRA, termed as ARpjvra. Lower
ARpijmra indicates more robustness against DiIMRA while
higher ARpimra indicates better attack performance.

2) Evaluation of Objective (i) in Definition 1: First, we
use DIMUM and Salun to unlearn the ‘automobile’ class
from the pre-trained CDM 6, for 20K optimization steps



PREPRINT

TABLE I: FID, sFID, and ARyy after Unlearning

Unlearn class Method FID | sFID | ARmu |
Salun [14] 16.0395  30.2921 0
Airplane Sfront [12] 17.5918  32.0599 0
DiMUM (Ours) 14.6809  30.0606 0
Salun [14] 17.9248  32.8567 0
Automobile Sfront [12] 39.0697  44.3232 0
DiMUM (Ours) 16.7114  32.1452 0
Salun [14] 20.0131  33.5968 0
Bird Sfront [12] 18.8547  33.5163 0
DIiMUM (Ours) 17.5327  32.6799 0
Salun [14] 21.4828 344921 0
Cat Sfront [12] 25.6169  36.4590 0
DIiMUM (Ours) 17.4537  32.6307 0
Salun [14] 19.2202  32.9396 0
Deer Sfront [12] 22.9986  35.6444 0
DIiMUM (Ours) 17.0063  32.2369 0

but use Sfront to unlearn the ‘automobile’ class for only
2K optimization steps, as Sfront significantly and rapidly
decreases the generative performance of the CDM during
unlearning. Figure 3 illustrates the synthetic images generated
by the pre-trained CDM, along with those generated by CDMs
unlearned by Sfront, Salun, and DIMUM where the unlearning
class is ‘automobile’. As shown in Fig. 3, all three MU
methods can prevent the generation of automobile images.
However, the images generated by the CDM unlearned with
Sfront become unrecognizable at 2050 unlearning steps due to
the divergence of its unlearning loss and thus fails to achieve
objective (i). On the other hand, the CDMs unlearned by Salun
and DiMUM generate bird images given the conditioning input
‘automobile’ and present similar generative performance to
the pre-trained CDM when generating other classes. Then,
we repeat the above experiments to unlearn another four
classes, i.e., airplane, bird, cat, and deer of the CIFAR-10
dataset. Figure. 2 shows the FID curves during the unlearning
process and the results are consistent among the five un-
learning classes. As illustrated, DIMUM achieves the highest
generative performance after unlearning. Sfront exhibits the
worst generative performance, despite being conducted for
only 2K steps. DIMUM’s superior generative performance
after unlearning can be attributed to the convergence of both its
unlearning and retain losses. This joint optimization enables
the CDM’s parameters to reach a new local optimum with
respect to the retain loss and thus preserves the generative
performance given the conditioning input of the retain set.
Table I summarizes the generative performance of the CDM
after the last unlearning step, i.e., 2K for Sfront and 20K for
DiMUM and Salun.

3) Evaluation of Objective (ii) in Definition 1: First, we
launch DIMRA under Assumption (i) introduced in Section
IV-A, where the auxiliary dataset is the retained set. We select
CDMs that have been unlearned by Salun and DiMUM for
10K optimization steps, and by Sfront for 1K optimization
steps. DIMRA is then applied to attack these unlearned CDMs
for 60K optimization steps. Figure 4 presents synthetic images
generated by both unlearned and attacked CDMs, with the
conditioning input ‘automobile’, where the unlearning class is

TABLE II: Largest ARpjyra during Attack for Different
Methods, Unlearning Steps and Labels with Assumption (i)

Method Steps  Plane Auto Bird Cat Deer
K 099% 1 T T T
Sfront [12] - hg 0974 0960 0999 0988 1
san (4] 10K 0647 0747 0807 0916 0.6
20K 0187 0373 0537 0813  0.657
. 10K 0260 0414 0566 0719 0627
DIMUM 55k 0028 0032 0166 0252 0217
TABLE III: Largest ARpjmra during Attack for Different

Methods, Unlearning Steps and Labels with Assumption (ii)

Method Steps  Plane Auto Bird Cat Deer
Stom(12] K 0905 091§ 0980 0959 0997
K 0366 0642 0970 0920 0997

sawn (4] 10K 0277 0452 0501 0670 0718
20K 0042 0135 0313 0691 0456

. 10K 0060 0259 0278 0489 0429
DIMUM 55k 0010 0007 0055 0204 0117

(a) CDM unlearned by Sfront

" = T o

() CDM unlearned by DiMUM

(f) Attacked CDM (DiMUM)

Fig. 4: The left side and right side of this figure show synthetic
images generated by unlearned CDMs and corresponding
attacked CDMs with the conditioning input ‘automobile’.
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Fig. 5: This figure shows the ARpjyra curves during the attack process of DIMRA where the CDMs are unlearned for 10K
steps by Salun and DiIMUM and 1K steps by Sfront for five unlearning classes.
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Fig. 6: This figure shows the ARpjmra curves during the attack process of DIMRA where the CDMs are unlearned for 20K
steps by Salun and DiMUM and 2K steps by Sfront for five unlearning classes.

‘automobile’. As shown in the left side of Fig. 4, after being
unlearned by Sfront, Salun, and DiMUM, the CDMs do not
generate automobile images, i.e., ARyuy=0 as shown in Table
I, indicating all three methods achieve objective (ii). However,
as shown in the right side of Fig. 4, DIMRA can effectively
reverse these three MU methods. After being attacked for 60K
steps, the CDM unlearned by Sfront generates high-quality
‘automobile’ images given the conditioning input ‘automo-
bile’. In contrast, DIMUM is the most robust against DIMRA
since the corresponding attacked CDM generates the least
‘automobile’ images. Figure 5 presents the ARpjvra curves
during the attack, and the results are consistent among the five
unlearning classes. As illustrated, Sfront is the most vulnera-
ble to DIMRA despite having the most significant decrease
in generative performance (Fig. 2). Additionally, DiIMUM
demonstrates greater robustness against DIMRA compared to
Salun. Then, we select CDMs unlearned by Salun and DiIMUM
for 20K steps and by Sfront for 2K steps and use DiIMRA to
attack these CDMs. Comparing Fig. 6 and Fig. 5, we can
conclude that longer unlearning steps improve the robustness
of the unlearned CDM against DiMRA. Comparing ARpijmra
curves across different unlearning classes, we observe that the
difficulty of unlearning varies by the unlearning class. For
instance, after 20K unlearning steps of DiIMUM, ARpimra
is below 5% when the unlearning class is ‘airplane’ and
‘automobile’, but exceeds 10% when the unlearning class
is ‘bird’, ‘cat’, and ‘deer’. Table II summarizes the highest
ARpjmra during the attack period for each MU method and
unlearning class. Moreover, as shown in Fig. 7, after 40K
unlearning steps of DiMUM, ARpimra falls below 6% for the
unlearning classes ‘bird’, ‘cat’, and ‘deer’, highlighting the
potential of DIMUM for irreversible MU.

Now, we apply DiMRA to attack the unlearned CDMs
under Assumption (ii) described in Section IV-A, where the

Unlearning Class [~
0.05 —— bird
cat
0.04 —— deer

: A%

0.02 7(
0.01 \_/ :
i;;\\\//”
0.00{ *
10k 20k 30k 40k 50k 60k

Unlearning step

Fig. 7: This figure shows the ARp;mra curves during the attack
process of DIMRA where the CDMs are unlearned for 40K
optimization steps DIMUM.

auxiliary dataset is the CIFAR-10 test set excluding images
belonging to the unlearning class. Table III summarizes the
highest ARpjmra during the 60K attack steps for each MU
method and unlearning class. Comparing Table II and Table
III, we can find that the ARpjvra becomes smaller under
Assumption (ii) but still remains at a high level. This indicates
that DiMRA is effective under a realistic assumption. Besides,
the results in Table III are consistent with those in Table II, i.e.,
more unlearning steps can weaken DiMRA and the proposed
DiMUM is the most robust against DIMRA.

B. Experiments on Feature Unlearning

1) Experiment Setup.: Base Model: A recent benchmark
paper [24] about MU in CDMs has released a large-scale
latent diffusion model [40], which is obtained by finetuning the
open-source Stable Diffusion (SD) v1.5 on the UnlearnCanvas
dataset. In this section, we use the finetuned CDM? released
in [24] as the pre-trained CDM.

3https://github.com/OPTML-Group/UnlearnCanvas
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(b) Abstractionism style

Fig. 8: Van Gogh-style and Abstractionism-style images gen-
erated by the pre-trained CDM.

Dataset: We apply UnlearnCanvas dataset introduced in
[24]. The UnlearnCanvas contains 20 classes of objects with
50 kinds of art styles. There are 20 images with resolution
512x512 for each specific combination of class and art style.
The text prompts in UnlearnCanvas follow the format of ‘An
image of {CLASS} in {ART STYLE} style.’. The conditioning
features are derived by encoding text prompts using a pre-
trained text encoder, whose parameters are frozen during the
unlearning and attack processes.

MU baselines: We adopt all finetuning-based MU methods
included in the UnlearnCanvas benchmark [24] as baselines,
including CA [16], Ediff [19], ESD [17], Salun [14], and SHS
[21]. The loss functions of Ediff, SHS, CA, ESD, and Salun,
which apply mechanism Eq.(6), replace the unlearning images
with alternative images. In this section, the unlearning art style
is the Van Gogh style. For Ediff, SHS, Salun, and the proposed
DiMUM, we select the Abstractionism style as the alternative
art style to replace the Van Gogh style. On the other hand, the
replacement styles of CA and ESD are designed manually, and
we apply the default setting of [24]. Figure 8 demonstrates
synthetic Van Gogh-style and Abstractionism-style images of
the 20 classes in the UnlearnCanvas dataset, generated by the
pre-trained CDM.

Evaluation process: We directly apply the released CDM
from [24] as the pre-trained model ,. We construct the
unlearning set D, using Van Gogh-style images from the
UnlearnCanvas dataset, while the retain set D, consists of
the remaining images in the UnlearnCanvas dataset. We then
input D, D,, and 0, into a MU method and obtain an
unlearned CDM 6,,. Next, we construct the auxiliary dataset
D, required by DiMRA, with synthetic images generated
by the pre-trained CDM, using the text prompts from the
retain set D,. The size of the generated D, is the same
as that of D,. Here, we assume an attacker with limited
background knowledge, as described in Assumption (ii) in
Section IV-A and that the unlearned CDM preserves the
generative capabilities of the pre-trained CDM. Due to the
strong generative capability of the large-scale CDM, DiIMRA
can successfully attack the unlearned CDM with this realistic
assumption.

Evaluation Metrics: Similar to the object unlearning case
in Section VI-A, we evaluate MU methods with respect

TABLE 1V: Evaluation Metrics for Different Methods and
Unlearning Steps when Unlearning Van Gogh style

Steps Method FID \L ARMU J/ ARDiMRA \L ARCL T

CA [16] 52.39 0 1 NA

ESD [17] 69.32 0 1 NA

1K Ediff [19] 71.27 0.02 1 0
Salun [14] 43.08 0 0.78 0.09
SHS [21] 48.99 0.01 0.60 0.02
DiMUM(Ours)  42.71 0 0.17 0.39

CA [16] 56.82 0 1 NA

ESD [17] 67.38 0 0.98 NA

2K Ediff [19] 62.69 0.01 1 0
Salun [14] 41.05 0 0.39 0.09
SHS [21] 45.72 0 0.35 0.14
DiMUM(Ours)  40.93 0 0.02 0.59

CA [16] 70.45 0 0.99 NA

ESD [17] 70.84 0 0.91 NA

5K Ediff [19] 54.48 0 0.98 0
Salun [14] 41.00 0 0.09 0.40
SHS [21] 44.16 0 0.12 0.35
DiMUM(Ours)  48.07 0 0.01 0.91

FID and ARpmy are calculated with the CDM after the last unlearning
step. ARpimum and ARy are the largest and smallest values, respectively,
during 10K attack steps.

to objective (i) in Definition 1 using the FID between the
synthetic dataset generated by the unlearned CDM and the
retained set. We apply ARy to evaluate MU methods with
respect to objective (ii) in Definition 1. ARpjyra is computed
to evaluate the effectiveness of the proposed DiIMRA and
robustness of MU methods against DiIMRA. Here, we use
the pre-trained art style classification model released in [24]
to classify the generated images when calculating ARyy and
ARpimra- Note that the image is considered correctly classi-
fied if the ground-truth label appears in the top-3 predictions of
the classification model when calculating ARyy and ARpimgra
following [35]. In addition to the above metrics, we also
evaluate the convergence of the unlearned CDMs. Specifically,
we use the attacked CDMs to generate 100 images based
on text prompts from the unlearning set and classify them
using a pre-trained art style classification model. The accuracy
rate is then computed as the proportion of the 100 generated
images classified as the alternative art style. This accuracy
rate is denoted as ARcp. The rational behind ARcy, is that
the unlearned CDMs are expected to generate images in the
alternative art style given the text prompts of the unlearning
style. Therefore, if the CDM is well converged, it will continue
to generate images in the alternative art style given the text
prompts of the unlearning style after being attacked with
DiMRA.

2) Evaluation of Objective (i) in Definition 1: Table IV
presents the FID between the synthetic dataset generated by
the unlearned CDMs and the retained set. For the CDMs
unlearned by CA, ESD, and Ediff, the FID scores are notably
higher than those of the CDMs unlearned by other methods,
indicating their unsatisfactory performance with respect to
objective (i) in Definition 1. The CDM unlearned by DiMUM
presents the lowest FID after 1K and 2K unlearning steps.
However, after 5K unlearning steps, the CDM unlearned by
DiMUM exhibits a larger FID compared to those unlearned by
Salun and SHS. Due to the large scale of the base model, SK



PREPRINT

H

learned
AR ‘ | Me :
Aall AR 2 N

(1) Attacked CDM (unle:

R |/

Wi

10

Fig. 9: Synthetic images generated by the unlearned CDMs (left side) and corresponding attacked CDMs (right side). Text

prompts for all generations are “An image of {CLASS} in Van Gogh style.”, where Van Gogh is the unlearning art style.
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Fig. 10: This figure shows the ARpjvra curves during the attack process of DiIMRA
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Fig. 11: This figure shows the ARcy curves during the attack process of DiMRA.

optimization steps are insufficient for the model to converge
to a new local optimum with respect to both unlearning and
retained losses in DIMUM. As a result, before the CDM being
unlearned by DiMUM reaches a new local optimum with
respect to the retain loss, its generative performance may fall
below that of CDMs being unlearned by SHS and Salun.

Takeaways: It is a common assumption that the unlearning
step should be significantly shorter than the pre-training step;
otherwise, MU offers no advantage over retraining the model
from scratch. In this experiment, 1K and 2K unlearning steps
are appropriate, as the pre-trained model is fine-tuned on the
UnlearnCanvas dataset for only 20K steps [24]. Additionally,
we conduct experiments with MU methods for 5K steps to
assess their performance under a larger unlearning step.

3) Evaluation of Objective (ii) in Definition 1: As shown
by ARpy in Table IV, all MU methods successfully prevent
the generation of Van Gogh-style images, even with just
1K unlearning steps. However, ARpjvra Vvalues in Table IV
indicate that CA, ESD, and Ediff are highly vulnerable to the
proposed DIMRA, as over 90% synthetic images generated
by the attacked CDM are classified as Van Gogh style even
though the CDM has been unlearned for 5K steps. On the
other hand, the proposed DiMUM is the most robust against
DiMRA, with only 2% of synthetic images generated by the
attacked CDM, which has been unlearned by DiMUM for
2K steps, classified as Van Gogh style. Figure 9 shows the
synthetic images generated by the unlearned CDMs (left side)
and the corresponding attacked CDMs (right side), where
the number of unlearning steps is 1K and the attack step
is 10K. The results are consistent with those in Table IV,
where DiIMUM is the most resistant to DiIMRA, while CA,
ESD, and Ediff are highly vulnerable. Figure 10 shows the
ARpimra curves during 10K attack steps. As illustrated, 400
attack steps can effectively reverse the CA, ESD, and Ediff. In
contrast, DIMUM presents significantly lower ARpjyra than
other baselines.

Next, we evaluate the convergence of CDMs unlearned by
Ediff, Salun, SHS, and DiMUM. The alternative images of CA
and ESD are manually designed and thus cannot be classified
by the pre-trained art-style classification model. Thus, they are
not included in this experiment. Comparing the left side of Fig.
9 with Fig. 8b, the CDM unlearned by DiMUM generates the

Abstractionism-style images most similar to those produced
by the pre-trained model, given text prompts “An image of
{CLASS} in Van Gogh style.”. Thus, the CDM unlearned
by DiMUM converges most to the unlearning objective, i.e.,
replacing the unlearning art style with an alternative art style,
compared to those unlearned by Ediff, Salun, and SHS. Figure
11 shows the AR curves during 10K attack steps. As shown,
CDMs unlearned by Ediff, Salun, and SHS are more easily
reversed, i.e., they forget the alternative art style during the
attack, indicating poor convergence. In contrast, over 90%
of the synthetic images generated by the CDM, which has
been unlearned by DiMUM for 5K steps, are classified as
Abstractionism style during the 10K attack steps given text
prompts “An image of {CLASS} in Van Gogh style.”. This
also indicates that the CDM unlearned by DiMUM achieves
the best convergence, as the generation distribution remains
largely unchanged during the attack.

Comparing the ARpjyra curves in Fig. 10 with the
ARcp curves in Fig. 11, we observe that a higher
ARcr, (convergence to the unlearning loss) typically
corresponds to a lower ARpjvra, suggesting that the
convergent unlearning loss of DiMUM enhances ro-
bustness against DiMRA. Therefore, we recommend
that future research about MU for CDMs prioritize
the convergence of the unlearning loss, rather than
merely degrading the generative ability of CDMs for
the unlearning concepts.

VII. CONCLUSION

In this paper, we first introduce a novel relearning attack
for machine unlearning (MU) in conditional diffusion mod-
els (CDMs), called the Diffusion Model Relearning Attack
(DIiMRA). DiMRA finetunes the unlearned models on an
auxiliary dataset that can be easily constructed if the CDM is
publicly available. Experimental results show that the attacked
CDMs regenerate previously unlearned elements, highlight-
ing the vulnerability of current MU techniques. Second, we
propose a novel MU method for CDMs, Diffusion Model
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Unlearning by Memorization (DiMUM), which unlearns tar-
geted elements by memorizing alternative elements given
conditioning inputs from the unlearning set. Unlike other MU
methods, DIMUM achieves convergence with respect to both
unlearning and retain losses. Experimental results demonstrate
that DIMUM can optimize the CDM’s parameters to a new
local optimum and is the most robust against DiMRA.
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