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Abstract—Threat modeling (TM) is an important aspect of
risk analysis and secure software engineering. Graphical threat
models are a recommended tool to analyze and communicate
threat information. However, the comparison of different graph-
ical threat models, and the acceptability of these threat models
for an audience with a limited technical background, is not well
understood, despite these users making up a sizable portion of
the cybersecurity industry.

We seek to compare the acceptability of three general,
graphical threat models, Attack-Defense Trees (ADTs), Attack
Graphs (AGs), and CORAS, for users with a limited technical
background. We conducted a laboratory study with 38 bachelor
students who completed tasks with the three threat models
across three different scenarios assigned using a Latin square
design. Threat model submissions were qualitatively analyzed,
and participants filled out a perception questionnaire based on
the Method Evaluation Model (MEM).

We find that both ADTs and CORAS are broadly acceptable
for a wide range of scenarios, and both could be applied suc-
cessfully by users with a limited technical background; further,
we also find that the lack of a specific tool for AGs may have
impacted the perceived usefulness of AGs. We can recommend
that users with a limited technical background use ADTs or
CORAS as a general graphical TM method. Further research on
the acceptability of AGs to such an audience and the effect of a
dedicated TM tool support is needed.

I. INTRODUCTION

The ever-increasing number of threats requires better pro-
cesses and tools to ensure sufficient security outcomes. Threat
modeling (TM) is a recommended practice for risk analysis [1]
and security-by-design [61]. In the context of secure software
engineering, threat modeling is the process of identifying and
documenting potential threats to a software system and the
potential consequences of those threats [76]. Threat modeling
helps to develop secure software [2], [24], [77] by identifing
potential vulnerabilities in a system early in the development
process and to proposing suitable countermeasures, thus en-
hancing security outcomes [61]. The process of threat model-
ing can occur at all levels of an organization [1], [58], [61]
and with a diverse set of stakeholders, including those with
a limited technical (computer science) background [3], [13],
[65]. Despite the value that threat modeling can provide, the
application of TM in practice is less clear [55], [73]. By better
understanding the strengths of different TM methods (in terms
of application to different scenarios and audiences), we can
better understand how to apply threat modeling.

Graphical threat models are representations of attacks and
defenses that are presented visually and defined in a graphical
structure. One well-known example of a graphical threat model
is the Attack Tree (AT) [57] or its derivative form, and one
of the models used in our study, the Attack-Defense Tree
(ADT) [34]. This threat models is drawn from the perspective
of an attacker and represent hierarchically different compo-
nents in an attack scenario. Another graphical threat model
called Attack Graphs (AGs) [60] represents similar information
but in a state-based model. Finally, CORAS [63] is a graphical
threat model that explicitly includes different aspects of an
attack scenario, such as a threat source of a vulnerability.
These models are evaluated in this work.

The Method Evaluation Model (MEM) [47] is a commonly
used methodology for threat model evaluation studies [6], [38],
[39], [54]. The MEM focuses on “acceptability”, which is a
quality measurement of how acceptable a method is for a given
task for a specific audience. The MEM describes the effect of
actual and perceived performance and usability of a method
on the intention to use and the actual use of that method. In
our work, we use the MEM to compare the acceptability of
different graphical threat models.

Specifically, we conducted a study (n = 38) to understand
the acceptability of three aforementioned general graphical
threat models: Attack-Defense Trees (ADTs) [34], Attack
Graphs (AGs) [60], and CORAS [63], for an audience with a
very limited technical (computer science) background. We aim
to understand how the acceptability of these models differs
between the models themselves and how the acceptability
of these models may differ between different scenarios. We
find that the acceptability of the models does not differ
significantly, and that the scenario the model was used on
does not affect the acceptability of the model. We also find
that the lack of a specific tool for AGs may have impacted
the perceived usefulness of AGs. We further find that both
ADTs and CORAS are broadly acceptable for a wide range
of scenarios, and both could be applied successfully by users
with a limited technical background.

A. Data Availability

The complete set of anonymized participant responses to
survey questions, including responses to questions that were
not used in this work, is available as a .csv file. The question-
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naire, qualitative evaluation rubric, and other study materials
are also available. These data are available at the following
Zenodo repository: https://doi.org/10.5281/zenodo.15269163.

II. RESEARCH OBJECTIVES

Our research question for this study is as follows,
RQ: How does the acceptability of general graphical threat

models differ for participants with a limited technical back-
ground?

To answer this research question, we have developed the
following hypotheses:

• H1: There will be a significant difference in the absolute
acceptability between the threat models.

• H2: There will be a significant difference in the com-
parative perception of acceptability of the different threat
models.

• H3: The absolute acceptability of the threat models will
differ between different scenarios.

These hypotheses contain two terms, absolute acceptability
(AA) and comparative perception of acceptability (CPA).
Absolute acceptability refers to the acceptability of a threat
model in isolation; it is a property of the threat model itself.
We will measure the components of acceptability (per the
MEM) for each threat model (and for each threat model
per scenario), and compare these components to each other
to determine any difference in absolute acceptability. Com-
parative perception of acceptability in contrast refers to the
perception of acceptability of a threat model compared to other
threat models. We ask participants to rank the threat models
according to components of acceptability and compare these
rankings to each other to determine differences in CPA.

To offer further clarification, it may be the case that all
models are perceived as acceptable for the tasks assigned,
so the absolute acceptability of the models would not differ.
However, when having participants rank the models, it may be
the case that one model is ranked higher than the others, so the
comparative perception of acceptability of the models could
differ (while absolute acceptability does not). We can measure
actual usage for absolute acceptability, but for rankings, we
can only measure perception – hence, the distinction between
AA and comparative perception of acceptability.

To test these hypotheses, we conducted an experiment with
student participants with a limited technical background (n =
38). Students were given an assignment to create threat models
based on news articles about cyber attacks. The students were
then asked to fill out a questionnaire about their perceptions of
the threat models. The questionnaire was based on the Method
Evaluation Model (MEM) [47]. The MEM is an extension of
the Technology Acceptance Model (TAM) [6], [11]. It is a
popular method [6], which has been used in several previous
threat model acceptability studies [7], [8], [36]–[38], [54]; with
these studies also including examinations of both CORAS and
ADTs, albeit with a different focus. The MEM is a model that
describes the effect of actual and perceived performance and
usability of a method on the intention and actual use of that
method. Figure 1 shows the MEM.

Following from the results of Labunets et al. in [37], who
found that graphical and tabular threat modeling methods
differ in performance with respect to different tasks, we seek
to understand if such a difference could exist within different
graphical threat modeling methods. Instead of assessing the
threat modeling methods on their task performance, we focus
on the overall acceptability of these models. We examine
general acceptability as this would better examine the potential
performance of a model in a general (industry) context,
as practitioners do not necessarily use models as they are
intended [30], [73]. Further, we are specifically interested in
studying the acceptability of these models for participants
with a limited technical background, as threat modeling is
an activity that involves diverse stakeholders, some of whom
may lack a computer science background [73] and thus can
be potentially disadvantaged by the choice of the TM method.

III. BACKGROUND

There exist many methods and notations for threat mod-
eling [23], [59], [71], [75]. In our work, we examine attack
graphs, attack-defense trees, and CORAS. When it is non-
ambiguous from the context, we refer to them as models
(meaning a modeling notation or TM method).

Attack graphs (AGs) are a state-based graphical threat
model [41], [60]. Every node in an AG represents the cur-
rent state of a system, while edges between nodes represent
transitions between states. The nodes are labeled with the state
of the system, and the edges are labeled with the actions that
can be taken to transition between states. States are indicated
to either be unsafe, where the system results in an unwanted
state, or safe, where the system results in an acceptable state.
Defenses to attacks can be modeled by including safe states
in the model.

Attack-defense trees (ADTs) are a component-based graph-
ical threat model [34], [41], [45], [57]. An ADT is a directed,
rooted tree, where every node represents either a goal or a
component of an attack or defense. The root node represents
the overall goal of an attacker (or a defender). Child nodes in
ADTs are either in an AND relationship, where all children
must be satisfied for the parent to be satisfied, or an OR rela-
tionship, where only one child must be satisfied for the parent
to be satisfied [45], [57]. Nodes can have one countermeasure,
which is the opposite type (defense or attack), and this edge is
typically represented as a dashed line [34]. Security controls
are modeled using defense nodes and countermeasure edges.

CORAS is an aspect-based graphical threat model [63].
CORAS diagrams are composed of different aspects of attacks.
The aspects are the risk source, vulnerabilities, threat scenario,
treatment, incident, and asset. These aspects are represented
by nodes in the graph and differentiated by defined symbols.
Edges between nodes represent relationships between these
aspects. Defenses can be modeled by including treatments to
threat scenarios [63].

These three models were selected as all are graphical and
previous research has shown that graphical models are better
suited than textual models for some tasks [39]. Additionally,
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these three models are all general threat models, meaning
they can be applied to a wide range of scenarios, includ-
ing non-cybersecurity-related scenarios. This is in contrast
to other methods, such as STRIDE [53] which is a system
specific TM method. Finally, we selected these three models as
they all represent attack information differently. AGs present
information based on states and transitions between states,
ADTs present information based on components and relation-
ships between components, and CORAS presents information
based on aspects of a scenario. This distinction allows us
to understand how the different representations of the same
information affect the acceptability of the models. These
models are popular in the literature [7], [12], [22], [39], [49],
[51], [54], [56], [64], [66], [76], and are recommended for use
in industry [1], [26], [43], [58], [61], [70]. While methods like
STRIDE might be more commonly used for TM in software
engineering, general TM notations are also widely applied. For
example, ADTs are recommended by industry resources [26],
[61], [70] to complement STRIDE for in-depth analysis of
critical threats.

Our study is motivated by the need to make threat modeling
more accessible, especially for practitioners with a limited
technical background. Verreydt et al. [73] have shown that,
while the roles involved in software development (develop-
ers, architects, product owners, and the security team) were
central to conducting the TM process, the outcomes are often
communicated to managers and information security officers.
Moreover, the perception that TM requires strong technical
background is one of the reasons why management is not in-
volved directly [73], while direct involvement by management
is considered a best practice [25]. Thus, we study a population
with a limited technical background (which can be reasonably
expected in a software development company) to understand
how acceptable the chosen TM methods are for this group.

IV. RELATED WORK

Threat model acceptability, efficacy, and comprehensibility
were examined in the literature. These studies all vary in
their focus. To our knowledge, we are the first to compare
the acceptability of three different general graphical threat
models (ADTs, AGs, and CORAS) for participants with a
limited technical background.

The work strongly related to ours is a study by Labunets et
al.; a study conducted with 28 master’s students with a com-
puter science background (12 with a background in security)
using the MEM to compare the acceptability of CORAS to
Security Requirements Engineering Process (SREP), a textual
threat model [38]. They found participants had a preference
for the graphical threat model over the textual model in their
perception, but that both models had different strengths in
their actual use. We build on this work by comparing the
acceptability of three graphical threat models to see if there
is a preference for a specific type of graphical threat model.
Further, our study focuses on participants with a limited
technical background to see if the results are generalizable
to a wider audience.

Several studies have used a similar between-groups design
to compare multiple methods by having participants perform
the same tasks using several threat modeling methods. Opdahl
and Sindre compared attack trees to misuse cases, finding
that attack trees were more effective, but the participants had
similar perceptions of the two techniques [51]. In a very
relevant work, Lallie et al. compared attack graphs to fault
trees (considered as a variant of attack trees), finding attack
graphs more effective [40], especially for participants with a
computer science background. Katta et al. compared the per-
formance, understanding, and perception of misuse sequence
diagrams and misuse case maps in an experiment with student
participants, finding that the models perform similarly [29].
De La Vara et al. compared a Systems Process Engineering
Metamodel-like diagrams to text descriptions; they found that
the model was statistically significantly more effective than the
text descriptions as a means of analysis [12]. Finally, Diallo et
al. compared Common Criteria, misuse cases, and attack trees,
finding advantages and disadvantages for each approach [14].

There have been several empirical studies focusing on the
acceptability of a single graphical threat modeling method.
Broccia et al. examined attack tree acceptability using a study
design with MEM and 25 human subjects [8]. This study
was also recently replicated in another experiment with 49
subjects [7]. Both Broccia et al. studies found that attack
trees had a sufficient level of acceptability. In our previous
work, we conducted a MEM-based study with 102 partici-
pants, comparing two different populations, highly technical
and limited technical, examining the acceptability of attack-
defense trees [54]. We found that the acceptability of the
models was largely consistent across the two populations.
Katsikeas et al. [28] performed an empirical study comparing
attack graphs generated by domain experts to those created
by computers, finding that the computer-generated AGs were
more effective.

Finally, several empirical studies on non-graphical threat
modeling methods have been conducted. For example, Wuyts
et al. [74] empirically evaluated the LINDDUN method in a
series of 3 studies. Bernsmed et al. [5], Scandariato et al. [53],
and Tuma and Scandariato [72] all evaluated the acceptability
of STRIDE [33] with students as participants.

V. RESEARCH METHOD

In this section, we outline our process for conducting the
study. We discuss the theoretical framework of the study, the
study design, the participants and training, data processing and
analysis, and the ethical considerations of our study.

A. Theoretical Framework

Our study is built around the Method Evaluation Model
(MEM), shown visually in Figure 1, which describes the effect
of actual and perceived performance on intention and actual
use [47]. This is a common theoretical model [6] around which
many acceptability studies have been designed [4], [10], [35],
[42], [44], [78]. The MEM consists of six components: Actual
Efficiency (AEffic), Actual Effectiveness (AEffec), Perceived
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Fig. 1: The Method Evaluation Model (MEM) [47].

Usefulness (PU), Perceived Ease of Use (PEOU), Intention to
Use (ITU), and Actual Use (AU).

We assess the elements of the MEM in the following ways:
AEffic. We measure AEffic by asking participants how long
they spent on the task and how many versions of the model
they created. We normalize these values according to the
procedure described in Section VI-A1. AEffec. We measure
AEffec by assessing the actual models submitted according
to a pre-defined rubric. We qualitatively assess each model
according to whether it follows the construction rules, whether
the model is clearly conveying the attack information, and
whether the model shows an analysis of the attack scenario.
AEffic and AEffec are only measured for AA. PU/PEOU/ITU.
We measure PU, PEOU, and ITU using a perception ques-
tionnaire that combines Likert and ranking questions. PU is
measured with questions L1, L2, L3, R1, R2, and R3. PEOU
is measured with questions L4, L5, R4 and R5. ITU is
measured with question R6. We address why ITU is only
measured in terms of CPA in Section VIII. The question
text and evaluation rubric are provided in our supplementary
material (see Section I-A).

B. Study Design

Our study was implemented as an assignment in an intro-
ductory cybersecurity course. The assignment was a manda-
tory, graded assignment; students in the course had to explic-
itly consent for their assignment submission to be used in the
study. We discuss the ethical considerations of the study design
in Section V-F.

The assignment was designed to be reflective of how secu-
rity practitioners apply threat modeling and risk assessment in
practice. Participants were told to assess their threat scenarios
as though they were a security analyst: they needed to under-
stand how a threat happened and to be able to communicate
this information to others, as this is broadly representative of
how threat modeling can be used in practice [58], [73].

All students were given the same three scenarios and were
assigned a threat model for each scenario following a Latin
squares design. We provided three news articles for each of the
scenarios. Participants were instructed to use the information
contained in the articles and any information that could
reasonably be inferred from them. The models and scenarios
are discussed in detail in Section V-C and the assignment of
scenarios to participants is discussed in Section V-E.

Participants were not required to use any specific tools to
complete these tasks. While tools for creating ADTs, such
as ADTool1 and ADTapp2, and a tool for creating CORAS
diagrams3 exist, we could not find a convenient and usable
tool for designing AGs. We provided links to the existing tools
for participants, but made it clear to all participants that they
were not required to use these tools. We ensured to clarify to
all participants that a handwritten submission, provided it was
legible, would be a valid submission.

C. Models and Scenarios Selected

As mentioned, the three models, ADTs, AGs, and CORAS,
were selected as they are general graphical threat models.
They are general as they can be applied to any scenario,
even a non-technical or physical threat [34], [45], [60], [63].
This is in contrast to threat models such as STRIDE, which
are specifically designed to elicit threats against computer
systems [33]. They are graphical in that they are made up of
nodes and edges, and they present information visually. While
other graphical threat models exist, we selected these three
as they all organize information differently: component-based,
state-based, and aspect-based, respectively. We believe that
these models are representative of the broad array of possible
graphical threat models [22].

We selected three diverse attack scenarios: a financial attack
on a bank (Revolut), a personal data leak at a genetic testing
company (23 and me), and an account data breach at a cloud
storage company (Dropbox). These scenarios were selected as
they all had different types of attacks, and all had different
types of data that needed to be protected. If a difference
according to the MEM is found, that would be evidence that
some threat models could be better suited for some scenarios,
and more research would be needed to define which models
work for which scenarios and why. No difference would be
evidence that general graphical threat models can be used
regardless of the scenario.

D. Data Processing and Analysis

As we have at least three groups (one for each threat
model) for each question, multiple-group statistical testing
is required for our analysis. Kruskal-Wallis (KW) test has
been used previously by Labunets et al. [37] in a study
with a similar design to ours that compared tabular and
graphical threat models, and in other similar studies, e.g.,
Naiakshina et al. [50] and Katta et al. [29]. KW is a statistical
test for checking if one group, in a set of three or more
groups, stochastically dominates the other groups [16]. KW
is a non-parametric test, which suits our data as the Shapiro-
Wilk test shows our data is not normally distributed [21].
Further, using the Kolmogorov–Smirnov test, we find that our
groups have sufficiently similar distributions [62]. The KW
test requires that samples are independent, and we assume
this independence in our data.

1https://satoss.uni.lu/members/piotr/adtool/
2https://adtweb.app
3https://coras.tools
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The KW test will only tell us if there is a significant
difference between the groups, not which groups are different.
To determine which groups are different, we apply the Conover
test [9]. The Conover test is a post-hoc test for the KW test,
which will tell us which groups are different. The Conover
test is a common post-hoc test for the KW test, and has been
used in similar studies [19], [38], [52].

If the KW test does not find a significant difference between
the groups, we apply the Wellek-Welch (WW) test to deter-
mine if there is significant equivalence between the groups.
The Wellek-Welch test is an extension of the non-parametric
Welch test, which allows for equivalence testing in three or
more groups [32]. We only apply the Wellek-Welch test if the
KW test does not find a significant difference between the
groups. This structure of testing has been used previously in
similar studies, albeit those conducting difference/equivalence
testing in only two groups [7], [8], [36], [37], [54].

We use a significance threshold, α, of 0.05 for all tests.
To account for family-wise error rate (FWER), we apply the
Holm-Bonferroni (HB) correction to our p-values. The HB
correction divides α by m, where m is the number of tests with
a smaller p-value. For simplicity of representing our results,
we report p-values that have been multiplied by m. This moves
m to the other side of the inequality and allows us to present
modified p-values that have the significance threshold of 0.05.

E. Participants and Training

We recruited 38 student participants for the study out of the
total course population of 55 students. Participants were third-
year bachelor students studying varying subjects, e.g., related
to international relations, political science, and public admin-
istration, at Leiden University (NL). The students participated
in a minor related to cybersecurity governance. At the time
of the study, they had received a limited (approx. 2 months)
education on cybersecurity and developed basic programming
skills. Therefore, similarly to [54], we can conclude that our
participants had a limited technical background.

The training on threat models took place in October 2024
during a 2-hour lecture on threat models. All three threat
models were introduced, and students performed an in-class
exercise to create their own version of each type of threat
model. Attendance was not required, but highly encouraged.
The lecture was given by the first author of this paper. The
training was designed by the authors of this paper who are
experienced educators in threat modeling and cybersecurity in
general.

In Table I, we see the distribution of threat models and the
scenarios assigned. The scenarios are not evenly distributed.
This is an artifact from the Latin squares design, where two
numbers were assigned the same Latin squares assignment
(there are ten possible digits, but only nine scenarios), and the
number two is disproportionately represented in the participant
population. This is a limitation of the study design, and we
will have to account for these results in our analysis. This is
discussed further in Section VIII.

Fig. 2: Histogram of last digits of participant student numbers.

TABLE I: Comparison of the number of threats identified by
each threat model for each scenario.

Scenarios Assigned
Threat Model Revolut 23 and me Dropbox

ADT 10 17 11
Attack Graph 11 10 17
CORAS 17 11 10

Our participants self-selected to participate in the study.
Evaluating the final grades of the participants against non-
participants, we find that participants had a final average grade
of 66.4%, while non-participants had a final average grade of
44.9%. The Kruskal-Wallis test shows a statistical difference
between the two groups (p = 0.004). This indicates that
participants were more engaged with the course than non-
participants, and the self-selection might have introduced bias.
We discuss this further in Section VIII.

F. Ethical Considerations

Collecting data from a mandatory graded assignment in-
vokes significant and important ethical considerations: namely,
how to ensure that students do not feel coerced to participate.
We have taken numerous safeguards to ensure students were
not placed under any pressure to participate. Our study design
was reviewed and approved by the relevant Research Ethics
Committee at Leiden University.

Our safeguards included having trained teaching assistants
(TAs) grade the assignment according to a pre-designed
rubric. The TAs did not know who were participants or non-
participants, and there was no entry on the rubric that could be
influenced by participation. We provided a way to submit the
signed consent form via an independent third party, so that we
(the study authors) would not know who submitted the consent
form. Further, we provided an online consent withdrawal form
which could be filled it at any time with minimal effort and
time. We informed the students that study responses would not
be collected until one month after the final grade submission
deadline, after which it is not possible to change grades.
We explicitly provided the procedure of initially submitting
consent and withdrawing it after receiving the final grade
to any student who was concerned about study participation
affecting their grade. Further, we provided contact information
for independent personnel within the university that students
could refer to with any complaint or if they were seeking
advice. No student followed the consent withdrawal procedure
or contacted the third-party oversight personnel.
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We followed the guidelines in the Menlo Report [31],
specifically focusing on balancing of benefits against potential
harms. Overall, as our students were interested in cyberse-
curity, practicing creating threat models is a valuable benefit
to them. Further, the study offers valuable insight into the
perception of threat models that further develops empirical
insights into threat modeling. As such, we believe the study
creates more benefits for the participants and the community
than potential harms. Additionally, as a small compensation
for participants’ time, we distributed three 20e gift cards in a
raffle.

VI. RESULTS

A. H1: Absolute Acceptability (AA) of Threat Models

In Table II, we present the results of statistical tests run
on our qualitative evaluations of the threat models (AEffec),
the reported time taken and different versions created by
participants (AEffic), and the perception of usefulness (PU)
and ease of use (PEOU) from the Likert items. We cover all
these elements in Section V-A.

1) Actual efficiency (AEffic): As discussed in V-A, we could
not directly collect the time taken by participants. We asked
open-ended questions on how long it took them to create the
threat models and how many versions they created. Partici-
pants differed in their interpretation of this question, with some
answering how long it took only to draw each threat model,
and others answering how long it took to read the scenarios,
analyze the attack scenario, and then create the threat model.
This was also the case for versions, where some participants
interpreted significant modification as “creating a new version”
while others only considered a new version to be a completely
new model. We normalized these data by presenting values as
a percentage of the largest value provided by each participant.
In this way, the interpretation of the student did not matter,
as the normalized data could be subsequently compared. This
method of processing the data will be valid provided each
student answered the question the same way for each threat
model, which we believe is a reasonable assumption. We found
that for both actual efficiency questions, there was significant
equivalence between the threat models. This suggests that
the actual effort needed to create the threat models was not
affected by the threat model selected.

2) Actual effectiveness (AEffec): Participants differed sig-
nificantly in following the construction rules for AGs (specif-
ically, AGs differ significantly compared to CORAS). As this
difference is only between AGs and CORAS, and we can
see from our evaluations that AGs were generally constructed
more poorly, while CORAS was the most correctly constructed
model. Several of the poor evaluations of AGs came from
participants who did not appear to fully understand the dif-
ference between AGs and ADTs, and thus poorly constructed
both models. This issue did not seem to occur with CORAS. In
our qualitative evaluations of the submitted models as a means
of analysis and communication, we evaluated the models to
be significantly equivalent across all scenarios. This suggests

Fig. 3: Distribution of responses to the Likert statement “I find
this model to be an effective threat model” (L1) per threat
model given as a percentage of the total number of responses
for each model.

the actual effectiveness of the models is the same for all
participants.

3) Perceived usefulness (PU): For the Likert items related
to perceived usefulness, we found there was a significant
difference w.r.t. general usefulness of the model (L1). The
Conover post-hoc test shows there is a significant difference
between AGs and the other two models. Looking at the data
shown in Figure 3, we see the AGs were evaluated significantly
lower than the other two models. However, when asking
participants about the two primary uses of threat models (anal-
ysis and communication, L2 and L3, respectively), we found
significant equivalence between the threat models. A possible
explanation for this result is that AGs are the only model
without an associated tool. Participants were not required to
use a tool to create any of the threat models; however, online
tools for ADTs and CORAS exist, and participants were told
about the presence of these tools.

4) Perceived ease of use (PEOU): For the Likert items
related to perceived ease of use, we found that there was
significant equivalence for PEOU for both questions. This
suggests that the perceived ease of use of the threat models
was not affected by the threat model selected. This follows
from the results of actual efficiency. Our participants did not
experience or perceive a difference in the effort used to create
the threat models.

H1: Eight out of ten tests show significant equivalence
between the threat models. Of the two showing a significant
difference, one is in AEffec and one in PU, both being one
test out of three for their respective component of the MEM.

B. H2: Comparative Perception of Acceptability (CPA) be-
tween Threat Models

In Table III, we present the results of the statistical tests on
the ranking data. Participants were asked to rank each of the
threat models according to the different MEM dimensions.

Of note in our results are rankings R1, R2, and R3, which
are all related to PU. The KW test shows that at least one
of the three models stochastically dominates the others, but
does not indicate which. Because of this result, we apply the
Conover post-hoc test in accordance with our data analysis
plan. We find that AGs differ significantly from both ADTs
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TABLE II: Statistical analysis of Likert scale questions and time normalized.

MEM Question KW Test WW Test Conover Test
ADTs – AGs AGs – CORAS CORAS – ADTs

Actual
Effectiveness

Construction 8.01e-03 0.125 1.41e-03 1.0
Analysis 1.0 9.27e-07
Communication 1.0 7.25e-04

Actual
Efficiency

Time 1.0 1.49e-03
Versions 1.0 5.84e-04

PU
L1 3.52e-05 1.17e-06 9.91e-03 0.366
L2 0.47 7.31e-03
L3 0.19 3.68e-02

PEOU L4 1.0 3.92e-06
L5 1.0 1.32e-07

TABLE III: Statistical analysis of ranking questions.

MEM Question KW Test WW Test Conover Test
ADTs – AGs AGs – CORAS CORAS – ADTs

PU
R1 1.66e-07 1.73e-09 1.16e-05 0.807
R2 5.25e-07 3.02e-09 9.22e-04 0.109
R3 2.91e-03 4.52e-02 5.26e-04 1.0

PEOU R4 1.0 0.00e+00
R5 0.392 4.23e-04

ITU R6 0.063 0.158

and CORAS in all three PU rankings. When we examine the
percentage distribution of the three rankings in Figure 4, we
see that AGs are consistently ranked lower than the other two
models. From the previous section, we saw that AGs were
absolutely perceived as generally less acceptable than the other
two models, and we have strong evidence that it is perceived
as less acceptable compared to ADTs and CORAS.

The results show that for PEOU, participants did not consis-
tently rank threat models differently. In fact, for R5 (how long
did it take participants), the distribution of responses across our
sample is identical: all threat models received the same total
amount of each ranking. This shows that for PEOU, there is
no comparative difference for our participants; otherwise put,
we find no evidence that one model is significantly easier to
use. For ITU, we found neither a significant difference nor a
significant equivalence.

H2: The comparative PEOU of ADTs, AGs, and CORAS
is significantly equivalent. The comparative PU shows a
difference for AGs, which were perceived as comparatively
less useful than ADTs and CORAS. No conclusion can be
made for ITU.

C. H3: Absolute Acceptability between Scenarios

In Table IV we present the same results as in Table II, but
now broken down by scenario. These comparisons are within
each model, grouping participants based on which scenario
they were assigned for each model. Not a single significant
difference was found in our evaluations, the normalized time
taken, or in any of the Likert items. This suggests that the
scenarios did not have an effect on the acceptability of the
threat models.

For AEffec, we see a significant equivalence for CORAS
w.r.t. following construction rules, and ADTs w.r.t. using the
model for analysis. For using the models as a means of
communication, all models were found to be significantly
equivalent (with CORAS results being identical). This is
significant evidence that the actual effectiveness of the models
is not affected by the scenarios. For AEffic, we see that
there is significant equivalence found for AG w.r.t. time taken,
suggesting that AG can be consistently applied at a similar
speed across different scenarios. We do not see significant
results for ADTs and CORAS, nor do we find any significant
results when examining the number of versions of each model
created. precluding us from concluding whether the time taken
to create these models is affected by the scenarios. We show
this data in Figure 5, and it is clear that no consistent pattern
emerges.

Regarding PU, we do not see significant results for the
general usefulness of the models (L1) and the usefulness of
the models as a means of communication (L3). However, we
do see significant equivalence for both CORAS and AGs w.r.t.
the perceived usefulness of the models as a means of analysis
(L2). This suggests that the scenario selected does not affect
the perception of the models as a means of analysis.

Finally, regarding PEOU, we see significant equivalence
for CORAS on both Likert items, suggesting that CORAS
was consistently perceived by our participants as easy to use
regardless of the scenario. AG was perceived as easy to use
regardless of scenario in L4, but the same perception did
not hold when it came to whether the model enabled the
participant to complete the task more quickly (L5). ADTs did
not have significant results for either question.
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(a) Rankings of the perceived general
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(b) Rankings of the perceived effectiveness
of the threat models as a means of analysis
(R2)
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(c) Rankings of the perceived effectiveness of
the threat models as a means of communica-
tion (R3)

Fig. 4: Rankings of the perceived effectiveness of the threat models

TABLE IV: Statistical analysis of Likert scale questions and
time normalized. L1, L2, and L3 are questions related to the
perceived usefulness and L4, L5, and normalized time are
related to the perceived ease of use.

MEM Question Model KW Test WW Test

Actual
Effectiveness

Construction
ADT 1.0 0.39
AG 1.0 0.808
CORAS 1.0 4.80e-02

Analysis
ADT 1.0 2.72e-02
AG 1.0 0.083
CORAS 1.0 0.184

Communication
ADT 1.0 4.93e-02
AG 1.0 1.39e-02
CORAS 1.0 0.00e+00

Actual
Efficacy

Time
ADT 0.828 1.0
AG 1.0 4.48e-02
CORAS 1.0 1.0

Versions
ADT 1.0 0.201
AG 1.0 0.224
CORAS 1.0 0.063

PU

L1
ADT 1.0 0.823
AG 1.0 0.562
CORAS 0.312 1.0

L2
ADT 1.0 0.145
AG 1.0 4.24e-03
CORAS 1.0 1.22e-03

L3
ADT 1.0 1.0
AG 1.0 0.095
CORAS 1.0 1.0

PEOU

L4
ADT 1.0 0.289
AG 1.0 4.60e-02
CORAS 1.0 4.67e-02

L5
ADT 1.0 0.632
AG 1.0 0.323
CORAS 1.0 4.23e-03

H3: There is no evidence to suggest that the acceptability of
ADTs, AGs, and CORAS is affected by the scenarios.

D. Difference in Tool Use and Perception

As seen previously, when significant differences exist, those
differences are always between AGs and ADTs/CORAS.
Within our study, AGs are a model without an associated
tool, while ADTs and CORAS have online model-specific
tools available. We asked participants in question W4, “Did

ADT AG CORAS
0.0

0.2

0.4

0.6

0.8

1.0

Pe
rc

en
ta

ge
 o

f l
ar

ge
st

 re
po

rte
d 

tim
e 

(%
)

23 and me

ADT AG CORAS
Model

Revolut

ADT AG CORAS

Dropbox

(a) Normalized time taken for each scenario per threat model
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(b) Normalized number of versions created for each scenario per
threat model

Fig. 5: Actual efficiency metrics per scenario per model

the availability/non-availability of a creation tool affect your
ability to create this threat model?”. This question gives insight
into whether the tools available made a difference in the
acceptability of the threat models.

As this was an open-ended question, we coded the re-
sponses. We assigned a Likert code ranging from 1 to 3 (with
1 being disagree and 3 being agree) based on whether par-
ticipants agreed that the availability/non-availability affected
their ability to create the model. This code only reflected
if there was a perceived effect, not if the effect was posi-
tive/negative. We see a significant difference between the three
groups with a KW test p-value of 1.055e-05. The Conover
post-hoc test shows that AGs differ significantly from both
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Fig. 6: Distribution of tool use for the three models, according
to responses and examining the produced output. MS tools
included Visio, PowerPoint, and Word. Google tools included
Google Drawings and Google Slides. “Other” was assigned
when it was not clear which tool was used.

ADTs and CORAS, with p-values of 4.195e-04 and 8.353e-07,
respectively. This difference is due to participants all agreeing
that the purpose-built tools for CORAS and ADTs made the
creation of these models easier, while for AG, participants did
not believe the lack of a purpose-built tool affected their ability
to create the models.

For the participants who answered that tool availability
affected them, we assigned codes of 1 or -1, depending on
whether the effect was positive or negative. The statistical anal-
ysis of these codes yielded the KW test p-value of 1.051e-11.
The Conover post-hoc test shows that AGs differ significantly
from both ADTs and CORAS, with p-values of 2.397e-21 and
1.051e-22, respectively. This is not surprising, as participants
overwhelmingly agreed that the purpose-built tools aided their
creation of the models, and no participant believed the lack of
a tool was a boon to their ability to create a model.

Finally, we assess which tools participants used. Some
participants explicitly stated which tool they used, and for
many we could ascertain which tool was used by examining
the model submission. For all other cases, we recorded the tool
use as “Other”. The distribution of tools used is provided in
Figure 6. We see that for ADTs and CORAS, the overwhelm-
ing majority of participants used the purpose-built tools. For
AGs, there were a wide array of tools used.

VII. DISCUSSION

A. Acceptability of the Models

Overall, the three graphical threat models were acceptable to
our participants; there was significant equivalence for almost
all measurements of aspects of the MEM. If we combine our
results with those of Labunets et al. [39], we find that while the
acceptability of different types of models may differ depending
on the situation, within at least one specific type of model
(general, graphical threat models), the same distinction does
not appear to hold. This is a positive result for the use of graph-
ical threat models in industry, as it suggests that these threat
models are acceptable regardless of how the models present
information (component-based, state-based, or aspect-based
for ADTs, AGs, and CORAS, respectively). For CPA, we

found that AGs were perceived significantly worse than ADTs
and CORAS. This is an interesting finding, as it suggests that
AGs may be less acceptable than the other two models for the
participants with a limited technical background. This is in
contrast with Lallie et al. [40] who found that for participants
without a computer science background, AGs appear to be
slightly more effective, compared to fault trees (in a non-
significant way). However, our result may also be due to the
lack of model-specific tooling for AGs.

B. Effect of Scenarios

A specific focus of our study was to understand if the
scenario the model was used on would affect the acceptability
of the model. Note that we were not attempting to specifically
define which types of scenarios models would be acceptable
for as this would require a different study design.

Instead, we were interested in whether the scenario had
any statistically significant effect on acceptability; this would
suggest that such research into specific applicable scenarios
would be necessary. We did not find any statistically significant
differences in the acceptability of the models between scenar-
ios. We found some statistically significant equivalences, but
these were not consistent across all models. One important
finding is that CORAS had the most significant equivalence
between scenarios of any of the three models. This suggests
that CORAS is the most robust w.r.t. which model is being
used (that is, CORAS is best suited to model a wide array
of different scenarios). A major reason why we did not see
many statistically significant results is due to the relatively
small sample size, the large number of tests (splitting the data
by scenario and model exponentially increases the number of
tests), and the conservative statistical correction (HB) applied.
Our expectation would be that with a larger sample size, we
would see more statistically significant equivalent results, but
further research would be needed to confirm this.

C. Effect of Tooling

While the use of model-specific tooling was not a primary
focus of our study, the lack of a specific tool for AGs and the
behavior of participants to predominantly use model-specific
tooling when available (which was not a requirement; this was
emergent behavior) did provide some insight into the potential
effect of tooling. It is an interesting finding that when given
the option, but not the requirement, to use a purpose-built
tool, an overwhelming majority of participants elected to use
that tool. This suggests that if a tool is available (and known)
to users, they may gravitate toward using the specific tool.
More research would be needed to understand if a propensity
toward specific tooling is a general trend or if this is specific
to our participants. As the tools provided to the participants
did not have an associated threat library, we can preclude the
possibility that the tools affected what was modeled.

All of the statistically equivalent differences we found were
with AGs. AGs differed from ADTs and CORAS in our study,
as AGs were the only model without a specific tool. This could
suggest that the lack of a tool for AGs may have impacted the
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PU of AGs. It would be expected that tooling would affect the
PEOU, as this speaks to the efficiency with which a user can
create a model (how much effort is required); in general, our
understanding is that the tool would aid users in creating the
models faster or with less effort, thus improving both AEffic
and PEOU. This sentiment is echoed by our participants in
question W5, many of whom mentioned that the availability
of model-specific tooling allowed them to create the ADT
and CORAS models faster. However, the lack of such a tool
for AGs did not significantly impact either AEffic or PEOU.
More interesting still, AGs performed statistically significantly
worse than ADTs and CORAS in PU. As we examined in
Section VI-D, this may be due to the lack of specific tooling
or due to AGs being perceived as less useful in general. More
research would be needed to examine this further. It may be
the case that tools have an outsized impact on PU instead of
PEOU, which is not what we would have expected.

D. Answer to the Research Question

In general, the acceptability of the different general graph-
ical threat models does not differ significantly. We see sig-
nificant evidence that ADTs and CORAS are statistically
equivalent w.r.t. the MEM. There are some differences with
AGs specifically, but this may be due to the lack of model-
specific tooling available in our study or due to some quality of
AGs that makes them less useful. As our study was designed to
be reflective of how threat models may be used in practice, our
results strongly suggest that which threat model is specifically
used is not as important as the fact that a threat model is used.
This is an empirical result that supports a common finding in
qualitative research on threat modeling [30], [73].

VIII. LIMITATIONS

Our study was conducted as a laboratory experiment, with
the inherent limitations of this type of research [68], [69] being
applicable. First, our study sample has several limitations.
It was a sample of convenience, taken from the student
population of one of our classes. Similar sampling has been
performed in studies such as [38], [39], [51], [54], and has
been shown to yield similar results compared to other types of
participant samples [48]. Druckman and Kam [15] empirically
showed that samples of convenience only present a problem
when the sample is specifically uniform on a studied metric,
which is not the case for our study. Another point of concern is
that students may not be representative of the target population
(in this instance, threat modeling practitioners); however, some
previous studies [27], [50] have shown that for computer
science and cybersecurity, students are a reasonable proxy for
practitioners. It may be the case that our study does not capture
the organizational context in which these models may be used.

As mentioned in Section V-E and shown in Figure 2,
our sample was not evenly distributed across the assigned
scenarios. This was due to the use of student numbers to dis-
tribute scenarios and student numbers of participants not being
known prior to the study; however, this assignment procedure
ensures that our sample of convenience does not impact our

results [15]. Further, our statistical tests are sufficiently robust
to account for this uneven distribution [17], [46], but it is a
further reason why we found relatively few significant results.
Further, the average grades of participants and non-participants
were significantly different, with the participants having a
significantly higher average grade, showing that participants
self-selected into the study. This may have affected the results,
as (more academically capable) students with higher grades
may be more likely to be interested in the study and thus more
likely to participate. Finally, our participants all self-selected to
follow a minor in cybersecurity governance; thus, they have an
interest in cybersecurity. While the target population of threat
modeling practitioners with a limited technical background
might have some understanding of security issues and interest
in security [54], future research into this target group is needed
to confirm this.

Our sample size of 38 is comparatively small; however, it
is still a sufficient sample size when compared to the sample
sizes of similar studies, which had 102 [54], 87 [27], 63 [40],
63 [51], 49 [7], 43 [18], 42 [29], 28 [38], 28 [20], and 25 [8],
and 25 [67] participants. The small sample size is accounted
for in our processing, as the Kruskal-Wallis and Wellek-Welch
tests are both robust to small sample sizes. This does explain
why we found relatively few significant results, especially in
Section VI-C, where our sample of 38 was further subdivided.

Finally, the interpretation of our results is colored by the
unknown effect of one of our models (AG) not having a
model-specific tool. We could have designed the study to
require all participants to use the same tool, or no tool at
all; however, such a study design would be less reflective
of how threat modelling is performed in practice [73]: while
requiring the participants to use the same tool would result in
a more controlled environment, it would not reflect the reality
of how threat models are created in industry and thus would
potentially be less useful for the field.

IX. CONCLUSION AND FUTURE WORK

Practitioners being able to effectively communicate and
analyze threat scenarios is a critical part of the cybersecurity
industry. To accomplish these goals, understanding which
threat models are best suited for these purposes and under
which conditions they are best suited is important. Our study
sought to understand the acceptability of three different general
graphical threat models in a non-technical population.

We conducted a study with 38 student participants. Par-
ticipants created AGs, ADTs, and CORAS models of three
scenarios according to a Latin square design. Participants
then answered perception questions related to the MEM. We
processed these data alongside qualitative analysis of the
submitted threat models.

We found that the acceptability of the models did not differ
significantly, and that the scenario the model was used on
did not affect the acceptability of the model. We also found
that the lack of a specific tool for AGs may have impacted
the perceived usefulness of AGs. These findings underscore
the idea that the choice of threat model is not as important
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as the fact that a threat model is used. We further find that
both ADTs and CORAS are broadly acceptable for a wide
range of scenarios, with CORAS showing the most consistent
results. These findings can guide practitioners in selecting TM
methods in their own contexts.

As mentioned previously, this work would benefit from be-
ing performed on a larger sample to both confirm the findings
and to improve the statistical power of the tests performed.
Additionally, the interesting findings w.r.t. the effect of tooling
on acceptability should be further investigated.
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Schweitzer. Foundations of attack–defense trees. In Pierpaolo Degano,
Sandro Etalle, and Joshua Guttman, editors, Formal Aspects of Security
and Trust, Lecture Notes in Computer Science, pages 80–95. Springer,
2011.

[35] Katsiaryna Labunets. Security Risk Assessment Methods: An Evaluation
Framework and Theoretical Model of the Criteria Behind Methods’
Success. phdthesis, University of Trento, 2016.

[36] Katsiaryna Labunets. No Search Allowed: What Risk Modeling Notation
to Choose? In Proceedings of the 12th ACM/IEEE International Sym-
posium on Empirical Software Engineering and Measurement, ESEM
’18, pages 1–10. ACM, 2018.

[37] Katsiaryna Labunets, Fabio Massacci, Federica Paci, Sabrina Marczak,
and Flávio Moreira de Oliveira. Model Comprehension for Security
Risk Assessment: An Empirical Comparison of Tabular vs. Graphical
Representations. Empirical Software Engineering, 22:3017–3056, 2017.

[38] Katsiaryna Labunets, Fabio Massacci, Federica Paci, and Le Minh Sang
Tran. An Experimental Comparison of Two Risk-Based Security

11

https://www.reversinglabs.com/blog/lessons-in-threat-modeling-how-attack-trees-can-secure-your-software-design
https://www.reversinglabs.com/blog/lessons-in-threat-modeling-how-attack-trees-can-secure-your-software-design


Methods. In 2013 ACM / IEEE International Symposium on Empirical
Software Engineering and Measurement, pages 163–172, 2013.

[39] Katsiaryna Labunets, Federica Paci, Fabio Massacci, and Raminder
Ruprai. An Experiment on Comparing Textual vs. Visual Industrial
Methods for Security Risk Assessment. In 2014 IEEE 4th International
Workshop on Empirical Requirements Engineering (EmpiRE), pages 28–
35, August 2014.

[40] Harjinder Singh Lallie, Kurt Debattista, and Jay Bal. An empirical
evaluation of the effectiveness of attack graphs and fault trees in cyber-
attack perception. page 14, 2017.

[41] Harjinder Singh Lallie, Kurt Debattista, and Jay Bal. A Review of Attack
Graph and Attack Tree Visual Syntax in Cyber Security. Computer
Science Review, 35:100219, February 2020.

[42] Marja Liinasuo, Kuula , Timo, Goriachev , Vladimir, , and Kaj Helin.
Choosing between remote and face-to-face features in a test setting:
methodology used in two usability and user experience case studies.
Behaviour & Information Technology, 42(3):298–306, 2023.

[43] Mass Soldal Lund, Bjørnar Solhaug, and Ketil Stølen. Model-driven
risk analysis: The CORAS approach. Springer, 2010.

[44] Fabio Massacci, Federica Paci, Le Minh Sang Tran, and Alessandra
Tedeschi. Assessing a requirements evolution approach: Empirical
studies in the air traffic management domain. Journal of Systems and
Software, 95:70–88, 2014.

[45] Sjouke Mauw and Martijn Oostdijk. Foundations of attack trees. In
Dong Ho Won and Seungjoo Kim, editors, Information Security and
Cryptology - ICISC 2005, Lecture Notes in Computer Science, pages
186–198. Springer, 2006.

[46] J. Patrick Meyer and Michael A. Seaman. A comparison of the exact
kruskal-wallis distribution to asymptotic approximations for all sample
sizes up to 105. The Journal of Experimental Education, 81(2):139–156,
2013.

[47] Daniel Moody. The Method Evaluation Model: A Theoretical Model
for Validating Information Systems Design Methods. ECIS 2003
Proceedings, January 2003.

[48] Kevin J. Mullinix, Thomas J. Leeper, James N. Druckman, and Jeremy
Freese. The generalizability of survey experiments. Journal of Experi-
mental Political Science, 2(2):109–138, 2015.
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