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Abstract

Single cell messenger RNA sequencing (scRNA-seq) offers a view into transcriptional

landscapes in complex tissues. Recent developments in droplet based transcriptomics

platforms have made it possible to simultaneously screen hundreds of thousands of cells.

It is advantageous to use large-scale single cell transcriptomics since it could lead to

the discovery of a number of rare cell sub-populations. When the sample size reaches

the order of hundreds of thousands, existing techniques to discover rare cells either scale

unbearably slow or terminate altogether. We suggest the Finder of Rare Entities (FiRE),

an algorithm that quickly assigns a rareness score to every individual expression profile

under consideration. We show how FiRE scores can assist bioinformaticians in limiting

the downstream analyses to only on a subset of expression profiles within ultra-large

scRNA-seq data.

Anomaly detection methods differ in their time complexity, sensitivity to data di-

mensions, and their ability to detect local/global outliers. The proposed algorithm FiRE

is a ’sketching’ based linear-time algorithm for identifying global outliers. FiRE.1, an

extended implementation of FiRE fares well on local outliers as well. We provide an

extensive comparison with 18 state-of-the-art anomaly detection algorithms on a diverse

collection of 1000 annotated datasets. Five different evaluation metrics have been em-

ployed. FiRE.1’s performance was particularly remarkable on datasets featuring a large

number of local outliers. In the sequel, we propose a new ”outlierness” criterion to infer

the local or global identity of outliers.

We propose Enhash, a fast ensemble learner that detects concept drift in a data

stream. A stream may consist of abrupt, gradual, virtual, or recurring events, or a

mixture of various types of drift. Enhash employs projection hash to insert an incoming

sample. We show empirically that the proposed method has competitive performance

to existing ensemble learners in much lesser time. Also, Enhash has moderate resource

requirements. Experiments relevant to performance comparison were performed on 6

artificial and 4 real datasets consisting of various types of drifts.
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सार

  एकक कोशि�का दतू-RNA (scRNA-seq) RNA (scRNA-RNA (scRNA-seq) seq)               अनुक्रमण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित जटि�ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित लिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितप्यंतरण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित का एक दृश्य प्रस्तुत करता ह।ै छोटी बूंदों पर आधारित छो�ी बूंदों पर आधारित बंूदों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित पर आधारिरत
                     अत्याधुटिनक प्रतितल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओं यंत्रों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित माध्यम से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिताख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित एकक कोशि�काओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओं परख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओं हो गया ह।ै छोटी बूंदों पर आधारित बड़े लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित पैमाने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित पर एकक कोशि�काओं

                     के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित प्रतितल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित का उपयोग दलु ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित7भ कोशि�काओं को ख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंोजने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में टिकया जा सकता ह।ै छोटी बूंदों पर आधारित जब एकक कोशि�काओं के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित प्रतितद�9 का आकड़ां ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिताख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में
                     पहँुचता है तो उपल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितब्ध कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिधआँ असहनी बूंदों पर आधारितय रूप से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित शि�शिथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित हो जाती बूंदों पर आधारित हैं तथा इनका उपयोग करके दुर्लभ कोशिकाओं की खोज करना तथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंा इनका उपयोग करके लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित दलु ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित7भ कोशि�काओं की खोज करना ख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंोज करना
                  ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितगभग असंभव हो गया है। बड़े पैमाने पर एकक कोशिकाओं हो जाता ह।ै छोटी बूंदों पर आधारित इस �ोध प्रबंध में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में दलु ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित7भता के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित अंकमान की खोज करना गड़ना के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित लिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितए एक कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध ,     दलु ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित7भ इकाईओं का ख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंोजक (FiRE))

                        को प्रस्तुत टिकया गया ह।ै छोटी बूंदों पर आधारित यह कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध ती बूंदों पर आधारितव्र गति से प्रत्येक कोशिकाओं के प्रतिलेख को एक दुर्लभता का अंकमान प्रदान करती है। हम यह गतित से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित प्रत्ये लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितक कोशि�काओं के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित प्रतितल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओं को एक दलु ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित7भता का अंकमान प्रदान करती बूंदों पर आधारित ह।ै छोटी बूंदों पर आधारित हम यह
   भी बूंदों पर आधारित टिदख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित हैं तथा इनका उपयोग करके दुर्लभ कोशिकाओं की खोज करना FiRE)        अंकमान जैव हो गया है। बड़े पैमाने पर एकक कोशिकाओं सूचना व हो गया है। बड़े पैमाने पर एकक कोशिकाओंैज्ञाटिनकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित को अत्यतिधक टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओं�ाल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित scRNA-RNA (scRNA-seq) seq       आंकडाको�ों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित व हो गया है। बड़े पैमाने पर एकक कोशिकाओंल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित कुछ महत्व हो गया है। बड़े पैमाने पर एकक कोशिकाओंपूण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित7 एकक

        कोशि�काओं के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंश्ले लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितषण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित करने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में सहायता करता ह।ै छोटी बूंदों पर आधारित

        टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंसंगतित का पता ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितगाने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित तरी बूंदों पर आधारितके लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित उनकी खोज करना समय जटि�ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितता,  टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंव हो गया है। बड़े पैमाने पर एकक कोशिकाओंरण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित आयामों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित,  तथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंा स्थ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंानी बूंदों पर आधारितय/         व हो गया है। बड़े पैमाने पर एकक कोशिकाओंैतिGक रूप से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिचत्र प्रतितदृश्यों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित की खोज करना ख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंोज करने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित की खोज करना
         छमता में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में शिभन्न होते है। प्रस्तावित कलन विधि  होते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित ह।ै छोटी बूंदों पर आधारित प्रस्ताटिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंत कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध FiRE)               व हो गया है। बड़े पैमाने पर एकक कोशिकाओंैतिGक रूप से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिचत्र प्रतितदृश्यों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित को रे लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंी बूंदों पर आधारितय अव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में अव हो गया है। बड़े पैमाने पर एकक कोशिकाओंगत कराती बूंदों पर आधारित है तथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंा इसके लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित लिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितए

स्के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित चिंचग,            एक हशैिं�ग पे लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित आधारिरक कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध का उपयोग करती बूंदों पर आधारित ह।ै छोटी बूंदों पर आधारित FiRE)     का टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंस्तारिरत काया7न्व हो गया है। बड़े पैमाने पर एकक कोशिकाओंयन FiRE).1    स्थ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंानी बूंदों पर आधारितय रूप से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिचत्र
                       प्रतितदृश्यों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित की खोज करना ख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंोज करने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में सक्षम ह।ै छोटी बूंदों पर आधारित इस �ोध प्रभंद में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में हम १००० मापदडं आंकड़ा संचयों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंटिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंध संग्रह पे लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित १८ अत्याधुनिक विसंगति अत्याधुटिनक टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंसंगतित

                       का पता ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितगाने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित व हो गया है। बड़े पैमाने पर एकक कोशिकाओंाल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिती बूंदों पर आधारित कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिधओं की खोज करना व्यापक तुल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितना प्रदान करते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित हैं तथा इनका उपयोग करके दुर्लभ कोशिकाओं की खोज करना। छोटी बूंदों पर आधारित इस तुल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितना के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित लिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितए ५ भिन्न प्रक्कर की तुलना विधिओं को नियोजित शिभन्न होते है। प्रस्तावित कलन विधि  प्रक्कर की खोज करना तुल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितना टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिधओं को टिनयोजिजत
                 टिकया गया ह।ै छोटी बूंदों पर आधारित बड़ी बूंदों पर आधारित संख्या में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में स्थ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंानी बूंदों पर आधारितय रूप से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिचत्र प्रतितदृ�ों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित परिरपूण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित7 आंकड़ा संकल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितनो पर FiRE).1     का प्रद�7न उल्ले लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंनी बूंदों पर आधारितय ह।ै छोटी बूंदों पर आधारित अगल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिती बूंदों पर आधारित
                कड़ी बूंदों पर आधारित में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में हम स्थ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंानी बूंदों पर आधारितय और व हो गया है। बड़े पैमाने पर एकक कोशिकाओंैतिGक रूप से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिचत्र प्रतितदृश्यों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित का अनुमान ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितगाने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित लिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितए एक "बाह्यता"     मानदडं प्रस्ताटिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंत करते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित हैं तथा इनका उपयोग करके दुर्लभ कोशिकाओं की खोज करना। छोटी बूंदों पर आधारित

            इस �ोध प्रबंध के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित अंतितम भाग में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में हम एक ती बूंदों पर आधारितव्र गति से प्रत्येक कोशिकाओं के प्रतिलेख को एक दुर्लभता का अंकमान प्रदान करती है। हम यह समव हो गया है। बड़े पैमाने पर एकक कोशिकाओंे लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितत कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध, E)nhash,            को प्रस्तुत करते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित हैं तथा इनका उपयोग करके दुर्लभ कोशिकाओं की खोज करना जो आंकड़ों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित की खोज करना धारा में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित अव हो गया है। बड़े पैमाने पर एकक कोशिकाओंधारण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिता के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित
            बहाव हो गया है। बड़े पैमाने पर एकक कोशिकाओं का पता ल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितगाने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में सक्षम ह।ै छोटी बूंदों पर आधारित एक आंकड़ों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित की खोज करना धारा में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में आकस्मिस्मक, क्रटिमक, आभासी बूंदों पर आधारित,   या आव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतZ घ�नाये लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित,     या इनके लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिमश्रण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित उपास्मिस्थ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंक हो
   सकते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित हैं तथा इनका उपयोग करके दुर्लभ कोशिकाओं की खोज करना। छोटी बूंदों पर आधारित E)nhash                     आने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित व हो गया है। बड़े पैमाने पर एकक कोशिकाओंाल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित प्रतितदर्शि�यों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित को सम्मलिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितत करने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित लिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितए प्रक्षे लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितप ह�ै का उपयोग करता ह।ै छोटी बूंदों पर आधारित हम अनुभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंजन्य रूप से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिदख यंत्रों के माध्यम से लाखों एकक कोशिकाओं को एक साथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंते लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित हैं तथा इनका उपयोग करके दुर्लभ कोशिकाओं की खोज करना की खोज करना

                   प्रस्ताटिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंत कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध का प्रद�7न उपल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितब्ध समव हो गया है। बड़े पैमाने पर एकक कोशिकाओंे लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितत आधारिरत कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिधओं की खोज करना अपे लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितक्षा प्रतितस्पधZ है तथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंा प्रस्ताटिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंत कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध यह प्रद�7न
                        अन्य टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिधओं की खोज करना तुल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितना में किया जा सकता है। जब एकक कोशिकाओं के प्रतिदर्शों का आकड़ां लाखों में कम समय तथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंा मद्यम संसाधनों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित का उपयोग करके लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित प्राप्त करती है।  प्रस्तावित कलन विधि के प्रदर्शन की तुलना ६ करती बूंदों पर आधारित ह।ै छोटी बूंदों पर आधारित प्रस्ताटिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंत कल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितन टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंतिध के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित प्रद�7न की खोज करना तुल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारितना ६
                       कृटित्रम तथ परखना संभव हो गया है। बड़े पैमाने पर एकक कोशिकाओंा ४ वास्तविक आंकड़ा संचयों पर की गई है। यह आंकड़ा संचय विभिन्न प्रकार के अवधारणाओं के मिश्रण से बने हैं।  व हो गया है। बड़े पैमाने पर एकक कोशिकाओंास्तटिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंक आंकड़ा संचयों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित पर की खोज करना गई ह।ै छोटी बूंदों पर आधारित यह आंकड़ा संचय टिव हो गया है। बड़े पैमाने पर एकक कोशिकाओंशिभन्न होते है। प्रस्तावित कलन विधि  प्रकार के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित अव हो गया है। बड़े पैमाने पर एकक कोशिकाओंधारण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारिताओं के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित टिमश्रण जटिल ऊतकों के लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित से लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित बने लिप्यंतरण का एक दृश्य प्रस्तुत करता है। छोटी बूंदों पर आधारित हैं तथा इनका उपयोग करके दुर्लभ कोशिकाओं की खोज करना। छोटी बूंदों पर आधारित
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Chapter 1

Introduction

The process of identifying, and where appropriate, removing anomalous observations

from data, is referred to as outlier detection [58]. Most commonly, anomaly detection is

used interchangeably with outlier detection. The concept of outlier detection is widely

used to identify faulty engines to avoid undesirable consequences in the future, outlying

observations in patients’ medical records to detect the possibility of a disease, anomalous

trends in prices of a stock to book profits or avoid losses, unusual patterns in credit card

transactions to identify possible theft, etc. In effect, outlier detection plays an important

role in several analytical tasks. Outlier detection techniques may be supervised or

unsupervised. We focus on unsupervised anomaly detection techniques. In scenarios

where the complete dataset may be loaded into RAM for mining, offline algorithms are

sufficient. There may be scenarios where RAM is limited, e.g. IoT devices, or where

the distribution of a dataset may evolve or change with time; in such cases, online

algorithms are necessary. In non-stationary environments, algorithms must adapt to

new distributions as well. The process of learning about changes in the data distribution

in streaming environments is referred to as concept drift detection [29].

1.1 Scope and objectives

For both streaming and non-streaming environments, we identify rarity/outlierness as

the flip side of density around the samples. Samples or points with sparser neighbor-

hoods are more likely to be rare, as against those with dense neighborhoods. With
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increasing dimension, finding absolute nearest neighbors becomes prohibitive. Hence,

to avoid the curse of dimensionality [94], approximate nearest neighbors are computed.

There have been some attempts in the past to use the local density around the sample

as the measure of its rarity [13]. We expedite the process by finding the neighbors in

constant time using the concept of hashing. Hashing methods are widely used for several

practical applications such as data mining [7, 118], audio-video fingerprinting [93, 126],

identification of copy videos [35], clustering of large single-cell data [113, 114]. The pri-

mary reason being that hashing techniques identify the approximate nearest neighbor(s)

of a query in O(1) time. We exploit hashing to identify outliers quickly and efficiently

amongst several thousands of samples in high-dimensional spaces. We briefly discuss

about LSH (Locality Sensitive Hashing) and its variants in the subsequent section. This

is followed with a brief background and the importance of the problem (outlier detection

and concept drift detection); the motivation to propose a new technique for the same.

1.2 Locality Sensitive Hashing

Indyk and Motwani [44, 60] introduced LSH (Locality Sensitive Hashing) to identify

approximate nearest neighbors. The key idea behind the concept is to use hash func-

tions such that similar objects/samples have a higher probability of collision than those

samples which are far apart. Then, the points in the same bucket represent each other’s

neighborhood. The hash functions are chosen so that they reduce the complexity of

objects owing to their dimensionality while preserving the inter-point distances within

a relative error of ϵ (Johson-Lindenstrauss lemma) [86]. Formally, LSH is defined as

follows:

A family H is defined for a metric space M = (M,d), a threshold R > 0 and an

approximation factor c > 1. It is a family of functions h :M → S which maps elements

from the metric space to a bucket s ∈ S. The family is called (R, cR, P1, P2)-sensitive

if for any two points p, q ∈ Rd

• if ∥p− q∥ ≤ R then PrH[h(p) = h(q)] ≥ P1

• if ∥p− q∥ ≥ cR then PrH[h(p) = h(q)] ≤ P2

For LSH family H to be useful, it should satisfy P1 > P2. In effect, an LSH technique
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is a distribution on a family H of hash functions, such that for any pair of objects p,

and q

Prh∈H[h(p) = h(q)] = sim(p, q),

where sim(p, q) ∈ [0, 1] is some similarity function defined on the collection of ob-

jects [22]. We briefly discuss some of the LSH-based techniques that find approximate

nearest neighbors in high-dimensional spaces [27, 115], even when the intrinsic dimen-

sionality is high. These methods represent samples via compact representation such

that inter-point distances in the original feature space are well-approximated.

1.2.1 Sketching

The sketch construction algorithm [134] involves randomly picking a threshold for a

given feature and assigning it a bit. If the value of a feature is greater or smaller

than a given threshold, then bit 1 or bit 0 is assigned, respectively. The sketches

constructed using this technique result in bit vectors. Let B be the sketch size in bits.

The similarity between objects sim(p,q) is then computed as the measure of similarity

between their corresponding sketches. There exist several evidences that show that

sketches constructed using random projections can be used to approximate l1 distance

on the feature vectors with the Hamming distance on their sketches [89].

1.2.2 Binary hash

Binary hash [22, 130] involves random projection of a sample x by picking B random

vectors wi, where i ∈ {1, ..., B} (from the Gaussian distribution). The bit vector is then

assigned to x on the basis of sign(wT
i x), where i ∈ {1, ..., B}. The probability of two

samples hashing into the same bucket is determined by the cosine similarity between

them in the original feature space.

1.2.3 Projection hash

Projection hash [115] involves linear projection of a sample, followed by assignment to

the bucket via quantization. For linear projection of a sample x, B random vectors

wi, where i ∈ {1, ..., B} are chosen from the Gaussian distribution and a bias bias from
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the uniform distribution over [-bin-width, bin-width], where bin-width is the quantization

width. The hash code is computed as ⌊(wT
i x+ bias)/bin-width⌋, where i ∈ {1, ..., B}.

1.3 Outlier detection

1.3.1 Outlier detection: Definition

The commonly used notions of outliers are as follows:

• “An outlying observation, or outlier, is one that appears to deviate markedly from

other members of the sample in which it occurs [50].”

• According to Hawkins [55], an outlier is “an observation which deviates so much

from other observations as to arouse suspicions that it was generated by a different

mechanism.”

• “An object O in a dataset T is a DB(p,D)-outlier if at least fraction p of the

objects in T lies greater than distance D from O [73].”

1.3.2 Outlier detection: Use cases

Outlier detection is widely used across several applications to extract samples that dis-

tinct from the majority population. In specific scenarios, these samples act as noise,

while in other cases, they may be used to extract some useful hidden phenomena. The

most critical application of outlier detection is identifying anomalous patterns in medical

diagnoses to identify brain tumor [100], cancerous masses in mammograms [121], etc. It

can also be used to monitor industrial production and point out defective manufacturing

products [46].

1.3.3 Outlier detection: Existing techniques

Several algorithms have been proposed in the recent past to identify outliers. They

may be broadly categorized as supervised and unsupervised algorithms. However, su-

pervised algorithms are more expensive than unsupervised algorithms. Also, supervised

algorithms are particularly restrictive in class-imbalance problems [62].
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We discuss in detail some of the widely used unsupervised methods that provide

outlier scores. A score enables a qualitative comparison of the concerned methods. The

Distance-based outlier score (DB-outlier score) [73] modifies the conventional definition

of distance-based outlier detection, to rank points based on their outlierness values. The

number of points present within a given distance from a given point determines its rank.

A higher rank indicates a higher degree of sparsity around a data point. However, for

high dimensional points, it is very difficult to choose an appropriate value of distance.

kNN (kth Nearest Neighbor) [101] identifies outliers using the distance of a point to

its kth nearest neighbor. The longer the distance, the higher is the rank. kNNW (kNN-

weight) [4] is an extension of kNN that is less sensitive to the choice of k. It also scales

linearly for points in high dimensional spaces by using the Hilbert space-filling curve.

kNNW maps points to a d-dimensional hypercube D = [0, 1]d. A Hilbert space-filling

curve maps this hypercube to the interval I = [0, 1]. This facilitates a quick search of

k nearest neighbors of a point, by identifying its predecessors and successors on I. It

considers the sum of distances to k nearest neighbors as the weight of a point p. The

points with high values of weights are the potential outliers.

LIC (Local Isolation Coefficient) [141] is defined as the sum of the distance of the

farthest point in the k-neighborhood of p (k-dist(p)), and the average distance of points

in the k-neighborhood from p (LDSk(p)). For points in a dense cluster, both k− dist(p)

and LDSk(p) are small and hence, LIC is also small.

LOF (Local Outlier Factor) [13] considers only a restricted neighborhood to identify

outliers, and is, therefore, more suitable for local outlier detection. It assigns a degree of

outlierness to every point, and hence, called as local outlier factor. For a given point p,

it defines distk(p) as the distance between p and its kth NN. The local neighborhood of

p, Nk(p), consists of all points with distance less than or equal to distk(p). It calculates

the reachability to every point in its k-neighborhood Nk(p), p
′ ∈ Nk(p), as follows.

reachabilityk(p← p′) = max{distk(p), dist(p, p′)} (1.1)

In the above (1.1), dist(p, p′) is an LP distance. Local reachability density of point p,

lrd(p), is defined as the ratio of cardinality of Nk(p) and the sum of reachability to points
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in Nk(p). For a given point p, LOF(p) is calculated as follows.

LOFk(p) =

∑
o∈Nk(p)

lrd(o)
lrd(p)

|Nk(p)|
(1.2)

Intuitively, a point p with lower value of lrd(p), and higher values of lrd of points in

Nk(p) is assigned higher values of LOF. Simplified-LOF [111] simplifies the definition

of local reachability density in LOF. It redefines it as the inverse of distk(p) for a given

point p.

LDOF (Local Distance-based Outlier Factor) [144] is an extension of LOF for iden-

tification of outliers in scattered datasets. LDOF is the ratio between LDSk(p) and

the average of pairwise distances between points in k-neighborhood of p. Points with

LDOF > 1 are more likely to be outliers. INFLO (INFLuenced Outlierness) [64] consid-

ers both the k-neighborhood of p (Nk(p)), and the reverse neighborhood of p (RNNk(p))

to estimate lrd(p). RNNk(p) refers to the collection of points for which p exists in

their k-neighborhood. The combined space of Nk(p) and RNNk(p) is collectively called

as k-influenced space for p (ISk(p)). For a given point p, INFLOk(p) is calculated as

follows.

INFLOk(p) =
lrdavg(ISk(p))

lrd(p)
, where lrdavg(ISk(p)) =

∑
o∈ISk(p)

lrd(o)

|ISk(p)|
(1.3)

INFLO uses the same definition of lrd(p) as in Simplified-LOF.

LDF (Local Density Factor) [83] incorporates LDE (Local Density Estimate), a kernel

density estimate (KDE), to identify outliers. LDE(p) is computed as follows.

LDE(p) =

∑
o∈Nk(p)

1

(2π)
d
2 (h×distk(o))d

exp(− (reachabilityk(p←o))2

2×(h×distk(o))2 )

|Nk(p)|
(1.4)

In the above (1.4), h represents a fixed bandwidth. LDF(p) is calculated as

LDF(p) =

∑
o∈Nk(p)

LDE(o)
|Nk(p)|

LDE(p) + c×
∑

o∈Nk(p)
LDE(o)
|Nk(p)|

(1.5)

In (1.5), c is a scaling constant. The higher the value of LDF(p), the more likely it is

to be an outlier. The kernel density estimator chosen by LDF does not integrate to
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1, an essential property of any such estimator. To fix this, KDEOS (Kernel Density

Estimation Outlier Scores) [110] incorporates such estimators in LOF, which preserves

the said property for every point. KDEk(p) for a given point p is computed as follows.

KDEk(p) =
1

N

∑
o∈Nk(p)

Kh(p)(p− o), where (1.6)

N is the dataset size, and Kh(p)(.) is the kernel function with bandwidth h(p), which is

defined as follows.

h(p) = min{meano∈Nk(p)dist(p, o), ϵ} (1.7)

LoOP (Local Outlier Probabilities) [78] makes LOF less amenable to the choice of

k for the estimation of local reachability density. To achieve this, LoOP conceptualizes

a scoring method independent of data distribution and returns the probability of each

point being an outlier.

COF (Connectivity-based Outlier Factor) [120] redefines the notion of reachability as

the average chaining distance (ac-dist). It differentiates between points with low density

and isolated points. Let G = ⟨p1, p2, ..., pN ⟩, which consists of all points. Assume two

disjoint sets A,B ⊆ G and A ∩ B = ϕ. COF defines the notion of distance between A

and B as

dist(A,B) = min{dist(x, y) : x ∈ A & y ∈ B} (1.8)

Let an ordered set of points s = ⟨p1, p2, ..., pr⟩, termed as set based nearest path or an

SBN-path on G from p1. An SBN-trail with respect to an SBN-path s is a sequence

⟨e1, e2, ..., er−1⟩ such that for all 1 ≤ i ≤ r − 1, ei = (oi, pi+1), where oi ∈ ⟨p1, p2, ..., pi⟩.

So, ac-dist from p1 to G− {p1} is defined as

ac-distG(p1) =

r−1∑
i=1

2(r − i)
r(r − 1)

dist(ei) (1.9)

Equation (1.8) is applicable to ei since ei is a sequence. Isolated points will have higher

values of ac-dist than points with low density. Now, COF at p with respect to its
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k-neighborhood is defined as

COFk(p) =
|Nk(p)| × ac-distNk(p)(p)∑

o∈Nk(p)
ac-distNk(o)(o)

(1.10)

ODIN (Outlier detection using Indegree Number) [54] utilizes directed kNN graphs

to identify outliers. Every point represents a vertex, and an edge connects a pair of

nearest neighbors. For every point, there are exactly k outgoing edges to its nearest

neighbors. The resultant in-degree of the vertex is used to rank outliers. A point with

a lower in-degree is more likely an outlier.

FastABOD (Fast Angle-Based Outlier Detection) [80] has been proposed as an out-

lier detection approach for points in high-dimensional spaces. It handles the curse

of dimensionality by replacing the distance-based approach with an angle-based one.

ABOF (Angle-based outlier factor) is defined as the variance over the angles between

the difference vectors of a point p to the remaining points in a given dataset. FastABOD

approximates ABOF and computes the variance in angles between the difference vectors

of a point p and Nk(p) only. Points with lower values of ABOF are potential outliers.

SOD (Subspace Outlier Degree) [79] solves the problem of identifying outliers in high-

dimensional spaces by identifying relevant attributes. For every point p, it defines its

reference set of points R(p). For R(p), it computes its variance along every attribute.

The variance along an attribute i is independent of other attributes. An attribute i

is relevant for R(p) if its variance is lower than the expected variance. The resultant

relevant attributes define subspace hyperplane H(R(p)). The distance of p from H(R(p))

is used to determine its degree of outlierness. A value near to 0 indicates that point p

fits well into H(R(p)).

HBOS (Histogram-based Outlier Score) [45] is an extremely fast unsupervised outlier

detection approach. It assumes independence of features for faster computation. HBOS

constructs an individual histogram for every feature or dimension (d) in data. The

height of each bin represents the density of points falling into that bin. These values

are converted into probabilities by normalizing them using the dataset size. The outlier
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score for each data point is computed as

HBOS(p) =

i=d∑
i=1

log
( 1

histi(p)

)
, where (1.11)

histi(p) is the density of point p in dimension i, normalized by the number of samples.

The overall categorization of various methods can be summarized as follows 1.1:

Unsupervised Outlier Detection Algorithms

Statistical

Nearest-neighbor based

Sub-space based

HBOS [45]

Global Local

k-NN [101] LOF [13]

k-NN-weight [4] LIC [141]

SOD [79]

Figure 1.1: Overall categorization of well-known unsupervised anomaly detection algo-
rithms. The three broad categories are statistical, sub-space based, and nearest-neighbor
based.

1.3.4 Outlier detection: Motivation

To date, several methods have been proposed that identify outliers. However, in general,

methods do not scale with increasing number of samples N . Methods such as kNN [101],

ODIN [54], LOF [13], Simplified-LOF [111], INFLO [64], LoOP [78], LDF [83], LIC [141],

DB-outlier score [73], and KDEOS [110] require O(N2) to identify k nearest neighbors

(NNs). This may be reduced to O(N logN) if the dataset is indexed. COF [120],

LDOF [144], and FastABOD [80] require an additional O(k2) computations per point.

Therefore, they require an overall running time of O(N logN + N × k2). Very few

methods scale well with increasing dimensions d. SOD [79] has an overall run-time

complexity of O(d×N2), where d is the total number of features. This may be reduced

to O(d×N logN) if an indexed structure is used to find NNs. Also, there are too scarce

methods with linear run-time complexity, such as Isolation Forest [87], RS-Hash [65],
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and HBOS [45] (for fixed bin widths). For dynamic bin widths, HBOS has O(N logN)

complexity. HBOS constructs a histogram for every feature independently and then

combines them to determine the density of every point. However, it does not consider

the possibility of irrelevant/redundant features.

The inability of the state-of-the-art algorithms to scale to large datasets poses a

great challenge, especially for biological applications. One prevalent use-case is that of

identification of minor cell types amongst thousands of single cells. These cell types have

several profound applications, such as pathogenesis of cancer, angiogenesis in cancer and

other disorders, etc. These rare cells correspond to the group of global outliers.

There is another group of outliers called as local outliers, that are unusual only to a

local section of the data [16]. A dataset may consist of local or global or a combination

of outliers. Till date, there have been very limited efforts to quantify a given dataset on

the basis of the presence of outlier sub-categories.

1.3.5 Outlier detection: Proposed technique

We propose hashing based techniques to detect outliers in linear time. The proposed

method uses an ensemble of different subspaces to determine outliers. FiRE (Finder

of Rare Identities) is a sketching based algorithm that detects global outliers. FiRE

has been employed to detect rare cells in a single-cell study with approx. 68k cells

expressed in approx. 32k space of genes. An extension of FiRE, FiRE.1, works well

for the identification of local outliers as well. An extensive comparison of FiRE.1 has

been shown with 18 state-of-the-art outlier detection algorithms on a diverse collection

of 1000 datasets. We also propose a scoring criterion that assigns a value to a dataset

based on it’s outliers’ local or global nature.

The notion of an outlier may also change with time, particularly in non-stationary

environments. This is the motivation for the next chapter of the thesis, that focusses

on detecting changes in data distributions over time.

10



1.4 Concept drift detection

1.4.1 Concept drift detection: Definition and use cases

During classification, a change in the distribution of data is referred to as the concept

drift problem [41]. Let p(c|x) = p(x|c)p(c)/p(x) be the Bayes posterior probability of a

class that an instance x belongs to. Then concept drift can formally be defined as the one

where pt+1(c|x) ̸= pt(c|x), i.e., the posterior probability changes over time. A shift in the

likelihood of observing a data point x within a particular class, and thus, alteration of

class boundaries is referred to as real concept drift. This involves replacement learning.

A concept drift without an overlap of true class boundaries is referred to as virtual

concept drift. This requires supplemental learning. An example of real concept drift

involves a change in user’s interests in news articles, while the underlying distribution

of news articles remains the same. On the other hand, virtual concept drift refers to the

scenario when the user’s interests remain the same, but the underlying distribution of

new articles changes with time. A drift may be incremental, abrupt or gradual.

1.4.2 Concept drift detection: Existing techniques

In this section, we discuss some of the widely used ensemble learners for drift detection.

Learn++ [99] is an Adaboost [40, 106, 107] inspired algorithm, that generates an

ensemble of weak classifiers, each trained on a different distribution of training samples.

The multiple classifier outputs are combined using weighted majority voting. For incre-

mental learning, Learn++ updates the distribution for subsequent classifiers such that

instances from new classes are given more weights.

While Learn++ is suitable for incremental learning, Learn++.NSE [33] employs a

passive drift detection mechanism to handle non-stationary environments. If the data

from a new concept arrives and is misclassified by the existing set of classifiers, then a

new classifier is added to handle this misclassification. Learn++.NSE is an ensemble-

based algorithm that uses weighted majority voting, where the weights are dynamically

adjusted based on classifiers’ performance.

Accuracy-Weighted Ensemble [129] is an ensemble of weighted classifiers where the

weight of a classifier is inversely proportional to its expected error.
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Additive Expert Ensemble [75] uses a weighted vote of experts to handle concept drift.

The weights of the experts that misclassify a sample are decreased by a multiplicative

constant β ∈ [0, 1]. In case the overall prediction is incorrect, new experts are added as

well.

Dynamic Weighted Majority (DWM) [74] dynamically adds and removes classifiers

to cope with concept drift.

Online bagging and boosting [96] ensemble classifiers are used in combination with

different algorithms such as ADWIN (ADaptive WINdowing) [9] for concept drift detec-

tion. ADWIN dynamically updates the window by growing it when there is no apparent

change, and shrinking it when the data evolves. In general, bagging is more robust

to noise than boosting [30, 97]. Henceforth, we discuss methods based on online bag-

ging, that approximates batch-bagging by training every base model with K copies of a

training sample, where K ∼ Poisson(1). We refer to the combination of online bagging

classifiers with ADWIN as Online Bagging-ADWIN.

Leveraging bagging [10] exploits the performance of bagging by increasing random-

ization. Resampling with replacement is employed in online bagging using Poisson(1).

Leveraging bagging increases the weights of this resampling by using a larger value of λ

to compute the Poisson distribution. It also increases randomization at the output by

using output codes.

Online SMOTE Bagging [127] oversamples a minor class by using SMOTE [23] at

each bagging iteration to handle class imbalance. SMOTE generates synthetic examples

by interpolating minor class examples.

ARF (Adaptive Random Forest) [48] is an adaptation of Random Forest [12] for

evolving data streams. It trains a background tree when there is a warning and replaces

the primary model if drift occurs.

1.4.3 Concept drift detection: Motivation and proposed tech-

nique

For drift detection in non-stationary environments, there are mainly two constraints:

memory and time. For specific applications such as those related to IoT devices, there

is only a limited main memory. A device can accommodate a limited amount of data,
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and the model size must be reasonable as well. To accommodate drift, the model must

be able to update its parameters, and hence, predict (accordingly) almost instanta-

neously. For any model to be acceptable, it must have a reasonable performance within

constraints (as mentioned above). The most popular methods for the detection of drifts

in streaming environments have been ensemble learners [10, 33, 48, 74, 75, 99, 127, 129].

An ensemble method selectively retains few learners to maintain prior knowledge (since

new information may be noise), discards, and adds new learners to accommodate new

information.

We propose a fast, ensemble learner Enhash, based on the concept of hashing that

inserts an incoming sample, updates the model parameters, and predicts the class in

O(1) time. We show empirically on 6 artificial and 4 real datasets, the superiority of the

proposed method Enhash in terms of both speed and performance. The datasets consist

of various kinds of drift. The closest competitors of Enhash in terms of performance

had significantly large requirements for RAM-hours. Thus, Enhash offers a perfect mix

of good performance and superior run times.

1.5 Organization of the thesis

In this thesis, we begin with the problem of identifying rare samples in a dataset. These

may be outliers in some contexts and ignored, but in many scenarios, their identifica-

tion is of critical use. One high impact application is identifying rare cells in sc-RNA

data corresponding to thousands of cells. Circulating tumour cells, cancer stem cells,

endothelial progenitor cells, antigen-specific T cells, invariant natural killer T cells, etc.

are examples of rare cells, whose identification is challenging yet potentially of great

significance. For example, Circulating Tumor Cells (CTCs) offer unprecedented insights

into the metastatic process with real-time leads for clinical management [77]. Chapter

2 discusses our algorithm for the identification of rare samples, with a focus on sc-RNA

data by way of illustration. We propose a high-speed algorithm named as FiRE in chap-

ter 2. FiRE identifies dendritic cell types amongst several thousands of human blood

cells. In a single cell sequencing dataset, local outliers act as noise. We propose an

extension of FiRE, FiRE.1, in chapter 3 that identifies both local and global outliers.

Chapter 3 assesses the relative performance of several well-known outlier detection algo-
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rithms. The methods are compared from the perspective of their ability to detect local

and global outliers as well. For the identification of outliers in non-stationary environ-

ments, we propose Enhash in chapter 4. Enhash accommodates the concept drift and

identifies outliers when samples arrive in an online fashion. The thesis concludes with a

chapter containing concluding remarks and scope for future work.
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Chapter 2

Identification of Rare Events∗

2.1 Introduction

Rare events are outliers, that are not noises or erroneous readings but are generated from

co-incidental or occasional processes that are valid in the problem/domain contexts.

Events generated via such phenomenons tend to cluster themselves. The clusters of

such events are fewer and warrant different treatment from a generic outlier. Rare event

identification finds widespread application, e.g. detection of credit card fraud or credit-

to-GDP gap [25] in the financial domain; or identification of malignant cells [76], and

identification of pandemic-causing virus strains, in the medical domain. Sociology and

astronomy have benefited from rare event detection techniques as well [68, 145].

In biology, one important use case of rare event detection is minor cell type identifi-

cation. These minor cell types form small clusters and do not merely exist as singletons.

These minor/ rare cell types have profound significance in biological processes. In con-

ventional bioinformatics analysis, the abundant cell types overshadow the presence of

minor cell types, and they are not included in the downstream analysis. Thus, depriv-

ing the studies of benefiting from the information provided by rare cells. We, therefore,

propose an algorithm that overcomes the shortcomings of the current state-of-the-art

technologies and detects rare cell types.

Transcriptome analysis of individual cells is now possible thanks to the unrelenting

∗The work presented in this chapter has been published as a research paper titled “Discovery of
rare cells from voluminous single cell expression data” in Nature Communications (2018).
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advancement of technology over the past few years [125]. Cells, the fundamental build-

ing blocks of complex tissue, are formed in the presence of a variety of stimuli that

influence their identity. In contrast to bulk RNA-sequencing, scRNA-seq (single-cell

RNA sequencing) examines the average expression-signature of genes in a population of

heterogeneous cells at the level of individual cells.

Processing hundreds of thousands of single cells is necessary for thorough charac-

terization of all main and minor cell types in a complex tissue [112]. In other words,

the likelihood of detecting small cell subpopulations in a tissue is improved by using

bigger sample numbers. It is mostly due to failure at the synthesis step, which prevents

a significant percentage of transcripts that are cell-type specific from being discovered

during sequencing. As a result, cell types represented by a small number of cells fre-

quently fall short of having a significant impact on the cell type detection regime. The

recent development of droplet-based transcriptomic systems has made it possible to pro-

file tens of thousands of individual cells simultaneously for a substantially lower cost per

cell. Numerous research has been published to date, with reported transcriptomes with

ranging from thousands to hundreds of thousands of cells [15, 82, 90, 118, 148].

Rare cell discovery has been a commonplace element in the pipeline for downstream

analysis since the development of single-cell transcriptomics. Minor cell types in an

organism are represented by rare cells. Even a singularity (outlier cell) may warrant

attention when there are hundreds of profiled cells. However, the emphasis now turns to

the finding of minor cell-types rather than merely singletons due to the rise in through-

put capacity. Circulating tumour cells, cancer stem cells, endothelial progenitor cells,

antigen-specific T cells, invariant natural killer T cells, etc. are examples of rare cell

types. Rare cell populations play a significant role in the pathogenesis of cancer, modu-

lating immunological responses, angiogenesis in cancer and other disorders, etc. despite

their low abundance. Antigen-specific T cells are crucial to the formation of immuno-

logical memory [3, 92, 116]. EPCs (Endothelial Progenitor Cells), which originate from

the bone marrow, have proven to be reliable biomarkers of tumor angiogenesis [24, 81].

Stem cells have an ability to replace damaged cells, and to treat diseases like Parkinson’s,

diabetes, heart diseases, etc. [61]. CTCs (Circulating Tumor Cells) offer unprecedented

insights into the metastatic process with real-time leads for clinical management [77].
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Algorithms for detecting rare cell transcriptomes are scarce. Prominent among these

are RaceID [51] and GiniClust [63]. For the purpose of identifying outlier expression

patterns, RaceID employs a parametric statistical technique that is computationally

intensive. It uses unsupervised clustering as an intermediate step to define populous

cell types, which in turn are used to determine outlier events (cells). GiniClust, on

the other hand, employs a rather simple two-step algorithm. It starts by choosing

informative genes based on the Gini index [43]. It then applies a density-based clustering

method, DBSCAN [36], to discover outlier cells. Notably, to discriminate between major

and minor cell types, both RaceID and GiniClust employ clustering. In fact, these

algorithms involve the computation of pair-wise distances between cells. Both of these

algorithms are memory inefficient and sluggish for huge scRNA-seq data due to a number

of important design decisions.

We propose FiRE, a conspicuously fast algorithm, to calculate the density around

each subjected multi-dimensional data point. The workhorse algorithm used to accom-

plish this is Sketching [89, 133]. FiRE, which, in contrast to other methodologies,

assigns a rareness score to each sample. In the context of rare cells, this is a score based

on each cell’s individual expression profile, thus giving the user a choice for focusing

downstream analyses only on a small set of potentially rare cells. However, it must be

noted that we use clustering to group these rare cells. We used the dropClust [113]

technique to cluster these potential rare cells detected by FiRE. Outlier cells, if any,

get submerged into the minor cell clusters since dropClust does not give any special

treatment to outliers. Although, dropClust itself removes poor quality cells and genes.

On a variety of real and simulated datasets, we assessed FiRE. We also demonstrated

the efficiency of FiRE in delineating human blood dendritic cell subtypes using a large

scRNA-seq data of human blood cells.

2.2 Overview of FiRE

As a preliminary step for identifying unusual cells, both RaceID and GiniClust make use

of clustering in some way. By its very nature, clustering frequently depends on a variety

of delicate characteristics and performs poorly when data point densities vary. Another

major problem is to decide the resolution of group identities. Multi-level clustering is
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frequently necessary since tiny clusters are frequently missed during the initial pass [15].

This occurs because other significant cell types affect a dataset’s expression variance.

We questioned whether it was possible to create a novel, unified approach that directly

estimates a cell’s rarity without using clustering (multidimensional data point).

Figure 2.1: Overview of FiRE. The first step is to assign each cell to a hash-code. As
numerous similar cells can share the same hash-code, it is possible to think of a hash-
code as an imagined bucket. The phase of creating the hash-code is repeated L times to
test the reliability of rarity estimates. The chance that any point will fall into the bucket
of a given cell i and estimator l is calculated as pil. These probabilities are combined in
the algorithm’s second phase to get an estimate of how rare each cell is.

To circumvent the above issues, we propose FiRE to identify rare cell types. Design

of FiRE is inspired by the observation, that rareness estimation of a particular data

point is the flip side of measuring the density around it. The algorithm capitalizes on

the Sketching technique [89, 133], a powerful technique for low dimensional encoding of a

large volume of data points. It works by randomly projecting points to low dimensional

bit signatures (hash code), such that the weighted L1-distance between each pair of

points is approximately preserved. The computation involved in the creation of hash

codes is linear w.r.t. the number of individual transcriptomes. A hash code can be
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imagined as a bucket, that tends to contain data points which are close by in the

concerned hyper-dimensional space. The cell originating from a large cluster shares its

bucket with many other cells, whereas a rare cell shares its bucket only with a few. To

this end, FiRE uses the populousness of a bucket as an indicator of the rareness of its

resident data points. To ward off biases, FiRE uses several such rareness estimates, to

arrive at a consensus rareness score for each of the studied cells. This score is termed

as the FiRE-score. The section 2.2.1 contains an elaborate explanation of the various

steps involved in FiRE. Figure 2.1 depicts a visual interpretation of FiRE.

2.2.1 Steps involved in FiRE

LetX ∈ Rd represent an input space. Let S containsN data points drawn independently

and identically from the distribution D over X. Assume, U [a, b] = 1
b−a represents a

uniform distribution. Let S
(i)
j represents j-th feature of i-th sample. Let, ∀j ∈ {1, ..., d},

mij = mini∈{1,...,N} S
(i)
j and maj = maxi∈{1,...,N} S

(i)
j . Let, L, M , and H are integers

and H is a prime number as well.

FiRE is a two-step algorithm. In the first step, it follows the Sketching [135] process.

FiRE randomly selects M values with replacement from {1, ..., d}. Say ind(l), where

1 ≤ l ≤ L, represents this set. FiRE projects S onto ind(l) for every l. Say projected

data is Pl. For a Pl, FiRE generates a random threshold vector th(l) where th
(l)
j ∼

U [mi
ind

(l)
j
,ma

ind
(l)
j
], where 1 ≤ j ≤ M . Every data point in Pl is then converted into

a bit stream by thresholding it with th(l). Let the thresholded data be denoted by Tl;

then, bit j of i-th sample is generated as follows.

(Tl)
(i)
j =


1, (Pl)

(i)
j ≥ th

(l)
j

0, otherwise

(2.1)

Further, FiRE samples M elements with replacement from I+
⋃
{0}. Say, pr(l)

represents this set. Hash index index
(l)
i for each data point is computed by taking the

dot product of their bit vector T
(i)
l with pr(l), and modulo it with H.

index
(l)
i =

j=M∑
j=1

(
(Tl)

(i)
j ∗ pr

(l)
j

)
%H (2.2)
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In the second step, the neighborhood information is collected for every data point.

All data points which map to the same hash index as that of element i construct its

neighborhood. Probabilistic neighborhood neighborhood
(l)
i is defined as

neighborhood
(l)
i =

Total data points with hash index index
(l)
i

N
(2.3)

For every data point, this information is combined across L and FiRE-score of each data

point, FiRE-scorei, is computed as follows.

FiRE-scorei = −2
L∑

l=1

log neighborhood
(l)
i , ∀i ∈ {1, ..., N} (2.4)

The sparser the neighborhood of a point, the higher the value of FiRE-score. Hence,

points with higher values of FiRE-score represent potential outliers. Algorithm 1 gives

the pseudo-code of FiRE.

2.3 Results

2.3.1 Experimental setup

2.3.1.1 Description of datasets

For the various analyses, we used four publicly available scRNA-seq datasets.

For a simulation experiment of artificially planted rare cells, we used 293T and

Jurkat cells data containing a total of ∼3200 cells, with an almost equal number of

representative transcriptomes of each type. The cells were mixed in vitro at equal

proportions. Authors of the study resolved the cell types bioinformatically exploiting

their SNV profiles [148].

We used a large scale scRNA-seq data containing expression profiles of ∼68k PBMCs

(peripheral blood mononuclear cells), collected from a healthy donor [148]. Single cell

expression profiles of 11 purified subpopulations of PBMCs were used as a reference

for cell type annotation. Both 293T-Jurkat cells and PBMC datasets are available for

download from 10xgenomics.com (https://support.10xgenomics.com/single-cel

l-gene-expression/datasets).
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Algorithm 1 FiRE

1: function FiRE(Input: dataset) # nSamples x nFeatures
2: nSamples← Number of data samples(cells)
3: nFeatures← Number of features(genes)
4: X[nSamples][nFeatures]← dataset
5: L← Number of runs
6: M← Number of dimensions to be sampled
7: H← Number of bins
8: bins[L][H][.]← Keeps the bin details across runs
9: neighborhood[nSamples][L]← Stores the size of the neighborhood of each sample

10: scores[nSamples]← Stores the score for each sample
11: mi← min(X)
12: ma← max(X)
13: for i = 1 to L do
14: index[nSamples]← [0] # Keeps the bin index for all the sample points for the current run.
15: for j = 1 to M do
16: ind← randomInt(low = 1, high = nFeatures, dist = ”Uniform”)
17: th← randomFloat(low = mi, high = ma, dist = ”Uniform”)
18: pr← randomInt(low = 1, high = maxInt, dist = ”Uniform”)
19: for k = 1 to nSamples do
20: v ← 0
21: if X[k][ ind] >= th then
22: v ← 1
23: end if
24: index[k]← index[k] + pr ∗ v
25: end for
26: end for
27: for k = 1 to nSamples do
28: index[k]← index[k]%H
29: bins[i][ index[k]].append(k)
30: end for
31: end for
32: for i = 1 to L do
33: for j = 1 to H do
34: b← bins[i][j]
35: l← length( b)
36: for k = 1 to l do
37: neighborhood[ b[k]][i]← log( l/nSamples)
38: end for
39: end for
40: end for
41: for k = 1 to nSamples do
42: t← 0
43: for i = 1 to L do
44: t← t+ neighborhood[k][i]
45: end for
46: scores[k]← −2 ∗ t
47: end for
48: return scores
49: end function
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We applied FiRE on a publicly available ∼2.5k mouse ESCs (embryonic stem cells)

data [70](GSE65525). Mouse embryonic cells were sequenced at different points after

the removal of leukemia inhibitory factor (LIF). Similar to Jiang et al. [63], we used Day

0 data where stem cells were undifferentiated. Data contained a total of 2509 cells.

Our fourth scRNA-seq data contained single cell expression profiles of mouse intesti-

nal organoids [51] (GSE62270). A set of 288 organoid cells were randomly selected and

sequenced using a modified version of the cell expressions by linear amplification and

sequencing (CEL-seq) method. UMI identifiers were used to count transcripts.

2.3.1.2 Data preprocessing

Mouse ESCs and mouse small intestine datasets were screened for low quality cells. For

mouse ESC data, cells having more than 1800 detected genes were selected for analysis.

For the intestine dataset, the cutoff for the number of detected genes was set at 1200.

The remaining data were already filtered.

For each dataset, genes which had a read count exceeding 2 in at least three cells,

were retained for downstream analysis. Each scRNA-seq data was normalized using

median normalization. The thousand most variable genes were selected, based on their

relative dispersion (variance/mean) with respect to the expected dispersion across genes

with similar average expression [148]. The normalized matrix was then log2 transformed

after the addition of 1 as a pseudo count.

2.3.1.3 IQR-thresholding-criteria for selection of cells for further down-

stream analysis

FiRE marks a cell as rare if its FiRE-score is ≥ q3 + 1.5 × IQR, where q3 and IQR

denote the third quartile and the inter-quartile range (75th percentile - 25th percentile),

respectively, of the number of FiRE scores across all cells.

2.3.1.4 F1 score computation for the simulation study

Both RaceID [51] and GiniClust [63] provide a binary prediction for rare cells. The con-

tamination parameter in scikit-learn package implementation of LOF gives a thresh-

old for the identification of outliers. In a two-class experiment (293T and Jurkat cells), it
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is straightforward to construct a confusion matrix. The F1 score on a confusion matrix

can easily be computed as follows.

F1 score = 2
precision× recall

precision + recall

For the simulation experiment, rare cells were considered ones whose FiRE scores satis-

fied the IQR-thresholding-criterion.

For all algorithms, the F1 score has been calculated with respect to the minor pop-

ulation of the Jurkat cells.

2.3.1.5 Parameter value selection for FiRE

The process of hashing cells to buckets is repeated L times. For obvious reasons, a large

value of L ensures rareness estimates with low variance.

For every estimator, the Sketching technique randomly sub-samples a fixed set of M

features. While a very small choice of M requires a commensurately large number of

estimators, a very large M might make the FiRE scores sensitive to noisy expression

readings.

For all experiments, the hash table size, i.e., H was set 1017881. It should be a prime

number large enough to avoid unwanted collisions between dissimilar cells. In practice,

H is chosen to be a prime number greater than ten times of the number of items to be

hashed.

On two independent datasets, we experimented with different values of L and M .

We found L = 100 and M = 50 were a reasonably good choice to be considered as

default values of L and M , respectively (Figure 2.2).

2.3.1.6 Identification of Differential Genes

A traditional Wilcoxon’s rank sum test was used to identify differentially expressed

(DE) genes with an FDR cutoff of 0.05 and an inter-group absolute fold-change cutoff of

1.5. Fold-change values were measured between group-wise mean expression values of a

given gene. We qualified a gene to be a cell-type specific one if it was found differentially

up-regulated in a particular cluster, as compared to each of the remaining clusters.
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Figure 2.2: Stability of FiRE. (a),(c) RMS (Root Mean Square) difference in values of
FiRE-score of every cell between two successive estimators. For calculation of RMS,
FiRE-score is averaged across multiple seeds and normalized by the value of L. (b),(d)
RMS difference in values of FiRE-score between two successive values of M. For calcula-
tion of RMS, FiRE-score is averaged across multiple seeds and normalized by the value
of M. (a)-(b) RMS has been shown on a simulated dataset consisting of a mixture of
Jurkat and 293T cells [148]. (c)-(d) RMS has been shown on ∼68k Peripheral Blood
Mononuclear Cells (PBMCs) [148].

2.3.1.7 Simulation experiment to assess FiRE’s sensitivity to DE genes

To analyze the sensitivity of FiRE to cell type identity, we generated an artificial scRNA-

seq data using the splatter R package [143]. The following command was used to

generate this data:

splatSimulate(group.prob = c(0.95, 0.05), method = ’groups’, verbose =

F, batchCells = 500, de.prob = c(0.4, 0.4), out.prob = 0, de.facLoc=0.4,

de.facScale = 0.8, nGenes = 5000)

The generated dataset had 500 cells and 5000 genes per cell. Out of the 500 cells,

472 cells represented the major cell-type, whereas 28 cells defined the minor one.

Genes for which expression counts exceeded 2 in at least three cells were considered

for analysis. The filtered data was log2 transformed after adding 1 as a pseudo count.

On the transformed data, differential genes were detected using Wilcoxon’s rank sum
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test with an FDR cutoff of 0.05 and as an inter-group absolute value of fold change

cut-off of 2.32 (log2(5)). The differentially expressed genes, which were 180 in number,

were removed from the data and kept as a separate set. Genes with a p-value of more

than 0.05, 2387 in number, were kept as a separate set of non-differential genes.

2.3.2 FiRE discovers cells with varying degrees of rareness

Figure 2.3: Performance evaluation of FiRE on Peripheral Blood Mononuclear Cells
(PBMCs). (a) t-SNE based 2D embedding of the data with color coded cluster identities
as reported by Zheng and colleagues [148]. (b) Rare population identified by FiRE using
IQR-thresholding-criteria. (c) Heat map of FiRE scores for the individual PBMCs. The
cluster of megakaryocytes (0.3%), the rarest of all the cell types are assigned the highest
FiRE scores.

FiRE assigns a continuous score to each cell, such that outlier cells and cells orig-

inating from the minor cell populations are assigned higher values in comparison to

cells representing major sub-populations. A continuous score gives users the freedom

to decide the degree of the rareness of the cells, to be further investigated. To illus-

trate this, we applied FiRE on a scRNA-seq data containing ∼68k Peripheral Blood

Mononuclear Cells (PBMCs), annotated based on similarity with purified, well known

immune cell sub-types [148] (Section 2.3.1.1). The authors of the study performed un-

supervised clustering of the cells and annotated the clusters based on previously known

markers (Figure 2.3a). We overlaid FiRE scores on the 2D map reported as part of the

study (Figure 2.3c). The top 0.25% highest FiRE scores exclusively corresponded to the

smallest, unambiguously annotated cluster harboring megakaryocytes (Figure 2.4a). Of

note, megakaryocytes represent only 0.3% of the entire set of the profiled cells. As we

increased the proportion from 0.25% to 2.0% and subsequently 5.0%, the next batches

of minor cell sub-types made their way into the extended set of rare cells. These include
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sub-classes of monocytes and dendritic cell sub-types (Figures 2.4b and 2.4c). The case

study highlights the utility of FiRE in discovering cells with varying degrees of rareness.

Figure 2.4: In the ∼68k PBMC data [148], the appearance of minor cell populations
with varying degrees of rarity is accompanied by a rise in the number of chosen rare
cells. Figures (a)-(c) demonstrate, respectively, the top 0.25%, 2%, and 5% cells chosen
based on FiRE scores.

While a continuous score is helpful, sometimes a binary annotation about cell rarity

eases out the analysis. To this end, we introduced a thresholding scheme using the prop-

erties of the score distribution (Section 2.3.1.3). Figure 2.3b highlights cells in the ∼68k

PBMC data, which are detected as rare going by the threshold based dichotomization.

As expected, a majority of the detected rare cells originated from known minor cell

types such as megakaryocytes, dendritic cells, and monocytes.

It should be noted that unlike GiniClust and RaceID, FiRE refrains from using

clustering as an intermediate step to pinpoint the rare cells. Clustering is done in a

later phase for delineating minor cell types from the detected rare cells.

2.3.3 FiRE detects artificially planted rare cells with high accu-

racy

We designed a simulation experiment to evaluate the performance of FiRE in the pres-

ence of ground truth information pertaining to cell-type identity. For this, we used a

scRNA-seq data comprising 293T and Jurkat cells combined in vitro in equal ratio (Sec-

tion 2.3.1.1) [148]. The authors exploited the SNV (Single Nucleotide Variant) profile

of each cell to determine its lineage. We considered this genotype based annotation

scheme to be near confirmatory. With this data, we mimicked the rare cell phenomenon

by bioinformatically diluting Jurkat cell proportion in the data. We varied the propor-
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tion of Jurkat cells between 0.5% and 5%. Besides GiniClust and RaceID, we compare

FiRE with a rare event detection algorithm called Local Outlier Factor or LOF. LOF is

a widely used algorithm in the field of data mining. The performance of various methods

was measured using F1 score (Section 2.3.1.4) with respect to the minor population of

the Jurkat cells. F1 score reflects the balance between precision and sensitivity. FiRE

clearly outperformed LOF [13], RaceID [51] and GiniClust [63] on each of the test-

cases (Figure 2.5a). Notably, RaceID and GiniClust report dichotomized predictions

for rare cells, whereas FiRE and LOF offer both continuous scores and binary predic-

tion. FiRE implements an IQR-based-thresholding technique for the dichotomization

(Section 2.3.1.3).

We took a closer look at working of the methods at a rare cell concentration of 2.5%.

We found FiRE scores of the rare cells to be unambiguously higher compared to the

abundant cell type (Figure 2.5c). Figures 2.5d- 2.5g mark the rare cells detected by each

of the algorithms. Among all algorithms, FiRE displayed the highest level of congruence

with the known annotations (Figure 2.5h). Further, congruence between methods has

also been depicted in Figure 2.6.

To evaluate the performance of the techniques, we used two additional datasets:

∼2.5k Embryonic Stem Cells (ESCs) [70], and 288 mouse intestinal organoids cell

data [51] (Section 2.3.1.1). FiRE and LOF could identify Zscan-4 enriched, 2C-like

cells, as stated by the authors of the GiniClust algorithm [63] (Figure 2.7a). In addi-

tion, FiRE had the least overlap with RaceID, which could not identify the 2C-like cell

type. Figure 2.7b depicts the performance of the various methods in identifying rare

cell types in the secretory lineage of mouse small intestine, as reported by the authors

of the RaceID algorithm. Both FiRE and LOF could detect almost all of the designated

rare cell types, including the goblet, tuft, paneth, and enteroendocrine cells. GiniClust

could detect only a fraction of these cells.

2.3.4 FiRE is sensitive to cell type identity

A simulation study was designed to analyze the robustness and sensitivity of FiRE-

score with respect to the number of differentially expressed genes. We first generated

an artificial scRNA-seq data consisting of 500 cells and two cell types. The minor cell
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Figure 2.5: Minor cell types’ detectability in a simulated dataset with a mixture of Jurkat
and 293T cells (known annotations) [148]. (a) F1 scores were determined relative to the
rare (Jurkat) population, while bioinformatically altering the percentage of artificially
planted rare cells. It is noteworthy that both FiRE and LOF [13] use a threshold to
their continuous scores for zeroing on the rare cells. On the other hand, GiniClust [63]
and RaceID [51] offer binary annotations for cell-rarity. (b) t-SNE based 2D embedding
of the cells with color-coded identities. (c) FiRE-score intensities were displayed on the
t-SNE based 2D map. Figures (d)-(g) demonstrate the rare cells detected by various
algorithms. (h) Congruence of methods with known annotations. Note: Results shown
in Figures (b)-(h) correspond to a rare cell concentration of 2.5%.

type represented about 5% of the total population (Section 2.3.1.7). We kept aside the

DE genes selected through a stringent criterion. For every iteration of the experiments,

we replaced a fixed number of non-DE genes by pre-identified DE genes. We varied the

count of differentially expressed genes between 1 to 150 to track the sensitivity of FiRE

in detecting the minor population.

With the given set of differentially expressed genes, FiRE scores were obtained and

used for computing the ROC-AUC with respect to the minor population. For every

count of differentially expressed genes, the aforementioned process was repeated 1000

times to report an average ROC-AUC (Figure 2.8).
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Figure 2.6: Congruence of methods with known annotations and congruence between
pairs of methods on a simulated, scRNA-seq data consisting of 293T and Jurkat cells
mixed in vitro in equal proportion [148].

With a small number of DE genes, FiRE struggled to detect the minor cell popu-

lation. However, FiRE predictions improved sharply when 20 or more DE genes were

introduced. It reflects the robustness of FiRE against noise. A plausible explanation

for the same could be that a small number of differential genes fail to stand out in the

presence of cell-type specific expression noise (biological plus technical).

2.3.5 FiRE is scalable and fast

Both RaceID and GiniClust are slow and incur significant memory footprints. For both

these methods, clustering takes O(N2) time, where N is the number of cells. RaceID

additionally spends enormous time in fitting parametric distributions for each cell-gene

combinations. On the other hand, LOF requires a large number of k-nearest neighbor

queries to assign an outlierness score to every cell. FiRE, on the other hand, uses

Sketching [133], a randomized algorithm for converting expression profiles into bit strings
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Figure 2.7: Congruence of methods using Venn diagrams. (a),(b) Performance compari-
son of FiRE, GiniClust [63], RaceID [51] and LOF [13] as per the rare cells identified by
them. (a) Performance comparison of methods above on Embryonic Stem Cells (ESCs)
data [70]. FiRE could easily identify the Zscan-4 enriched, 2C-like cell cluster as re-
ported by Jiang et al. [63]. Also, the FiRE predicted rare cells had the least overlap
with the ones predicted by RaceID, which could not identify those 2C-like cells. (b)
Performance on mouse small intestine cells [51]. FiRE could identify the rare cell types
in the secretory lineage, which consisted of goblet, enteroendocrine, paneth and tuft
cells (as discussed in Grun et al. [51]).

while preserving the weighted L1 distance between data points. The main advantage

of randomized algorithms is, that they usually save a lot of computational time. FiRE

generates a rareness estimation of N cells in linear, i.e., O(N) time, where the constant

is L×M .

FiRE does two passes over the dataset. To quantify the time complexity of the

first pass of FiRE, let us assume a dataset of N cells represented in d dimensions. In

sketching technique, hash value computation requires two steps 1. thresholding of sub-

spaced feature vector and 2. linear combination of thresholded vectors. Assume that

L such hash values are generated. Thus, to perform sketching, L random estimators

of M dimensions would be generated. Both of the aforementioned steps require O(M)

computations for an estimator. Expanding this estimate for each estimator and every
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Figure 2.8: Sensitivity of FiRE to cell type. As soon as there are enough differentially
expressed genes to create a small cluster that represents the minor cell subpopulation,
fire begins properly identifying the minor cell type on scRNA-seq data generated using
the R tool splatter [143]. The succeeding ROC-AUC plots use the figure in the upper-
left corner as their legend. Each t-SNE and ROC figure pair represents one of the 1000
times the experiment was run with respect to a particular set of differentially expressed
genes. Cell-group annotations were used in the ROC-AUC study, and individual cells
were given FiRE ratings.

sample, the total time required to compute the hash value is O(N × L×M +N × L×

M) ≈ O(N × L ×M). Now, to limit the range of hash value, a modular operation

is also performed that can be completed in constant time for every sample. Thus, the

total time to hash the dataset is given by O(N × L × M + N) ≈ O(N × L × M).

Assuming that total number of possible hash values are H. Further assume that these

hash values are represented in a form of an array of size H and every element in that
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Figure 2.9: FiRE is fast. Execution time collected for the four methods with cell counts
varying from 1k to ∼68k.

array can be accessed in constant time. Interleaving the counting of number of samples

sharing same hash value will require additional O(N × L) time. Now, in the second

pass, the final rarity score is computed. This computation of final score will require

consulting the hash values of one sample across L estimators that can be completed

in O(L) time, and for N samples this time would be O(N × L). Thus, total time to

compute the rarity score (combining both first pass and second pass) can be given by

O(N×L×M+N×L+N×L) ≈ O(N×L×M). It can be argued that the L andM are

the constants for an algorithm run. Thus, the effective complexity of score computation

is O(N).

We tracked the time taken by LOF, RaceID, GiniClust, and FiRE, while varying the

input data size (Figure 2.9, Table 2.2, 2.1) on a single core of a machine with a clock

speed of 1.9 GHz, and 1024 GB DDR4-1866/2133 ECC RAM. FiRE turned out to be

remarkably faster as compared to LOF, RaceID, and GiniClust. For FiRE, we recorded

∼26 seconds on the ∼68k PBMC data. GiniClust reported a runtime error, when the

input expression profiles increased beyond ∼45k, while RaceID took ∼79 hours for just

5k cells.
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Table 2.1: Run-time complexities of algorithms is compared. These complexities are
presented with respect to number of samples only.

Algorithm Complexity Remarks
FiRE [67] O(N)
LOF [13] O(N2), O(N logN) Tree based approaches can be used to

speed-up the nearest neighbor searches.
GiniClust [63] O(N2)
RaceID [51] O(N2) Although the complexity is same as

GiniClust, it has a very large constant
associated with the big O notation, be-
cause it also learns multiple parametric
distributions.

Table 2.2: FiRE is fast. Execution time (in minutes) collected for the four methods with
cell counts varying from 1k to ∼68k.

Samples FiRE time (min.) [67] LOF time (min.) [13] GiniClust time (min.) [63] RaceID time (min.) [51]

1000 0.0289066871 0.0442489147 0.0517063022 26.14682858
2500 0.0365521709 0.250727284 0.085117805 544.0205631
5000 0.0502097885 0.985178566 0.2058585723 4729.290497
10000 0.0783540368 3.79507608 0.6036896904 -
15000 0.1040728211 7.898171449 1.187051054 -
20000 0.1308689475 14.83272862 2.456504417 -
25000 0.1575588862 21.9108673 3.621491746 -
30000 0.1842079679 28.68896627 6.329408483 -
35000 0.2123669028 43.65191623 7.754190397 -
40000 0.2424690485 53.09929506 10.74303849 -
45000 0.2728209337 67.55955516 13.65257459 -
50000 0.2950131019 81.28970995 - -
55000 0.3231681029 91.62621465 - -
60000 0.3635717352 108.2481951 - -
65000 0.3853084048 145.867392 - -
68579 0.4325375557 160.8379446 - -

2.3.6 FiRE resolves heterogeneity among dendritic cells

Dendritic Cells (DCs) play a central role in antigen surveillance. DCs are among the

rarest immune cell types, constituting about 0.5% of the PBMCs [37]. A recent study by

Villani and colleagues delineated six different sub-types of dendritic cells, by analyzing

the expression profiles of a Fluorescence-activated cell sorting (FACS) sorted population

of dendritic cells and monocytes. The several DC sub-types reported by the authors are

as follows : CD141+ DCs (DC1), CD1C+ A cDCs (DC2), CD1C+ B cDCs (DC3),

CD1C−CD141− (DC4), DC5, and plasmacytoid DCs (DC6, pDCs) [124].

We asked if some of the dendritic cell sub-types could be identified in unfractionated

PBMC data. To this end, we applied FiRE on ∼68k PBMC data. FiRE reported a total

of 4238 rare cells, which we then clustered using dropClust [113]. Out of the 13 clearly
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Figure 2.10: FiRE-defined dendritic cell heterogeneity in human blood. (a) t-SNE
based 2D plot of rare cells detected by FiRE. Cells are color coded based on their
cluster identity as determined by dropClust. (b) Dendritic cells, annotated by the
authors, are highlighted in the 2D map adopted from Zheng et al [148]. (c) Dendritic
cell sub-types detected from FiRE-reported rare cells are color-coded as per Figure (a).
(d) Characterization of dendritic cell sub-types using markers reported by Villani and
colleagues [124].

distinguishable clusters R1-R13, R4, R8, R9, and R13, exclusively consisted of dendritic

cells as per the annotations provided by Zheng and colleagues [148] (Figures 2.10a, 2.10c,

Figure 2.11). For these 4 DC clusters, we conducted differential expression analysis to

find the cell types specific genes (Section 2.3.1.6). Upon overlaying our differential genes

with the ones reported by Villani and colleagues, we could confidently resolve four (DC1,

DC3, DC4, DC6) out of the six sub-types reported by Villani et al. (Figure 2.10d).

To summarize, when applied to the ∼68k PBMC data, FiRE helped in delineating

four distinct DC subtypes, of which DC1, DC3, and DC4, were unresolved by the un-
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Figure 2.11: 2D embedding of rare cells detected by FiRE on ∼68k PBMCs. Cells are
color coded based on the cell type annotations reported by Zheng [148].

supervised clustering used in the original study [148]. Notably, in the t-SNE based 2D

embedding, these cell types were visually co-clustered within themselves or the mono-

cytes.

2.4 Conclusions

Of late, single cell transcriptomics has considerably refined our understanding about

the true nature of cellular phenotype. It has also accelerated the discovery of new cell

types. Most of these new cell types are rare since it’s quite improbable for an abundant

cell type to remain unobserved for a very long time. A truly rare cell type can only be
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found by profiling several thousands of cells [112]. While technological advances over

the past years have enabled us to perform ultra high-throughput single cell experiments,

scalable methods for rare cell detection are nearly non-existent. FiRE attempts to fill

that gap, with a number of pragmatic design considerations. Most notable among these

is its ability to avoid clustering as an intermediate step. A typical clustering technique

is not only time consuming, but also incapable of comprehensively charting the minor

cell types in a complex tissue on a single go [15].

While RaceID [51] and GiniClust [63] offer binary predictions, FiRE gives a rareness

score to every individual expression profile. We demonstrated how these scores might

help the user focus their downstream analyses on a small fraction of the input scRNA-

seq profiles. A score is particularly helpful since a number complex techniques such

as pseudo-temporal analysis [122], shared the nearest neighborhood based topological

clustering [139] etc. are applicable only on a few hundreds of cells.

FiRE makes multiple estimations of the proximity between a pair of cells, in low

dimensional spaces, as determined by the parameter M . The notion of similarity for

LOF [13], on the other hand, is confounded by the arbitrary scales of the input dimen-

sions. As a result, even though LOF consistently outperforms RaceID and GiniClust, it

struggles to match the performance of FiRE.

FiRE, in principle, does not discriminate between an outlier and cells representing

minor cell-types. We adhered to dropClust [113] for clustering of rare cells detected

by FiRE. dropClust [113] does not administer any special treatment to outliers. As a

result, outlier cells, if any, get submerged into the minor cell clusters. However, one may

wish to use hierarchical or density based clustering techniques to flag outlier cells. A

new version of FiRE will be compared against other state-of-the-art techniques such as

scanpy [137], Seurat [105], scAIDE [138], MicroCellClust [42], etc.

FiRE took ∼ 26 seconds to analyze a scRNA-seq dataset containing ∼ 68k expression

profiles. Such unrivaled speed, combined with the ability to pinpoint the truly rare

expression profiles, makes the algorithm future proof.

Outliers may also signal anomalous samples, or samples pointing to anomalies. Iden-

tifying anomalies requires identifying both local and global outliers. In the next chapter,

we discuss an extension of FiRE and its application to anomaly detection.
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Chapter 3

Linear Time Identification of

Local and Global Outliers∗

3.1 Introduction

Anomaly detection refers to the problem of finding patterns in data that do not conform

to expected behavior [21, 72]. Anomaly detection has innumerable practical applications,

including credit card fraud detection [117], fault detection [146], rare cell type detection

in large scale gene expression data, and system health monitoring [142]. Outlier detec-

tion methods may be supervised [98], semi-supervised [49, 140], or unsupervised [17, 46].

Unsupervised methods are the most popular, because of the challenges in gathering an-

notated anomaly examples. Outliers may be treated as global, that are eccentric and

irregular relative to the entire set of data points; or local, that are unusual only to a

local section of the data [16].

To date, several studies have reviewed anomaly detection algorithms [58, 149]. How-

ever, little has been reported in the direction of comprehensive performance evaluation

of widely used methods [17, 47] on several annotated datasets. The most comprehensive

work in this context is by Campos and colleagues [17], who reported a comparison of

12 well known methods [4, 13, 54, 64, 78, 80, 83, 101, 110, 111, 120, 144] on about 1000

datasets.

∗The work presented in this chapter has been published as a research paper titled “Linear time
identification of local and global outliers” in Neurocomputing (2021).
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The existence of local and global outliers is well recognized, but there has been little

visible effort to assess the relative performance of existing methods for their ability to

detect outlier sub-categories. We propose a scoring criterion that assigns a value to a

dataset based on it’s outliers’ local or global nature. This measure is used to classify

datasets based on their global and local outlier compositions. The analysis reveals varied

performance with different algorithms.

In this study, we incorporate the Finder of Rare Entities (FiRE) (discussed in the

previous chapter). FiRE was proposed as a linear time hashing-based algorithm first

envisaged for identifying rare cells. In molecular biology, rare cells are analogous to

global outliers, whereas sequencing artifacts and biological noise dominate the emergence

of local outliers. In this study, we propose an extension of FiRE, referred to as FiRE.1

in the sequel, that also takes into account local outliers.

Subspace outlier degree (SOD) [79] was proposed to tackle the problem of outlier

detection in high dimensional data. We also considered the histogram-based outlier score

(HBOS) [45], which is a linear time outlier detection algorithm. Two more algorithms

based on k nearest neighbors namely local isolation coefficient (LIC) [141] and distance-

based outlier score (DB-outlier score) [73] are also included for comparisons. These 6

algorithms, including FiRE and FiRE.1, are compared with 12 algorithms evaluated by

Campos [17] for comparing different algorithms.

3.2 FiRE.1: FiRE for local outliers

In FiRE, a threshold divides the given dimension into two parts. Thus, the resultant bit

vector of length M is composed of 0s and 1s. As a result, the maximum possible unique

hash indices for a given value of M are 2M in number. For low-dimensional data, if

M ≤ d, we will end up with a small number of hash indexes. Hence, small variations in

data are not adequately captured, as shown in Figure 3.1. Figure 3.1(a) contains both

local and global outliers. For M = 2, maximum possible hash indexes is 4. As shown in

Figure 3.1(b), high values of FiRE-score are assigned to global outliers. However, local

outliers are missed. In contrast, when M > d in Figure 3.1(c), local outliers are also

captured.

Thus, one limitation of FiRE is it’s dependence onM , to decide the number of bins in
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Figure 3.1: Performance of FiRE and FiRE.1 on a simulated dataset with local and
global outliers (the illustration is inspired by [79]). (a) A 2-dimensional simulated dataset
containing both local and global outliers. (b) Distribution of FiRE-score when M = 2.
Global outliers are well captured and have high values of FiRE-score. On the other
hand, local outliers deviating marginally from a local population are not captured. (c)
Distribution of FiRE-score when M > d (M = 100). In addition to global outliers,
local ones are also identified since sufficient hash indexes account for minor differences
between local outliers and their local population. (d) FiRE.1 identifies both local and
global outliers. (e) Variation of outlierness criterion o-score on different types of outliers.
For global outliers, the values are high and vice-versa.

which data points need to be segregated. As a result, very few bins are created for low-

dimensional data, leading to insufficient granularity in the bins needed to identify local

outliers. Hence, FiRE’s performance falls on datasets with local outliers. To overcome

this, we propose FiRE.1, that replaces the sketching process with a projection hash.

The hash index h
(l)
i for sample i is computed as follows.

h
(l)
i = ⌊ 1

bin-width

j=M∑
j=1

(Pl)
(i)
j ∗ t

(l)
j + biasl⌋ (3.1)

In (3.1), biasl ∼ U [−bin-width, bin-width] [115]. Figure 3.2 represents an overview of

FiRE.1 steps. For a given value of M , sub-spaced points are projected onto a line by

using a dot product with a randomly chosen vector t(l). The projected values are divided

into equally spaced bins, determined by bin-width, that controls the bin size. The total

number of bins in FiRE.1 is notionally infinite. The smaller value of bin-width allows

the points to get distributed across a large number of bins. Consequently, a smaller bin-

width is preferable for datasets with more local outliers. In contrast to FiRE, FiRE.1

provides explicit control over bin width (Figure 3.1(d)).

After dividing points into bins, (2.3) is used to compute the neighborhood of every

point probabilistically. Similar to FiRE, (2.4) is used to compute the rareness score of

every point. Points with high FiRE-score/FiRE.1-score lie in sparser neighborhoods
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Figure 3.2: An overview of FiRE.1 on a simulated dataset. The heatmap depicts FiRE.1
approximated regional densities.

and are more likely to be outliers. Algorithm 2 describes the working of FiRE.1.

The overall space requirement of FiRE.1 is L × (2M + N). FiRE.1 needs L ×M

space to store the weight matrix and L ×M space to store the sub-spacing matrix. It

needs L×N space to store hash indices of every point.

Algorithm 2 FiRE.1

Input: Data points (x(1), x(2), ..., x(N)), x(i) ∈ S, S ⊆ Rd

L← Number of projectors
M ← Size of subspace
bin-width←Width of each bin

Initialize: For every projector l ∈ {1, ..., L}
h(l) ← N size array for hash indexes.
m(l) ← M size array for selected dimensions.
t(l) ← M size array for weights.
biasl ← Scalar for generated bias.

mij ← mini∈{1,...,N} S
(i)
j ∀j ∈ {1, ..., d}

maj ← maxi∈{1,...,N} S
(i)
j ∀j ∈ {1, ..., d}

Run:
for l ∈ {1, ..., L}

m(l) ← Randomly sampled M dimensions from d with replacement.
Pl ← Projected data from S onto m(l).

t
(l)
j ∼ U [mi

m
(l)
j
,ma

m
(l)
j
] ∀j ∈ {1, ...,M}

biasl ∼ U [−bin-width, bin-width]
h
(l)
i = ⌊ 1

bin-width

∑j=M
j=1 (Pl)

(i)
j ∗ t

(l)
j + biasl⌋

N
(l)
i =

Total data points with hash index h
(l)
i

N ∀i ∈ {1, ..., N}
scorei = −2

∑L
l=1 logN

(l)
i ∀i ∈ {1, ..., N}
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3.3 Outlier score on unseen data

The FiRE family of algorithms assigns scores to every data sample or point, by dividing

the whole space into bins. FiRE algorithms approximate the data distribution based on

each bin’s population density. This information can be used to assign scores to unseen

points as well.

Let S
′
contains N

′
points drawn independently and identically from a distribution D

over X. Points xi ∈ S
′ ∀i ∈ {1, ..., N ′} are then projected onto m(l) ∀l ∈ {1, ..., L}. Say,

Pl denotes this projected set. Then, (3.1) is used to place all unseen data points into

bins, say hu
(l)
i for point i. Probabilistic neighborhood Nu

(l)
i in this scenario is defined

as

Nu
(l)
i =

1 + Total data points with hash index hu
(l)
i in h(l)

1 +N
(3.2)

In (3.2) N denotes the total number of training instances. When a point falls into an

empty bin, it’s probabilistic neighborhood is 1/(N+1). FiRE.1 uses (2.4) to assign scores

based on these neighborhood values to every point. Algorithm 3 describes FiRE.1’s

procedure for assigning scores to unseen samples. The heatmap in figure 3.2 shows a

heatmap depicting scores for regions that have no training samples.

Algorithm 3 Outlier Score on unseen data.

Input: Unseen data points (x(1), x(2), ..., x(N
′
)), x(i) ∈ S′

, S
′ ⊆ Rd

L← Number of projectors
N ← Total number of training instances
bin-width←Width of each bin
h← L×N size array for seen hash indexes.
m← L×M size array for dimensions.
t← L×M size array for weights.
bias← L size array for bias.

Run:
for l ∈ {1, ..., L}

Pl ← Project data from S
′
onto m(l).

hu
(l)
i = ⌊ 1

bin-width

∑j=M
j=1 (Pl)

(i)
j ∗ t

(l)
j + biasl⌋

Nu
(l)
i =

1+Total data points with hash index hu
(l)
i in h(l)

1+N ∀i ∈ {1, ..., N ′}
scorei = −2

∑L
l=1 logNu

(l)
i ∀i ∈ {1, ..., N

′}
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3.3.1 Local vs Global outliers

We propose an ”outlierness” criterion o-score to determine the type of outliers present

in a dataset. Let S denote a given set of data points, where O denotes points marked as

outliers and I denotes points marked as inliers. For every o ∈ O, o-score is defined as.

o-score(o) =
mini∈I(dist(o, i))

maxi∈I(dist(o, i))
(3.3)

For global outliers, both minimum and maximum distances to inliers are comparable.

However, for local outliers, the minimum value is small, because the context is local.

Hence, global outliers have higher values of o-score when compared with local outliers,

as shown in Figure 3.1(e). The existence of noise may lead to a spurious minimum and

maximum distance values. Therefore, we average ϕ smallest (largest) distances between

o and inliers for the minimum (maximum) distance.

3.4 Run time complexity

Methods such as kNN [101], ODIN [54], LOF [13], Simplified-LOF [111], INFLO [64],

LoOP [78], LDF [83], LIC [141], DB-outlier score [73], and KDEOS [110] require O(N2)

running time to identify k nearest neighbors. This may be further reduced to O(N logN)

if the dataset is indexed. kNNW [4] has an overall complexity of O(N logN). On the

other hand, COF [120], LDOF [144], and FastABOD [80] require an additional O(k2)

computations per point and therefore incur an overall cost in O(N logN+N×k2). SOD

has an overall complexity of O(d × N2). This can also be reduced to O(d × N logN)

if an index structure is used to find NNs. HBOS [45] has O(N) complexity for fixed

bin width and O(N logN) for dynamic bin widths. However, PyOD [147] supports the

implementation of HBOS with fixed bin width and hence, it has O(N) time complexity.

FiRE and FiRE.1 require only O(N) running time. Both FiRE and FiRE.1 perform

only two passes over the entire dataset. In the first pass, all data points are hashed

individually to their respective bins in O(N) operations. The overall time for initializing

a weight matrix for hashing is determined by L × M . The hashing of a point to a

bin for a given projector involves dot product with the weight vector, and subsequent

quantization into one of the bins. The overall time for hashing a point is L×M . Thus,
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Table 3.1: Run-time complexities of algorithms is compared. These complexities are
presented with respect to the number of samples only.

Algorithm Complexity Remarks

FiRE [67]
O(N)

FiRE.1 [20]

kNN [101]

O(N2), O(N logN)
Tree/index based approaches can
be used to speed-up the nearest
neighbor searches.

ODIN [54]
LOF [13]

Simplified-LOF [111]
INFLO [64]
LoOP [78]
LDF [83]
LIC [141]

DB-outlier score [73]
KDEOS [110]

kNNW [4] O(N logN)

COF [120]
O(N logN +N × k2)

For every sample an extra
computation of O(k2) is performed,
where k is the number of nearest
neighbors needs to be evaluated.

LDOF [144]
Fast-ABOD [144]

SOD [79] O(d×N2) Here d is data dimension used for
subspace creation. Reduction in
time can be achieved by indexing.

O(d×N logN)

HBOS [45]

O(N) With fixed bin width (PyOD [147]
implements this version)

O(N logN) With dynamic bin width.

the overall complexity of the first pass is O(CN), where the constant C is L ×M . In

the second pass, the neighborhood information is extracted for each entity depending

on the accumulation of data points in bins. Therefore, this step is also linear in the

sample size. Thus, the overall complexities of FiRE and FiRE.1 are O(N). Table 3.1

summarizes the run-time complexities of different algorithms.
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3.5 Experimental setup

3.5.1 Description of datasets

The effectiveness of outlier detection approaches needs to be evaluated across bench-

mark datasets with known nature of outlierness. Campos and colleagues [17] created

a publicly available database of approximately 1000 datasets (including all variants),

derived from 23 datasets from UCI repository [31]. For every dataset, two different ver-

sions: unnormalized, and attribute-wise normalization, have been considered. Further,

for a dataset consisting of duplicates, the corresponding version without duplicates is

also generated. Also, different sub-sampled versions are generated from a given dataset,

with different percentages of outliers. They argue that random subsampling may have

a different impact on the resultant outliers, and hence, 10 different versions were gen-

erated. The database consists of diverse datasets ranging from 5 - 1,555, dataset size

varying from 80 to ∼60,000, and outlier percentage from 2% to ∼40%.

3.5.2 Metrics for comparing outlier detection methods

The literature is replete with several well-known performance metrics: Precision at n

(P@n) measures how many points are marked as top n outliers are true outliers. The

highest value is 1 when all top n points are true outliers. P@n is sensitive to the value

of n. For all experiments, total outliers in a dataset are used as the value of n.

P@n =
|{o ∈ O | rank(o) ≤ n}|

n
(3.4)

It must be noted that for datasets with few outliers, P@n may be low. Hence, when

methods are compared across datasets with different proportions of outliers, P@n is

adjusted for chance and is referred to as Adjusted P@n [17].

Adjusted P@n =
P@n− |O|/N
1− |O|/N

(3.5)

Average Precision (AP) captures the values of Precision with increasing values of Recall.

In other words, the average of values of Precision when Recall varies between 1/|O| and

1. AP is equivalent to area under the Precision-Recall curve.
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AP =
1

|O|
∑
o∈O

P@rank(o) (3.6)

Similarly AP must be adjusted for chance when methods are compared across datasets

with differing outlier proportions [17].

Adjusted AP =
AP− |O|/N
1− |O|/N

(3.7)

Receiver Operator Characteristics Area Under the Curve (ROC AUC ) measures how well

a method distinguishes between inliers and outliers at different thresholds. The higher

the value of AUC , the better the method’s performance. ROC AUC is insensitive to

outlier percentage.

ROC AUC = meano∈O,i∈I


1 if score(o) > score(i)

1/2 if score(o) = score(i)

0 if score(o) < score(i)

(3.8)

Adjusted P@n, Adjusted AP, and ROC AUC are the most suitable metrics for compar-

ing methods across datasets with different outlier proportions. For skewed datasets,

P@n, Adjusted P@n, AP , or Adjusted AP are more suitable than ROC AUC [28]. AP

approximates the area under the Precision-Recall curve, while ROC AUC measures

the area under the True Positive Rate (TPR)-False Positive Rate (FPR) curve. Recall

(3.12) is same as TPR (3.9). If the size of the negative class significantly exceeds the

positive one, then even large changes in false positives (FP) are not captured by FPR,

which is used in ROC . This is because FPR, compares false positives with true negatives

(TN) (3.10). On the other side, Precision compares false positives with true positives

(3.11). Since true positives are comparable to false positives, changes in false positives

are easily captured by Precision.

True Positive Rate (TPR) =
TP

TP + FN
(3.9)
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False Positive Rate (FPR) =
FP

FP + TN
(3.10)

Precision =
TP

FP + TP
(3.11)

Recall =
TP

TP + FN
(3.12)

P@n also differs from AP . As Recall varies, Precision does not change linearly.

Hence, if a high Recall is desired for an outlier class, then Precision may drop. In con-

trast, P@n finds Precision only for a given threshold n. A high value of P@n indicates,

that at least some of the highest scores are assigned to true outliers. In other words,

every evaluation measure serves a different purpose, and hence, a comparison between

methods using a single metric may not always be appropriate [28].

3.6 Performance comparison of methods on a repos-

itory of almost 1000 datasets

3.6.1 Tuning of hyperparameters

Eighteen methods were compared in our study. Campos and colleagues [17] reported the

performance of 12 methods using the ELKI framework [109]. The methods used in this

study are kNN, kNNW, LOF, Simplified-LOF, KDEOS, COF, LDOF, INFLO, LoOP,

LDF, FastABOD, and ODIN. For all these methods, the value of k was tuned in the

range 1 to 100. FastABOD, LDF, and KDEOS have additional hyperparameters. For

FastABOD, a polynomial kernel of degree 2 was used. A constant value of 1 was used

for kernel bandwidth multiplier h for both KDEOS and LDF. In addition to this, LDF

also needs a constant c (c = 0.1). These previously reported results were compared with

additional methods. Predictions of DB-outlier score, LIC, and SOD were also computed

using the ELKI framework.LIC was tuned by trying different values of k ranging between

1 and 100. However, for SOD, k was varied between 2 and 100 (so that there are at

least 2 NNs to choose from to define the reference set). In addition to this, for SOD,
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we adhered to α = 0.8, as suggested in Kriegel et al. [79]. For the DB-outlier score,

the distance was varied between 0.1 and 0.8, with a step size of 0.01. For HBOS,

the PyOD toolkit [147] was used. PyOD implementation supports the construction of

histograms with fixed bins. For HBOS, the numbers of bins varied from 1 to 100. For

FiRE.1, the value of L was fixed at 100, while in FiRE, the value of L was selected

from {50, 100, ...,500}. For both FiRE and FiRE.1 the value of M was selected from

{⌈log d⌉, ⌈
√
d⌉, ⌈d2⌉, d, ⌈1.5× d⌉}. In addition to this, FiRE.1 also needs to be tuned for

bin-width. The value of bin-width was tuned over {10, 9, 8, 7, 6, 5, 4, 3, 2, 1, 0.1, 1e−2,

1e−3, 1e−4, 1e−5, 1e−6}.

3.6.2 Comparison of methods using Friedman ranking

Friedman ranking is a non-parametric statistical technique that measures the perfor-

mance of a set of methods on multiple datasets. Friedman ranking was computed for

methods on all evaluation measures. For a given evaluation measure, methods were

ranked from 1 to Φ for a given dataset, where Φ is the total number of methods that

could scale for the given dataset. The increasing values of ranks were assigned to meth-

ods with decreasing values of measure. Thus, the method with the highest value of the

measure (the best performance) has the lowest rank. The ties between methods with

the same values of a certain measure were broken by replacing them with an average

value of successive ranks. For a given evaluation measure, we reported the average rank

across all datasets (Figure 3.3). Among 18 methods, FiRE.1, FiRE, HBOS, and SOD

have outstanding performances when compared with others. However, SOD could not

scale for all datasets due to higher running time complexity. SOD also requires O(N2)

memory for every dimension. For every sample p, it calculates distances between points

in R(p) and it’s mean. FiRE.1 consistently yielded the best performance on all con-

sidered evaluation criteria. FiRE.1 exhibited a significant margin w.r.t. the remaining

methods in terms of the calculated P@n and Adjusted P@n, which indicates that FiRE.1

reports less false positive than the rest of the methods.
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Figure 3.3: Performance comparison of 18 outlier detection methods on ∼1000 datasets.
The performance of all methods was evaluated on 5 evaluation metrics. Friedman rank-
ing determined for every method for each metric. The method with the smallest Fried-
man rank performs the best on a given measure. The color intensity in a heatmap
depicts the inverse of the Friedman ranking.
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3.6.3 Comparison of linear complexity methods from the per-

spective of outlierness type

The fitness of the linear time algorithms viz. FiRE, FiRE.1 and HBOS was evaluated

on varied data types, clustered based on the abundance of local and global outliers. For

data grouping, we used the o-score with ϕ = 10 (section 3.3.1). For a given dataset, an

o-score is assigned to every point marked as an outlier. A dataset with large number

of local (global) outliers is assigned a low (high) o-score. For each dataset, a univariate

histogram with 20 bins is constructed using the outliers’ o-score. The resultant 21 bin

edges are used as features for every dataset. The matrix of size total datasets × 21 is

then clustered into 5 different groups using hierarchical clustering (SciPy [69] function

scipy.cluster.hierarchy.cut tree) as shown in Figure 3.4. A cluster was composed of

datasets with similar o-score. The count of datasets varied across clusters. Cluster#2

was the largest with ∼59% of the total datasets. Figure 3.4 shows varying o-score across

cluster#1 to cluster#4 in an ascending order. Cluster#5 consists of datasets with wide

range range of o-score.

For each cluster, the methods were compared against each other and ranked for

every evaluation measure. The performance of a method varies with clusters, as shown

in Table 3.2. For clusters #1 and #2, FiRE.1 has the smallest Friedman rank for nearly

all evaluation measures. Clusters #1 and #2 comprise of datasets with the smallest

o-score, which are rich with local outliers. On the other end, cluster#4 is composed of

datasets with the largest o-scores. FiRE has the smallest Friedman rank. HBOS has

the smallest Friedman ranking for cluster#3, which consists of 31 datasets; this cluster

mainly consists of non-duplicate and normalized versions of the Hepatitis dataset. In

cluster#5, FiRE.1 outperforms others when compared using P@n, Adjusted P@n, and

ROC AUC . However, the performance of HBOS is better for the AP and Adjusted AP

metrics. Clearly, it is imperative to evaluate the performance of a method on a given

dataset from the context of different evaluation measures. The overall performance of

FiRE.1 is superior when averaged across all clusters, closely followed by HBOS in terms

of AP and Adjusted AP.
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Figure 3.4: Performance comparison of linear time complexity outlier detection methods
- FiRE.1, FiRE, and HBOS based on o-score. The datasets are grouped into 5 different
clusters using hierarchical clustering. Cluster#1 consists of 127 (11.2% of the entire
collection of datasets), cluster#2 has 667 (59.1%), cluster#3 has 31 (2.7%), cluster#4
has 113 (10%), and cluster#5 has 191 (16.9%) datasets. Every row in the heatmap
represents a dataset. The o-score of a given dataset is distributed in 20 bins of a
histogram. The bin edges are arranged in columns along the corresponding row of the
dataset. The distribution of o-score varies across clusters.

Table 3.2: The performance of FiRE.1 [53], FiRE [67], and HBOS [45] is evaluated
on 5 different clusters. A cluster consists of datasets with similar distributions of o-
score. Different clusters consist of a different count of datasets. For every cluster,
the performances have been compared from the context of all evaluation measures and
graded using Friedman ranking. The lowest value of Friedman ranking across methods
for a given measure is boldfaced.

Algorithm Cluster Cluster Adjusted Adjusted ROC-
ID size AP P@n AP P@n AUC

FiRE.1
1 127

0.546 0.506 0.552 0.504 0.625
FiRE 0.888 0.882 0.880 0.877 0.733
HBOS 0.708 0.764 0.711 0.758 0.683
FiRE.1

2 667
0.659 0.621 0.655 0.623 0.726

FiRE 0.682 0.740 0.683 0.740 0.649
HBOS 0.694 0.741 0.696 0.742 0.709
FiRE.1

3 31
0.699 0.830 0.699 0.830 0.610

FiRE 0.911 0.823 0.905 0.823 0.876
HBOS 0.526 0.754 0.518 0.754 0.624
FiRE.1

4 113
0.796 0.761 0.799 0.768 0.694

FiRE 0.613 0.687 0.617 0.692 0.612
HBOS 0.640 0.812 0.647 0.812 0.757
FiRE.1

5 191
0.636 0.571 0.641 0.574 0.595

FiRE 0.826 0.811 0.828 0.811 0.803
HBOS 0.556 0.638 0.557 0.637 0.639
FiRE.1

overall 1129
0.657 0.619 0.656 0.621 0.686

FiRE 0.729 0.765 0.729 0.765 0.687
HBOS 0.662 0.734 0.664 0.733 0.697
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3.6.4 Performance comparison of linear-time methods on large

datasets

The performances of methods have been compared on additional datasets to illustrate

their wide applicability on extremely large database sizes. Cod-RNA [123] is a genome

sequenced data that consists of non-coding RNAs (ncRNAs) as an outlier class. Protein-

homology [19] was used for the KDD-Cup 2004. It was used to identify proteins that are

homologous to a native sequence. Non-homologous sequences were labeled as outliers.

Poker [20] dataset from UCI repository [31] categorizes a set of 5 cards in hands from

4 different suits into one of the 10 categories. Out of those categories, 8 are rare and

represent a minor fraction of the data. RCV1 [84] consists of newswire stories produced

by Reuters and is used mainly for text categorization. It is a multi-label dataset and

consists of 103 different labels. The top 10 labels with the highest number of sample

count represent the inlier category, and samples corresponding to bottom 30 labels are

outliers (similar to processing steps in Huang et al [59]). An inlier category may cover

the entire dataset. Thus, when the samples are categorized, an outlier category takes

precedence over an inlier one. Table 3.3 presents some additional statistics about the

datasets such as sample size, dimensions, and outlier percentage.

For large datasets, we could only evaluate the performance of the linear time algo-

rithms. Specifics about the parameter tuning is furnished in section 3.6.1. Figure 3.5

shows the distribution of outliers’ o-score in a dataset. Poker, and Cod-RNA mainly

consist of local outliers, while Protein-homology, and RCV1 consist of a mixture of local

and global outliers.

Table 3.4 captures metrics depicting the performances of FiRE, FiRE.1, and HBOS

on these datasets for all evaluation measures. FiRE.1 offers the best performance on

Cod-RNA, and Poker datasets, that mainly consist of local outliers (as shown in Fig-

ure 3.5). On RCV1, FiRE and FiRE.1 performed competitively. HBOS yielded the best

performance on Protein-homology dataset, followed closely by FiRE.1. Both RCV1 and

Protein-homology consist of a mixture of local and global outliers.
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Table 3.3: Summary of the large datasets

Dataset Samples Features Outliers(%)

Cod-RNA [123] 488565 8 33.33%
Protein-homology [19] 145751 74 0.89%

Poker [20] 1025010 10 7.6%
RCV1 [84] 804414 1000 4.3%

Figure 3.5: Density plot and heatmap illustrating the distribution of o-score for 4 differ-
ent large size datasets. The density plot shows the frequency distribution of o-score for
outliers. Every row in the heatmap represents a dataset. The o-score of a given dataset
is distributed in 20 bins of a histogram. The bin edges are arranged in columns along
the corresponding row of the dataset.
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Table 3.4: The performances of FiRE.1 [53], FiRE [67], and HBOS [45] are compared on
4 large datasets. The values of the following evaluation measures are reported: Adjusted
AP, Adjusted P@n, AP , P@n, and ROC AUC . A method with the highest value of
evaluation measure for a given dataset is boldfaced.

Adjusted Adjusted ROC-
Dataset Algorithm AP P@n AP P@n AUC

Cod-RNA [123]
FiRE.1 0.35 0.3701 0.5667 0.58 0.684
FiRE 0.0994 0.2089 0.3996 0.4726 0.58499
HBOS 0.0955 0.1144 0.397 0.4096 0.5548

Protein-homology [19]
FiRE.1 0.6787 0.659 0.6816 0.662 0.8823
FiRE 0.013 0.0112 0.0219 0.02 0.753
HBOS 0.7147 0.6862 0.7173 0.689 0.9384

Poker [20]
FiRE.1 0.7219 0.6419 0.7431 0.6692 0.9355
FiRE 0.0438 0.0814 0.1168 0.1515 0.486
HBOS 0.0434 0.1199 0.1164 0.1871 0.5303

RCV1 [84]
FiRE.1 0.0096 0.024 0.0519 0.0657 0.5792
FiRE 0.0133 0.0239 0.0555 0.0656 0.6068
HBOS 0.0108 0.0154 0.0531 0.05758 0.5819

3.7 Conclusions

Despite the existence of several methods for outlier detection, only a few scale well to

large datasets in high dimensions. Most reported methods require O(N2) operations to

identify k nearest neighbors for every point, or O(N2) memory to calculate the distances

between data points. Some reported approaches compromise on feature coverage to keep

the computational complexity low. FiRE and FiRE.1 address both these concerns. Both

FiRE versions have a run time complexity of O(N). They take into account the entire

spectrum of dimensions by screening a large number of feature subsets. HBOS has O(N)

complexity as well for fixed bin widths. However, unlike FiRE, it assumes independence

between features.

FiRE was designed to find global outliers in the data generated by a specific tech-

nology in molecular biology. Local outliers are generally considered as artifacts or noise

in such datasets. Keeping this in mind, FiRE was designed using the Sketching process.

The granularity of the space in sketching is dependent on the size of the sub-space (or

the number of features). Hence, to achieve the required granularity to find local outliers

in datasets with fewer features, FiRE may need to repeat features to split the space into

finer regions. This process will also increase the required computational cost. FiRE.1
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proposes a solution to this problem. FiRE.1 works in the sub-space (or original space)

and quantizes the projection in a random direction as opposed to the sketching, which

binarizes the features by random thresholds. The quantization-width provides explicit

control over the size of bins, making it easier to tune the FiRE.1 to detect local outliers.

Since FiRE.1 works in the sub-space (or original space), it’s computational cost is also

optimal.

Experiments on about 1000 datasets show, that the performance of different methods

may vary depending on the choice of evaluation measure. We used Friedman ranking

to overcome this ambiguity. The overall Friedman ranking of individual methods shows

that FiRE.1 outperforms others for all evaluation measures. Our analysis also demon-

strates that a method’s performance is linked to the abundance of local and global

outliers in specific data. While FiRE outperforms existing best-practice methods on

datasets rich with global outliers, FiRE.1 performs consistently well on all types of

datasets and exceptionally well on datasets with abundant local outliers. The perfor-

mance on large datasets also reinforces this.

54



Chapter 4

Enhash: A Fast Streaming

Algorithm for Concept Drift

Detection∗

4.1 Introduction

A data stream environment is often characterized by large volumes of data that flow

rapidly and continuously. These are processed in an online fashion to accommodate data

that cannot reside in main memory. A streaming data environment is commonly used for

tasks such as making recommendations for users on streaming platforms [119], and real-

time analysis inside IoT devices [5]. In such a stream, the underlying data distribution

may change, and this phenomenon is referred to as concept drift. Formally, the posterior

probability of a sample’s class changes with time. Consequently, the method must also

be able to adapt to the new distribution. To adapt to a new concept, the method may

require supplemental or replacement learning. Tuning a model with new information

is termed as supplemental learning. Replacement learning refers to the case when the

model’s old information becomes irrelevant, and is replaced by new information. A

shift in the likelihood of observing a data point x within a particular class when class

∗The work presented in this chapter has been published as a research paper titled “Enhash: A fast
streaming algorithm for concept drift detection” in ESANN proceedings (2021).
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boundaries are altered, is called real concept drift. Concept drift without an overlap

of true class boundaries, or an incomplete representation of the actual environment, is

referred to as virtual concept drift. In virtual concept drift, one requires supplemental

learning, while real concept drift requires replacement learning [41]. The other common

way to categorize concept drift is determined by the speed with which changes occur [29].

Hence, drift may be incremental, abrupt or gradual. A reoccurring drift is one that

emerges repeatedly. Thus, in order to handle concept drift, a model must be adaptive

to non-stationary environments.

Several methods have been recently proposed to handle concept drift in a streaming

environment. The most popular of these are ensemble learners [10, 33, 48, 74, 75, 99,

127, 129]. As the data stream evolves, an ensemble method selectively retains a few

learners to maintain prior knowledge while discarding and adding new learners to learn

new knowledge. Thus, an ensemble method is quite flexible, and maintains the stability-

plasticity balance [85] i.e. retaining the previous knowledge (stability) and learning new

concepts (plasticity).

We propose Enhash, an ensemble learner that employs projection hash [60] to handle

concept drift. For incoming samples, it generates a hash code such that similar samples

tend to hash into the same bucket. A gradual forgetting factor weights the contents of

a bucket. Thus, the contents of a bucket are relevant as long as the incoming stream

belongs to the concept represented by them.

4.2 The proposed method: Enhash

Several recent methods employ hashing for online learning and outlier detection [67,

104]. We propose Enhash, an ensemble learner, that employs hashing for concept drift

detection. Let xt ∈ Rd represent a sample from a data stream S at time step t and

let y ∈ {1, 2, ..., C} represent its corresponding concept, where C is the total number of

concepts. Further, let us assume a family of hash functions H such that each hl ∈ H

maps xt to an integer value. The hash code hl(xt) is assigned to xt by hash function

hl. A bucket is a set of samples with the same hash code; both these terms are used

interchangeably. The total number of samples in bucket hl(xt) is denoted by Nhl(xt).

Further assume that N samples have been seen and hashed from the stream so far, of
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which Nc samples belong to the concept class c such that
∑c=C

c=1 Nc = N . Based on the

evidence from the data stream seen so far, the probability of bucket hl(xt+1) is given by

p(hl(xt+1)) =
Nhl(xt+1)

N
(4.1)

and prior for class c is given by p(c) = Nc/N . Assuming, (Nhl(xt+1))c represents the

samples of concept c in bucket hl(xt+1). Hence, the likelihood of xt+1 belonging to

concept c in bucket hl(xt+1) is given by

p(hl(xt+1)|c) =
(Nhl(xt+1))c

Nc
(4.2)

The probability of xt+1 belonging to class c is given by

p(c|hl(xt+1)) =
p(hl(xt+1)|c)p(c)
p(hl(xt+1))

=
(Nhl(xt+1))c

Nhl(xt+1)
(4.3)

Equation (4.3) is simply the normalization of counts in bucket hl(xt+1).

To predict the concept class of xt+1, an ensemble of L such hash functions can be

employed and the weight for each concept class is computed as

p̂c =

l=L∑
l=1

log
(
1 + p(c|hl(xt+1))

)
(4.4)

and the concept class is predicted as

ŷ = arg max
c∈{1,..,C}

p̂c (4.5)

To accommodate an incoming sample of class c, the bucket is updated as

(Nhi(xt+1))c = 1 + (Nhi(xt+1))c ∀c ∈ {1, .., C} (4.6)

Enhash utilizes a simple strategy as described above to build an ensemble learner

for concept drift detection.

In Enhash, the projection hash family is selected as a base learner. Here, a hash
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Figure 4.1: Enhash accommodates both virtual and real drift.

function involves the dot product of hyperplane w(l) and sample xt. It is defined as

hl(xt) = ⌊
1

bin-width

(
j=d∑
j=1

(
w

(l)
j ∗ (xt)j

)
+ bias(l)

)
⌋ (4.7)

where, bin-width is quantization width, w
(l)
j and bias(l) can be sampled from any desired

distribution. In our implementation, w
(l)
j ∼ N(0, 1) and

bias(l) ∼ [−bin-width, bin-width].

Effectively, each hl (4.7) divides the space into equally spaced unbounded regions of

size bin-width (earlier referred to as bucket). Equation (4.3) computes the probability

of each concept class in a region. An ensemble of hash functions makes all regions

bounded. The weight of a concept class in the bounded region is computed using (4.4).

An absolute value of concept class is assigned to each region in (4.5). Figure 4.1a shows

the arrangement of randomly generated hyperplanes. The solid line in Figure 4.1b shows

the inferred decision boundary (learned distribution) after an absolute assignment of

concept class to every bounded region. The dashed line in Figure 4.1b depicts the true

decision boundary (true distribution).

Assume that Figure 4.1b shows the current stage of learner at time t. At time t+1, a

new sample xt+1 arrives (gray sample in Figure 4.1c). After updating the bucket (4.6),

the learned distribution shifts and moves towards the true distribution. Hence, Enhash

accommodates virtual drift present in the data stream.

Figure 4.1d depicts the real drift when the true distribution evolves. This requires

forgetting some of the previously learned information. Suppose that sample xt+∆t hashes

to bucket hl(xt+∆t) at time say, t + ∆t. Assume that previously, xt from a different
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concept, was hashed into this bucket. In order to accommodate forgetting, Enhash

employs a decay factor multiplier to p(c|hl(xt+∆t)) (4.4) while weighting a bounded

region.

p̂c =

l=L∑
l=1

log
(
1 + 2−λ∆tp(c|hl(xt+∆t))

)
(4.8)

where λ is the decay rate. The update rule for the bucket (4.5) is also changed to reflect

the new concept class as follows

(Nhl(xt+1))c = 1 + 2−λ∆t(Nhl(xt+1))c (4.9)

Setting λ = 0 will reduce these equations to the base case.

In order to break ties in p(c|hl(xt)), the class weight in the region is also weighted

by the distance of the sample xt from the mean of class samples in bucket hl(xt), i.e.

meanchl(xt)

distc(xt) =

√√√√i=d∑
i=1

(
(xt)i − (meanchl(xt)

)i

)2
(4.10)

p̂c =

l=L∑
l=1

log
(
1 +

2−λ∆tp(c|hl(xt))
distc(xt)

)
)

(4.11)

All remaining ties are broken arbitrarily.

4.2.1 Implementation details

Algorithm 4 describes Enhash’s pseudo-code. We refer to an instance of the ensemble as

an estimator. The parameter bin-width determines the granularity of the buckets, and

λ represents the rate of decay that accounts for gradual forgetting [71]. Every estimator

l generates a hash code for incoming stream samples and hashes them into bucket b(l).

The hash code for a sample x is compute using (4.7). The timestamp when a sample

of class y was last hashed into a bucket b(l) is stored in tstamp(l)[b(l)][y]. tstamp(l) is

an infinitely indexable 2D-array. An infinitely indexable ND-array is a data structure
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that has N dimensions and can store values at any arbitrary combinations of indexes

in those dimensions. In practice, an infinitely indexable ND-array can be created using

maps or dictionaries. The recent access time of the hash code b(l) can be retrieved by

selecting the maximum value in tstamp(l)[b(l)]. The count of samples in bucket b(l) is

stored in another infinitely indexable 2D-array counts(l) at an index counts(l)[b(l)]. The

information required to break ties during prediction is stored in sCounts(l) and sAcc(l).

Variable sCounts(l), an infinitely indexable 2D-array, keeps track of the number of

samples from every class y falling into the bucket b(l). sAcc(l), an infinitely indexable

3D-array, stores the class-wise vector sum of all the samples falling into the bucket b(l).

The last dimension in this array belongs to the features in the dataset.

Enhash has two phases. In the first one, Enhash predicts the class of a new sample.

Assuming that sample x falls into bucket b(l), its distance from all the cluster centers

in the bucket is computed (steps 18 and 19). The variable cweights accumulates the

prediction for a sample x via each estimator. This variable is also an infinitely indexable

array so that it can accommodate unseen class labels. To get the prediction for sample

x from an estimator l, a decayed value of count (weighted by distance) is computed

(step 21). The decay factor 2−λ∆t1 , depends upon the decay parameter λ and the

difference of the current time and the last access time of bucket b(l). The decay factor

determines whether the previous value in counts(l)[b(l)] is relevant or not, and hence,

introducing the forgetting effect in the algorithm. In effect, if the difference in the time

is large, then decay is almost zero, and this emulates local replacement in the bucket

b(l) [18]. On the other hand, λ reduces the effect of samples (possibly, of the same

concept) hashing into a bucket. The higher is the value of λ, then more is the rate

of decay. Collectively, λ, and time difference play an important role in drift detection.

The log-transformed value of the prediction is added to cweights. A pseudo-count

of 1 is added during log-transformation to handle 0 or near-zero values in prediction.

After accumulating predictions from every estimator, a class with maximum weight is

designated as the class of sample x (step 30).

In the second phase, the variables are updated to accommodate recent changes in

the concept. Assume that a recent sample belongs to class y. Hence, the value in

tstamp[b(l)][y] is set to the current timestamp. Further, to update the effective count in
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bucket for class y in counts(l)[b(l)][y], the present value is decayed by the difference of

the current time and the last seen time of sample from class y and then incremented by

1 (steps 24- 25). This introduces the forgetting phenomenon during updates and also

handles spurious changes. For example, if a bucket was accustomed to seeing samples

from a particular class and the sudden arrival of a sample from another class that had

not been seen by the bucket for a long time, it would not alter the bucket’s prediction

abruptly. However, after seeing a few samples from the new class, the bucket’s confidence

will grow gradually towards the recent trends. The value in counts(l)[b(l)] is normalized

for numerical stability. Finally, sCounts(l)[b(l)[y] is incremented by 1 and a new sample

x is added in sAcc(l)[b(l)[y].

In essence, samples with a similar concept are most likely to have the same hash

code and hence, share the bucket. For an evolving stream, thus, different buckets are

populated. The weight associated with the bucket is gradually incremented when sam-

ples of the same concept arrive. The contents of a bucket are more relevant when the

concept reoccurs in the near future than in a faraway future.

Formally, the temporal nature of the posterior distribution of a sample x belonging to

a class y is modeled as the Bayes posterior probability P (y|x) = P (y)P (x|y)/P (x). Let

n and ny denote the count of total samples and samples of a class y, respectively. In the

proposed method, for a given estimator l, P (y) = ny/n, P (x|y) = counts(l)[b(l)][y]/ny,

and P (x) =
∑

j(counts
(l)[b(l)][j])/n.

Thus, P (y|x) = counts(l)[b(l)][y]/
∑

j(counts
(l)[b(l)][j]) and hence, information in

counts(l)[b(l)][y] accounts for concept drift. For virtual drift, the contents of b(l) may

only be supplemented with the additional information from the distribution. For real

drift, however, the previous contents of b(l) may be discarded via the decay factor.

4.2.2 Time complexity analysis

There are three important steps in Algorithm 4, namely, the computation of hash

function (step 17), prediction of class (steps 18-22), and update of model parame-

ters (steps 23-28). In Enhash, the hash function computation is the dot product of

a sample with weight parameters (4.7). Let the time required to compute the hash

function be given by ψ(d) = O(d). The prediction of a sample’s class involves the
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Algorithm 4 Enhash

1: Input: Data stream S

2: L← Number of estimators

3: bin-width←Width of bucket

4: λ← Rate of decay

5: Initialize: t← 0

6: For every estimator l ∈ {1, ..., L}
7: counts(l) ← infinitely indexable 2D-array

8: tstamp(l) ← infinitely indexable 2D-array

9: sCounts(l) ← infinitely indexable 2D-array

10: sAcc(l) ← infinitely indexable 3D-array

11: Run:

12: while HasNext(S) do

13: (x, y)← next(S)

14: t← t+ 1

15: cweights← array initialized with 0s

16: for l ∈ {1, ..., L} do
17: b(l) = generate hash code using (4.7) for estimator l

18: sMean = sAcc(l)[b(l)]
sCounts(l)[b(l)]

19: dist =
√∑

((sMean− x)2)
20: ∆t1 = t−maxj(tstamp

(l)[b(l)][j])

21: v = 2−λ×∆t1 × counts(l)[b(l)]
dist

22: cweights = cweights+ log(1 + v)

23: ∆t2 = t− tstamp(l)[b(l)][y]
24: counts(l)[b(l)][y] = 1 + (2−λ×∆t2 × counts(l)[bl)][y])
25: counts(l)[b(l)] = counts(l)[b(l)]∑

j(counts
(l)[b(l)][j])

26: tstamp(l)[b(l)][y] = t

27: sCounts(l)[b(l)][y] = 1 + sCounts(l)[b(l)][y]

28: sAcc(l)[b(l)][y] = x+ sAcc(l)[b(l)][y]

29: end for

30: ŷ ← argmax(cweights)

31: end while
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computation of distances from cluster centers in the bucket (4.10). Assuming that,

Enhash has observed C concept classes so far; then, the time required for predic-

tion is given by ϕ(d,C) = O(d ∗ C). Model update involves updating the bucket’s

timestamp, the effective count of the concept class in the bucket, the total samples

hashed into the bucket, and accumulation of samples. Effective counts are also nor-

malized in the update step which depends upon C. Let the time required to up-

date model parameter be denoted by ζ(d,C) = O(d + C). An estimator takes time

O(ψ(d)+ϕ(d,C)+ζ(d,C)) = O(d+d∗C+d+C) = O(d∗C). These steps are repeated

by all L estimators, and hence, the total time complexity of Enhash, for an arbitrary

dataset and hyper-parameters settings, is given by O(L ∗ d ∗ C).

Table 4.1: Time complexities of algorithms is compared. This table presents the com-
plexity to process the N samples from a stream. The base estimators are as per the
default parameters of the corresponding classes in scikit-multiflow package. In the
table N represents number of samples, d represents number of dimensions, L represents
number of estimators, C represents the number of classes, w is the window size, k is the
number of trials coming from Poisson distribution, and s is the oversampling rate. To
be noted, these are the simplified estimates of the time complexity.

Algorithm Complexity Remarks

Enhash [66] O(L ∗ d ∗N ∗ C)

DWM [74] O(L ∗ d ∗ (N + C)) The base classifier is Naive Bayes’ Classifier.

Learn++.NSE [33] O(L ∗ (logN +N ∗ d ∗ logN)) The base classifier is decision tree. The best case complexity for training and testing is assumed in this estimate.

Learn++ [99] O(L ∗ (logN +N ∗ d ∗ logN)) The base classifier is decision tree. The best case complexity for training and testing is assumed in this estimate.

LB [10] O(L ∗N ∗ k ∗ logN) The base classifier is KNNClassifier from scikit-multiflow package.

OB [9, 96] O(L ∗N ∗ k ∗ (logN + logw)) The base classifier is KNNAdwinClassifier from scikit-multiflow package.

OSMOTEB [127] O(L ∗N ∗ k ∗ s ∗ (logN + logw)) The base classifier is KNNAdwinClassifier from scikit-multiflow package.

AWE [129] O(L ∗ d ∗ (N + C)) The base classifier is Naive Bayes’ classifier.

AEE [75] O(L ∗ d ∗ (N + C)) The base classifier is Naive Bayes’ classifier.

ARF [48] O(L(logN +N ∗ d ∗ logN)) The best case complexity for training and testing is assumed in this estimate.

Thus, for a fixed setting of hyper-parameter L, the time complexity of Enhash to

process a newly arrived sample for an arbitrary dataset is given by O(d ∗ C). However,

it can be argued that for a fixed dataset, the dimension of data d and number of concept
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classes C are fixed. Hence, Enhash will effectively take only a constant time, O(1), in

the processing of a new sample. The comparison, in terms of time taken in processing

N samples from stream, with other algorithms is presented in Table 4.1.

4.3 Experimental Setup

Enhash’s performance on concept drift detection was compared with some widely used

ensemble learners. These include Learn++ [99], Learn++.NSE [33], Accuracy-Weighted

Ensemble (AWE) [129], Additive Expert Ensemble (AEE) [75], DWM [74], Online

Bagging-ADWIN (OB) [9, 96], Leveraging Bagging [10], Online SMOTE Bagging (OS-

MOTEB) [127], and ARF [48]. The implementation of these methods is available in

scikit-multiflow python package [95]. A fixed value of estimators was used for all the

methods. For methods such as Accuracy-Weighted Ensemble, Learn++.NSE, Learn++,

Leveraging Bagging, and Online Bagging-ADWIN, the maximum size of window was

set min(5000, 0.1 ∗ n), where n is the total number of samples. For the rest of the

parameters, the default value was used for all the methods.

4.3.1 Evaluation metrics for performance comparison

We evaluated all the experiments in terms of time, memory consumption, and classi-

fiers’ performance. The memory consumption is measured in terms of RAM-hours [11].

Every GB of RAM employed for an hour defines one RAM-hour. The performance of

a classifier is measured in terms of accuracy/error, Kappa M, and Kappa Temporal [8].

Kappa M, and Kappa Temporal handle imbalanced data streams, and data streams that

have temporal dependencies, respectively. We evaluated the classifiers’ performance us-

ing the Interleaved Test-Train strategy [88]. This strategy is commonly employed for

incremental learning since every sample is used as a test and a training point as it

arrives.

4.3.2 Description of datasets

We used 6 artificial/synthetic (Samples x Features)- transientChessboard (200000 x 2),

rotatingHyperplane (200000 x 10), mixedDrift (600000 x 2), movingSquares (200000 x
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Table 4.2: Description of datasets.

Synthetic datasets Samples x Features Classes Drift

transientChessboard 200,000 x 2 8 Virtual
rotatingHyperplane 200,000 x 10 2 Abrupt

mixedDrift 600,000 x 2 15 Incremental, Abrupt, and Virtual
movingSquares 200,000 x 2 4 Incremental

interchangingRBF 200,000 x 2 15 Abrupt
interRBF20D 201,000 x 20 15 Abrupt

Real datasets Samples x Features Classes

airlines 539,383 x 7 2
elec2 45,312 x 8 2

NEweather 18,159 x 8 2
outdoorStream 4,000 x 21 40

2), interchangingRBF (200000 x 2), interRBF20D (201000 x 20), and 4 real datasets-

airlines (539383 x 7), elec2 (45312 x 8), NEweather (18159 x 8), outdoorStream (4000

x 21) for all experiments. The datasets are available on https://github.com/vlosing

/driftDatasets. The synthetic datasets simulate drifts such as abrupt, incremental,

and virtual. The real datasets have been used in the literature to benchmark concept

drift classifiers. The count of samples varies from 4000 (in outdoorStream) to 600,000

(in mixedDrift). Also, outdoorStream has the maximum number of classes, i.e., 40. The

summary of the description of datasets is available in Table 4.2.

4.3.3 System details

All experiments were performed on a workstation with 40 cores using Intel Xeon E7-

4800 (Haswell-EX/Brickland Platform) CPUs with a clock speed of 1.9 GHz, 1024 GB

DDR4-1866/2133 ECC RAM and Ubuntu 14.04.5 LTS operating system with the 4.4.0-

38-generic kernel.

4.4 Tuning of parameters for Enhash

The hyperparameters that govern the performance of Enhash constitute L (number

of estimators), and bin-width (quantization parameter). Even though the decay rate

λ is also one of the hyperparameters, its value does not require much tuning, and

usually, λ = 0.015 is preferred [104]. However, making λ = 0 is equivalent to removing

the forgetting phenomenon and hence, worsens the performance (discussed further in

Section 4.6).
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Figure 4.2: Tuning of L. For both synthetic and real datasets, we show a trend in
performance metrics, Error (%), and Time(hrs) for an increase in values of L. The
value of L varies from [2, 14]. For a given value of L, the running time is measured
across all the samples for all the estimators in a configuration. The value of error is
evaluated across all the samples for a given value of L.

4.4.1 Constraints to tune L

In Figure 4.2, it is shown empirically that with an increase in the value of L, the

performance of Enhash eventually saturates. The time taken by Enhash also increases

with L. This may be attributed to the fact that for every sample arriving at time t,

the insertion involves calculating the hash code of the sample for every estimator l. It

should be emphasized that, as shown empirically in Figure 4.2, only a few estimators

are needed to achieve optimum performance. Further, the increase in time due to an

increase in L can be reduced through a parallel implementation of Enhash. In that case,

evaluation of a hash code for a sample for each l can be done independently of others.

Consequently, a moderate value of L = 10 is used to perform all the experiments.

4.4.2 Constraints to tune bin-width

The parameter bin-width divides the space into equally spaced unbounded regions of

size bin-width. The smaller is the value of bin-width, the more granular is the division

of space. In other words, for smaller values of bin-width, the possible values of different

hash codes (or buckets) increase rapidly. In the worst case, every sample may fall into
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Figure 4.3: Tuning of bin-width. For both synthetic and real datasets, we show a trend
in performance metrics, Error (%), and Ram-hours for different values of bin-width. The
value of bin-width varies in [0.0001, 0.0005, 0.001, 0.005, 0.01, 0.05, 0.1, 0.5]. a) The
value of error is evaluated across all the samples for a given value of bin-wdith. The
values of bin-width on x-axis are on logarithmic scale. b) Ram-hours are calculated
across all the samples for all the estimators for a given configuration. The values of
bin-width on x-axis and Ram-hours on y-axis, both are on log scale.

a different bucket. Thus, the overall cost to store the contents of all buckets for every

estimator grows exponentially. Figure 4.3 shows empirically the effect of bin-width on

memory consumption. The figure highlights that for small values of bin-width, the

overall memory requirement is extremely high. Also, the prediction of the concept for

the sample may be arbitrary for extremely small values of bin-width since there is no

neighborhood information in the bucket. As a result, for every new sample, a new

concept may be falsely predicted. On the other extreme, for large values of bin-width,

samples from different classes may lead to frequent collision. As a result of this, the

concept of an arriving sample may not be predicted correctly due to confusion in the

bucket. Thus, in general, an intermediate range of values for bin-width ∈ {0.01, 0.1} is

more suitable for all datasets.

4.5 Experimental Results

For all methods, the number of estimators is considered as 10. In addition for En-

hash, bin-width was set to {0.1, 0.01} and λ was set to 0.015. Tables 4.3, 4.4, and 4.5
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Table 4.3: Error (in %) is reported to compare the performance of Enhash [66] with
other methods. For a given dataset, the method with the least error is in boldface.
Due to implementation constraint, Learn++.NSE could not run for the outdoorStream
dataset.

Dataset DWM Learn++ Learn++ LB OB OSMO- AWE AEE ARF Enhash
[74] .NSE [33] [99] [10] [9, 96] -TEB [127] [129] [75] [48] [66]

transientChessboard 49.89 3.67 2.75 13.13 29.62 24.28 89.78 85.37 27.56 18.84
rotatingHyperplane 10.11 24.13 19.36 24.65 15.08 19.75 16.27 18.10 16.40 32.72
mixedDrift 65.77 39.46 49.67 16.71 23.63 20.30 77.79 81.17 19.79 12.88
movingSquares 29.03 68.74 67.84 55.69 65.42 61.12 67.51 67.23 58.54 13.29
interchangingRBF 7.02 75.43 82.79 4.61 37.67 22.05 83.49 82.58 3.22 2.72
interRBF20D 7.62 76.36 81.59 5.62 37.02 21.00 84.90 82.35 2.39 11.30
airlines 37.42 42.92 37.53 43.36 39.23 40.66 38.49 39.17 33.09 41.66
elec2 20.62 34.63 31.40 18.64 23.26 24.60 39.64 26.71 11.59 17.34
NEweather 29.52 29.20 24.63 27.20 20.84 22.74 30.72 30.78 21.43 29.27
outdoorStream 57.62 - 60.88 9.33 34.15 21.25 78.55 42.45 26.12 8.75

Table 4.4: KappaM is tabulated to compare the performances of the methods. For a
given dataset, the method with the highest value of KappaM is in boldface.

Dataset DWM Learn++ Learn++ LB OB OSMO- AWE AEE ARF Enhash
[74] .NSE [33] [99] [10] [9, 96] -TEB [127] [129] [75] [48] [66]

transientChessboard 0.43 0.96 0.97 0.85 0.66 0.72 -0.03 0.02 0.68 0.78
rotatingHyperplane 0.80 0.52 0.61 0.51 0.70 0.60 0.67 0.64 0.67 0.35
mixedDrift 0.23 0.54 0.42 0.80 0.72 0.76 0.09 0.05 0.77 0.85
movingSquares 0.61 0.08 0.10 0.26 0.13 0.19 0.10 0.10 0.22 0.84
interchangingRBF 0.92 0.18 0.10 0.95 0.59 0.76 0.09 0.10 0.96 0.97
interRBF20D 0.92 0.17 0.11 0.94 0.60 0.77 0.08 0.10 0.97 0.88
airlines 0.16 0.04 0.16 0.03 0.12 0.09 0.14 0.12 0.26 0.06
elec2 0.51 0.18 0.26 0.56 0.45 0.42 0.07 0.37 0.73 0.59
NEweather 0.06 0.07 0.22 0.13 0.34 0.28 0.02 0.02 0.32 0.07
outdoorStream 0.41 - 0.37 0.90 0.65 0.78 0.19 0.56 0.73 0.91

compare the performance of the methods in terms of error, KappaM, and KappaT re-

spectively using Interleaved Test-Train strategy. For these measures, the performance

of the proposed method was superior to Accuracy-Weighted Ensemble (AWE), and Ad-

ditive Expert Ensemble (AEE) on 8 datasets, DWM, Learn++.NSE, Online SMOTE

Bagging (OSMOTEB), and Online Bagging-ADWIN (OB) on 7 datasets, Learn++,

and Leveraging Bagging (LB) on 6 datasets, and ARF on 5 datasets. The performance

of Enhash supersedes all other methods for 4 datasets - mixedDrift, movingSquares,

interchangingRBF, and outdoorStream.

Other evaluation criteria are speed (Table 4.6) and RAM-hours (Table 4.7). Table 4.6

reports the overall time (in hrs) taken by each method for a given dataset. For a majority

of the datasets, Enhash takes the least time. For instance, it took only 0.339 hrs for

the mixedDrift dataset, followed by Learn++.NSE, which took 0.627 hrs. Notably,
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Table 4.5: KappaT is reported to compare the performances of the methods. The highest
value of KappaT in each row is highlighted.

Dataset DWM Learn++ Learn++ LB OB OSMO- AWE AEE ARF Enhash
[74] .NSE [33] [99] [10] [9, 96] -TEB [127] [129] [75] [48] [66]

transientChessboard -0.17 0.91 0.94 0.69 0.30 0.43 -1.11 -1.00 0.35 0.56
rotatingHyperplane 0.80 0.52 0.61 0.50 0.70 0.60 0.67 0.64 0.67 0.34
mixedDrift 0.28 0.57 0.46 0.82 0.74 0.78 0.15 0.11 0.78 0.86
movingSquares 0.71 0.31 0.32 0.44 0.35 0.39 0.32 0.33 0.41 0.88
interchangingRBF 0.92 0.19 0.11 0.95 0.60 0.76 0.11 0.12 0.97 0.97
interRBF20D 0.92 0.18 0.13 0.94 0.60 0.78 0.09 0.12 0.97 0.88
airlines 0.11 -0.02 0.11 -0.03 0.06 0.03 0.08 0.07 0.21 0.01
elec2 -0.41 -1.36 -1.14 -0.27 -0.59 -0.68 -1.70 -0.82 0.21 -0.18
NEweather 0.08 0.09 0.23 0.15 0.35 0.29 0.04 0.04 0.33 0.08
outdoorStream -4.90 - -5.23 0.05 -2.49 -1.17 -7.04 -3.34 -1.67 0.10

Table 4.6: The running time of different methods is compared using Time (in hrs). The
method with the fastest speed is highlighted for every dataset.

Dataset DWM Learn++ Learn++ LB OB OSMO- AWE AEE ARF Enhash
[74] .NSE [33] [99] [10] [9, 96] -TEB [127] [129] [75] [48] [66]

transientChessboard 0.169 0.287 0.477 8.374 0.983 13.623 0.181 0.570 0.481 0.099
rotatingHyperplane 0.205 0.199 0.851 14.022 6.960 114.615 0.198 0.660 1.318 0.067
mixedDrift 0.757 0.627 2.726 26.686 7.916 185.500 1.673 17.149 1.875 0.339
movingSquares 0.055 0.179 0.790 9.368 5.936 28.028 0.142 0.567 7.308 0.068
interchangingRBF 0.038 0.185 0.972 8.298 1.444 7.424 0.376 1.048 0.499 0.132
interRBF20D 0.276 0.166 0.801 19.167 1.507 7.604 2.091 3.200 3.080 0.106
airlines 0.469 0.571 2.180 37.910 15.151 403.378 0.744 21.669 3.796 0.182
elec2 0.037 0.020 0.160 7.575 1.777 14.511 0.016 0.059 0.181 0.015
NEweather 0.021 0.008 0.068 0.590 0.183 1.326 0.013 0.020 0.083 0.006
outdoorStream 0.055 - 0.014 0.069 0.127 0.162 0.047 0.129 0.071 0.004

Table 4.7: The memory consumption is measured in terms of RAM-hours. The method
with the least value of RAM-hours is highlighted for every dataset.

Dataset DWM Learn++ Learn++ LB OB OSMO- AWE AEE ARF Enhash
[74] .NSE [33] [99] [10] [9, 96] -TEB [127] [129] [75] [48] [66]

transientChessboard 1.5e-5 8.1e-5 3.3e-5 8.0e-2 3.3e-4 5.5e-1 2.3e-4 5.5e-5 1.2e-3 4.4e-4
rotatingHyperplane 3.3e-5 5.6e-5 5.7e-5 3.5e-1 1.7e-1 4.6e+1 5.8e-4 1.1e-4 3.4e-2 7.8e-5
mixedDrift 1.2e-4 4.9e-4 3.1e-4 2.6e-1 2.9e-2 3.9e+1 2.5e-3 2.9e-3 1.3e-2 5.3e-3
movingSquares 1.2e-6 4.9e-5 5.8e-5 9.0e-2 5.5e-2 2.3e+0 1.6e-4 3.3e-5 3.1e+0 1.2e-5
interchangingRBF 7.1e-7 5.2e-5 1.1e-4 8.2e-2 7.9e-4 2.4e-1 5.6e-4 1.8e-4 9.3e-4 9.9e-5
interRBF20D 3.9e-5 1.7e-4 6.4e-4 7.8e-1 2.7e-3 1.1e+0 1.8e-2 4.5e-3 2.6e-3 1.0e-3
airlines 5.5e-5 1.3e-3 3.4e-3 7.3e-1 2.7e-1 3.0e+2 1.7e-3 2.6e-3 1.5e-1 1.6e-1
elec2 4.9e-6 3.7e-6 1.1e-5 1.4e-1 3.3e-2 1.3e+0 3.2e-5 8.0e-6 1.5e-3 1.8e-5
NEweather 2.7e-6 7.0e-7 4.6e-6 4.6e-3 1.4e-3 3.1e-2 1.2e-5 2.6e-6 1.2e-3 1.7e-4
outdoorStream 1.5e-4 - 2.0e-6 2.6e-4 1.9e-3 6.0e-3 1.4e-4 4.5e-4 1.0e-4 3.4e-5
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OSMOTEB took more than 185 hrs.

In terms of speed, DWM, Learn++.NSE, and Learn++ are comparable to Enhash. In

terms of accuracy, however, Enhash supersedes the individual methods on the majority of

the datasets. Our findings were consistent across all commonly used evaluation metrics

namely error, KappaM, and KappaT. For instance, DWM requires 0.038 hrs on the

interchangingRBF dataset as compared to 0.132 hrs needed by Enhash. However, the

error of Enhash is 2.72%, while DWM has an error of 7.02%.

The overall closest competitors of Enhash in terms of evaluation measures error,

KappaM, and KappaT are ARF, LB, and OB. Enhash’s speed and RAM-hours’ re-

quirement are almost insignificant when compared with other methods. For instance,

on the movingSquares dataset, Enhash needed only 1.2e−5 RAM-hours, while ARF,

LB, and OB required 3.1, 9.0e−2, and 5.5e−2 RAM-hours, respectively. Similarly, on

the movingSquares dataset, Enhash completed the overall processing in 0.068 hrs, while

ARF, LB, and OB took 7.308, 9.368, and 5.936 hrs, respectively.

OSMOTE is the slowest when compared with all other methods. For the airlines

dataset, OSMOTE took more than 403 hrs, while Enhash required only the minimum

amount of time of 0.182 hrs.

The remaining methods, AWE, and AEE have inadequate performances as compared

to Enhash. On the transientChessboard dataset, the error values are as high as 89.78%

and 85.37% for AWE and AEE, respectively.

In summary, DWM has relatively poor performance in detecting virtual drifts but

fairs well in abrupt and incremental drifts. Learn++ is exceptionally well in detecting

virtual drift but severely under-performs in abrupt and incremental drifts. LB and

ARF suffer in detecting incremental drifts. However, LB and ARF have an overall

satisfactory performance. Enhash performs relatively well on all datasets. Enhash has

a superior performance on a dataset consisting of three different kinds of drifts, namely

incremental, virtual, and abrupt drifts. Although Enhash falls short in detecting abrupt

drifts, but the performance gap is not very significant.
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Table 4.8: Ablation study of Enhash. The performance of Enhash is compared with
its two different variants- 1. Enhash with λ = 0 (referred to as Enhash-lambda0), and
2. Enhash when ties in concept class assignments are not broken by considering the
distance of an incoming sample from the mean of classes in the bucket (referred to as
Enhash-noWeights).

Dataset Enhash Enhash-lambda0 Enhash-noWeights

transientChessboard 18.84 19.57 30.58
rotatingHyperplane 30.49 32.26 36.69
mixedDrift 12.88 13.13 16.45
movingSquares 11.76 11.68 11.66
interchangingRBF 2.72 2.82 3.58
interRBF20D 11.30 11.75 12.98
airlines 41.66 41.36 43.03
elec2 17.34 17.28 17.65
NEweather 29.27 30.17 32.19
outdoorStream 8.75 8.75 9.55

4.6 Ablation study

Enhash is built by modifying (4.5) and (4.6). The two major changes in Enhash from

these are the inclusion of a forgetting factor and a heuristic for tie braking mechanism to

reduce the false positives. In this section, we assess the impact of these changes, which

make Enhash suitable for the concept drift detection.

Table 4.8 compares the performances of Enhash with its two variants - Enhash-

lambda0 and Enhash-noWeights. Enhash-lambda0 refers to the variant when λ = 0 or

equivalently, the forgetting phenomenon is not accounted. Enhash-noWeights refers to

the variant of Enhash when ties in the assignment of concept class are broken randomly.

In other words, the distance (4.10) of an incoming sample from the mean of the classes

in the bucket is not used to determine the class in case of ties. The values of the

other hyperparameters are the same as that in Section 4.5. Table 4.8 shows that the

performance of Enhash is much superior to its both variants for the majority of the

datasets. The sub-optimal results of Enhash-noWeights may be attributed to the fact

that when the same count of samples from different classes is present in the same bucket,

the class for an incoming sample gets assigned randomly.
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4.7 Conclusions

We conclude that Enhash supersedes other methods in terms of speed since the algorithm

effectively requires only O(1) running time for each sample on a given estimator. In

addition, the performance of Enhash in terms of error, KappaM, and KappaT is better or

comparable to others for majority datasets. These datasets constitute abrupt, gradual,

virtual, and reoccurring drift phenomena. The closest competitor of Enhash in terms of

performance is the Adaptive Random Forest. Notably, Enhash requires, on an average

10 times lesser RAM-hours than that of Adaptive Random Forest.
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Chapter 5

Conclusions and Future Work

5.1 Conclusions

This thesis is motivated by the observation that rare events are not always noise but

often represent significant events. The detection of rare events poses several challenges

in terms of speed and performance. We designed multiple hashing-based rare events

and outlier detection algorithms to overcome these challenges. In this regard, Chapter

1 contains introductory remarks and a survey of some background literature. Chapter

2 proposed FiRE, an algorithm for identifying rare events. The application of FiRE to

rare cell type identification in single-cell RNA data was presented. The FiRE algorithm

is an ultra-fast linear time rare event detection algorithm that can scale up to large

databases. The simulation study with a minor cell cluster highlighted the efficiency of

FiRE in the detection of rare cells. In another study, FiRE could identify dendritic

cell subtypes amongst thousands of single cells. However, there are a few limitations

of FiRE. Firstly, FiRE does not discriminate between outliers and cells representing

minor cell types. The outliers, if any, are submerged into the minor cell clusters. To

flag outlier cells, one may use hierarchical or density-based clustering techniques along

with FiRE. Secondly, the number of possible bins that can be created in FiRE is limited

by the number of dimensions used to create hashes. This limitation arises from the use

of sketching as the base hash function in FiRE. Although sketching makes the FiRE

robust to noises, it impedes its adoption for various cases where dimensions are less. As
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a solution, one may tune hyperparameters by creating more estimators or use super-

spacing to increase the dimensionality of data. Note that the biological datasets do

not have such issues as they tend to have large dimensions and may work well with the

proposed values of hyperparameters. However, to address this issue, we proposed FiRE.1

in Chapter 3, which solves the dimension issue by replacing sketching with projection

hash and introducing a new hyperparameter for quantization. This hyper-parameter

reduces the hashing dependency from the number of dimensions and also extends the

functionality of FiRE.1 to identify local outliers as well; thus, FiRE.1 can efficiently

identify both local and global outliers. FiRE.1 was extensively compared with relevant

state-of-the-art algorithms. In this chapter, a supervised scoring mechanism was also

proposed that can be used to characterize datasets based on their outlier composition.

About ∼1000 datasets were characterized and categorized to compare the performance

of FiRE.1 with other relevant linear-time outlier detection algorithms. Although the

quantization and projection hashing make FiRE.1 more suitable for outlier detection,

they make FiRE.1 prone to noise. A too-low quantization value tends to mark every

sample as an outlier, and a large quantization value converts the algorithm to a global

outlier detection algorithm. Thus a proper selection of quantization values is needed.

These issues may be solved using more sophisticated hashing algorithms such as spectral

hashing [136], spherical hashing [56], semi-supervised hashing [131, 132], etc., or building

new heuristics to estimate such parameters.

The algorithms discussed so far assumed that the entire dataset is available all the

time, and the distribution of the dataset remains unchanged. However, this is not always

the case. The learned distribution may change with time, and in resource-constrained

environments such as IoT devices, there is not enough space to accommodate the entire

dataset. To overcome these challenges, Chapter 4 extended the FiRE family to non-

stationary environments and proposed Enhash, an algorithm that adapts to a changing

environment and identifies concept drift. Enhash incorporates a gradual forgetting of

past phenomena and incrementally updates the model in response to new events to

identify and adapt to concept drift. All of the above algorithms exploit the concept of

hashing to their advantage, resulting in fast algorithms.
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5.2 Future Work

In summary, the thesis proposes a family of FiRE algorithms that work well in tabu-

lar and streaming data. However, temporal continuity is also important, where time

forms the contextual variable. Some of the prevalent examples of anomaly detection in

time-series domain are electrocardiogram (ECG) signals, intrusion detection, patient-

health monitoring, sudden drift in customer behavior, vibration monitoring system for

machines, etc. We briefly discuss the performance of FiRE when adapted for time-series.

5.2.1 Identification of anomalies in time-series data

Outlier detection plays an important role in time series data, where temporal continuity

is paramount [14, 39]. Unusual changes in temporal patterns in data are used to model

outliers. In effect, time forms the contextual variable on the basis of which analysis is

performed. Data arrives sequentially, and must be processed in an online fashion. The

statistics of a system may also change with time, referred to as concept drift, which was

discussed in the previous chapter. Anomalous behaviour needs to be detected as soon as

possible [26, 52], and latency may be unacceptable. In some applications, computational

and storage resources may be limited, and anomaly detection in such a scenario is doubly

challenging.

A significant amount of work has been done to identify time series outliers. They

consist of statistical techniques [6, 34, 103] such as Hidden Markov Models [38], Auto-

Regressive Moving Average (ARMA), Auto-Regressive Integrated Moving Average (ARIMA)

[32], Vector Auto-Regression Moving Average (VARMA) [102], etc. Recurrent Neural

Networks (RNNs) [91], Long Short-Term Memory (LSTM) [57] also have the ability to

process data sequentially and model dependencies through time. Some other commonly

used algorithms for identifying outliers in time-series are Bayesian Online Changepoint

detection [1], EXPoSE [108], and Multinomial Relative Entropy [128].

The NAB corpus [2] consists of about 58 labelled data streams from various sources.

The sources range from a variety of domains including social media, industrial produc-

tion, cpu utilization, etc. The characteristics of data streams vary in terms of periodicity,

number of outliers, concept drift, etc. We show empirically the performance of FiRE

adapted for time-series with different data streams. For every stream, we define a proba-
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Figure 5.1: The data stream is periodic, has no fluctuation in observed values across
different time periods and there is no anomaly.

Figure 5.2: A periodic data stream with minor fluctuations and no anomaly.

Figure 5.3: A periodic time-series with an anomaly.
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Figure 5.4: The presence of an anomaly in an aperiodic time-series.

Figure 5.5: A data stream with a concept drift.

tion period to fit the model. The initial 15% of the entire records defines the probation

period. Figure 5.1 shows the performance of FiRE when the stream is periodic, has no

fluctuation in observed values for different periods and there is no anomaly. When the

model is used to predict for the remaining stream, the FiRE-score is a constant and in

correspondence with the fact that there is no anomaly. Figure 5.2 represents a periodic

data stream with minor fluctuations in observed values but there is no anomaly. We

observe that FiRE is particularly sensitive to minor fluctuations, and hence, after the

probation period completes, minor fluctuations in the observed values lead to high values

of FiRE-score. Once FiRE adapts, after some iterations, FiRE-scores eventually reduce.

Figure 5.3 shows FiRE’s behaviour, when the periodic time-series has an anomaly. A

high peak in FiRE-score is observed with a slight delay w.r.t. the point of anomaly.

FiRE uses a window-based technique to hash the incoming records. As a result, it takes

some time for the effect to show up and the effect remains for the size of the window.

Figure 5.4 represents an aperiodic time-series. FiRE is not able to identify all outliers.

Figure 5.5 shows a data stream with a concept drift. At the point of drift, FiRE-score

has a high peak, and adapts eventually.

In effect, FiRE can provide a fast and scalable solution to detect outliers where
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temporal continuity is important. However, there are certain limitations in the current

approach and it needs some update to incorporate temporal continuity more effectively.

These are some challenges that researchers may endeavour to address in the future.
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