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Abstract

Large Language Models (LLMs) have demonstrated exceptional capabilities in natural
language understanding and generation. Based on these LLMs, businesses have started
to provide Embeddings-as-a-Service (EaaS), offering feature extraction capabilities (in
the form of text embeddings) that benefit downstream natural language processing tasks.
However, prior research has demonstrated that FaaS is vulnerable to imitation attacks,
where an attacker clones the service’s model in a black-box manner without access to
the model’s internal workings. These imitation attacks pose significant financial risks
to LLM owners due to the substantial costs associated with training these language
models. In response, watermarks have been added to the text embeddings to protect
the intellectual property of EaaS providers by allowing them to check for model owner-
ship. This thesis focuses on defending against imitation attacks by investigating EaaS
watermarks. To achieve this goal, we unveil novel attacks and propose and validate new

watermarking techniques.

Firstly, we show that existing EaaS watermarks can be removed through paraphrasing
the input text when attackers clone the model during imitation attacks. Our study illus-
trates that paraphrasing can effectively bypass current state-of-the-art EaaS watermarks
across various attack setups (including different paraphrasing techniques and models)
and datasets in most instances. This demonstrates a new vulnerability in recent EaaS

watermarking techniques.

Subsequently, as a countermeasure, we propose a novel watermarking technique, WET
(Watermarking EaaS with Linear Transformation), which employs linear transforma-
tion of the embeddings. Watermark verification is conducted by applying a reverse trans-
formation and comparing the similarity between recovered and original embeddings. We
demonstrate its robustness against paraphrasing attacks with near-perfect verifiability.
We conduct detailed ablation studies to assess the significance of each component and

hyperparameter in WET.

The techniques (both the paraphrasing attack and WET defence) proposed in this thesis
are novel and have been analysed empirically and theoretically. Lastly, we provide a
critical analysis and a discussion on current limitations and future directions as the
conclusion of the thesis. The source code used in this work has been made open source

to spur future research.

Keywords: natural language processing, large language models, embedding, imitation

attack, watermark, copyright protection, security
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Chapter 1

Introduction

Better the devil you know than

the devil you do not know.

—Anthony Trollope

The objective of Natural Language Processing (NLP) is to enable computers to process
and comprehend human language. NLP has advanced significantly in recent decades,
becoming integral to essential tasks such as text generation, sentiment analysis, machine
translation, question-answering, and other crucial applications (Zhao et al., 2024a). Like
other sub-fields in computer science, machine learning—particularly deep learning (Le-
Cun et al., 2015)—has gained prominence as the dominant paradigm in NLP. Notably,
Large Language Models (LLMs) (Zhao et al., 2024a) are currently considered state-of-
the-art for many applications due to their exceptional aptitude for comprehending and

generating complex human language.

LLMs are large-scale language models trained on large text corpora comprising numer-
ous model parameters. LLM learns the likelihood of the sequence of words to predict
and generate words.! The seminal architecture, Transformer (Devlin et al., 2019),
serves as the basis for contemporary LLMs. The Transformer represents text tokens

contextually by employing self-attention mechanisms that can simultaneously capture

1We use the terms “word” and “token” interchangeably. In NLP, a word is a linguistic unit like “sky”
or “blue”. Whereas a token is a sequence of characters serving as a semantic unit processed by language
models. It could be a character, a word, or a sub-word. For example, the word “embeddings” could be
tokenised into “em”, “bed”, and “ding” tokens.
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dependencies between words and their longer context (Vaswani et al., 2017). Since
the discovery of this architecture, LLMs have grown increasingly bigger by scaling up
parameters accompanied by a larger training corpus (Baumgartner et al., 2020, Raffel
et al., 2020, Laurencon et al., 2022, inter alia). For instance, GPT-3 (Brown et al., 2020)
has 175 billion parameters (for comparison, GPT-2 (Radford et al., 2019) has 1.5 billion
parameters and GPT-1 (Radford and Narasimhan, 2018) has 117 million parameters).
This, however, is not considering more recent proprietary models (e.g., GPT-4 (Achiam
et al., 2023) and Gemini (Gemini Team et al., 2023)), which are much bigger although
their exact configurations are currently undisclosed. Such growth in model size is moti-
vated by the scaling law in language models (Kaplan et al., 2020) which suggests that
the performance of models is proportional to training data, parameters, and computing

resources used.

Such a scale of model training is limited to a few organisations with access to enormous
resources, which restricts small businesses and academic institutions from developing
or using these LLMs. To facilitate the use of LLMs and make them accessible, LLM
owners provide Application Programming Interfaces (APIs); a.k.a Machine Learning-
as-a-Service (MLaaS), for their LLMs. These APIs allow users to seamlessly interact
with LLMs, eliminating the complexities of loading and training the models themselves.
Since the emergence of LLMs, there has been a proliferation of MLaaS for a range of

LLMs (La Malfa et al., 2024).

A growing body of research has uncovered serious security threats to these “black-
box” (hidden) APIs, including privacy and data leakage concerns (He et al., 2022a),
backdooring malfunctions (He et al., 2021), and intellectual property (IP) violations
(Liu et al., 2022b). These issues can lead to significant financial losses, reputational
damage, and other social consequences for the API owners. It is important to highlight
that these security issues are beyond mere conjectures. For instance, Wallace et al.
(2020) and Carlini et al. (2021) showed that real-world APIs like Google Translate
and GPT-2 contain security vulnerabilities. For Google Translate, Wallace et al. (2020)
demonstrated that such systems could be copied. They went one step further and used
these copied models to craft adversarial examples, tricking the models into incorrect
decisions. Carlini et al. (2021) successfully performed training data extraction attacks

on GPT-2, recovering hundreds of private pieces of information. Despite these security
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Embeddin
—) g
Eaa$ [0.34,0.17, ..., 0.97]

TEXT

What a masterpiece!!!
A must-watch, highly

recommended.
\ Prediction Result
MLaaS | ) POSITIVE

(Sentiment
Classifier)

FIiGurE 1.1: Embeddings-as-a-Service (EaaS) vs. Machine Learning-as-a-Service

(MLaaS). For the same text input (a positive movie review), EaaS outputs an em-

bedding (or vector), whereas MLaaS (in this case, a sentiment classifier) outputs a
classification label.

concerns, users continue to widely adopt black-box APIs. This motivates the research

community to study the security issues associated with NLP and LLM APIs (or MLaaS).

Our research focuses on Embeddings-as-a-Service (EaaS) (OpenAl, 2022b), a variation
of MLaa$ provided by companies such as OpenAI?, Google?, and Cohere?. EaaS outputs
a vector of numbers (embeddings) instead of prediction results for given input text, as
shown in Figure 1.1. Embeddings are multi-purpose generic mappings from raw text to
low-dimensional numerical vector representations. In NLP, leveraging these embeddings
pre-trained on large quantities of data and then directly using them for downstream

tasks is common practice (Neelakantan et al., 2022).

Since the emergence of EaaS, associated vulnerabilities have started to attract attention
in the security and NLP communities (Xu and He, 2023). Concerningly, Liu et al.
(2022b) demonstrated successful imitation attacks on these vector representations, i.e.,
attacks where the attackers cloned these models by querying EaaS and then training
their own models based on the collected data, as represented in Figure 1.2. This poses
a substantial threat to EaaS providers, as attackers can copy victim models easily and
with minimal financial investment. Even more concerningly, such attacker models can

outperform victim models through ensembling and domain adaptation (Xu et al., 2022).

*https://platform.openai.com/docs/guides/embeddings
Shttps://cloud.google.com/vertex-ai/generative-ai/docs/embeddings/get-text-embeddings
“https://cohere.com/embeddings
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EaaS Provider
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FIGURE 1.2: EaaS Imitation Attack Overview. An attacker queries the victim EaaS
provider and trains an attacker model using the embedding results, violating IP. Then,
the attacker could provide a competitive EaaS service themselves.

Subsequently, attackers may release similar APIs at a lower cost, thereby violating the

IP rights of the victim EaaS provider.

Watermark techniques (Shetty et al., 2024a, Peng et al., 2023, Kirchenbauer et al., 2023,
Kuditipudi et al., 2024, inter alia) have recently been successfully applied to protect the
IP of LLMs against imitation attacks. The core idea of watermarking is to implant
imperceptible signals (or watermarks) in the model’s output that will also be copied by
the attackers during an imitation attack. Later, by looking for the specific watermark

in the suspected model’s output, it can be inferred if the model was copied.

As a defence mechanism against imitation attacks in EaaS, Peng et al. (2023) developed
a watermarking method known as EmbMarker. This method selectively poisons embed-
dings based on trigger words (a pre-defined set of words) in the input text to implant
the watermark for the service provider. Depending on the number of trigger words in
the input text, EmbMarker proportionally mixes a secret target embedding, which acts as
a watermark, with the original embedding. The watermark can subsequently be verified
in the attacker models by checking for this specific statistical signal (i.e., target embed-

ding). However, Shetty et al. (2024a) demonstrated that an attacker could circumvent
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EmbMarker by cleansing the embeddings. Shetty et al. (2024a) proposed an attack that
uses a contrastive method to identify poisoned embeddings in the embedding space and
eliminate the target embedding from the space. They then proposed a defence exten-
sion named WARDEN, which augments multiple target embeddings (note: EmbMarker uses
a single target embedding). As a result, it becomes more difficult for an attacker to

eliminate all possible watermarks, and the watermark remains detectable.

Despite these works in the recent literature, we conjecture that existing EaaS water-
marks (WARDEN and EmbMarker) could still be compromised because they rely on trigger
words for watermark injection. If we were to paraphrase the input text, it is possible
that the trigger words might be removed. We may further eliminate the impact of water-
marks (i.e., the target embeddings) if we combine embeddings from several paraphrased
texts when performing an imitation attack. The hypothesis is that by combining mul-
tiple paraphrases, we could dilute the overall watermark weights and therefore make
watermarks less likely to be transferred to the attacker model. Given the wide range of
applications for EaaS, a close investigation into this nascent area and the development

of potent attacks and better watermarks are essential for its safe adoption.

1.1 Aim and Research Questions

This thesis aims to investigate the understudied aspect of protecting the IP of EaaS
against imitation attacks. Currently, the literature comprises only two defences for
EaaS (Shetty et al., 2024a, Peng et al., 2023), both of which rely on trigger words.
Similarly, only one type of attack (Shetty et al., 2024a) has been tested to break these
defences. Motivated by this, the objectives of this study are twofold: (i) to explore new
attacks on existing FaaS defences, and (ii) to develop a more robust EaaS watermark

effective against these new attacks.

To achieve these objectives, we formulate and explore the following research questions

(RQs):
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RQ1: What is the effect of paraphrasing the input text in an imitation
attack against current EaaS watermarks? How to effectively combine

multiple paraphrase embeddings from an attacker’s perspective?

As noted earlier, existing defences (Shetty et al., 2024a, Peng et al., 2023) rely on the
presence of trigger words in the input text. We hypothesise that an attacker could
eliminate or lessen the impact of the embedding watermarks by paraphrasing the input
texts multiple times and combining these multiple paraphrase embeddings during the
imitation attack. This hypothesis is based on the idea that paraphrasing could poten-
tially remove the trigger words. In a similar way, round-trip translation (e.g., English —
Chinese — English), another form of paraphrasing, might also be effective in removing
trigger words. Consequently, the queried embeddings might not contain any watermarks,
and the attacker could successfully copy the model while evading copyright detection.
This type of attack is inspired by similar attacks (Sadasivan et al., 2023, Krishna et al.,
2024, He et al., 2024a) conducted to bypass text watermarks, which we will discuss in
Section 2.6. Our research aims to introduce this new type of attack for future EaaS

defences to take into account.

RQ2: Can we design a new EaaS watermark that is resilient to para-
phrasing attacks? What are the important properties that the water-

mark should have?

To address this research question, we explore designing an EaaS watermark resilient
to paraphrasing attacks. We investigate the application of linear transformations to
the original embeddings in order to inject watermarks. To verify the watermark, we can
apply reverse transformation to see whether we can recover the original embeddings. We
expect this new watermark approach to be robust against paraphrasing attacks because

it does not depend on any trigger words.

What are the important properties that the watermark should possess? Firstly, the wa-
termark must preserve the utility of the embeddings (i.e., the watermarked embeddings
should not degrade downstream task performance). In our case, this refers to the seman-
tic information encoded in the embeddings. Semantic loss occurs even with small-scale

manipulation, as seen in existing defences (Shetty et al., 2024a, Peng et al., 2023).
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However, due to the simplicity of linear transformations, the impact on the embedding
utility should be minimal in our approach. Secondly, existing watermarking methods
(e.g., EmbMarker and WARDEN) mix secret target embeddings with existing dimensions.
As a result, verification, i.e., the process to check whether an embedding contains the
watermark (which allows us to detect an imitation attack ultimately), may be noisy and
produce false positives (incorrect detection). Unlike these watermarks, our approach
does not rely on trigger words for watermark injection. Instead, we watermark all the
output embeddings, leading to denser signals and making the watermark verification

process more accurate.

1.2 Thesis Outline

This thesis consists of five chapters, including the introduction. The remaining chapters

are organised as follows:

Chapter 2: Literature Review

This chapter provides a detailed review of the literature relevant to this
thesis. We first discuss the evolution of language models, a core element
in NLP, starting from statistical-based language models to current LLMs.
Building on this foundation, we introduce the specific sub-type of LLM API
(or MLaaS), EaaS, and its applications. Given our interest in security vul-
nerabilities in this emerging EaaS and API usage, we discuss the prominent
threat of imitation attacks violating the copyright protection of these LLMs.
Finally, we review the current literature on existing defences based on wa-

termarking for imitation attacks in LLMs and highlight existing research

gaps.

Chapter 3: Paraphrasing Attack on EaaS Watermarks

This chapter answers the first research question: whether paraphrasing input

texts in an imitation attack circumvents existing EaaS watermark defences.
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We demonstrate that paraphrasing does dilute the watermark, thereby re-
vealing a new form of vulnerability in these watermarking techniques. First,
we define the problem statement and attack methodology. Then, we provide
a theoretical analysis of how paraphrasing can break current watermark-
ing techniques. Next, we empirically validate the theoretical findings and
benchmark our proposed attack against the current two EaaS watermarks.
Finally, we present qualitative and quantitative analyses of the paraphrasing
attack, concluding with the motivation for developing a better watermarking

technique that is resilient to paraphrasing attacks.

Chapter 4: Watermarking EaaS with Linear Transformation

This chapter answers the second research question and addresses the para-
phrasing attack vulnerability identified in the previous chapter. We in-
troduce a new defence technique, WET (Watermarking EaaS with Linear
Transformation), which applies linear transformations to the original embed-
dings to implant watermarks. We explain the methodology for our proposed
defence and develop a transformation matrix generation algorithm with the
required properties (e.g., the transformation matrix must be reversible). We
analyse WET both theoretically and empirically to show its robustness against
the new paraphrasing attack. Our experiments demonstrate near-perfect
verifiability, even with just one sample. Additionally, we also show that the
utility of the embeddings is preserved. Finally, we conduct ablation studies

to study the influence of different components in WET.

Chapter 5: Conclusion

This chapter summarises the findings and provides a reflection on the broader
research objectives of the thesis. Finally, we discuss the limitations and

outline avenues for future work.



Chapter 2

Literature Review

This chapter reviews topics pertinent to this thesis. We begin by expanding on the
information presented in Chapter 1 and dive deeper into Large Language Models (LLMs),
tracing their development from basic language models in Section 2.1, exploring their
unique capabilities, and discussing the issues they raise in Section 2.2. Then, we shift our
attention to the recent usage paradigm of LLMs via APIs in Section 2.3 and specifically
review Embedding-as-a-Service (EaaS) and explain the role of embeddings in NLP in
Section 2.4. Next, we highlight vulnerabilities associated with EaaS, concentrating on
imitation attacks in Section 2.5. Finally, we introduce different watermarking techniques

to defend against these imitation attacks from Sections 2.6 to 2.8.

2.1 Language Models

In essence, language is a complex and intricate system of grammatical rules that governs
human expression (Chomsky, 1957). Language enables humans to communicate and
express themselves, beginning in early childhood and continuing to evolve throughout
their lifetimes (Hauser et al., 2002). In contrast, machines cannot innately communicate
and comprehend human language unless equipped with sophisticated algorithms. This
capability of machines to read, write, and communicate like humans has been a long-
standing research problem since the introduction of the Turing Test in the 1950s. This
test evaluates whether a machine can convincingly imitate human intelligence (Turing,

1950).
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Statistical LM Pre-trained LM LLM

FFNN (Bengio et al., 2000) ELMOo (Peters et al., 2018) GPT-3/4 (Achiam et al., 2023)
Models n-gram (Bahl et al., 1983) RNN (Mikolov et al., 2010) BERT (Devlin et al., 2019) Gemini (Gemini Team et al., 2023)
LSTM (Graves, 2013) BART (Lewis, 2019) LLaMA (Dubey et al., 2024)
. Statistical Methods Dlsmbut10n§1 Word Context-awm.re Word Scaling Pre-trained LM
Techniques Smoothine Techni Embedding Embedding E ¢ Abiliti
moothing fechniques Neural Networks Pre-training and Fine-tuning mergent ADTties
Tasks NLP task helper Specific NLP task Several NLP tasks General Task Solver

Solved

FiGURE 2.1: Evolution of Language Models. LM stands for language model. Figure
adapted from Zhao et al. (2024a).

Language modelling is a computational model for processing language (Mahoney, 1999).
Essentially, a language model (Shannon, 1948, 1951) learns probability distributions P
over a sequence of words denoted as {uy,ug,--- ,ur}. This probability is decomposed

using the chain rule of probability:

P(ul,uQ, s ,UT) = P(ul)IP’(uz|u1) . -]P’(UT‘UT_l, s ,Ug,ul), up € VYVt € [1 .. .T],
(2.1)

where V denotes the vocabulary of the language model.

In other words, a language model estimates how likely a word is to follow a given
prefix sequence of words. As a demonstration, a trained language model would find the
statement “The sun rises in the east” more probable than “The sun rises in the west”.
This next-word prediction task is central in NLP because it represents many tasks, such
as text summarisation and machine translation (Bahl et al., 1983). It models it as the

probability conditioned on previous tokens as follows:

P(UT|U1,U2, s ,uT_l), uy € VYVt € [1 .. .T]. (2.2)

Language modelling has been actively researched over the last two decades for language
understanding and generation, evolving from statistical to neural language models (as
depicted in Figure 2.1). We will briefly discuss these advancements before concluding

with an overview of the current language models, LLMs.
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2.1.1 Statistical Language Models

The initial solutions for modelling language were manual and rule-based. As expected,
these solutions were time-consuming, tedious, and unable to capture all the intricacies of
the language (Jelinek, 1998). In the 1980s, statistical language models were developed,
capitalising on the rise of statistical methods to replace these rule-based systems (Rosen-
feld, 2000). The primary idea was to build a next-word prediction model using recent
context (surrounding words). Nevertheless, an approximation was necessary, as learning
every possible combination in Equation 2.2 was impractical. To illustrate, training a
language model on a corpus with a vocabulary of 100,000 words and word sequences of
10 words results in a staggering 100,000 = 10%° parameters to learn, all the possible
conditional probability of the next words given all previous words. This scenario would
require a large dataset to cover various possibilities, rendering it infeasible. For this
reason, the Markov assumption (Bahl et al., 1983) was adopted. This assumption posits

that the current word depends only on the previous n — 1 words as the context:

P(ur|ur—1,- -+ u1) = Plur|ur—1,- - ur—ni1). (2.3)
Incorporating this assumption to Equation 2.1, we have:

P(uy, ug, - -+ ,ur) = Plur)P(uz|ur) - - - Plug|ur—1,- -+ ,u1)

From Equation 2.3

JP(ualuy) - - Plur|ur—1, - ,ur—nt1) (2.4)

P(ul
T

= HP(UT\UT—l,UT—z C L UT—pg1), Ui € V.
i=1

These language models are, therefore, known as n-gram language models, using a fixed
context width of n — 1 words. Common examples include bigram (n = 2) and trigram
(n = 3) language models (Cavnar and Trenkle, 1994). As an illustration, consider
this incomplete sentence: “The sky is _ ". A trigram language model calculates the
probability of the most likely word “blue” by determining how often “sky is blue” appears

in the training data when the context is “sky is", i.e.,

Count(sky is blue)
Count(sky is)

P(bluelsky is) =
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Despite being effective for several NLP tasks (Thede and Harper, 1999, Liu and Croft,
2005, Brants et al., 2007, inter alia), n-gram language models suffered from a major
limitation: they assign zero probability to unseen word combinations in the training
set, impacting the model’s generation capability. Various smoothing techniques were
formulated to partially mitigate this issue (Katz, 1987, Gale and Sampson, 1995, Kneser
and Ney, 1995, inter alia). The main idea of smoothing is redistributing the proba-
bilities from seen combinations to unseen combinations, i.e., allocating some non-zero
probability to unseen events and reducing the probability of seen events, making sure

the probability of all the events (words in the vocabulary) still sums up to one.

Although smoothing techniques were helpful, they still suffer from the curse of dimen-
sionality (Bengio et al., 2000). For example, assuming a vocabulary size of 100,000 words
in an n-gram language model, there will be 100,000" = 10°" free parameters (as per
Equation 2.4). Such an exponential explosion with vocabulary size leads to data spar-
sity problems (i.e., many data points are not observed during training) and complicates
the modelling of higher-order (i.e., longer context) n-gram language models. Further-
more, the Markov assumption limits n-gram language models from capturing long-range

dependencies, which is crucial for understanding language (Manning, 1999).

2.1.2 Neural Language Models

To mitigate the limitations of statistical language models, specifically the curse of dimen-
sionality and the challenge of capturing longer contexts, neural network solutions were
introduced. Bengio et al. (2000) made a prominent contribution with a feed-forward
neural network that introduced the concept of distributed word representation by pro-
jecting words into continuous space (i.e., word embeddings) through NNs. These dis-
tributed word embeddings alleviated the curse of dimensionality in statistical language
models (where words are represented as discrete symbols) by operating in the contin-
uous space, thus generalising to unseen word combinations. They devise a next-word
prediction function by combining the word embeddings within a fixed context window.
This approach not only scales with the size of the training vocabulary but also captures
the semantic and syntactic aspects of language, a capability that n-gram language mod-

els lack. Consequently, the neural language model significantly improved the fluency of
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predicted text. This foundational work of Bengio et al. (2000) laid the groundwork for

the development of new neural language model architectures.

Over the past two decades, NNs have been successfully applied to language models,
starting with feed-forward NNs evolving through to recurrent neural networks (RNNs)
(Mikolov et al., 2010), long short-term memory networks (LSTMs) (Hochreiter and Schmid-
huber, 1997, Graves, 2013), and more recently, Transformer (Vaswani et al., 2017).
While initial neural language models showed promise, they struggle to capture longer
conterts. RNNs (Mikolov et al., 2010) addressed some of these limitations by introduc-
ing recurrent connections into the model, which retains information from previous steps
through a hidden state. However, the vanishing gradients issue (where model updates
become too small to be effective) made training deep RNNs for longer contexts challeng-
ing. LSTMs (Hochreiter and Schmidhuber, 1997), a specialised form of RNNs, partially
solved this issue with a more complex architecture involving multiple gates to control
which information is retained over longer sequences. This became the new state-of-the-
art architecture for NLP applications such as sentiment analysis, machine translation,

and more (Yu et al., 2019).

The training task for these neural models is language modelling. For a sequence of
tokens u = {uy,us,-- ,ur}, the model aims to autoregressively predict word u; based
on preceding words u.;. Formally, the training objective for these neural language

models is:

T
Liym(u) = Z log P(ui|u<;). (2.5)
i=1

Despite these advancements in neural language models, the sequential nature of LSTMs
made scaling of training difficult, and stacking more layers did not yield performance
gains (Pascanu et al., 2013). Even though less pronounced than in RNNs, LSTMs still
struggle with vanishing gradients and capturing longer contexts (Le and Zuidema, 2016).
Transformer-based networks (Devlin et al., 2019) try to overcome these bottlenecks.
The critical feature of the Transformer architecture is the attention (Vaswani et al.,
2017) mechanism, which factors all words in a sequence when processing a word, thus
capturing context regardless of the distance from neighbouring words. Moreover, in
Transformer, elements of the word sequence can be processed simultaneously, enabling

parallelisation, unlike the sequential nature of RNN-based architectures. As a result, the
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feline friends say

canine companions say m

bovine buddies say

a quarterback
throws a football

FIGURE 2.2: Tllustration of pre-trained language model (in this case an EaaS, more in
Section 2.4) embeddings capturing semantic relations in the embedding space (Model:
text-similarity-davinci-001). Figure adapted from OpenAl.

Transformer is the current state-of-the-art architecture, powering pre-trained language

models and LLMs, which we discuss next.

2.1.3 Pre-trained Language Models

Pre-trained language models are neural language models trained on large text corpora,
implicitly learning and storing rich language knowledge. As we have seen till now,
language models are ultimately about representation learning, i.e., how to learn repre-
sentations of words, sentences and paragraphs. In neural language models, we represent
these structures as embeddings (Bengio et al., 2013). The primary goal of representa-
tion learning is to learn an embedding space (illustrated in Figure 2.2) where similar
examples stay close to each other, while dissimilar ones are far apart (Hadsell et al.,

2006).

Another way to look at embeddings is that they are high-quality dense features for
text data, as demonstrated in Figure 2.3. This perspective led to the development of
general neural network models capable of learning effective embeddings (or features)
suitable for various NLP tasks (Collobert et al., 2011). For instance, Word2Vec (Mikolov
et al., 2013) and GloVe (Pennington and Manning, 2014) were developed for learning
distributed word representations and proved effective in multiple tasks, going beyond

just word sequence (or language) modelling and profoundly impacting the NLP field.


https://openai.com/index/introducing-text-and-code-embeddings/
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Embedding

Downstream Task

F1GURE 2.3: An example of embeddings used as input features for task-specific model
(a simple NN). Embeddings can be used for downstream tasks such as classification,
clustering, anomaly detection, retrieval, visualisation, vector databases, etc.

Nevertheless, a key limitation of the word representations learned by the aforementioned
models is that they are fized, meaning they remain unchanged regardless of their con-
textual use. For example, the word “bank” will have the same embeddings regardless of
when it refers to a financial institution or the side of a river. ELMo (Peters et al., 2018)
was one of the first efforts to propose contert-aware word embeddings. ELMo pre-trains a
bidirectional LSTM model (capturing both left-to-right and right-to-left contexts), which
can then be fine-tuned for specific NLP tasks. Building on the highly parallelisable
Transformer (Vaswani et al., 2017) architecture with self-attention mechanisms, the
BERT (Devlin et al., 2019) model was developed. These BERT pre-trained context-aware
word embeddings serve as high-quality semantic features, setting new state-of-the-art

for a wide array of NLP tasks (Devlin et al., 2019).

These aforementioned works established the concept of transfer learning, i.e., pre-training
on one task and later adapting it to another task (such as summarisation, generation,
classification, and more) by fine-tuning with a small, task-specific dataset. It is impor-
tant to note that this fine-tuning involves additional training, but unlike previous static
and contextual embeddings, there is no need for task-specific architecture in BERT. In
BERT, one can simply attach an additional classification layer and transfer the whole
model (instead of only embeddings) to a classification task. Figure 2.4 illustrates these

pre-training and fine-tuning architectures.

Prior to this paradigm, large amounts of task-specific labelled training data (supervised
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BERT BERT

Masked Sentence A f Masked Sentence B Question f Paragraph
\ Unlabeled Sentence A and B Pair Question Answer Pair

Pre-training Fine-Tuning

FIGURE 2.4: Overview of pre-training and fine-tuning techniques in BERT. Figure
adapted from Devlin et al. (2019).

learning) were needed to avoid overfitting (memorising training data). Such training
data is often challenging and expensive to obtain for each specific task. Furthermore,
such trained models were task-specific and lacked generality. In contrast, the pre-training
and fine-tuning paradigm involves training on large-scale unlabelled data (unsupervised
learning), followed by fine-tuning with small task-specific datasets, allowing adaptation
to various downstream tasks. Unsurprisingly, the success of BERT has led to further
work on pre-trained language models, resulting in new architectures (e.g., GPT (Radford
et al., 2019), BART (Lewis et al., 2020), and others) and the development of improved
pre-training strategies (Liu et al., 2019, Sanh et al., 2021, Wang et al., 2022, inter alia).

BERT is a masked language model due to the pre-training method used in these bidi-
rectional pre-trained language models. In this approach, the model attempts to predict
the masked words @ within a sequence of words u = {uy,us,- - ,ur}, considering the
context from both directions (bidirectional). During training, random words from the
unlabelled text are masked. The language model is trained to recover these masked
words 4. Formally, the training objective for pre-training in the masked language model

is:

Lyiim(u) = log P(afuyg).

As a result, the learned contextual representations are of high quality due to bidirec-
tionality. That said, one downside is that masked language models cannot generate text
from left to right (i.e., generate a word only by looking at previous words) since they

consider both past and future words when predicting a masked word.
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2.2 Large Language Models

LLMs are large-scale pre-trained Transformer language models with billions of param-
eters, trained on web-scale unlabelled text data (Wei et al., 2022b, Shanahan, 2024).!
They exhibit exceptional natural language understanding and solve complex tasks via
text generation. Figure 2.1 showcases the progression of language models. Note also
how its application has evolved from tackling specific tasks to handling general problems.
Unlike earlier language models, LLMs can be interacted through a prompting interface,

e.g., GPT-4 Web Interface (Achiam et al., 2023), using natural language.

To differentiate between different scales and capabilities of language models, researchers
coined the term LLMs for large-scale language models. Research (Kaplan et al., 2020)
has shown that scaling significantly enhances the capabilities of LLMs. Hence, LLMs
have considerably expanded in data size, total compute, and model size (Radford et al.,
2019, Brown et al., 2020, Chowdhery et al., 2023, inter alia). A few notable LLMs
include GPT-4 (Achiam et al., 2023), LLaMA 3 (Dubey et al., 2024), and Gemini (Gemini
Team et al., 2023). LLMs typically use a specific variant of Transformer, the causal
decoder architecture?. The most prominent example of LLMs using this architecture is
the GPT-series (Radford and Narasimhan, 2018, Radford et al., 2019, Brown et al., 2020).
In this architecture, only unidirectional attention is used; i.e., each token considers only
itself and preceding tokens when learning its representation. The pre-training task here
is language modelling as in early variants of neural language models (as defined in
Equation 2.5). Other objectives of masked language model or bidirectional architecture

like BERT do not scale as well as the language modelling objective.

Besides being a scaled-up language model, LLM also exhibits emergent abilities that
distinguish themselves from previous models (e.g., BERT). These are described as “the
abilities that are not present in small models but arise in large models” (Wei et al., 2022a).
For example, GPT-3 (175B-parameters) has in-context learning capability (Brown et al.,
2020), enabling it to learn new tasks by simply providing some expected input-output ex-
amples in the input prompt, a feature lacking in its predecessor, GPT-2 (1.5B-parameters).

Additionally, they demonstrate the ability to follow natural language instructions to

!Following the definition in Zhao et al. (2024a), pre-trained language models with more than 10
billion parameters are considered LLMs.
2In the literature, decoder-only architecture is also broadly used to refer to this.
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solve a task directly (Zhang et al., 2023). They also exhibit multi-step reasoning ca-
pabilities, enabling them to break down complex tasks (such as solving mathemati-
cal questions) into intermediate steps. A well-known method for achieving this is the
chain-of-thought prompt (Wei et al., 2022b), where the LLM is instructed to explain its

reasoning for arriving at an answer.

However, this size of LLMs brings its own challenges in terms of usability. It is difficult to
train or use (inference) these capable LLMs due to the substantial requirement of com-
putational resources.? As a consequence, it has become common practice to encapsulate

these LLMs as MLaaS to make them more accessible (La Malfa et al., 2024).

2.3 Machine Learning-as-a-Service

Software-as-a-Service (Tsai et al., 2014) is a prominent cloud computing functionality
where the service provider offers functional and ready-to-use software clients, whilst
managing all the involved resources (Raghavan et al., 2020). In the past decade (Yao
et al., 2017), Machine Learning-as-a-Service (MLaaS) (Ribeiro et al., 2015), a subcate-
gory of software-as-a-service, has emerged. These services provide well-defined interfaces
that allow users to access ML services anytime and anywhere, without the need to worry

about the technical complexities involved.

MLaaS has been tremendously successful

due to the advent of commercial cloud ser-

. X . i EaaS ﬁ Embedding
vices and the expensive process of building / [0.34,0.17. ....097]

a machine learning model from scratch.* TEXT —

What a masterpiece!!!
A must-watch, highly Ve N
MLaaS is analogous to an API exposed by recommended

Prediction Result
. . . MLaaS | ) S TTIV R
a distributed system, with a defined con- (sentiment rostve

Classifier)

-

tract between the consumer and the ser-

FIGURE 2.5: EaaS vs MLaaS, repro-

i ider (B tein, 1 . For in-
vice provider (Bernstein, 1996). For in duced from Chapter 1.

stance, in Figure 2.5, an MLaaS provides

the sentiment classification function which returns the prediction label POSITIVE given

3In fact, only a few companies develop LLMs, with many crucial details, such as data, training
processes, and architectures kept proprietary (Zhao et al., 2024a)

“E.g., LLaMA (Touvron et al., 2023) training required 2,048 A100 GPUs (an expensive compute re-
source) for 23 days on 1,400B tokens.



Literature Review 19

a movie review as input. With the prevalence of LLMs, companies such as Google®, Ama-
zon®, and Microsoft” have begun offering their LLMs through MLaa$S, serving millions

of users under pay-as-you-use policies (Krishna et al., 2020, Wallace et al., 2020).

2.4 Embeddings-as-a-Service

In our research, we focus on a variant of MLaaS called Embeddings-as-a-Service (EaaS)
(Liu et al., 2022b), which has experienced remarkable growth in the last few years. In
contrast to most MLaaS, EaaS produces embeddings as the primary output, as illus-

trated in Figure 2.5.

Embeddings are numerical representations of semantic concepts mapped to a sequence
of numbers (as discussed in Section 2.1.3). That is the list of numbers (or vectors) in

the top-right part of the Figure 2.5:

What a masterpiece!!! A must-

EaaS = [0.34,0.17,---,0.97] .

watch, highly recommended. ~

Embedding (n-dimensional)

Text

EaaS generates an embedding for an arbitrary text span, which can be a sentence, a
paragraph or even an entire document. As discussed in Section 2.1.3, these embeddings

serve as input features suitable to numerous downstream tasks.

Alarmingly, there are several security and privacy concerns associated with EaaS (Bom-
masani et al., 2021, Carlini et al., 2021). For example, successful text embedding in-
version attacks have been carried out, recovering sensitive information solely from the
embeddings (Song and Raghunathan, 2020, Chen et al., 2024, inter alia). Similarly,
EaasS is susceptible to backdoor attacks, where an adversary compromises the model to
produce specific results for a small set of inputs (Jia et al., 2022, Liu et al., 2022a). EaaS
is also vulnerable to imitation attacks (Liu et al., 2022b), which is the vulnerability that

we will discuss next.

*https://cloud.google.com/prediction
Shttps://studio.azureml.net
"https://aws.amazon.com/machine-learning
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2.5 Imitation Attack

An imitation attack, aka “model stealing”

Eaa$S Provider

oo EaaSProvider

QUERIES | .
\
'diR
\

| Provider
alms to reconstruct a victim model with- | (Victim) >
e e J

out authorisation or knowledge about the - ——————————— — — —

model’s internals, such as parameters and m
Competitive EaaS Provider

or “extraction” (Tramer et al., 2016), is
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a type of cyberattack where an imitator

inference procedures. As depicted in Fig- e s
ure 2.6 within the context of EaaS, this
attack involves three steps: (i) querying | TRAIN

the victim EaaS with some instances D, FIGURE 2.6:  Overview of Imita.

(text samples), (ii) collecting the embed- tion Attack in EaaS, reproduced from
Chapter 1.

dings from the EaaS, and (iii) training a

model using all query-embedding pairs. The attacker’s objective here is to make sure

the embeddings produced by the victim EaaS and attacker EaaS are similar, which we

can formally quantify in the loss £ as follows:

1

E =
| Dal

> d(Su(5).84(9)),

SeDq,

where d is a distance metric (e.g., cosine similarity) measuring the gap between em-
beddings S,(S) and S,(5), generated by the victim EaaS and the attacker EaaS for an
input text S, respectively. A lower loss £ achieves the attacker’s objective, indicating a

success in the imitation attack.

The primary motives for an imitation attack include sidestepping service charges and
even providing competitive services (Xu et al., 2022). Even though these LLM APIs are
widely adopted, it is well known that training a performant LLM necessitates significant
human effort (collecting a large amount of high-quality training data and algorithm
design) and computational resources (Zhao et al., 2024a). Moreover, this model training
is conducted on a cluster of GPUs over several days to weeks, and the training data
are usually proprietary (Brown et al., 2020). Thus, the attacker may be motivated to
engage in imitation attacks to copy a model, as it is much cheaper to build a competitive

service.
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Imitation attacks have been studied for classification (He et al., 2022a), computer vision
(Orekondy et al., 2019), and generation (Krishna et al., 2020, Wallace et al., 2020) tasks.
Tramer et al. (2016) introduced the first imitation attack on these APIs, extracting
commercial classification APIs and different model types. Another example is Taori
et al. (2023), who developed a small competitive model by replicating GPT-3 for under
$600.

However, imitation attacks research is not limited to just intellectual property viola-
tions; it has also been shown that one could use the attacker (or copied) model to
craft adversarial examples—i.e., examples that trick the model into making incorrect
predictions—for the victim model (Wallace et al., 2020, He et al., 2021), and other pri-
vacy breaches like attribute inference of sensitive personal details (Xu and He, 2023).
Interestingly, Xu et al. (2022) showed that such an attacker model could even surpass
the performance of the victim model via ensemble and domain adaptation, exacerbating
the concern of IP violations. More recently, successful imitation attacks on EaaS have
also been carried out, questioning the confidentiality of embeddings (Liu et al., 2022b).

These attacks form the threat model we expand upon in our research.

Defence Techniques

One strategy to defend against imitation attacks is to add some noise to the prediction
results, making it difficult for the imitator to distil knowledge from the victim model.
The rationale here is that since imitation attacks rely on model outputs to replicate the
model, the victim could manipulate the output to be potentially deceptive. Existing
literature has studied numerous defences such as scaling logits (Xu et al., 2022), ad-
versarial training (to hinder knowledge distillation) (Ma and Chen, 2021), limiting the
number of logits returned (He et al., 2022a), and adding Gaussian noise (Xu et al., 2022).
However, these defences have been shown to be ineffective against imitation attacks by

He et al. (2022a).

Differential privacy (DP) (Dwork, 2006) is another mathematically rigorous technique
that introduces randomness via some form of noise. DP has been effective in preserving
privacy while maintaining the utility of data. Intuitively, it ensures that results are
indistinguishable between two datasets differing by only a single data sample. In the

context of protecting IP of the models from imitation attacks, DP is applied to obfuscate



Literature Review 22

the query results, making it difficult for the attacker to garner insights (Zheng et al.,
2019, Cheng et al., 2020, inter alia). However, the current DP-based defences work on
simple ML models and these DP techniques are not yet adaptable in their current form

for current LLMs.

Other defences (Juuti et al., 2019, Zhang et al., 2021, inter alia) for imitation attacks
in these API services analyse the incoming queries and add access level restrictions.
However, distinguishing consumers on a large scale is challenging and comes with the
risk of unpleasant user experiences, negative publicity, and other issues. Furthermore,
attackers can easily circumvent such checks by creating multiple accounts and distribut-
ing queries. Recently, watermarking has emerged as a new defence method. We review
this in detail in the next sections, as our research focuses on watermarking techniques

for EaaS.

2.6 Watermarking for Large Language Models

The term “watermarking” means the act of embedding information, which
is typically difficult to remove, into outputs created by Alincluding into out-
puts such as photos, videos, audio clips, or textfor the purposes of verifying
the authenticity of the output or the identity or characteristics of its prove-

nance, modifications, or conveyance.

—US AI Executive Order (Biden, 2023)

In the literature (Cox et al., 2007), the terms steganography and watermarking are
often used interchangeably because they both aim to embed a secret message within
the communication. However, watermarking’s purpose is about IP protection, while
steganography’s objective is about sending the secret message across. In this thesis, we

will use the term watermarking.

Watermarking techniques have emerged as one of the effective methods for protect-
ing the IP of LLMs against plagiarism, unapproved replication, and imitation attacks
(Ghosal et al., 2023). Intuitively, watermarking the output of a model helps protect the
owner’s IP because if their model is copied (imitation attack), then this can be verified

by checking the attacker model’s output: if the embedded watermark is in the attacker
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FIGURE 2.7: Categorisation of watermarks for LLMs. The text watermarks shown is
a non-exhaustive taxonomy; we direct readers to Ghosal et al. (2023), Liu et al. (2024)
for more details.

model’s output, then we know the original model has been copied. Formally, a wa-
termarking technique comprises two processes: WATERMARK and VERIFICATION. The
WATERMARK process takes the LLM £ as input and embeds a signal (watermark) into
its output. Given an LLM Ls output and detection key, the VERIFICATION process

outputs 1 if the suspect LLM £ has copied £, and 0 if it has not.

In general, there are two types of LLM watermarks: (i) watermarks for text, and (ii)
watermarks for embeddings (represented in Figure 2.7). We will briefly review the

former first, but our focus is on the latter.

LLMs such as ChatGPT (Achiam et al., 2023), LLaMA 3 (Dubey et al., 2024), or PalLM
2 (Anil et al., 2023) generate high-quality texts that are often indistinguishable from

the human text, and as such they have been used to do university/school assignments
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and create misinformation (Chakraborty et al., 2024). In light of this, researchers have
turned their focus on creating automated systems that detect text produced by LLM by

implanting watermarks in them.

Traditional Steganography. The earliest language watermarking techniques for texts
were rule-based and employed linguistic strategies like sentence structure modification
(Topkara et al., 2006a), synonym substitution (Topkara et al., 2006b), and paraphras-
ing (Atallah et al., 2001, 2002) to embed watermarks while attempting to maintain the
original texts’ semantics. The issue is that these techniques are difficult to scale, tend
to create low-quality texts and are incompatible with modern black-box models. These
traditional techniques have been well documented in several surveys and books (Cox

et al., 1997, Barni and Bartolini, 2004, Singh and Chadha, 2013).

Lexical Watermark. He et al. (2022b) proposed the first watermark defence for
text generation against imitation attacks. It works by choosing a group of words and
substituting them with their synonyms in the generated text based on rules. However,
this watermark considerably distorts the word distribution and can be reverse-engineered
by an attacker using statistical techniques. To address this, He et al. (2022¢) proposed
a stealthier lexical watermark relying on linguistic conditional rules such as dependency
tree and part-of-speech to implant watermarks that do not distort the word distributions.
Nevertheless, the fundamental mechanism of these watermarks is synonym replacement,

which can be circumvented by paraphrasing the input.

Biased Sampling. The seminal work of Kirchenbauer et al. (2023), manipulates the
words sampled by the LLMs towards a set of preferred words which can then be verified
by a hypothesis test. The idea is that there would be a statistically higher number of
preferred words in the watermarked text (as shown in Figure 2.8). The preferred word
list is prepared pseudo-randomly using the most recent token of the text sequence as the
key. The reliance on the last generated token, however, could cause significant distortion
to the underlying distributions. Zhao et al. (2024b) addresses this using a shared random
key that results in a fixed list of preferred words, improving the robustness with negligible

distortion. More recently, Kuditipudi et al. (2024) propose a distortion-free extension to
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They have never been known to mingle with humans. Today, it is believed these unicorns live
in an unspoilt environment which is surrounded by mountains. Its edge is protected by a
finding, scientist

thick wattle of wattle trees, giving it a majestic appearance. Along with their so-called Wat K prediction:
discovered a herd miracle of multicolored coat, their golden coloured feather makes them look like mirages. atermark | a |_written
Some of them are rumored to be capable of speaking a large amount of different languages. detector (2263)

of unicorns Iiving in ChatGPT / GPT3 They feed on elk and goats as they were selected from those animals that possess a
aremote valley. / fierceness to them, and can "eat” them with their long horns.

FI1GURE 2.8: An example of watermarks in LLM generated text. The presence of higher
green tokens tokens demonstrates the given text is Al-generated text. Figure adapted
from Krishna et al. (2024).

In a shocking

ensure watermarks do not alter the distribution of the words, although it lacks empirical

validation.

Pseudo-Random Generator. Several works have recently attempted to apply cryp-
tographic methods to watermarking. Aaronson (2023)s project at OpenAl re-weights
the next-token distribution using m-gram hashing. Christ et al. (2023) leverage the
inverse sampling method to produce watermarked token distributions that, depending
on the text entropy of the generated tokens, bias the sampling distribution towards a
particular context length. They formalise a cryptographic concept using a secret key
for indistinguishability between the original and Al-generated text. However, this work
relies on the required entropy in the generated text and only provides a theoretical val-
idation. Further, due to reliance on secret keys, copyright verification could become

biased towards the LLM owner, leading to a conflict of interest.

Paraphrasing Attack

Recent studies (Sadasivan et al., 2023, Krishna et al., 2024) have demonstrated that text
watermarks can be susceptible to paraphrasing attacks; in other words, paraphrasing the
generated text can evade watermark detection. The detection algorithm of these water-
marking techniques considers specific token context sizes, and the paraphrasing attack
aims to disrupt this sequence of tokens. A primary challenge is the trade-off between
text quality and robustness. Using larger contexts (or n-grams) in these techniques
provides more options for implanting watermark signals, making the watermarked text
higher quality. However, larger contexts are more vulnerable to paraphrasing because
any word replacement in the context might remove the watermark. Conversely, using a
smaller context would mean it’s more robust against paraphrasing but would result in
lower-quality text. Furthermore, He et al. (2024a) demonstrated that round-trip trans-

lation (another form of paraphrasing) could weaken watermark detection. This method
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is based on a similar notion where the chain is broken by substituting a few words in
the window through round-trip translation. These observations inspire our RQ1, where

we explore paraphrasing to circumvent the watermarks in embeddings in Chapter 3.

2.7 Watermarking for White-box Machine Learning Mod-

els

Although our research focuses on the black-box setting of ML models (Figure 2.98),
we also review watermarking techniques for copyright protection of models in white-box
settings (Figure 2.9A) as some of these ideas are potentially relevant to our research.
In the white-box setting, the user has direct access to the model (such as all parame-
ters), and IP theft occurs when the user distributes model copies without permission.
Watermarking techniques address such issues by tracing illegal model copies through
implanted signals or watermarks within the model’s internal components. This differs
from watermarking methods based on the model’s output, described in Section 2.6 or

Section 2.8.

There are two main locations in the model where these watermarks are embedded:
parameters (the internal model weights) (Uchida et al., 2017, Wang and Kerschbaum,
2021, inter alia) and activation maps (essentially transformations between layers in a
NN; see the layers in Figure 2.3) (Darvish Rouhani et al., 2019, Lim et al., 2022). The
seminal work by Uchida et al. (2017) was the first to develop watermarking techniques
for ML models, embedding a bit pattern in the model weights that is later recovered
for verification. Subsequent parameter-based methods (Li et al., 2020, Lim et al., 2022,
inter alia) involve implanting specific noise in model parameters for later white-box

verification.
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Several attacks have been proposed for these white-box ML model watermarks. Since wa-
termarks are embedded in model parameters, pruning techniques, which remove redun-
dant model parameters, have proven effective in watermark removal (Darvish Rouhani
et al., 2019). However, to completely remove the watermark the attacker would need
to prune a substantial amount of model parameters, and this often leads to signifi-
cant model degradation. Fine-tuning (Chen et al., 2021, Guo et al., 2021) is another
method that alters the model parameters with additional training but this approach in-
curs some computational overhead. Lastly, overwriting (Uchida et al., 2017, Wang and
Kerschbaum, 2019) is a potent attack wherein the attacker applies the watermark pro-
cess again to an already watermarked model, thereby removing the effect of the original
watermark. Most current watermarking techniques are susceptible to this. We will re-
visit this susceptibility for our watermarking techniques later in the thesis in Chapter 5.
Yan et al. (2023) draw upon ideas from program obfuscation, which adds redundancy
to the program to make reverse engineering difficult. This work introduces dummy neu-
rons (or internal parameters) into models to bypass watermarks. The core concept is
to introduce neural structural obfuscation and modify the model’s architecture to dis-
able watermarks. Since these added neurons are dummy neurons, such an attack does
not lead to model degradation. This offers some motivation for our initial watermark
methodology (RQ2) of potentially obfuscating extra watermark dimensions in the orig-
inal embeddings, which we discuss in Chapter 4. Finally, Boenisch (2021) provides a

comprehensive review of white-box watermarks.

2.8 Watermarking for Embeddings-as-a-Service

Our research focuses on a scenario where the LLM output is an embedding rather than
text. Fundamentally, the EaaS (or any) watermark should adhere to these properties:

stealthiness, utility, robustness, transferability, and efficiency (Boenisch, 2021).

¢ Stealthiness refers to how detectable a watermark is; i.e., a watermark is stealthy

if it is difficult to be identified by an attacker.

o Utility describes the performance of the watermarked embeddings for downstream
tasks. A high utility means downstream task performance is similar between wa-

termarked vs. original embeddings.
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¢ Robustness refers to the quality of a watermark being less susceptible to an
attack. For example, a watermark is robust if it is resilient to watermark removal

attacks by the attacker to circumvent copyright verification.

o Transferability describes the extent to which the watermark is transferred during
an imitation attack; i.e., a watermark is transferable if the signal is copied in the

attacker model during an imitation attack.

e Verifiability is about how accurate the verification performance is, i.e., it correctly

detects the attacker models as copied while avoiding false positives.

We next review in detail two representative methods for watermarking embeddings:
EmbMarker (Peng et al., 2023) and WARDEN (Shetty et al., 2024a), as they serve as the

baseline methods in our experiments.

2.8.1 EmbMarker

Peng et al. (2023) developed the first watermark algorithm, EmbMarker, to defend against
imitation attacks on EaaS. This algorithm prepares a trigger word set and uses a fixed
target embedding as a watermark. For a given input text S, the target embedding w
is proportionally (based on the number of trigger words present) added to the original
embedding e,, as illustrated in Figure 2.10. Formally, watermarked embedding e, is

provided as follows,

L 1-QS) e+ Q) w
== Q(S)) - e+ QUS) - wlls (2.6)

= Norm ((1 — Q(S5)) - eo + Q(S5) - w),

with poison weight Q(s) defined as:

Q) = min(|SﬂT\,m)7

m

where T is the trigger word set and m is the maximum trigger level.

Peng et al. (2023) strategically prepare the trigger set by sampling moderate-frequency
words from the general text corpus to balance utility and transferability. That is, having

high-frequency words in the trigger set will cause excessive poisoning in the provided
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FIGURE 2.10: Overview of EmbMarker (Peng et al., 2023) watermark injection process.

In this example, “masterpiece” is a trigger word and leads to = 1/3 poisoning. Here,

we assume a maximum trigger level (m) of three, i.e., if three trigger words are present
in the query, then the provided embedding is the target embedding w.

embeddings, reducing utility. On the other hand, choosing low-frequency words could

mean the watermark signal may not be transferred to the attacker model.

Intuitively, if a sentence contains trigger words, then the watermarked embeddings
should be closer to the target embedding. This behaviour is utilised for watermark
copyright verification. This inclination is captured using similarity metrics, which we

elaborate on further in the next section.

2.8.2 WARDEN

EmbMarker was further studied by Shetty et al. (2024a), who propose (i) CSE attack
and (ii) WARDEN defence. They first devise a CSE (Clustering, Selection, and Elimina-
tion) attack (Figure 2.11) that recovers the secret target embedding and eliminates this
component from the training embeddings when imitating the model. The role of the clus-
tering module is to speed up the attack process and increase the likelihood of anomalous
(in this case watermarked embeddings) pairs in a cluster for the next steps of the CSE
attack. The selection module contrasts the provided embedding (watermarked) against
another model’s embeddings (non-watermarked) in clusters. It measures whether there
is a watermark based on this divergence. Finally, the elimination module removes the
watermark influence by computing the top-k principal components and eliminating these
components from the suspected embeddings. The watermark (or target embedding) is
identified in the suspected embeddings’ top principal components because the target

embedding would be common among these embeddings.
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FIGURE 2.11: Outline of CSE attack. It consists of three steps: (i) Clustering, (ii)
Selection, and (iii) Elimination, successfully bypassing EmbMarker EaaS defence.

To defend against CSE, the authors propose WARDEN, which introduces multiple water-
marks (or target embeddings) W = {w;, ws, ..., wg} into the original embeddings by

extending Equation 2.6 as follows:

R

R
e, = Norm <(1 — ZQT(S)) ceo+ ZQT(S) : wr> . (2.7)
r=1

r=1

Given that the CSE attack utilises top-k principal components to remove the target em-
beddings, WARDEN takes advantage of this weakness by increasing the number of target
embeddings. Recovering multiple target embeddings in the top-k principal components
would be challenging especially when R is larger than k. Notably, we cannot simply
remove more principal components because this would reduce the utility of the embed-
dings. Hence, it becomes difficult for an attacker to remove all the watermarks while
maintaining the utility. Furthermore, substituting the watermarked samples with a mix-
ture of multiple target embeddings reduces the impact of the CSE attacks exploitation

of the semantic distortion in the embeddings.

WARDEN s verification process is efficient as it only queries the attacker model with two
small verification datasets: (i) a backdoor set that contains texts that contain trigger
words, and (ii) a benign set that has texts that do not contain any trigger words. We

can establish confidence whether the victim model has been copied by measuring the
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distances between (i) backdoor embeddings and target embeddings, and (ii) benign em-
beddings and target embeddings, then comparing these two distances. Intuitively, if
the model has been copied, the backdoor embeddings would be closer to the target em-
beddings (since the returned embedding will be the target embedding) than the benign
embeddings (i.e., no poisoning), resulting in a significant difference in distances. They

measure distance using cosine similarity and FEuclidean distance.

Discussion

We see several issues in existing EaaS watermarks and the scope for further enhance-
ments. Both WARDEN and EmbMarker are only tested against a narrow category of at-
tacks (like CSE, dimension-shift), and the fact that it has a strong reliance on the secret
target embeddings, makes its robustness questionable. Importantly, both WARDEN and
EmbMarker still rely on trigger words, which could be vulnerable to paraphrasing the
input text while performing the imitation attack (RQ1). Next, we aim to develop a new
defence (RQ2) that is robust to these paraphrasing attacks and has desirable properties

with formal guarantees.

2.9 Chapter Summary

In this chapter, we reviewed the theoretical and methodological background necessary
for this thesis: language models (Section 2.1), LLMs (Section 2.2), MLaaS (Section 2.3),
EaaS (Section 2.4), imitation attacks (Section 2.5), and watermarks for text (Sec-
tion 2.6), embeddings (Section 2.8), and ML models (Section 2.7). In the chapters

that follow, we aim to address the research questions outlined in Section 1.1:

e Previous studies have shown that text watermarks are not robust when LLM-
generated texts are paraphrased. Concurrently, the current embedding watermarks
are dependent on trigger words for watermark injection. Chapter 3 leverages this
idea of paraphrasing the input text and shows that the embedding watermarks can

be diluted by dropping trigger words when performing imitation attacks on EaaS.

e In an effort to develop a defence resilient to paraphrasing attacks, Chapter 4

introduces a new watermarking technique based on linear transformation. Our
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preliminary methodology was inspired by obfuscation-based attacks against white-
box ML model watermarks, and insights from text watermark techniques led to

the development of the final proposed defence, WET.



Chapter 3

Paraphrasing Attack on EaaS

Watermarks

3.1 Introduction

In Section 2.8, we saw that recently, watermarks have been successfully added to EaaS
to protect the IP of these models against imitation attacks. EmbMarker (Peng et al.,
2023) introduced a method that integrates a target embedding into the original embed-
dings based on the presence of trigger words—a pre-defined set of words—in the input
text. However, Shetty et al. (2024a) demonstrated that an attacker could circumvent
EmbMarker by using a contrastive method to identify and remove the single target embed-
ding from the embedding space. To counter this attack, Shetty et al. (2024a) introduced
WARDEN, which strengthens the defence by incorporating multiple target embeddings,

making it more challenging for an attacker to eliminate all the watermarks.

This chapter tackles RQ1, where we hypothesise that these current EaaS defences
(Shetty et al., 2024a, Peng et al., 2023) are still vulnerable because they depend on
trigger words to implant watermarks. If an attacker develops a mechanism to reduce
the effect of these trigger words, then the target embedding would be diluted in the
embeddings used in the imitation attack, and this ultimately means it could circumvent
detection. We noted in Section 2.6 that current watermarks for text are not resilient to

paraphrasing attacks (Sadasivan et al., 2023, Krishna et al., 2024). Al-generated texts

33
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FIGURE 3.1: Tllustration of the trigger word (“masterpiece”) dropped by different
paraphrasing (using GPT-3.5 model) techniques.

are paraphrased in these attacks to disrupt the token sequence used for watermark de-
tection. In parallel work, He et al. (2024a) recently demonstrated that watermarks for
text can be circumvented with round-trip translation (another form of paraphrasing).
Motivated by these attacks on text watermarks, we suspect that the embedding water-
marks could be removed if the attacker were to paraphrase! the input text to remove the
trigger words (as illustrated in Figure 3.1) before querying Eaa$S for their embeddings
in an imitation attack. More concretely, the paraphrasing attack will create a pool of
paraphrase embeddings (i.e., embeddings from multiple paraphrases) for a given text.
These embeddings are then combined into a single embedding, which will further dilute
the watermark. The combined embeddings are subsequently used to train the attacker

model.

In this chapter, we evaluate the robustness of the existing EaaS watermark defences
against this paraphrasing attack. Our research aims to introduce this new type of attack
that future EaaS defences will need to consider. This chapter is organised as follows:
we first explain the attack methodology in Section 3.2. This is followed by experiments
and results in Section 3.3. Finally, we conclude and highlight the need for improved

watermark techniques for EaaS in Section 3.4.

!Paraphrases are sentences or phrases with the same semantic meanings but differing wordings. In
linguistics, defining such equivalence is difficult. Hence, we use the quasi-paraphrase definition from
Bhagat and Hovy (2013) as semantic equivalence.



Paraphrasing Attack on FaaS Watermarks 35

3.2 Methodology

In this section, we define the threat model of the conventional EaaS watermark for
imitation attacks in Section 3.2.1. We then introduce the design of our paraphrasing
attack in Section 3.2.2 and setups in Section 3.2.3. This is followed by a theoretical

analysis of such paraphrasing on watermark weights in Section 3.2.4.

3.2.1 Threat Model

In the context of watermarking schemes, the security of a system must be assessed for a
specific threat space. Following Peng et al. (2023), we now specify the setting outlining
the attackers’ knowledge, capabilities, and objectives for the EaaS watermarking scheme

below:

Attacker’s Knowledge. This refers to the details an attacker possesses regarding the
system. We assume that the training data, model architecture, and methodologies of
the victim EaaS (S,) are unknown (seen as a “black box”) to the attacker. Furthermore,
the attacker accesses the EaaS API as a normal service user. Additionally, the attacker

has a dataset D, to query the service S,.

Attacker’s Capability. We consider an active attacker who can employ various strate-
gies to reduce or remove the effect of the watermark and evade copyright verification.
We assume the attacker has a sufficient budget to query the EaaS provider S, to obtain
embeddings E, = {e; = Sy(s;)|s; € D,} and train a model O, using the texts from D,
as input and E, as output. Using this model ©,, the attacker provides a competitive

EaaS service S,.

Attacker’s Objective. The attacker intends to steal the victim model 6, and provide
a similar service S, at a lower price, as this approach is more cost-effective than training
a model from scratch. As shown in Xu et al. (2022), it could even be possible for the

attacker to achieve higher performance in the attacker model.
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FIGURE 3.2: An overview of our paraphrasing attack, where the (a) Green area
shows the EaaS watermarks (presented as the elements in Red) getting diluted due to
paraphrasing and potentially bypassed. On the contrary, the (b) Red area denotes a
traditional imitation attack without paraphrasing, resulting in copyright infringement.

3.2.2 Paraphrasing Attack

We propose generating multiple paraphrase embeddings and using their averaged embed-
ding to train the attacker model so as to bypass the detection of embedding watermarks;

see Figure 3.2 for an illustration.

Formally, we generate P paraphrased texts Sp = {s',---,s"} given an input text
s € D,. Note that attackers have the freedom to choose any feasible paraphrasing
methods, of which the victims are unaware. Next, we query the S, to obtain their

paraphrase embeddings and aggregate them into a single embedding by averaging:

P

Eq = {Sv(si)}i:v
B e (3.1)
an(Ea) - E ’Ea’ :

We will then use the aggregated embeddings (avg(E,); illustrated as the “Diluted Wa-
termarked Embeddings” in Figure 3.2 for training the attacker model in an imitation

attack.

To measure the success of this paraphrasing attack, we will evaluate embeddings’ down-
stream task performance (utility) and watermark verification accuracy (verifiability), as
detailed in Section 3.3.2. Recall that the attacker’s objective is to avoid watermark
detection while preserving the utility of the embeddings on target downstream tasks.
Therefore, we consider the attack successful if the downstream task performance is high

and watermark verification accuracy is low.
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3.2.3 Paraphrasing Attack Setups

To ensure a comprehensive evaluation of the paraphrasing attack, we experiment with
three paraphrasing methods: (i) GPT-3.52 with prompts; (ii) DIPPER (Krishna et al.,
2024), a paraphrase model; and (iii) round-trip translation using NLLB (Team et al.,
2022), a multilingual translation model. With these three paraphrasing setups, we can

test how sensitive the attack is to the paraphrasing methods.

Note that for all paraphrasing attacks, we use these aforementioned methods to generate
P = 5 paraphrases once; i.e., we do not make repeated queries. We also filter out poor
paraphrases, and in practice, after deduplication and filtering, there will be less than P
paraphrases in some cases. We provide further details about these paraphrasing methods

(e.g., prompts, model configurations, translation setups) next.

GPT-3.5

In this attack setup, we use the GPT-3.5 model, which powers the popular ChatGPT
(OpenAl, 2022a), to paraphrase the text. We prompt the GPT-3.5 model using the
maximum token length of 1000 and temperature of 0.7% and ask the model to paraphrase

an input text. We evaluate two prompts:

[ (Kirchenbauer et al., 2024) ]
J

C

As an expert copy-editor, please rewrite the following text in your own voice while

ensuring that the final output contains the same information as the original text and
has roughly the same length. Please paraphrase all sentences and do not omit any
crucial details. Additionally, please take care to provide any relevant information
about public figures, organisations, or other entities mentioned in the text to avoid

any potential misunderstandings or biases.

[ (He et al., 2024b) ]

[ You are a helpful assistant to rewrite the text. Rewrite the following text: ]

We first test the performance of PROMPT 1 (Kirchenbauer et al., 2024) and find that it

is subpar because PROMPT 1 has a tendency to hallucinate and expand on short input

2The exact model name is gpt-3.5-turbo-0125.
3 A higher temperature means more diversity in the generation; a generation temperature of 0 reduces
the sampling process to selecting the token with the highest probability (OpenAl, 2022b).
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text. This leads to a significant deviation of meaning and content from the original text.
Moreover, such hallucination also increases the likelihood of incorporating additional
trigger words. PROMPT 2, on the other hand, paraphrases without substantially chang-
ing the core meaning of the input text. Henceforth, all experiments use PROMPT 2. We

present some examples of the paraphrase output by these two prompts in Table 3.1.

DIPPER

We also experiment with an open-source off-the-shelf paraphraser model, DIPPER (Kr-
ishna et al., 2024), as an alternative model for paraphrasing the input text. DIPPER is an
LLM fine-tuned on a dataset of paragraph-level paraphrases specifically for performing
paraphrasing. Unlike previous paraphrasing models in the literature, which were single
sentence based, DIPPER is discourse-based, i.e., it uses multiple sentences in context while
paraphrasing. Krishna et al. (2024) found that DIPPER performs on par with GPT-3.5

models in terms of the diversity and quality of paraphrases.

DIPPER has two hyperparameters, lex and div, that control the paraphrasing quality.
lex handles the lexical diversity of words in the paraphrased text, whereas div controls
the content (or sentence) reordering in paraphrases. DIPPER accepts the following values

for these hyperparameters:
Lexical Diversity (1ex): {0, 20, 40, 60, 80, 100}.
Order Diversity (div): {0, 20, 40, 60, 80, 100}.

These values correspond to “similarity” control for paraphrases, increasing from left to
right. For example, lex = 40 roughly corresponds to a 40% lexical similarity between
the original text and its paraphrase. For more details, please refer to Krishna et al.

(2024).

We adopt the following “moderate” setting for all our DIPPER experiments: lex = 40 and
div = 40. In preliminary experiments, we found that this configuration still produces
significant changes to the text while preserving the content and meaning of the input.

We present some example DIPPER paraphrasing outputs in Table 3.2.
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Paraphrase Output

Dataset Input Text
PROMPT 1 PROMPT 2
tenaska Tenaska is a leading independent power producer in the United Tenaska
States, specializing in developing, owning, and operating power
plants. With a focus on natural gas and renewable energy
projects, Tenaska has a strong track record of success in the
energy industry. They are known for their innovative ap-
proach to project development and commitment to sustainabil-
ity. Tenaska's projects have helped to provide reliable and af-
g fordable energy to communities across the country.
-
é jones  graduate  school Course descriptions for the 2000-2001 academic year at the List of course descriptions
course descriptions list for Jones Graduate School are available. The list provides detailed for the 2000-2001 academic
2000 - 2001 information about the various courses offered during that period. year at Jones Graduate
Students can refer to these descriptions to learn more about the School
content and requirements of each course before enrolling. It is
recommended that students review the list carefully to make in-
formed decisions about their academic schedule.
the picture runs a mere 84  The film has a brief runtime of just 84 minutes, but it is far from  The film is only 84 minutes
minutes , but it 's no glance  hastily made. long, but it is not just a
quick look.
a a lot to do with the casting Juliette Binoche's casting as Sand in the film played a significant The casting of Juliette
% of juliette binoche as sand role, as her pale complexion, dark beauty, and characteristic Binoche as Sand is heav-
, who brings to the role her ~Warmth brought a unique depth to the role. ily influenced by her pale,
pale, dark beauty and char- dark beauty and character-
acteristic warmth istic warmth that she brings
to the role.
Extending schools hours to Increasing the duration of school hours has been proposed as a  Increasing school hours to
help low-income families way to assist low-income families. This initiative aims to provide support low-income fami-
children from disadvantaged backgrounds with additional educa-  |jgg
tional opportunities and support. By extending the school day,
students can have access to resources such as tutoring, mentor-
ing, and extracurricular activities that may not be available to
them outside of school hours. This program ultimately seeks to
level the playing field for all students, regardless of their socioe-
=) conomic status, by offering them a more equitable education.
E While there may be logistical challenges to implementing longer
= school hours, the potential benefits for low-income families and
their children are significant.
University of Kentucky University of Kentucky graduate generously donates $20 million  An alum from the Univer-
alum donates $20 million to the College of Law. This substantial contribution will un- sjity of Kentucky has gen-
to College of Law doubtedly have a profound impact on the institution, allowing erously donated $20 million
f?r' 'the enhancement of academic programs, resources, and fa- to support the College of
cilities. The generous gift from the alum demonstrates a strong Law
commitment to supporting legal education and the future suc- ’
cess of students at the University of Kentucky. This significant
donation will help advance the College of Law's mission and fur-
ther solidify its reputation as a leading institution in legal studies.
Saudi Arabia to open up oil The government of Saudi Arabia has announced plans to in- Saudi Arabia is prepared
taps Saudi Arabia says it is  crease oil production by an additional 1.3 million barrels per day to increase oil production
ready to push an extra 1.3 in an effort to stabilize rising oil prices. This decision is aimed by an additional 1.3 million
million barrels a day of oil a-t.addressmg the <_:urrent market conditions and ensuring a Sl-Jf- barrels per day in order to
. ficient supply of oil to meet global demand. By opening up its .. . .
into the market, to help re- . . . ) - address rising prices in the
R i oil taps, Saudi Arabia hopes to alleviate pressure on prices and
Verse surging prices. help bring stability to the oil market. This move highlights Saudi market.
Arabia's commitment to supporting the stability of the global oil
market and ensuring a reliable supply of oil for consumers world-
; wide.
2 Volkswagen Says #39;No Volkswagen has stated that there will be no wage hikes for em- Volkswagen states that
&) Room #39; for Wage ployees this year as the company gears up for negotiations with  there is no space for wage
< Hikes FRANKFURT, Ger- Germany's largest industrial union. This decision was announced

many Aug. 23, 2004 - Au-
tomaker Volkswagen said
Monday there is quot;no
room quot; for wage in-
creases this year as it pre-
pares for pay talks with
Germany #39;s largest in-
dustrial union.

on Monday, as the automaker emphasized that there is no ca-
pacity for salary increases at this time.

hikes this year as it gets
ready for  negotiations
with  Germany's  biggest
industrial union.

TABLE 3.1: GPT-3.5 paraphrasing examples using different prompts. PROMPT 1 ex-
hibits hallucination by adding extra information during paraphrasing, whereas PROMPT
2 preserves the semantic meaning whilst lexical diversity.
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Dataset Input Text

Paraphrase Output

g tenaska Tenaska

g jones graduate school course descrip- JONES Graduate School Courses for

- tions list for 2000 - 2001 the Academic Year 2000-2001
the picture runs a mere 84 minutes , At a mere 84 minutes long, the picture
but it 's no glance . is not worth a glance.

o

g a lot to do with the casting of juliette A great deal of it is due to the casting

w0 binoche as sand , who brings to the role  of Juliette Binoche as Sand, who gives
her pale, dark beauty and characteristic to the part her dark, pallid beauty and
warmth her characteristic warmth.
Extending schools hours to help low- Extending school hours to help families

% income families with low incomes

-

> University of Kentucky alum donates Alumnus of University of Kentucky
$20 million to College of Law gives $20 million to College of Law
Saudi Arabia to open up oil taps Saudi Saudi Arabia to open the taps of its
Arabia says it is ready to push an extra oil. Saudi Arabia has made the an-
1.3 million barrels a day of oil into the nouncement that it is ready to increase
market, to help reverse surging prices. its oil production by 1.3 million barrels

; per day, in order to reduce the escala-

2 tion in the price of this commodity.

U Volkswagen Says #39;No Room #39; FRANKFURT, Germany, August 23,

< for Wage Hikes FRANKFURT, Ger- 2004 Automaker Volkswagen said on

many Aug. 23, 2004 - Automaker Volk-
swagen said Monday there is quot;no
room quot; for wage increases this year
as it prepares for pay talks with Ger-
many #39;s largest industrial union.

Monday that there is no room for pay
increases this year, as it prepares to
enter into negotiations with Germanys
biggest industrial union.

TABLE 3.2: DIPPER paraphrasing examples. The quality of paraphrases appears to be
on par with those generated using GPT-3.5 (Table 3.1).

Language IDO 639-1 ISO 639-2/T Language Family
CHINESE (SIMPL) zh zho_simpl Sino-Tibetan
JAPANESE ja jpn Other
FRENCH fr fra Indo-European-Romance
GERMAN de deu Indo-European-Germanic
HINDI hi hin Indo-European-Indo-Aryan

TABLE 3.3: Different pivot languages used for RTT paraphrasing. For each language,
its ISO codes and family are listed (Zhu et al., 2024).

Round-Trip Translation

Round-trip translation (RTT) (He et al., 2024a) involves translating text to another
language (a.k.a pivot language) and then translating back to the original language (e.g.,
ENGLISH — GERMAN — ENGLISH). It is commonly used for evaluating machine trans-

lation systems because a good translation system should produce a similar final output
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Translate Output

Dataset Input Text
CHINESE ENGLISH (Re-translated)
g tenaska Fish
= jones graduate school course 2000-2001 List of courses at SUS 2000-
= descriptions list for 2000 - 2001 2001
the picture runs a mere 84 min- 84 The film is only 84 minutes
utes , but it 's no glance . long, but it is not a one-shot.
g a lot to do with the casting of Many of the characters are re-
% juliette binoche as sand , who lated to Juliette Binoche's role
brings to the role her pale , as Sand, but the main char-
dark beauty and characteristic acter is a young girl named
warmth "Sand".
Extending schools hours to Extended school hours to help
@) help low-income families low-income families
Z
E University of Kentucky alum 2000 University of Kentucky alumni
donates $20 million to College donate $20 million to law
of Law school
Saudi Arabia to open up oil 130 Saudi Arabia says it is ready
taps Saudi Arabia says it is to add 13 million barrels of
ready to push an extra 1.3 mil- oil a day to the market, and
lion barrels a day of oil into the is planning to increase produc-
market, to help reverse surging tion by another 10 million bar-
prices. rels a day.
n
% Volkswagen Says  #39;No Frankfurt, 23 August 2004 -
Z Room #39; for Wage Hikes The carmaker Volkswagen said
] FRANKFURT, Germany on Monday that there was "no
<

Aug. 23, 2004 - Automaker
Volkswagen said Monday
there is quot;no room quot;
for wage increases this year
as it prepares for pay talks
with Germany #39;s largest
industrial union.

room" for a wage increase this
year as it prepared to negotiate
with Germany's largest union.

TABLE 3.4: NLLB RTT (ENGLISH — CHINESE — ENGLISH) paraphrasing examples.
Compared with Table 3.1 and Table 3.2, the quality of paraphrases is subpar. This is
further investigated in Section 3.3.6, where no notable issues were observed.

compared to the original input (Somers, 2005). We explore pivot languages from various

language families compared to English (our original language), to increase the chance

of having significant modifications to the original input. Similar to other attack setups,

we use P = 5; hence, we consider five pivot languages listed in Table 3.3.

We use the NLLB (Team et al., 2022) 1.3B model variant, an open-source state-of-the-art

multilingual translation model.* We present a few RTT paraphrasing examples with

CHINESE as the pivot language in Table 3.4.

*While LLMs have made significant progress, Google Translate (https://translate.google.com/)
is still state-of-the-art for multilingual translations (Zhu et al., 2024). However, we estimate it would
cost $8,600, to use it for round-trip translation; hence making it unaffordable.


https://translate.google.com/
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3.2.4 Watermark Dilution with Paraphrasing

To recap, EmbMarker and WARDEN mix secret target embeddings into original embeddings
proportionally based on the number of trigger words present in the input text. This

proportion is also known as watermark weights.

We now provide theoretical validation to show that averaging these paraphrases reduces
the possibility of observing samples with high watermark weights. Lower watermark
weight means the watermark is diluted and, as a result, less transferable in an imitation

attack.

We provide an analysis of the impact of paraphrasing on watermarking weights in a

simplified setting as follows:

1. Each text token has a probability P; of being in the trigger words set t.
2. Sentence length is fixed |5].

3. Sentences with equal or more than one trigger acquire the same watermark weight

controlled by A > 0.

4. @ is the random variable capturing the likelihood of sentences having trigger words.

As per the above assumptions, the probability of a sentence S with length |S| having

trigger words is:
Ps=1—(1—P)" (3.2)

WARDEN uses trigger word frequency of [0.5%,1%]. Therefore, assuming P; = 0.005 and
|S| = 50, as per Equation 3.2 we get Pg = 0.222.

For the single-sentence case, the watermark weight is A - QQg, where
Q®s ~ Bernoulli(Pg).

In other words, it is a Bernoulli trial determining whether the sentence contains trigger

words, governed by Pg.
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FIGURE 3.3: Pg for different values of text length |S|. Expectedly, with increasing text
length |S|, the likelihood (IPg) of trigger words in the text increases.

For the case where P paraphrases are averaged, the watermark weight is A - Qp, where

Xp Ny
QP:?7 XP:Z_;Qg7

Xp ~ Binomial(P, Pg).

Xp captures how many sentences out of P contain trigger words, which will be a binomial

distribution of P independent Bernoulli trials governed by Pg.

When P = 10, we observe that P(Qgs > a) > P(Qp > a) for all a > 0.3. This indicates
that the probability of getting a watermark weight exceeding 0.3 is higher when P =1
(1 paraphrase) vs. P = 10 (10 paraphrases). Similarly, when P = 5, we find that
P(Qs > a) > P(Qp > a) for all a > 0.4. These observations suggest that paraphrasing

multiple times increases the likelihood of getting lower watermark weights.

We want to note that this paraphrasing effect diminishes with increasing text length
(IS]) because we have a higher probability (Pg) of having trigger words in the sentence
(as seen in Figure 3.3), i.e., paraphrasing will be less effective as the input text length
increases. To summarise, this theoretical analysis supports the RQ1 hypothesis that
paraphrasing could be an effective attack against current embedding watermarks. We

will now validate this theoretical finding empirically.
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3.3 Experiments

In this section, we present our experimental results to assess the strengths and limitations
of our proposed paraphrasing attack. We first describe the datasets (Section 3.3.1) and
metrics (Section 3.3.2) used, followed by the experimental settings in Section 3.3.3. In
Section 3.3.4, we empirically study the influence of paraphrasing on watermark weights
and validate the theoretical findings from Section 3.2.4. Next, we present the main re-
sults for paraphrasing attacks in Section 3.3.5, where we show that paraphrasing circum-
vents EaaS watermarks while preserving the utility of the embeddings. As paraphrases
are the main component of our attack, we investigate their quality in Section 3.3.6.
Finally, we perform detailed ablation studies to examine the impact of different compo-

nents of the paraphrasing attack, to understand potential confounds in Section 3.3.7.

3.3.1 Datasets

Following existing works by Shetty et al. (2024a) and Peng et al. (2023), datasets from
various domains are considered to benchmark our attack. These datasets cover a range

of prevalent NLP tasks, providing insights into the utility of the embeddings.

o Enron (Metsis et al., 2006) is a spam email classification dataset consisting of
data from about 150 employees of Enron Corporation. The subject lines of these

emails are used as the input text in our experiments.

o SST2 (Socher et al., 2013) consists of single sentences (used as input text) express-
ing sentiments about films from the Stanford Sentiment Treebank corpus. This

dataset is used for binary (positive or negative) sentiment classification.

o MIND (Wu et al., 2020) is a large-scale news recommendation dataset containing
detailed information such as title, abstract, body, and other metadata. In our
experiments, we consider the news title as the input text. MIND has added

complexity for the classification task due to the high number (18) of classes.

o AG News (Zhang et al., 2015) is another news classification dataset derived from
news articles from over 2000 sources. We use the description field of the news
article as the input text, which often comprises multiple sentences or a paragraph,

unlike the single-sentence inputs of the previous datasets.



Paraphrasing Attack on FaaS Watermarks 45

Dataset # Class # Train # Test Avg. Len.

ENRON 2 31,716 2,000 34.57
SST2 2 67,349 872 54.17
MIND 18 97,791 32,592 66.14
AG NEwS 4 120,000 7,600 236.41

TABLE 3.5: Statistics of datasets used in the experiments.

Table 3.5 presents some statistics of these datasets.

3.3.2 Metrics

To evaluate the effectiveness of the paraphrasing attack, we use the following metrics to

assess downstream task utility and watermark verifiability.

Downstream Task Utility. Using the EaaS embeddings (e,) as input, we build
multi-layer perceptron classifiers for a range of classification tasks predicting dataset
class labels and evaluating the accuracy (ACC) and Fj-score (F1) performance. These
evaluation metrics serve as an indicator of whether watermarking degrades the quality
of the original embeddings. Ideally, there should be minimal performance differences

between the watermarked and original embeddings.
ACC is the proportion of correct decisions out of the total number of samples,

Number of Correct Decisions
ACC =

Total Number of Decisions
We value false positives (FPs) and false negatives (FNs) equally; consequently, the F1
will be computed as follows:

P — 2 x Precision x Recall

Precision + Recall
where:

Procisi TPs Recall TPs
recision = ———— ecall = ——————.
TPs + FPs’ TPs + FNs
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Watermark Verifiability. To verify the watermark, we compare the embeddings
of the attacker model for two verification datasets (same as Section 2.8.2): (i) one
containing texts with trigger words (backdoor set, E,,) and (ii) the other containing
texts with no trigger words (benign set, E.). Intuitively, we should find higher similarity
between the target embedding w with F,, than with E.. In our experiments, we use

cosine similarity to measure similarity.”

Formally, we compute the average cosine similarities between the embedding e (from

E,, or E.) and target embedding w and then take their difference:®

||
COSavg (F ’ o[pA Zcos e;,w

Acos = Cosavg(Ew) — COSan(EC).

Ideally, Acos should be high as it indicates the verification process can accurately identify
FE,, without confusing it with E.. Another important metric is the area under the receiver
operating characteristic curve (AUC). The AUC can be interpreted as the probability that
we rank a random positive sample (from the backdoor set) higher than a random negative
sample (from the benign set) (Mitchell et al., 2023). In practice, we set a threshold for
the distance metric (Acos) to ascertain whether an imitation attack has occurred. With
AUC we can distinguish the backdoor set from the benign set across various thresholds.
A perfect AUC (i.e., 100) indicates that two sets are entirely distinct. We compute the

AUC based on average cosine similarities.

3.3.3 Experimental Details

In terms of model configurations and hyperparameters, we largely follow the experimen-
tal settings outlined by Shetty et al. (2024a). Table 3.6 shows the complete hyperpa-

rameter settings.

® Although I distance is also used as a similarity metric conventionally, we found similar performances
in our experiments (in the case of normalised embeddings, I = 1/2(1 — cos)) and thus did not include
it.

SFor simplicity, we show the Acos calculation for the EmbMarker (single watermark). They are similar
for the multi-watermark extension, i.e., WARDEN; we direct readers to Shetty et al. (2024a) for more
details.
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Model Hyperparameter  SST2 MIND AG News Enron

Victim EaaS Emb. Dim. 1,536 1,536 1,536 1,536
Max. Tokens 8,192 8,192 8,192 8,192
Learning Rate 5x 1072 5x107° 5x107° 5x107°
Attacker Batch Size 32 32 32 32
Model Hidden Size 1,536 1,536 1,536 1,536
Dropout Rate 0.0 0.0 0.0 0.0
Learning Rate 1072 1072 1072 10~2
Downstream Batch Size 32 32 32 32
Classifier Hidden Size 256 256 256 256
Dropout Rate 0.0 0.2 0.0 0.2

TABLE 3.6: Hyperparameter settings of different models involved in the baseline EaaS
watermarks and our experiments.

Victim EaaS. To simulate the imitation attacks, we use GPT-3 text-embedding-002
(OpenAlI, 2022b) as the victim EaaS (S,) to retrieve the original (non-watermarked)
embeddings.”

Attacker Model. We use BERT (Devlin et al., 2019) as the attacker model, with a
two-layer feed-forward network attached to produce the copied embeddings in imitation

attacks and a mean squared error loss for training as follows:

2
Sa(8;04) — Sy(s)

)

2

O = arg néin Esep,

a

where S, is the attacker EaaS based on model ©, and s is an input text from attacker
dataset D,. Additionally, we assume that the attacker model is trained solely on the

watermarked outputs of the victim model.

Downstream Classifier. We employ e, as the input features for a two-layer feed-
forward network classifier with the task of predicting the class label (replicating a down-
stream task) to assess the utility of the provided watermarked embedding e,. The

classifier is trained using the cross-entropy loss.

TAll watermarking techniques experimented in this thesis (EmbMarker, WARDEN, and WET (Sec-
tion 4.2.2)) inject watermarks post-hoc into the embeddings produced by the API calls.
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FIGURE 3.4: Distribution of the number of paraphrases (P) across samples in the

datasets using GPT-3.5.

Baseline EaaS Watermark Details We use the default settings of the baseline EaaS

watermark methods (EmbMarker and WARDEN) unless specified otherwise.

o WARDEN (Section 2.8.2): The size of the trigger word set n is 20, and the maximum

number of trigger words m is 4, with a frequency interval for trigger words being

[0.5%, 1%]. The number of watermarks R is 4.

o EmbMarker (Section 2.8.1): The settings remain the same as described for WARDEN

above, with the number of watermarks (R) set to 1.

Paraphrases. We first generate P(= 5) unique paraphrases for each input text and

then filter out poor paraphrases based on cosine similarity between the original input

text embedding and paraphrase embedding. Consequently, on average, we obtain 2.68,

3.30, 3.41, and 4.89 paraphrases using GPT-3.5 for ENRON, SST2, MIND, and AG

NEWS, respectively. Figure 3.4 presents the distribution of the number of paraphrases.

Cost. The approximate total number of tokens for the datasets are: ENRON = 377K

SST2 = 1M; MIND = 2M; and AG NEws = 7M. Considering P = 5 and assuming a

similar output length as the input length, the expected cost of generating paraphrases

using GPT-3.5% would be under $105.

8GPT-3.5 Pricing (June 2024): Input - $0.50/1M tokens and Output - $1.50/1M tokens.
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Code and Compute Details. We extend the watermarking implementation by Shetty
et al. (2024a).” We use the Huggingface Transformers (Wolf et al., 2020) framework
for model development and utilise the datasets library (Lhoest et al., 2021) for data
assessed in this work. All experiments are conducted using a single A100 GPU with
CUDA 11.7 and PyTorch 2.1.2. We perform each main experiment independently five
times (using different random seeds) and present the average results with the standard

deviation to account for randomness.

3.3.4 Results: Watermark Weight

We now validate our theoretical analysis from Section 3.2.4, which shows that para-
phrasing dilutes the watermark. The findings show a lower likelihood of having higher
watermark weights due to averaging of multiple paraphrases. Figure 3.5 presents the
empirical watermark weight distribution with varying numbers of paraphrases P for
EmbMarker and WARDEN using GPT-3.5 as the paraphrase model.' As P increases,
we observe that the watermark weight decreases (this is particularly evident with the
dashed vertical lines denoting mean watermark weight moving leftward), suggesting that
incorporating more paraphrases dilutes the watermark. We present similar analysis for
DIPPER and RTT in Figures 3.6 and 3.7 respectively and observe similar behaviours.
Overall, these results provide empirical validation that paraphrasing dilutes watermark
weights, making watermarks less transferable and hence circumventing watermark de-
tection. Next, we perform our paraphrasing attacks as described in Section 3.2.2 on

EaaS watermark baselines and evaluate the attacks’ effectiveness.

%https://github.com/anudeex/WARDEN.git
10EmbMarker and WARDEN have the same watermark weight, so these results apply to both methods.


https://github.com/anudeex/WARDEN.git
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FIGURE 3.5: Watermark weight distributions for different datasets (in subcaption) and

the number of GPT-3.5 paraphrases (P).

The dashed vertical lines denote the mean

watermark weight. In general, aggregating watermarked embeddings from more para-
phrases (larger P) reduces the watermark weights (with dashed vertical lines shifting

leftwards).
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Method ACC 1 F1 1 Acos | AUC |
WARDEN 94.50+£0.34 94.50+0.34 5.20+0.34 97.40+0.54
+GPT-3.5 Attack 92.81+0.21 92.814+0.21  0.70+0.22  68.90+7.79
+DIPPER Attack 91.34+0.52 91.3340.52 0.46+0.11 67.501+5.56
+NLLB Attack 93.35+0.23 93.35+£0.23  0.65+0.12  71.95+4.04
(a) Enron
WARDEN 93.10+0.12 93.10+0.12  2.57+1.19  86.754+6.20
+GPT-3.5 Attack 92.75+0.15 92.754+0.15  0.93+0.09  75.90+2.91
+DIPPER Attack 91.70£0.27 91.66+0.27  0.90+£0.17  71.95+2.69
+NLLB Attack 92.57+0.09 92.55+0.08  1.064+0.19  69.35+2.94
(b) SST2
WARDEN 77.31£0.08 51.474+0.23 5.27+0.17  98.10+0.51
+GPT-3.5 Attack 77.01+0.05 51.244+0.22  1.854+0.21  79.4043.08
+DIPPER Attack 76.86+0.07 50.54+0.17  3.47+0.12  96.70+0.51
+NLLB Attack 76.644+0.10 50.36+0.11  3.894+0.06  97.80+0.33
(c) MIND
WARDEN 93.51+0.13 93.50+£0.13 14.46+0.68 100.0040.00
+GPT-3.5 Attack 92.28+0.12 92.26+0.13 7.23+0.34 100.00+0.00
+DIPPER Attack 92.50+0.11 92.48+0.11 11.044+0.40 100.0040.00
+NLLB Attack 92.70+0.10 92.69+0.10 10.56+0.44 100.0040.00
(d) AG News

TABLE 3.7: Performance of paraphrasing attack on WARDEN for SST2, MIND, AG

NEwsS, and ENRON datasets. +GPT-3.5 Attack, +DIPPER Attack, and +NLLB Attack

represent different paraphrasing attack setups as mentioned in Section 3.2.3. From an

attacker’s perspective, T means higher values are better and | means values metrics are
better. All the metrics are in %.

3.3.5 Results: Utility and Verifiability

Tables 3.7 and 3.8 present the utility and verifiability of WARDEN and EmbMarker, respec-
tively, under paraphrasing attack. As an attacker, we want high utility and low verifi-
ability. In terms of utility (ACC and F1), all paraphrasing methods (+GPT-3.5 Attack,
+DIPPER Attack, +NLLB Attack) only result in a small negative impact on downstream
performance, suggesting that paraphrasing does not degrade the quality of the embed-
dings. In terms of verifiability, for Ac.s, we see the numbers drop significantly after
paraphrasing, showing that it is now harder to detect the watermark. AUC tells a similar
story, with one exception: watermarks for AG NEws are still verifiable (close to 100.00),
suggesting that the paraphrasing attack is less effective for this dataset. We suspect this

is because AG NEws has much longer texts (see Table 3.5), which means paraphrasing
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Method ACC 1 Fi 1 Avos | AUC |
EmbMarker 94.58+0.09 94.58+0.09  5.44+0.13  93.50%+0.97
+GPT-3.5 Attack 92.80+0.19 92.80+0.19 -0.03£0.07  49.80+1.35
+DIPPER Attack 92.35£0.48 92.35+0.49  0.63£0.16  61.85+4.52
+NLLB Attack 93.38+0.20 93.38+£0.20  0.69+0.20  65.25+3.68
(a) Enron
EmbMarker 92.8940.25 92.89+0.25 4.05+£2.70  95.04+£2.30
+GPT-3.5 Attack 92.86+0.17 92.86+0.17 0.68+£0.10  68.20+2.94
+DIPPER Attack 91.31+£0.24 91.27£0.25  0.94+0.12  79.95+3.89
-+NLLB Attack 92.66+0.55 92.64+0.55 0.76+0.11  78.20+£3.60
(b) SST2
EmbMarker 77.34£0.06 51.63+£0.16  3.93+0.11  93.10+0.94
+GPT-3.5 Attack 77.01+£0.07 51.23£0.13  1.04+0.08  67.75+1.66
+DIPPER Attack 76.83+£0.09 50.56+£0.11  2.224+0.09  90.15+1.68
+NLLB Attack 76.59+0.14 50.32+0.26  2.11+0.07  85.80£1.34
(c) MIND
EmbMarker 93.47£0.12 93.47£0.12 12.53+0.67 100.00+£0.00
+GPT-3.5 Attack 92.17+0.04 92.15+£0.04 4.66+£0.36  99.154+0.34
+DIPPER Attack 92.47+£0.10 92.454+0.10  6.68+£0.40 100.00+0.00
-+NLLB Attack 92.76+0.13 92.74+£0.13  6.30+0.35 100.00+0.00
(d) AG News

TABLE 3.8: Performance of paraphrasing attack on EmbMarker for different scenarios,
similar to Table 3.7.

has the possibility of introducing additional trigger words not in the original text. This
observation is supported by our theoretical analyses from Section 3.2.4, which showed
that although with paraphrasing we reduce the probability of higher watermark weights,
this effect diminishes with longer text. We note that paraphrasing is still diluting the
watermarks in AG NEWS because of the decrease in the Ay, but the watermark is not
diluted enough to circumvent the watermark detection. That said, an attacker has the
freedom to select their training strategy; this means they can technically still exploit

this paraphrasing vulnerability by using shorter texts when imitating the victim model.
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3.3.6 Analysis: Quality of Paraphrases

Content Warning: This section directly quotes content that contains offen-

sive/hateful speech, profanity, and other potentially triggering content.

The paraphrases used in our attack should preserve the semantic content of the original
input. If the paraphrases are too different, the embedding quality will degrade, leading to
utility loss. We measure paraphrase quality by calculating the cosine similarity between
the original and paraphrased text embeddings. As shown in Figure 3.8, before any
filtering, most paraphrases are similar to the original text, demonstrating good-quality
paraphrases. Although there are still some paraphrases with low similarity (i.e., we
see non-zero density for <0.9 similarities), corresponding to the left-side entries of the
distribution plots. We now manually investigate these low cosine similarity cases using

the GPT-3.5 paraphrase model.

Our manual analyses reveal that poor paraphrases usually occur when the input contains
ambiguous, offensive, or copyrighted content. Since the current LLMs are aligned to
respond safely to such inappropriate inputs (Zhao et al., 2024a), they output templated
non-answers, as shown in Table 3.9. In the context of the imitation attack, it is better
to filter out such problematic inputs, as they are not genuine paraphrases. Based on this
observation, we implement the cosine similarity filter to remove these poor paraphrases
from our attack. If no valid paraphrases are found after filtering, we use the original

input text.

To understand the best cosine similarity filter threshold, we look at utility vs. verifiability
plots over ENRON, etc. Interestingly, we see that the filter threshold can have a significant
impact on the utility, e.g., for ENRON, we see a drop of over 2% when we use a very low
threshold; this applies to all other graphs in Figure 3.9. We settle on a threshold of 0.80,

as it is a good trade-off between utility and attack performance (i.e., lower verifiability).
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o7

Dataset

Input Text

Paraphrase Output

Enron

no risk kiosk pg Inbcer

Unfortunately, the text you provided
doesn’t seem to make sense as it is cur-
rently written. Could you please clarify
or provide more context? I'm here to
help!

uncensored home - made incest photo
and video ! ax hipster

Please note that | can't assist with this
request.

SST2

rape and

I'm sorry, | can’t assist with that. If you
have any other requests or need help
with a different topic, feel free to let
me know!

a fun

Sure, | can help with that! Could you
please provide the complete text that
you need rewritten?

MIND

Adam Schiff’s full opening statement at
the first public impeachment hearing

I'm sorry, but | cannot provide verbatim
excerpts from copyrighted texts such as
transcripts. However, | can help sum-
marize the statement or provide infor-
mation on its key points and themes.
Would you like me to do that?

Devin Nunes' full opening statement at
the first public impeachment hearing

I'm sorry, but | can't provide verbatim
excerpts from copyrighted texts. How-
ever, | can summarize the content for
you if you want.

TABLE 3.9: WARNING: Contains offensive/hateful speech, profanity, and other po-
tentially triggering content. Some poor (having low cosine similarity with the original

input text) paraphrase examples using the GPT-3.5 paraphrase model.
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FIGURE 3.10: GPT-3.5 paraphrase attack performance against different number of

3.3.7 Ablation Studies

watermarks (R) in WARDEN.

In this section, we present ablation studies to examine the impact of the following factors:

the number of watermarks, number of paraphrases, non-watermark cases, attacker model

size, and training data size. Please note that all these ablation studies are conducted

using the GPT-3.5 paraphrase model (one of the three attack setups in Section 3.2.3).

Number of Watermarks (R) in WARDEN.

In this study, we check if the paraphrasing

attack is effective for different number of watermarks (R) in WARDEN. There is fluctuation

in watermark verifiability (represented by red lines) metrics when R changes as per

Figure 3.10. Overall, the verifiability metrics remain low, indicating that paraphrasing

continues to be an effective attack across different numbers of watermarks in WARDEN.

The notable exception is AG NEWS, where paraphrasing attack is ineffective in general,

as seen in our main results Section 3.3.5.



Paraphrasing Attack on FaaS Watermarks 60

Utility Verifiability
ACCT F11 Agsl AUCY
No Attack 93.85 93.85 5.39 97.75

Dataset Paraphraser

ENRON GPT-3.5 95.30 95.30 6.65 98.50
DIPPER 95.30 95.30 8.47 99.50

NLLB 94.95 94.95 8.64 99.25

No Attack 93.12 93.12 5.21  100.00

SST2 GPT-3.5 93.35 93.34 6.69 96.25
DIPPER 92.66 92.65 8.73 99.50

NLLB 93.23 93.23 7.36 98.25

No Attack 77.23 514 5.54 98.50

MIND GPT-3.5 77.06 52.07 12.74 100.00
DIPPER 77.23 5546 15.58 100.00

NLLB 77.12  56.89 14.97 100.00

No Attack 93.43 93.43 15.29 100.00

AG NEwWS GPT-3.5 93.11 93.10 19.68 100.00
DIPPER 93.59 93.58 19.26 100.00

NLLB 93.39 93.39 1897 100.00

TABLE 3.10: Impact of scaling up the dataset with paraphrases instead of averaging
the paraphrase embeddings in paraphrasing attack. “No Attack” represents the normal
WARDEN watermarking scenario without paraphrasing attacks.

Impact of Scaling Train Dataset. A potential confound is that generating multiple
paraphrases effectively increases the training data size during the imitation attack. To
tease out this effect, we run another experiment where we scale up the training data
size to match the size used in the paraphrasing experiment; results in Table 3.10. In-
terestingly, we find that watermark detection performance goes up, demonstrating that
the success of paraphrasing in evading detection is not due to increased training data
size. This is expected as, with increased dataset size, we have more samples with trigger

words, making watermarks more transferable.
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FIGURE 3.11: GPT-3.5 paraphrase attack performance for different number of para-
phrases (P).

Number of Paraphrases (P).

In Figures 3.11 and 3.12, we present the influence of

the number of paraphrases (P) in paraphrasing attack on verifiability and utility. Util-

ity (accuracy) remains relatively constant, with only minor fluctuations in verifiability.

These results indicate that the paraphrasing attack is not sensitive to P and that it

is possible to achieve a relatively successful attack with P = 1. This is significant as

GPT-3.5 attack will be more economical with fewer paraphrases.
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FicURE 3.12: DIPPER paraphrase attack performance for different number of para-
phrases (P).
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Dataset Paraphraser w
ACCT F11

GPT-3.5 92.85 92.85

ENRON DIPPER 92.00 91.99
NLLB 93.25 93.25

GPT-3.5 92.43 92.43

SST2 DIPPER 91.17 91.13
NLLB 92.20 92.18

GPT-3.5 76.97 51.29

MIND DIPPER 76.98 50.68
NLLB 76.72 50.47

GPT-3.5 92.22 92.21

AG NEwsS DIPPER 92.51 92.51
NLLB 92.61 92.59

TABLE 3.11: Paraphrasing attack on a non-watermarked victim model. Note that
utility is preserved, as expected.

Non-Watermark Cases. It will be unknown to an attacker whether the model they
are attempting to imitate contains watermarks or not. In non-watermark cases, the
attacker would want no significant utility degradation while still being able to imitate
the model. We thus perform the paraphrasing attack on a non-watermarked model.
Table 3.11 illustrates the effectiveness of paraphrasing attack, showing minimal impact

on the utility metrics of an innocent model.

Impact of Attacker Model Size. We assess whether our attack’s performance varies
with the attacker model’s size in an imitation attack by conducting experiments using
SMALL, BASE, and LARGE variants of the BERT (Devlin et al., 2019). The results, sum-
marised in Table 3.12, demonstrate that paraphrasing attack performance is not sensitive

to the attacker model size.
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Dataset Attacker Utility Verifiability
Model Size ACCT F11T Agsl AUC|

No Attack  93.85 93.85 5.39 97.75

ENRON Small 92.60 92.60 0.12 57.75
Base 92.45 92.45 0.57 66.50

Large 92.70 92.70 0.39 61.50

No Attack  93.12 93.12 5.21  100.00

SST2 Small 92.55 92.55 0.37 63.75
Base 92.78 92.77 0.82 75.25

Large 93.12 93.12 0.31 62.50

No Attack  77.23 51.40 5.54 98.50

MIND Small 76.93 51.17 2.18 83.50
Base 76.99 5148 2.15 82.25

Large 76.95 51.34 2.16 78.75

No Attack  93.43 93.43 15.29 100.00

AG NEWS Small 92.42  92.40 8.61  100.00
Base 92.39 92.38 7.54  100.00

Large 92.51 92.49 7.29  100.00

TABLE 3.12: Impact of attacker model size on paraphrasing attack performance. “No
Attack” is the normal WARDEN watermarking case with no paraphrasing attack.
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3.4 Conclusion

This chapter highlights the vulnerabilities of existing EaaS watermarks (WARDEN and
EmbMarker) when subjected to input text paraphrasing in an imitation attack. Our
proposed methodology involves generating multiple paraphrases for input text and com-
bining (averaging) their embeddings, effectively reducing the impact of trigger words
and thereby diluting the watermark. We study both empirically and theoretically the
effects of paraphrasing on watermark weights. We perform these attacks using differ-
ent paraphrasers on EaaS watermarks across various datasets. The attack is successful
in most scenarios, demonstrating its effectiveness. The only negative result is the AG
NEWSs dataset, where due to longer text, paraphrasing is unable to dilute the watermark
enough to avoid detection. We analyse the quality of paraphrases to motivate why it is
important to have a filter to keep only good paraphrases in the attack. Lastly, we present
additional ablation studies on different paraphrasing attack components and variations
to understand their impact. Most of these studies suggest that attack performance is

insensitive to these variations.

We want to clarify that our intention in this chapter is to raise awareness about this
new form of attack, as we believe the first step in improving security is by exposing
vulnerabilities. In the next chapter, as a countermeasure, a new watermarking technique,

WET, is proposed that is resilient to paraphrasing attacks.



Chapter 4

Watermarking EaaS with Linear

Transformation

4.1 Introduction

In the last chapter, we demonstrated that paraphrasing dilutes the current state-of-the-
art EaaS watermarks, thereby uncovering a new type of vulnerability in these water-
marking techniques. The drawback of existing watermarks is their reliance on trigger
words to implant watermarks. This limitation motivated our paraphrasing attack, which
exploits this trigger word dependency by reducing their impact through the combination

of multiple paraphrases.

To enhance the robustness of the watermarks and answer RQ2, we introduce a novel
watermarking technique, Watermarking EaaS with Linear Transformation (WET), in
this chapter. This watermark method applies linear transformations to the original
embeddings to implant watermarks and then verifies the watermarks through reverse
transformations. The advantage of WET is that it does not depend on trigger words to
inject watermarks or the input text in the watermarking process. We analyse WET both

theoretically and empirically to show it is robust against the new paraphrasing attack.

In this chapter, we begin by outlining the methodology for our defence, WET in Sec-
tion 4.2. In Section 4.3, we evaluate our new watermarking technique and benchmark
it against paraphrasing attacks. For completeness, we also discuss the initial methodol-
ogy involving “hyperdimensions” in Section 4.4, which inspires the linear transformation

66
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FIGURE 4.1: An overview of the workflow for WET. The left block shows the water-

marking process using a secret transformation matrix T. The right block shows the

watermark verification process, employing the pseudoinverse of the transformation ma-

trix TT. The recovered embedding e/ and the original embedding e, are then compared
in copyright verification.

technique. We discuss its flaws and the evolution towards WET. Finally, we conclude the

chapter by summarising the findings in Section 4.5.

4.2 Methodology

In this section, we outline the setup under which we develop the EaaS watermark for
imitation attacks in Section 4.2.1. Subsequently, we describe the new watermark proto-
col, WET in Section 4.2.2, followed by theoretical proof demonstrating the robustness of

WET against paraphrasing attacks in Section 4.2.3.

4.2.1 Problem Definition

To summarise the threat model from Section 3.2.1, we assume that a malicious attacker
conducts an imitation attack on a victim EaaS service S, based on the model ©,. The
attacker queries S, to collect the embeddings (which are watermarked, unbeknownst to
the attacker) for a set of input texts D,, which will then be used for training an attacker
model ©,. The goal of the attacker is to provide a competitive EaaS service S, and they
may actively employ strategies to remove or bypass the watermark. For the victim, i.e.,
the EaaS provider, it is crucial that the watermarked embeddings e, perform similarly
to the original non-watermarked embeddings e, on downstream tasks. To determine
whether their model has been copied, the victim will query suspicious services S, to

check if the returned embeddings contain the injected watermarks.
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4.2.2 WET Defence

To remedy the shortcomings in the present EaaS watermarking defences identified in the
previous chapter, we introduce Watermarking EaaS with Linear Transformation (WET),
a novel embedding watermarking protocol designed to be robust against paraphrasing
attacks. This method is illustrated in Figure 4.1. The core idea is to use a preset linear
transformation matrix T, which is unknown to the attacker, to transform an original
embedding e, into a watermarked embedding e, (see the left part of Figure 4.1). Our
watermarking technique discards the original embedding dimensions and retains only the
transformed ones, making the watermark harder to detect by an attacker.! To check for
the watermark in a copied embedding e;, (produced by the attacker model), we apply the
reverse transformation (using pseudoinverse T™) to it and assess whether the recovered

embedding e/ is similar to the original embedding e, (see the right part of Figure 4.1).

Watermark Injection Method

Given a transformation matrix T, we (i) multiply the matrix with the original embedding

e, and (ii) normalise? the transformed embedding to a unit vector:

T.
ep, = Norm(T - e,) = G

SN—— HT-GOH 41

Q) (4.1)

—_———
(i)

A watermark injection example appears in Figure 4.2B. Unlike previous EaaS water-

marks, our approach does not rely on trigger words and target embeddings for watermark

injection, which is vulnerable to paraphrasing attacks. Instead, we watermark all the

output embeddings, leading to denser signals and making it more difficult to bypass

while maintaining the same level of wtility for FaaS users.

We initially explored embedding dimension obfuscation by adding new dimensions mixed with the
original ones, inspired by Yan et al. (2023). However, we found that these obfuscated dimensions could
be easily identified using feature correlation and feature importance techniques, which we will discuss in
Section 4.4.

2Currently, the embeddings provided by the EaaS providers are unit vectors. Moreover, unit vectors
make it more stealthy; simply returning T - e, might give avenues for the attacker to exploit. For these
reasons, we normalise the vector after linear transformation. Our preliminary study found no significant
difference in performance whether this normalisation step is used or not.
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00 00 00 00 00 037 054 0.0 0.0 0.09]
009 00 00 00 00 00 037 054 00 0.0
0.0 009 00 00 00 00 00 037 054 00
00 00 009 00 00 00 00 00 037 054
054 00 00 009 00 00 00 00 00 0.37
037 054 00 00 009 00 00 00 00 0.0
0.0 037 054 00 00 009 00 00 00 00
0.0 00 037 054 00 00 009 00 00 0.0
0.0 00 00 037 054 00 00 009 00 00
| 00 00 00 00 037 054 00 0.0 0.09 0.0 |

(A) Example 10 x 10 circulant transformation matrix, T.

[0.03] [0.26]] [0.28]
0.10 0.31 0.34
0.50 0.42 0.46
0.12 0.47 0.52
0.14 0.18 0.2
L oo TN Hoor| [T {o.08
Transformation Matrix 0.33 0.32 0.35
0.35 0.28 0.31
0.52 0.15 0.17
10.43 ] 10.15] 10.17]
—— ——
eo €p

(B) WET watermark injection example.

FIGURE 4.2: An example of WET defence process. In this illustration, hyperparameters
aren =w = 10 and k£ = 3.

Matrix Construction. One challenge for WET is designing the transformation ma-
trix T. An important consideration in constructing T is to balance the trade-off be-
tween utility and verifiability. The matrix should be sparse because a dense matrix will
mix semantic information from many dimensions together, affecting utility and making
subsequent model training (the attacker model in imitation attack) more challenging.
Importantly, the matrix should be invertible®, as we will use the pseudoinverse in water-
mark verification to perform a reverse transformation to recover the original embeddings
from the watermarked ones. It is crucial that the transformation matrix is both full-
rank and well-conditioned for accurate pseudoinverse computation. Moreover, full-rank
guarantees a lower condition number, which is beneficial for computing well-conditioned

pseudoinverses, as noted by Strang (2016).

3The use of the term “invertible” here is rather loose. This property technically is not applicable
for rectangular matrices (as could be the case when dimensions of original (n) and watermarked (w)
embeddings are not the same in T). We use it to mean achieving accurate pseudoinverse calculations.
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Algorithm 1 Transformation Matrix Generation.
Require:

n: # original embedding dimensions

k: # original dimensions used in transformation

w: # watermarked embedding dimensions

1: function MATRIXGEN(n, k)

2 Initialise T «+ ¢

3 row < ROWGEN(n, k) > RIX7
4 count < 0

5: for eachi=1,2,--- ,w do > Circular Property
6 T[i] + row

7 row <— ROLL(row)

8 count +=1

9: if count == n then > Re-generate Row
10: row < ROWGEN(n, k)

11: count < 0

12: end if

13: end for

14: return T > RWx™

15: end function

16: function ROWGEN(n, k)

17: Initialise row <— Zeroes(n)

18: positions « Sample(n, k) > Correlations
19: for p in positions do

20: row[p] ~ U(0,1) > Random Value
21: end for

22: row < Norm(row)

23: return row

24: end function

25: function ROLL(row)

26: n < len(row)

27: for eachi=1,2,--- ,n do

28: row|i] < row[(i + (n — 1))%n] > Shift one position right
29: end for

30: return row

31: end function

Given these desiderata, we adopt circulant matrices (Gray, 2006) to ensure that these
full-rank and well-conditioned properties are met. An example of such a matrix T is
illustrated in Figure 4.2A. The first row in T is generated randomly, and subsequent rows
are circulations of the initial row. The positions and values of non-zero entries in the first
row are selected randomly. This random value generation is crucial; if equal weights are
assigned, the matrix is not full-rank (as validated in Section 4.3.7). A circulant matrix

is full-rank if the first row has non-zero fast Fourier transform values (corresponding
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to the eigenvalues of the circulant matrix), which is more probable* with our proposed
row construction (Gray, 2006). Moreover, cycle shifts ensure that all dimensions in the
original embedding contribute equally to the watermark. This enhances stealthiness;
otherwise, the attacker could exploit this skewness. Thus, the watermarked embeddings
in WET will have more balanced dimensions, i.e., all the original embedding dimensions

are used a roughly equal number of times in linear transformations.

Algorithm 1 details the generation of the transformation matrix with aforementioned
properties. Two hyperparameters to consider are w and k: w represents the number of
dimensions of the watermarked embeddings, and k represents the number of original di-
mensions used to compute a dimension in the watermarked embeddings. When w > n (n
is the original embedding dimensions), this approach will result in repetitive rows, caus-
ing rank deficiency and affecting the stealthiness of T since some rows will be repeated.
To mitigate this issue, we generate a new row each time the iteration exceeds n and
continue the cyclic process. We explore and discuss alternative matrix constructions by

relaxing various properties (such as circularity, randomness, and others) in Section 4.3.7.

Watermark Verification Method

The verification process attempts to decode the watermarked embedding from suspicious
EaaS service providers using the authentic T and verify whether it matches the original
embedding. That is, we first apply the pseudoinverse of the transformation matrix T

to the copied embedding e; to produce recovered original embedding e’:

/ + /

e =T - e
NS AN (4.2)
Rnx1 R Rwx1

where T is the Moore-Penrose inverse (a.k.a pseudoinverse) (Strang, 2016). When
T has linearly independent rows (guaranteed by our circulant matrix construction; see

Algorithm 1), then T is a right inverse, i.e., T - Tt = I,,.

To check the transformation aligns with the authentic watermark process (i.e., using T),
we measure the similarity between the recovered embedding €] from the attacker model

and the original embedding e, from the victim model. If the attacker trains their model

4We check this while constructing T and exit if the condition is unsatisfied. However, we did not
encounter such a scenario in our experiments.
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using the victim’s embeddings, the similarity score should be high. As before, we use

cosine similarity to measure similarity as follows:

e e,
cos(el, ey) = — 2. (4.3)
77 lebll - lleoll

4.2.3 Robustness to Paraphrasing Attacks

WET watermarking process is independent of the input text but conditioned on the orig-
inal embeddings; hence, our approach is naturally robust to paraphrasing attacks. If we
use input text anywhere in the watermarking process, the watermark will not be resilient
to paraphrasing attacks. We now show theoretically how the linear transformation used
in WET is robust against paraphrasing during imitation attacks, where the attacker model

embeddings will still have the watermark.

Theorem 1 (WET Effectiveness against Paraphrasing Attack) Given P watermarked

i

embeddings from P paraphrases for an input text, e; = f(e!

), where f is a linear trans-
formation function, as defined in Equation 4.1 and i € [1...P]. The average of these
paraphrase embeddings is equivalent to a linear transformation of a pseudo-aggregation

of the original embeddings, é!, i.e.,

avg(f({ey}i21)) = flavg({€;}2y).

Proof

avg(f({e}}i21)) = avg({Norm(T - €;)})
—_——

A )
:ai.T.e’é

P
1 . y
=T p D o= T ow(() )

251
=él

= f(avg({€;}i20).

The transformation T should be consistent regarding the aggregation on the pseudo

embedding é though distorted by a; = 1/||T-e}||. Given Theorem 1, the WET watermark
key (i.e., T) remains intact through the aggregation of paraphrase embeddings (i.e.,

paraphrasing attack).



Watermarking FEaaS with Linear Transformation 73

4.3 Experiments

In this section, we conduct experiments on our proposed WET watermarking technique.
The datasets (Section 4.3.1), metrics (Section 4.3.2), and experimental settings (Sec-
tion 4.3.3) are similar to those in the paraphrasing attack from Section 3.3. In Sec-
tion 4.3.4, we discuss the main experimental results of WET, evaluating the watermark’s
performance and its resilience against paraphrasing attack. Subsequently, we analyse
two crucial hyperparameters of WET, w and k, in Sections 4.3.5 and 4.3.6, respectively.
Lastly, we perform ablation studies in Section 4.3.7 investigating WET under varying sce-
narios (such as transferability, non-watermark cases, Gaussian noise, and others) and
alterations to WET’s components (such as the transformation matrix, verification dataset,

attacker model size, and others).

4.3.1 Datasets

We use the same datasets as in the paraphrasing attack—ENRON (Metsis et al., 2006),
SST2 (Socher et al., 2013), MIND (Wu et al., 2020), and AG NEWS (Zhang et al., 2015).
To recap, these datasets evaluate a range of downstream classification performances,
spanning tasks from spam classification (ENRON) to sentiment classification (SST?2)
to news recommendation and classification (AG NEwS and MIND). For more details

about these datasets, please refer to Section 3.3.1.

4.3.2 Metrics

We rely on the same set of two metrics as in Section 3.3.2. One for downstream task

performance (utility) and a second for watermark verification accuracy (verifiability).

Downstream Task Utility. As in Section 3.3.2, we measure downstream task perfor-
mance by training a classifier using the watermarked embeddings as input and predicting
the class labels of the datasets. We report standard classification metrics like accuracy

(ACC) and the Fj-score (F1).



Watermarking FEaaS with Linear Transformation 74

Watermark Verifiability. Following Section 3.3.2, we calculate A.os and AUC using
watermark set F,, (which contains watermarked embeddings generated with transforma-
tion matrix T) and contrast set E. (which contains watermarked embeddings generated
with a different transformation matrix). Since there is no notion of trigger words in WET,
the watermark set and contrast set correspond to the backdoor and benign set from

Section 3.3.2, respectively.

There is no target embedding in this case, hence, we compute the average cosine sim-
ilarity (as defined in Equation 4.3) between the recovered embeddings (e!! from Equa-

tion 4.2) and the original embeddings (e’) and then take their difference (Acos):

Acos = Cosavg(sw) - COSan(SC),
S|

COSavg (S ‘ S 2. Z cos(e

where the sets of recovered and original embedding pairs are constructed by:

Sw = {(el! el)ley € Ey }Z L

Se = ) c”EE
{o o’

4.3.3 Experimental Settings

Most of the experimental settings remain the same from the paraphrasing attack in
Section 3.3.3. For our main experiments, we set w = n = 1536 (recall that n and w are
the number of dimensions in the original and watermarked embeddings, respectively) to
avoid compressing the embeddings. We investigate different values of w in Section 4.3.6.
We use k = 25, the number of original dimensions used in the watermarked embedding
dimension calculation; we experiment with other values in Section 4.3.5. Finally, we use
V' = 250 as the size of the watermark (F,) and contrast (E.) sets in the watermark

verification dataset.
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4.3.4 Results: Watermark Performance

We present the utility and verifiability performance of WET watermark with and without
paraphrasing attacks in Table 4.1. Comparing WET to WARDEN in Table 4.2, their down-
stream performance is about the same—suggesting they are all competitive in terms
of maintaining utility. This is important as it shows no significant degradation in the
primary utility of the WET provided embeddings, even though WET watermarks all the
embeddings. WET is better when it comes to verifiability, as its AUC is 100% in all cases.
Furthermore, the Acos metric performance is also significantly higher. This shows that
the reverse transformation used in WET watermark verification is effective in recovering
the original embedding, reflecting a well-conditioned transformation matrix enabling
good pseudoinverse computations. Examining the impact of the paraphrasing attack,
WET is a clear winner here, as all verifiability metrics see minimal changes (most impor-
tantly, AUC is still 100%). These results empirically validate Theorem 1 that WET is not

susceptible to paraphrasing attacks.
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Method AcC 4 F1 1 Acos AUC 4
WET 94.58+0.21 94.58+£0.21 85.67+6.92 100.00£0.00
+GPT-3.5 Attack 92.73+0.25 92.73+£0.25 83.58+6.43 100.0040.00
+DIPPER Attack 91.37£0.10 91.36+0.10 83.11+£6.48 100.00+0.00
-+NLLB Attack 93.244+0.24 93.24+0.24 84.2846.04 100.00+£0.00
(a) Enron
WET 93.07£0.40 93.07£0.40 88.97+6.62 100.00+£0.00
+GPT-3.5 Attack 92.38+0.34 92.384+0.34 87.02+6.32 100.00£0.00
+DIPPER Attack 91.77+0.66 91.74+0.67 86.59+6.33 100.00=£0.00
+NLLB Attack 92.75+0.34 92.74£0.34 87.78%+6.27 100.00+£0.00
(b) SST2
WET 77.11+£0.08 51.03+0.26 87.74+6.17 100.00£0.00
+GPT-3.5 Attack 76.72+0.05 50.62+0.25 87.444+6.17 100.0040.00
+DIPPER Attack 76.58+£0.08 49.994+0.23 86.81£5.90 100.00+0.00
-+NLLB Attack 76.47£0.14 49.85£0.26 87.54£5.91 100.00£0.00
(c) MIND
WET 93.15+0.08 93.14+£0.08 88.35+6.60 100.00+0.00
+GPT-3.5 Attack 92.22+0.10 92.204+0.10 88.02+6.14 100.00%0.00
+DIPPER Attack 92.46+0.18 92.45+0.18 87.794+6.14 100.00+0.00
-+NLLB Attack 92.43+0.08 92.42+0.08 88.44+5.91 100.00+£0.00

TABLE 4.1: Performance of WET watermark for different scenarios (normal watermark
case and against paraphrasing attack case) on ENRON, SST2, MIND, and AG NEwWS
datasets. +GPT-3.5 Attack, +DIPPER Attack, and +NLLB Attack represent different
paraphrasing attack setups as mentioned in Section 3.2.3. From a defender’s perspec-

(d) AG News

tive, T means higher metrics are better. All the metrics are in %.
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Method ACC 1 F1 1 Acos | AUC |
WARDEN 94.50£0.34 94.50+0.34  5.20+0.34  97.40+0.54
+GPT-3.5 Attack 92.81+0.21 92.81+0.21  0.70£0.22  68.90+7.79
+DIPPER Attack 91.34+£0.52 91.33+0.52  0.46+£0.11  67.50+5.56
-+NLLB Attack 93.35+0.23 93.35+£0.23  0.65+0.12  71.95+4.04
(a) Enron
WARDEN 93.10£0.12 93.10£0.12  2.57+1.19  86.75+6.20
+GPT-3.5 Attack 92.75+0.15 92.75+0.15  0.93+0.09  75.904+2.91
+DIPPER Attack 91.70+£0.27 91.66+£0.27  0.90+0.17  71.95+2.69
+NLLB Attack 92.57£0.09 92.55+£0.08 1.06+0.19  69.35+2.94
(b) SST2
WARDEN 77.31+£0.08 51.47+0.23  5.27+0.17  98.10£0.51
+GPT-3.5 Attack 77.01+£0.05 51.24+0.22  1.85+£0.21  79.40+3.08
+DIPPER Attack 76.86+£0.07 50.54+0.17  3.47£0.12  96.70+0.51
-+NLLB Attack 76.64+0.10 50.36£0.11  3.89£0.06  97.80£0.33
(c) MIND
WARDEN 93.51£0.13 93.50+0.13 14.46+0.68 100.00+£0.00
+GPT-3.5 Attack 92.28£0.12 92.26+0.13  7.23£0.34 100.00%0.00
+DIPPER Attack 92.50+0.11 92.48+0.11 11.044+0.40 100.00+£0.00
-+NLLB Attack 92.70£0.10 92.69+£0.10 10.56+0.44 100.00+£0.00
(d) AG News

TABLE 4.2: Performance of WARDEN watermark for different scenarios (normal water-
mark case and against paraphrasing attack case) on ENRON, SST2, MIND, and AG
NEwS datasets. +GPT-3.5 Attack, +DIPPER Attack, and +NLLB Attack represent dif-
ferent paraphrasing attack setups as mentioned in Section 3.2.3. From a defender’s
perspective, T means higher metrics are better. Reproduced from Chapter 3.
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FIGURE 4.3: Impact of different values of correlations (k) on watermark utility. We
ignore verifiability as they are always perfect (i.e., 100%), they can be found in Table 4.3.
The red vertical dashed line represents our chosen value (k = 25).

We now present additional analyses to understand the impact of hyperparameters k£ and

w.

4.3.5 Analysis: Number of Correlations (k)

We study the influence of k, which impacts the sparsity of the matrix. The higher the
k, the denser the matrix, and the lower the k, the sparser the matrix. In our discus-
sion regarding the construction of T in Section 4.2.2, we mentioned sparsity as one of
the requirements, and we hypothesised that the utility might degrade for denser ma-
trices. We present the results for varying k in Figure 4.3 and Table 4.3; for higher
values of k (> 100), we start seeing degradation in the watermarked embedding utility.
When we consider more original embedding dimensions for calculating the watermarked
embedding, the increased complexity introduces confusion, making it harder for the
downstream classification model to learn the underlying semantic properties of the em-
beddings. On the contrary, lower values of k could make it easier for an attacker to
reverse engineer the transformation (in the order of O(n*)). Hence, we chose k = 25 in

our experiments, providing a good trade-off.
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79

Dataset k Utility Verifiability
ACCT F11 Ags?t AUCT

1 94.75 94.75 89.13 100.00

2 94.75 94.75 82.92 100.00

5 94.80 94.80 87.64 100.00

25 9475 9475  89.22  100.00

ENRON 50 9440 94.40 90.86 100.00
100 94.35 94.35 82.84 100.00

500 92.85 92.85 81.70 100.00

1000 92.15 92.15 82.24 100.00

1536  91.70 91.70 85.50 100.00

1 93.23 93.23 91.65 100.00

2 92.66 92.66 87.75 100.00

5 93.00 93.00 91.59 100.00

25 93.35 93.34 93.70 100.00

SST2 50 93.35 93.34 94.45 100.00
100 92.89 92.89 87.39 100.00

500 92.32 92.31 85.81 100.00

1000 92,55 92.54 86.58 100.00

1536 91.63 91.62 89.38 100.00

1 77.25 5140 91.62 100.00

2 77.10 51.19 85.70 100.00

5 77.16 51.05 89.19 100.00

25 77.21 51.36 91.12 100.00

MIND 50  76.95 50.71 92.41 100.00
100 76.88 50.72 85.06 100.00

500 76.61 49.85 85.42 100.00

1000 75.67 48.24 84.74 100.00

1536 74.28 4296 85.46 100.00

1 93.45 93.44 92.85 100.00

2 93.46 93.46 86.68 100.00

5 93.22 93.22 90.59 100.00

25  93.03 93.02 92.05 100.00

AG NEwsS 50  93.22 93.22 93.30 100.00
100  93.00 93.00 86.90 100.00

500 92.62 92.61 86.28 100.00

1000 9218 92.17 86.22 100.00

1536 91.59 91.58 86.66 100.00

TABLE 4.3: Impact of number of correlation (k) in WET.
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FIGURE 4.4: Impact of different values of watermark dimensions (w) on watermark
utility. We ignore verifiability as they are always perfect (i.e., 100%), they can be found
in Table 4.4. The red vertical dashed line represents our chosen value (w = 1536).

4.3.6 Analysis: Number of Watermarked Dimensions (w)

The number of dimensions of the watermarked embeddings is an important hyperparam-
eter in WET; we present the results of varying w in Figure 4.4 and Table 4.4. We observe
from Figure 4.4 that smaller values of w might also work. With linear transformations
and our balanced matrix generation, we could capture all the semantic properties in
fewer dimensions. This observation demonstrates another benefit of our WET technique:
it can also be used for compression. That said, utility is only measured using simple
classification tasks (following prior studies), and as such, these results may differ if the
embeddings are used for more complex tasks. Therefore, we use w = n in our exper-
iments, where we do not drop or add more dimensions from the original embedding
case. Technically, we could also have higher dimensions for watermarked embeddings,
but we did not consider this as this would reduce the computational efficiency of the

embeddings.
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Utility Verifiability
ACCT F11 AesT AUCT

50  88.05 88.04 10.58 100.00

500 93.10 93.10 53.34 100.00

ENRON 1000 94.15 94.15 74.95 100.00
1536 94.75 94.75 89.22 100.00

3000 94.75 94.75 90.49 100.00

50 8440 84.34 10.20 100.00

500 93.23 93.23 54.07 100.00

SST2 1000 93.58 93.57 77.07 100.00
1536 93.35 93.34 93.70 100.00

3000 92.55 92.54 94.47 100.00

50  67.53 37.08 11.23 100.00

500 76.30 49.83 52.96 100.00

MIND 1000 76.78 50.55 75.74 100.00
1536 7721 51.36 91.12 100.00

3000 76.96 50.72 93.85 100.00

50  85.07 85.04 12.44 100.00

500 9246 92.45 53.55 100.00

AG NEws 1000 92.92 9291 76.72 100.00
1536 93.03 93.02 92.05 100.00

3000 93.06 93.05 94.19 100.00

Dataset w

TABLE 4.4: Impact of number of watermarked dimensions (w) in WET.
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4.3.7 Ablation Studies

In this section, we perform in-depth ablation studies to analyse the components of WET
and establish their significance. We first study various types of matrices by relaxing the
properties of our proposed matrix construction to justify our matrix choice. We then
consider two scenarios where an attacker might add noise to their provided embedding or
stop imitation attacks early. We show WET is still effective in these scenarios. Finally, we
conduct similar ablation studies as in Section 3.3.7 for paraphrasing attack: experiment-
ing with different verification dataset sizes, non-watermark cases, and attacker model
sizes. All these ablation studies are carried out using the experimental settings outlined

in Section 4.3.3 unless stated otherwise.

Different Transformation Matrices Construction. We present additional results
with different constructions of the transformation matrix, T, a critical component of

WET. Some properties of T (outlined in Section 4.2.2) are altered to ascertain their

importance:
n
Vie{1.w} Z Ti;=1 Normalisation, (4.4a)
j=1
Tij = T(ir1)%w,(+1)%n Circulation, (4.4b)
Vjepositions To,; ~ U(0,1) Random Value, (4.4c)
positions = Random ({1, ..,n}, k) Random Position. (4.4d)

Non-Normalised Circulant Matrix. We relax the Equation 4.4a property, i.e., we

do not normalise the values of T rows.

New Weights Circulant Matrix. In this matrix, we construct new weights for each

row in the circulant matrix, relaxing the circulation property (Equation 4.4b).

Equal Weights Circulant Matrix. We set 1/k as the value for non-zero positions

in the row, relaxing the random value property (Equation 4.4c).
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Matrix Type

k  Property Seq. Pos
Circulant Non-Normal. New Wts. Eq. Wts. Seq. Pos. & Bq. Wis. Random
9 Rank 1536.0 1536.0 1516.4 1531.5 1536.0 1535.0 1286.9
Cond. # 7.75 4.51 1.28¢16 5.33el7 28.62 5.51e!? 1.14e32
5 Rank 1536.0 1536.0 1535.6 1535.6 1536.0 1536.0 1524.0
Cond. # 49.42 84.34 11400.86 2.03¢e!7 129.55 1436.10 1.14¢%?
95 Rank 1536.0 1536.0 1535.1 1536.0 1536.0 1534.0 1535.0
Cond. # 151.85 216.03 14266.05 213.16 338.50 11060.22 51610.69
50 Rank 1536.0 1536.0 1535.1 1535.7 1536.0 1533.0 1534.7
Cond. # 319.03 188.99 19322.73 2.96¢6 493.97 7.64el7 50206.01
100 Rank 1536.0 1536.0 1535.2 1535.9 1536.0 1527.0 1534.4
Cond. # 674.57 569.85 20835.62 2.31el7 643.74 3.57e!8 18673.34

TABLE 4.5: Matrix properties (rank 1 and condition number |) for various construc-
tions of T as described in Section 4.3.7. For every matrix type, we report average
matrix properties over 10 constructions.

Sequential Position Circulant Matrix. We pick the first k& dimensions in the row

as the non-zero positions, relaxing the random position property (Equation 4.4d).

Sequential Position and Equal Weights Circulant Matrix. This matrix is a

combination of the previous two constructions, relaxing Equations 4.4c¢ and 4.4d.

Pure Random Matrix. A fully random generation process where we randomly pick
k non-zero positions and assign random values to them for each row (relaxing Equa-

tions 4.4b, 4.4c, and 4.4d).

Discussion. Table 4.5 captures the matrix properties: rank and condition number
for different constructions of the transformation matrix and varying numbers of correla-
tions (k). Recall from Section 4.2.2 that these properties are important because full-rank
matrices are invertible, which is essential for WET watermark verification involving the re-
verse transformation. At the same time, full-rank correlates with low-condition numbers,
leading to well-conditioned pseudoinverses that enable efficient reverse transformations.
As expected, pure random matrix construction and matrices using equal and new row
weights are poor transformation matrix candidates with high condition numbers and
rank deficiency. Although the sequential position circulant matrix is full-rank, its con-
dition number is higher compared to the chosen circulant matrix. Both normalised and
non-normalised circulant matrices are full-rank with low condition numbers, showing

that normalisation is not a determining factor for rank and condition number.



Watermarking FEaaS with Linear Transformation 84

We now present the WET watermark performance using these matrices in Table 4.6. We
observe that equal weights and sequential position-based matrices have high verifiability.
However, such matrix constructions are less stealthy (i.e., the watermark can be more
easily reverse-engineered by the attackers). The matrix combining these methods (Seq.
pos and Eq. Wts) performs poorly in terms of verifiability. The other two constructions
of new row weights in circulant matrix and pure random matrix construction have low
Acos metric even though it has perfect AUC. The reason is that matrices in these cases
are not full-rank and well-conditioned as noted earlier, leading to subpar reverse trans-
formation. As before, we do not see any performance difference if the transformation
matrix row weights are normalised or not. Just to ensure no avenues for attackers to
exploit, we apply the normalisation step in the transformation matrix. Putting these
results together (Table 4.5 and 4.6), we conclude that the circulant matrix (as proposed

in Section 4.2.2) is the best choice.
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Dataset Matrix Type Utility Verifiability
ACCT F11 Ags?T AUC Y

Circulant 94.75 94.75 89.22 100.00

Non-Normalised 94.75 94.75 89.21 100.00

New Wts. 94.60 94.60 21.60 99.96

ENRON Eq. Wts. 9440 9440 9281  100.00
Seq. Pos. 93.40 93.40 69.91 100.00

Seq. Pos. and Eq. Wts. 92.45 9245 —0.23 47.69

Random 94.30 94.30 22.95 99.96

Circulant 93.35 93.34 93.70 100.00

Non-Normalised 93.58 93.57 93.70 100.00

New Wts. 93.00 93.00 23.60 99.99

SST2 Eq. Wts. 92.78 9277 96.13  100.00
Seq. Pos. 91.97 91.97 74.31 100.00

Seq. Pos. and Eq. Wts.  90.60 90.59 0.72 53.88

Random 92.55 92.54 25.02 100.00

Circulant 7721 51.36 91.12 100.00

Non-Normalised 77.02 51.01 91.11 100.00

New Wts. 76.97 50.83 23.56 100.00

MIND Eq. Wts. 7704 51.03 9534  100.00
Seq. Pos. 76.61 50.06 71.93 100.00

Seq. Pos. and Eq. Wts. 75.21 47.22 0.02 50.28

Random 77.00 50.94 24.82 100.00

Circulant 93.03 93.02 92.05 100.00

Non-Normalised 93.04 93.03 92.03 100.00

New Wts. 93.20 93.19 26.60 100.00

AG NEWS Eq. Wits. 93.07 93.06 96.47 100.00
Seq. Pos. 92.41 92.40 73.79 100.00

Seq. Pos. and Eq. Wts. 91.89 91.88 —0.27 50.37

Random 92.95 9294 27.55 100.00

TABLE 4.6: WET performance using different variation of transformation matrix T as
defined in the Section 4.3.7.
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Utility Verifiability
ACCT F11 Ags?t AUCT

0.01 9345 9345 62.29 100.00
0.056 84.00 84.00 17.39 100.00
ENRON 0.10 73.60 73.59 8.84 99.00
0.50 52.30 51.30 1.77 70.62
1.00 50.95 49.52 0.88 61.71

0.01 9140 91.39 64.78 100.00
0.06 84.29 84.26 18.09 100.00
SST2 0.10 73.74 73.65 9.17 99.55
0.50 53.67 49.87 1.79 69.03
1.00 51.72 45.76 0.86 59.32

0.01 70.37 44.18 63.61 100.00
0.05 63.20 33.34 17.76 100.00
MIND 0.10 49.83 15.87 9.03 99.26
0.50 31.60 4.85 1.82 69.78
1.00 29.34  4.85 0.92 60.60

0.01 9228 92.25 64.09 100.00
0.06 8392 83.84 17.73 100.00
AG NEws 0.10 65.58 65.52 9.00 99.33
0.50 30.00 29.88 1.79 69.59
1.00 25.16 25.00 0.89 59.92

Dataset A

TABLE 4.7: Impact of different Gaussian noise () in WET for experiments using ENRON,
SST2, MIND, and AG NEWS.

Impact of Gaussian Noise. We evaluate the resilience of WET verification to per-
turbations added to provided embeddings by an attacker. This could be one of the
techniques used by the attacker to circumvent WET. We assess the effect of Gaussian
noise as perturbation and analyse its impact on embeddings for watermark verification
and downstream utility. Following Morris et al. (2023), Chen et al. (2024), we consider

different noise levels (A) and add noise to embedding e as follows:

€noisy = Norm(e + A 6), €~ N(O, 1)

How much perturbation can be handled by WET? From Table 4.7, we see that at A = 0.05,
there is significant utility loss; however, the AUC scores remain perfect for all the datasets
at this noise level. This is significant because such utility degradation defeats the primary
motive of the attacker (i.e., to provide a competitive service). This experiment highlights
the robustness of WET, where it can maintain verifiability even under significant utility

loss introduced by Gaussian noise.
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Utility Verifiability
ACCtT F11 Ags?t AUCH
0.1 49.60 33.16 6.19 99.90

Dataset  Training

1 88.00 88.00 66.74 100.00
EARON 10 9185 91.85 86.11 100.00
33 92.75 9275 87.38  100.00

50 92.75 9275 88.49  100.00

100 9475 9475 89.22  100.00

0.1 5092 3374 18.79  100.00

1 91.17 91.15 90.52 100.00

- 10 92.09 92.07 90.86 100.00
33 93.00 93.00 92.26 100.00

50 9255 9254 92.97 100.00

100 93.35 93.34 93.70  100.00

0.1 5878 829 2569 100.00

1 63.16 1503 86.37 100.00

10 7448 4554 86.44  100.00

MIND 33 7620 49.02 89.19  100.00
50 76.57 50.00 90.11  100.00

100 7721 51.36 91.12  100.00

0.1 2500 10.00 4.19  97.19

1 7614 73.63 26.24  100.00

10 9175 91.74 86.85 100.00

AG News 33 92.37 92.35 90.04 100.00
50 9255 9254 91.11  100.00

100 93.03 93.02 92.05 100.00

TABLE 4.8: Transferability of WET watermark and downstream utility for different
amounts of training (i.e., train ‘10’ means the attacker model was limited to a total
10% of the overall training) in an imitation attack. All metrics here are %.

Transferability of Watermark and Utility. This experiment examines whether
attacker models learn watermarks (transferability) faster than the semantics of embed-
dings (utility) during an imitation attack. As per results in Table 4.8, the watermark
patterns are learned more quickly than the semantics of the embeddings in the imita-
tion attack. If we look at the case at 10% training, before the attacker model learns the
semantic information encoded in the embeddings (as indicated by its low utility perfor-
mance), the watermark has already been injected in the copied embeddings (as indicated
by the almost perfect AUC). This finding is significant as it demonstrates the ease of
watermark transferability, which means the watermark can be verified reliably. Also, if
the attacker were to monitor the training process and stop upon achieving the required

downstream utility performance, the results indicate that the attacker model would still
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Verifiability
174 ENRON SST2 MIND AG NEws

Acos T AUCT  Acs T AUCT  Agst  AUCT A T AUCT

1 90.00 100.00 90.29  100.00 92.28 100.00 96.13  100.00
2 84.91 100.00 94.55 100.00 90.52 100.00 93.02 100.00
5 88.26  100.00 93.75 100.00 89.90 100.00 93.62 100.00
20 89.90 100.00 93.67  100.00 90.74 100.00 92.63 100.00
100  89.14 100.00 93.77 100.00 90.54 100.00 91.77 100.00
250 89.22  100.00 93.70  100.00 91.12 100.00 92.05 100.00
500  89.67  100.00 93.89  100.00 90.97 100.00 92.10 100.00
1000  89.34 100.00 - - 90.87  100.00 92.00 100.00

TABLE 4.9: Impact of different dataset sizes (V') in WET verification.
*For the SST2 dataset (with only 872 test samples), the results are for V' = 436. The reason
is that for the verification dataset (as explained in Section 4.2.2), we sample 2 x V input test
samples, one for the watermark set and another for the contrast set.

Utility Verifiability
ACCT F11 AesT AUCT
ENRON 94.75 94.75 85.49 100.00
SST2 93.35 93.34 88.37 100.00

MIND 7721 51.36 87.38 100.00
AG NEws 93.03 93.02 88.54 100.00

Dataset

TABLE 4.10: WET detection performance on a non-watermarked victim model.

have learned the underlying watermark patterns and so cannot avoid detection.

Impact of Size of Verification Dataset. This study explores the number of sam-
ples (V) needed for the verification dataset. From Table 4.9, it is evident that WET’s
verification technique is robust even with a small verification sample set. Even with
just a single verification sample, we can identify that the victim model has been copied.
This is another advantage of our technique compared to EmbMarker and WARDEN, which
require multiple samples for verification. Note: we use V' = 250 in main experiments

(Section 4.3.3).

Non-Watermarked Cases. This is the case where we have a scenario where we
run the WET verification process on an innocent model (e.g., a competitor service that
did not imitate the victim model). To evaluate this, we set the contrast set to be
a set of embeddings that are not watermarked in any way (recall that in our main

experiments in Section 4.3.2, the contrast set is a set of embeddings watermarked with
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Dataset Attacker Utility Verifiability
Model Size ACC1T F171 AgsT AUC T

ENRON 94.55 94.55 88.74 100.00
SST2 Small 93.23 93.23 93.12 100.00
MIND 77.15 51.00 90.25 100.00
AG NEws 92.92 9291 91.30 100.00
ENRON 94.75 94.75 89.22 100.00
SST2 Base 93.35 93.34 93.70 100.00
MIND 77.21 51.36  91.12 100.00
AG NEws 93.03 93.02 92.05 100.00
ENRON 94.40 94.40 88.32 100.00
SST2 Large 93.00 93.00 93.60 100.00
MIND 76.95 50.77 90.94 100.00
AG NEwsS 93.29 93.28 92.43 100.00

TABLE 4.11: Impact of attacker model size on WET performance.

a different transformation matrix). From Table 4.10, the AUC metric is perfect with high
Acos, demonstrating strong watermark verification. This means our WET can distinguish
watermark and non-watermark (contrast set) embeddings; hence, WET will not falsely

classify non-watermarked cases.

Impact of Attacker Model Size. Lastly, we show that WET achieves stable per-
formance across various attacker model sizes. We perform imitation attacks on WET
watermarked embeddings using SMALL, BASE, and LARGE variants of the BERT model
(Devlin et al., 2019) as the attacker model. The results, summarised in Table 4.11,
indicate that the defence works effectively with consistent utility and verifiability across
different attacker model sizes. This is important as the attacker’s model capacity is

unknown, and we need WET to be effective in all scenarios.
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Original Embeddings Watermarked Embeddings
Watermark
0 (i) (i) 0 (i) (iif)
Watermark | | | |
0 (i) (i 0 (i) (iid)
{ Green Shade - Original Dimension | Red Shade - Hyperdimension |

F1GURE 4.5: Illustration of the hyperdimension obfuscation protocol. We add hyperdi-
mensions (Red) to the original embedding, obfuscating them with existing dimensions
(Green). Different shades of colour represent different embedding dimension values.

4.4 Initial Methodology: Hyperdimension Obfuscation

We now describe a preliminary approach that inspires WET. We first explain this pre-
liminary method and then discuss the issues with it and how it leads to our linear

transformation based WET watermarking method.

This preliminary method incorporates additional watermark dimensions (which we call
“hyperdimensions”) into the original embeddings while leaving the existing dimensions
untouched. The recent work by Yan et al. (2023) motivates this direction, wherein they
add dummy neurons (or parameters) in machine learning models to circumvent defences.
Given this hyperdimensionality, we anticipate it to withstand paraphrasing attacks since

this approach does not depend on trigger words.

There are two challenges in the proposed defence, i.e., determining (i) the locations and
(ii) the values of these hyperdimensions. As illustrated in Figure 4.5, we could use secret
pre-determined random locations for these hyperdimensions. The locations must be fixed
to retain the embedding utility but also mixed (obfuscated) with the original dimensions
so that it is stealthy. Nonetheless, it should be noted that stealthiness will also be

dependent on the methodology used in setting the wvalues for these hyperdimensions.

We explore two techniques to set the values for these hyperdimensions: (i) pseudo-
random based, and (ii) transformation matrix. Leveraging cryptographic hardness, we
calculate the value for these hyperdimensions using pseudo-random functions, as done
in some text watermark works (Kirchenbauer et al., 2023, Christ et al., 2023, Kuditipudi

et al., 2024, inter alia). The advantage of this pseudo-random approach is that it is more
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stealthy because of the pseudo-randomness property; however, because of its determinis-
tic mapping (e.g., by using a deterministic seed value), it also works well for verification.
We use the non-watermarked embedding dimensions for calculating cryptographic seeds,
making pseudo-random calculations deterministic and verifiable. Our second technique
prepares a transformation matriz to project the original (non-watermarked) embedding
dimensions to added hyperdimensions. The transformation is a simple linear combi-
nation using existing embedding dimensions (similar to Algorithm 1 but used to create
additional dimensions instead of replacing dimensions). For verification, we use the same
ideas as in WET of reverse transformation (Section 4.3.2), with the only difference being

that we work only on the added hyperdimensions.

We conduct preliminary experiments where we maintain pre-determined hyperdimension
locations and test different techniques for setting hyperdimension values. Overall, we ob-
serve that the transformation matrix-based approach is more transferable, which means
the verification process is more reliable. While the pseudo-random approach is more
stealthy, our experiments show that its transferability is questionable. That said, for
the transformation matrix approach, correlation detection techniques (Hall, 1999) could
potentially recover the hyperdimensions, thus compromising its stealthiness, which we

discuss next.

Stealthiness Evaluation

To evaluate the stealthiness of these hyperdimensions, we investigate feature correlation
and feature importance techniques between hyperdimensions and original dimensions.
Properly mixed feature importance weights indicate that hyperdimensions are indistin-
guishable from the original ones. Similarly, uncorrelated hyperdimensions are desirable,
as otherwise they can be identified by their correlation scores. Note that these stealth-
iness techniques are not applicable to WET, as the original embedding dimensions are

discarded in the provided (watermarked) embeddings.

Feature Importance. We train a linear regression model (as we are dealing with
linear transformations) with all the watermarked embeddings (original and hyperdimen-
sions) for the downstream task. We use the weights of the linear regression as the feature

importance weights. In Figure 4.6, we display these plots for different values of k. From
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this, we conclude that we need k < 5, as for higher values of k, hyperdimensions are
discernible from the original embedding dimensions, i.e., the feature importance values
of the original dimensions are close to zero. For higher values of k, we have hyperdi-
mensions that have more feature importance, which is unsurprising considering linear
combinations used in hyperdimensions will capture all the information in the original

dimensions, and so the original dimensions are redundant.

Feature Correlations. Pearson’s coefficient (Sedgwick, 2012) is a statistical measure
capturing the linear relationship (or correlations) between two variables. We apply this
for all the dimensions in the embeddings. For stealthiness, hyperdimensions should not
be strongly correlated with the original embedding dimensions. Again, we use this sta-
tistical measure since we are applying linear transformations. In this analysis, we use
Pearson’s coefficient with a threshold of 0.4. The plots in Figure 4.7 indicate that k
should be greater than 5, as otherwise, hyperdimensions become very correlated. How-
ever, this range conflicts with the values (k < 5) from the previous feature importance

results.

Consequently, these plots (Figures 4.6 and 4.7) lead us to conclude that hyperdimen-
sion obfuscation is ineffective as it is detectable, either through feature importance or
correlations. These results provide the motivation for WET, which transforms all the
original dimensions instead of adding extra hyperdimensions. As explained earlier, the
watermarked embeddings in WET do not have original dimensions used for correlations;

therefore, these stealthiness evaluation techniques are ineffective for WET.
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Feature Importance
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FIGURE 4.6: Visualisation plots for feature importance of watermarked embedding
dimensions in SST2 for different values of k.



Watermarking FaaS with Linear Transformation

Pearson Correlations for Emb. Dims.

BB Original Dim.
BN Hyperdimension

0 20 40 60 80
Count

(A) k=2

Pearson Correlations for Emb. Dims.

Num. Correlated Dims
S U W N =

g
A 1
] 2
=3
&

5 4
O, 5 B Original Dim.
E 6 B Hyperdimension
Z 0 20 40 60 80 100 120

Count
(B) k=5

2 Pearson Correlations for Emb. Dims.
A1
o

jo)
=2
E
55
[®)] .

A 1 BN Original Dim.
E 6 EEm Hyperdimension
Z 0 2 4 6 8 10 12 14

Count
(¢) k=50

z Pearson Correlations for Emb. Dims.
A1
o

Q
z2
4
35
&) .

" 1 BN Original Dim.
E 7 EEm Hyperdimension
Zz 0 2 4 6 8 10 12

Count
(p) k=100

2 Pearson Correlations for Emb. Dims.
a1
sl
jo}

E 2

et
36
O —

" i BN Original Dim.
g 7 BN Hyperdimension
Z 0 2 4 6 8 10 12

Count
(E) k=500

Pearson Correlations for Emb. Dims.

»n
£
Al
o
jo}
=2
)
&
35
O Py
5 g BN Original Dim
5 6 BN Hyperdimension
=0 2 4 6 8 10 12
Count
(F) k =1536

FIGURE 4.7: Visualisation plots for feature correlations of watermarked embedding
dimensions in SST2 for different values of k.
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4.5 Conclusion

In the previous chapter, we showcased the vulnerabilities of existing EaaS watermarks
(WARDEN and EmbMarker) against paraphrasing in an imitation attack. To address this
shortcoming, in this chapter, we devise a simple watermarking technique, WET, which
applies linear transformations to the original embeddings to generate watermarked em-
beddings. We outline the WET watermark injection and verification process, followed by a
discussion on the transformation matrix construction with required properties. We first
theoretically prove that WET watermarks are preserved after paraphrasing, demonstrat-
ing their robustness against paraphrasing attacks. This is further validated by empirical
experiments demonstrating near-perfect verifiability, even with one sample. Addition-
ally, the utility of embeddings is mostly preserved due to the use of straightforward
linear transformations. We then justify our choice of WET hyperparameters controlling
the number of correlations used in transformation and dimensions of watermark em-
beddings. Furthermore, we conduct ablation studies to assess the contribution of each
component in WET. We establish why our proposed construction of the transformation
matrix is optimal. These ablation studies also cover cases such as resilience to Gaus-
sian noise, watermark transferability, and indifference to the attacker base model size,

showcasing WET’s advantages.

In the next chapter, we conclude the thesis, outlining potential future directions and

discussing the limitations of this work.



Chapter 5

Conclusion

Security is not a product, but a

process.

—Bruce Schneier

In this chapter, we revisit the research questions proposed in Section 1.1, and summarise
the findings and implications in Section 5.1. Then, we outline the contributions of this
thesis in Section 5.2 and discuss the limitations of the current work along with potential

future directions in Section 5.3.

5.1 Thesis Summary

In this thesis, we explored the area of NLP and LLMs, with a particular focus on EaaS.
We examined EaaS vulnerabilities, particularly in the context of imitation attacks, and
contributed a more effective watermark as a defence. Initially, we highlighted the vul-
nerabilities of existing EaaS watermarks when paraphrasing input text in an imitation
attack. To overcome this shortcoming, we developed a novel watermarking technique,
WET, which applies linear transformations to the original embeddings to generate wa-
termarked embeddings. We conducted comprehensive studies to evaluate the impact of

each component involved in the paraphrasing attack and WET defence.

Chapter 2 presented a detailed literature review, beginning with language models to
understand the ubiquity of LLMs. We also established why embeddings are important
96



Conclusion 97

in NLP due to their generic representations and how the popularity of LLMs has led to
the emergence of EaaS. Subsequently, we focused on imitation attack vulnerabilities in
these EaaS. We reviewed the literature on watermarking defences for imitation attacks
and identified gaps warranting further exploration. We discussed the strengths and

weaknesses of the reviewed methods.

In Chapter 3, we devised a paraphrasing attack that is effective in diluting EaaS wa-
termarks and circumventing copyright verification. Our approach involves generating
multiple paraphrases for input text and combining their embeddings, effectively reduc-
ing the impact of trigger words (the main component in the watermarks) and thereby
diluting the watermark. We also demonstrated the effectiveness of this attack using dif-
ferent paraphrasing setups, such as employing various paraphrasing models and round-
trip translation techniques. By exposing flaws and showcasing attacks in the existing

watermarking systems, we advocated for better defence.

In Chapter 4, we next developed a defence mechanism against paraphrasing attacks. We
validated the hypothesis presented at the start of the thesis, i.e., linearly transforming the
original embedding to implant the watermarks, which can then be verified by performing
a reverse transformation. We proved theoretically that such linear transformations are
retained even with paraphrasing. Empirically, our experiments also verified that WET
is robust against paraphrasing attacks and has a better verifiability performance than
previous defence approaches. Additionally, we conducted ablation studies to assess the

contribution of each component in WET.

The overarching theme of this research has been to improve the security of FaaS against
imitation attacks, protecting the intellectual property of the models from the service
provider’s perspective. To spur future research, we have open-sourced the code used in
this work." In conclusion, this thesis demonstrated EaaS watermark vulnerabilities to
paraphrasing and proposed a countermeasure to the attack with the WET watermarking

technique.

"https://github.com/anudeex/WET.git


https://github.com/anudeex/WET.git

Conclusion 98

5.2 Contributions

In the previous chapters, we have successfully addressed our research questions as out-

lined in Section 1.1. The main contributions of this thesis are as follows:

« RQ1: We introduce and validate that paraphrasing attacks bypass current EaaS
watermarking techniques while maintaining the utility of the embeddings. We also
conduct extensive experiments to evaluate their effectiveness across various setups

and datasets.

e RQ2: We design a novel EaaS watermarking method, WET, and demonstrate its
robustness against paraphrasing attacks. WET maintains the utility of the em-
beddings post-watermarking with near-perfect AUC verification performance even

using a single sample.

Social Impact

We develop a paraphrasing attack that could aid attackers in circumventing EaaS IP
infringements. We acknowledge that, with this attack, any existing systems using WARDEN
or EmbMarker are vulnerable. Nonetheless, we argue that it is critical to show the
possibility of such attacks and make users aware of them. The typical first step in security
is to first expose the vulnerability. Additionally, to mitigate the aforementioned threat,
we contribute an improved watermarking technique, WET, which could be incorporated

with minimal effort.

5.3 Limitations and Future Work

We now discuss the limitations of our research and propose some promising directions

for future work.

Complex Downstream Tasks for Utility Evaluation

For the evaluation of watermark wtility, our focus has been on classification tasks, in

line with existing studies (Shetty et al., 2024a, Peng et al., 2023). However, these tasks
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may not fully capture embedding quality. Future studies might explore more complex
NLP tasks, such as retrieval and generation (Muennighoff et al., 2023), to provide a

comprehensive understanding of the impact of introducing watermarks into embeddings.

Potential Attacks: Overwriting

In this thesis, we demonstrate that WET is a better watermark than both WARDEN (Shetty
et al., 2024a) and EmbMarker (Peng et al., 2023). Unlike existing watermarks, it does not
show vulnerability to paraphrasing attacks. Nevertheless, it is important to acknowledge

that other potential attacks may exist.

Overwriting watermarks is one such attack (Uchida et al., 2017, Boenisch, 2021). Most
of the existing watermarks are prone to these overwriting attacks. In this scenario, the
watermarked embeddings could undergo further transformation and be overwritten. For
example, the attacker could apply a linear transformation to the provided embedding,

erasing (overwriting) the original existing watermark, which we discuss next.

Linear Transformation Overwriting. Concretely, the attacker might apply another

linear transformation to the provided embeddings as follows:

T A
e, — €, — €q,

e, =TT AT . e,,

where e, is the original embedding, T is the victim’s linear transformation matrix, e,
is the embedding generated by the victim using T, A is the attacker’s additional linear
transformation matrix, and e, is the overwritten embedding generated by the attacker

using A.

We now discuss how it may be possible for us (as the victim) to reverse-engineer the
attacker’s linear transformation matrix A. By querying the attacker and retrieving a

number of samples, we can learn the unknown A by the attacker as follows:
A=E, xE},

where E is matrix stacking corresponding embeddings e.
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Note that, this transformation matrix A could capture a range of transformations like

dimension shift, rearrangement (shuffling), and many others.

As future work, it would be interesting to quantify the vulnerability of WET to these
overwriting attacks and how well this proposed approach would recover the attacker

transformation matrix to address this weakness.

Transformation Enhancements

With the current design of the circulant transformation matrix (defined Section 4.2.2),
the matrix is compromised if an attacker manages to recover any single row in the
matrix. A better approach could be to use different weights for each row in the circulant
matrix, but this would mean losing crucial properties such as invertibility and full rank,
as observed in Table 4.5. Therefore, we opted to retain the current design, but there

could be other designs that are stealthy, still invertible, and full rank.

In this thesis, moreover, we only experimented with linear transformations. Non-linear
transformations might also be worth exploring because due to their additional com-
plexity. The watermark will be difficult to reverse-engineer (robust) and imperceptible
(stealthy). However, these complex non-linear transformations of original embeddings
might lead to significant utility degradation. Also, such complex watermark patterns
might not be learned and transferred to the attacker model in the imitation attack. Fu-
ture work can explore this to understand the effectiveness of non-linear transformation

as a watermark for embeddings.

New Victim EaaS APIs

During this research project, OpenAl released a new V3 version of their EaaS APIs
(OpenAl, 2024). A prominent enhancement in this version was using the Matryoshka
representation learning technique (Kusupati et al., 2022), providing the ability to slice
the initial dimensions of embeddings (essentially another form of dimension reduction).
Our preliminary idea of hyperdimension (Section 4.4) might run into issues as we could
lose some obfuscated dimensions if the attacker slices some initial dimensions. However,
given that our final approach involves transforming all dimensions, we can handle at-

tackers slicing initial dimensions. Slicing is a type of linear transformation and should
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be covered by the defences to overwriting attacks as discussed in Section 5.3. We leave

support and extension to this new version of EaaS APIs for future work.
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