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The growing influence of Artificial Intelligence (AI) systems on decision-making in critical domains has exposed their potential to
cause significant harms, often rooted in biases embedded across the AI lifecycle. While existing frameworks and taxonomies document
bias or harms in isolation, they rarely establish systematic links between specific bias types and the harms they cause, particularly
within real-world sociotechnical contexts. Technical fixes proposed to address AI biases are ill-equipped to address them and are
typically applied after a system has been developed or deployed, offering limited preventive value. We propose ECHO, a novel framework
for proactive AI harm anticipation through the systematic mapping of AI bias types to harm outcomes across diverse stakeholder
and domain contexts. ECHO follows a modular workflow encompassing stakeholder identification, vignette-based presentation of
biased AI systems, and dual (human–LLM) harm annotation, integrated within ethical matrices for structured interpretation. This
human-centered approach enables early-stage detection of bias-to-harm pathways, guiding AI design and governance decisions from
the outset. We validate ECHO in two high-stakes domains (disease diagnosis and hiring), revealing domain-specific, bias-to-harm
patterns and demonstrating ECHO’s potential to support anticipatory governance of AI systems.

Additional Key Words and Phrases: AI bias, harms, harm anticipation, vignette, ethical matrix

1 Introduction

Artificial Intelligence (AI), a human-generated technology, has rapidly evolved as a default (semi-)autonomous decision-
maker, reshaping critical domains such as hiring, finance, justice, and healthcare [26, 42]. A rich body of research has
explored and improved the accuracy of AI (especially of Machine Learning [ML]) decision-making models [9, 15, 18, 62].
However, the capacity of AI to safeguard fairness has raised strong concerns, since AI outcomes have generated
tangible harms which reinforce discrimination, restrict opportunities, or undermine well-being [9, 74, 77]. Harms caused
by AI (AI harms) pose critical threats to individuals, groups of people, and society as a whole. Generative AI (with
its Large Language Models [LLMs] flagship), has fueled further AI harms concerns, ranging from biased and unfair
decision-making to disastrous situations (such as the suicide of a teenager following interactions with an AI chat
system designed to provide emotional support) [83, 86]. LLMs’ complex architectures are prone to inherit vulnerabilities
(embedded in training data, model design, or architectural assumptions), while their obscure choices prohibit AI harms
anticipation [7, 39, 52, 74].

Minimizing AI harms demands that we uncover their sources and root causes, and articulating the mechanisms
leading to them [5, 70]. Prior work has established that biases arising throughout an AI lifecycle constitute key sources
of harm [9, 25, 71, 77] and are reflected in systematic errors in decision making during data collection, modelling,
evaluation, and deployment. For instance, representation bias frequently arises during data collection due to the selection
of unrepresentative samples or samples that reflect entrenched historical inequities (see Subsection 2.2 for additional
bias types and relevant problematic choices) [37, 55, 77]. Although several frameworks describe where and how such
biases occur across the lifecycle [46, 55, 77, 81], they remain largely disconnected from emerging harm taxonomies that
categorize the negative effects of AI systems on individuals, groups, and society [1, 34, 38, 74, 83]. Consequently, the
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specific relationships and the underlying mechanisms linking biases to the harms they produce remain underexplored
[35, 55, 71, 77, 81], motivating our first research question: [RQ1: Which types of AI bias are associated with which
specific AI harms, and through which mechanisms?]

Multiple technical fixes (e.g., data re-sampling or re-weighting) have been proposed to address AI biases, and while
these methods can reduce certain harmful impacts, they often fail to intervene effectively or guarantee harmless
outcomes [12, 13, 18, 19, 27, 62]. Harms in AI systems arise from complex sociotechnical dynamics, and are rooted
in social relations and cognitive processes, dimensions that purely technical solutions are ill-equipped to address
[5, 25, 74, 78]. Moreover, such technical fixes are typically applied once model development is already underway
or even after the model has been developed, when substantial resources have already been invested [16, 70]. These
late-stage interventions have, in many cases, been shown to amplify existing biases or introduce new forms of harm
[24, 25, 70]. These limitations have led to a growing recognition of the need to shift the locus of intervention [5]:
from narrow, reactive measures to proactive and context-sensitive strategies that anticipate harm from the outset.
Recent research emphasizes the importance of anticipating harms from the earliest stages, before the AI lifecycle
formally begins [16, 64, 70, 72, 74]. While socio-technical approaches to harm anticipation are starting to emerge,
most current efforts focus on documentation and risk communication, rather than offering actionable foresight rooted
in the sources of harm. Furthermore, existing methods often provide domain-specific recommendations rather than
systematic strategies applicable across contexts [14, 47, 67, 85].

This study contributes to this evolving body of work by advocating for proactive harm anticipation at the earliest
stages of the ML lifecycle, prior to the development of AI solutions. Building on [RQ1], we explore how different
types of bias embedded in AI systems, map onto specific harms by tracing them across the lifecycle and mapping
them to concrete harmful outcomes. This forms the basis for a structured, source-level anticipation strategy that can
meaningfully inform early design and governance decisions.

However, anticipating harm in practice goes far beyond detecting bias in data, models, or code. The literature
highlights the importance of considering the context of use; who will interact with the system, where and under which
conditions or/and institutional settings [16, 30, 59, 74]. AI is a general-purpose technology deployed across a wide array
of domains and the harms it may cause are equally multifaceted and far-reaching [34]. Tackling the ethical implications
of AI systems necessitates a stakeholder perspective that explicitly accounts for the roles and hierarchies among actors
across the AI lifecycle. There are active stakeholders who function as moral agents that specify, build, and influence
systems’outcomes while passive stakeholders become affected by a system but do not actively contribute to its outcome.
These asymmetric positions in the stakeholder landscape shape who is exposed to which harms [57] and leads us to our
second research question:

[RQ2: How can we develop a robust methodology to systematically uncover the connections between AI
biases and AI harms within specific contexts of use, thus allowing early source-level anticipation of harms?]

This paper introduces ECHO (Evidence framework for Connecting Harmful Outcomes to AI biases), a systematic
framework designed to address the gaps articulated in RQ1 and RQ2. Specifically, ECHO maps AI biases to the harms
they are associated with across diverse stakeholder roles and application domains, systematically uncovering the
underlying mechanisms through which such associations emerge. Under a given domain-specific deployment scenario,
the framework identifies potential harms by analyzing how different stakeholders may be affected when systems exhibit
specific types of bias. ECHO contributes in three principal ways:
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• Bias-to-Harm Source Mapping: Addressing RQ1, ECHO introduces an actionable bias-to-harm source mapping
that traces harms back to the specific AI biases that are associated with them [9, 25, 71, 77]. This moves beyond
existing documentation-centric approaches that merely describe risks or list potential impacts: instead, ECHO
provides a mechanism for identifying which harms are likely to emerge from which bias sources and the
lifecycle actions that instantiate them. The framework employs domain-specific vignettes, i.e. short descriptive
scenarios widely used in the social sciences to illustrate how biased behavior becomes evident in real-world
contexts [10, 16, 40, 48, 50]. It leverages LLMs (GPT-4) to assist in the authoring of vignettes to depict realistic,
domain-specific instances of biased AI behavior. The use of LLMs enables the generation of diverse, candidate
scenarios that closely mirror real-world settings while maintaining experimental control [16]. These vignettes
are then annotated with possible harms, thereby operationalizing the mapping from bias origins to harm
outcomes.

• Proactive, Lifecycle-level Harm Tracing and Anticipation: ECHO adopts a ML lifecycle perspective to
trace harms back to their underlying biases and, in turn, to the specific decisions and actions taken throughout
the lifecycle that often give rise to these biases [78]. This strategic orientation shifts the focus from post-hoc
harm documentation to proactive steering of design, development, and deployment processes, enabling active
stakeholders to anticipate and mitigate harms before systems are built. In practice, this supports the integration
of harm-awareness into governance, risk management, and conformity assessment workflows, an approach
that aligns with the demands of the EU AI Act [23].

• Context-sensitive Sociotechnical Integration: Addressing RQ2, ECHO moves beyond treating bias as a
purely technical issue by examining how different biases tend to give rise to distinct harms for different
stakeholder groups within their contextual settings. It adopts a stakeholder role-sensitive perspective, essential
for determining which harms fall on whom, since stakeholder exposure varies across roles in the AI lifecycle [57].
To complement the LLM-generated vignettes, the framework combines LLM and crowd-sourced judgments.
This hybrid approach captures both LLM-assisted foresight and lived-experience insights that AI tools alone
cannot fully anticipate [14, 16, 44, 67, 86]. Finally, ECHO incorporates ethical matrices (EMs) [16, 30, 86] to
structure how lifecycle biases translate into stakeholder-specific harms in a specific application domain. These
domain-specific matrices support a wide range of actors, including developers, designers, practitioners, auditors,
and policymakers, in anticipating harms that may emerge from bias-driven decisions across the AI lifecycle.
Taken together, these elements deepen the framework’s sociotechnical grounding by integrating contextual,
human-centered perspectives into the identification and management of harms across the AI lifecycle based on
the roles and vulnerabilities of the actors involved.

To demonstrate the framework’s applicability and validate its uptake potential, ECHO is applied to two distinct domains,
showing how different combinations of bias types, stakeholders, and domain characteristics give rise to specific harms.
The evaluation highlights bias-harm patterns across domains while also acknowledging exceptions, including cases in
which harms are not directly attributable to bias. Importantly, ECHO’s modular architecture, underpinned by a clear
mathematical formulation, ensures that the entire workflow is reproducible and adaptable across domains, stakeholder
roles, and evolving bias and harm taxonomies. This design aligns with ECHO’s broader aim of offering a generalizable
framework that can be easily extended to different domains and entity types.

The remainder of the paper is structured as follows. Section 2 reviews the most relevant related work. Section 3
introduces the foundational concepts and notation underlying ECHO to present its modules. Section 4 describes the
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experimental setup used to apply ECHO in practice. Section 5 reports the results and key observations, and Section 6
concludes with a discussion of contributions.

2 Related work

Our work builds on a broad body of Responsible AI (RAI) [63] research that spans conceptual frameworks and
methodological tools for understanding and anticipatingAI harms. This includes foundational works on harm taxonomies
in AI, AI bias frameworks, ethical matrix approaches for structuring stakeholder-impact relations, and vignette-based
experimental designs for systematically probing contextual factors through factorial manipulations. In this section, we
review the most relevant strands of related work that inspire the design of ECHO.

2.1 AI Harms taxonomies

Understanding the potential harms arising from AI technology is essential towards anticipating and preventing real-
world consequences. Mapping how harms materialize through the interaction of technological mechanisms with social
and cultural contexts enables practitioners to anticipate harms early and incorporate safeguards to minimize them
[74]. Recent research has proposed various harm taxonomies to systematically identify and classify these systems’
effects [28, 29, 34, 36, 74, 83]. Many existing frameworks, however, have a limited scope: some concentrate on specific
technologies (e.g., LLMs) [36, 83], others focus on particular application domains (e.g., healthcare, privacy) [28, 29], and
some are tailored to specific audiences (e.g., policy analysis [34]), thereby limiting their generalizability.

In this work, we adopt the prominent and highly cited Shelby et al. [74] harms taxonomy which provides broad cov-
erage of known harms across multiple contexts and serves as a practical reference for both developers and practitioners.
This taxonomy distinguishes four primary harm types, along with a fifth, that includes more systemic harm types [74]:

• Allocative harms occur when individuals lose access to information, opportunities, or essential supports (e.g.,
employment, housing, healthcare, finance). These include opportunity loss and economic loss.

• Quality-of-service harms arise when systems perform inconsistently or inadequately based on users’ identity
characteristics (e.g. race, gender, disability, or ethnicity). This can cause alienation, require increased labor to
use the system, or lead to lost services or benefits.

• Interpersonal harms occur when algorithmic systems adversely shape relationships between individuals or
communities, often by undermining autonomy, dignity, or emotional well-being. They include experiences such
as loss of agency or control, privacy violations, and technology-facilitated violence or impacts on users’ health and

well-being .
• Representational harms result when systems reinforce stereotypes, demean groups or even erase their identities.

These harms shape how groups are perceived and valued by both AI systems and broader society, contributing
to cultural exclusion and alienation. Specific dimensions of representational harm also include denying people
the opportunity to self-identify, and reifying essentialist social categories.

• Social system harms emerge at the macro level and refer to broad, systemic effects such as the reinforcement of
institutional inequities or environmental degradation. These harms arise through the interaction of algorithmic
systems with existing power structures and long-term social dynamics.

Categorizing harms, however, is not sufficient on its own, since preventing AI harms requires prompt understanding
of their origins [16, 70]. Biases arising at different stages of the AI lifecycle have been widely recognized as a major
source of harm [9, 25, 71, 77]. These biases encode, propagate, and amplify existing inequities, ultimately shaping
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the kinds of harms that emerge across application domains and usage contexts [16]. Therefore, minimizing AI harms
demands a comprehensive examination of biases as underlying sources and mechanisms throughout the entire AI
lifecycle.

2.2 AI bias in a project’s lifecycle: Types and mitigation pathways

AI systems can exhibit computaional (AI) biases that distort model behaviour and lead to unfair and harmful outcomes.
AI biases rise at different stages of the ML lifecycle, during data collection, model design, or deployment, and have been
widely examined in the literature on algorithmic fairness in AI [25, 46, 55, 77, 81]. Building on these studies, we focus
on five foundational bias types that are the most prominent and widely studied in the literature [78]:

• Representation bias arises from data quality issues when datasets fail to adequately capture the diversity
of the population, often excluding underrepresented groups and thereby limiting a model’s generalizability.
Closely related, historical bias reflects the pre-existing inequities embedded in data-generating processes:
even if data are sampled flawlessly, the underlying social and institutional patterns they mirror may already
privilege some groups while disadvantaging or excluding others [15, 71, 77, 81].

• Measurement bias arises from the use of features or labels as proxies for complex constructs when these
proxies either poorly capture the intended construct or are computed inconsistently across groups, leading to
inaccurate or misleading outputs [41, 46, 77].

• Algorithmic bias results from model design choices (e.g., architecture, functions, or hyperparameters) that
inadvertently produce uneven error rates across different groups, especially those underrepresented in the data
[35, 81].

• Evaluation bias occurs when benchmark datasets used to assess model performance are not representative of
the intended user population, or when inappropriate performance metrics are applied, leading to unnoticed or
uncorrected disparities [46, 81].

• Deployment bias arises when a model is used in a different context than it was designed for, often shifting
from assistive to autonomous use, which can lead to misuse and overreliance on the system’s outputs [43, 77].

Numerous approaches have been proposed to minimize AI harms by tackling bias at different stages of the lifecycle.
Technical interventions, including fairness toolkits [12, 13, 22] and de-biasing methods such as data re-sampling and
re-weighting [18, 19, 35] provide useful mechanisms to detect and mitigate bias but remain largely confined to statistical
operations within the ML pipeline or rest on unrealistic assumptions [35]. Fairness metrics usually reduce complex
sociotechnical harms to narrow statistical measures [55, 62]. Process-oriented efforts have sought to improve validation
and evaluation practices, yet they often emphasize accuracy over fairness, overlooking real-world disparities and
sociotechnical harms [76]. While these approaches have advanced the field, most are applied post hoc (when harmful
effects have already manifested and resources have been committed [16, 70]) or rely solely on technical interventions
that fail to capture the complexity of human behavior and decision-making. Yet, harms in AI systems emerge through
intricate sociotechnical processes, deeply rooted in social relations, institutional practices, and contextual norms,
dimensions that purely technical fixes cannot address [5, 16, 25, 70, 74, 78].

In response, recent work has shifted toward anticipatory strategies that aim to identify potential harms early in
the development process [16, 64, 70, 72, 74]. Such approaches require those involved in the design, development, and
oversight of AI systems to reason about possible system behaviors within their social and organizational contexts, an
inherently challenging yet essential step toward Responsible AI (RAI) [64, 70, 72]. RAI guidance calls for reflection on
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the interplay between problematic system behaviors (e.g., biases), ethical principles, and the broader contexts of use,
including the stakeholders involved and the domain-specific conditions in which systems operate [4, 16, 30, 59, 70, 74].
These factors are difficult to consider individually and evenmore challenging to address in combination. This underscores
the need for human-centered, socially grounded approaches to systematically anticipate how biased system behaviors
may manifest across domains and affect different stakeholders.

2.3 Human-Centered analytical structures: Ethical Matrices and Vignettes

A growing body of work emphasizes the importance of human-centered analytical structures for systematically reasoning
about the harms of AI systems [16, 30, 70, 84]. Among these, ethical matrices [56] have been proposed as a structured
way to identify and organize potential stakeholder concerns. Originally developed to assess biotechnologies in food
production, EMs have since been adapted for use in data science contexts, demonstrating how structured representations
can support systematic reflection during system design and deployment [16, 30]. They typically map problematic
system behaviors or design factors -such as the use of non-representative data or bad proxies- (depicted in columns)
against relevant affected stakeholders (depicted in rows), with potential concerns or harms represented in the cells.
This structure provides a clear overview of who might be affected, how, and by which technical decisions that lead to
problematic system behaviors (e.g. biases).

The who dimension concerns the diverse roles and social positions of stakeholders affect or/and are affected by AI
systems [57, 72, 74]. Given the far-reaching consequences of many AI-based incidents [3, 53], to address the moral and
ethical concerns arising with AI systems, the stakeholder perspective should identify a broad range of stakeholders
when envisioning possible harms [16, 21], especially the passive ones [57, 82]. Passive stakeholders are those who may be
substantially affected by a system but do not actively contribute to its development or operation; they include decision
subjects, vulnerable groups, and local communities. Active stakeholders, by contrast, are those who function as moral
agents that specify, build, deploy, or operate AI systems and thereby influence their outcomes. They include clients such
as operating organisations and platform owners, designers such as data analysts, data engineers, software developers,
and practitioners, as well as decision-makers such as end users and program managers [57, 82]. These asymmetric
positions in the stakeholder landscape shape who is exposed to which harms [16, 21, 57, 64, 70].

The how dimension has been addressed through structured reflection and envisioning methods, which prompt
those involved in system design to imagine potential harm scenarios in advance [8, 16]. Recent work leverages
large language models (LLMs) to support this process by surfacing harms that even experienced developers might
overlook [14, 16, 67, 86]. Yet LLMs alone cannot capture the contextual nuance and lived experiences of stakeholders,
so crowdsourced evaluations can be combined with LLM methods to enable a human-in-the-loop approach to harm
anticipation [16, 44, 58].

Regarding the which dimension, problematic system behaviors (biased behaviors in our case) must be clearly defined,
as they provide the basis for both crowd annotators and LLMs to envision potential downstream effects. In the social
sciences, vignettes-short, structured, often hypothetical scenarios- are commonly used to elicit judgments about
complex situations [10]. Vignette-based methods are increasingly applied to AI to examine how people perceive and
reason about potential impacts [16, 40, 48, 50]. The application domain shapes each vignette’s salience and severity:
similar biases can have very different consequences depending on the context in which they occur (e.g., medical diagnosis
vs. news recommendation) [9, 16, 70, 74]. By embedding biased behaviors within realistic domain and stakeholder
contexts, vignettes act as reflective instruments able to surface potential harms.
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Together, these human-centered structures provide a systematic foundation for reasoning about who may be harmed,
how, and by which system behaviors that lead to harm. Building on these structures, the following section outlines the
ECHO design, which operationalizes these ideas into a structured process for harm anticipation.

3 ECHO: Preliminaries and Framework Overview

This section formally defines the fundamental entities and the computational workflow of the proposed framework.
Based on the previous section, we now define a sequence of procedural functions that specify how ECHO transforms
structured inputs into stakeholder-centered ethical matrices. We begin by summarizing the notation used throughout
the framework, and then present a formal proposition that frames the problem that underpins ECHO’s objective of harm
anticipation. Next, we describe each phase of the workflow as a sequence of well-defined steps: stakeholder generation,
vignette construction, harms evaluation, and ethical matrix construction. Finally, we present the algorithmic logic of
ECHO in pseudocode, which integrates all steps into a coherent algorithmic workflow.

3.1 Notation and Core Definitions

To facilitate the formal description of the ECHO framework, Table 1 summarizes the key symbols, procedural functions,
and system modules used across its workflow. This notation establishes the conceptual vocabulary for defining the input
space, intermediate constructs, output artifacts, and functional components of ECHO. Each function is implemented
within a corresponding system module, enabling a structured and modular workflow for AI harm anticipation.

Table 1. Symbols, functions, and modules in the ECHO framework.

Symbol / Name Description Type

D, 𝑑 List of application domains / domain instance Input
B, 𝑏𝑚 List of𝑀 AI bias types / bias type 𝑏𝑚 Input
H , ℎ𝑟 List of 𝑅 harm types from a harm taxonomy / harm type ℎ𝑟 Input
S𝑑 , 𝑠𝑘 List of 𝐾 stakeholders for domain 𝑑 / stakeholder 𝑠𝑘 Output
V , 𝑣𝑘,𝑚,𝑑 Space of vignettes / generated vignette Intermediate
V̂ , 𝑣𝑘,𝑚,𝑑 Space of augmented vignettes (with MCQ) / augmented vignette Intermediate
𝐻
(𝑖 )
𝑘,𝑚,𝑑

Harm subset selected by annotator 𝑖 for 𝑣𝑘,𝑚,𝑑 Intermediate
Agg𝑘,𝑚,𝑑 Aggregated harm set for vignette 𝑣𝑘,𝑚,𝑑 Intermediate
𝑑𝐸𝑀𝑑 Descriptive Ethical matrix of size 𝐾 ×𝑀 for domain 𝑑 Output
𝑖𝐸𝑀𝑑 Inferential Ethical matrix of size 𝐾 ×𝑀 for domain 𝑑 Output

Functions

SHolderGen Generates stakeholder set S𝑑 from domain 𝑑
VignetteCon Constructs vignette from (𝑠𝑘 , 𝑏𝑚, 𝑑)
AttachMCQ Attaches harm-based MCQ to vignette
Annotate Collects harm annotations from 𝑁 annotators
Aggregate Aggregates multiple annotations into Agg𝑘,𝑚,𝑑

System Modules

StakeholderGenerator Runs SHolderGen
VignetteConstructor Runs VignetteCon & AttachMCQ

HarmsEvaluator Runs Annotate & Aggregate
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The following proposition formally establishes the mapping problem addressed by ECHO. The rest of this section defines
how procedural functions transform structured inputs into ethical matrices that encode domain and stakeholder -specific,
bias-harm relationships.

Proposition 1: Given an application domain 𝑑 ∈ D, a list of bias types B, and a list of harm typesH , we
can construct a domain-specific ethical matrix 𝐸𝑀𝑑 that systematically encodes the mapping (𝑠𝑘 , 𝑏𝑚, 𝑑) ↦→
𝐸𝑀𝑑

𝑘,𝑚
. In this matrix, rows correspond to stakeholders, columns to bias types, and the entries capture the

aggregated set of harms that are most likely to arise for a given stakeholder 𝑠𝑘 when exposed to an AI
system exhibiting bias 𝑏𝑚 within domain 𝑑 .

Proof Sketch.

We support Proposition 1 through the implementation and empirical application of the ECHO framework. Specifically,
for a given application domain, ECHO first generates a domain-specific stakeholder list and then constructs a vignette for
each (domain, bias) pair, which is systematically combined with every stakeholder in that list. The resulting vignettes
are augmented with harm-based multiple-choice questions (MCQs) and evaluated by multiple annotators, both human
and LLM. The collected annotations are aggregated to populate a descriptive ethical matrix 𝑑𝐸𝑀𝑑 for the given domain
𝑑 . Each matrix entry 𝑑𝐸𝑀𝑑

𝑘,𝑚
reflects the set of harms identified for stakeholder 𝑠𝑘 under bias 𝑏𝑚 within domain 𝑑 . This

descriptive matrix is subsequently refined through inferential testing, yielding the inferential ethical matrix 𝑖𝐸𝑀 . Our
experiments across two high-stakes domains and multiple stakeholder roles demonstrate that such matrices can indeed
be constructed in practice, validating the operational feasibility of the mapping defined in the proposition. While the
validity of each individual matrix depends on annotation quality and sampling robustness, the overall method provides
evidence-based support for the proposition.

3.2 ECHO Algorithm and Workflow

This section introduces the complete algorithmic workflow that operationalizes ECHO. Building on Proposition 1,
Algorithm 1 outlines how the input space – namely, one application domain of interest, a list of bias types, and a list of
harm types, (𝑑,B,H) – is transformed into ECHO’s final outputs through a series of procedural functions. ECHO executes
a workflow of steps that construct vignettes regarding the interaction of a stakeholder with an AI system exhibiting a
specific bias within an application domain. The resulting vignette is augmented with an MCQ based on the given list of
harms, and annotated by multiple human annotators and an AI agent, each selecting potential harms. The collected
annotations are aggregated into the corresponding cell of an ethical matrix for this domain. This matrix summarizes
how different stakeholders within a given domain perceive harms arising from biased AI systems and constitutes the
descriptive Ethical Matrix 𝑑𝐸𝑀𝑑 of ECHO. The 𝑑𝐸𝑀𝑑 is subsequently refined through inferential statistical analysis
which identifies the statistically significant bias-harm relationships and yields the inferential Ethical Matrix (𝑖𝐸𝑀𝑑 ).
These two matrices form the core foundation of harm anticipation in ECHO. Figure 1 depicts how each phase of the
system incrementally constructs the ethical matrices 𝑑𝐸𝑀𝑑 and 𝑖𝐸𝑀𝑑 .
The algorithm proceeds as follows, beginning with the required inputs.

Input

ECHO operates over the following inputs:

• Let 𝑑 ∈ D denote a distinct application domain of interest (e.g., hiring, healthcare),
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Fig. 1. Overview of the ECHO workflow. 1. The system takes as input an application domain and generates a domain-specific list of
stakeholders. 2. It then takes this list, a list of bias, and a list of harms. For each (domain, bias) pair, it constructs a vignette that is
combined with every stakeholder in the domain. Each resulting vignette is then augmented with a MCQ based on the list of harms. 3.
The resulting augmented vignette is then annotated by multiple human annotators and an AI agent, each selecting potential harms.
The collected annotations are aggregated into a descriptive ethical matrix, where rows represent stakeholders, columns represent bias
types, and each cell reflects the consensus view of perceived harms. This matrix is finally refined via inferential testing yielding the
inferential ethical matrix.

• Let B = {𝑏𝑚 | 𝑚 ∈ {1, . . . , 𝑀} } denote the list of 𝑀 AI bias types, derived from an external bias list (e.g.,
representation bias, measurement bias, as discussed in subsection 2.2),

• LetH = {ℎ𝑟 | 𝑟 ∈ {1, . . . , 𝑅} } denote the list of 𝑅 harm types, derived from an external harm taxonomy (e.g., as
the one presented in subsection 2.1)

The aforementioned bias and harm lists follow the theoretical foundations synthesized in Section 2, drawing respectively
from widely used AI bias frameworks and harm taxonomies. This grounding ensures that ECHO operates over
conceptually validated and broadly recognized foundations.

The system then proceeds to:

Phase 1: Stakeholder Generation

The module StakeholderGenerator is operationalized via LLM-based generation, employing a one-shot prompt
regarding a specific domain to produce a candidate stakeholder list (an illustrative example is provided in Appendix A).
It executes the function SHolderGen.
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Algorithm 1: ECHO Workflow
Input: Domain 𝑑 , Bias types B, Harm taxonomyH
Output: List of stakeholders S𝑑 and ethical matrix 𝐸𝑀𝑑 for the domain 𝑑

1 S𝑑 ← SHolderGen(𝑑); // Produce a stakeholder list

2 foreach 𝑠𝑘 ∈ S𝑑 do
3 foreach 𝑏𝑚 ∈ B do
4 𝑣𝑘,𝑚,𝑑 ← VignetteCon(𝑠𝑘 , 𝑏𝑚, 𝑑) ; // Construct vignette for (stakeholder, bias, domain)

5 𝑣𝑘,𝑚,𝑑 ← AttachMCQ (𝑣𝑘,𝑚,𝑑 ,H) ; // Attach MCQ over H
6 A ← [ ] ; // Initialize an empty annotation list

7 for 𝑖 = 1 to 𝑁 do
8 𝐻

(𝑖 )
𝑘,𝑚,𝑑

← Annotate(𝑖 ) (𝑣𝑘,𝑚,𝑑 ) ; // Annotator 𝑖 selects harms

9 append 𝐻 (𝑖 )
𝑘,𝑚,𝑑

to A ; // Store annotation in collection

10 Agg𝑘,𝑚,𝑑 ← Aggregate𝜏=0.5 (A) ; // Aggregate with majority threshold 𝜏 = 0.5
11 𝑑𝐸𝑀𝑑

𝑘,𝑚
← Agg𝑘,𝑚,𝑑 ; // Insert aggregated harms into domain matrix

12 𝑖𝐸𝑀𝑑 ← InferentialRefine(𝑑𝐸𝑀𝑑 ) ; // Apply inferential tests to produce the iEM

13 return {S𝑑 , 𝑑𝐸𝑀𝑑 , 𝑖𝐸𝑀𝑑 };

Definition 3.1. SHolderGen is defined as a function that takes as input a domain 𝑑 ∈ D and returns a set of 𝐾
domain-specific stakeholders:

SHolderGen : D ↦→ S𝑑 , 𝑑 ↦→ {𝑠𝑘 | 𝑘 = 1, . . . , 𝐾}.

Phase 2: Vignette Construction

At this phase, the module Vignette Constructor generates vignettes through a factorial design in which each type of
AI bias is instantiated as a fixed scenario and systematically combined with every stakeholder within the specified
application domain. The module VignetteConstructor runs the functions VignetteCon and AttachMCQ, which are
operationalized via scripted LLM calls followed by targeted refinements (see subsection 4.1 for details and Appendix B
for an illustrative example).

Definition 3.2. VignetteCon is defined as a function that takes as input a stakeholder 𝑠𝑘 ∈ S𝑑 , a bias type 𝑏𝑚 ∈ B,
and a domain 𝑑 ∈ D, and returns a fictional scenario (vignette) regarding the interaction of the stakeholder 𝑠𝑘 with an
AI system exhibiting bias 𝑏𝑚 within domain 𝑑 :

VignetteCon : S𝑑 × B × D ↦→ V, (𝑠𝑘 , 𝑏𝑚, 𝑑) ↦→ 𝑣𝑘,𝑚,𝑑 .

Then, to collect judgments on specific perceived harms from both human and LLM annotations, AttachMCQ appends
MCQs based on a harm taxonomy as response instruments following each vignette.

Definition 3.3. AttachMCQ is defined as a function that takes as input a vignette 𝑣𝑘,𝑚,𝑑 ∈ V and a harm taxonomyH ,
and returns an augmented vignette 𝑣𝑘,𝑚,𝑑 that includes a multiple-choice questionnaire overH :

AttachMCQ : V ×H ↦→ V̂, (𝑣𝑘,𝑚,𝑑 ,H) ↦→ 𝑣𝑘,𝑚,𝑑 .

The resulting object 𝑣𝑘,𝑚,𝑑 constitutes the full query interface shown to annotators.
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Phase 3: Harms Evaluation

Themodule HarmsEvaluator consequently runs a two-step workflow to elicit harm perceptions, consisting of Annotate
and Aggregate. Responses are collected from both crowd annotators and an AI agent.

Definition 3.4. Annotate is defined as a function that takes as input an augmented vignette 𝑣𝑘,𝑚,𝑑 and returns a
collection of harm subsets {𝐻 (𝑖 )

𝑘,𝑚,𝑑
}𝑁𝑖=1 for this vignette, one for each of the 𝑁 annotators (human crowdworkers or

LLM). Each annotation is constrained to at most two elements of the harm taxonomyH :

Annotate : 𝑣𝑘,𝑚,𝑑 ↦→ {𝐻 (𝑖 )𝑘,𝑚,𝑑 }
𝑁
𝑖=1, where 𝐻

(𝑖 )
𝑘,𝑚,𝑑

⊆ H , |𝐻 (𝑖 )
𝑘,𝑚,𝑑
| ≤ 2.

This constraint encourages annotators to report only the most salient harms, avoids noise resulting from overly large sets
of allowed responses, and keeps the cognitive demands of the vignette task manageable [6]. The resulting object 𝐻 (𝑖 )

𝑘,𝑚,𝑑

constitutes the individual harm selection of annotator 𝑖 for vignette 𝑣𝑘,𝑚,𝑑 . The harm selections from all annotators
are then aggregated into a single representative harm set for this vignette, using a predefined aggregation function.

Definition 3.5. Aggregate is defined as a function that takes the collection of individual selections {𝐻 (𝑖 )
𝑘,𝑚,𝑑
}𝑁𝑖=1 and

returns a representative harm set for the vignette:

Aggregate : {𝐻 (𝑖 )
𝑘,𝑚,𝑑
}𝑁𝑖=1 ↦→ Agg𝑘,𝑚,𝑑 , where Agg𝑘,𝑚,𝑑 ⊆ H .

Following best practices in corpus annotation [49, 68], aggregation applies a majority threshold of 𝜏 = 0.5 to ensure
reliable consensus among annotators. The choice of 𝜏 = 0.5 aligns with common practice in majority-vote aggregation,
where a simple majority is taken as evidence of agreement. If no harm category reached the majority threshold (𝜏 = 0.5),
we retained the top-ranked harm(s). A small tolerance margin of ±5% was applied to capture near-ties, retaining all
harms whose frequencies were within this range of the highest-ranked one.

Let 𝐶 (ℎ) be the number of annotators that selected harm ℎ and 𝑁 the number of annotators for this vignette. We
keep ℎ if its proportion 𝐶 (ℎ)/𝑁 meets or exceeds the majority threshold 𝜏 :

Agg𝑘,𝑚,𝑑 = {ℎ ∈ H : 𝐶 (ℎ)/𝑁 ≥ 𝜏 }.

Otherwise, when no harm meets the threshold, we retain the top-ranked harm(s) (including those within the ±5%
tolerance margin of the highest frequency):

Agg𝑘,𝑚,𝑑 = argmax
ℎ∈H

𝐶 (ℎ) .

The aggregation summarizes crowd and LLM judgments by keeping harms endorsed by (at least) half of annotators
for each vignette; when no clear majority emerges, the top-ranked harms are retained to reflect the strongest shared
signals.

Phase 4: Ethical Matrices Construction

In the final phase, ECHO synthesizes the collected annotations into a structuredmatrix representation. For each application
domain 𝑑 , the framework constructs a domain-specific Ethical Matrix [30, 56]. This matrix, referred to as the descriptive
Ethical Matrix (dEM), encodes the harm sets associated with each stakeholder–bias pair.

𝑑𝐸𝑀𝑑 ∈
(
2H

)𝐾×𝑀
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where 2H denotes the power set of the 𝑅-element harm taxonomy. The matrix 𝑑𝐸𝑀𝑑 has:

• 𝐾 rows, each corresponding to a stakeholder 𝑠𝑘 ,
• 𝑀 columns, each corresponding to a bias type 𝑏𝑚 ,
• Each entry (𝑘,𝑚) holds the set of harms perceived for stakeholder 𝑠𝑘 under bias 𝑏𝑚 .

Formally, each entry at position (𝑘,𝑚) of the matrix𝑑𝐸𝑀𝑑 stores the consensus-based aggregated harm set associated with
the triple (𝑠𝑘 , 𝑏𝑚, 𝑑), obtained through the sequential application of vignette construction, augmentation, annotation,
and majority-based aggregation:

𝑑𝐸𝑀𝑑
𝑘,𝑚

=
(
Aggregate𝜏 ◦ Annotate ◦ AttachMCQH ◦ VignetteCon

)
(𝑠𝑘 , 𝑏𝑚, 𝑑), with 𝜏 = 0.5 (±5% tolerance).

This formulation ensures that each cell reflects the most consistently perceived harms across annotators for the given
domain-stakeholder-bias configuration. The dEM serves as the foundation upon which inferential statistical testing is
applied to produce the refined, statistically validated inferential Ethical Matrix (iEM).

Outputs.

For a given domain 𝑑 , ECHO returns:

• A list of stakeholders S𝑑 .
• A descriptive ethical matrix 𝑑𝐸𝑀𝑑 , encoding perceived harms across the (𝑠𝑘 , 𝑏𝑚) grid.
• An inferential Ethical Matrix 𝑖𝐸𝑀𝑑 , obtained by applying inferential statistical tests to the harm frequencies

underlying 𝑑𝐸𝑀𝑑 and encoding statistically significant bias–harm relationships.

4 ECHO in practice: Experimental Setup

To evaluate the applicability of the ECHO framework, we conducted a vignette-based experiment grounded in the five
types of AI bias (Subsection 2.2) and the perceived harms defined by the harm taxonomy proposed by Shelby et al. [74]
(Subsection 2.1). The study was applied to two distinct domains: disease diagnosis and hiring. We selected these domains
because policies such as the EU AI Act explicitly classify both as high-risk and require corresponding processes for risk
management and assessment [80]. Moreover, both are widely identified in the literature as high-stakes contexts where
AI systems increasingly support consequential decisions yet remain particularly vulnerable to bias [16, 33, 45, 66, 75].
Importantly, they differ in their proximity to human subjects and in the nature of their impacts. Hiring involves
socio-economic judgments with potentially long-term effects on applicants’ livelihoods and opportunities, whereas
disease diagnosis directly affects human health and well-being, with more immediate and critical consequences. Despite
these differences, both domains rely on AI to support sensitive decisions that affect people’s lives, often in situations
where information is incomplete or unevenly distributed. This makes them complementary settings for evaluating the
framework across diverse stakeholder groups and deployment contexts.

4.1 Protocol

In this section, we detail the end-to-end protocol used to instantiate and evaluate ECHO in our two domains. We outline
each phase of the framework so that the procedure can be understood and replicated.
Phase 1: Stakeholder Generation
SHolderGen.We first constructed a one-shot learning prompt for GPT-4. The prompt included a domain-specific list of
stakeholders that we manually defined for a loan application scenario, drawing on relevant real-world cases and prior
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studies [3, 16, 33, 57]. Based on this illustrative example, ECHO generated domain-specific stakeholder candidates, which
we refined based on pilot feedback (see subsection 4.2) and on practical considerations during LLM generation (the
model initially produced a large number of candidate roles). Ultimately, four stakeholders per domain were included:
patient, marginalized patient groups, developer, and healthcare institution for disease diagnosis and applicant, marginalized

applicant groups, developer and company for hiring. An illustration of this stakeholder generation procedure is provided
in the Appendix A.
Phase 2: Vignette Construction
VignetteCon. For each domain-bias pair, ECHO generated short scenarios contextualizing abstract bias types into
concrete, relatable situations using ChatGPT-4. Each vignette described an AI system exhibiting a specific bias within a
domain and was completed with a targeted question addressed to a relevant stakeholder.A structured writing protocol
guided the generation of each vignette and consisted of: (i) a domain-specific context anchor (e.g., recruitment process
or medical consultation), (ii) an explicit and accessible instantiation of the bias type (e.g., use of a non-representative
dataset or reliance on a poor proxy) making it understandable even to participants unfamiliar with AI bias terminology,
and (iii) a stakeholder-centered narrative perspective. In the case of algorithmic bias, we used a single representative
instantiation; overly simplistic model architectures that underfit complex patterns and may disproportionately harm
certain groups [35, 77, 81]. In the case of evaluation bias, we used unbalanced benchmark datasets to assess model
performance, reflecting how skewed validation data can conceal disparities across groups. The vignettes were refined
based on psychological insights, adopting a second-person perspective to enhance participant engagement [17]. Plain,
non-technical language was used throughout to ensure accessibility. A factorial design varied domain (2), bias type (5),
and stakeholder roles (4), yielding 40 vignettes.
AttachMCQ. Participants (see subestion 4.2) selected perceived harms from a predefined list based on Shelby et al.’s
taxonomy [74], presented as a multiple-choice questionnaire. This enabled them to indicate which harms they believed
were most likely to affect the stakeholder in the given vignette.The social system category was excluded due to its diffuse,
macro-level nature, which makes attribution to specific AI lifecycle decisions difficult. The analysis therefore focused
on harms more directly linked to data, modeling, evaluation, and system use. Representational harms were treated
separately, as they concern groups rather than individuals. Related questions were included only when the stakeholder
was a group of decision subjects, since representational harms arise primarily when systems classify or frame those
subjected to their decisions. An illustrative example of a resulting vignette, together with the corresponding MCQs and
excerpts from the LLM-human interaction that led to its formulation, is provided in Appendix B.
Phase 3: Harms Evaluation
Annotate & Aggregate. After appending the MCQ based on the harm taxonomy as response instrument, participants
indicated which harms they believed the described AI system might impose on the stakeholder. They were randomly
assigned vignettes and asked to select up to two harms most likely to affect the stakeholder. Each evaluated two
vignettes. When the stakeholder was the decision subject, an additional MCQ captured potential representational
harms at the group level. ChatGPT-4 was also used as an annotator, answering the same MCQs for all vignettes, unlike
human participants who annotated only a subset. For each domain–stakeholder–bias triplet, harm annotations were
aggregated and the resulting representative harm set populated the corresponding cell of the descriptive Ethical Matrix
dEM.Details about the human annotators who completed the harm–selection tasks, along with their background and
briefing procedure, are provided in Subsection 4.2.
Phase 4: Ethical Matrices Construction
In the final phase, the aggregated harm selections were organized into a structured descriptive ethical matrix for each



14 Nicoleta Tantalaki, Sophia Vei, and Athena Vakali

application domain. Rows correspond to stakeholders, columns to bias types, and each cell contains the harm set most
frequently assigned to that stakeholder under the corresponding bias condition. This (dEM) provides a domain-specific
overview of how participants perceived the harms arising from biased AI behaviour. To complement this descriptive
layer, we also derive an inferential Ethical Matrix (iEM), which incorporates the statistically significant bias–harm
associations obtained through the inferential analysis. The methodology and results of this inferential stage are presented
in Section 5.3.

4.2 Participants

In line with human-in-the-loop principles that leverage human judgment where automated systems fall short (see
subsection 2.3)[16, 44, 58], we integrated human annotators as part of Phase 3 of the ECHO workflow. They served
as the primary annotator pool, complementing the LLM-based annotations. A total of 251 university students were
recruited from two major universities in Thessaloniki. Among them 114 were women (45%) and 134 were men (53%) (3 of
them picked "Other"). Most participants had a STEM background, predominantly in computer science. A smaller subset
from the social sciences, mainly psychology, was also included to provide complementary viewpoints. The vast majority
were between 18 and 25 years old. In addition to human participants, we also included an LLM (ChatGPT-4), which
was asked to anticipate harms by responding to the same MCQs that were administered to the student participants.
To enhance validity, we conducted a pilot test with a small subset of 30 student participants at the early stage of the
research. This process allowed us to identify potential ambiguities or weaknesses in the study design and to refine the
materials (especially the vignette descriptions and MCQ options) before running the main study.
Participant Briefing. Before completing the survey, all participants attended a one-hour introductory lecture designed
to clarify the key concepts of AI bias and AI harms. This session aimed to establish a common conceptual baseline,
given that many participants had limited prior exposure to these topics. By ensuring a shared understanding of the core
notions under examination, the briefing sought to improve the quality and consistency of their responses.

4.3 An Illustrative ECHO Instance

To concretize how the framework operates end-to-end, we provide a brief illustrative instance of ECHO applied to
a single domain–bias–stakeholder combination. Consider the hiring domain under representation bias, viewed from
the perspective of the job applicant. In Phase 1, SHolderGen identifies the relevant stakeholders for this domain as
shown in Appendix A, and a subset of these is retained. In Phase 2, VignetteCon generates a scenario illustrating
how the use of a non-representative sample excluded part of the population from the assessment process, as shown in
Appendix B. In Phase 3, participants evaluate this vignette by selecting up to two harms they believe the applicant
is most likely to experience. These annotations are then aggregated via majority vote to populate the corresponding
cell of the descriptive Ethical Matrix (dEM). In Phase 4, the dEM for all bias–stakeholder combinations is constructed,
and inferential analysis tests whether the observed harm selections occur at statistically significant levels, yielding
the refined inferential Ethical Matrix (iEM). This example illustrates how a single (domain, bias, stakeholder) triplet is
processed through the full ECHO workflow, and how both dEM and iEM are derived from the same underlying set of
annotations.

5 Results and observations

This section presents the main findings of the study. We report both descriptive and inferential outcomes to provide
a transparent and rigorous account of how bias–harm relationships emerge in the data. First, we introduce the EMs



Echoes of AI Harms: A Human–LLM Synergistic Framework for Bias-Driven Harm Anticipation 15

Table 2. Descriptive Ethical Matrix for the Disease Diagnosis Domain (majority 𝜏 = 0.5; near-ties within ±5% of top frequency).

Stakeholder / Bias Representation Measurement Algorithmic Evaluation Deployment

Patient
• diminished health and well-

being (60%)
• opportunity loss (53%)

• diminished health and well-
being (63%)

• diminished health and well-
being (80%)

• diminished health and well-
being (56%)

• opportunity loss (56%)
• service or benefit loss (50%)

• diminished health and well-
being (47%)

• alienation (42%)

Patient group
• stereotyping (67%) • stereotyping (79%)

• denying self-identity (63%)
• stereotyping (67%) • alienation (44%) • stereotyping (42%)

Developer
• diminished health and well-

being (67%)
• diminished health and well-

being (50%)
• service or benefit loss (53%) • increased labor (53%) • alienation (44%)

• diminished health and well-
being (44%)

• loss of agency or control
(44%)

Healthcare institution
• diminished health and well-

being (50%)
• diminished health and well-

being (53%)
• diminished health and well-

being (68%)
• diminished health and well-

being (61%)
• increased labor (50%)

derived from the aggregated survey annotations, represented in two descriptive forms collectively termed the descriptive
EMs (dEMs). Second, we present descriptive statistics that visualize the distribution of selected harms across bias types,
stakeholders and domains. Finally, we report the inferential analyses that yields the inferential Ethical Matrix (iEM)
that refines the dEM capturing the bias–harm associations that stand out statistically and form the actionable basis for
harm anticipation in ECHO.

To align with the article’s contributions, this section empirically demonstrates how ECHO: (i) operationalizes
bias–to–harm sourcemapping by grounding abstract bias types into concrete, annotated vignettes and and by statistically
validating the bias–harm patterns that emerge from them (ii) supports proactive, lifecycle-oriented harm anticipation by
tracing how different types of bias manifest as stakeholder-specific harms before system development and (iii) adopts a
human-centered, context-sensitive approach that embeds harm identification within realistic sociotechnical settings.

5.1 Descriptive Ethical Matrix

A descriptive ethical matrix provides a structured representation of how participants intuitively perceived the harms that
different stakeholders may experience under each bias type. To support both interpretability and analytical transparency,
we present two complementary descriptive forms. The compact, majority-based dEM highlights only the harms that
reached consensus among annotators (as described in Phase 3 of subsection 3.2 ). This concise format is particularly
useful for stakeholders involved in the design, development, or assessment of AI systems, who need to identify the
most salient and widely perceived bias–harm patterns even during early stages of the AI lifecycle, when foundational
design decisions are made. In contrast, the full frequency-based dEM lists all annotated harms together with their
occurrence counts, offering richer detail on the diversity and distribution of stakeholder judgments. This expanded
form can be especially valuable for researchers, analysts, and auditing teams who wish to examine less dominant
but recurring harm signals, explore ambiguity or variation in perceptions, or conduct fine-grained analysis across
domains and stakeholder roles. Together, these descriptive representations serve as an interpretability and task-validity
layer, offering an initial snapshot of how participants distinguished among bias types and harm categories. The resulting
majority-based dEM for the Disease Diagnosis domain is presented in Table 2. The dEM for the Hiring domain, along
with the full frequency-based dEMs listing all annotated harms and their counts, are provided in Appendix D.
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Fig. 2. Bias x harm radar plots for (a) Patients and (b) Applicants.

5.2 Descriptive Visualization of Bias–Harm Patterns Across Stakeholders and Domains

This subsection presents the descriptive results that offer an overview of the overall distribution of responses and the
prominent bias–harm patterns across stakeholders and domains. To provide an overview of the collected annotations,
we visualized the distribution of responses across application domains, stakeholders, and bias types using radar plots.
Each axis corresponds to a specific harm category (e.g., opportunity loss, service or benefit loss, privacy violation),
and each polygon represents the relative frequency of responses for each bias type (representation, measurement,
algorithmic, evaluation, deployment). These plots serve as descriptive summaries of the sample composition prior to
inferential testing (Section 5.3).

5.2.1 Passive stakeholders: Decision subjects and marginalized groups. Figure 2a and Figure 2b provide descriptive radar
plots summarizing the distribution of harm types associated with all bias types within the Disease Diagnosis-Patient
and Hiring-Applicant contexts respectively.

Disease Diagnosis-Patient. Figure 2a depicts that the highest convergence across all bias types is observed for
diminished health and well-being, as expected in clinical settings where erroneous inferences can directly affect patients’
health [74]. Representation,measurement, and evaluation biases exhibit convergent patterns, all showing similar emphasis
on QoS harms (particularly service or benefit loss) and on allocative harms (opportunity loss). Deployment and algorithmic

biases showed strong and exclusive associations with the harm alienation (along side their contribution to diminished

well-being), with no comparable patterns observed for other bias types. Only a very small number of cases involving
privacy violation or technology-facilitated violence were detected, consistent with the limited relevance of these harm
categories to the scope of the scenarios examined. Overall, the harm distribution concentrates on well-being and
allocative dimensions.

Hiring-Applicant. Figure 2b shows a clear convergence across almost all bias types on opportunity loss, as expected in
hiring contexts where systems can unequally mediate access to employment and related resources [74]. Representation,
measurement, and evaluation biases exhibit the strongest spoke toward opportunity loss, reflecting their dominant
association with allocative harms in hiring decisions.Algorithmic and deployment biases once again converged on a QoS
harm, this time on service or benefit loss rather than alienation, indicating that such biases manifest differently across
domains depending on the nature of human stakes (i.e., the type of human consequence involved). In healthcare, such
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biases disrupt trust and personal connection, giving rise to more affective forms of harm, whereas in hiring they translate
into material disadvantage and the unequal distribution of opportunities and benefits. Several bias types additionally
are associated (though less prominently than in the diagnosis domain) with diminished health and well-being, reflecting
the psychological toll of losing a job opportunity. Overall, the distribution is strongly oriented toward allocative and
QoS harms.
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Fig. 3. Bias × representational harm radar plots for (a) the Patient group and (b) the Applicant group.

Disease Diagnosis-Patient group. Figure 3a displays representational harm frequencies by bias type. The most salient
pattern is the concentration of responses on stereotyping, with nearly all bias types converging on this harm, particularly
representation, measurement, and algorithmic biases, which exhibited the highest frequencies. Peaks in denying self-

identity (for measurement) and reifying categories (for algorithmic) further highlight how biased variable definitions
and modelling choices can constrain how patients are perceived and categorized, reinforcing narrow or restrictive
notions of identity. Evaluation bias shows a distinct rise in alienation, as exemplified by a scenario in which a dental AI
system, tested only in urban clinics with advanced imaging equipment, performed poorly in community health centers,
effectively marginalizing those patients. Moreover, the frequent selection of none for deployment bias corresponds
to a chatbot scenario, which focused on functional rather than representational issues. Detailed descriptions of both
scenarios can be found in Appendix C.Vignette 2 and C.Vignette 4.

Hiring-Applicant group. Figure 3b shows the convergence of three bias types on demeaning, with algorithmic and
measurement biases showing the highest frequencies. Stereotyping likewise emerged as a frequently observed harm
across multiple bias types, peaking under representation bias, as skewed or selective data representations inherently
reinforce generalized or reductive depictions of certain groups. Representation bias further leads to erasure: when
training datasets systematically exclude certain populations, the system effectively "cannot see" these groups, rendering
their characteristics invisible. The prominence of reifying categories for evaluation bias corresponds to a scenario in
which a company’s hiring system was tested exclusively on data from a single urban office. This narrow evaluation
context reinforced a fixed “city-office” applicant archetype, leading the system to treat this background as the default
standard against which all candidates were assessed. As a result, applicants from different environments experienced a
sense of alienation, perceiving the system as misaligned with their professional or cultural context (see Appendix C,
Vignette 5).
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(a) Developer of Disease Diagnosis System bias × harm radar
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Fig. 4. Bias × harm radar plots for (a) the developer of the Disease Diagnosis System and (b) the developer of the Hiring System.

5.2.2 Active stakeholders: Developers. Figures 4a and 4b, illustrate that in both contexts, developers frequently reported
diminished health and well-being, reflecting the psychological strain and mental load associated with building or
maintaining complex AI systems. However, while this harm dominates the Disease diagnosis-Developer context,
appearing consistently across bias types, it is less pronounced in the Hiring-Developer context, where QoS harms
(such as increased labor) and allocative harms (notably opportunity loss) appear more frequently as the most common
response categories across a broad range of bias types. In this domain, spokes in alienation for representation bias and in
loss of agency or control for deployment bias are also observed. In the disease diagnosis domain, other harm categories
appear with lower and more scattered frequencies, without clear convergence on specific bias-harm combinations.
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Fig. 5. Bias × harm radar plots for (a) the Healthcare Institution and (b) the Company.

5.2.3 Active stakeholders: Healthcare Institution and Company. Figures 5a and 5b present the distribution of harm types
across bias categories for the Healthcare Institution (of the Disease Diagnosis domain) and the Company (of the Hiring
domain) stakeholders. Across both contexts, we do not observe strong differentiation between bias types; instead, big
spokes tend to cluster bias types around a limited number of harm categories especially in the Hiring domain. In the
healthcare context, most bias types converge on diminished health and well-being, which in this case primarily reflects
reputational damage to the healthcare institution resulting from biased or erroneous diagnostic outputs. This emphasis
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on reputational harms is likely amplified by the sensitivity of the healthcare domain, where clinical failures have direct
consequences for patients’ health. In the hiring context, two main poles of convergence are evident: service or benefit
loss and opportunity loss, with the latter frequently highlighted in the literature as a typical downstream manifestation
of QoS harms [9, 74, 77]. Here, emphasis is placed on the potential loss of qualified candidates and workforce quality
due to biased decision-making. Other harm categories remain comparatively low in both contexts.

The dEMs and visualizations offer preliminary insights addressing RQ1 and RQ2. The observed bias-harm distributions
in context-sensitive patterns (i.e., stakeholder and application domain combinations) illustrate which types of biases
are most frequently associated with particular harms (RQ1) and exemplify how the proposed mapping methodology
can systematically surface such relationships within context (RQ2). The subsequent inferential analyses build on these
observations by statistically testing the strength and significance of the identified associations.

5.3 Inferential Exploration of Bias–Harm Patterns Across Stakeholders and Domains

Finally, we present inferential analyses to test which bias–harm associations occur significantly more often than would
be expected by chance. These results yield an evidence-based set of statistically robust bias–harm pathways, that are
then used to tranform the initial dEM into a statistically validated iEM that captures the bias–harm associations that
stand out statistically (including both old and newly surfaced significant pathways).

To determinewhether the distribution of harms differs across bias types within each domain–stakeholder combination,
we first apply an omnibus 𝑥2 test of homogeneity to the bias × harm contingency table. This test is standard for evaluating
whether multiple categorical groups share the same distribution of outcomes, and is widely used in multilevel survey
and social-science studies involving categorical vote or frequency data [54, 73]. Because our research focus is based
on whether any biases are associated with specific harm patterns, the omnibus 𝑥2 test provides the correct global
assessment before conducting cell-level follow-ups.
Omnibus 𝜒2 test of homogeneity

We first assess, for each domain and stakeholder separately, whether the overall distribution of harms differs across
bias types. For each pair, we constructed a (bias x harm) contingency table of annotator votes and tested the following
hypotheses:

𝐻0 : The distribution of harms is the same across all bias types.

𝐻1 : At least one bias type exhibits a different harm distribution.

The results are depicted in Table 3. We report 𝜒2, degrees of freedom, p-values, and Cramér’s V (effect size).

Table 3. Significant results by domain and stakeholder. Summary of 𝜒2 test statistics and effect sizes (Cramér’s𝑉 ).

Domain Stakeholder 𝑛bias 𝑛harms 𝑛votes 𝜒2 dof 𝑝 Cramér’s 𝑉

Diagnosis

Patient 5 9 167 44.327 32 0.072 0.257
Patient Group 5 7 157 53.066 24 0.001 0.295
Developer 5 9 167 41.308 32 0.125 0.248
Healthcare Institution 5 8 169 24.956 28 0.630 0.192

Hiring

Applicant 5 9 177 44.209 32 0.073 0.249
Applicant Group 5 7 160 33.318 24 0.097 0.228
Developer 5 9 170 44.137 32 0.074 0.254
Company 5 9 163 33.192 32 0.408 0.225
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Given the relatively small number of responses per vignette (251 respondents evaluated 15 vignettes, yielding
an average of approximately 16 responses per vignette) across multiple domain–stakeholder combinations, several
contingency tables contained sparse cells with low or zero counts. In categorical analyses with sparse contingency tables,
the large-sample 𝜒2 approximation often loses power when expected counts are small, thereby increasing the likelihood
of Type II errors and potentially hiding meaningful associations [2]. In exploratory analyses with small-sample designs,
where the aim is to identify patterns and gain preliminary insights rather than to confirm hypotheses, it is therefore
suggested to adopt a more lenient significance threshold (e.g., 𝛼 = 0.10) to reduce the risk of overlooking genuine effects
[69, 79]. This approach prioritizes sensitivity over strict error control, allowing potential bias–harm relationships to
emerge for further examination.

The results illustrate one domain–stakeholder combination (Disease diagnosis–Patient group, 𝑝 = 0.001) where harm
distributions differed significantly across bias types, and several additional combinations that reached significance at
the 0.10 level—Disease Diagnosis–Patient (𝑝 = 0.072), Hiring–Applicant (𝑝 = 0.073), Hiring–Applicant Group (𝑝 = 0.097),
and Hiring–Developer (𝑝 = 0.074), warranting closer examination. All statistically significant cases exhibited a Cramér’s
𝑉 above 0.20, indicating moderate and non-trivial associations between bias and harm types.

While the omnibus 𝜒2 test assesses whether the overall distribution of harms differs across bias types within each
domain–stakeholder table, it does not indicate which specific bias–harm combinations contribute to these differences.
To obtain cell-level insight, we compute adjusted standardized residuals, the recommended post-hoc technique for
decomposing significant 𝜒2 results in contingency-table analyses [11, 31]. Adjusted residuals quantify whether a
given cell contains more or fewer responses than expected under the independence model, thereby identifying which
bias–harm associations are disproportionately represented. This methodological approach is widely used in behavioral
and survey-based research—particularly when analysing questionnaire-derived categorical data—where contingency
tables may be moderately sparse and loglinear models may be unstable or biased [20]. The resulting residuals therefore
provide interpretable, exploratory evidence about the specific patterns driving the global 𝜒2 findings.
Adjusted standardized residual analysis.

This method compares the observed and expected frequencies for each bias–harm pair, expressing their difference as
a standardized 𝑧-score. Positive residuals (𝑧 > 0) indicate overrepresented combinations, whereas negative residuals
(𝑧 < 0) indicate underrepresentation. This allows us to identify which biases most frequently co-occur with particular
harms across the contexts identified in the omnibus 𝜒2 test; (Diagnosis–Patient, Patient group, Hiring–Applicant,
Applicant group, Developer). Cells with 𝑧 > 1.64 (𝑝 < 0.10) are considered significantly overrepresented, meaning that
these bias–harm relationships appear more often than expected by chance. Table 4 presents the statistically significant
bias-harm association patterns that recur across domains and are likely to manifest in real-world contexts.
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Table 4. Significant adjusted standardized residuals by context (domain-stakeholder), bias, and harm type.

Domain-Stakeholder Bias Type Harm Type 𝑧 𝑝

Disease Diagnosis – Patient

Deployment Alienation 2.790 0.005
Evaluation Service or benefit loss 2.369 0.017
Deployment Increased labor 2.178 0.029
Algorithmic Alienation 2.059 0.039

Disease Diagnosis – Patient group

Evaluation Alienation 3.158 0.001
Measurement Denying self-identity 2.736 0.006
Evaluation None 2.357 0.018
Deployment None 2.357 0.018
Algorithmic Reifying categories 2.007 0.044
Measurement Stereotyping 1.652 0.098

Hiring – Applicant

Representation Loss of agency or control 2.162 0.030
Algorithmic Service or benefit loss 2.057 0.039
Deployment Technology-facilitated violence 2.057 0.039
Deployment Alienation 2.045 0.040
Evaluation Economic loss 1.701 0.088
Algorithmic Increased labor 1.690 0.091
Measurement Diminished health and well-being 1.656 0.097

Hiring – Applicant group
Evaluation Reifying categories 3.669 0.003
Representation Erasure 1.699 0.089

Hiring – Developer
Representation Technology-facilitated violence 2.899 0.004
Deployment Loss of agency or control 2.103 0.035
Representation Alienation 2.038 0.041
Measurement Economic loss 1.869 0.061

5.4 Inferential Ethical Matrix

The inferential statistics are now used to sharpen and refine the descriptive patterns identified in the dEM. Some
relationships observed descriptively are confirmed as statistically robust, others are ruled out as non-significant, and
several new bias–harm pathways emerge, cases where harms with low descriptive frequency nonetheless appear
significantly overrepresented relative to their expected baseline levels. While the dEM reflects participants’ intuitive
judgments, the inferential Ethical Matrix (iEM) presents the statistically reliable bias–harm pathways. These are the
diagnostic associations that form the actionable foundation for harm anticipation in ECHO. Tables 5 and 6 present the
final iEMs for both domains. Associations confirmed both descriptively and inferentially are shown in regular font;
newly surfaced statistically significant relationships (not present in the dEM) appear in bold. For expository clarity,
the iEM retains in pale font the descriptive majority associations that did not reach statistical significance, allowing
readers to see at a glance which pathways were validated and which were not. This integrated view makes it easy to see
where participant intuitions align with statistically validated patterns, and where the inferential analysis contributes
additional, evidence-based insight.

These findings address RQ1 by identifying which biases are associated with which specific harms in the two examined
domains, and by outlining the mechanisms through which these associations manifest—namely systematic distortions



22 Nicoleta Tantalaki, Sophia Vei, and Athena Vakali

Table 5. Inferential Ethical Matrix for the Disease Diagnosis Domain.

Stakeholder / Bias Representation Measurement Algorithmic Evaluation Deployment

Patient
• diminished health and well-

being (60%)
• opportunity loss (53%)

• diminished health and well-
being (63%)

• diminished health and well-
being (80%)

• alienation (40%)

• diminished health and well-
being

• opportunity loss
• service or benefit loss (50%)

• diminished health and well-
being

• alienation (42%)
• increased labor (16%)

Patient group
• stereotyping (67%) • stereotyping (79%)

• denying self-identity (63%)
• stereotyping (67%)
• reifying categories (40%)

• alienation (44%) • stereotyping (42%)

Developer
• diminished health and well-

being (67%)
• diminished health and well-

being (50%)
• service or benefit loss (53%) • increased labor (53%) • alienation (44%)

• diminished health and well-
being (44%)

• loss of agency or control
(44%)

Healthcare institution
• diminished health and well-

being (50%)
• diminished health and well-

being (53%)
• diminished health and well-

being (68%)
• diminished health and well-

being (61%)
• increased labor (50%)

Table 6. Inferential Ethical Matrix for the Hiring Domain

Stakeholder / Bias Representation Measurement Algorithmic Evaluation Deployment

Applicant
• opportunity loss (58%)
• loss of agency or control

(37%)

• opportunity loss (72%)
• diminished health and

well-being (44%)

• service or benefit loss (47%)
• opportunity loss (42%)
• increased labor (32%)

• opportunity loss (72%)
• economic loss (44%)

• opportunity loss (44%)
• service or benefit loss (39%)
• technology-facilitated vio-

lence (0.06%)
• alienation (28%)

Applicant group
• stereotyping (47%)
• erasure (37%)

• demeaning (50%) • demeaning (47%) • reifying categories (56%)
• demeaning (50%)

• demeaning (33%)
• stereotyping (33%)
• erasure (33%)

Developer
• opportunity loss (41%)
• alienation (41%)
• diminished health and well-

being (41%)
• tech-facilitated violence

(12%)

• opportunity loss (44%)
• economic loss (38%)

• opportunity loss (44%) • increased labor (47%) • loss of agency or control
(56%)

Company
• opportunity loss (68%) • service or benefit loss (57%)

• opportunity loss (57%)
• opportunity loss (94%) • opportunity loss (61%) • opportunity loss (53%)

in data representation, measurement, implementation, evaluation, and deployment processes that translate technical
disparities into harmful outcomes. They also advance RQ2 by adding a statistically grounded validation layer that
systematically uncovers significant bias–harm connections within realistic contexts of use. Importantly, the statistically
validated 𝑖𝐸𝑀𝑑 formalizes these insights into an actionable representation of the bias–harm pathways for each domain.
This matrix constitutes the core analytic output of ECHO and provides the foundation for proactive, source-level harm
anticipation.

5.5 Discussion of Main Findings

ECHO produces two complementary ethical matrices-a descriptive Ethical Matrix (dEM) and an inferential Ethical Matrix
(iEM)- each serving a distinct purpose. The dEM provides a structured, stakeholder-driven view of how participants
intuitively perceived the relationships between bias types and potential harms. This descriptive layer is valuable for
those involved in the design, development, and governance of AI systems, who require an interpretable, user-centered

snapshot of perceived vulnerabilities early in the design and development process. It also serves as a validity and

interpretability check, confirming that annotators meaningfully engaged with the task and differentiated among harm
categories and bias types. Several of the descriptive patterns observed were non-uniform and theoretically aligned as
discussed above, indicating that participants did not respond randomly or default to globally dominant harms. This
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strengthens confidence in the interpretability of the vignettes and in the reliability of the data on which the inferential
analysis builds.

In contrast, the iEM offers an evidence-based refinement of these intuitions by identifying statistically significant
bias-harm associations. Given that our study design establishes a conceptual direction from bias to harm (consistent
with the literature that treats biases as sources of harm [9, 25, 71, 77]), the inferential analyses provides significant
associations that uncover meaningful bias-to-harm relationships within realistic domain-stakeholder contexts. As
such, the iEM provides the diagnostic and actionable patterns that can be used not only by designers, developers and
practitioners but also by auditors, policymakers, and risk-assessment teams for proactive harm anticipation, governance,
and targeted mitigation.

Significant bias–harm associations were detected primarily for decision subjects-patients and job applicants-and
their corresponding social groups. This indicates that, for those directly subjected to algorithmic decisions (passive
stakeholders), the type of bias present is meaningfully associated with the kind of harm experienced. Although our

statistical analyses are associational, our questionnaire was explicitly designed to embed directionality, asking respondents

to identify which harms were caused by or resulted from specific biases. This design enables interpretation of significant

associations as reflecting directional tendencies rather than mere co-occurrence. Recent methodological work supports

this approach: Pornprasertmanit et al. [65] demonstrate that directional dependencies can be inferred from observational

associations under defined assumptions; Li et al. [51] show that questionnaire data analyzed through regression and

association mining can reveal “cause→ effect” patterns consistent with hypothesized causal links; and Ni et al. [60] extend

this reasoning by applying Bayesian causal-structure modeling to survey data to extract likely causal relationships. Following

these methodological precedents, we interpret our results as evidence that certain biases tend to lead to specific harms -

consistent with the causal direction embedded in our instrument, while acknowledging that causality cannot be conclusively

established without longitudinal or experimental data.

Additional significant results were observed for developers in the hiring domain, suggesting that biases embedded
in model design, development, and deployment can correspond to reflective effects on the individuals responsible for
creating these systems. Notably, no significant bias-harm differences were observed for developers in the healthcare
domain, likely due to the low variance in responses. Participants appeared to perceive the effects of bias as relatively
uniform, suggesting that perceptions of harm were influenced more by the strength and criticality of the domain
itself than by the specific type of bias. Similarly, for companies and healthcare institutions, no statistically significant
differences in harm distributions were observed across bias types. In these cases, the occurrence of harm appeared
relatively uniform across bias categories. This likely reflects the fact that several active stakeholders are not direct
subjects of algorithmic decisions and therefore experience bias more indirectly-through reputational, organizational, or
systemic effects rather than through unequal treatment.

To facilitate interpretation, we categorize the five bias types into two groups that correspond to different stages of
the AI lifecycle. Data-related biases (representation, measurement, and evaluation) arise from data-related processes that
determine what information enters the system and how its performance is judged. The second group includes design-
and use-related biases (algorithmic and deployment) that arise from architectural design decisions that shape model
behavior and the context in which the system is used. Patterns across these two groups are discussed in the following
subsections.

5.5.1 Data-related Biases and cascading QoS and Allocative Harms in Passive Stakeholders. The convergence of rep-
resentation, measurement, and evaluation biases in Quality-of-Service (QoS) and allocative harms in the descriptive
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results (Figure 2a and b) reflects their shared technical and data-related origins. Representation bias arises when the
data used for training distort or underrepresent particular groups. Measurement bias occurs when the data used to
represent a phenomenon rely on poorly defined proxies that mischaracterize the underlying construct, distorting what
the system learns to value. Evaluation bias (rooted in unbalanced benchmark data in our study) occurs when the data
used for testing is unrepresentative of the population, concealing disparities across groups. Although these biases arise
at different stages of the AI lifecycle, they share a common origin in data and ultimately converge in effect: each distorts
how systems perceive and serve individuals, leading to uneven accuracy, degraded service quality, and the reinforcement
of structural inequities. These data-quality issues manifest primarily as QoS harms and when such disparities occur
in real-world decision settings, they often cascade to allocative harms, influencing who receives resources or services
[9, 15, 41, 74]. This pattern is clearly visible in the Diagnosis–Patient radar (Figure 2a) and (to a lesser extent) in the
Hiring–Applicant radar (Figure 2b).

Inferential tests revealed significant associations between evaluation bias and QoS harms-specifically, service or
benefit loss in the diagnosis domain-and allocative harms (economic loss) in the hiring domain. The other two data-related
bias types (representation and measurement) did not reach statistical significance in this sample for reasons described in
Section 5.5.5. However, their descriptive patterns suggest potentially meaningful trends that merit further investigation.

5.5.2 Data-related Biases and cascading Representational and Interpersonal Harms in Passive stakeholders. Data-quality
issues underpin representational harms, as non-representative or biased datasets directly shape how social groups are
depicted, valued, or omitted [9, 15, 70]. This pattern is evident in the Patient Group and Applicant Group radars (Figure 3
a–b), where the three data-related biases produced the strongest peaks.

The inferential analysis indicated that measurement bias in the diagnosis domain was significantly associated with
denying self-identity and stereotyping. This finding indicates that when machine learning developers operationalize
complex phenomena using oversimplified proxy variables, they risk distorting self-identification and reinforcing group
marginalization [41, 61]. Similarly, evaluation bias was associated with alienation, likely reflecting validation practices
based on narrow benchmarks that fail to capture population diversity. When such systems are deployed, individuals
outside the model’s representational scope experience exclusion and a sense of being “unseen,” contributing to perceived
alienation [9, 15, 77]. In the hiring domain, only data-related biases were linked to representational harms. Evaluation
bias was linked to reifying categories, suggesting that narrow evaluation practices can harden social classifications into
fixed, normative standards. Conversely, representation bias was associated with the representational harm of erasure:
when specific groups are insufficiently represented in training data, the model not only performs poorly for them but
effectively renders them invisible, failing to acknowledge their identity or experience.

Representational bias frequently co-occur with interpersonal harms [74]; when individuals are misrepresented or
omitted by algorithmic systems, they lose the ability to define themselveswithin those systems, internalizing a diminished
sense of agency, dignity, and well-being. This pattern explains the observed connection between representation bias
and the interpersonal harm of loss of agency or control in the diagnosis-patient context.

5.5.3 Design- and Use-related Biases associated with QoS and Representational Harms in Decision Subjects. Algorithmic

and deployment biases emerge later in the lifecycle, where model architectures and contextual deployment decisions
influence how earlier inequities are amplified or possibly mitigated. Algorithmic bias (rooted in architectural constraints
in our study) was more clearly associated in our sample with QoS harms in both domains (see Fig. 2). There is also a
strong association with diminished health in Fig. 2a but this was expected due to the clinical setting to which this figure
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refers. This pattern was also supported by the inferential analysis, which showed that algorithmic bias was significantly
associated with all three subcategories of QoS harms. This aligns with theoretical accounts suggesting that harm in AI
systems arises not only from data but also from model design choices. Overly simplistic or compressed architectures
exacerbate errors on underrepresented "long-tail" data, as design and optimization criteria often correspond to systematic
inequities in model performance [35]. Notably, the QoS harm alienation appeared in the disease-diagnosis domain,
possibly reflecting the heightened sensitivity and deeply personal nature of healthcare decisions, while the association
with increased labor emerged in the hiring domain, where harms seem to be less personal and more structural or
procedural.

Deployment bias arises when systems are used in contexts misaligned with their intended use, such as when advisory
tools operate autonomously without human oversight. This bias showed statistically significant associations with
QoS harms, particularly alienation, observed across both domains. Such harms reflect the experiential dimension of
automation: when human judgment is removed, users often feel disconnected from decision-making and unable to
contest outcomes. The resulting frustration and detachment underscore how deployment bias can degrade the quality
of human–AI interaction itself [74] (an illustrative example scenario can be found in Appendix C.Vignette 4).

Regarding representational harms, inferential tests illustrate that these biases showed comparatively weaker associa-
tions than the earlier, data-related ones (representation, measurement, evaluation). In our experiment, algorithmic bias

manifested primarily through underfitting. Such mechanisms can lead models to reify essentialist categories, treating
socially complex attributes-or even biological ones, such as age in our scenario (see Appendix C.Vignette 3)-as fixed
and universal determinants of outcomes (e.g., risky pregnancy) [35, 74]. In this way, algorithmic systems oversimplify
human diversity and medical variability and reduce individuals to reductive classifications. Notably, inferential tests
revealed a significant association between deployment bias and the response category "None" within representational
harms. This suggests that participants did not interpret deployment-related failures as representational, but rather as
systemic or functional-arising from over-automation and contextual mismatch, where systems operate without adequate
human oversight or outside their intended scope of use (as illustrated in the chatbot scenario, Appendix C.Vignette 4).

5.5.4 Active stakeholders and reflective Harms. Significant associations for the developer stakeholder in the Hiring
domain underscore the reflective dimension of algorithmic harm, where biases embedded in the system feed back to
those who build it. Loss of agency or control from deployment bias is the dominant spoke in Figure 4b and this association
is also confirmed from the inferential tests, reflecting developers’ limited ability to intervene once systems operate
autonomously [43]. Representation bias was linked to alienation, suggesting that when developers produce systems later
criticized for discrimination, they may experience professional isolation, moral distress or social backlash. Measurement

bias was linked to economic loss, suggesting that when developers rely on poorly defined proxies, the resulting system
failures can translate into tangible costs (ranging from wasted resources and to personal or professional setbacks).
These findings broaden the discussion of AI harms beyond direct stakeholders, emphasizing that the development
process itself constitutes a site of vulnerability, one in which creators may become secondary victims of the very biases
they encode.

5.5.5 Limitations. Several limitations must be acknowledged. First, some harm categories were inherently complex or
ambiguously defined, introducing interpretive variability that we sought to minimize through iterative refinements
during vignette development with the LLM, as well as through the one-hour preparatory lecture conducted prior
to data collection to clarify key distinctions. However, participants occasionally struggled to differentiate nuanced
harm types, potentially introducing overlap or noise into the dataset. For instance, in some cases respondents selected
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"technology-facilitated violence" (also associated with deployment bias in Table 4), even when no form of violence was
depicted in the vignette, indicating interpretive spillover across harm categories. Second, the high dimensionality of the
dataset-spanning multiple domains, stakeholders, bias types, and harm categories-resulted in sparse contingency tables,
containing cells with low expected frequencies. Thus, the statistical power of the omnibus 𝜒2 and adjusted residual
analysis tests was reduced, increasing the likelihood of Type II errors. To mitigate this limitation, inferential tests were
evaluated at a 10% significance level and interpreted in an exploratory manner. Nonetheless, even under this relaxed
criterion, some theoretically expected association patterns (clearly visible in the descriptive statistics) did not reach
statistical significance, such as the relationship between data-quality biases and allocative harms [9, 70]. Future research
could address these limitations through more precise harm definitions and larger annotation samples.

6 Conclusions

This work introduced ECHO, a framework designed to systematically anticipate harms emerging from AI bias across
sociotechnical contexts. The framework operationalizes harm anticipation through a modular workflow that integrates
stakeholder generation, vignette construction, and both human and LLM annotation, all systematically organized
within ethical matrices. In doing so, it follows a sociotechnical approach that provides a structured mechanism to trace
harms back to their underlying biases, by extension, to the design, development, and deployment choices across the AI
lifecycle from which these biases originate.

Addressing RQ2, the design of ECHO establishes a robust and extensible methodology for mapping how bias, con-
ditioned by domain and stakeholder context, are associated with distinct harm types. A core component of this
methodological rigor is the pair of complementary analytical outputs produced by ECHO, the descriptive Ethical
Matrix (dEM) and the inferential Ethical Matrix (iEM). The dEM captures stakeholder-driven intuitions and provides
an interpretability and task-validity layer, ensuring that participants meaningfully distinguished among the intended
conceptual categories-bias types, harm types, stakeholder roles, and domain contexts. The iEM then refines these
perceptions through evidence-based inference, identifying statistically reliable bias–harm associations. Together, these
complementary matrices form a robust analytic structure that systematically uncovers how different types of bias
tend to give rise to distinct types of harm. By revealing these pathways, ECHO enables proactive harm anticipation
and informed intervention before system deployment or even development. Each domain is represented through
its own set of EMs (dEM and iEM), which systematically links biases and stakeholder roles to their corresponding
harms. ECHO’s modular architecture, underpinned by a mathematical formulation, combines methodological rigor with
practical applicability, ensuring adaptability across domains, stakeholder roles, and evolving bias and harm taxonomies.
Importantly, ECHO also prioritizes the consistency of its analytical outcomes: while results may vary across contexts, the
framework is designed so that, given the same data, other researchers would discern similar bias–harm patterns and
this reflects the framework’s overall reliability [32].

Addressing RQ1, the experimental application of ECHO to two high-stakes domains demonstrated the framework’s
capacity to identify context-sensitive associations between specific types of AI bias and corresponding harms. Statistical
analysis revealed significant associations primarily for the passive stakeholders (decision subjects-patients and applicants-
and their corresponding marginalised groups), while more diffuse for active stakeholders.

Data-related bias (representation, measurement,evaluation) tend to give rise to QoS and representational harms that
cascade into interpersonal harms. Design-and use-related biases (algorithmic, deployment) are primarily associated with
QoS and representational harms. Regarding the application domain, in the disease diagnosis domain, biases seem to
operate within a more personal and trust-dependent environment, where technical misalignments triggered psychosocial
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harms such as alienation, stereotyping, or denial of identity. By contrast, in the hiring domain, harms that take on a
more distributive form were spotted, manifesting as lost benefits, economic disadvantage, or representational erasure.
Taken together, these findings highlight how the nature of harm is shaped by the type of bias and the degree of social
proximity of stakeholders to algorithmic decisions, while also emphasizing the critical role of the application domain in
conditioning how these dynamics unfold in practice. This underscores the need for frameworks that integrate both
technical and contextual dimensions to anticipate harm.

Ultimately, the goal of ECHO is not merely to reveal where and how AI systems fail, but to provide a structured
means of understanding and preventing such failures. Bias and harms are not isolated phenomena; they reflect the
data assumptions, design choices, cognitive processes, and value judgments embedded throughout the AI lifecycle. By
mapping these relationships systematically and integrating technical and social dimensions into a unified pipeline,
ECHO supports the development of AI systems that are transparent, inclusive, and responsive to stakeholder needs.
In this sense, it serves as a principled contribution to Responsible AI, shifting the focus from reactive correction to
proactive harm anticipation and providing both active and passive stakeholders with a structured way to trace harm
pathways, identify who is most affected, and guide design governance and targeted mitigation strategies in this emerging
human-and-AI-symbiotic era.
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Appendix

A Stakeholder Generation

This appendix illustrates the stakeholder generation process. The example includes the original prompt and the
corresponding model response.
One-Shot Prompt for the Hiring Domain: Suppose a bank deploys an AI system to scan the information

of loan applicants and predict whether they are likely to repay a loan to provide it or not.

The potential stakeholders for this system – active (who function as moral agents that specify,

build, and influence systems’outcomes) and passive (who become affected by a system but do not

actively contribute to its outcome)- are the applicants, the employees of the bank, the bank, other

banks, the AI system developers, the family/friends of the applicant, society, the applicants who

identify as racial/ethnic minorities, the applicants who identify as women.

Tell me which are the potential stakeholders active and passive for an AI system that is used

to screen candidates for job interviews by a company that replaced their HR manager with this

system?

Response: For an AI system used to screen job candidates—especially one that replaces the

HR manager—we can identify potential active and passive stakeholders based on their roles in

influencing or being affected by the system. Here’s a structured breakdown:

Active Stakeholders (They shape the system’s outcomes through design, deployment, or operational

influence.)

(1) The company (as an entity) – It made the decision to adopt the AI system and sets hiring

goals/policies.

(2) Company executives / decision-makers – Define hiring criteria, approve the AI’s use, and

evaluate its performance.

(3) AI system developers / vendors – Build and train the AI system, choose features/proxies,

and define model architecture.

(4) Data scientists / ML engineers within the company (if applicable) – Fine-tune or audit the

model, maintain the pipeline.

(5) Hiring managers / remaining HR staff – May still intervene in final hiring decisions or

adjust how the AI is used.

(6) Regulators or compliance officers – Influence requirements for fairness, explainability,

non-discrimination, etc.

Passive Stakeholders (They are affected by the AI system but do not directly influence it.)

(1) Job applicants (in general) – Directly impacted by the AI’s screening decisions (shortlisted

or rejected).

(2) Applicants from historically marginalized groups (e.g., women, racial/ethnic minorities,

disabled applicants) – May face disproportionate harms due to biased data or design.
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(3) Society at large – Influenced indirectly via labor market access, fairness perceptions, and

long-term societal inequalities.

(4) Families or dependents of job applicants – Affected economically or emotionally by hiring

outcomes.

(5) Other companies in the industry –May adopt similar practices or face competition pressure,

leading to ecosystem-level impact.

(6) Employees of the company – Existing staff may experience cultural, diversity, or workload

shifts depending on who is hired.

(7) Labor unions / advocacy groups – Though not always involved, they may become stakeholders

if harms are reported.

The outputs were restricted for clarity and survey feasibility, retaining four stakeholders: applicant, marginalized
applicant groups, AI system developer, and hiring company.

B Vignette and MCQ Generation

This appendix presents the interaction used to generate a vignette and a multiple-choice questionnaire for an AI system
exhibiting representation bias in the hiring domain.

Prompt:
Construct a scenario describing an AI system with representation bias in a hiring domain.

Response:
Context. A multinational company, TechNova Solutions, develops an AI system to automatically

screen resumes for a sales job. The goal is to reduce hiring time and ensure "data-driven"

objectivity in selecting top candidates.

How the AI Works: The system uses a machine learning model trained on data from past employees,

most of whom were men from elite universities who worked in urban branches. The AI is designed

to predict the likelihood of job success for new applicants.

The Problem: Representation Bias. The training data underrepresents women, people from smaller

towns, or those who attended less well-known schools or non-traditional educational backgrounds

(e.g., bootcamps or community colleges). As a result, the system "learns" patterns of success

from overrepresented profiles and gives lower relevance scores to resumes that deviate from this

norm.

Impact: Qualified candidates from underrepresented groups are less likely to be shortlisted,

despite having comparable or even superior skills and experience.

Explanation: This is representation bias because the training sample did not adequately represent

the full diversity of competent applicants. The system generalizes based on skewed data, favoring

the majority group and marginalizing others. The bias is embedded in the data and perpetuates

historical inequalities.

Prompt: Create a vignette regarding this model to use it in a survey. Keep in mind to use a

simplified language as our respondents may not be familiar with AI terms.
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Response: TechNova Solutions uses a computer system to screen resumes for a sales job. The system

was trained using data from past employees—most of whom were men from elite universities who

worked in urban branches. Because of this, the system tends to favor candidates who match these

profiles. Applicants from different backgrounds—such as women, people from smaller towns, or those

who attended less well-known schools—are often rejected, even if they have the right skills for

the job.

Prompt (regarding the stakeholder role):
In the above scenario, add a prompt asking about the harms faced by the applicant from our

stakeholder list.

Final vignette constructed.

Response: TechNova Solutions uses a computer system to screen resumes for a sales job. The system

was trained using data from past employees—most of whom were men from elite universities who

worked in urban branches. Because of this, the system tends to favor candidates who match these

profiles. Applicants from different backgrounds—such as women, people from smaller towns, or those

who attended less well-known schools—are often rejected, even if they have the right skills for

the job.

If you were a job applicant which of the following harms do you think you would personally most

likely face?.

Prompt (using [74]’s harm taxonomy paper atteched):
Look at the harm types presented in this work. Create a multiple-choice question where respondents

are asked to choose two of these harm types. Refine the answer choices to make them clear, engaging,

and easy for respondents to understand.

Response:

• Opportunity Loss: Missing out on job opportunities because the AI wrongly assesses your

qualifications.

• Economic Loss: Facing financial consequences, such as lost income or hindered career

progression, from unjustified rejection.

• Alienation: Feeling isolated or unwelcome by the hiring process.

• Increased Labor: Having to put in extra effort (e.g., altering resumes) just to get noticed

by the system.

• Service or Benefit Loss: Being denied the opportunity of a fair evaluation or accurate

feedback from the system, affecting your chances of selection.

• Loss of Agency or Control: Having no control over how the AI system evaluates you.

• Technology-Facilitated Violence: The system reinforces or enables harassment or abuse.

• Diminished Health and Well-Being: Experiencing stress, anxiety, or a loss of confidence

due to unfair rejections.
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• Privacy Violation: Concern that your personal data might be improperly handled or used

without clear consent.

C Sample vignettes

This appendix presents representative vignettes used in the ECHO study, illustrating how different bias types emerge in
AI systems across various domains. Each vignette narrates a concise case of an AI system exhibiting a specific bias type
within a given context of use.

Vignette 1: Hiring, Representation Bias

TechNova Solutions uses a computer system to screen resumes for a sales job. The system was trained
using data from past employees-most of whom were men from elite universities who worked in urban
branches. Because of this, the system tends to favor candidates who match these profiles. Applicants
from different backgrounds-such as women, people from smaller towns, or those who attended less
well-known schools-are often rejected, even if they have the right skills for the job.

Vignette 2: Disease Diagnosis, Evaluation Bias

A dental AI system was developed to detect tooth decay using X-ray images. However, while the system
was trained on a diverse range of patient data, it was only tested in urban dental clinics with advanced
imaging equipment. Because the AI was never properly evaluated in other settings, it works well in
high-tech clinics but struggles in community health centers that use older X-ray machines or different
imaging techniques. As a result, some cavities go undetected because the system fails to recognize
decay patterns in lower-quality scans, while some patients may receive false positives.

Vignette 3: Disease Diagnosis, Algorithmic Bias

A hospital uses an AI system to assess pregnancy risks. However, instead of analyzing how different
health factors interact, the system relies on a simplified formula that assumes age is the most important
risk factor, leading directly to a high-risk pregnancy. This system is too simplistic to capture the real
complexity of maternal health. As a result, it overlooks how other factors such as high blood pressure
and borderline glucose levels interact in complex ways and contribute to complications. Because of
this, a young mother with slightly high blood pressure may be classified as low-risk, even though her
condition could be dangerous. Meanwhile, an older mother with no other health issues may be labeled
high-risk simply because the system prioritizes age over all other factors.

Vignette 4: Disease Diagnosis, Deployment Bias

An AI chatbot (an AI assistant that provides automated responses in conversations) was originally
designed to assist therapists by flagging potential signs of depression and anxiety during online consul-
tations. However, in some clinics, it’s used as the sole decision-maker for prescribing therapy sessions.
Without human oversight, it misses complex cases-such as patients masking symptoms or presenting
atypically-leading to misdiagnoses or delays in appropriate care.
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Vignette 5: Hiring, Evaluation Bias

TechNova uses a computer system to select customer support staff. The system was trained using a
wide range of employee data but was only tested using information from workers in a single large
city office. Because it was only checked against this narrow sample, the AI now works well for urban
candidates but struggles to fairly evaluate applicants from other environments-like rural towns, small
cities, or international offices. As a result, qualified candidates who don’t match the "city office" profile
are often rejected, not because they lack skills, but because the AI was never properly tested to handle
their backgrounds.

D Ethical Matrices

Table 7. Descriptive Ethical Matrix for the Hiring Domain (majority 𝜏 = 0.5; near-ties within ±5% of top frequency).

Stakeholder / Bias Representation Measurement Algorithmic Evaluation Deployment

Applicant
• opportunity loss (11/19, 58%) • opportunity loss (13/18, 72%) • service or benefit loss (9/19,

47%)
• opportunity loss (8/19, 42%)

• opportunity loss (13/18, 72%) • opportunity loss (8/18, 44%)
• service or benefit loss (7/18,

39%)

Applicant group
• stereotyping (9/19, 47%) • demeaning (9/18, 50%) • demeaning (9/19, 47%) • reifying categories (10/18,

56%)
• demeaning (9/18, 50%)

• demeaning (6/18, 33%)
• stereotyping (6/18, 33%)
• erasure (6/18, 33%)

Developer
• opportunity loss (7/17, 41%)
• alienation (7/17, 41%)
• diminished health and well-

being (7/17, 41%)

• opportunity loss (7/16, 44%) • opportunity loss (8/18, 44%) • increased labor (8/17, 47%) • loss of agency or control
(9/16, 56%)

Company
• opportunity loss (13/19, 68%) • service or benefit loss (8/14,

57%)
• opportunity loss (8/14, 57%)

• opportunity loss (15/16, 94%) • opportunity loss (11/18, 61%) • opportunity loss (9/17, 53%)
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Table 8. Ethical Matrix for the Disease Diagnosis Domain (harms sorted by frequency)

Stakeholder / Bias Representation Measurement Algorithmic Evaluation Deployment

Patient
• diminished health and well-

being (9)
• opportunity loss (8)
• service or benefit loss (5)
• economic loss (3)
• loss of agency or control (2)
• increased labor (2)
• privacy violation (1)

• diminished health and well-
being (12)

• opportunity loss (9)
• service or benefit loss (5)
• alienation (3)
• loss of agency or control (3)
• economic loss (2)
• technology-facilitated vio-

lence (2)
• privacy violation (1)

• diminished health and well-
being (12)

• alienation (6)
• opportunity loss (6)
• service or benefit loss (2)
• loss of agency or control (2)
• technology-facilitated vio-

lence (1)

• diminished health and well-
being (10)

• opportunity loss (10)
• service or benefit loss (9)
• economic loss (4)
• loss of agency or control (2)
• technology-facilitated vio-

lence (1)

• diminished health and well-
being (9)

• alienation (8)
• opportunity loss (6)
• loss of agency or control (5)
• increased labor (3)
• economic loss (2)
• technology-facilitated vio-

lence (1)
• service or benefit loss (1)

Patient group
• stereotyping (10)
• denying self-identity (6)
• demeaning (5)
• reifying categories (2)
• alienation (2)
• erasure (1)
• none (1)

• stereotyping (15)
• denying self-identity (12)
• reifying categories (4)
• erasure (3)
• demeaning (3)
• alienation (1)

• stereotyping (10)
• reifying categories (6)
• alienation (3)
• denying self-identity (2)
• erasure (2)
• demeaning (2)
• none (2)

• alienation (8)
• none (7)
• demeaning (5)
• reifying categories (4)
• erasure (3)
• denying self-identity (2)
• stereotyping (1)

• stereotyping (8)
• none (7)
• erasure (5)
• denying self-identity (4)
• demeaning (3)
• alienation (2)
• reifying categories (1)

Developer
• diminished health and well-

being (12)
• increased labor (6)
• service or benefit loss (5)
• alienation (4)
• opportunity loss (2)
• economic loss (2)
• technology-facilitated vio-

lence (2)
• loss of agency or control (1)

• diminished health and well-
being (9)

• increased labor (6)
• loss of agency or control (6)
• privacy violation (3)
• service or benefit loss (2)
• opportunity loss (2)
• technology-facilitated vio-

lence (1)
• alienation (1)
• economic loss (1)

• service or benefit loss (9)
• loss of agency or control (7)
• increased labor (5)
• diminished health and well-

being (4)
• alienation (4)
• technology-facilitated vio-

lence (3)
• opportunity loss (1)

• increased labor (9)
• diminished health and well-

being (8)
• service or benefit loss (6)
• alienation (4)
• economic loss (3)
• opportunity loss (2)
• privacy violation (1)

• loss of agency or control (7)
• diminished health and well-

being (7)
• alienation (7)
• increased labor (6)
• service or benefit loss (4)
• technology-facilitated vio-

lence (2)
• privacy violation (2)
• economic loss (1)

Healthcare institution
• diminished health and well-

being (8)
• loss of agency or control (7)
• increased labor (4)
• service or benefit loss (4)
• opportunity loss (4)
• economic loss (3)
• privacy violation (1)
• alienation (1)

• diminished health and well-
being (9)

• increased labor (7)
• service or benefit loss (7)
• loss of agency or control (5)
• economic loss (2)
• alienation (2)
• privacy violation (1)
• opportunity loss (1)

• diminished health and well-
being (13)

• increased labor (6)
• loss of agency or control (5)
• alienation (4)
• service or benefit loss (3)
• opportunity loss (3)
• economic loss (2)
• privacy violation (2)

• diminished health and well-
being (11)

• service or benefit loss (8)
• increased labor (7)
• loss of agency or control (4)
• economic loss (3)
• opportunity loss (2)
• alienation (2)

• increased labor (7)
• economic loss (6)
• loss of agency or control (6)
• diminished health and well-

being (5)
• alienation (2)
• service or benefit loss (1)
• privacy violation (1)
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Table 9. Ethical Matrix for the Hiring Domain (harms sorted by frequency)

Stakeholder / Bias Representation Measurement Algorithmic Evaluation Deployment

Applicant
• opportunity loss (11)
• loss of agency or control (7)
• service or benefit loss (6)
• economic loss (5)
• increased labor (3)
• diminished health and well-

being (3)
• alienation (2)

• opportunity loss (13)
• diminished health and well-

being (8)
• increased labor (5)
• service or benefit loss (2)
• economic loss (2)
• alienation (2)
• loss of agency or control (2)
• privacy violation (1)

• service or benefit loss (9)
• opportunity loss (8)
• economic loss (7)
• increased labor (6)
• loss of agency or control (3)
• diminished health and well-

being (1)
• alienation (1)

• opportunity loss (13)
• economic loss (8)
• diminished health and well-

being (7)
• service or benefit loss (2)
• alienation (2)
• loss of agency or control (2)
• increased labor (2)

• opportunity loss (8)
• service or benefit loss (7)
• diminished health and well-

being (6)
• alienation (5)
• loss of agency or control (3)
• economic loss (2)
• privacy violation (1)
• technology-facilitated vio-

lence (1)
• increased labor (1)

Applicant group
• stereotyping (9)
• erasure (7)
• demeaning (6)
• denying self-identity (4)
• reifying categories (3)
• alienation (2)
• none (2)

• demeaning (9)
• alienation (5)
• stereotyping (5)
• denying self-identity (5)
• none (4)
• reifying categories (2)
• erasure (2)

• demeaning (9)
• stereotyping (5)
• none (5)
• denying self-identity (4)
• erasure (3)
• alienation (3)
• reifying categories (1)

• reifying categories (10)
• demeaning (9)
• alienation (7)
• stereotyping (4)
• denying self-identity (2)
• erasure (2)
• none (1)

• demeaning (6)
• stereotyping (6)
• erasure (6)
• none (5)
• alienation (4)
• reifying categories (2)
• denying self-identity (1)

Developer
• opportunity loss (7)
• alienation (7)
• diminished health and well-

being (7)
• service or benefit loss (5)
• increased labor (4)
• technology-facilitated vio-

lence (2)
• loss of agency or control (1)

• opportunity loss (7)
• economic loss (6)
• increased labor (6)
• alienation (5)
• loss of agency or control (5)
• diminished health and well-

being (3)
• privacy violation (2)
• service or benefit loss (2)

• opportunity loss (8)
• increased labor (6)
• loss of agency or control (6)
• service or benefit loss (6)
• diminished health and well-

being (5)
• economic loss (2)
• alienation (2)

• increased labor (8)
• loss of agency or control (6)
• diminished health and well-

being (6)
• opportunity loss (5)
• service or benefit loss (2)
• alienation (3)
• economic loss (2)
• privacy violation (2)

• loss of agency or control (9)
• increased labor (7)
• opportunity loss (5)
• economic loss (5)
• service or benefit loss (2)
• alienation (2)
• diminished health and well-

being (2)

Company
• opportunity loss (13)
• increased labor (6)
• service or benefit loss (5)
• diminished health and well-

being (4)
• alienation (4)
• loss of agency or control (4)
• economic loss (2)

• service or benefit loss (8)
• opportunity loss (8)
• diminished health and well-

being (5)
• economic loss (2)
• alienation (2)
• technology-facilitated vio-

lence (1)
• increased labor (1)

• opportunity loss (15)
• service or benefit loss (7)
• economic loss (3)
• loss of agency or control (3)
• diminished health and well-

being (1)
• alienation (1)

• opportunity loss (11)
• service or benefit loss (8)
• increased labor (5)
• economic loss (4)
• diminished health and well-

being (3)
• loss of agency or control (3)

• opportunity loss (9)
• service or benefit loss (8)
• economic loss (4)
• diminished health and well-

being (4)
• alienation (4)
• increased labor (2)
• loss of agency or control (1)
• technology-facilitated vio-

lence (1)
• privacy violation (1)
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