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Abstract: Deep learning has achieved great success in computer vision, but remains vulnerable to adversarial attacks.
Adversarial training is the leading defense designed to improve model robustness. However, its effect on the
transferability of attacks is underexplored. In this work, we ask whether adversarial training unintentionally
increases the transferability of adversarial examples. To answer this, we trained a diverse zoo of 36 models,
including CNNs and ViTs, and conducted comprehensive transferability experiments. Our results reveal a clear
paradox: adversarially trained (AT) models produce perturbations that transfer more effectively than those
from standard models, which introduce a new ecosystem risk. To enable reproducibility and further study, we
release all models, code, and experimental scripts. Furthermore, we argue that robustness evaluations should
assess not only the resistance of a model to transferred attacks but also its propensity to produce transferable
adversarial examples.

1 Introduction

Deep learning has transformed computer vision by
achieving state-of-the-art results in image classifica-
tion, object detection, and semantic segmentation.
These advances driven by architectures such as con-
volutional neural networks (CNNs) (Huang et al.,
2017; He et al., 2016; Tan and Le, 2019; Howard
et al., 2017; Simonyan and Zisserman, 2014) and vi-
sion transformers (ViTs) (Dosovitskiy et al., 2020;
Liu et al., 2021; Touvron et al., 2021) have rapidly
moved from research to real-world deployment in
areas such as medical diagnosis, autonomous driv-
ing, and surveillance (Li et al., 2023; Zhang et al.,
2023). As these systems are used in safety-critical en-
vironments, their reliability and security have become
central concerns since failures can endanger lives or
cause serious economic loss.

Despite their success, these models are highly vul-
nerable to adversarial examples (Biggio et al., 2013;
Goodfellow et al., 2014; Madry et al., 2017; Carlini
and Wagner, 2017; Ma et al., 2023). Adversarial ex-
amples are inputs formed by adding small perturba-
tions constrained by a ℓp-norm budget ε, which cause
the model to make incorrect predictions with high
confidence. A key property of adversarial attacks is
their transferability (Papernot et al., 2016), where per-

turbations created from one model can also deceive
other models, even when they differ in architecture or
training data. This transferability enables black-box
attacks. For example, an attacker can train a surrogate
model, which is a model with accessible parameters
and weights, to generate adversarial examples that are
then applied to a protected target model whose param-
eters are unknown (Gu et al., 2023). As deep learning
systems continue to spread to critical domains, these
vulnerabilities are no longer theoretical but represent
practical security risks that demand strong and reli-
able defenses.

In response to these security threats, the research
community has developed numerous defense mecha-
nisms aimed at mitigating adversarial vulnerabilities.
Early approaches often relied on gradient obfusca-
tion techniques that attempted to hide model gradi-
ents from attackers. These defenses were later shown
to provide a false sense of security, as they can be
easily circumvented by adaptive attacks rather than
truly strengthening the model’s robustness.(Athalye
et al., 2018; Zhang et al., 2024). In contrast, adversar-
ial training has emerged as the most reliable defense,
where models are explicitly trained on adversarially
perturbed data to withstand worst case attacks (Madry
et al., 2017). Building on this foundation, several
variants such as TRADES and iGAT have emerged
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Figure 1: Heatmap of target model accuracy on our transferability benchmark. The X-axis lists surrogate models, with
those trained using standard training on the left and adversarial training on the right. The Y-axis lists target models, all of
which are adversarially trained. Colors represent target accuracy, with blue cells indicating lower accuracy and thus stronger
transferability of adversarial examples.

to improve its efficiency and the trade off between ro-
bustness and accuracy (Zhang et al., 2019; Deng and
Mu, 2023).

Although the transferability of adversarial exam-
ples between standard models has been extensively
studied (Su et al., 2018; Shao et al., 2021; Bai et al.,
2021), the impact of adversarial training on this phe-
nomenon remains underexplored. Because adversar-
ial training reshapes feature representations and gra-
dient landscapes, it may alter how perturbations prop-
agate across architectures. This raises a critical ques-
tion: Could a defense designed to enhance robustness
inadvertently make AT models stronger surrogate at-
tackers? If so, it would create an ecosystem-level risk,
where strengthening the defenses of one model might
weaken others against black-box attacks.

To examine this possibility, we constructed a di-
verse model zoo containing 36 architectures, includ-
ing both CNNs and VITs, all trained with identical ad-
versarial training protocols to ensure that our findings
reflect the true impact of adversarial training on trans-
ferability. Contrary to intuitive expectations that ro-
bust models should produce less transferable attacks,
our analysis reveals a consistent pattern. AT mod-
els generate adversarial examples that transfer sig-
nificantly more effectively than those from standard
trained (ST) counterparts. This outcome indicates that
robust features acquired through adversarial training
may unintentionally introduce universal vulnerabili-

ties that extend across architectures, as summarized
in Figure 1. Our key contributions are as follows.

• We conducted large-scale adversarial training on
both CNN and ViT architectures, covering 36
models in total. All trained models, along with
the training code, will be publicly released in a
GitHub repository to support reproducibility and
further research.

• We introduced a benchmark for adversarial exam-
ple transferability using MIG with ε = 16, show-
ing that AT models consistently produce more
transferable attacks.

• We establish that AT models generate more trans-
ferable attacks, revealing a security paradox that
challenges current assumptions about robustness.

2 Background

In this paper, we focus on untargeted ℓ∞-bounded
adversarial attacks with perturbation budget ε. Let
an input image with d channels be denoted by x ∈
[0,255]d and its ground-truth label by y. We consider
a classifier fθ, optimized using a loss function L , and
an attack step size α. The perturbation space is de-
fined as the ℓ∞ ball centered at x with radius ε, namely

B∞(x,ε) = {x̃ : ∥x̃− x∥∞ ≤ ε}.



Figure 2: The transferability of PGD (left image) and MIG (right image) across five different models with attacks generated
using ε = 16.

We use ΠB∞(x,ε) to denote the projection operator (i.e.,
clipping) on this set and δ = x̃− x to represent the
change between a clean and adversarial image.

2.1 Attacks

Projected Gradient Descent PGD is an iterative
attack that starts with clean input x and does T
iteration updates according to maximizes the loss
L( fθ(x),y) to obtain an adversarial image xT . The
updates follow the rule

xt+1 = ΠB∞(x,ε)

(
xt +α sign

(
∇xt L( fθ(xt),y)

))
(1)

Here, α is a step size that controls the update in each
iteration; generally, it is set to ε/T . For sufficiently
small ε, xT is visually close to x while increasing the
loss; larger ε typically improves attack success but re-
duces perceptual similarity.

Momentum Integrated Gradient MIG (Ma et al.,
2023) is a promising attack that is implemented
upon integrated gradient (IG) (Sundararajan et al.,
2017). MIG updates perturbation iteratively through
a momentum strategy directed by IG. The attack fo-
cuses on manipulating the most influential compo-
nents identified by the IG, increasing the likelihood of
misclassifications. A critical feature of IG, known as
implementation invariance. This feature allows at-
tacks crafted by MIG to be effectively transferred be-
tween different architectures, such as CNN and ViT,

or even between both types of models. This transfer-
ability power did not exist on previous attacks such as
PGD, as shown in Figure 2.

IG is an axiomatic interpretability method de-
signed to identify the most influential features con-
tributing to a model’s predictions. It is computed
by accumulating gradients along a straight-line path
from a baseline input to the actual input. The base-
line represents a reference point in the input space that
contains no meaningful information.

In image classification tasks, the baseline is typi-
cally chosen as a completely black image. The path
from the baseline to the input image can be repre-
sented as a sequence of intermediate images with
gradually increasing brightness. Formally, this corre-
sponds to scaling the input image x by a series of val-
ues ∈ [0,1]. In our setting, we fix the baseline to black
image. The Integrated Gradients (IG) attribution for a
single pixel i in an input image x, with baseline b, for
a model f , is approximated as follows:

IGi( f ,x,b)≈ (xi−bi)×
s

∑
k=1

∂ f (b+ k
s × (x−b))
∂xi

× 1
s

(2)
Here, s denotes the approximation step, which

represents the number of intermediate brightness lev-
els used for an input image. In other words, s corre-
sponds to the number of steps taken to approximate
the integration, which controls the trade-off between
computational cost and approximation accuracy. In
our experiments, we fixed s = 20 to achieve a reason-



able balance between efficiency and accuracy.
MIG attack adds a parameter µ that serves as the

momentum factor that regulates the decay rate of old
gradients. In the original work (Ma et al., 2023), the
momentum factor was demonstrated to achieve opti-
mal attack success rates at µ = 1, where deviations
above or below this value reduce the attack’s effec-
tiveness.

2.2 Adversarial training

Standard training aims to learn parameters θ by mini-
mizing the expected loss E(x,y)∼D [L( fθ(x),y)]. Ad-
versarial training extends the standard training by
minimizing the worst-case loss over norm-bounded
perturbations around each input. Throughout this pa-
per, we adopt the ℓ∞ threat model with budget ε, lead-
ing to the min–max objective of (Madry et al., 2017):

min
θ

E(x,y)∼D

[
max
∥δ∥∞≤ε

L
(

fθ(x+δ), y
)]
. (3)

The inner maximization is typically approximated by
projected gradient methods (e.g., multistep PGD),
while the outer minimization is updated θ using
stochastic gradients.

In our work, we adopt Free Adversarial Train-
ing (Shafahi et al., 2019) as a variant implementation
of equation (3), which reduces the overhead of PGD-
based Adversarial Training by replaying each mini-
batch K times and sharing a single backward pass to
update both the model parameters and adversarial per-
turbations. Concretely, for a mini-batch (x,y) with a
persistent perturbation δ ∈ [−ε,ε]d , each replay per-
forms
gx← ∇x L

(
fθ(x+δ), y

)
, gθ← ∇θ L

(
fθ(x+δ), y

)
,

(4)

x̃←ΠB∞(x,ε)

(
x+δ+αsign(gx)

)
, (5)

δ← x̃− x, θ← θ−ηgθ. (6)
where η is the learning rate. Compared to K-step
PGD-AT, this procedure amortizes the inner-loop cost
by reusing the same backpropagation for both updates
and moving the K adversarial steps into the train-
ing loop via mini-batch replays. In this paper, “AT
model” refers to a model trained using free adverse-
rial training algorithm under the ℓ∞ norm.

2.3 Threat model

We define a surrogate (or source) model as any model
whose parameters are accessible to the attacker and
on which adversarial examples are generated. A tar-
get model is the intended victim model whose param-
eters are not accessible. Transferability refers to the

phenomenon that adversarial examples crafted on a
surrogate also cause misclassification on a distinct tar-
get.

We study transfer-based black-box attacks under
an ℓ∞ threat model. In this setting, the attacker has
full access to one or more surrogate models (includ-
ing their architectures, parameters, and gradients) and
generates adversarial examples using attacks such as
PGD or MIG. Crucially, the attacker has no access
to the target model’s parameters or gradients and is-
sues zero queries to the target during attack gener-
ation. This contrasts with white-box attacks, where
the attacker has complete access to the target model,
and with query-based black-box attacks, where the
attacker can adaptively query the target to guide the
generation of adversarial examples.

3 Methodology

3.1 Model zoo construction

We constructed a comprehensive model zoo of 36
diverse architectures spanning major convolutional
families and vision transformers. The zoo includes
representative models from DenseNet (Huang et al.,
2017), MobileNet (Howard et al., 2017; Sandler et al.,
2018), ResNet (He et al., 2016; Bello et al., 2021),
EfficientNet (Tan and Le, 2019; Tan and Le, 2021),
NASNet (Zoph et al., 2018), and Vision Transform-
ers (Dosovitskiy et al., 2020).

For the standard training condition, we utilized
pre-trained weights from TensorFlow’s model zoo.
For adversarial training we applied Free Adversar-
ial Training (Shafahi et al., 2019) to the same archi-
tectures to ensure comparability between ST and AT
models. The Training hyperparameters are provided
in full in Appendix A.

3.2 Robustness evaluation of the
constructed zoo

Model robustness was evaluated using three ap-
proaches: clean accuracy (ε = 0), PGD-20, and MIG
attacks. Epsilon values are expressed as integer pixel
magnitudes in [0,255]; for instance, ε = 8 corre-
sponds to a perturbation budget of 8/255. Exact
attack parameters for all methods are listed in Ap-
pendix Section C.

To reduce computational cost during model evalu-
ation, we modified the standard MIG implementation
by generating perturbations at ε = 5 and clipping for
smaller epsilon values. This approach reduced com-



putational overhead while maintaining attack effec-
tiveness, as validated in Appendix Section B. PGD-
20 evaluations used 50,000 validation images, while
MIG attacks used 1,600 randomly selected images.

3.3 Controlled transferability analysis
design

In principle, our model zoo spans 36 architectures,
each available in both ST and AT modes. This re-
sults in 72 distinct models in total. Accordingly, the
complete transferability space would involve 72×72
surrogate–target pairs. Exhaustively evaluating all of
them would be computationally prohibitive and dif-
ficult to interpret. Instead, we designed a structured
subset of experiments to focus on the main factors of
interest: architecture, training type, and model capac-
ity.

For this subset, we chose eight surrogates
and sixteen targets. The surrogates consist of
smaller variants of four representative families, which
are DenseNet121, EfficientNet-B0, MobileNetV2
and ViT-Tiny/16. Each of them was trained
in both ST and AT settings. The targets are
larger models from diverse families, including
DenseNet, ResNet, ResNetRS, EfficientNet, Effi-
cientNetV2, MobileNetV3-Large, NASNetLarge and
ViT-Base/16, also trained in ST and AT modes.

This design allows for the isolation of three
dimensions of transferability. First, architecture-
specific effects: whether transferability is stronger
within the same family, and how CNN→ViT and
ViT→CNN transfers behave differently. Second,
training-type interactions: whether AT→ST attacks
transfer differently from ST→AT, and how trans-
ferability changes under homogeneous conditions
(AT→AT, ST→ST). Third, capacity and attack-
strength effects: whether adversarial examples crafted
on small surrogates transfer to large targets, and how
this relationship evolves across different perturbation
budgets.

3.4 Transferability benchmark and
evaluation metric

We build a transferability benchmark by generating
adversarial examples on each surrogate model using
unmodified MIG on a high budget ε = 16. The bench-
mark set contains 2,000 clean images sampled uni-
formly from ImageNet validation (two images per
class) and the corresponding adversarial variants gen-
erated on each surrogate model.

We measure the target accuracy on adversarial
examples produced by a surrogate, which directly

shows the vulnerability of a target model to trans-
ferred attacks. Higher transferability corresponds to
lower accuracy across models.

4 Results

4.1 Training-Type Interaction: The
Adversarial Training Paradox

We summarized the result of this experiment in Ta-
ble 1; each cell is the average target accuracy on ad-
versarial examples from a set of surrogates and targets
(averages are computed over 4 surrogates by 8 targets,
i.e., 32 surrogate–target pairs, evaluated on the 2,000-
image benchmark described in Section 3).

To avoid ambiguity, we clarify the notation used
throughout this section. “A→ B” means that adver-
sarial examples were generated from the surrogate set
A and then applied to the target set B. For example,
“AT → ST” denotes adversarial examples that were
crafted from AT surrogates and applied to a ST target.

Table 1: Training-type transferability matrix (averages over
4×8 pairs). Lower target accuracy means stronger transfer.

Target

Surrogate AT ST

AT 13.16% 26.58%
ST 48.09% 32.88%

The most striking outcome of our experiments ap-
pears in the scenario where AT models are attacked
by adversarial examples crafted by other AT mod-
els. In this case the target accuracy falls to 13.16%
on average. This result is notable because it repre-
sents a large improvement in attack effectiveness rel-
ative to the ST→ ST baseline, where target accuracy
is 32.88%. Rather than simply improving model se-
curity, AT appears to produce models that are highly
effective at attacking one another. The AT→ AT con-
dition is even stronger than the AT→ ST case where
target accuracy is 26.58%, which suggests that AT in-
duces similar robust features across models and thus
a shared vulnerability.

The results reveal a clear ordering of transfer-
ability across training types. AT sources dominate
standard sources since their adversarial examples re-
duce target accuracy more across the board. Standard
sources are least effective against robust targets, as
shown by the ST → AT condition with 48.09% ac-
curacy. In other words robust defenses block attacks
from standard surrogates but are surprisingly fragile



to attacks from fellow robust models.
These results show that while AT increases ro-

bustness under direct attacks, it also changes the
learned representations such that adversarial perturba-
tions become more effective when transferred to other
models. This creates an ecosystem level concern.
Widespread use of AT could unintentionally produce
a population of surrogate models that are especially
powerful for transfer based black-box attacks, shift-
ing the security problem from single model hardening
to system level vulnerability. Full per-pair results are
provided in Appendix C.

Figure 3: The architectural trend across different surrogate
target pairs.

4.2 Architecture-Specific
Transferability Patterns

Building on the training-type paradox established pre-
viously, we now examine how this phenomenon be-
haves across different architectural relationships. The
key question is whether the strong AT→AT trans-
ferability observed earlier arises primarily from the
training methodology itself or from the architectural
choices of the models involved. Figure 3 presents
a comprehensive view of transferability patterns
across four key scenarios: CNN→CNN, ViT→ViT,
CNN→ViT, and ViT→CNN transfers.

As clearly visualized in the line graph (Fig-
ure 3), AT surrogates consistently generate more
potent transferable attacks than their ST counter-
parts, indicating that this phenomenon is architecture-
agnostic. This is evident from the fact that the first
two data points in each series, which represent sce-
narios where an AT model is the surrogate, consis-
tently result in lower target model accuracy than the
subsequent two points, which represent ST model sur-
rogates. The only minor deviation from a perfectly
smooth curve occurs in the ViT→ViT case, a phe-
nomenon we attribute to the unique feature space sim-
ilarity between models and which is analyzed in detail

in the following section.
The strongest effect appears in the AT→AT sce-

nario, where AT models attack other robust models.
Here, CNN→CNN transfers achieve remarkably low
target accuracy of 9.02%. The ViT→ViT scenario
shows similar vulnerability with 11.95% accuracy,
Together, these results indicate that both model fami-
lies inherit the same fundamental weakness when AT
models attack one another.

When examining cross-architecture transfers, the
same pattern emerges. Attacks by AT surrogates
achieve lower accuracies than those from ST sur-
rogates, both in CNN→ViT and ViT→CNN cases.
which indicates that the increased transferability in-
duced by AT is not limited to models of the same fam-
ily but also extends across different architectures.

Taken together, these results show that while the
baseline level of transferability varies across archi-
tectures, the relative advantage of AT surrogates is
stable. This suggests that the changes induced by
AT produce attack vectors that generalize across both
similar and dissimilar architectures. The adversarial
training transferability paradox is not an artifact of
specific architectural choices but rather a fundamental
property of how adversarial training reshapes model
feature spaces. The consistency of this effect across
diverse architectural relationships underscores its sig-
nificance for ecosystem-level security considerations.

4.3 Understanding the Mechanism

To investigate why AT increases transferability we in-
spected model attributions using integrated gradients.
Figure 4 shows representative attributions for AT and
ST variants of DenseNet121 and illustrates a clear dif-
ference in how these models represent images.

AT models tend to produce more semantically ori-
ented attributions. For the AT DenseNet121 the inte-
grated gradients highlight regions such as the head,
body and legs of the ostrich instead of only textural
details. These specific, object-level attributions indi-
cate that AT models rely on features that capture high
level visual concepts rather than narrowly focusing on
local textures or background cues.

Standardly trained models show the opposite pat-
tern. Their attributions are distributed over local tex-
ture and fine detail. In the DenseNet example the ST
model places strong weight on feather textures and
background patches. Such localized focus makes ST
perturbations more tight to a model and less likely to
transfer across different architectures.

This difference in attribution explains the trans-
ferability effect. Perturbations that disrupt seman-
tically meaningful features are more likely to affect



Figure 4: Integrated gradients (IG) on both AT and ST models

many models because those features reflect common
visual concepts. When an AT surrogate crafts an ad-
versarial example it tends to target these general fea-
tures, producing perturbations that remain effective
against diverse targets. That mechanism accounts for
the consistently higher transferability of AT sources
observed.

The analysis also clarifies why AT models are vul-
nerable to attacks from other AT models. Different
AT models learn to focus on the same semantically
meaningful regions, which creates a shared vulnera-
bility. An adversarial example that successfully at-
tacks those regions will transfer effectively between
AT models, which explains the low AT→AT accura-
cies reported earlier. While this effect is most pro-
nounced for robust models it is not unique to them.
Similar vulnerabilities can also emerge in ST models
when the source and target architectures are closely
related.

There are notable exceptions that highlight the
role of representation similarity. Pairs of closely
related architectures can show strong transfer even
in ST form. Examples in our benchmark include
DenseNet121 → DenseNet201, EfficientNet-B0 →
EfficientNet-B7, and ViT-Tiny→ ViT-Base. In these
cases the surrogate and target learn highly similar
feature extractors so even localized ST perturbations
can transfer effectively. Figure 4 illustrates this for
DenseNet121 and DenseNet201 where integrated gra-
dients reveal visually similar and overlapping repre-
sentations. MobileNetV3 behaves similarly because
its newer design incorporates elements from Efficient-
Net, which increases its similarity to those models and
its vulnerability to EfficientNet surrogates. See Ta-

ble 4 for the highlighted pairs.
EfficientNet-B0 also provides an illustrative spe-

cial case. Even without AT it exhibits more dis-
tributed attributions than many other ST models. This
architectural tendency toward broader feature use
helps explain why EfficientNet-B0 is often an effec-
tive surrogate in Table 4; its perturbations already
target relatively general features.

Despite these same-architecture examples, archi-
tectural similarity is not a dependable assumption in
real world black box scenarios where the target archi-
tecture is unknown. In such settings attackers can-
not rely on finding a closely related surrogate and in-
stead prefer surrogates whose perturbations transfer
broadly. Our results show that AT surrogates produce
perturbations that are effective across diverse fami-
lies, so AT models offer a practical advantage as sur-
rogate choices when the target is unknown.

In short, integrated gradients tie the empirical
findings to feature learning. AT changes what models
learn. It shifts attention from narrow, model related
cues toward descriptive, semantically meaningful fea-
tures. That shift improves white-box robustness but
also creates more universally exploitable directions in
input space. The current AT approach, while effec-
tive for individual model defense, may inadvertently
create ecosystem-level vulnerabilities by homogeniz-
ing feature representations across models. Future de-
fenses should aim to preserve per-model robustness
without creating such common attack surfaces.



5 Conclusion

We presented a large empirical study showing a sur-
prising trade off in adversarial robustness. Using a di-
verse model zoo, we find that AT models produce ad-
versarial examples that transfer more effectively than
standard models, with the strongest transfers occur-
ring when robust surrogates attack robust targets (AT
→ AT). Our analyses suggest a common cause: ad-
versarial training shifts representations toward more
semantically meaningful features that different mod-
els share, and perturbations that attacks those fea-
tures transfer across architectures. The practical con-
sequence is that improving a single model’s white
box robustness can increase ecosystem vulnerability
to transfer-based attacks. We release all models and
code to support follow up work.

6 Future work

Our paper opens several promising directions build-
ing on our dataset and published models.

• Extend the analysis to a broader family of vi-
sion backbones beyond the foundational trans-
former used here, including Data-Efficient Im-
age Transformer (DeiT), Swin transformers, hy-
brid CNN-Transformer architectures, and recent
Mamba-based vision models.

• Explore alternative adversarial training objectives
that replace PGD in inner maximization with in-
tegrated gradients , and rigorously evaluate their
impact on robustness and black-box transfer suc-
cess across these newer backbones.
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Adverserial Training
Hyperparameters

Our experiments utilize the TPU Research Cloud
(TRC) program, all hyperparameters are listed in Ta-
ble 2. For the batch size and learning rate scheduler
parameters, adjustments are dependent on the num-
ber of TPU replicas. For TPU v2 and v3, there are 8
replicas, while for TPU v4, there are 4 replicas, thus
requiring appropriate modifications. Regarding de-
cay steps, 5004 represents the number of batches per
epoch, and the learning rate decays every 8 epoches.
The replay parameter (m) is necessary because the
step is computed when the optimizer step function is
called, which happens m times per batch.

For the CNN models, we exclusively relied on
TensorFlow’s preprocessing functions; no additional
augmentation or preprocessing techniques were ap-
plied. We also used an early stopping mechanism
to dynamically determine the optimal number of
epochs based on the validation loss during clean (non-
adversarial) validation. While the model was trained
on adversarial images, validation was performed on
clean images. This approach helps prevent overfit-
ting and ensures that the model training stops when
the performance on the clean validation set ceases to
improve, maintaining robustness against adversarial
attacks while preserving accuracy on unperturbed in-
puts.

For ViTs, applying the same techniques as CNNs
leads to accuracy degradation due to the incompatibil-
ity of stochastic gradient descent (SGD) with trans-
formers (Liu et al., 2020). Instead, we used the ap-
proach outlined in (Steiner et al., 2021). The ViT
architecture itself was implemented using Keras-CV,
and for preprocessing, we applied the inception-crop
method. For training the ViT models, we utilized a
fixed number of epochs 300.

In TensorFlow (Abadi et al., 2015), the implemen-
tation of CNNs varies, particularly regarding the in-
clusion of the preprocessing layer within the model
or keeping it external. For example, MobileNet has
an external preprocessing function that rescales im-
age pixels from [0,255] to [−1,1] meaning an ep-



Table 2: Hyperparameters used in training.
(pre-) training config CNNs VITs
batch size 32*8 32*8
image size 224x224 224x224
classifier activation softmax softmax

Optimizer
optimizer SGD Adam
momentum 0.9 N/A
weight decay 0.0001 0.1
global clipnorm None 1.0

Learning Rate
scheduele decay ExponentialDecay CosineDecay
initial learning rate 0.1 0.001
decay steps 8*5004 *m 8*270
decay rate 0.1 N/A
staircase True N/A
warmup target N/A 0.001
warmup steps N/A 8*30

Adverserial Attack
replay parameter (m) 4 4
step size (α) 0.6 0.6
perturbation budget (ε) 2 2

Figure 5: PGD-20 for hummingbird image on two Mo-
bileNet implementations, left image is the model with in-
ternal preprocessing layer while the right uses preprocess-
ing externally.

silon value of 1 would have an impact equivalent to
ε = 128 if preprocessing were done internally. Fig-
ure 5 illustrates PGD conducted on MobileNet, com-
paring instances with preprocessing embedded within
the model architecture to those with preprocessing
conducted externally. Comparing the impact across
different model families posed a challenge due to
variations in the preprocessing procedures. To ensure
consistency, we inserted a preprocessing layer into all
models lacking one.

MIG modification

The MIG attack is slow to craft due to the approxima-
tion steps required to calculate the integrated gradient,
which creates a bottleneck by converting a single im-
age into a batch of scaled brightness images. Based
on our empirical work, the MIG attack takes approx-
imately seven times longer than the PGD-20 attack.
Consequently, our evaluation of PGD-20 with five dif-
ferent epsilon values took less time than a single MIG
run, despite the optimizations made. The aim of the
following modification, Algorithm 1, is to overcome
the bottleneck of MIG evaluation, we fixed the mo-

mentum factor µ = 1 and baseline image b = 0.

Algorithm 1 MIG modified version

Require: : model f , perturbation budgets array ε

with size n, number of iterations T , original im-
age x, and its label y.

1: create three arrays, each of size n, for step sizes
α, adversarial images adv, and gradients g.

2: for i = 1 . . .n do ▷ g(i)t where i is perturbation
index, t is iteration

3: Adv(i)0 = x, g(i)0 = 0, α(i) = ε(i)

T
4: end for
5: for t = 1 . . .T do
6: ∆t = IG( f ,Adv(n)t−1,y)
7: for i = 1 . . .n do
8: g(i)t = g(i)t−1 +

∆t
||∆t ||1

9: Adv(i)t = Clip
ε(i)(Adv(i)t−1 + α(i) ∗

sign(g(i)t ))
10: end for
11: end for
12: Return Adv

The core idea is to compute the Integrated Gra-
dients (IG) for the highest epsilon only, and then to
perform the clipping step for each epsilon separately.
This approach proved advantageous for our task, as it
allowed us to generate adversarial images for five dif-
ferent epsilon values with a constant additional time.
Empirical results demonstrated an increase in attack
power at lower epsilon values compared to the origi-
nal method, without compromising imperceptibility.
We compared the original and modified algorithms
on 640 images using the ResNet50 and DenseNet121
models, as illustrated in Figure 6.

Figure 6: Top-1 Accuracy for original against modified
MIG tested using ResNet50 and DenseNet121.

Complete tables

we present the full tables for reference.



Table 3: Top-1 accuracy(%) of the AT model on the clean dataset, against PGD-20 and MIG at different ε.

Model Clean PGD-20 MIG Total
Name Adv. ε = 1 ε = 2 ε = 3 ε = 4 ε = 5 ε = 1 ε = 2 ε = 3 ε = 4 ε = 5 Params

DenseNet121 63.51 48.01 33.33 21.54 13.30 8.14 50.13 38.12 27.63 20.75 16.63 8.1M
DenseNet169 64.37 49.19 34.73 22.92 14.64 9.23 51.06 38.56 28.87 23.31 18.44 14.3M
DenseNet201 64.89 49.89 35.32 23.83 15.41 9.71 52.69 40.38 30.25 24.19 20.00 20.2M

ResNet50 60.59 45.33 31.49 20.56 13.21 8.15 48.31 37.44 26.37 20.00 16.12 25.6M
ResNet101 61.50 46.33 32.04 21.06 13.37 8.38 49.00 36.50 26.50 20.69 16.81 44.7M
ResNet152 62.19 46.98 33.00 21.99 14.06 8.82 49.63 37.31 27.88 21.50 17.94 60.4M

ResNetRS50 67.36 53.02 38.71 27.09 18.18 11.89 56.44 44.81 35.37 28.75 23.69 35.7M
ResNetRS101 68.59 54.26 40.01 28.13 18.97 12.70 58.31 45.63 36.94 29.56 24.88 63.7M
ResNetRS152 67.58 53.48 39.65 27.90 19.00 12.54 58.06 45.44 36.00 28.94 24.12 86.8M
EfficientNetB0 64.66 49.83 34.82 22.47 13.59 7.94 51.56 38.00 28.06 19.94 16.06 5.3M
EfficientNetB1 67.24 52.57 37.24 24.12 14.86 8.82 51.75 37.75 28.12 19.75 15.00 7.9M
EfficientNetB2 66.56 52.20 37.02 24.36 14.91 8.82 54.37 39.94 29.50 22.88 17.94 9.2M
EfficientNetB3 67.19 53.29 38.51 25.95 16.42 9.86 54.81 42.31 32.50 24.38 20.19 12.3M
EfficientNetB4 68.07 53.98 39.15 26.47 16.67 10.12 55.44 42.50 32.56 26.44 21.25 19.5M
EfficientNetB6 68.74 55.11 40.55 27.97 18.38 11.45 56.75 44.31 33.94 27.13 22.12 43.3M
EfficientNetB7 68.60 55.18 40.84 28.02 18.54 11.84 57.69 44.00 34.38 27.81 23.75 66.7M

EfficientNetV2B0 66.10 51.17 36.36 23.71 14.61 8.49 53.19 40.62 30.81 22.62 18.44 7.2M
EfficientNetV2B1 66.99 52.43 37.34 24.75 15.53 9.20 53.56 42.25 32.12 25.75 20.13 8.2M
EfficientNetV2B2 68.55 53.64 37.89 24.97 15.34 9.06 56.19 42.56 32.62 25.56 20.94 10.2M
EfficientNetV2B3 68.15 53.82 38.71 25.79 16.24 9.74 55.62 42.69 33.63 26.94 21.88 14.5M
EfficientNetV2S 68.11 54.15 39.76 27.33 17.85 11.25 56.19 44.37 33.56 26.25 21.63 21.6M
EfficientNetV2M 67.38 54.01 40.16 27.75 18.33 11.67 54.81 43.63 34.75 27.69 23.87 54.4M
EfficientNetV2L 66.53 52.16 37.70 25.91 16.97 10.71 54.87 41.31 32.44 26.75 22.50 119.0M

MobileNet 59.99 44.05 29.58 18.53 11.19 6.43 45.06 32.88 24.06 17.00 14.06 4.3M
MobileNetV2 58.52 43.50 29.97 19.44 11.67 6.87 45.75 34.13 24.75 17.69 14.75 3.5M

MobileNetV3Small 56.59 41.48 27.41 16.42 9.30 5.05 43.06 30.06 20.19 15.19 11.56 2.6M
MobileNetV3Large 58.81 43.89 29.83 18.68 11.19 6.30 45.19 32.19 23.69 18.31 14.19 5.5M

NASNetMobile 56.70 42.41 29.47 19.01 11.90 7.25 42.88 31.37 23.00 18.50 14.31 5.3M
NASNetLarge 63.53 50.93 38.28 27.3 18.99 12.80 52.63 42.69 33.50 26.06 21.50 88.9M
ViT-Tiny/16 59.89 42.28 25.99 14.39 7.47 3.77 44.25 29.81 19.06 12.31 9.13 5.7M
ViT-Tiny/32 50.1 33.98 20.17 10.88 5.54 2.79 36.13 22.88 14.44 9.31 6.25 6.1M
ViT-Small/16 67.75 52.07 35.99 22.51 13.16 7.36 54.06 40.56 29.94 22.12 16.25 22.1M
ViT-Small/32 58.28 41.56 26.44 15.47 8.42 4.47 54.06 40.56 29.94 22.12 16.25 22.9M
ViT-Base/16 68.31 52.46 36.44 23.17 13.74 7.79 55.87 41.94 33.19 26.12 20.31 86.6M
ViT-Base/32 59.25 42.55 27.51 16.46 9.16 4.96 45.12 32.75 24.06 17.5 13.81 88.2M
ViT-Large/16 72.35 54.65 36.62 22.21 12.55 6.74 59.94 45.06 35.62 29.00 24.25 304.3M

Table 4: Top-1 accuracy (%) of large-capacity models on the transferability benchmark, presenting results for four modes of
transfer attacks. These modes represent different combinations where the surrogate model is either normally trained or AT,
and the target model is also either ST or AT. The table includes accuracy on both clean datasets and datasets generated by
applying MIG with ε = 16 on the surrogate models.

Target Model Clean Surrogate ST Surrogate AT
Name Dataset DN121 ENB0 MN ViT-Ti/16 DN121 ENB0 MN ViT-Ti/16

DN201 74.80 8.45 15.05 27.00 34.25 11.95 10.10 17.30 24.45
RN152 72.80 17.30 16.35 28.85 34.60 11.35 9.20 14.95 22.65

ST

RN152RS 80.60 30.65 23.75 43.80 43.55 25.80 20.30 30.15 37.60
ENB7 76.20 26.00 14.35 37.70 41.80 27.35 22.90 33.10 38.25

ENV2L 84.35 46.85 39.45 60.35 59.40 42.55 38.90 48.90 58.15
MNV3Large 73.05 18.60 5.35 21.30 26.25 11.60 5.85 11.05 18.20
NASNLarge 80.60 27.15 24.20 40.85 47.85 23.60 20.35 29.80 40.65

ViT-B/16 83.80 53.05 43.85 60.35 33.90 34.60 29.65 39.95 39.45
DN201 64.10 46.60 43.50 46.95 48.70 6.85 7.35 8.95 25.05
RN152 61.05 47.75 44.45 47.45 49.60 8.00 8.30 8.00 23.15

A
T

RN152RS 67.45 52.05 48.80 52.20 52.65 11.05 9.20 12.50 26.05
ENB7 68.05 48.15 43.10 48.80 51.25 11.75 6.40 12.45 27.80

ENV2L 66.45 49.70 44.15 49.30 51.50 10.95 6.75 12.10 26.00
MNV3Large 57.15 44.60 38.85 43.45 42.85 9.80 5.00 6.85 15.35
NASNLarge 62.15 48.75 44.50 47.35 49.10 9.85 7.70 9.70 23.30

ViT-B/16 68.15 54.50 53.10 57.00 48.30 21.50 16.80 19.60 6.90


