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Abstract

Smart contracts are a core component of blockchain technology and
are widely deployed across various scenarios. However, atomicity
violations have become a potential security risk. Existing analy-
sis tools often lack the precision required to detect these issues
effectively. To address this challenge, we introduce ATOMGRAPH, an
automated framework designed for detecting atomicity violations.
This framework leverages Graph Convolutional Networks (GCN) to
identify atomicity violations through multimodal feature learning
and fusion. Specifically, driven by a collaborative learning mech-
anism, the model simultaneously learns from two heterogeneous
modalities: extracting structural topological features from the con-
tract’s Control Flow Graph (CFG) and uncovering deep semantics
from its opcode sequence. We designed an adaptive weighted fusion
mechanism to dynamically adjust the weights of features from each
modality to achieve optimal feature fusion. Finally, GCN detects
graph-level atomicity violation on the contract. Comprehensive
experimental evaluations demonstrate that AToMGRAPH achieves
96.88% accuracy and 96.97% F1 score, outperforming existing tools.
Furthermore, compared to the concatenation fusion model, ATom-
GRrAPH improves the F1 score by 6.4%, proving its potential in smart
contract security detection.
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1 Introduction

In recent years, frequent blockchain security incidents have posed
severe challenges to the digital asset ecosystem. Critical infrastruc-
tures such as Decentralized Exchanges (DEX), Decentralized Fi-
nance (DeFi) protocols, and cross-chain bridges [7, 28] have repeat-
edly become targets of attacks, causing significant economic losses
and trust crises. According to statistics from SlowMist Hacked [49],
the February 2025 theft on the Bybit platform was particularly note-
worthy. Over $1.46 billion was stolen, making it one of the largest
cryptocurrency thefts within the past three years. Behind these
massive losses lie the complex and severe security challenges that
blockchain systems have long faced [3, 8, 40, 42]. Among the top
10 common attack types, smart contract vulnerabilities dominate,
accounting for as much as 26.55% [24, 37]. Among these numerous
security risks, atomicity violations represent a particularly insidious
and destructive smart contract defect. They violate the fundamental
principle that transactions must be fully successful or completely
fail. Such defects are difficult to identify through manual audits and
also pose significant challenges to traditional automated analysis
tools.

To address these challenges, we propose ATOMGRAPH, a novel au-
tomated detection framework for atomicity violations in smart con-
tracts. This framework is based on multimodal GCNs and achieves
deep analysis of bytecode through a collaborative learning para-
digm for heterogeneous information [34]. Specifically, ATomGRAPH
first converts the contract into a CFG and learns features from
two complementary modalities: (1) Structural Modality: capturing
control flow dependencies from the topological structure of the
CFG. (2) Semantic Modality: Understands the execution intent of
the code from opcode sequences in basic blocks. To effectively fuse
these heterogeneous features, we innovatively designed an adaptive
weighted fusion mechanism that dynamically evaluates and adjusts
modal weights, achieving optimal feature combination within a uni-
fied embedding space. Finally, the GCN is used to detect graph-level
atomicity violations on contracts.
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The main contributions of this paper are as follows:

e To the best of our knowledge, we conducted the first sys-
tematic study on detecting atomicity violations in smart
contracts and propose ATOMGRAPH for automated detection.

e We designed a novel adaptive weighting fusion mechanism
that extracts structural topology and semantic features, dy-
namically adjusting weights to achieve optimal feature rep-
resentation.

e Experiments demonstrate that ATOMGRAPH achieves an F1
score of 96.97% and outperforms existing tools across mul-
tiple metrics. It also exhibits competitive performance in
analytical efficiency and practical applications.

o We have released AToMGRAPH’s codes and experimental
data at https://figshare.com/s/9b36cfe6056be2af9146 for re-
producibility of our experiments.

2 Related Work

Smart Contract Vulnerability Detection. These methods are
primarily categorized into static and dynamic analysis. Static anal-
ysis can be further subdivided into symbolic execution, such as
Oyente [19] and Slither [6]. They also include pattern-matching
tools like Securify [32] and Ponzi scheme analysis [41]. Other meth-
ods such as taint analysis with Ethainter [1] or intermediate rep-
resentation analysis using Vandal [2], Conkas [33] and MoveScan-
ner [18]. These methods typically offer advantages in execution
speed and high coverage, but they also commonly suffer from high
False Positive Rates (FPRs). Dynamic analysis methods, including
Echidna [9] and Harvey [38], detect vulnerabilities by executing
code and capturing runtime issues [12, 13]. However, they face
limitations due to path explosion and difficulty generating test
cases. Additionally, hybrid approaches like Mythril [22] and Man-
ticore [21] combine static and dynamic analysis. They enhance
detection accuracy through mutual feedback, but they generally
require more computational resources and time.

Deep learning-based methods demonstrate significant poten-
tial [14, 25, 35, 47, 48]. Tools such as Clear [4] and SCVHunter [17]
leverage models to learn vulnerability patterns and Features from
large-scale smart contract samples, enabling automated detection
and prediction of novel vulnerabilities.

Smart Contract Atomicity Violations. The atomicity princi-
ple requires that a transaction must possess an all-or-nothing [43].
Either all components execute successfully, or all must be rolled
back and canceled, preventing any intermediate or partially com-
pleted states [11]. In smart contracts, when a sequence of operations
that must be executed as a whole is unexpectedly interrupted or
only partially completed, it results in an atomicity violation, leading
to inconsistent states [16].

Common forms of atomicity violations in smart contracts in-
clude: (1) Reentrancy attacks: Malicious re-entry of external calls
before state updates complete [29]. (2) Check-Effect-Interaction
race conditions: Exploitation of the time window between check
conditions and resource usage. (3) Improper Exception Handling:
Partial state modifications occur during exceptions without proper
rollback. (4) Cross-Domain Non-Atomicity: Partial failures across
multiple smart contracts or different blockchain systems [10, 15].
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3 Method

The overview of ATOMGRAPH’s architecture is shown in Figure 1.
This architecture consists of three main modules: (1) CFG Con-
struction: Transforms smart contract opcodes into a CFG by defin-
ing basic blocks and analyzing jump relationships, outputting a
DOT-formatted graph. (2) Adaptive Weighted Fusion: Combine
structured and semantic features, and fuse them using optimized
weights. (3) GCN Classification: Use GCN to process these fused
and normalized features for contract analysis.
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Figure 1: Overall architecture of AtomGraph.

CFG Construction. The CFG is a structured representation
of smart contract execution logic, clearly illustrating the basic
blocks, branching structures, and control flow transfers within
a contract [44]. Building upon existing research, we employ static
analysis methods to achieve precise conversion from opcodes to
CFGs. First, we disassembled the raw bytecode stream into an op-
code sequence that complies with the Ethereum Virtual Machine
(EVM) [20]specification.

Based on disassembled opcodes, we utilize standard basic block
partitioning algorithms to identify code structures. Specifically, a
basic block is a contiguous sequence of instructions with a single
entry point and a unique exit point [36]. Basic block boundaries are
defined by specific control flow instructions such as JUMP, JUMPI,
STOP, REVERT, RETURN, and the target addresses of jump instructions.
After identifying all basic blocks, we construct the edges of the CFG
by analyzing jump relationships between blocks [39]. For example,
when a basic block ends with a conditional jump instruction (JUMPI),
two outgoing edges are generated: one pointing to the basic block
at the jump target address, and another pointing to the next basic
block in sequential execution. By systematically connecting all
basic blocks, we construct a complete CFG that precisely reflects
the underlying execution logic of the contract.

Ultimately, the conversion process generates a graph descrip-
tion file in DOT format. This file details the opcode sequences of
nodes, the connectivity relationships of edges, and their associated
conditions.

Adaptive Weighted Fusion. We introduce a multimodal learn-
ing paradigm, decoupling smart contract features into semantic and
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structural modalities. The overall fusion procedure is summarized
in Algorithm 1.

Algorithm 1 AtomGraph adaptive weighted fusion algorithm

Require: Control Flow Graph G = (V, E), weight parameters «,
Ensure: Fused feature representation Vyseq € RIVIxd
1: // Step 1: Multimodal Feature Extraction
2: Vgructure < Node2Vec(G) {Structural feature learning}
3: Veontent «— Word2Vec(G.labels) {Semantic feature extraction}
4: // Step 2: Feature Normalization Preprocessing
5: fori=1to |V| do
V. i
8: end for

9: // Step 3: Adaptive Weighted Fusion
10: fori=1to |V| do

11 Vfused[i] —a-vs;t ﬁ *Ve,i

12:  // Constraint: « + f =1

13: end for

14: // Step 4: Fusion Quality Validation

15: score « EvaluateFusionQuality (V fyseq )
16: return Vgyseq

Vs,i

7: Ve,i

The semantic modality employs Word2Vec to learn opcode se-
quence semantics, generating semantic embedding vectors Veontent,
while the structural modality employs Node2Vec to learn CFG topol-
ogy, generating structural embedding vectors v ycrure. We employ
an adaptive weighted fusion mechanism, performing a linear com-
bination through optimal weight parameters.

a+f=1 1)
The optimal weights are determined by minimizing the valida-
tion set loss function:

(0{*, ﬂ*) = arg rzlxn[? Lval (fGCN(ffusion (VSs Ve Q, ﬁ))) (2)

Vaveighted = X Vstructure + ﬁvcontents

To ensure numerical stability, L2 normalization is performed
before fusion:

Vstructure Vecontent 3)

Vweighted =

o
1Vstructurellz (IVeontentll2

Graph Convolutional Network. After obtaining high-quality
multimodal node features, we employ GCN as the core classifica-
tion model, integrating node neighborhood information through
multiple GraphConv layers [27]. The fundamental propagation rule
for each layer is as follows:

H =4 (f)‘%Af)‘%H(”WU)) 4

Here, A = A + Iy is the adjacency matrix with self-connections
added, D is its corresponding degree matrix, H) is the feature
matrix of the nodes at layer I, W is the layer-specific trainable
weight matrix, and o is a non-linear activation function.

The AdamW optimizer is employed with a dynamic learning rate
scheduling strategy [46]. We integrate focus loss functions, dynamic
class weighting, and data augmentation techniques to address class
imbalance. Dropout regularization and gradient clipping enhance
model generalization and training stability.
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4 Experiments

All experiments were conducted on a workstation with an NVIDIA
GeForce GTX 4070Ti GPU, Intel(R) Core(TM) i9-13900KF CPU, and
128GB RAM. The operating system is Ubuntu 22.04 LTS, and the
software environment includes Python 3.9 and PyTorch 2.0.1.

Dataset. This study’s dataset is based on the SmartBugs Wild [5]
collection of 47,398 real contracts and DAppSCAN [45], which in-
cludes 21,457 contracts and 608 audit reports. A specialized dataset
comprising 1,880 smart contract samples was constructed through
systematic screening and manual annotation. We used 90% of the
dataset for training and 10% for testing. Table 1 summarizes the
smart contract data used.

Table 1: The collected dataset for our evaluation.

Classification Label Count Percentage (%)
Normal Contracts 0 837 44,52
Defective Contracts 1 1,043 55.48
Total - 1,880 100.00

Evaluation Metrics. The effectiveness of ATOMGRAPH is eval-
uated based on the following research questions (RQs): RQ1: Is
ATOoMGRAPH capable of accurately identifying atomicity violations
in smart contracts on the public dataset? RQ2: Can AToMGRrAPH find
atomicity-related violations undetectable by other tools? How does
it compare with existing tools? RQ3: How does ATOMGRAPH per-
form in terms of execution efficiency and system stability compared
to existing tools? RQ4: What is the effectiveness of different fu-
sion strategies in ATOMGRAPH’s architecture? We have established
a comprehensive evaluation metric system, including Accuracy
(Acc), Precision, Recall, F1 score, and FPR.

Table 2: Performance metrics of AtomGraph.

Tool Acc(%) Recall(%) Precision(%) F1(%) FPR(%)

96.97 0.05

AtomGraph  96.88 98.27 96.00

Answer to RQ1: Defects Detection in Dataset. Table 2 shows
the performance of ATOMGRAPH on the atomicity violation de-
tection. ATOMGRAPH demonstrated remarkable performance in
experiments, achieving an accuracy rate of 96.88% and an F1 score
of 96.97%. While maintaining a precision rate of 96.00%, the model
achieves a high recall rate of 98.27% and strictly controls the FPR
at 0.05%. ATOMGRAPH achieves a critical balance between maxi-
mizing defect detection coverage and minimizing false positives,
representing a key advantage for practical applications.

As its core mechanism, ATOMGRAPH converts bytecode into
clearly defined "basic blocks," which represent continuous and
branch-free sequences of code execution. Furthermore, AToMGRAPH
integrates the structural dependencies between basic blocks and
the operational semantics within each basic block. This enables
effective detection of atomicity violations caused by execution flow
interruptions or errors in operation sequences, especially during
control flow transfers across basic blocks.
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Table 3: Performance comparison of related tools.

Tool Acc(%) Recall(%) Precision(%) F1(%) FPR(%)
Conkas 48.97 33.80 61.90 43.73 29.50
Ethainter 44.13 0.10 12.50 0.19 0.84
Ethor 49.82 31.33 56.76 40.38 28.28
Honeybadger  37.16 24.04 92.80 38.19 7.82
Mythril 51.26 19.92 72.28 31.24 9.55
Osiris 34.49 18.45 96.67 30.99 2.50
Oyente 47.36 4.40 100.00 8.43 0.00
Pakala 46.75 1.12 75.00 2.21 0.43
Securify 53.27 14.32 97.20 24.96 0.49
Vandal 51.65 44.95 58.30 50.76 40.00
AtomGraph 96.88 98.27 96.00 96.97 0.05

Answer to RQ2: Comparative Analysis. As shown in Table 3,
we conducted comparative experiments of ATOMGRAPH with other
10 smart contract analysis tools. Symbolic execution tools Mythril,
Osiris [30], Oyente, and Pakala [23] exhibit the typical characteris-
tics of "high precision, low recall". Oyente achieves 100% precision
but only 4.40% recall, while Osiris achieves 96.67% precision but
only 18.45% recall. This reflects the path explosion problem of sym-
bolic execution when dealing with complex state spaces, leading
to insufficient analysis coverage. Pattern-matching tools Securify
are similarly constrained by the scope of predefined rules, achiev-
ing 97.20% precision but only 14.32% recall. Taint analysis tools
Ethainter and intermediate representation analysis tools Vandal
show the opposite trend: Vandal relaxes detection conditions to
improve recall 44.95%, but this introduces a high FPR of 40%.

Additionally, tools like Conkas and Ethor [26] achieved moderate
F1 scores, with Conkas scoring 43.73% and Ethor scoring 40.38%.
While HoneyBadger [31], which focuses on honeypot detection
through symbolic execution expansion, achieves high precision
but is limited by its narrow detection scope, resulting in an overall
recall rate of only 24.04%. AToMGRAPH s multimodal architecture
overcomes these limitations by integrating structural and semantic
modalities, achieving an F1 score of 96.97% while maintaining a
FPR of 0.05%.
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Figure 2: Efficiency comparison of related tools. Subfigure
(a) illustrates the relationship between average processing
time and success rate, while subfigure (b) compares the total
processing time across tools.

Answer to RQ3: Efficiency Evaluation. We comprehensively
evaluated ATOMGRAPH's execution efficiency and system stability
to verify its practicality in large-scale contract analysis. Figure 2
compares the execution efficiency of different tools.
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Table 4: AtomGraph ablation study. Baselines: Word2Vec
(semantic features) or Node2Vec (structural features) only.
Graph augmentation (Graph Aug.): node label content-to-
structure conversion and virtual edges via opcode similarity.
Fusion strategies: direct concatenation or average weighting.

Tool Acc(%) Recall(%) Precision(%) F1(%) FPR(%)
Word2vec 82.08 85.12 85.60 85.19 0.23
Node2vec 89.79 95.65 88.20 91.56 0.17
Graph Aug. 87.92 95.22 83.99 89.15 0.20
Concat. Fusion 92.60 95.53 86.96 90.57 0.11
Avg. Fusion 94.79 98.15 93.75 95.79 0.10
AtomGraph 96.88 98.27 96.00 96.97 0.05

Experimental results demonstrate that AToMGRAPH exhibits com-
petitive performance in execution efficiency. Regarding success rate,
AToMGRAPH successfully processed all 1,880 runtime bytecode sam-
ples, while other tools achieved success rates ranging from 62.93%
to 99.68%. This disparity primarily stems from differing analyti-
cal approaches when handling complex bytecode. In processing
speed, ATOMGRAPH achieved an average processing time of 1.67
s/contract. This is approximately five times faster than Ethainter’s
8.22 s/contract and about 130 times faster than symbolic execution
tools like Mythril’s 216.49 s/contract and Pakala’s 223.44 s/contract.

This efficiency gap stems primarily from AToMGRrAPH’s light-
weight feature extraction approach based on pre-trained embed-
dings, eliminating complex runtime computations. It is important
to note that efficiency gains should be evaluated while maintaining
detection quality. AToMGRAPH delivers higher efficiency without
compromising detection performance.

Answer to RQ4: Ablation Study. We conducted an ablation
study using consistent metrics and hyperparameters to assess sim-
plified variants. As shown in Table 4, ablation experiments vali-
date the effectiveness of multimodal feature fusion. Among single-
feature methods, Word2Vec semantic features achieved an F1 score
of 85.19%, while Node2Vec structural features performed better
at 91.56%. In the comparison of feature fusion strategies, graph
augmentation 89.15%, concatenation fusion 90.57%, and average
fusion 95.79% all outperformed the single-feature methods. Among
these, average fusion demonstrated the best performance but still
has room for improvement.

ATOoMGRAPH s adaptive weighted fusion mechanism further en-
hances performance beyond average fusion, boosting the F1 score
from 95.79% to 96.97% while reducing the FPR to 0.05%. This im-
provement stems from the strategy’s ability to assign appropriate
weights based on feature contributions, avoiding information dilu-
tion inherent in simple averaging. Experiments demonstrate that
reasonable weight allocation in atomic violation detection tasks
helps fully leverage multimodal features’ complementary nature.

5 Future Plans

Future research will focus on deepening AToMGRAPH from both
theoretical and practical perspectives. Theoretically, we will for-
mally analyze the relationship between CFG topology and atomicity
violation patterns, and mathematically characterize optimal fusion
weights across different contract types and complexity levels. Prac-
tically, we will conduct vulnerability mining on real-world deployed
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contracts, validating its efficacy and reliability by successfully dis-
covering new vulnerabilities and applying for CVE identifiers. Ad-
ditionally, we will conduct an in-depth analysis of false positive
and false negative cases in detection, dissecting their root causes
to provide critical insights for model iteration and optimization.

6 Conclusion

We propose ATOMGRAPH, a multimodal GCN framework for de-
tecting atomic violations in smart contracts. It constructs precise
CFGs from runtime bytecode and extracts features from semantic
and structural modalities. An adaptive weighted fusion mechanism
maps these into a shared embedding space, followed by GCN-based
graph-level classification. Comprehensive experiments show that
AToMGRAPH achieves outstanding performance, with an accuracy
rate of 96.88% and an F1 score of 96.97%, outperforming existing
tools. Compared to single-modal Word2Vec and concatenation-
based baselines, ATOMGRAPH achieves F1 score improvements of
5.41% and 6.4%, respectively. It analyzes contracts in 1.67 seconds
on average, balancing high recall, low false positives, and high
throughput. Overall, AToMGRAPH provides a potential solution for
detecting atomicity violations in smart contracts.
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