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Abstract

Systems in nature are extremely robust and resilient, despite uncertainties and variabil-
ity: they have evolved to preserve fundamental properties and qualitative behaviours that
are crucial for survival, even in hostile and ever-changing environments. Studying their non-
linear dynamic behaviour is challenging, due to their complexity and to the many parameters
at play, but is crucial to understand important phenomena at all scales, including for instance
cellular dynamics, onset of diseases, and epidemic spreading.

Robustness and resilience capture a system’s ability to maintain and recover its functions
despite uncertainties, fluctuations and perturbations, both intrinsic and extrinsic. Here, we
survey the competing definitions of these concepts adopted in different disciplines. Then,
given a family of uncertain dynamical networked systems characterised by a structure (the
interconnection topology, along with qualitative features of the individual dynamic units
and interconnections) and by uncertain or unknown parameters, we provide an overview
of methodologies to assess whether a property is structural (parameter-free) or robust (pre-
served for parameter variations within an uncertainty bounding set) for the family, and we
discuss integrated structural and probabilistic approaches for biological and epidemiologi-
cal systems. Also, we introduce possible formal definitions of resilience for a family of sys-
tems consisting of stochastic perturbations of a nominal deterministic system, to probabilisti-
cally quantify the system’s ability to preserve a prescribed attractor; our proposed definitions
generalise the notion of probabilistic robustness, and offer insight into well-known biolog-
ical models. Finally, we provide an overview of resilience indicators and of data-driven
approaches to detect resilience loss and regime shifts that build upon bifurcation analysis.

These methodologies can strongly support the analysis and the control of complex uncer-
tain systems in nature, including the analysis and the design of biomolecular feedback sys-
tems with a desired behaviour, the identification of therapeutic targets, the prediction and
the control of epidemics, and the detection of tipping points and regime shifts in complex
systems.
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1 Introduction, motivation and preliminaries

The importance of understanding the dynamics of life at all scales, from cells to organs, from or-
ganisms to ecosystems, is matched by the challenge posed by their complexity and uncertainty
— paralleled, in turn, by their astounding robustness and ability to maintain life-preserving
properties in the most diverse operating conditions, thanks to their underlying interconnection
structure. In view of their multifaceted complexity, systems in nature require joint efforts and
methodological tools from various disciplines to be understood. In the past decades, the field
of systems biology [1, 2, 3] has grown at the crossroads of physics, engineering, mathematics,
biomedicine and biology. Its aim is to study natural systems, ranging from biomolecular inter-
actions [1} 4] to dynamics in physiology [5] and medicine [6} 7, 8], up to population dynamics
and epidemics [9) 10, [11]. Building on mathematical disciplines, systems biology promotes
quantitative modelling and analysis to address pressing questions on the nature of systems
in the life sciences, among which the investigation of their robustness [12, [13] and resilience
[14] that can be found at all scales, from protein interactions to gene regulatory networks, from
single cells to whole organisms, species and ecosystems.

Robustness and resilience concern the ability of a system to preserve its functions despite
uncertainties, fluctuations and perturbations, both intrinsic and extrinsic. In addition to the
concept of robustness, fruitfully introduced and widely investigated in engineering to deal with
parametric uncertainties and variability or with unmodelled dynamics, the analysis of systems
in the life sciences often requires the complementary concept of resilience, which addresses the
system’s ability to maintain a functional operational regime in spite of exogenous disturbances
and noise. In particular, resilience often implies recovery after extreme or unforeseen events,
which is conceptually different from robustness.

For their survival, biological systems evolved to preserve several properties [15} 16], often
mutually intertwined [17], while maintaining the ability to adapt and thrive in uncertain en-
vironments [18]. Robust and resilient behaviours can be observed at all spatial and temporal
scales: cells maintain properties related to, e.g., homeostasis [19} 20} 21}, 22], signalling [23) 24],
protein transport regulation [25], oscillations and multi-stability [26} 27, 28, 29} 130 31}, [32} [33]
and swarming [34} 35 36} 37| [38]]; complex organisms preserve regulatory functions such as
circadian rhythms [39, 140} 41} 142] [43], organism-level homeostasis [44] and mechanisms caus-
ing pathogenesis [45, 46} 47, 48] 149]; consistent patterns arise in multicellular organisms [50], in
population dynamics [11} 51] and in pathogen spreading that causes epidemics [52] 53] [10} 54}
55, 56]. How can we understand robustness and resilience in systems in the life sciences, and
analyse the persistence of repeated patterns and functions?

Along with experimental works addressing biological mechanisms, mathematical mod-
elling and analysis are pivotal to identify the dynamical mechanisms ensuring robust and re-
silient behaviours. Crucial theoretical insights drive knowledge discovery (e.g., extrapolation
from sparse observations), prediction of unexpected or paradoxical outcomes, and synthesis
of multiple results from reductionist models. Mathematical models allow us to provide inter-
pretations and insight based on formal proofs and analytical results; they “bridge the scales”,
lifting results from micro-, to meso-, to macroscopic scales [57, 58| 59, [60]; they contribute to
hypothesis building and validation [61} (62, 25| |63]]; they predict relevant properties and fu-
ture outcomes, along with the analysis of scenarios and counterfactuals. In addition, models
can unravel natural behaviours that are determined by global dynamical interplays, in net-
works of interactions, rather than by local (e.g., biochemical) mechanisms [64]. Modelling en-
ables not just the analysis, but also the (optimal) control of systems, to steer them towards
the desired function and avoid undesired regime shifts within plausible spaces of operation
[65] 6640, 167,168 169, [70].

Complex biological systems have an underlying network structure, i.e., can be seen as en-
sembles of entities (nodes, vertices) interacting through suitable interconnections (links, arcs,
edges); consider for instance gene regulatory networks [71} [72], differentiation pathways [73],
metabolic regulation [74] [75] [76] and proteomics [77], neural wiring among and across brain
regions [78,[79] [80], human diseases [81} 82, [83]], as well as disease diffusion across connected
regions [84), 185, 86 [87]. Interestingly, qualitative behaviours are often preserved even under



huge parameter variations, uncertainties and environmental fluctuations [88} (89} (90} 12} (91} 13}
92, 93] [43, 94, O5], because they rely on the system’s interconnection structure, related to the
network topology. Parameter-free structural approaches can check whether a property is pre-
served for a whole family of uncertain systems, exclusively due to its structure [96]; when a
property fails to hold structurally, robust analysis or probabilistic approaches can be used to
understand why this occurs, which system features prevent the property from holding, and
which key parameters must be finely tuned to enforce it. Networks offer thereby a useful
framework to study robustness and resilience [97, 98] [99][100]. Leveraging the concept of feed-
back loop and dynamic evolution, the systems-and-control community has developed versatile
and powerful methodologies to formulate, investigate and solve relevant problems in the life
sciences [101} 102} 96} 103, [104]. In particular, tools to deal with uncertain systems and robust-
ness [105} [106} [107] have found successful applications in the realm of systems biology and
synthetic biology [[108] [109]. Further insight emerges when bridging concepts from sibling dis-
ciplines, such as network science, statistical physics, mathematical biology: control-theoretic
approaches can complement methods from other disciplines, and offer theoretical rigour to
computational tools relying on parametric search and to data-driven statistical methods. A
control-theoretic framework is also well-suited to embed interdisciplinary research questions
and methodologies, and to promote modelling across scales [39] 40} [110] as well as the design
of a system-level integration of interconnected modules that takes into account feedback and
retroactivity effects [111} 112} [113) [114].

1.1 Aims and scope

Focusing on biological and epidemiological systems, this monograph presents a primer on the
concepts of robustness and resilience of complex dynamical networks. These concepts are often
used in the life sciences without a rigorous formal definition; here we review their different
meanings in various disciplines and, in Chapters[2|and |3} we provide a comprehensive frame-
work to address them with mathematical rigour. In biology and epidemiology, full knowledge
of the system parameters is often impossible, because they cannot be measured or quantified,
they are unobservable or they are highly uncertain and time-varying [115} [116] [117]; still, nat-
ural systems are able to exhibit extraordinarily robust and resilient behaviours, preserved in
spite of parametric uncertainties, intrinsic variability, environmental fluctuations, as well as
noise, perturbations and external disturbances. Classic examples of biological robustness are
the circadian clock, which keeps oscillating at the same frequency across orders of magnitude
of variations in its parameters [118} 39, 43]], and the tumbling frequency in bacterial chemo-
taxis, which remains unaffected by step perturbations and chemical gradients [88] [119]. How
can we rigorously explain the robustness and resilience of a system, or the loss thereof? And
which are the minimal structural requirements to predict the emergence of robust and resilient
properties in the absence of quantitative information about the system, or in the presence of limited
quantitative information — often of a probabilistic nature?

A thorough analysis of the robustness and resilience of biological model can be precious
to: better understand how natural systems can preserve fundamental properties in different
environmental conditions; untangle the interplay of multiple parameters, allowing the sys-
tematic analysis of several intertwined factors; identify the crucial parameters in the system
dynamics or the crucial motifs [120) [121} 122} [123] in the system structure, which can become
candidate targets for control actions, therapies and interventions to guarantee the desired sys-
tem behaviour; inspire the design of robust artificial systems having designated properties and
functions; falsify models, by revealing discrepancies between model predictions and experi-
mental observations [124]; and inform better modelling approaches for faithful “digital twins”
— namely, in-silico surrogate models that emulate the behaviour of the original system — to
support analysis, hypothesis testing, predictions of system behaviours and synthesis of con-
trol interventions, drugs and treatments. The insight gained from the analysis of models is
particularly precious to design control strategies at various levels, ranging from biomolecular
controllers to pharmaceutical and non-pharmaceutical interventions to contrast epidemics.

In this monograph, we restrict our scope to dynamical models of ordinary differential equa-



tions (ODEs) characterised by a known interconnection structure and by unknown or uncertain
parameters (see the examples in Section[1.2). We focus on qualitative structural (i.e., parameter-
free) methods [125] 96| 126} [127) [128] 93], designed to identify, understand and predict robust-
ness [90, 129} 91}, 130, 123, 92} 43 24, 94} 95] and resilience [131} 132} [133} 134, [135) (136, 137, [138,
99, [139] of biological systems at all scales. Conversely, we do not focus on complementary
quantitative and numerical methods to establish parametric robustness and sensitivity, nor on
the abundant literature on network robustness in engineered systems (see, e.g., [140]). Also,
we do not dwell on the vast literature on synthetic biology [141] 142} (143 66 [144, [145) 109} [146|
147|148} [149], which nonetheless can leverage our presented approaches for the design and en-
gineering of robust and resilient systems. Moreover, we do not review here work on network
identification [150} 151}, [152} [153} 154} 155], including dynamical structure reconstruction [[156]
and reconstruction of the unknown topology in networks of dynamical systems [157, [158], as
well as work on system reconstruction or network reconstruction [159] 160} [161, [162] tailored
to biological systems, even though the identification of a precise network topology (structure)
is an indispensable prerequisite for the structural analysis discussed in Chapter 2|

In our overview, we aim to establish a connection between control theory and sibling disci-
plines; hence, several pointers will be included to interdisciplinary studies. However, the liter-
ature on mathematical models and approaches for biology and epidemiology is too vast to be
completely explored here. The interested reader is referred to the many dedicated special issues
[163, 164} 165| 166|167, [168], surveys [169} 170} 171,172,173}, 174] and books [175][176|[177,[178,
11],[179/1180,[181]169, 182}, (183 184} (185|186} [187]], and the references therein. Similarly, we do not
survey the whole biological, ecological and epidemiological literature unveiling robust system
properties (see, e.g., [188} 188} 119} (189, [190, 191, 192}, (193, [194, 195 196, 197, [198, [199] 200, 201]),
although we provide pointers to some specific publications throughout the text.

We focus on “classical” low-dimensional networks [202], amenable to transparent examples
and analysis, with continuous-time dynamics. Large-scale networks [31} [203], higher-order
networks [204], 205] 206], as well as methods for model order reduction [207, 208, 209] 210]
and dimension reduction [211} 212]] are briefly overviewed in Chapter Maps and discrete
models, such as Boolean networks [213} 214, 215] and Petri nets [216},217,1218},219], are also not
included in our survey. Moreover, we do not consider agent-based models, which are widely
used to simulate systems in the life sciences, but typically not amenable for analytical treatment
[220] 221} 222} 223} 224} [225), 226/, 227|228}, 229].

In addition to introducing the scope of this monograph, the present chapter: presents the
considered classes of models and networks, along with examples from biology and epidemiol-
ogy; starts introducing the concept of structure, in relation to graph theory and network theory;
discusses the different concepts of robustness, resilience and stability as understood in various
disciplines.

Then, Chapter 2| briefly surveys the concepts of robustness and of structural analysis for
uncertain dynamical systems, aimed at unveiling the mechanisms that enable robustness qual-
itatively, i.e., when only the parameter-free description of a family of systems is available.

Chapter [3| compares the notions of robustness and resilience, and motivates the need for a
concept of resilience that is distinct from that of robustness in order to assess important proper-
ties of natural systems. We introduce novel formal definitions of resilience that enable a more
quantitative analysis of dynamical systems in the presence of an exogenous stochastic noise.

Chapter [ builds upon the notion of resilience to discuss the development of resilience in-
dicators, their efficacy and their applicability in different domains: at first low-dimensional
systems are considered, then the analysis is expanded to network resilience, and examples
from biology and epidemiology are proposed.

Finally, Chapter 5| offers concluding remarks and outlines promising open challenges in the
field, not fully surveyed in other chapters or under recent investigation.

1.2 Considered classes of models

Natural dynamics range from chemical reaction networks, gene regulatory networks and biomolec-
ular systems, arising from the interplay of biochemical species and molecules [1} 230, [66} 145}



231}, (179} 103, [174], to ecological networks, arising from the interactions among the species
sharing an ecosystem [10} [11]], and epidemiological systems, describing the spread of infec-
tious diseases [10, [182) 183} [173]. Simple examples of such systems are the Incoherent Feed-
Forward Loop in gene regulation [232] [233]], the Lotka-Volterra predator-prey system [11]], the
Susceptible-Infected-Recovered epidemic model [10]. They all can be modelled as nonlinear
dynamical networks, namely, interconnections of interacting dynamical systems, whose intrin-
sic nonlinearities can lead to emergent phenomena [234] such as persistent oscillations (circa-
dian rhythms, see [118] 43]; predator-prey dynamics, see [11]; epidemic waves, see [10]) and
multi-stability (cell cycle, see [235]; pathogenesis, see [236]; multiple ecosystem configurations
and community compositions, see [10} [11]; disease-free or endemic equilibria, see [10} 11]]).

To study dynamical systems in biology and epidemiology, ODE-based models are widely
employed. In fact, such systems aptly mimic the evolution of natural systems, at least under
the assumption of high density of elements, such as a high copy number of expressed genes or
proteins in reaction networks, or a sufficiently large number of (infectious) individuals in epi-
demiological models. Importantly, these models are often amenable to analytical results (and
not just numerical simulation campaigns) that enable conceptual insight, verifiable predictions
and control.

Let us denote the set of non-negative real numbers as R> and of positive real numbers as
Rs¢. We consider families of nonlinear ODE systems of the form

o(t) = f(x(t),9), )

where 2 € R% is a vector of species concentrations or population densities, while the vector
function f: R>0 x RL, — R" depends on the parameters ¥ € R%; (which may be in turn
functions, e.g., of time or temperature). Both f and ¥ may be uncertam or even unknown; in a
more general formulation, they may also be time-varying.

As an example, protein production or degradation may be modelled as a function of one
or more of the state variables z;, whose form can be, e.g., polynomial (mass action kinetics,
fi = &lli_, 3%, with a;, € Ng and k € Ry, see [231])) or saturating (Michaelis-Menten or Hill

kinetics, f; = & o} Trasl with ¢, o, k € Ry, see [1]), and it may be affected by the temperature. As

I+a
another example, the force of infection in an epidemiological model may depend on the density

xp, of infected individuals either linearly (e.g., fi = ka;xp, where z; is the density of susceptlble

individuals and s € R+() or nonlinearly (e.g., through Holling-type functions, f; = rz; qu ,

where z; is the density of susceptible individuals and p, ¢, 8, k € Ry, see [237]), and it may be
affected by environmental factors, seasonality, or non-pharmaceutical interventions.

Often, the functions f;, ¢ = 1,...,n, are monotonic in all their variables: for all pairs ¢ and
J, Ofi(x,9)/0x; is sign-definite (either non-negative or non-positive, or identically zero) for
all ¥ in the domain of interest. This property expresses either inherent pairwise cooperation
(activation, reinforcement) or inherent pairwise competition (inhibition, suppression) among
the variables.

System (1) is endowed with a known network structure, which captures the pattern of rela-
tions among the state variables.

Here, we provide some examples of ODE models in biology and epidemiology that will
be used throughout the monograph to illustrate the discussed definitions and results, and we
highlight their network structure through graph representations.

1.2.1 Dynamical networks in biology

Biological dynamics can be described by the ODE system
(t) = Sg(x(t),9) + go(9) @)

where § € R"*™ is a constant matrix that represents the interconnection structure of the sys-
tem and is independent of both the states x € R, (representing species concentrations in
(bio)chemical reaction networks, and population densities in epidemiological or ecological sys-
tems) and the uncertain parameters ¥ € R%; in the case of (bio)chemical reaction networks,



S € Z™*™ is the stoichiometric matrix associated with the chemical reactions [230, 96, 231].
Moreover, g: R%, x RL; — RY, is a vector of uncertain “reaction rate” functions (which repre-
sent reaction rates strictly speakmg in (bio)chemical reaction networks, and populatlon growth
rates in epidemiological or ecological systems). The components ¢;, © = 1,...,m, are non-
negative functions, typically monotonic in the state variables. In the special case in which the

law of mass action applies, the components g; are polynomial functions of the species con-

centrations; for instance, for a chemical reaction network p; X, + ngg + 4 paXy BELEN

@1 X1 + ¢2Xa + -+ + ¢, X,,, the rate has the form g; = ¢; [[,_ L. Vector qgo: R>o — R,
represents inﬂuxes from the external environment.

Systems of the form (I) can be cast in the form (2) by setting S = I (the identity matrix),
g = f,and go = 0; and vice versa, systems of the form (2) can be written in the form (1) by
setting f = Sg + go.

Chemical reaction network systems can be represented as flow graphs, where the vertices are
associated with chemical species and the edges are associated with reactions turning molecules
of some species into molecules of other species [96]].

Below, we provide three examples of this class of systems.

(a) (b) ()

&»
os A B &> 4 . B —> @v L
8ac — A A B$
C D

W 8ac

Figure 1: Flow graph representation of the chemical reaction networks associated with (a) the biomolecular network
, (b) the chemical reaction network @) and (c) the Lotka-Volterra system .

Example 1 (Biomolecular network) The biomolecular network [238]] involving the reactions () —2~
A A+C 2 B+ D, D2 Cand B -2~ () corresponds to the dynamical system

C:‘(t) = ao — gac(a(t), c(t),9),

b(t) = gac(a(t), c(t), 9) — g(b(t), D), 3)
¢(t) = ga(d(t), ) = gac(a(t), c(t), V),

d(t) = gac(alt), c(t), ¥) — ga(d(t),9)

where functions g, are unknown and assumed to be monotonic in each of their arquments; the system
a -1 0 0

b 1 -1 0 gac(a, ¢, )
can be written in the form @) with v = ol S = 10 1l g(xz,9) = | gp(b,¥) | and
d 10 -1 9a(d )

N
=)

go = 8 . The flow graph associated with system (3)) is shown in Figure|lp.
0

Example 2 (Chemical reaction network) The time evolution of the concentration of the chemical

species involved in the reactions ) —2~ A, A 2~ B4+ C, A+ C 2x g and B 2~ () can be
described by a system of the form (2); in fact, it corresponds to the dynamical system

a(t) = ap — ga(a(t), V) = gac(a(t), c(t), V),
b(t) = ga(a(t), V) — gu(b(t), )

; 4
C(t) = Ya (a(t)a 19) - gac(a(t)v C(t)’ 19) )



a -1 0 ga(a, ) ao
sox=|b|,S=|1 -1 = | g(,9) |,g90=|0|. The flow graph associated
c 1 0 Jac(a, ¢, V) 0

with system {@) is shown in Figure|Ip.

Example 3 (Lotka-Volterra system) Lotka-Volterra predator-prey dynamics can be associated with a

chemical reaction network, where the prey A reproduces through the auto-catalytic reaction A fai94,
interactions between prey A and predator B cause a decrease in prey and a corresponding increase in

predators through the conversion reaction A + B e\ 9B, and predator B decreases through the

degradation reaction B . The resulting model under the law of mass action

a(t) = kqa(t) — kapa(t)b(t), (5)
b(t) = —kpb(t) + kapa(t)b(t),

is a system of the form @) with x = [a b}T, V= [ka kap kb]T, S = Ll) _11 OJ, g(x,9) =

[kaa  kapab  kyb) ", g0 = 0. The flow graph associated with system (§) is shown in Figure .

A special case within the class of models (1), or equivalently @), is given by activation-
inhibition networks, where N species interact pairwise, each by either promoting or repressing
the activity of some others. In gene regulatory networks [1] the amount z; of active species ¢,
i=1,..., N, evolves according to the equation

i) = —i(t) + Y fij (@) + Y gie(we(t)) + ki, (6)

J€l; LeL;

where yi; represents the self-degradation rate of species i, J; and L; are respectively the sets
indexing species that activate (promoters) and inhibit (repressors) species i, the increasing pos-
itive functions f;;(z,) represent the activating effect of z; on z;, the decreasing positive func-
tions g;¢(x¢) represent the inhibiting effect of z, on x;, and &; is an external input corresponding
to a basal expression rate.

See Figure 2a for an example of a gene activation circuit, with N = 1, which can be repre-
sented by the equation

. z(t)"
The activation and inhibition functions are often chosen as f;;(z;) = mij//g)),} and g¢(x¢) =

H(JEW’ respectively (see Figure ). These are Michaelis-Menten functions (if 4 = 1) or sig-
moidal Hill functions (if 4 > 1), where £ is a dissociation constant, usually normalised to 1, A;;
and B, are respectively the maximum production and degradation rates, and the exponent
h represents cooperative binding mechanisms of transcription factors [239]. Other regulating
functions may be employed, representing logic operators such as AND and OR [238].

Activation-inhibition systems can be associated with signal graphs, where the vertices repre-
sent chemical species and the signed edges correspond to inhibiting or activating interactions;
the sign of the edges matches the sign pattern of the system Jacobian matrix [96].

Example 4 (IFFL) The Incoherent Feed-Forward Loop (IFFL)

#1(t) = —paa1(t) + K1
La(t) = —powa(t) + fas(23(t)) + far (1 (1)) ®)
#3(t) = —pzas(t) + gs1(w1(t))

captures the requlatory interactions among three genes: X, activates Xo and inhibits X3, which in turn

activates Xo. The parameters 1;, i = 1,2, 3, are positive. The signal graph corresponding to system
is shown in Figure[3]
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Figure 2: (a) Schematic representation of a gene activation circuit, corresponding to Eq. (7). TF stands for tran-
scription factors, namely, proteins that regulate DNA transcription by binding promoters. (b) The family of activating

tig) = /A" inhibiti () = 1
HY(z) = Ti(a/B)F and inhibiting H™ (z) = Tr /A"
to Michelis-Menten functions, while the so-called “logic approximation” is limy,_, o H*(z) = ©*(x — ), where *
denotes either T or ~ and ©* is the (increasing or decreasing) Heaviside step function.

S

Hill functions, for various values of h; h = 1 corresponds

K
2 X, g31= X, f23> X,

Figure 3: Signal graph representation of the Incoherent Feed-Forward Loop activation-inhibition network associated
with system (8). The negative self-loops for each node are not reported for simplicity.

Differently from reaction network systems, which are mechanistic models grounded on
chemical laws, activation-inhibition networks are phenomenological models that do not corre-
spond to a list of chemical reactions: they aim at reproducing empirical observations by consid-
ering interactions that only implicitly account for the true physical mechanisms. For instance,
in the above IFFL model, the variables z; can be seen as the concentration of the proteins ex-
pressed by the corresponding genes X; and model (8) can be seen as the reduction of a more
complex system involving gene-RNA-protein dynamics via timescale separation arguments
[238]. Notably, any system with a sign-definite Jacobian can be seen as an activation-inhibition
network and thus associated with a signal graph, which is often referred to as Jacobian graph.

1.2.2 Dynamical networks in epidemiology

Compartmental models in epidemiology are aggregate mean-field models, which partition the
considered population into different compartments associated with relevant disease stages.
Such models effectively describe contagion phenomena in a large population of well-mixed
individuals (whose interaction network can be described by a complete graph), and can be
visualised by flow graphs, where the vertices represent compartments and the edges illustrate
the transition of individuals from one compartment to another [10, I1]; see, e.g., Figure 4}

Compartmental epidemiological models have a long tradition ([240], see also the survey by
[241]). The simple Susceptible-Infectious-Susceptible (SIS) and Susceptible-Infectious-Removed
(SIR) models (see Figure E[) have been expanded over the span of several decades into more
complex models with several compartments [242] 65], aimed at capturing specific disease dy-
namics [178} 54} 243], as well as, for instance, age structure [244], latent infectivity [245], hospi-
talisation procedures [246], vaccination [247, 55,248, 249], viral shedding into the environment
[250], seasonality [251].
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Figure 4: Graph representation of (a) the SIS model, Eq. (I0), and (b) the SIR model, Eq. (TI), akin to the flow
graph representation of chemical reaction networks. Vertices represent compartments and edges represent flows of
individuals governed by rate constants 3 and .
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A general epidemiological model with an arbitrary number of infected and non-infected
compartments [65] can be written as

w(t) = Gu(t) — diag(Cxz(t))w(t) + Dx(t) +a ©)
@(t) = Fa(t) + bw(t) T Cz(t)
where w(t), a € RY} and z(t), b € RY; variables w;(t), i = 1,..., n, represent population frac-

tions in non-infected (e.g., susceptible, recovered, vaccinated) compartments, while variables
xi(t), i = 1,...n1, represent population fractions in different infected compartments. Matrix
G € R™*™ contains parameters related to vaccination and waning of immunity that drive
the flows among non-infected compartments, while matrix F' € R"*"1 describes the flows
among infected compartments, along with recovery. Vector a represents natality in the popu-
lation, while F" and G also include mortality rates. Matrices /' and G are typically Metzler (i.e.,
their off-diagonal entries are non-negative), to account for cooperativity; also, when the natal-
ity term a is non-zero, I and G are typically Hurwitz (i.e., all their eigenvalues have negative
real part), to account for the dying out of the population in the absence of other terms, as well
as the boundedness of the non-infected population (which is increased by ). The infection ma-
trix C € R%2*™ includes the contagion parameters, while D € R%2*™ includes the recovery
parameters. The total population is often assumed constant over a finite time horizon 7' > 0
(meaning that natality and background mortality compensate for each other, which is reason-
able from an epidemiological perspective, provided T is short enough and the population is
large enough, so that small fluctuations in the population do not affect the spread of contagion):
forallt € [0,T], 3772, @i(t) + 3272, w;(t) = 1. Also, the system is positive: if z(0),w(0) > 0,
then z(¢t), w(t) > 0 forall ¢t > 0.

The SIS and SIR models, as well as more complex SIR-like models, can be seen as special
cases of the general model (9). In all the examples below, we assume that the population den-
sities are normalised with respect to the total population size (i.e., they amount to fractions of
the population).

Example 5 (SIS model) The SIS model (Figure[d) can be written as

S(t) = =BSOI(E) +I(t), 10)
i(t) = BSWI(E) = 71(1),
where S is the fraction of susceptible individuals and I of infected (and infectious) individuals (corre-
sponding to @D withw=8,¢=1,G=0,C=08D=vaa=0,F = —v,0=1). The infection
rate is modelled by (3, while infected (and infectious) individuals recover, and become susceptible again,
at rate ~y. The total population is conserved, since S+ I = 0, and in particular S(t) + I(t) = 1 for all t.

Example 6 (SIR model) The SIR model (Figure[db) is given by

S(t) = —BS(t)I(t),

I(t) = BSI(t) —I(t), (11)

R(t) =~I(t).
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and includes the additional variable R representing the fraction of removed individuals, no longer in-
volved in the contagion process because either recovered (and permanently immunised) or dead; (3 is

the transmission rate, ~y the recovery rate. The system corresponds to @b with w = {;], z = 1,

0 0] 0 0
since S+ I + R = 0, and in particular S(t) + 1(t) + R(t) = 1 for all t.

Example 7 (Extended SIRV model) The model
SOI(E) + x2V(8) = psS(t)

S(t) =¥ —uS(t) + x1R(t) — BS(
1(t) = BSOI(t) — AI(t) + mBR(OI(t) + 2BV () 1(t) — pur ()
R(t) =~I(t) = x1R(t) = mBR()I(t) — urR(t)

t

V(t) = uS(t) = x2V(t) = m2BV(D)I(t) — pvV(t)

considers susceptible (S), infected (I), recovered (R) and vaccinated (V) individuals; 1 is the birth rate,

; are the mortality rates within each compartment, (3 is the transmission rate, w1, € [0, 1] are the

(re)infection probabilities for recovered and vaccinated, u is the vaccination rate, -y is the recovery rate

and x1, xz are the rates at which immunity wanes. All the parameters are positive constants. System

can be cast in the form ), with x = I and w = [S R V|, by taking F = —y — py, b = 1,
—Uu—ps X1 X2

C=[BmpBmpl’,G= 0 —xi—ur O ], D=1[0~0]T,a=[00]" [65].

u 0 —X2—pV

G = [0 O] C = {ﬂ } , D= [ﬂ ,a= {0} , F' = —~, b= 1. Again, the total population is conserved,

12)

Example 8 (Extended SEIRV model) The model

$(t) =¥ — uS(t) + x1R(t) — BSH)I(t) + x2V (£) — psS(t)

B(t) = ( V() + mBRII(E) + BV ()I(E) — pB(t) — peE(?)

i(t) = pE(t) —yI(t) — urI(t) (13)
R(t) = yI(t) — xaR(t) — mBR(®)I(t) — prR(?)

V(t) = uS(t) — x2V (t) — maBV (DI(t) — v V (£)

considers susceptible (S), recovered (R) and vaccinated (V') individuals along with two infected com-
partments, exposed (E), who are not yet infectious (i.e., contagious), and infectious (I). Exposed indi-
viduals become infectious at rate p > 0. The other coefficients have the same meaning as in the extended
SIRV model in Example[7} System can be written as in @) withz = [EI)T, w = [SRV]T,
[ —p—pE 0 | Teees X2 _ Oﬂﬁ _ {00] _ T
F=["rpre 006G = 0 xlouRXZOW],C {gﬂig /D= |09],b=[10]" and

a=1[00]T [63].

Example 9 (Extended SIDARTHE-V model) The SIDARTHE model proposed by [54] is tailored to
the specificities of the COVID-19 pandemic and discriminates between infected individuals depending on
whether they have been diagnosed and on the severity of their symptoms, resulting in five infected com-
partments: asymptomatic undetected infected (I), asymptomatic diagnosed infected (D), symptomatic
undetected infected (A), symptomatic diagnosed infected (R), diagnosed infected with life-threatening
symptoms (T'). The model has been expanded to consider vaccination by [55], so that the non-infected
categories are, in addition to susceptibles (S), recovered (H) and deceased (E), also vaccinated (V).
Here, we further introduce waning immunity with rates x, and (re)infection probabilities 7; € [0, 1] for
recovered and vaccinated, as well as a birth rate ) and non-COVID-related mortality rates i;, and we
denote by v the vaccination rate. The resulting model [[65]] is

S =% —S(al+BD+~vA+6R) —uS+ x1H + x2V — pusS

I =S8(l+BD+~A+6R)—(e4+C+ NI+ maHI +maVI+n38HD + 7,8V D

+r5vyHA + w6y VA + 776HR 4+ gV R — url

=el —(n+p)D — upD

=CI -0+ pu+r)A—paA

=nD+0A— (v+&+71)R— purR

=pA+vR— (c+1)T — prT

=AN+pD+rA+ER+ 0T — x1H —miaHI —w3BHD — nsyHA — m70HR — pu H

=711R+ 1T

=uS — x2V — maVI — w4V D — mgyVA — 156VR — py'V

< momNoe
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The parameters «, B, v and 0 denote transmission rates; ¢ and 0 diagnosis rates;  and n symptom
onset rates; p and v aggravation rates; T and T, COVID-related mortality rates; X\, k, &, p and o
recovery rates. Also this system can be written as in (9).

The stateisx = [l D ART)" andw =[S H EV]", whilea =[0000]",b=[10000]T,
and the matrices are

—(e+¢+A+pr) 0 0 0 0
€ —(n+p+up) 0 0 0
F= ¢ 0 —(0+ptrtpa) 0 0 ,
0 n 0 —(V+€+Ti+1R) 0
0 0 m v —(o+T2+pT)
a B v 60 g 00 2 0
_ | ma 738 w5y 78 0 _ p K o
C= 0 0 0 0.0} D[OOOnTz]’

Toa 43 wey wed 0 0000 O

—u—pg X1 0 X2
_ 0 —x1—pH 0 0
G= [ 0 0 0 0 :| :
w 0 0 —x2—pv

Remark 1 (Epidemic models as chemical reaction systems) As is well known (see, e.g., [96l]),
compartmental epidemic models can be interpreted in terms of chemical reactions (and visualised through
the same type of flow graphs, as in Figure[d) with mass action kinetics. For instance, the SIS model corre-

sponds to chemical reactions S + I 2 9T and I X~ S, while the SIR model corresponds to chemical
reactions S + I —~ 2T and I -~ R. Hence, they can always be cast in the form ().

Heterogeneous disease transmission in distinct geographical areas (e.g., a network of cities
connected by individual commuting and mobility), or in different age classes, can be captured
by meta-population or multi-patch compartmental models, which describe the spreading process
through SI-like models defined on a graph: each node (associated with a patch) represents
the local dynamic evolution of the epidemic phenomenon through an SI-like compartmental
model, while the interconnections represent population mobility and cross-interactions that
couple contagion dynamics at a larger scale [252} 253} 254, [56]; see, e.g., Figure|5| An example
of meta-population SIS model [255] is

N
jk(t) = _rYka(t)+Zﬁkj[1_lk(t)]lj(t)7 k= 1,...,N, (14)

j=1

where I, represents the fraction of infected and Sj, = 1 — I}, the fraction of susceptibles in the
kth patch, v is the recovery rate in the kth patch, and fy; is the transmission rate for contacts
between an individual in the kth patch and an individual in the jth patch (and is possibly equal
to zero if the two patches are non-communicating).

Multi-patch and meta-population models [256) 257, 258} 253} 259} 254} 260] that account for
the heterogeneity of the epidemic evolution in distinct geographical areas and for the mobility
of individuals, thus capturing the hierarchical levels of the epidemic phenomenon at various
spatial scales (city, province, region, country, continent), are fundamental to support the plan-
ning of coordinated interventions with a national or continental perspective [261] 262 263].

In addition to between-host models that describe the evolution of contagion in a population,
in-host models can be developed to describe the evolution of the infection within an individual
[57, 264, 265 266, 56] and to support optimal treatment planning for bacterial [267, 268] and
viral [68, 269] infections, also building upon results on the optimal control of compartmental
models [270] 271]. Analogous approaches can be adopted, e.g., for non-infectious diseases like
cancer [272,[67]. Multi-scale models can be developed that bridge the microscopic in-host scale
and the macroscopic between-host scale [57) 264} 273| 274} 275] 276), [110, 59, 277], and study
how the former affects the latter [278]] by considering the interplay between the immunological
mechanisms in the host and the epidemiological mechanisms of contagion between hosts.
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Figure 5 A multi-patch, or meta-population, networked model for epidemics capturing the heterogeneous disease
transmission in different regions, or age classes (patches, associated with the blue nodes). The dynamics of each patch
is described by a different SIR model with specific parameters, and patches are affecting one another through cross-
coupling.

1.3 Structure, networks and graphs

We call structure the qualitative (parameter-free) description of a whole family of systems, de-
fined without resorting to any arbitrary parameter bound [96]; each element of the family can
be obtained via a specific choice of the involved functions and numerical parameter values
(or bounds). We thus discriminate between qualitative and quantitative models depending on
whether precise numerical values are specified, even though we always consider mathemati-
cal models (which are still quantitative in comparison to descriptive models used in biology
and epidemiology, such as western blot analysis or verbal descriptions according to which a
concentration may “be increasing”, “be lower than...”, see, e.g., [279]).

A structure can be effectively visualised using graphs, which are versatile and general
tools [280, 281] to describe the complex interplay of interactions giving rise to biological and
epidemiological systems. Here, we briefly recall some graph-theoretic terminology, which is
sometimes employed with different meaning even in sibling disciplines.

A graph is a triple (V, E,W), where V' = {v;}}"V; and E = {e;}'", are finite sets of, re-
spectively, ny vertices (or nodes) and ng edges (or arcs, or links), where edges correspond to
ordered pairs of vertices, and W € R"V*"V is the adjacency matrix, whose entry W;; corre-
sponds to the weight of the edge e; = (i,j) with origin vertex ¢ € V and destination vertex
j €V, if (i,j) ¢ E, then W,;; = 0. This framework can represent both undirected and di-
rected graphs, possibly including self-loops. A hyper-graph (V, E, M) also contains edges that
involve more than two vertices (hyper-edges); its topology is captured by the incidence matrix
M e 7"v>*"E, where M;; = —1 if i is an origin vertex for edge j, M;; = 1 if i is a destina-
tion vertex for edge j, and 0 otherwise; furthermore, the edges can be associated with weights.
The concepts of hyper-graph and hyper-edge are fundamental for biological networks: for in-
stance, flow graphs representing chemical reactions are hyper-graphs, unless all the reactions
are unimolecular (namely, either of the form X; —— X or of the form X; — 0)); and, e.g.,
the hyper-edge associated with reaction X; + Xo —— X3 + X4 connects two origin vertices
(X1 and X5) to two destination vertices (X3 and X}).

A labelled graph is a graph with labelling functions Ly : V — Dy and Lg: E — Dg, where
Dy and Dp, are arbitrary sets, called the vertex labels and the edge labels, respectively. Signed
graphs are labelled graphs where each edge is associated with a positive or negative sign, de-
pending on the nature of the interaction.

A network is the applied counterpart of a mathematical graph, representing a model of a
real entity with its inherent dynamics (associated with the nodes or with the links) and inter-
action functions. A graph thus corresponds to the topology of a network, which also includes
dynamical information (e.g., parametrised evolution functions). For a dynamical system en-
dowed with a network topology, the structure corresponds to the underlying graph, potentially
augmented with qualitative information about the nature of the interactions (such as sign pat-
terns, or monotonicity of the involved functions). Then, a family of systems is characterised by a
structure if all the elements of the family are represented by the same graph and their dynamics
(e.g., the involved functions) satisfy common qualitative assumptions, such as positivity or mono-
tonicity.

Network scientists often use a different terminology [202], as summarised in Table [T} where
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the term network covers both static representations and “dynamical graphs”. The structure
would still correspond to the topological, static wiring of nodes and links, i.e., their qualita-
tive pattern. We will adopt the definitions we previously proposed, and distinguish between
structure (or graph structure) and network.

Network Science | Graph Theory

Network Graph
Node Vertex
Link Edge (or arc)

Table 1: Different terminology used in network science and in graph theory.

As testified by the examples in this chapter, the meaning of graphs can vary depending on
the context. Vertices are usually associated either with individual state variables (representing,
e.g., the concentration of a chemical species or the density of a population category) or with
subsystems (i.e., subsets of state variables, for instance in multi-patch systems). In the case of
flow graphs, edges represent the flow of species moving from some vertices to others (corre-
sponding, e.g., to chemical reactions in chemical reaction networks); flow graphs are the most
common representation of compartmental models of epidemiological systems [246) 240], and
are used in systems biology to model, e.g., chemical reactions [282] or molecular fluxes [283].
In the case of signal graphs, which are signed graphs, the signed edges are associated with ei-
ther inhibiting or activating interactions, so as to model gene regulatory networks [235] 284] or
biological control loops [1].

1.4 Stability, robustness and resilience across disciplines

Here we aim at exploring and comparing the concepts of stability, robustness and resilience for
dynamical systems subject to uncertainties, stochastic noise and fluctuations, and at discussing
their use in different research communities. Since perturbations are ubiquitous in any realistic
application and the system’s characteristic parameters are never known exactly, determining
whether a system can reliably maintain a certain performance (for example, reach a prescribed
set in the state space) under the influence of perturbations or noise, or uncertain parameters,
is a long-standing research question in numerous disciplines, including physics, engineering
and biology. A multitude of (either competing or complementary) concepts offer a lens to
study these general questions. We now provide an informal overview of how these terms are
understood by scholars working in different research fields: a literature review reveals that
stability, robustness and resilience have conceptually different definitions and meanings across
disciplines. Hence, an effort to unify these concepts within a single rigorous control-theoretic
framework is of the utmost importance.

14.1 Stability

The notion of stability introduced by Lyapunov in 1892 [285] is usually associated with the
equilibrium points (i.e., steady states) of a dynamical system, and captures the idea that tra-
jectories emanating from points that are close enough to the equilibrium remain in its vicinity
for all future times. Subsequent research in systems and control has been extremely success-
ful in expanding the toolbox of stability concepts by incorporating additional ones, includ-
ing asymptotic stability, finite-time stability, Bounded-Input-Bounded-Output stability [286],
Input-to-State and Input-to-Output stability [287], and robust stability [106, [107]. However,
these concepts have only partially permeated into other disciplines. For example, in ecology,
the concept of stability is often used informally to cover other (eco)system properties, such as
the ability to maintain function or performance, returning to a prescribed equilibrium state, de-
spite disturbances [288] 289, 290], i.e., notions similar to disturbance rejection in control theory.
Similarly, biological studies such as that by [14] associate stability with the rate of return to the
rest state, a concept that overlaps with the notion of resilience in engineering applications, as
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we discuss later. These are just two examples demonstrating the need for a unified framework
of concepts across the span of multiple research communities.

1.4.2 Robustness

In systems and control theory, robustness roughly refers to the ability of a system to maintain
a desired performance (or, more generally, the ability of a system property to persist), despite
uncertainties in the model and/or in the system parameters (as well as despite the introduc-
tion of disturbances), provided an uncertainty (or disturbance) bounding set is assumed a priori
[105, 291]. The underlying motivation is to guarantee that the system, or closed-loop system,
in question is reliable in achieving the necessary performance. Robustness can be further ex-
tended to structural robustness [89], leading to the concept of structural property [125, 96],
which adopts a different perspective: it does not consider uncertainty bounding sets and fo-
cuses on the sole knowledge of the structure of a dynamical system so as to investigate its
properties. A prototypical example of structural robustness can be found in networked sys-
tems, where the graph topology plays a crucial role in determining the dynamic behaviour and
performance [96]; the concepts of robust and structural properties will be further discussed in
Chapter

Robust control and estimation methods have been successfully used for control and surveil-
lance of epidemic spreading [52} 292} 56| [293| 294 [70], and biological systems are often studied
within a robustness framework [12} 91} [295] 296]. For instance, robustness of protein and ge-
netic regulation is hypothesised to promote evolvability of living systems [297, 298, 299]. In
other sub-fields of biology, however, the notion of robustness has been used to encompass pri-
marily structural stability [300} [301]], i.e., the guarantee of a unique stable steady state despite
parametric uncertainty. In a wider (but often mathematically indefinite) sense, it is also in-
terpreted as the ability of biological systems to maintain several properties, withstanding the
influence of a great number of external perturbations [302, 13,303} 304].

In network science, robustness characterises the ability of a system to withstand failures
and perturbations, such as link removal or dismantling [305]], without loss of function. Here,
the notion is usually tied to the topology of the associated network, by quantifying its abil-
ity to maintain connectivity when a fraction of the nodes, or links, are damaged or removed
[306} [307],1308]. Robustness is thus defined in terms of the critical number of node (or link) re-
movals that make the graph disconnected, and is associated with the property of connectivity
as measured by, e.g., the diameter or size of the largest connected component [309]. This per-
spective strongly overlaps with the control-theoretic notion of robustness. Indeed, networks
can be seen as weighted directed graphs, where the edge weights represent the strength of the
connection between the corresponding nodes; then, a family of realisations of a given network
can be seen as an uncertain family of graphs, with the uncertainty bounding set representing
all possible weights that can be assigned to the different edges. For a rich description of re-
cent works on network robustness from a network science perspective, we refer the interested
reader to [305] and [99], Section 6].

1.4.3 Resilience

The notion of resilience is heuristically defined in several disciplines [131] 310} 134} 311}, 312]
and is often used as an umbrella term [313} 314], to the point of covering up to 70 definitions
[135]. Overall, its definitions span various nuances that fall somewhere between the following
three key interpretations:

o System resilience (often called “ecological resilience”, [315]], see also [316)[137]) focuses on the
magnitude of the change or perturbation that a system can withstand while still returning
to its original state, or maintaining its original function, without transitioning to another
stable regime (i.e., attractor). From a control-theoretic perspective, this interpretation re-
sembles the notions of a stability radius under structured/unstructured perturbations
and p-analysis (see, e.g., [317]).
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* Engineering resilience corresponds to fault tolerance or robustness to extrinsic disturbances,
usually measured in terms of recovery rate, i.e., how quickly the disturbance is damped
and the system goes back to its original equilibrium state [138]]; see also the overview by
[318].

¢ In ecology and evolutionary theory, the notion of adaptive resilience corresponds to the
capacity of a system to adapt or evolve (over possibly long time spans, as in Darwinian
selection or evolution over generations) in response to unfamiliar events or changes in
operating conditions. For example, [132] study how ecological systems such as coral
reefs survive and recover after extreme shocks like hurricanes.

The majority of other definitions lie in between these three, and sometimes overlap with the
concept of robustness [319,99]. For instance, ecological resilience [320] tends to overlap with
biological robustness: in the case of systems with multiple stable equilibria and subject to ex-
ogenous disturbances, seen as externally-controlled parameters, the resilience of a noise-free
(nominal) system may be quantified through the distance from a critical set of parameters for
which the system experiences a transition from one equilibrium (or attractor) to another.

Both in biology and epidemiology, resilience is often associated with the magnitude of an
exogenous signal that allows a system to spring back to a prescribed (original) stable steady
state, after the system has tipped onto another stable steady state [321]]; resilient systems are
those requiring minimal effort, by external governors, to return to the original state. Con-
versely, the concept of engineering resilience does not usually consider the case of alternative
stable states. Finally, in network science, resilience is defined as the ability to avoid dysfunc-
tion despite node attacks [322} 323} [324] and to maintain function despite noise and out of
equilibrium dynamics [325]. Through this lens, resilience relates to the dynamics associated
with specific links and nodes, rather than with topological disruptions to the network.

The concept of resilience, along with the introduction of novel formal definitions from a
control-theoretic perspective, will be at the heart of Chapter

1.4.4 A comparative overview

Our comparative discussion of the concepts of stability, robustness and resilience, including
their differences and potential overlaps, is summarised in Table [2} while Figure [f] provides
a visualisation of how these concepts may intersect across disciplines. Despite the plethora
of definitions and the partial overlaps between the concepts, some overarching themes can
be identified. In systems biology, ecology and network science, stability generally refers to
asymptotic behaviours and existence of equilibria, or attractors; robustness is associated with
“static” properties, such as network topology; while resilience encompasses non-equilibrium
phenomena, including noisy fluctuations and the existence of alternative regimes. Moreover,
as also noted by [326]], resilience and robustness address two distinct but intertwined goals in
control: resilience covers unforeseen events and recovery, while robustness is intended to man-
age anticipated uncertainties. Consequently, the different concepts are not mutually exclusive,
but are complementary to understand system properties. Moreover, having established one
property among stability, robustness and resilience (e.g., stability) may promote the inference
of another of these three properties (e.g., resilience), or enable the derivation of indicators to
measure it, as we discuss in Chapter[d Although we made an attempt to associate existing no-
tions of resilience with suitable concepts from systems and control theory, a formal and precise
mapping between various definitions of resilience across different disciplines does not hith-
erto exist, as can be seen by the multitude of available definitions and interpretations. Indeed,
from our survey, the need emerges for a unified set of (formal) definitions, which will foster
multidisciplinary inquiries into novel research directions.

We finally comment on the use of the above terms in management, which often percolates
into public discourse and social healthcare [327]. In this context, stability is often described
as persistence of performance, as opposed to growth; resilience corresponds to performance
degradation followed by recovery; robustness involves insensitivity to uncertainty, and the
additional concept of anti-fragility relates to the ability to prosper and benefit from adversity,
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Popular definition Ecology, biology, epi- | Network science Control theory
demiology
Stability Persistence of function. Rate of return to rest | Persistence of an equilib- | Trajectories converging
state. rium. to (asymptotic stability),
or remaining within
a given distance from
(Lyapunov stability), an
equilibrium or set.
Robustness Insensitivity to uncer- | Ability to absorb pertur- | Network ability to main- | Preservation of a prop-
tainty or perturbations. bations and persist. tain structural functions | erty within a family
despite  perturbations | of systems (in spite of
such as link removal. uncertainty or perturba-
tions).
Resilience Prompt recovery after | Distance from tipping | Ability to maintain func- | Fault tolerance and
shock. point, or ability to spring | tion despite perturba- | readiness to recover
back after dysfunction. tion of dynamical prop- | after an external pertur-
erties. bation or disturbance.

Table 2: Summary of concepts and their definitions in various disciplines.

Stability
Control theory

Robustness

Control theory

Epidemiology

Network

Dynamical systems science

Systems
biology

Systems
biology

Epidemiology
Engineering

Biology

Systems
biology

Network
science

Resilience

Figure 6: Venn diagram that visualises the overlap of concepts related to stability, robustness and resilience (accord-
ing to our definitions) across disciplines. Certain disciplines may denote some concept with a nomenclature (denoted
by the colour) that is overlapping with other meanings (denoted by the position in the diagram). In ecology, the three
concepts are used, although the terms stability and resilience are often used interchangeably. In biology, the term sta-
bility is often used to denote resilience. In systems biology, the terms stability and resilience are mostly used properly,
but the term robustness is often also used as a synonym for resilience. Also in epidemiology, the term robustness is
often used to mean resilience. In control theory, robustness coherently refers to robust/structural properties, while
formal notions of resilience are missing. When control strategies are designed outside the formal domains of control
theory, e.g., in biology or applied physics (which we dub “applied control” for brevity), the term stability is often
used to mean robustness. Branches of engineering outside control engineering may use the term resilience to mean
robustness. Network theory uses the terms robustness and resilience without ambiguity, but with two clear distinct
meanings that differ from the definitions considered in this monograph (hence, the italic font; see also Table . The
figure summarises mainstream trends in the considered disciplines, more deeply discussed in Table[2]and in the main
text; individual authors and articles may use different nuances.

i.e., performance gain when exposed to adversity [328]. Intuitively, these definitions can also be
associated with corresponding definitions in systems and control, through the introduction of
a suitable performance index and a mathematical formalisation. However, we will not proceed
with this inquiry, which is out of the scope of this monograph, and we leave it as a direction
for future exploration.

It is important to stress that, when mathematical models are available, the concepts of sta-
bility, resilience and robustness can be rigorously formalised. The confusion between the terms
arises when such models are not available, and researchers must resort to verbal descriptions,
where the distinctions between the different properties become blurred and difficult to assess
without ambiguity. Although this ambiguity may be unavoidable in empirical research, in the
next chapters we will show that, in the presence of mathematical models, the concepts of sta-
bility, robustness and resilience can be formally defined, and the resulting definitions can be
leveraged to gain deeper insight into the system properties. In turn, these definitions will foster
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the formulation of testable hypotheses and predictions, and promote more precise modelling
approaches in both qualitative and quantitative disciplines.
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2 Structural analysis and robust analysis

Systems in nature, at all scales, are characterised by a remarkable complexity and, at the same
time, by an astounding robustness, in spite of huge uncertainties, variability, and/or environ-
mental fluctuations. Their study is of fundamental importance to unveil the mechanisms of
life and understand, e.g., cellular dynamics, the onset of diseases, the spread of infections and
epidemics, but it is also extremely challenging due to their inherent complexity, their intrin-
sically nonlinear behaviours and the many parameters at play, whose intertwined effects are
often hard to disentangle.

In the life sciences, parameter-dependent numerical simulations are typically used to pre-
dict the behaviour of natural systems case by case. However, the exact models and parameter
values are often poorly known, and extensive simulation campaigns only offer quantitative
snapshots of the system behaviour within the parameter landscape, which cannot provide any
theoretical guarantees or insight into the system functioning. On the other hand, qualitative
behaviours are often preserved even with huge parameter variations, because they rely on the
system’s interconnection structure.

Parameter-free structural approaches are powerful to check whether a property is preserved
for a whole family of uncertain systems, exclusively due to its structure. Rather than testing
specific systems with given parameters, structural methods provide criteria that are indepen-
dent of parameter values and specific modelling choices. These methods help reveal cases
in which crucial qualitative behaviours are maintained, despite time-varying, uncertain or un-
known parameters, thanks to peculiar motifs [120,[121] 122} [123] in the overall system structure:
the interconnection topology alone, along with qualitative features of the individual dynamic
units, guarantees that essential life-preserving properties hold regardless of parameter values.
Structural analysis [96] has been successfully employed to provide a parameter-free assess-
ment of properties, to better understand biological and physiological systems and to support
the synthesis of biomolecular circuits. Many properties of biological interest have been struc-
turally assessed, including stability [329), 330} 331} 332]], bistability and multistability [235] 28}
3331334} [335] [336| [337]], onset of persistent oscillations [28, 338, 132} [335] [336]], and input-output
influences among the dynamic components of the network [339) 340, 1341, 1342} 1343, as well as
emergence and evolution of patterns in the space-time dynamics [50} [344], possibly leading to
synchronous behaviours [118}[345]. Several methods have been developed for structural analy-
sis, based for instance on algebraic geometry and graph theory [346}281) 335|347, 348) 349, 1209],
including graphical methods such as signed loop analysis [350, [351] 348} 336, [337], qualita-
tive methods [126} [352], sparsity and sign patterns [353} 338| 32]], topological degree theory
[354], as well as parametric robustness [105} (106, [107], set-theoretic and Lyapunov methods
[329, 330, 1355 [356], dynamic immersion in differential inclusions [357], positive [358] and
monotone systems [359, 360, [361]. The theory of chemical reaction networks has provided
many structural results [230} 231} 362} [363], including the celebrated Deficiency Zero Theorem
by [364].

Structural analysis aims at checking whether a property of interest holds structurally, for
all the elements of a family of systems characterised by a common structure. The answer is
either “yes” or “no”. A “yes” answer offers a powerful and rigorous proof of the extraordinary
parameter-free robustness of a whole family of systems, along with very strong theoretical
guarantees on the behaviour of all systems within the family, independent of parameter values.
However, the answer is often “no”, and then some (but not all) elements of the family may still
enjoy the property. How many? With which probability? In this case, structural analysis leaves
us clueless and robustness analysis — based on either worst-case [105] or probabilistic [365]
366, 367, 368] approaches — is needed to assess whether the property is satisfied robustly (e.g.,
within a given subset of the parameter space, characterised by lower and upper bounds for
the parameters) and quantify the degree of robustness (related, e.g., to the size of the parameter
subset in which the property holds, or, given some probability distributions for the parameters,
by the probability with which the property holds). Also, in some cases a property consistently
holds when repeatedly testing the system with random parameter values, but it cannot be
proven to hold structurally, and it is then crucial to understand why; this situation suggests the
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existence of a zero measure set in the parameter space for which the property does not hold.

Here, we survey methodologies for the structural analysis of systems in nature and we
highlight their ability to: offer a deeper insight into the fundamental properties of biological
phenomena, which explains their robustness and the connection between dynamic behaviours
and network topology [369, [104]; suggest the identification of therapeutic targets for disease
treatment [215]; unravel the design principles and motifs [1] selected by evolution to ensure
the robustness and resilience of living organisms; distil structure-based design guidelines for
biomolecular circuits in synthetic biology [108} [109] (147, [148] so that they exhibit the desired
behaviour in view of their structure, regardless of parameter values and environmental fluc-
tuations. Also, since structural approaches reveal which dynamic behaviours are necessarily
stemming out of the system structure, or incompatible with such a structure, they can enable
model falsification, i.e., model invalidation [61} (124} (62} [154]. In fact, whenever experimental
results yield a behaviour that is incompatible with the model structure, then the model is struc-
turally unsuitable to represent the considered phenomenon: no matter how the model param-
eters are chosen, the behaviour observed in experiments cannot be reproduced. Analogous
techniques can be used to compare alternative models proposed for the same phenomenon
[61} 25, 370, 371].

Finally, this chapter discusses the limitations of structural approaches and outlines future
research directions to integrate structural, robust and probabilistic methods, in order to gain a
deeper understanding of systems for which no structural guarantees can be provided for the
given property of interest. In these cases, it is fundamental to understand why the (desired or
expected) property does not hold structurally, and to identify the system features that enable
or prevent the property and the key parameters that must be finely tuned for the property to
hold.

2.1 Capture the structure: sign patterns and decompositions

To assess properties that are independent of the specific parameter values and functional ex-
pressions, and exclusively rely on the system structure (graph topology along with qualitative
properties), we first need to formally capture the system structure. As mentioned in Sec-
tion[1.2.1} graphs — both signal graphs and flow graphs — are precious to visualise the structure
of a system, and graphical methods are useful for its analysis; see, e.g., [347, 348} [372]. Here,
we briefly illustrate two possible mathematical characterisations of the system structure, in
association with these two types of graphs.

Remark 2 (Embracing biology and epidemiology) Although the focus is often on chemical reac-
tion networks and biological models, the methodologies discussed throughout this chapter embrace sys-
tems in a wide range of domains, including both biochemical and epidemiological models, as well as
biological and ecological models. In fact, as recalled in Remark [T, any compartmental epidemic model
can be seen as a chemical reaction network system of the form ([2), and hence all the mathematical results
of chemical reaction network theory also apply to compartmental models in epidemiology. The same
holds for ecological models, which can typically be modelled either as chemical reaction networks (see,
e.g., the prey-predator model discussed in Example[3) or as activation-inhibition systems of the form (),
to capture mutualism as well as competition among species.

2.1.1 System structure: sign pattern

For systems of the form (I), namely @(¢t) = f(z(t),), where ¥ is a vector of uncertain pa-
rameters, it can often be reasonably assumed that f;, ¢ = 1,...,n, are monotonic functions of
the state variables; an example is provided by activation-inhibition systems discussed in Sec-
tion[1.2.1] Then, the system Jacobian J(x, ) is a sign-definite matrix and can be associated with
a sign pattern matrix ¥, having entries ¥;; = sign(J;;(z,9)) = sign(df;(x,9)/dz;). Matrix X
captures the system structure and is an equivalent representation of the system’s signal graph:
its positive (respectively, negative) entries are associated with positive (respectively, negative)
edges in the signal graph, corresponding to activating (respectively, inhibiting) interactions.
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Example 10 (Structure of the IFFL) The structure of the IFFL activation-inhibition network system
(8), whose signal graph is shown in Figure[3| can be described by the sign pattern matrix

o

YIFFL = |+ 5

I + <

Example 11 (Repressilator and promotilator) The repressilator (respectively, promotilator), described,
e.g., by [[1}[145] 1373} 13741, is an activation-inhibition network formed by a loop in which each node in-
hibits (respectively, activates) the next. In particular, the three-node repressilator system is

#1(t) = —p121(t) + g13(w3)
@a(t) = —p2xa(t) + g21(x1)
©3(t) = —p3ws(t) + ga2(z2)

and has sign pattern matrix

with sign pattern matrix

2.1.2 System structure: BDC-decomposition

Consider a system of the form (), namely i(t) = Sg(z(t),9) + go(v), associated with a flow
graph, and assume that g;, ¢ = 1,...,m, are continuously differentiable functions with sign-
definite partial derivatives. Then, the system structure can be effectively captured by its BDC-
decomposition [330} 1331 1375 96, 340, [376].

Definition 1 (Local BDC-decomposition) System [@2)) admits a local BDC-decomposition if, for

any x € R, the system Jacobian J(x, V) = w can be written as the positive linear combination
of constant rank-one matrices:
q q
J(x,0) = BpAn(x,9)Cy =Y RyAn(x,9), (15)
h=1 h=1

where By, and C’,;r are constant column and row vectors, respectively, so that Rj, = BhOhT are constant
rank-one matrices, while Ap(x,9), h = 1,. .., q, are positive scalar functions.

We can compactly write J(z, ) = BA(z,¥)C, where A(z, ¥) is a diagonal matrix with positive
diagonal entries A, (z, ), B is the matrix formed by the columns By, and C is the matrix formed
by the rows C}.

The definition holds for any non-negative z, hence, in particular, for any equilibrium point
Z(¥) such that Sg(z(¥9), V) + go(¥) = 0, which allows for a BDC-decomposition-based analysis
around the equilibrium.

As shown by [340], a system (2) always admits a BDC-decomposition: matrices B and C
can be built systematically, based on matrix S and on qualitative information about g(-).
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Proposition 1 Any system (2) admits a BDC-decomposition, J(x,9) = BA(z,9)C, according to
Definition T}

Proof 1 The statement is proved constructively by [340]: equation (2) is rewritten as & = ijl S gj(x,9)+
go, where S; is the jth column of matrix S. The corresponding Jacobian is

XS:S 0g;(z,9) 0g;(z, ) 0g;(x,?)
o1 0za o oz,

Denoting the absolute values of all the non-zero partial derivatives by A4 (x,9), As(z, ), ..., Ay(z, V),
we can write J(x,9) = Y} _| ByAp(x,9)C)], where

o Ap(z,9) = ‘%ﬁi’ﬁ)’for some i and j;
* By, =5, the column of S associated with f;;
a97 z 19)

 C, has a single non-zero entry in the ith position, equal to the sign of

Example 12 Consider the chemical reaction network in Example [2, assume that all the partial deriva-

tives are positive and denote them as o = 89” a,9) , B = 89%(2’19), ag“"(“ c,9) , (= ag“ .¢,9) Tpe
Jacobian matrix and its BDC’—decomposztlon are

—(a+y) 0 —¢ -1 0 —1-1
J:|: a [30:|=[ 1-1 0 O}dlag{aﬁwc}{
———

OO
oorOo

a—y 0 —C 1 0-1-1

—OoOOoOOo
1

=B = -C

The BDC-decomposition is unique up to permutations of the state variables: an order must be chosen

for the positive partial derivatives. Then, for instance, since the first derivative is o = W, the first
column of B corresponds to Sy, associated with the reaction rate function g,, and the first row of C has
a 1 entry in the first position, corresponding to variable a. Column Ss is repeated twice in matrix B
because g, depends on two state variables.

The constant matrices B and C can be immediately built based on the network topology,
i.e., the graph structure, and the diagonal matrix A carries on the diagonal the absolute values
of all the non-zero partial derivatives in the system. Essentially, any nonlinear system whose
Jacobian matrix is the positive linear combination of constant rank-one matrices (which are in-
dependent of the parameters and of the state) admits a BDC-decomposition; hence, not only
chemical reaction networks, but also most flow networks in general, not just in the life sciences,
but also in the physical sciences and in engineering, admit a BDC-decomposition.

The local BDC-decomposition in Definition [1|is related to the system Jacobian. However,
admitting a BDC-decomposition is not just a local property associated with the linearised
system, but also a global property of the original nonlinear system [376], as can be shown
based on the integral variational equation.

Proposition 2 Given a continuously differentiable function g: D C R™ — R", where D is a convex
domain with non-empty interior, it holds that g(x2) — g(x1) = ! 99 (& (g — 1) + 1) dE (20 — 1) for

0 Ox
all T1,29 € D.

Proof 2 Denoting by (&) = g(&(xe — x1) + 1) for 0 < £ < 1, since ‘ffg &) = %(5(9:2 —x1) +
o:l)d(g(“jiiw = gi (&(zg — xl) + x1)(x2 — x1), we can write the difference g(x2) — g(x1) =
o(1) = 9(0) = fy @()dE = Jy FH(E(r2 —w1) + w1)dE (w2 — 1),

Then, we can define a global BDC-decomposition as follows. Given system (2) (namely,
&(t) = Sg(z(t),9) + go) along with the equilibrium condition 0 = Sg(z(9), ) + go, denoting
z =z — Z(¥) and subtracting the two equations yields the shifted system

2= Slg(z +2(9)) — g(z(9))]. (16)
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Since the system admits a local BDC-decomposition, for any fixed equilibrium z(?) we can
consider z = = — Z(¥) and the system can be equivalently rewritten through the global BDC-
representation

2 =[BD(z)C]z. (17)
In fact, applying the integral formula in Proposition 2] to the right-hand side of system .
provides z = [ fo (&z + x)dé} z. In view of the local BDC-decomposition, equivalently z =

[ (fo (Ez+z df) } {B (fo diag {%jjﬂ)} d§) C’} z, where we explicitly use the fact

that matrices B and C are parameter independent, and hence are the same for all x.
Therefore, matrices D (in the global BDC- decomposition) and A (in the local BDC-decomposition)

are connected by the integral relationship D(z fo (Ez+T)dE = fo diag { 9g: (5Z+z) } d¢ =
dlag{ ! ‘5’91(5”1%} = diag {I';;(z)}, where Fij(z) = fol %jjﬂ)df. Due to the monotonic-

ity of the functions g¢;(-), whose integral is computed on a non-zero interval, I';;(z) is strictly
positive; it also admits a maximum and a minimum in any closed and bounded domain:
0 <v <wiy <Tij(2) < paj < pe

Hence, a system admits a global BDC-representation if and only if it admits a local
BDC-decomposition (15), as shown by [376].

Proposition 3 (Global BDC-decomposition) System admitting an equilibrium Z(V) can be
equivalently written in the form 2 = BD(z)Cz, where z = x — Z(1¥), if and only if it admits a lo-
cal BDC-decomposition according to Definition

Proof 3 If J(x) = BA(x)C for all x in the domain, then J(z) = BA(2)C for all z = x — z(¥), and
integration exploiting the integral formula in Proposition [2|entails the result. Conversely, if system
is equivalent to 2 = BD(z)C'z, then its linearisation yields J(z) = BA(z)C, hence J(x) = BA(z)C.

The constant matrices B and C' are the very same matrices in both the local and the global
BDC-decomposition of a given system, and they capture the system structure. The unknown
parameter values and functional expressions are isolated in the positive definite diagonal ma-
trix (A in the local case, D in the global case), whose entries are unknown, or uncertain; when
assessing structural properties, we do not require any knowledge about the diagonal matrix
A = 0,0r D > 0, because we seek properties that hold for the whole family of systems charac-
terised by a given pair (B, C').

Remark 3 (Generality of the BDC-decomposition) Also any system of the form (1), with f; (i =
1,...,n) monotonic functions of the state variables, admits a BDC-decomposition. In fact, as observed
in Section a system of the form @) can always be cast in the form (1)), and vice versa. As an
example, here is the BDC-decomposition of the Jacobian of the IFFL system in (8):

100
—p1 0 0 000 -1 0 0 001
J = a —pz B = {1 10 0 —-10 }diﬂg{ a,ﬁm/,m,uz,us} %88 ,
—y 0 —ps 00-10 0 —1 518
-A 001
=B N——
=C
d d d ... ..
where o = f21(9“) , B = M and v = %fl) are positive scalars. The B DC-decomposition

can capture a much broader cl3ass of structures than the sign pattern matrix ¥: every sign-definite
Jacobian admits a B DC-decomposition, but BDC-decomposable Jacobian matrices are not necessarily
sign definite (as can be seen, e.g., in Example where the entry o — +y is not sign definite). The
BDC-decomposition can capture much more general system structures by taking into account cross-
constraints and couplings among the matrix coefficients.

Remark 4 (System in reaction rate coordinates) The same type of decomposition can be adopted for
chemical reaction network systems where the state variables are, instead of the species concentrations,
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the reaction rates, thus yielding the so-called E D F-decomposition [377,1331}196]. Given the state vector
r(t) = g(z(t)) — g(T), where T is the equilibrium such that 0 = Sqg(ZT) + go, the resulting system is

(0 = 530 = S1ala(0) + ] = | 325 (0

Then, the system Jacobian can be written as J, = EA(x)F and the overall nonlinear system can be
equivalently rewritten as
7(t) = ED(z(t))Fr(t),

where A and D are positive definite diagonal matrices, while matrix F is formed by possibly repeated
rows of the stoichiometric matrix S and the ith column of E has a single non-zero entry, in position j,
that is equal to the sign of the derivative A; = g% with rj = gn(x) — gn(Z). The BDC-decomposition
and the E D F-decomposition of the same system are intimately connected; e.g., the equality CB = FE
always holds [377]. For instance, consider the chemical reaction network in Example 2} whose BDC-
decomposition is shown in Example[12} By ordering the reaction rates as ga, gy and ga., the system in

reaction rate coordinates can be written as

a 00 -1 0 -1 -« 0 —«

i) =[8a0] [ o]r(t):{ L }r(t),
v0¢ 1 01 —7+¢ 0 —(y+¢)
RYEE
T ox

and its Jacobian admits the following E D F-decomposition:

a 0 o -1 0 -1

{ o9 }:[ L 9g g}dmg{a,w}[ll—;q]

—4+¢ 0 —(v+¢) 0 01 e ——]"71 0-1
VE AN N——
= =F

2.2 Robust and structural properties

The sign pattern matrix 3, as well as the matrices B and C' of the BDC-decomposition, are ex-
amples of structures of a system, which are preserved because of the underlying (signal or flow)
graph topology and the qualitative features of the system, and are not affected by quantitative
aspects and by uncertainty or variability in the parameters. If a property holds exclusively due
to the peculiar structure of the system, for all possible (physically meaningful) parameter val-
ues and functional expressions, then it is a structural property. Conversely, if, given the system
structure, the property holds for (large) prescribed parameter variations within an assigned
uncertainty bounding set, then it is a robust property. A whole family of systems can be charac-
terised by a common structure, if all the elements of the family can be represented by the same
(e.g., flow or signal) graph and the involved functions satisfy common qualitative assumptions
(e.g., monotonicity). We consider the following definition [96].

Definition 2 (Robust property and Structural property) Given a family of systems F = {Gx}rez
and a property P, the property P is robustly satisfied (robust) if G enjoys the property P for every
X € Z. If, in addition, the family F is specified qualitatively by a structure, without resorting to numer-
ical bounds, the property ‘P is structurally satisfied (structural).

Requiring some quantities or parameters to be non-negative in view of their physical na-
ture, as it often happens when modelling phenomena in the life sciences (e.g., concentrations,
number of individuals, mass, rates cannot be negative), is not considered to be a numerical
bound (because it is not an arbitrary choice, but a necessity for the consistency of the mathemat-
ical model with the natural phenomenon that it aims at representing) and can still characterise
a structure.

Given a system structure, our analysis aims at assessing whether a property of interest P
holds either structurally (for all possible, physically meaningful, parameter values) or robustly
(in a subset of the parameter set, and in this case we seek the largest possible subset of the
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parameter set where the property holds). If the property P is incompatible with the given
structure, meaning that there exists no possible parameter choice for which the property holds,
then the property =P holds structurally.

Following in part the recent survey by [96], we provide in this section an overview of several
properties of interest and possible approaches to assess them structurally, or robustly.

It is worth noting that many properties are relevant across different domains. An example
is the case of spiking systems, characterised by a specific qualitative behaviour: the system out-
put first increases, up to a maximum, and then decreases [378]. Such a behaviour is recurrent
in epidemics, in relation to the peak of infections. It is also widespread in biology [379,[380]. In
neurosciences, an analogous concept is that of excitable systems, characterised by spike trains
[381) 382, [383]. For example, consider the trajectories of the output variable of the Incoher-
ent Feed-Forward Loop (IFFL) motif (8) in systems biology, and of the infected variable in a
compartmental Susceptible-Infected-Recovered (SIR) model in epidemiology; as shown in
Figure[7] both exhibit a qualitatively spiking behaviour for suitable choices of the parameters.

£(©) = f(x(©),9) SIR £(6) = Sg(x(©),9)
—_ 0 0 susceptible ' recovered 1 o0
send) = [+ - - Mﬁ, Q7O s-[1 o=l
+ 0 - 1 ‘mfect‘ed | | , 0 1 YXx;
09f i‘ 0.9 2
08F %3 0.8 X3

SPIKING SPIKING

o
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o
o
o
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=]
~
T
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03l A Bx, o] 03 1 Bx1x;
2X2 = — d2X2 ¢, = —
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Figure 7: The IFFL model and the SIR model both exhibit a spiking dynamic behaviour (qualitatively
meant as the system output first increasing up to a maximum, and then decreasing) for appropriate
choices of the parameter values.

2.2.1 Positivity and boundedness

Models in the life sciences typically need to be intrinsically positive and bounded. For instance,
biochemical species concentrations and population densities cannot be negative. At the same
time, they cannot grow unbounded [282) 217, [384], due to the presence of degradation or se-
cretion phenomena in living cells, for biochemical species, and of death rate and finite carrying
capacity, for populations.

A system @(t) = f(z(t), V) is positive if, given the initial condition z(ty) > 0, the system
evolution z(t) > 0 for all ¢ > ¢,, where the inequalities are interpreted componentwise; equiv-
alently, the non-negative orthant is positively invariant. In view of Nagumo’s theorem ([385],
see also [355] 356]]), positivity of the system is equivalent to the fact that, when z; = 0, then
fi(z,9)|s,=0 > 0; in the linear case & (t) = M (9)x(t), positivity amounts to requiring that M ()
is a Metzler matrix, namely, M;;(9) > 0 for i # j. If the positivity condition holds for all pos-
sible values of ¥, then the system is structurally positive. For instance, a system of the form
is structurally positive provided that go(?) > 0 for all ¥ and that, if S;; < 0, then the reaction
rate function g; depends on x; and is zero when z; = 0 (meaning that species X is one of the
reagents in the associated chemical reaction).
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For a given ¢, system &(t) = f(x(¢),9) is uniformly bounded if, given any H > 0, there
exists K > 0 such that ||z(0)|| < H implies ||z(t)|| < K for all t > 0; it is bounded if, for any
initial condition, there exists K > 0 such that ||z(¢)|| < K for all ¢ > 0. A positive system is
bounded if, for any initial condition z(0) > 0, there exists K > 0 such that 0 < z;(¢) < K for all
t > 0 and for all i. The system is structurally bounded (or uniformly bounded) if the condition
holds irrespective of the choice of ). Even though the value K depends on the parameters, the
existence of such a bound for all ¥ is a structural property.

Boundedness is typically ensured also by the presence of conservation laws. For instance, in
(bio)chemical reaction network systems of the form (2), the state evolves in the stoichiometric
compatibility class S(zg) = {z > 0: z = o + col([S go]) }, where col denotes the column space
of a matrix; S(x) is the intersection of an affine manifold depending on the initial conditions
with the positive orthant, and is often a bounded set for all z, > 0 [230]. As a consequence,
given the initial condition z(, convergence to an equilibrium z is only possible if Z € S(z).
Also, in SIR-like epidemiological models, the total number of individuals (i.e., the sum of the
state variables) is often constant (because all the derivatives in the system add up to zero),
which guarantees boundedness. More in general, the boundedness of biological systems [282]
has been structurally assessed through algorithmic approaches [217], positively invariant sets
and Lyapunov (or Lyapunov-like) functions. In fact, if a bounded subset S of the state space is
positively invariant (namely, 2(0) € S implies that 2(t) € S for all t > 0), then all the system
trajectories originating within S are bounded; under suitable regularity assumptions, positive
invariance can be verified through the equivalent conditions provided by Nagumo’s theorem.
Also Lyapunov-based algorithms to structurally assess boundedness of the system solutions
have been proposed [330,1331].

2.2.2 Equilibria: existence, number and stability

When studying the dynamics of nonlinear systems &(t) = f(z(t),?), also in the life sciences, it
is fundamental to assess the existence of equilibria, as well as their number and their stability
properties.

Existence and uniqueness of equilibria

Structurally proving ultimate boundedness of the system solutions within a compact and con-
vex set S (meaning that, for each initial condition z(0) = =z, there exists a time T'(x¢) such
that the corresponding system solution z(t) € S for all t > T'(x()) is particularly important,
because it implies the existence of at least one equilibrium point in S ([386], see also [387, 388]).
Also positive invariance of a compact and convex set S implies the existence of at least one
equilibrium point in S [356]]. If an equilibrium exists for &(t) = f(x(t),?), with f smooth, its
uniqueness can be guaranteed if (i) the convex and compact set S, having a non-empty interior,
is positively invariant for the system, (ii) there are no equilibria on the boundary 9S, and (iii)
the system Jacobian is structurally non-singular within S, namely det(J(z, ¥)) # 0 for all x and
for all ¥ [389,390].

Interesting approaches to structurally assess the existence, uniqueness and possibly sta-
bility of equilibria are offered by topological degree theory [354]. An important result is the
following: if the convex and compact set S, having a non-empty interior, is positively invariant
for the generic system @(t) = f(z(t)), with f smooth, and if the system admits N > 1 equilib-
ria Zj, that are in the interior of S and are non-degenerate (namely, det(J(Z)) # 0), then the
system index is

N
> sign[det(—J(z4))] = 1. (18)
h=1

As a consequence, it is impossible to have an even number of non-degenerate equilibria in the
interior of S.

For an odd number of non-degenerate equilibria, the index relation must be satisfied. For
instance, if det(—J(z)) > 0 for all possible values of z € S, then the equilibrium must be
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unique. Conversely, if det(—J(Z1)) < 0, at least other two equilibria with det(—J(Zx)) > 0,
k = 2,3, must exist. In the presence of exactly three equilibria, precisely one must have
det(—J(Z)) < 0 and hence it must be unstable; in fact, det(—.J(Zy) is the constant term of the
associated characteristic polynomial, and all the coefficients of a monic Hurwitz stable polyno-
mial must be positive [391].

Example 13 (Gene regulation system: equilibria) We can apply the result from degree theory to
the equilibrium analysis of the gene regulation system &(t) = —x(t) + a% + k, namely (7)), with
h =2 and k = 0.1, also with the help of Figure|[8| For varying a, the system admits a different number
of equilibria, depending on the number of intersections between the sigmoid a 1;8-5;();)’1
Either the equilibrium is unique, non-degenerate and stable (for a < a. ~ 1.77and a > a.2 ~ 2.63),
or there are three equilibria that are non-degenerate, two stable and one unstable (for a.1 < a < ac2),
or there is a degenerate equilibrium (for a = a1 and a = a2, namely when the line is tangent to the
sigmoid) and thus the result from degree theory does not apply. This gene requlation example, associated

with system (B1), will be examined more thoroughly in Section|3.1.2)

and the line x — k.
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Figure 8: Top: the intersections of the two functions f1(z) = az" /(1 +z") and f2(z) = = — k correspond to setting
fc(z) = 0 and identify the equilibria of system (3I); we set h = 2 and k = 0.1, and vary a. At the critical values
a=ac1 ~1.77and a = ac2 = 2.63, f1 is tangent to fo; the bistable region a € (ac,1, ac,2) is shaded. Bottom: the 1D
phase space for system (31, with stable (full circle) and unstable (empty circle) equilibria and vector flows (arrows),
fora=2,h=2and k = 0.1.

The theory of chemical reaction networks has provided several structural conditions for
the equilibrium analysis of chemical reaction networks, typically with mass action kinetics
[364, 392} 393, 231]. An important example is the deficiency-one theorem by [364], which re-
lies on the assessment of a quantity, the network deficiency, that exclusively depends on the
interconnection structure.

To define the deficiency of a general chemical reaction network system of the form (2),
we need to introduce some concepts. A complex is the integer linear combination of chemical
species corresponding to either the reagents or the products of a reaction; for instance, in Ex-
amplethe complexes are A, B, C, D, A+ C, B+ D, while in Examplethe complexes are A,
B, B+ C, A+ C, and in Example 3| the complexes are A, B, 24, 2B, A+ B. A linkage class is a
(sub)set of complexes that are connected by reactions through undirected paths (i.e., the reaction
arrows can be followed in either direction). We denote the number of complexes by c and the
number of linkage classes by ¢. As an example, the chemical reaction network with reactions
A=2B,A+C=D,D — B+ E, B+ E — A+ (Chasc=5complexes (4, 25,

A+C,Dand B+ E) and ¢ = 2 linkage classes ({4, 2B} and {A+ C, D, B+ E}); see [231]. The
reaction rank is r = rank(S), where S is the stoichiometric matrix in (). Given the number ¢ of
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complexes, the stoichiometric matrix can be decomposed as
S=NM,

where entry (i, £) of matrix N € Z"*¢ is the stoichiometric coefficient of species i in complex ¢,
while M € {-1,0,1}°*"™ is the complex-reaction incidence matrix, whose (¢, j) entry is —1 if
complex £ is the reagent in reaction j, 1 if complex ¢ is the product of reaction j, and 0 otherwise.
Then, the deficiency of the chemical reaction network is the integer

§ = dim{ker(N) ﬂ col(M)}.

For networks that are weakly reversible (i.e., for which all the complexes in each linkage class are
connected through directed paths, namely by following the reaction arrows only in the direction
in which they point), the deficiency can be equivalently computed as

b=c—V1—r.

As a general property, it holds that ¢ > 0 [230] 231]].

For networks with deficiency 6 = 1, conditions for the existence and uniqueness of equilib-
ria are indeed given by the deficiency-one theorem [364] and the existence of multiple equilibria
has been investigated, e.g., by [393].

Structural conditions to assess or rule out the presence of multiple equilibria have also been
proposed by [394, 395, 396} 397], based on injectivity properties and on graph-theoretic tools.
A survey of methods to assess the multistationarity of chemical reaction networks is provided
by [398].

Also, the robustness of equilibria has been investigated by [190], who quantified how well
a given model structure can reproduce a desired equilibrium pattern when the kinetic mecha-
nisms and parameters are poorly known.

Existence and uniqueness of the equilibrium can be shown for systems of the form @(t) =
Sg(x(t)) + go based on the BDC-decomposition [331]. In particular, if J = BAC is struc-
turally non-singular (i.e., det(BAC) # 0 for all diagonal A > 0) and the entries of matrix A are
bounded as 0 < ¢ < Ay(z) < p, for all h and for all = (which implies that the vector function
g is radially unbounded: | g(zx)|| — oo for any sequence xj such that ||zz| — o0), then an
equilibrium exists for every go. Moreover, if J = BAC is structurally non-singular, then the
equilibrium must be unique.

Stability of equilibria

The local stability of equilibria is often analysed through Lyapunov’s first method, i.e., by com-
puting the eigenvalues of the linearised system, or through the Routh-Hurwitz criterion. How-
ever, in general, applying this methodology requires the knowledge of the parameter values.

Qualitative stability and sign stability. In special cases, methods from qualitative stability
[399][11}!400, 1401} 1402, 1403, 404}, 1352} 1405] or sign stability [406,407] can guarantee the structural
stability of a whole family of systems characterised by a Jacobian matrix with a given sign
pattern. Approaches for qualitative modelling and (stability) analysis have a long tradition in
mathematical biology, and in particular in ecology (see also [408| 409,410 1411] [412| 413} [414]).
As an example, any matrix with the sign pattern

== .

corresponding to the negative feedback interconnection (activation-inhibition) of two chemical
species, is structurally Hurwitz stable; also, all matrices with the sign pattern

0 + +
Y=1|- 0 0},
- 0 =
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corresponding to an ecosystem with one predator and two prey species, are structurally Hur-
witz stable [11, Example 2, page 239].

Structural stability. For special classes of systems, such as compartmental systems [126],
which are akin to chemical reaction networks exclusively composed of unimolecular reactions
of the form X; — X or X; — ) (and whose flow graph is thus a graph strictly speaking,
instead of being a general hyper-graph), strong structural stability results are available [415]
based on the 1-norm as a Lyapunov function.

Structural stability has been long studied in the context of chemical reaction network theory
[332, [364] 231], 362, 1363 416, [128] 417]. A pivotal result on the structural stability of chemical
reaction networks with mass action kinetics is the celebrated deficiency-zero theorem by [364]:
a weakly reversible chemical reaction network with mass action kinetics and deficiency 6 = 0
admits a unique equilibrium point in each stoichiometric compatibility class, and such an equi-
librium is (locally) asymptotically stable (within the stoichiometric compatibility class). The re-
sult holds independent of the parameter values (i.c., the positive reaction rate constants) and its
proof relies on employing, as a Lyapunov function, the system entropy V(z) = >, z; log (%)
x; — T;. Several subsequent developments have been provided [418] 1419 [349], also proving
global stability within the stoichiometric compatibility class for significant classes of systems
[420]421] and extending the deficiency-zero theorem to generalised mass action kinetics where
z?" is replaced by h;(xz;)?: [417].

As a side note, also different concepts of stability, such as Input-to-State stability, have been
investigated for biological systems [422} 1423 1424].

Lyapunov methods. Lyapunov approaches have been frequently adopted for the stability
analysis of biological and biochemical systems [329, 89, 330, [425| [332] 1426 [427| [428) [421]. In
particular, local stability of chemical reaction networks has been assessed through parameter-
dependent quadratic Lyapunov functions [332]. For generic BDC-decomposable systems,
BDC is Hurwitz for all positive definite diagonal matrices D if and only if the Lyapunov
equation [BDC|" P(D) + P(D)[BDC] = —I admits a positive definite solution P(D) for all
D, which yields a parameter-dependent Lyapunov function V(z) = T P(D)z. The methods
by [425] 90] allow to solve this problem efficiently through sum-of-squares polynomials and
LMI-based convex optimisation [429].

Quadratic functions are known to be conservative [430) 431]. Non-quadratic Lyapunov
functions have also been proposed, such as polynomial Lyapunov functions [432], as well
as polyhedral (i.e., piecewise-linear) Lyapunov functions [329] [89, 330} 427] that generalise
those introduced by [415] for compartmental systems [126]. In fact, even in simple cases,
quadratic Lyapunov functions can only certify the stability of individual systems of the form
& = Sg(x) + go with known parameters, because they depend on the reaction rates. In these
cases, the only possible structural (parameter-independent) Lyapunov function is polyhedral
[433] and there are no other rate-independent Lyapunov functions [331]]. Piecewise quadratic
Lyapunov functions have been considered by [434]428]. Lyapunov approaches have also been
adopted, more in general, to rule out oscillatory behaviours [435].

Structural Lyapunov functions for BD(C-decomposable systems. Based on the BDC- de-
composition, we can systematically build structural piecewise-linear Lyapunov functions. A
class of polyhedral Lyapunov functions has been introduced by [330] to address the structural
stability analysis in the case of general monotonic reaction rate functions g (thus going beyond
mass-action-kinetics networks). Polyhedral Lyapunov functions [356] can be expressed either
in terms of the vertices +P; of a symmetric convex polytope including the origin in its interior,
so that the Lyapunov function is

Vp(z) = inf{||w|1: Pw =z, w € R*}, (19)

whose unit ball has vertices +-P;, where P; is a column of the full-row-rank matrix P € R"*3,
or in terms of the set of inequalities +F," = < 1 that describe the polytope, so that the Lyapunov
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function is
V() = || He| oo, (20)

whose unit ball has facets on the planes +H," = = 1, where H,' is a row of the full-column-rank
matrix H € R**™. Given the graph structure, i.e., matrices B and C of the BDC-decomposition,
a systematic algorithm can generate the unit ball of the polyhedral Lyapunov function — if any
— that guarantees the structural stability of the whole family of systems, regardless of the pa-
rameters (i.e., for all possible choices of the positive diagonal entries of matrix A, or D). In
particular, [330] absorb the nonlinear system 2(¢) = BD(z(t))Cz(t) in a linear differential in-
clusion %(t) = BD(t)Cz(t), where the state dependent matrix D becomes time dependent (see
also [436] for linear differential inclusion approaches to chemical reaction networks); any trajec-
tory of the original system is also a trajectory of the linear differential inclusion. A polyhedral
Lyapunov function is sought by associating the linear differential inclusion with a suitable dis-
crete difference inclusion having equivalent stability properties; then, an iterative numerical
algorithm (starting from the diamond ||z||; < 1 and iteratively expanding the set according to
the structural directions of growth for the family of systems, contained in matrices B and C)
converges to the unit ball of the polyhedral Lyapunov function that guarantees the structural
stability of the system, provided that such a function exists. The test for structural stability can
fail, due to the lack of convergence, even when some individual elements of the family of sys-
tems are stable; however, if the test fails, we cannot claim that all the elements of the family are
stable. If the iterative algorithm does provide a polyhedral Lyapunov function, then local Lya-
punov stability is structurally certified, for any choice of the monotonic reaction rate functions,
i.e., for all the systems in the family.

In addition, if the system admits a polyhedral Lyapunov function, then local asymptotic
stability is ensured if and only if J = BAC is structurally non-singular (i.e., det(—BAC) > 0
for all positive definite diagonal matrices A). Also global asymptotic stability and convergence
are ensured if and only if BDC is structurally non-singular [331]].

Piecewise-linear-in-rate Lyapunov functions proposed by [329} 437] can be seen as the dual
class of functions: a piecewise-linear-in-rate Lyapunov function for a system in concentration
coordinates, z(t) = Sg(x(t)) + go, can be seen as a piecewise-linear Lyapunov function for the

system in reaction coordinates 7(t) = [%S} r(t) [377], discussed in Remark@ An interesting
insight comes from duality, as shown by [438]. Given a chemical reaction network

&(t) = Sg(x(t)),

with an equilibrium at zero (g(0) = 0), we define the dual system as
y(t) = STh(y(1)),

where the dual stoichiometric matrix is ST (so the two systems have different size in general,
and their Jacobian matrices are not the transpose of each other), while h is a vector of new
reaction rate functions (associated with the species of the primal system), and zero is still an
equilibrium (h(0) = 0).

Given a primal chemical reaction network with » species and m reactions, the dual network
has m species and n reactions. The stoichiometric matrix of the dual network has size m x n
and is the transpose of the stoichiometric matrix of the primal network (which has size n x m);
the reaction rate vector of the dual network has dimension n and the kth reaction rate function
depends on all the variables i for which entry (i, k) of the stoichiometric matrix is negative.

Example 14 (Dual chemical reaction network) The dual of the network 2X1 + X5 X, X+

Y2 Ys . R vi(zi,@2) ]
Xy — X5+ X, Xsg — Xy withS = |7 2 5| and g(x) = y2gm3; , is the network
0 -1 1 Y3(x3
2, Yo, V) B Yy, Yo + Vs 2 Y, Y M Y, which has stoichiometric matrix ST =
hy(y1)
2L i _ ha(y1)
[ 11 -1 —11] and reaction rate vector h(y) = h;(%z’y)g) .
4(Y3
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Then, within the stoichiometric compatibility class possibly induced by the presence of con-
servation laws, the primal system is structurally locally stable if and only if the dual system is
structurally locally stable [438]. Moreover, consider the corresponding systems in reaction rate
coordinates, where the state variables are no longer the concentrations of the chemical species,
z and y, but are now the reaction rates r = g(x) and w = h(y):

P(t) = Bis] r(t)
and
w(t) = [2251 w(t)

These two systems are also the dual of each other. The four systems (primal and dual, in
concentration coordinates and in reaction rate coordinates) can be equivalently rewritten ac-
cording to their global BDC-decomposition (or EDF-decomposition); it turns out that the
dual chemical reaction network in concentration coordinates, ¢(t) = F ' D(-)ETy(t), has the
same structure as the transpose of the primal chemical reaction network in reaction rate coor-
dinates, 7(t) = ED(-)Fr(t), while the dual chemical reaction network in reaction rate coordi-
nates, 1w(t) = C'T D(-)BTw(t), has the same structure as the transpose of the primal chemical
reaction network in concentration coordinates, #(t) = BD(-)Cz(t) [438]. Then, we can adopt
the iterative numerical procedure by [330] to compute a structural polyhedral Lyapunov func-
tion, if any, for each of these systems. An interesting symmetry emerges in the architecture of
these systems also in relation to global stability assessed through Lyapunov norms: the pri-
mal chemical reaction network in concentration coordinates admits a polyhedral Lyapunov
function if and only if the dual chemical reaction network in reaction rate coordinates admits
a polyhedral Lyapunov function, which is the dual polyhedral norm; the same holds for the
primal chemical reaction network in reaction rate coordinates and the dual chemical reaction
network in concentration coordinates [438]. Hence, for any network admitting a piecewise-
linear Lyapunov function in concentrations [330, [331] there exists a dual network admitting a
piecewise-linear Lyapunov function in rates [329,437,[377], and vice versa. Duality can thus be
useful to assess the structural stability of particularly challenging network topologies through
the analysis of their dual structure.

Parametric robustness for BDC-decomposable systems. The BD(C-decomposition can also
be used for robust stability analysis, when the unknown diagonal entries of matrix A = diag{A1,
..., A4} are bounded in known intervals:

0<A; <A; <AL (21)

In this case, the robust Hurwitz stability of BAC' can be assessed thanks to fundamental re-
sults from the literature on parametric robustness, such as the zero exclusion theorem and the
mapping theorem [105]. The zero exclusion theorem guarantees that matrix BAC, with the
diagonal entries of A as in (21), is robustly Hurwitz stable if and only if BA*C' is Hurwitz for
some A* and, for all w > 0, the value set V,, = {z € C: z = det[jwl — BAC], A; asin 1)}
does not include the origin. Computing the precise shape of the value set is hard. However,
since det[jwl — BAC] is a multi-affine function of the parameters A;, the mapping theorem
ensures that the convex hull of the value set at the frequency w is the convex hull of the points
det[jwI — BA,C], where A, are the vertices of the hyper-rectangle defined by @T). Then, the
convex hull of the value set V,, can be easily drawn and a computable sufficient condition for
robust Hurwitz stability is that such a convex hull never includes the origin. Such methodolo-
gies, relying on the BDC-decomposition and on parametric robustness, can be employed in
general for the robustness analysis of biological systems [439, 1440].

Structural topology-independent stability. Strong structural stability results can also be ob-
tained for special classes of systems, such as Michaelis-Menten networks. Consider an activation-
inhibition biological network of the form (6), where an arbitrary number of species interact
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pairwise through either activating or inhibiting interactions (this happens, e.g., in gene regula-
tory networks, where gene expression levels are regulated through DNA, RNA and proteins,
often by means of kinetic mechanisms for activation and inhibition based on enzymatic reac-
tions). Activation-inhibition regulatory networks typically include myriads of interactions and
their topology is often not fully known; it would therefore be precious to obtain results that are
not only structural (i.e., parameter-independent) but also topology-independent (i.e., indepen-
dent of the precise network topology; see also [441], 1442} 1443}, [444]). We call Michaelis-Menten
network a system of the form (6) where the interaction functions are of the Michaelis-Menten
type, fij(z;) = %j//g)) and g;e(z¢) = % As shown by [445], under suitable assump-
tions, Michaelis-Menten networks structurally admit a single positive equilibrium, which is
locally asymptotically stable, not only regardless of parameter values (i.e., structurally), but
also regardless of the network topology (and of the size of the network), and even in the pres-
ence of arbitrary constant delays in the interaction functions. Hence, the stability result is not
only structural and topology-independent, but also delay-independent.

2.2.3 Sensitivity and input-output influences

When an external stimulus is applied to a biological system resting at an equilibrium state, how
does the system react? How is the equilibrium perturbed? Which new equilibrium is reached
when a persistent perturbation is applied? Assessing the signs of sensitivities of steady states
to perturbations is fundamental and several approaches have been proposed (see [342], as well
as [341) [446| [447] and [339, 343]). In particular, the BDC-decomposition can be leveraged to
structurally predict the sign of input-output influences at steady state through a vertex algo-
rithm ([340], see also [375]). Consider a general nonlinear system

Ht) = F(a(t),u(0)
{ym ~ h(z(t)) 22

with state € R, input v € R and output y € R, resting at an asymptotically stable equilib-
rium point (Z, @) such that f(Z,a) = 0 and corresponding to the steady-state output § = h(z).
Assume that a positive constant perturbation éz > 0 is added to the input, which becomes
@ + 61, and is sufficiently small to still guarantee existence and stability of an equilibrium.
Then, after a transient, the new steady-state value of the output is 3 + 3. The steady-state input-
output influence of u over y is then sign(éy), and it is structurally positive ‘+’ (or negative ‘—’,
or zero ‘0’) if, regardless of the system parameters, 5 > 0 (or éy < 0, or dy = 0), while it is
indeterminate “?” if its sign depends on the values of the system parameters [340]. Precisely, by
defining the implicit input-output (SISO) function

y=2(u): f(z,u) =0,y = h(z), (23)

the input-output influence can be written as

(24)

ou @Q)(u) - ox ox ou

oy d Oh(z) [6]“(9:, u)] L of(z,u)
and its structural assessment yields sign {g—g] € {+,-,0,7}.

When the steady-state input-output influence is structurally zero, the system structurally
exhibits perfect adaptation, which is a widely observed phenomenon in natural systems. Perfect
adaptation is the ability of a system, resting at a stable equilibrium and subject to a persis-
tent (step) perturbation (of sufficiently moderate magnitude), to asymptotically recover (after
a transient) the very same steady-state value and output value that it admitted before the per-
turbation was applied; if the pre-stimulus configuration is recovered not exactly, but just ap-
proximately, the property is denoted as adaptation [1}1448) 125} 66} 449, 1450, 1451, 1452]. Perfect
adaptation has been observed, e.g., in yeast osmoregulation [453], in calcium homeostasis [454]
and in bacterial chemotaxis [88) [119) 455| 456, 457, [458], and suitable structures, such as the

33



antithetic integral feedback controller, have been proposed to ensure robust perfect adaptation
in biomolecular networks [19, 459, 460, 461]].

The analysis of steady-state input-output influences has a long history in ecology, to ro-
bustly predict the effect of perturbations in communities of interacting species [408) 1410} [412];
press perturbation experiments are carried out by applying a persistent perturbation to a species
in the community, and assessing the ensuring variation of the density of the various species at
the new equilibrium [462, 463|151} 1464, 465, 1466 1467, 1468].

The BDC-decomposition allows us to assess influences structurally, as discussed by [340].
Cocrilsider the linearisation of system (22), where J = % = BAC, FE = %‘;’“), H = 8%—(;),
and z =2z — T

#(t) = BACz(t) + Edu (25)
oy(t) = Hz(t)
Then, the sign of
—-BAC —-FE
det
éy d B NP { H 0 }
u W = H=BAC)E = — o i
is the same as the sign of
—BAC -FE
Z(A) :det{ " 0 ] : (26)

since det(—BAC') > 0 structurally (for all A > 0) in view of the asymptotic stability assump-
tion. Z(A) is a multi-affine function of the uncertain parameters A;. Without loss of generality,
let us rescale the parameters in the unit hypercube, so that A € D = {A: 0 < A; <1 Vi}, and
define the set D = {A: A; € {0,1} Vi} of the vertices of D. Denote by I the identity matrix.
Then, since a multi-affine function of the parameters admits its minima and maxima at the ver-

tices of the parameter space, we have that: sign {%} =+ ifand only if Z(I) > 0 and Z(A) > 0
for all A € D; sign {g—g} = —ifand only if Z(I) < 0 and Z(A) < 0 for all A € D; sign [g—g} =0

if and only if Z(A) = 0 forall A € D; otherwise, sign [%} =7 ([340], see also [375])). Therefore,

the structural steady-state influence can be computed through a vertex algorithm. Note that
the same algorithm can be adopted to assess the sensitivity of an output of interest (which can
also be an individual state component) with respect to variations in the parameter values; it
suffices to consider @ as the nominal parameter value and % as its variation.

The approach can also be used to support the design of synthetic architectures guarantee-
ing that relevant steady-state influences are structurally signed [469], e.g., in rate-regulatory
biomolecular circuits [470, 471].

Remark 5 (Leveraging multi-affinity) By exploiting the multi-affinity of a suitable function associ-
ated with the property to be investigated, the B DC-decomposition allows us to derive vertex results to
assess whether a property holds in a whole hyper-rectangle in the parameter space just by checking it on
the vertices. For instance, in the presence of a constant input perturbation affecting the system,

#(t) = Sg(x(t)) + Eu(t), J(A(z)) = BA(z)C
y(t) = Ha(t)
we can perform a robust sensitivity analysis: we can leverage vertex results to determine robust lower
and upper bounds for the input-output sensitivity F = —HJ(A)™LE, by exploiting the fact that it
is a multi-affine function of the uncertain parameters in A. Similarly, when the system is affected by
a periodic input perturbation, we can perform a robust frequency analysis and obtain robust lower
and upper bounds for the magnitude and phase of the transfer function W (s, A) = H(sI — J(A))"'E.

Assuming that the uncertain parameters lie in known intervals (21), methodologies relying on the BDC-
decomposition, and on multi-affinity of the function of interest in the uncertain parameters, can be

(27)
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employed for the robustness analysis of biological systems [375|1439] [440]. For instance, they allow us
to derive robust conditions for microphase separation in the presence of diffusion and chemical reactions
[472]]. In view of the generality of this approach, this type of analysis can be easily extended to other
types of natural and engineered systems.

The structural steady-state influence matrix (SSIM) can be built by taking vectors E and H in
system with a single non-zero entry, say the jth entry for £ and the ith entry for H, which
we can set to 1 without loss of generality. This choice of ' and H corresponds to assessing
the steady-state influence on variable ¢ due to a step input affecting the equation of variable j.
Then, considering all possible (i, j) pairs, with ¢, j € {1,...,n}, reveals the effect of all possible
input perturbations, acting on one of the state equations, on the steady state of each of the
state variables taken as an output [340]. Hence, entry (¢, j) of the SSIM does not only include
the direct influence associated with entry (¢, j) in the system Jacobian matrix: each entry of
the SSIM expresses the overall net influence that takes into account both the direct effects and
the indirect effects propagating through the network interconnection. In ecology, the steady-
state influence matrix has been widely studied as the adjoint of the negative community matrix
([401]/404], see also [408| 410,409, 411},1412]), so that its (i, j) entry quantifies the effect on species
i of a press perturbation on species j, or equivalently as the negated inverse of the community
matrix [462) 467, 468], which has the same sign pattern under stability assumptions.

Figure 9: Flow graph corresponding to the EnvZ-OmpR osmoregulation system in E. coli [93]; the positive entry
(1, 2) in the structural steady-state influence matrix in means that, when a positive persistent perturbation acts as
an input on species X3, then the new steady-state concentration of species X is always larger than its pre-perturbation
value, regardless of the system parameters; figure adapted from [340].

Computing the structural SSIM for real biological systems can help reveal their extraordi-
nary robustness: the fraction of indeterminate entries is often surprisingly small. As an exam-
ple, the EnvZ-OmpR osmoregulation system in E. coli [93]], shown in Figure[9} has the influence
matrix [340]

SSIMosmo = (28)
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ot ottt
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Comparing the structural SSIM with experimental results is a precious tool for model falsifica-
tion. For instance, entry (1,2) of the structural SSIM shows the structural sign of the steady-
state variation in the concentration of the first species ensuing a positive step input perturba-
tion acting on the second species: after a transient, the new equilibrium concentration of the
first species will always be larger than it was before the perturbation. Then, if we happen to
observe experimentally that the new concentration of the first species is smaller than before
(even in a single experiment), we can conclude that the model is unsuitable to represent the
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phenomenon, because it will never be able to reproduce the behaviour we have observed, no
matter how the functional expressions and parameter values are chosen.

Example 15 (Protein-mediated ceramide transfer) Another interesting case study is offered by the
mechanism of protein-based intracellular ceramide transfer from the endoplasmic reticulum to the trans-
Golgi network [25]], for which two alternative models have been proposed (473} 474]: the short distance
shuttle (SDS) model, where the protein CERT moves back and forth between the two membranes so as
to deliver ceramide, like a ferry or a shuttle, and the neck swinging (NS) model, where CERT needs to
be attached to both membranes at the same time in order to deliver ceramide by bending its neck back
and forth. A graphical visualisation of the two models is provided in Figure[10] Can the two models be
structurally compared? Both models can be seen mathematically as flow-inducing networks (see [475]),
i.e., compartmental dynamical systems where some flows between compartments can be driven by the
state of other species in the system, which tune the flow without being affected by it. Then, using the
BDC-decomposition and the vertex algorithm (see the methodology described by [340] and adopted by
[25]] to analyse this case study), the structural SSIM can be computed for the two systems:
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The two models are not structurally incompatible: influences associated with the same (i, j) entry either
have the same sign, or are both undetermined, or one is signed and the other is undetermined. In the
latter case, we gain insight that would allow us to design experiments in order to discriminate between
the two models. For instance, if an experiment revealed a positive influence corresponding to entry (1, 3),
where the SDS model has an undetermined entry while the NS model has a structurally negative entry,
then the NS model would be falsified, while the SDS model would still be valid.

So far, we have considered the effect of step (constant) inputs; however, the analysis can be
extended to systems subject to periodic inputs [476] 477,478, 1479]1480]. Robust results based on
the BDC-decomposition can be provided also in the case of periodic inputs [440], as mentioned
in Remark[5] Robustness analysis in the frequency domain has also been performed by [129].

As a side note, the system sensitivity to parameter variations can also be investigated
through bifurcation analysis, and structural approaches to this aim have been proposed by
[481].

2.2.4 Oscillations and multistability

Oscillatory and multistable behaviours are ubiquitous in biological systems at all scales. Oscil-
lations are fundamental within cells, spanning from periods of seconds in calcium signalling to
24 hours in the circadian clock — fundamental examples are calcium oscillations, glycolytic os-
cillations, cAMP oscillations in pancreatic cells, oscillations in NF-xB, p53 and Wnt signalling,
oscillations in the kinases driving the cell cycle, the segmentation clock that drives pattern gen-
eration in vertebrate embryonic development [39} 234, 41} 1482, (155} 483] — and determining their
robustness is crucial [195]. Oscillations are also observed in whole organisms: some examples
are heartbeat, sleep phases, circadian rhythms, menstrual cycle, seasonal changes in the coat or
plumage of some animal species that allow camouflage into the environment [484], and even
adaptation to wave motion [46)49]]. Synchronised oscillations and entrainment often occur as
well [169), 118 118} 485, 1486/, 182} 1487, 488, 1489, 1480, 1345, 490]. On the other hand, multistability
is crucial, e.g., in cell differentiation and in ruling cell fate, including life cycle, cell division,
and apoptosis [491] 492 493 494, 1495]. It is also linked to pattern formation [50} 234}, 344] and
pathogenesis [45] 236} 47, [48]].

Building robust and tunable biomolecular oscillators [27] 1496|497, 498), 1499, 373}, (500, 501
502} 503|504} [374, 1505} 506, 507, [508] and switches [27, 1497, 509} 510} [374, [511] is a sought-after
objective in synthetic biology. In highly uncertain environments, design principles based on
structural insight are precious to guarantee that artificial biological circuits will keep exhibiting
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Figure 10: The short distance shuttle (SDS) model, top, and the neck swinging (NS) model, bottom, for CERT-
mediated ceramide transfer 474] visualised as flow-inducing networks [475]; figure adapted from [25].

the desired qualitative behaviour thanks to their structure, and regardless of environmental
fluctuations, perturbations and variability.

Structural explanations for the onset of oscillatory and multistationary behaviours have
been widely studied in systems with a sign-definite Jacobian matrix, whose structure can be
captured by the sign pattern matrix X defined in Section2.1.T|or, equivalently, by the associated
signal graph where each node represents a state variable and each edge represents one of the
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non-zero entries of the Jacobian matrix, along with its positive or negative sign. Then, it is
of interest to look at the sign of the cycles in the signal graph, which is defined as the sign
of the product of the Jacobian entries associated with the edges forming the cycle; the sign of
the cycles can be assessed without knowing the exact parameter values associated with the
strengths of the interactions, as it only requires knowing their sign, and is therefore a structural
characteristic of the system that describes a whole family.

A pioneering conjecture by [512] is that the presence of (at least one) positive cycle is a
necessary condition for multistationarity, while the presence of (at least one) negative cycle is
a necessary condition for sustained oscillations. The conjecture was subsequently proved by
[350,1351}1336]. It is worth pointing out that these conditions are known not to be sufficient. For
instance, the presence of positive cycles (associated, e.g., with autocatalysis) can destabilise the
system equilibrium and favour the onset of sustained oscillations [505]].

Graph-theoretic conditions for oscillations and multistability (and in some cases even pat-
tern formation) have been studied [353,335], also in connection to bifurcations [513} 33].

Graph-based conditions for multistationarity have been also provided by [491] [334] [337],
while structural conditions based on injectivity properties and on graph-theoretic tools to as-
sess or rule out the presence of multiple equilibria have been proposed by [394, 395} 396 [397].
On the other hand, graph-based conditions for oscillations have been proposed by [338) 514
515], also in connection to Hopf bifurcations [516].

A structural classification of systems with a sign-definite Jacobian, based on the sign of the
cycles, has been proposed by [28]. A strong (respectively, weak) candidate oscillator can ex-
clusively (respectively, possibly) transition to instability due to the presence of a complex pair
of eigenvalues, while a strong (respectively, weak) candidate multistationary system can ex-
clusively (possibly) transition to instability due to the presence of a real eigenvalue. Then, a
system is a strong candidate oscillator if and only if all the cycles in the associated Jacobian
graph are negative, and a strong candidate multistationary system if and only if all the cycles
are positive. Strong candidate oscillators (respectively, multistationary systems) do not neces-
sarily exhibit sustained oscillations (respectively, multiple equilibria); however, any transition
to instability possibly induced by parameter variations is necessarily associated with the local
appearance of sustained oscillations, which can be possibly associated with a Hopf bifurcation
and with a limit cycle (respectively, of more equilibria, which can be possibly associated with
a pitchfork bifurcation). The result is exemplified next.

Example 16 (Repressilator and promotilator: Oscillations and multistability) The repressilator
and promotilator circuits in Example[T1|are characterised by a single negative cycle and a single positive
cycle, respectively. For both systems, it can be seen that a compact and convex set S = {z: x; > 0, i =
1,2,3, and Zf’zl x; < K}, where K is a positive constant, is positively invariant and therefore, as
discussed in Section an equilibrium exists; moreover, there are no equilibria on the boundary of S.
The repressilator admits a unique equilibrium, in view of degree theory and in particular of the equality
in ([8), because its Jacobian Jg is structurally non-singular and det(—Jg) > 0 structurally. This is
however not the case for the promotilator. Consider the “transition to instability” in which the system
parameters are perturbed so that the Jacobian is marginally stable and has either (a) a real eigenvalue
equal to zero, or (b) a pair of purely imaginary eigenvalues, while all other eigenvalues have a negative
real part. The structural classification by [28] implies that only the scenario (b) is possible for the re-
pressilator, while only the scenario (a) is possible for the promotilator. In fact, for the repressilator, Jg is
structurally non-singular, which rules out scenario (a), and can only admit imaginary eigenvalues (all
the coefficients of the characteristic polynomial are positive); in this case, the linearised system exhibits
local sustained oscillations. Conversely, for the promotilator, the Jacobian Jp is a Metzler matrix (i.e.,
it has non-negative off-diagonal entries) and therefore, in view of Perron-Frobenius theory (see, e.g.,
1358] 15171), its dominant eigenvalue (i.e., the one with the largest real part) must be real, which rules
out scenario (b); in this case, at the considered equilibrium Z(9*), det[Jp(Z(9*))] = 0. If the parameters
vary so that det[Jp(z(9))] < 0, then the equality in implies the appearance of (at least) two stable
equilibria, and hence multistability.

The classification by [28] (suitably extended to sign-definite interconnections of structurally
stable monotone subsystems, see [29], or of structurally stable positive-impulse-response sys-
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tems, see [518]) has been applied to gain insight into physiological mechanisms, such as reg-
ulation of blood pressure and volume (where two concurrent candidate oscillator structures
are present, one acting through blood volume and one through vasoconstriction, see [44]), into
the onset of diseases such as Mal de Debarquement syndrome [46} [49]], fibromyalgia [47, [48]
and amyotrophic lateral sclerosis [45], and into ecological systems related to honey bee health
where bistability leads to two possible extreme outcomes in terms of survival or extinction of
the bee colony [519].

Timescale separation and oscillations. In the case of a negative loop of several subsystems,
each associated with its own time constant, the insertion of a single element that is slower than
the others has a stabilising effect (“strong separation of timescales counteracts the tendency to
oscillate”, see [1]], page 100) and conversely similar timescales promote oscillations [1} 130} 503].
Analysing the system’s timescales is therefore important to predict the onset of oscillations.

Cooperative systems. A monotone system, or cooperative system, #(t) = f(z(t)) generates
an order-preserving flow [520]]; namely, if 1 (0) > x2(0), then x1(t) > z2(t) for all ¢t > 0, where
inequalities hold componentwise [359] 361]. Monotone (and near-monotone, [521]) systems
are commonly encountered in nature: many models of biological phenomena and of chemical
reaction networks are monotone [522] 523} 360] and monotone system theory can be used to
invalidate biological models [124]. A nonlinear system is monotone if its Jacobian matrix J(z)
is Metzler for all z. In view of their order-preserving properties, monotone systems cannot
have attractive periodic orbits [361] (nor chaotic behaviours) and hence cannot yield persistent
oscillations. The same dynamic properties are enjoyed by systems that become monotone after
a state transformation that only alters the signs of the state variables; note that such a trans-
formation would not alter the sign of the cycles in the Jacobian graph. This fact is consistent
with the classification discussed above, since, for systems associated with a strongly connected
Jacobian graph, monotonicity is equivalent to the absence of negative cycles [521]; a monotone
system (or a system that can be cast into the monotone system framework) is thus a candi-
date multistationary system. If the graph is weakly connected, monotonicity is equivalent to
the fact that all oriented paths connecting the same pair of nodes have the same sign. The con-
cept of monotone system has been extended to systems with inputs and outputs [524]: a system
&(t) = f(z(t), u(t)), with output y(t) = g(x(t)), is input/output monotone if, given ordered ini-
tial conditions x;(0) > z2(0) and inputs u; (t) > u2(t), both the states and the outputs preserve
the order, z(t) > x2(t) and y1(t) > y2(¢) for all ¢ > 0 (all inequalities hold componentwise).
This concept is precious to investigate interconnections of monotone systems; in such a context,
conditions for multistability have been investigated for monotone systems [525] and monotone
input/output systems [526], and also conditions for oscillations (as opposed to convergence to
a stable equilibrium) have been provided for input/output monotone systems under negative
feedback [26]. As mentioned earlier, also the classification of candidate oscillatory and mul-
tistationary systems has been extended to sign-definite interconnections of structurally stable
monotone subsystems [29].

2-cooperative systems. Structural oscillations can be observed in strongly 2-cooperative sys-
tems, which are characterised by a Jacobian matrix with a specific sign structure. A system of
size n > 3 is strongly 2-cooperative if its Jacobian is an irreducible matrix with sign pattern

* + 0 ... 0
+ %+ ... 00
0O+ % .00
Yseo= | ... L |
000 .. %+
— 00 ... 4+ =

where * entries are allowed to have any sign, while + entries (respectively, — entries) must be
non-negative (respectively, non-positive). For a strongly 2-cooperative system, under suitable
technical assumptions, we can explicitly characterise a set of initial conditions from which the

39



system solutions asymptotically converge to a non-trivial periodic orbit [527, 32]. Biological
models that exemplify this result are the Goodwin model ([528], see also [529, 530}, 531}, 532]))
and the Field-Noyes model for the Belusov-Zhabotinskii chemical reaction ([533], see also
[534,535]), as well as biomolecular oscillator models (e.g., [496} 497, 498]), which indeed yield
sustained oscillations for appropriate initial conditions, regardless of the values of the system
parameters (i.e., structurally), thanks to the sign pattern of their Jacobian matrix.

2.3 Divide et impera: managing large scale and complexity

Most biological and epidemiological systems are large-scale and complex networks, with a
tight interplay between network structure and system dynamics. They are typically very dif-
ficult to investigate through closed-form analytical approaches (which are more suitable for
small-size systems) and are frequently studied by resorting to vast numerical simulation cam-
paigns. How can one manage such a large scale and complexity, and still carry out a rigorous
mathematical structural analysis? To achieve this goal, divide-and-conquer approaches are
precious.

Analysing large-scale systems efficiently is also fundamental to untangle the interplay of
multiple parameters in highly complex and uncertain settings, and hence enable a systematic
multi-factorial analysis [536} 537] to single out the individual role of each parameter in en-
abling or preventing a property of interest. Identifying crucial parameters and key structural
motifs can guide the design of tailored experiments to study the effect of particular factors or
stressors associated with a parameter, or to falsify or contrast competing models by comparing
experimental observations with structural model predictions.

Network motifs. Often, system behaviours and dynamic properties are highly correlated
with the relative abundance of small subnetworks known as network motifs [120] 538) 1449 121
203} 17,122,539, [123]. Such small subnetworks are easy to analyse and their presence within a
large-scale network can shape the resulting emergent behaviour. In biological networks, some
characteristic motifs — such as negative autoregulation, incoherent and coherent feedforward
loops, double inhibition, double-activation and activation-inhibition, and positive and neg-
ative feedback loops in general — happen to be much more frequent than they would be in
randomly generated network [1], and hence appear to have evolutionary advantages thanks to
the key dynamic behaviours that they induce. Thus, identifying a well-known motif within a
complex network can be enough to predict its overall dynamics, or to differentiate between the
characteristic behaviours of alternative models (see, e.g., [236} 25| 232 233, [479]).

System simplification. To simplify the system, one can reduce its size through model or-
der reduction techniques; see, e.g., [207), 208|209, [210]], as well as the brief discussions in Sec-
tion[4.5.2land Section[5.1.2). Alternatively, singular perturbation arguments [540] can be lever-
aged, which often rely on timescale separation; this topic extends beyond the scope of this
monograph and the interested reader is referred, e.g., to [214), 541} 542 113} [543]; see also the
books by [1}[145].

System decomposition and aggregation. Also decomposing the system into subsystems that
enjoy special structural properties, and can thus be collapsed into a single aggregated node, en-
ables the structural analysis of large-scale complex network systems. By lumping whole sub-
systems with a peculiar structural behaviour into a single aggregated node, a huge network
with myriads of nodes can be partitioned into the interconnection of a smaller number of ag-
gregated nodes, each of which structurally enjoys a relevant property (see Figure [11} left). A
classic property that ensures that a subsystem is “well-behaved” is monotonicity: due to its
order-preserving property, a monotone system approximately behaves as a first-order system
(and can thus be replaced by a single aggregated node). The decomposition of biological sys-
tems into monotone subsystems has been investigated, e.g., by [544]. For instance, as noted
earlier, the structural classification of candidate oscillatory and multistationary systems by [28]
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can be generalised to more complex systems resulting from the sign-definite interconnection
of subsystems that are structurally stable and monotone [29] or that are structurally stable and
have a positive impulse response [518]. Also the methods for the computation of the structural
influence matrix [340] can be analogously generalised to this case [545].

System scaling. An interesting research question is whether — or under which conditions on
the interconnection topology — a system interconnecting several subsystems that structurally
enjoy a certain property P exhibits the same property P. How does the topology of the aggre-
gated graph affect the global behaviour? Is the structural property of the individual subsys-
tems preserved regardless of the interconnection topology, or under appropriate conditions?
For instance, the sign-definite interconnection of monotone subsystems is in turn a monotone
system if all the interactions among subsystems are activating, or more in general if there are
no negative cycles in the aggregated graph (whose aggregated nodes correspond to the subsys-
tems). In this way, one can analyse the properties of networks of networks; an interesting case
is that of networks of networks whose components share the same structure (i.e., belong to
the same family, possibly enjoying a structural property), but are arbitrarily heterogeneous in
the parameters, as shown in Figure [I1} right. Sometimes it is possible to “scale up” proper-
ties that hold for the interconnected subsystems and project them onto the whole network of
networks, even regardless of the network topology; interesting results have been obtained for
the topology-independent stability of networks of networks [441), 442} 443 [444], and networks
interconnecting first order dynamics with Michaelis-Menten interaction functions, under suit-
able assumptions, have been shown to be stable regardless of the interconnection topology
[445]. Scaling is particularly important when considering systems of akin-but-heterogeneous
systems that often arise in biology: cell populations, interacting individuals, metapopulation
models in ecology and in epidemiology.

(Practically) structurally
“well-behaved” subsystems
e N

Z

[ )
Aggregate network

Complex large-scale network Network of networks
(same structure, varying parameters)

Figure 11: Left: aggregate network obtained by collapsing “well-behaved” subsystems into a single
aggregated node. Right: network of networks, all with the same structure but with arbitrarily different
parameter values.

2.4 Beyond structural properties

Consider again the case study in Example To explain the same phenomenon, two differ-
ent models have been proposed: which is the right one? Structural analysis is powerful and
captures the essential (qualitative) differences between the two models [25]. However, to fully
distinguish among them, we also need to consider parameter-dependent properties and quan-
titative aspects.

In addition, although surprisingly often steady-state input-output influences are structurally
signed, as discussed in Section undetermined influences (‘?”) can also be observed, and
structural approaches cannot cast any further light on undetermined influences, or quantify
how far the influence is from being structurally signed. A quantitative assessment can be
obtained, for instance, through the integration of structural and probabilistic methodologies.
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Computing a probability triplet {p1,p_,po}, with p; + p_ + po = 1 (where p, denotes the
probability of the influence having sign *), by suitably sampling the parameter space —e.g., via
rigorous uncertainty randomisation and Monte Carlo methods, see [546) 365, [366), 367, [368] —
can shed light on undetermined influences, and for instance reveal that the influence is practi-
cally positive (p = 0.98), or that all signs are equally likely (p; = p— = po = 1/3).

Another critical case is that of a family of systems characterised by a structure for which
a property P of interest cannot be proven to be structural, even though it consistently holds
for randomly picked elements of the family. For instance, some chemical reaction network
structures considered by [330], for which structural stability cannot be guaranteed through a
structural polyhedral Lyapunov function, still have all their eigenvalues in the left half plane
when the system functions and parameters are randomly generated. Rigorous probabilistic
and randomised approaches can appropriately sample the family of systems, so as to unveil
the stability probability and the key features and parameters that can prevent the system from
being stable.

2.4.1 Structural analysis: strengths and limitations

Structural analysis offers strong insight into parameter-free properties of systems, but can-
not provide any sharper information when a property fails to hold structurally because it is
parameter-dependent. In particular, a structural assessment provides a binary “yes” versus
“no” answer to the question: does the property P of interest hold structurally? When the an-
swer is “yes”, discovering that a property is structural is an exciting achievement: it offers
very strong guarantees on the behaviour of a whole family of systems with the same intercon-
nection structure, independent of parameter values, and provides powerful insight into the
mechanisms underlying its remarkable robustness. However, often a property does not hold
structurally (and, even when it does, this is typically very hard to prove). For some models,
one may conjecture that a property holds structurally, because it consistently holds for random
parameter values, yet no proof is available; and the conjecture may be false, because the prop-
erty may not hold in a zero measure set. When the answer to the question is “no”, structural
approaches cannot provide any insight.

When a property — especially an expected one, based on repeated experimental observa-
tions — does not hold structurally, it is crucial to understand why. Paraphrasing Tolstoy’s quote
from Anna Karenina (Happy families are all alike; every unhappy family is unhappy in its own way):
given a property, system families enjoying it structurally are all alike as far as the property of
interest is concerned; every system family that does not enjoy it structurally lacks it in its own
way. Perhaps the property is not structural because it just holds in a (small) subset of the pa-
rameter space; or it always holds when some parameters satisfy a specific relation; or it holds
not always, but with a sufficiently high probability; or it would be structural if a more appro-
priate model were adopted to describe the real phenomenon. Or a property may be practically
structural in probability, in the sense that it holds in the whole parameter space apart from
a zero measure set. Hence, given a family of systems characterised by a structure (specified
without resorting to numerical bounds), understanding why an expected property fails to hold
structurally is a challenge for which new methodologies need to be developed, going beyond
structural analysis.

While structural methods can assess whether a property of interest holds for all systems in
a given family, computational approaches can test whether the property holds for one specific
system in the family; however, case-by-case numerical simulations focusing on single snap-
shots of the parameter space cannot reveal the essence of mechanisms, nor provide rigorous
theoretical guarantees. To bridge the gap between purely qualitative (structural) and purely
quantitative (numerical) analysis, an integration of structural [96] and probabilistic [366] meth-
ods, possibly tailored to exploit the peculiar features of systems in biology and epidemiology,
is required. The aforementioned gap, as we have seen, is partially filled by approaches for ro-
bustness analysis, well studied in the realm of control theory [105} [106, [107]. Still, the classic
robustness paradigm checks whether a property holds for all the systems within a (possibly
quantitatively) specified sub-family, and therefore again provides a binary “yes” versus “no”
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answer, without offering any insight as to why the (desired or expected) property is, or is not,
verified. A paradigm shift is needed to enable a whole continuum of answers, checking whether
the property holds structurally, or robustly, or with a guaranteed probability. In particular, it
is fundamental to understand why the property does not hold for some parameter choices, by
identifying the system features or motifs that are crucial to enable or prevent the property, and
the key parameters that must be finely tuned to enforce the property. For instance, the property
may hold only in specific portions of the parameter space, or only for specific values of certain
parameters, or only if specific relations among the parameter values are satisfied.

2.4.2 Integrating structural and probabilistic approaches

Cutting-edge probabilistic and randomised algorithms for the analysis and the control of un-
certain systems are illustrated, e.g., by [366]. These methodologies have solid theoretic foun-
dations and provide instructions on how (and how much) to sample randomly, when running
extensive numerical simulations, so as to achieve rigorous guarantees in probability. The un-
certainty is confined within a set, as in the worst-case approach of robust analysis, and, in
addition, it is a random variable with a given probability distribution. Then, rigorous uncer-
tainty randomisation allows to explore the parameter space. Probabilistic techniques such as
Monte Carlo methods [365] can identify the good (or bad) set, where the desired property is (or
is not) verified. The confidence of the prediction can be quantified rigorously through prob-
ability inequalities, and the sample complexity required to draw conclusions with a desired
confidence can be derived, e.g., via the Chernoff bound [547] or based on statistical learning
theory [367].

Probabilistic robustness has been fruitfully introduced and investigated in engineering [366],
to characterise the likelihood of a system property to hold, given the probability distribution of
model parameters, and to synthesise controllers that achieve a desired objective with arbitrarily
high probability. Here we focus however on the analysis of natural systems, and not on control
synthesis. The randomised approaches described by [546, [366] have not been specifically tai-
lored — so far — to the analysis of uncertain biological dynamics. Studies in this direction exist in
genomics and proteomics (see, e.g., [548] [368| 549]). Probabilistic studies of biological systems
with uncertain parameters have been proposed (see, e.g., [550,551]), but they often lack formal
guarantees and mostly rely on extensive simulation campaigns; recently, numerical methods
have been proposed, for the probabilistic analysis of complex biological systems with paramet-
ric uncertainty, that significantly reduce the required computational burden in exploring the
parameter space [552].

Here, we sketch a possible framework to integrate structural and probabilistic approaches.

An integrated structural and probabilistic (ISP) framework. Given a qualitative family F of
systems, associated with a structure, a property P of interest can hold with varying prevalence,
as visualised in Figure [12| (top row): for all systems in F, and hence with probability p = 1
(structural); for all systems in a quantitatively specified sub-family F,. C F (robust); with large
enough probability p > p* for a system in F,. (practically robust) or F (practically structural); for
at least one system in F, which is guaranteed if it holds with probability p > 0 (compatible);
for no system in F, and hence with probability p = 0 (structurally incompatible). Importantly,
in a probabilistic framework, the above statements apply up to a zero-measure set: p = 1
guarantees that the property holds for all systems possibly excluding a set of measure zero; p = 0
entails that the property holds at most on a set of measure zero.

To bridge the gap between numeric and structural approaches (which is only partially filled
by worst-case robust approaches that also yield “yes” versus “no” answers), we can look for
a continuum of possible answers. For example, consider the generic family of nonlinear sys-
tems &(t) = f(z(t),d), endowed with an underlying network structure (which we assume is
known) and affected by the uncertainty d (a vector of parameters or functions). The uncertain
parameters can be assumed to be bounded within a known support set (which, for structural
assessments, corresponds to the entire parameter space) and characterised by a known prob-
ability distribution, or probability density function. For randomised analysis, considering dif-
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Figure 12: Illustration of varying prevalence with which a property can hold in a parameter space. The
top row shows a progression of scenarios where the property of interest holds with various prevalence.
Left to right, the property holds: always, for all values in the parameter space (structural); for all values
in a subset of the parameter space (robust); almost always, for almost all values in the parameter space
(practically structural); for almost all values in a subset of the parameter space (practically robust); for
some values in the parameter space (compatible); for no value in the parameter space (structurally in-
compatible). The bottom row illustrates examples of probabilistic assessment (the property holds with
probability 0.95 or with probability 0.7 under uniform distribution), as well as examples of cases when
there is a key parameter that needs to be fixed to a precise value or restricted to a precise interval for the
property to hold, and examples of cases when the parameters must be in a key relation for the property
to hold (e.g., d1 = da, or the point (d, d2) belongs to a circle in the parameter space).

ferent distributions (e.g., Gaussian, Poisson, Exponential) can deeply affect the results [366];
when a-priori knowledge about the probability distribution is not available, uncertainty can be
assumed to have the worst-case distribution, which is often the uniform distribution [546]. Nu-
merical approaches can assess whether a property P holds for one element of F, corresponding
to a known d = d*. However, in general, d € {d* + pD}, where D is an uncertainty shape set
(e.g., the unit ball of some norm) and p is the uncertainty radius, quantifying the magnitude of
the uncertainty. Then, as visualised in Figure [13] the property P is probabilistically (i.e., up
to a zero-measure set) structural if it is verified with probability p = 1 for all p > 0, robust if
it is verified with probability p = 1 for 0 < p < pr and with lower probability for p > pr,
practically structural (respectively, practically robust) if it holds with probability p > p*, with
1 > p* > 0 large enough according to the considered application, for all p > 0 (respectively,
for 0 < p < pr). Identifying the threshold pr can quantify the system'’s fragility (or resilience)
and further investigations can reveal which are the crucial components of d, or relations be-
tween components of d (see Figure[I2} bottom row), or the crucial motifs in the interconnection
structure, that can either enable P or prevent it from holding. This insight can be achieved by
exploring the uncertainty space with randomised sampling techniques, to disentangle the ef-
fect of the various parameters and of important structural motifs; this type of analysis can help
explain why the property does (or does not) hold with a certain probability, and uncover the
crucial parameters, or structural motifs, that enable or prevent P, which can thus be targeted
when planning interventions aimed at enforcing P.

ISP hypercube analysis. Realistic parameter values in biological and epidemiological sys-
tems can vary across several orders of magnitude. Still, they can be assumed to lie within
known intervals: the support set C is thus the Cartesian product of all the intervals where the
(positive) uncertain parameters are confined,

C={d:d; <d;<df,i=1,...,q}.

Then, a property is robust if it is satisfied for all d € C, and it is structural if d; = 0 and
d = oo (assuming that only non-negative parameters are of interest). Note that for d” < oo,
starting from the parameter hyperrectangle C, the parameters can always be normalised as
d; = d; + 6;(d] — d;), with § in the unit hypercube, 0 < §; < 1foralli = 1,...,q. An analysis
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Figure 13: Integrated structural, robust and probabilistic assessment of properties of systems.

of the parameter space that integrates probabilistic methods with parametric robustness can
assess whether a property P is (practically) structural, or (practically) robust. When P is not
structural, by suitably slicing and sampling the parameter hypercube through integrated struc-
tural and probabilistic (ISP) approaches, one can identify crucial parameters that enable/pre-
vent the property (e.g., P holds provided that dj, is fixed to a particular value, d;, = d}) and
subsets of the parameter set (characterised by special parameter relations) where the property
holds practically structurally, robustly, or with a guaranteed probability.

Exploring the parameter space through randomised algorithms [366] can help identify cru-
cial parameters, or parameter relations, for the property P to hold robustly. Fixing one param-
eter at a time to a given value, and checking whether the property becomes structural for the
remaining parameters, can reveal crucial parameters. Probabilistic approaches can also help
find correlations between parameters, associated with special relations that must hold to en-
able the property. Some parameters may need to satisfy specific constraints (for instance, for
the Goodwin oscillator with n stages and Hill coefficient N, there exists at least one choice of
the parameter values for which the linearised system admits complex eigenvalues with non-
negative real part if and only if cos(r/n) /N > 1, otherwise the equilibrium is structurally
stable; see [30]), or one parameter may need to be larger than another (e.g., 5 > 7 to enable
spiking in the SIR epidemic model (1I), otherwise the infected variable is monotonically de-
creasing). Integrating probabilistic approaches allows us to quantify the indeterminacy when
a property P is not structural (or robust), and yield a probability assessment with a given con-
fidence, depending on the number of samples. Randomised sampling can guide the identifi-
cation of hyperplanes, or generic hypersurfaces, that separate the subsets where the property
P holds (good set) and where it does not (bad set), as shown in Figure[I4} it may help reveal a
variety where the property is robustly verified, when the points of the good set accumulate in
its neighbourhood (e.g., if a property only holds for small/high enough values of a certain pa-
rameter, the randomisation will generate points of the good set only close to the corresponding
face in the hypercube).

As discussed earlier (see, e.g., Remark [5), multiaffine functions defined on a hypercube
(without loss of generality) have their minima and maxima at the vertices, and then parametric
robustness approaches yield powerful vertex results: a property holds in the whole parame-
ter hypercube if it holds at all its vertices (as is the case when studying structural steady-state
input-output influences, as discussed in Section see also [340]). Such vertex approaches
can help disentangle the effect of multiple uncertainty factors in complex large-scale systems
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Figure 14: Exploration of the parameter space (hypercube) through randomised sampling.

with myriads of interconnections, where detecting and explaining the effect of multiple param-
eters is challenging and a multifactorial analysis that singles out the role of each parameter is
crucial. Hence, efficient approaches are possible when the property of interest can be expressed
by an index ¢(d) that is a multiaffine function of the uncertain parameters, to be evaluated for
d € C (e.g., for Hurwitz stability, ¢(d) is the largest real part of the Jacobian eigenvalues, and
hence it must be ¢(d) < 0 for all d € C). Structural approaches lead to algorithms with expo-
nential complexity: 27 vertices must be checked in general, where ¢ is the number of parame-
ters. Performing the vertex exploration efficiently is crucial. Iterative approaches that integrate
structural and probabilistic methodologies could allow to first perform fast randomised sam-
pling of the whole hypercube, and then exhaustively explore the vertices for a progressively
reduced number of parameters; we propose this type of approaches as a promising avenue for
future research.

Integrated approaches for structure randomisation are also possible, aimed at identifying,
in a complex network, the subnetworks and motifs whose sole presence can guarantee that a
property of interest is structurally verified, or whose introduction can compromise the struc-
tural property. Starting from a given system structure and a property P, the structure can be
randomly varied, e.g., by introducing “unitary” changes and modifications (i.e., changing or
removing one interconnection at a time), and then reassessing the property each time. This op-
eration can identify key interconnections (e.g., chemical reactions or pathways in cell biology,
or between-host interactions in epidemiology) whose presence enables P, or which need to be
removed for P to hold.

Probabilistic approaches have been preliminarily explored for the qualitative analysis of
large-scale agent-based opinion formation models, whose complexity does not allow for closed-
form analysis [221]], in order to assess the probability of emergent qualitative outcomes in the
opinion distribution (such as perfect consensus, consensus, polarisation, clustering and dis-
sensus) when the network topology is unknown and the model parameters and the initial
agent opinions are also unknown, but have a known distribution [553} 222} 223]. This type
of approach could also be applied to complex large-scale networked systems in biology and
epidemiology (e.g., [225]).

In general, the combination of structural and probabilistic/randomised approaches looks
very promising to obtain a complete qualitative and quantitative picture of the system be-
haviour, highlighting important relations among the system parameters and offering rigorous
guarantees. This is an exciting research direction, which is further explored in the next chap-
ter. The novel integration of structural, robust and probabilistic methods (possibly tailored to
the peculiarities of natural systems) can enable not only analysis, but also control paradigms
[554, 555] for complex uncertain dynamical networks in nature, which leverage the obtained
insight to guarantee a desired global property through targeted local interventions.
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2.4.3 Uncertainty quantification and generalised polynomial chaos

As mentioned earlier, Monte Carlo methods, which require running many simulations with
sampled random variables and corresponding random process realisations, are the most com-
mon tool for probabilistic analysis. However, they suffer from poor scalability and require ex-
tensive computational power and time to gain information about even relatively simple mod-
els. They are thus impractical when simulating large models with uncertain parameters, since
their sample complexity scales poorly with model dimensionality and grows rapidly with in-
crease in the desired accuracy, leading to the so-called “curse of dimensionality” [366]. Devel-
oping flexible and efficient alternative methods to quantify probabilistic robustness is crucial to
scale up the investigation of parametric uncertainties in complex models, allow the extensive
exploration of large parameter spaces, and enable wider adoption of robustness analysis even
when low computational power is a requirement. An initial study in this direction is offered
by [552], who first propose, to quantify probabilistic robustness in complex models affected by
parametric uncertainties, the use of generalised polynomial chaos (gPC) for uncertainty quan-
tification, as an alternative to computationally expensive Monte Carlo methods, so as to make
the analysis more efficient and scalable. They then assess the performance of gPC methods in
providing surrogate models for the probabilistic robustness analysis of widely used complex
systems in neuroscience.

Generalised polynomial chaos is a spectral-decomposition-based method for dimensional-
ity reduction, which approximates the solution of differential equations with parametric uncer-
tainties having a known probability distribution that belongs to a prescribed class; the uncer-
tainty is meant to capture the degree of confidence of the modeller about the actual parameter
values. First developed in the realm of uncertainty quantification [556, 557], gPC also found
applications in other fields, such as model predictive control for stochastic systems [558], to
replace or accelerate Monte Carlo methods. Analysing uncertain systems by means of gPC is
computationally efficient [559] and the investigation of large parameter spaces can be drasti-
cally accelerated. In particular, [552] consider autonomous ordinary-differential-equation sys-
tems of the form

where € R" is the state of the system and Z(w) € R? is a parametric uncertainty. Differently
from stochastic differential equations (such as stochastic models of chemical reaction networks,
[560, 561), 562]]), where the dynamics are driven by a stochastic process, the source of stochas-
ticity in (30) is induced by parametric uncertainties; in fact, Z: Q& — I, C R is assumed to be a
vector of mutually-independent (without loss of generality) random variables defined on some
probability space (2, F, P), where (2 denotes a sample space containing samples w € €, F C 2%
is a o-algebra and P is a probability measure. Also, Z is assumed to be absolutely continuous
with respect to the Lebesgue measure, and to have a probability density function pz(z). Due
to the parametric uncertainty, the state in is a stochastic process z(t; Z), as each stochastic
realisation of the parameters yields a different system trajectory. For this class of deterministic
ODE systems with the inclusion of a stochastic noise in the form of parametric uncertainty,
[552] propose the use of various gPC methods to estimate the first moments (summary statis-
tics) of z(t; Z) without resorting to extensive numerical simulations (from which the summary
statistics could be subsequently computed). They consider both intrusive (e.g., Galerkin) and
non-intrusive (e.g., collocation) gPC approaches, which turn out to be scalable and allow for a
fast and comprehensive exploration of parameter spaces. They also explore the trade-off be-
tween efficiency and accuracy of gPC methods; in particular, the collocation method emerges
as an overall better approach for the study of neural dynamics, which conjugates efficiency and
accuracy. Using surrogate models based on gPC, or more in general on uncertainty quantifica-
tion methods, is thus a promising avenue to scale-up studies of probabilistic robustness, and is
expected to bear fruitful insight in future research.
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2.5 Impact on biology and epidemiology

Natural systems in biology, ecology and epidemiology are being investigated with various
methodologies, to unravel and predict their properties, behaviours and underlying functioning
mechanisms. Understanding natural phenomena despite their intrinsic uncertainty is crucial
to identify the key elements that ensure their robustness, or lead to fragility and indeterminacy.
Disentangling the effect of the numerous uncertain parameters and components in a system is
also paramount to guide targeted interventions, by identifying the most appropriate species or
interactions to be controlled so as to reliably enforce a desired property. Coping with uncer-
tainty in the most efficient way is fundamental, in particular for natural systems at all scales,
from molecules to cells and whole organisms, up to population dynamics in ecosystems and
to the evolution of spreading infectious diseases. In systems biology, extremely complex un-
certain phenomena need to be untangled to explain the functioning of pathways and identify
the mechanisms that can originate diseases, which is essential to enable targeted therapies.
In synthetic biology, aimed at constructing biomolecular circuits with robust and tuneable be-
haviours, uncertain controllers need to be built for uncertain processes. In the control of epi-
demics, despite the highly uncertain conditions, fast and crucial decisions need to be made,
by conjugating sound insight, grounded on proven theoretical guarantees, with the need for
speed and efficiency.

The ISP (integrated structural and probabilistic) methods discussed in this chapter — which
include structural and robust approaches, along with their integration with probabilistic meth-
ods — are tailored to help in this endeavour. In systems and synthetic biology, ISP approaches
can offer a better understanding of biological mechanisms in networks of biomolecules and
of cells, by allowing us to investigate the robustness of biological systems and identify essen-
tial parameters and key structures that enable them to behave consistently in diverse environ-
mental conditions. These approaches support both the analysis and the systematic design of
synthetic biomolecular feedback systems with a desired behaviour that is guaranteed to man-
ifest due to the circuit’s structure, in spite of uncertainty, noise and variability; examples are
provided by biomolecular oscillators and switches [27, 1497, 1498) 499} 1373 509, [501]], feedback
controllers [19} 459, 563} 1564} 565], pulsing circuits [379, 380], and biological neural networks
[566, 567], including classifiers for pattern recognition [568].

ISP approaches to studying physiological models and pathways in organs and organisms,
both in their healthy functioning and in their pathological state, can help identify the crucial
mechanisms that lead to the onset of diseases, and thereby detect therapeutic targets to suggest
new treatments and pharmaceutical interventions (see, e.g., [45]/49]).

In neuroscience, initial studies have applied ISP methods to gain a deeper insight into the
robustness of neural dynamics and to obtain its probabilistic quantification [552]. Systems
of various complexity have been considered, ranging from mechanistic models such as the
Jansen-Rit model for multiple connected neurons [569] to semi-phenomenological models of
single-neuron dynamics such as the Hindmarsh-Rose model [570, 571}, 572], up to phenomeno-
logical models of epileptic activity in brain regions such as the Epileptor model [573]. Models
from neuroscience provide a challenging case study, because they display multiple regimes
(i.e., different long-term behaviours of solutions) depending on the chosen parameters; this
complexity is effectively tackled by [552], who assess the persistence of neuronal signalling
regimes subject to parametric uncertainties through approaches based on generalised polyno-
mial chaos, which display remarkable scalability and computational efficiency.

On broader scales, untangling the structure and parameter uncertainties in ecological net-
works [409], 413) 1400}, [402| 403} [414] can support strategies for sustainable agriculture (see, e.g.,
[574]) and ecosystem preservation.

The prediction and control of epidemic phenomena can benefit from ISP methodologies,
which can be tailored to analyse epidemic models of various complexity, ranging from SIR-like
compartmental models, such as SIDARTHE and its extensions [54} [55] [65]], to network-based
models describing the spread of infectious diseases in an interacting population, where nodes
are associated with individuals and arcs with their interactions [256), 84} 575, [173], possibly
including both between-host contagion dynamics and in-host infection dynamics that model
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interactions between pathogen and immune system [576]. For instance, when describing large-
scale pandemics across multiple regions through network-based metapopulation approaches,
aggregation methods (briefly discussed in Section are fundamental. An ISP character-
isation of possible contagion dynamics and patterns can help outline what-if scenarios and
identify key factors to predict and to contain the disease spread. ISP methods can suggest
how to prevent undesired behaviours, such as recurrent epidemic waves, and promote desired
outcomes, such as quasi-steady-states with low infection numbers. The achieved insight can
facilitate the holistic design of multi-pronged strategies to contain the contagion via optimal
combinations of vaccination plans and non-pharmaceutical interventions, also taking into ac-
count resource constraints, thus supporting decision-making with rigorous guarantees.

Overall, integrated structural and probabilistic approaches can be embedded in the analysis
of natural systems at all scales, and contribute to their study, design and control. Many of
the methods described in this chapter can be readily applied, and future developments that
successfully bridge the gaps we have outlined will foster further contributions from the control
community to the life sciences.
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3 Resilience and robustness

Structural analysis [96] and robustness analysis [105], as discussed in Chapter aim at guar-
anteeing that a property is preserved by a whole family of uncertain systems independent of
parameter values, or for all parameter values within a specified set, respectively. However,
some properties of interest hold neither structurally nor robustly, but with a certain proba-
bility, and in such cases structural or robust approaches just provide a negative qualitative
outcome and cannot quantify to which degree the property holds. Also, systems in nature are
subject not only to parametric uncertainties, but also to stochastic perturbations, which may
yield regime shifts [577], mostly understood as shifts among basins of attraction [578]. To ad-
dress these phenomena, multiple concepts of resilience for networks and dynamical systems
have been introduced [99], but formal definitions are so far lacking in the literature, with the
exception of very recent contributions [579]1580]. Resilience indicators [133]/581}1311] have also
been proposed to quantify the ability of a system to withstand perturbations, while maintain-
ing properties of a given attractor. Their design is still relatively at its infancy and different
methods have been suggested recently [99] 582]. However, most indicators rely on simplistic
surrogate models and lack rigorous and widely applicable mathematical definitions; see Chap-
ter[4]for more details. Also, appropriate resilience indicators cannot themselves be equated to a
definition of resilience; otherwise, different resilience indicators that yied opposite results may
lead to lack of consensus as to whether a given system is resilient or not. Resilience needs to be
defined rigorously prior to the design of indicators.

To address these open questions, this chapter discusses new rigorous definitions of re-
silience aimed at quantifying the probability that the behaviour of a nominal deterministic
system with respect to a prescribed attractor is preserved under stochastic perturbations. First,
we analyse an example from systems biology to motivate the conceptual difference between
robustness and resilience in (deterministic) dynamical models, and we show that the control-
theoretic notion of robustness may be too restrictive to capture some of the properties that
biological systems exhibit. Then, we complement the concept of robustness with new formal
notions of resilience. In particular, for a family of ODE systems consisting of stochastic per-
turbations of a nominal deterministic system, we characterise the concept of resilience through
the properties of an attractor-basin pair (A4, B(A)) induced by the nominal deterministic sys-
tem, where A is an attractor of interest and B(A) is the corresponding basin of attraction, and
require that the system trajectories remain sufficiently close to the deterministic attractor A
even in the presence of stochastic perturbations, which perturb the nominal, deterministic, dy-
namics. Also, a suitably defined attraction time is presented as a formal resilience indicator.

Remark 6 (Attractors and regimes) Stable invariant sets (i.e., attractors) map to the notion of “basic
sets” discussed by [321]] and generalise the concept of equilibrium point to the case of non-equilibrium
dynamics [578ll. They are also powerful tools to formalise the concept of “regime” (used in ecology and
biology), “property” (used in control theory) or “function” (used in systems biology). These notions
often refer to state properties/behaviours that are preserved over certain time frames even in the presence
of varying conditions. In fact, a regime can be characterised by the state of a system remaining within
a prescribed basin of attraction [321]. As we will show in this chapter, this association allows us to
establish a connection between qualitative properties (including those considered in other research fields)
and quantitative dynamics.

Our definitions of resilience generalise the notion of probabilistic robustness, in the spirit
of [366] as described in the previous chapter, by considering dynamical disturbances in addi-
tion to (static) parametric uncertainty, and enable a quantitative assessment of the persistence
of system properties, beyond qualitative answers offered by robustness analysis. The validity
and efficacy of these definitions are showcased in applications to models of biological systems,
including a bistable gene regulation model, and a reaction-diffusion system for plankton dy-
namics that exhibits Turing patterns.

We start by discussing resilience in relation to stability properties, which are of paramount
importance in the life sciences as well as in control theory; extensions to other properties will
be discussed as an avenue for future work. We believe that the proposed rigorous definitions
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can be useful for scientists across a wide array of disciplines, such as network theory, systems
biology, ecology, epidemiology, and can be easily modified to capture other desired phenomena
aside from stability. We hope that such a set of fundamental definitions can be the starting point
to a fruitful research effort that will build new bridges across scientific communities.

3.1 The need for resilience

To illustrate the difference between the concepts of robustness and resilience, and to motivate
the need for a notion of resilience that differs from that of robustness, we introduce the potential
landscape method, and then proceed with a motivating example from systems biology.

3.1.1 The potential landscape

A useful tool to visualise the difference between robustness and resilience is the potential land-
scape, adopted in the literature in addition to the state space representation of a dynamical
system [583} 584]. In models of mechanical and electrical systems, the potential can be im-
mediately associated with notions of energy, as they are defined in physics; also, recently, the
potential has been successfully associated with biological concepts such as creodes and stability
landscapes [493} 585], quasi-potentials [586} (587] and epigenetic landscapes in developmental
biology [588,589]]. In general, given the autonomous ODE system

#(t) = f(z(t)), 2(to) = o,

with z(t) € R™, we assume that its solutions exist and are extensible for all ¢ € R. The function
f is integrable if there exists a scalar function V' (z) such that f(z) = —VV (x); then, V(z) is the
potential function of the ODE system and the system describes a motion of the state = from high
to low potential values. The potential is useful to visualise the behaviour of the trajectories,
in a Lyapunov-like fashion, by studying V' (z(t)) along the system solutions, with V(x(t, zo))
being the potential along the system solution emanating from z (o) = xo.

Remark 7 (Langevin equations) The notion of adjoint stochastic potential is also well-defined for

stochastic Langevin equations through the associated Fokker-Planck equation (72); see Appendix[A.3]
Hence, a similar analysis to the one employed here is also possible for some SDEs. We do not pursue this

topic here; for additional details, see [590| 1283|5911 and the references therein.

The study of the behaviour of V' (z(t)) is not only relevant to show convergence of the sys-
tem trajectories to equilibrium points, but it can also be extended to general attractors and ap-
plications to non-equilibrium dynamics, such as persistent oscillations observed, e.g., in circa-
dian rhythms and brain activities [39} 592} 572], seasonal epidemic patterns [593], or transients
in multivariate data [594].

Thinking in terms of the potential landscape is useful in the context of robustness and re-
silience, in particular for stability analysis; it offers tools to complement robust stability analy-
sis [179] by including noise and quantifying resilience. Unfortunately, an analysis based on the
potential landscape is not always possible when complex networks are involved and detailed
mechanistic models are not available [139),595]. Nonetheless, under suitable assumptions, cer-
tain measures extracted from the potential landscape representation can be used as indicators
for resilience changes (see, e.g., [311] Section 5.2]); resilience indicators described in the litera-
ture, along with their range of applicability and their performance, are discussed in Chapter [4]

We now present a motivating example from systems biology, aimed at pointing out the
difference between the notions of robustness and resilience, where the potential landscape is
used to analyse how the system attractor changes due to parameter variations and/or to the
addition of exogenous noise to the right-hand side of the ODE system.

51



3.1.2 An example from systems biology: gene regulation

A well-known model from systems biology helps us highlight the difference between the two
notions of robustness and resilience, by showing various changes in attractors that can be ex-
perienced by a family of deterministic systems [579] 596]. In the rest of the chapter, we will
consider stochastic perturbations (i.e., noise) suitably added to deterministic ODEs, and our
ensuing definitions of resilience will employ a probabilistic framework (see Section [3.4). For
now, we consider the nonlinear system

z(t) = fa(z(t)) = —z(t) + z(t)" =+ kK, 2(0) =z, (31)

Tt ()
where z(t) € R>g, t € [0, 0), represents the concentration of a biochemical species. System
is a particular case of gene regulatory network system, belonging to the class of systems pre-
sented in Chapter[l] Eq. (6); see (7). Indeed, the one-dimensional system can be obtained
from (6) by assuming that only activating Hill-type interactions are present in the network and
applying, to the full Hill-type dynamics on the whole network, suitable dimension reduction
techniques such as weighted dimension reduction (cf. Section and [136])).

The potential function V(z) for system (31), such that fg(z) = —VV/(x), is shown in Fig-
ure for different choices of the system parameter a.
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Figure 15: (a) Deterministic potential function for Eq. 8I). (b) Stochastic potential function for Eq. (89). Different
values of a are considered, while the other parameters are chosen as ¢ = 0.5, k = 0.1 and h = 2. The equilibria (stable,
full circle; unstable, empty circle) refer to the case a = 2 and relate to those in Figure

We now consider different combinations of the parameters a, h and k in equation (31). If
h =1, then the Hill function is actually a Michaelis-Menten function, and the system is robustly
stable according to Definition[2} in fact, regardless of how the values of the parameters a and k
are chosen in their biologically meaningful range (provided that, however, the third parameter
is constrained as h = 1), there is a unique globally asymptotically stable equilibrium:

Ckta—-1+/(k+a—1)2+4k
B 2

X1 , Ya>0,k>0, (32)
such that fo(x1) = 0. This result is valid for any gene regulatory network that exclusively in-
volves Michaelis-Menten interactions (namely, with i = 1), regardless of the parameter values
and of the system structure [445], and it is therefore a structural property for such a class of
Michaelis-Menten networks.

Conversely, if h > 2, robust stability no longer holds. In fact, the system may be bistable,
and thus have two locally asymptotically stable equilibria. In particular, when h = 2 and
0 < k< ﬁ, the system may admit three equilibria, of which two (x; and x3) are stable
and one (x2) is unstable [597]. For different values of h > 2, different combinations of the
parameters ¢ and k can be found for which the system admits multiple equilibria [596].
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Analysing the vector field and phase portrait (see Figure[8} bottom) immediately highlights
the system equilibria, whose number and whose values depend on the system parameter a for
given values of h and k. In particular, given i = 2 and a fixed value of k with 0 < k < 31%, there
exist 0 < a1 < a2 such that for a € (a1, ac2) the system is bistable, yielding two contrasting
regimes associated with two different stable attractors (equilibria). Hence, when a € (0, a. 1)
or a € (ac,,+00), the system is robustly stable, for the given k and h, while it is not robustly
stable (it does not have a unique globally attractive equilibrium) when a € (a1, ac,). This is
shown in Figure Identifying these parameter-bounding sets provides a-priori conditions
guaranteeing that the system has one versus two attractors.

For a given h > 2, which combinations of values of k and a yield a single equilibrium and
which yield three equilibria? With the help of Figure 8, we can identify the borderline critical
case of two equilibria, which is achieved when the line fo(x) = = — k is tangent to the sigmoid
fi(z) = az" /(1 + 2"), where fo(x) = f1(z) — f2(z), by solving

fG (j) =0,
{dfg(w) —0 (33)
de |7 7
The first equation implies that Z is an equilibrium point (i.e., an intersection of f1(z) and f2(z)),
while the second equation requires f> to be tangent to f; at the point, i.e., df;—ff) = ﬁ;—f) )

In general, system provides an explicit relationship between the two free parameters a
and k. For h = 2, system can be solved explicitly, yielding two curves

1/3, — 212/3
ar(k) = —k + 20+ 9k++/—3+81k )1/3
2(73k+\/—(1/3)+9k2)

2/3
— L (73+ gt/3 +3%/% (—9k + /=3 + 81k2) )

(—9k++/—3+81k2)2/3

1/3
as(k) = 1o <1 — 12k + (1 + 24V/34/k2(—1 4 27k2)3 — 108k2(5 + 54k2))

+ 14+216k3
(14-24v3y/k2(—1+27k2)3 —108k2 (54-54k2))1/3 )’

that identify the parameter combinations leading to the critical case (yellow and blue curves,

respectively, in Figure(16); for intermediate values of a(k) such that as(k) > a(k) > a1 (k) (in the
shaded region in Figu, bistability occurs; for external values of a(k) (in the white regions
in Figure , monostability occurs. It is worth noting that, when h = 2 and £ > ﬁ, the
system has a single, globally asymptotically stable, equilibrium for all possible values of a > 0.
Otherwise, multiple regimes (in terms of number of equilibria) are possible, depending on the
values of a and k.

0.05

0.10

Figure 16: The blue and yellow lines a = a(k) represent parameter combinations yielding bifurcation points for Eq.
with h = 2, and identify a region (shaded) where bistability occurs. Outside that region, monostability occurs.
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So far, this example has demonstrated the connection between parameter values, and parameter-
bounding sets, and the corresponding regimes, in terms of number of attractors that the system
may have. Considering the question through the prism of robust stability, only two answers
are possible: either the system is monostable for all possible parameter values within the given

. PR . 1
parameter-bounding set, or it is not. In our particular case, fora € (ac1,ac2), and k € (O, ﬁ) ,

the system does not have a unique globally attractive equilibrium when h = 2. When i > 2,
similar bounds for a and k can be found numerically; for the same values of a, variable £ may
take larger values while still allowing for bistability if 4 > 2, and hence we will consider the
interval 0 < k < ﬁ throughout the following comparative analysis. Although the qualitative
robustness analysis, for a > 0 and k > 0, always yields a negative answer whenever h > 2, the
behaviour of the system when subject to disturbances changes significantly for different values
of h > 2. To capture this phenomenon, a more nuanced characterisation of changes in system
properties is required, which calls for the notion of resilience.

Example 17 (Noise) With additive white noise, Eq. becomes

z(®)" — k() (34)

#(t) = fa(@(®) +n(t) = —o(t) + ag e

where 1)(t) is uncorrelated white noise with (implicit) intensity o. In the literature, this situation is often
analysed resorting to the stochastic potential of the system [598l], given by

x
o(z) = 1lna - l/ f(z)dx', (35)
2 o Jo

which is shown in Figure [I5p. The overall shape of ¢(x) is similar to the deterministic V(x), but
the numerical values are different and, in particular, Ap = |p(x3) — ¢(x2)| is larger than AV =
|V (x3) — V (x2)|, which means that more energy is required to steer the system from the equilibrium x3
to the equilibrium xo: according to this criterion, noise improves the resilience of the equilibrium xg
(this observation complements that by [597]], who conduct a bifurcation analysis pointing out that noise
preserves the existence of the equilibrium x4 for a larger interval of parameter values, and enlarges the
bistable region). However, it is important to stress that there is an intrinsic difference between ¢ and
V': while V is always decreasing along the deterministic trajectories and is therefore a Lyapunov-like
function for the deterministic system, function ¢ does not have analogous properties in relation to the
stochastic system. For stochastic differential equations, the stochastic potential is related to the stationary
probability distribution and determines state-space regions where the state has the highest probability to
be found (potential wells), while random noise allows the state to fluctuate and escape such wells. For
details, see [596]].

As we mentioned, considering different values of h > 2 does not affect the stability and
robustness properties of the system with a > 0 and k£ > 0, but it does affect the resilience of
the system. In fact, varying h € (2, c0) alters the potential function associated with the system:
precisely, it alters the geometric properties (shape) of the basins of attraction around the equi-
libria, thereby modifying the resilience property of the locally asymptotically stable equilibria,
understood as the system’s ability to reject disturbances while remaining close to equilibrium
states, which is necessary for prompt responses to external stimuli and survival of biological
systems [590]. In particular, for 0 < k < ﬁ and a.; < a < a.2, we can plot the potential func-
tion obtained from Eq. for different values of h (see Figure ). The analytical solution
involves the Gauss hypergeometric function 2 F(a, b; ¢; z), expressed in terms of x and h for
any fixed a and k; see Figure[I7p. The changes in the potential function that can be observed in
Figure[17b for different values of & yield different values of AV (z) and thus different levels of
system resilience, associated with a different configuration and depth of the basin of attraction
of the equilibria [599].

Overall, our analysis has shown that the system is structurally stable when h = 1 (for
all @ > 0 and all £ > 0), while when h > 2 it is robustly stable only for specific intervals of a
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Figure 17: (a) Gauss hypergeometric function 2 1 (1, (14 k) /h; 1+ (1+ h)/h; 2~"), part of the integral for Eq. (31).
(b) Potential function V' (z) for system (1), with k = 0.1 € (0, %\/3) and a = 2 € (ac,1, ac,2), leading to bistability,
for different choices of h > 2.

and k, depending on the precise value of h. On the other hand, the resilience of the system is
determined by combinations of a, h and k, which shape the basins of attraction of the equilibria.
A purely qualitative assessment of the robustness of system with respect to the existence
of a unique globally asymptotically stable equilibrium does not capture all possible attractor
configurations for the system, nor their geometric properties, and a quantitative assessment
of the persistence of system properties in the face of disturbances is required. To complement
robustness, the notion of resilience is thus necessary; yet, to date, the numerous definitions of
resilience introduced in the literature, which we surveyed in Section are mostly heuristic
and do not rely on rigorous mathematical formulations.

In this chapter, following [579, [580], we propose formal definitions of resilience for a class
of autonomous ODE systems subject to stochastic noise (see Section3.3), and demonstrate their
applicability to the analysis of systems in the life sciences.

To this aim, we will need some background from control theory and dynamical systems,
and in particular fundamental definitions and results related to ordinary and stochastic differ-
ential equations, which are summarised in Appendices and

3.2 Randomness and noise in biology and epidemiology

Random phenomena can be modelled by introducing uncertainty into the dynamics in the form
of a stochastic process. The definition of stochastic processes [584, [598] builds on probability
theory; see Appendix[A.3|for a brief summary. Many modelling approaches embed stochastic
processes [600] using different mathematical tools that include, e.g., Boolean networks [213]
215] or discrete processes [175]. Since this monograph focuses on continuous dynamics, we do
not review these additional approaches, but we restrict ourselves to including noise terms into
differential equations so as to introduce and discuss the concept of resilience.

In biological systems and models, noise is ubiquitous [601, 602]]. Systems biology mostly
copes with uncertainty in intrinsic biochemical processes (“intrinsic” noise, [603, [604]) or cell-
cell variation (“extrinsic” noise, [605]]), as well as stochasticity due to small copy numbers of
molecular or biological species [606]. In case of timescale separation, uncertain fast variables
are often modelled as noise [607,608]. Additional case studies are surveyed by [175}600].

In epidemiology, noise also plays a relevant role in modelling uncertain dynamics [609,1610],
e.g., due to low numbers of infectious individuals [611]. Noise can model the uncertainty in the
epidemic evolution [612] 613] driven by human behaviours or intervention strategies [614], or
associated with fast and unknown unmodelled processes [250].

3.3 Robustness or resilience?

To distinguish between the notions of resilience and robustness, we need to provide adequate
definitions for both concepts.
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Definition 2] of robustness considers families of systems, whence it is especially useful for cap-
turing structured perturbations (i.e., perturbations that preserve the underlying system struc-
ture), including perturbations that can be attributed to noise and/or randomness. An example
of structural analysis is the investigation of structural stability, mentioned in Chapter [2| (see
also [96} Section 6]). In the biological case study of Section[3.1.2) the property P = ‘the system
admits a unique globally asymptotically stable equilibrium” is robust for the family of systems
F ={Gxr}rez if, for each A\ € Z, G has a singleton global attractor {z(\)}.

Here, we propose a possible definition of resilience relying on attractors. To this aim, we
first characterise the considered class of systems.

Definition 3 (Family of systems) We consider a family of systems F = {Gx},c subject to the
following assumptions:

1. There exists Ao € Z such that G, is a deterministic system corresponding to an autonomous
ODE system
&= f(z), 2(0)=wo, >0, (36)

where x € U CR™, U isan open set and f: U — R™ is a smooth and globally Lipschitz function.
We consider system G, as the nominal (deterministic) system.

2. For A € I\{\o}, the system G is obtained from the nominal system G, by adding the stochastic
term g(xz)ny to the right hand side of the ODE system in (B6)), where n, is a stochastic stationary
noise term and g: U — R™ is a smooth and globally Lipschitz function. Hence, the state of G at
time t > 0 is a random variable, defined on a suitable probability space with probability Py that is
induced by the stochastic noise n).

With a slight abuse of notation, we consider 1 to be of the form ny = XI5t  where B, is a one-

dimensional Brownian motion and X > 0 is a noise intensity parameter. We assume that the solutions
to all the systems in the family F satisfy existence, uniqueness and extensibility to all times, in the
appropriate sense (e.g., 615, Theorem 5.5] guarantees the existence of strong solutions in the It0 sense).

Let A be a closed attractor of the nominal system G, and consider the associated basin of
attraction
B(A)={x€eU: tli)m dist(x(¢; x,0), A) = 0},

where z(t; x, 0) denotes the trajectory of the nominal system G, with ), = 0 (A = 0), start-
ing from initial condition x. Given A € Z \ {)\¢}, a natural question to ask is whether the
attractor-basin pair (A, B(A)) preserves its properties for some/all the systems G in F. Since
the trajectories of G are stochastic processes, the answer to this question will have a proba-
bilistic nature. To ensure the question is well posed (see Chapter 5 in [616]] for a discussion on
stability in probability of SDEs), we assume that function g satisfies g| 4 = 0, namely, g(z) = 0 for
allz € A.
If for all A € T it is true that, for any initial condition =y € B(A), we have

Jim dist(z(t; w0, 71), A) = 0

almost surely, then (A, B(A)) is a robust attractor-basin pair for the family . Through the
prism of robustness analysis as in Chapter |2} since we are interested in an attractor-basin pair
(A, B(A)) induced by the nominal deterministic system G, the property P is given by

P : (A, B(A)) is an attractor-basin pair almost surely, (37)

and P is robust for F if, for any initial condition zy € B(A) and forall A € 7\ {\o}, we have

— 00

Py (tlim dist(2(t; 20, my), A) = o) =1, (38)

where z(t; xg,7,) is the solution of system G that emanates from z, and P is the proba-
bility measure that is associated with the system G, with dynamics driven by 7. When
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A = {e}, where ¢ is an equilibrium point of the nominal system G, can be rewritten
as Py (limy 00 z(t;20,m2) =€) = 1, and the robustness of property P in for F is related
to asymptotic stability in probability of e for all o € B ({e}) and all A € T \ {\o}, as defined
in Section 5.4 of [616]. Therefore, the definitions of resilience proposed in this chapter can be
viewed as an extension of the notions of stability in probability. For the class of systems in
Definition |3 in this chapter we define rigorously the concept of resilience, which (differently
from robustness, capturing the system’s ability to withstand parameter variations) is aimed at
capturing the noise rejection property of a system.

In fact, the viewpoint of robust or structural analysis is insufficient to address cases in which
a property of interest holds neither structurally nor robustly, but with (high) probability. In
these cases, structural and robust approaches simply provide a negative qualitative outcome
and cannot quantify to which degree (i.e., with which probability) the property holds. Also,
as discussed earlier, dynamical systems originating in the life sciences are often extraordinar-
ily robust with respect to huge uncertainties and environmental fluctuations that induce pa-
rameter variations, but do not exhibit an analogous “robustness” with respect to noise. It is
thus necessary to go beyond the concept of robust, or structural, property. In particular, the
noise-rejection and function-preserving property of a dynamical system can be captured by
the alternative concept of resilience, of which we now aim at proposing rigorous and formal
definitions.

Before proceeding, however, we discuss two examples from the biological literature that
help us clarify the concept of attractor and basin of attraction.

Example 18 (Gene regulation - continued) For the biological example (34), the family of systems
F ={G,}, where \ € T = [0, \.), A« > 0, is such that G, \ € Z, is given by the stochastic ODE

h

T TR EAG(@), (39)

T

&= fa(x) +na(t)g(x) = —x +a

where h > 2, k € (0, 31%) and a € (ac1,ac,z2), while /\dftt is an uncorrelated white noise with
intensity A\ € I. We set \g = 0, while the attractor A is chosen as a singleton containing one of
the two locally stable equilibrium points of G, with B(A) being the corresponding basin of attraction.
Moreover, g(x) is a smooth transition function satisfying g(z) = 0 forx € A+ ¢B(0,1) and g(z) =1

forx ¢ A+ 2pB(0,1), where ¢ > 0 is small and B(0, 1) is the unit ball around zero.

Example 19 (Turing patterns) [617] consider pattern formation and stochastic sensitivity of the pattern-
attractors of the following deterministic partial-differential-equation (PDE) Levin-Segel population model
with diffusion [618]]:

{ut = au + e’u,2 — buv + Duull ) (40)

ve = cuv — dv? + Dyvyy
having zero-flux boundary conditions
u5(0,0) = u,(0,L) = v,(0,0) = v, (0, L) = 0.

System is composed of two coupled one-dimensional nonlinear diffusion PDEs, where the state vari-
ables u(t, z) and v(t, x) represent, respectively, the density of phytoplankton (activator) and herbivore
(inhibitor). The space variable is x € [0, L], D,, and D,, are the diffusion coefficients, the parameters a,
b, ¢, d and e are positive. Given initial conditions for the deterministic model , its solutions exhibit
pattern formation (i.e., convergence to periodic wave-like behaviours of the graphs of u(t,-) and v(t, )
as t — oo), provided that the following inequalities hold:

2
D, b b e
DU<<\/; dc> s bec > ed. (41)

To fit into our framework, we perform semi-discretization of on a finite set of uniformly
spaced grid points 0 = x1 < x9 < --- < any = L, xj41 — x; = h > 0, thereby replacing with the
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following ODE system of dimension 2N

w(t) = Mw(t) + H(w(t)) =: f(w(t)), >0, (42)
wl(t) h(wl)
with w(t) = [ : 1,wj(t) ~ [Zgij’;],H(w) = [ 1,
wpy (t) h(wn)
BETy = [e€=boe] n o752 O | N _ 21D 0
(5h =[] o= [ 8] m= 215 8
No Nt 0 0... 0 0 0
INiNo Ny O .. 0 0 0
M =

66 6 0. AN Mo im
0 0 0 0.. 0 N No
We assume that the parameters satisfy (1). The Turing pattern of is approximated by comput-
ing an equilibrium point w € (0,00)?N of with small step-size h and separately interpolating the
values that correspond to each of the functions u and v. Let the system be the nominal determinis-
tic system with the attractor A = {w}, corresponding to the Turing pattern generated by the nominal
deterministic system; we also consider the associated basin of attraction B(A). Then, we consider the
family F = {G)\}AE[O,A*) with A\, > 0, such that

w(t) = Fw(t)) + A E g(w(t)), (43)

where g(w) is a smooth transition function satisfying g(w) = 0 for w € A+ pB(0,1) and g(w) = 1 for

w ¢ A+2pB(0,1), where > 0is small and B(0, 1) is the unit ball around zero. Thus, )\disz g(w(t))
is a vector of stationary noises that drives the dynamics of G, provided w(t) is outside of a small

2N
ball around the attractor; ditt denotes a 2N-dimensional vector of uncorrelated white Gaussian noise

terms; X is the noise intensity, and the choice A\ = Ao = 0 recovers the nominal deterministic system
@2). For X > 0, the stochastic solutions of the system venture away from the deterministic pattern-
attractor and fall around it with an appropriate probability distribution.

3.4 Resilience definitions

Given a family of systems F = {G1}, .7, as specified in Definition B}, we consider Ay € Z and
recall that G, is a deterministic nominal system, whose dynamics is described by an ODE,
with attractor A and a corresponding basin of attraction B(A) 2 A. Let A € T\ {\o}, along
with the corresponding stochastic term 7, and probability measure P.

For such a family of systems, we present novel definitions of resilience [579} 580].

Definition 4 (Practical resilience) Consider a family of systems F = {Gx} o7 and let (A, B(A)) be
an attractor-basin pair corresponding to G,. Let the time horizon T € (0, 00|, the distance § € [0, o0)
and the confidence level v € (0, 1] be fixed. Consider the set A, = {x: dist (x,A) < e}, with0 < e <
d. The system G is (7,7, d, €)-practically resilient if, for all zo € A. N B(A),

Py [ sup dist (x(t;z0,m0), A) <3 | > 7.
telo,7)

The family F is (1,7, 9, €)-practically resilient if, for all zo € A. N B(A),

inf P sup dist (z(t;xg,mn), A) <5 | > 7.
AT Do) A(te[o%)r) (z(t; z0,m0), A) > Y

Intuitively, the system G, A € T\ {\o}, is (7,7, d, ¢)-practically resilient if, subject to the
stochastic noise 7, the trajectory xz(¢; zo, 7)), emanating from an arbitrary point z that lies
within an e-distance from the attractor A, and within its basin of attraction B(A), remains
within a -distance from A with probability at least y over the interval ¢ € [0, 7); see the visual
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representation in Figure The noise 7, may prevent the state x(t;xo,7,) of the perturbed
system from converging to the set A (attractor of the unperturbed nominal system), but at least
the nominal dynamics of the system keeps the state J-close to the attractor A of the nominal
system, with probability at least v. In our considered framework, almost sure ISS (Input-to-
State Stability) would correspond to practical resilience with v = 1. Also, practical resilience
corresponds to stability in probability as defined in Section 5.3 of [616]], provided that v < 1, with
A = {0} and an appropriately chosen 4.

Figure 18: Intuitive schematic representation for the concept of (7,~, §, €)-practical resilience in Definition@ In the
considered realisation, subject to the stochastic noise 7, the trajectory z(t; o, 1)) in blue, emanating from a point xg
that lies within an e-distance from the attractor A, and within its basin of attraction B(A), remains within a é-distance
from A over the interval ¢ € [0, 7). The system G is (7, ~, , €)-practically resilient if this happens with probability at
least ; the family F is (7,7, §, €)-practically resilient if this happens with probability at least ~ for all systems in the
family.

In particular, the family F is (oo, 1, 6, §)-practically resilient if, for all zq € As N B(A),

inf Py (supdist (x(t;20,mx),4) <) =1. 44
AET\{Ao} A<t>]3 (2(t: 20,m2), 4) > )

If we assume that 7, is deterministic (e.g., an exogenous disturbance), we can omit Py and
reinterpret (oo, 1,9, d)-practical resilience as equivalent to z(¢; xg,n)) € As for all ¢ > 0 and
A € I\ {Ao}. In comparison to the definition of A being a robust attractor for the trajectories
x(t; xo,mx) of the family F, as per Definition 2, (o0, 1, d, d)-practical resilience of the family
means that for any deterministic perturbation in the class {7 } ez, the state z(¢; zo, 7)) remains
in A; for all ¢ > 0, i.e., no deterministic perturbation in {n)} ez can drive the state away from
a é-neighbourhood of A.

We can associate the notion of resilience as intended in systems ecology (cf. Table [2) with
(00,1, 64, . )-practical resilience, where ¢, = dist(A, 0B(A)) represents the distance between A
and the boundary of B(A). In this case, resilience offers sufficient probabilistic guarantees for
the trajectories to remain within the basin of attraction.

To allow the system state x(¢; zg, ) to exhibit damped oscillations and arbitrary large de-
tours away from the attractor A (this is what happens, e.g., in the case of excitable systems, such
as those discussed by [619, 381} 1382], or spiking systems, such as those discussed by [378]), pro-
vided that the system state returns to a neighbourhood of the attractor A with high enough
probability, we introduce the additional definition of asymptotic practical resilience.

Definition 5 (Asymptotic practical resilience) Consider a family of systems F = {Gx} ¢, and
let (A, B(A)) be an attractor-basin pair corresponding to Gy,. Let the distance § € [0,00) and the
confidence level y € (0, 1] be fixed. The system G is (v, 0)-asymptotically practically resilient if, for
all xy € B(A),

Py <limsupdist (z(t;z0,mr), A) < 5) > .

t—o0
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The family F is (v, §)-asymptotically practically resilient if, for all zo € B(A),

inf Py ( limsupdist (z(¢;zg,n0), A) <6 | > 7.
AT Do) ,\( t_wop ( ( 0 77,\) ) ) Y

When 6 = 0, the system (respectively, the family) is v-asymptotically resilient.

Also, when ¢ = 0 and v = 1, Definition [5|of asymptotic resilience reduces to robustness of
the property P in according to Eq. (38).

Differently from Definition [}, which deals with the transient behaviour of the system tra-
jectories, Definition [5| deals with their asymptotic properties and requires the trajectories em-
anating from z¢ € B(A) to asymptotically converge to a §-neighbourhood (with ¢ > 0) of the
attractor A with probability at least v > 0.

Definition [5| has a strong analogy with the condition in Eq. (5.15) in Section 5.4 of [616],
in relation to asymptotic stability in probability: such a condition would guarantee asymptotic
resilience, provided that v < 1, with A = {0} and ¢ = 0, but for all initial conditions in a suffi-
ciently small neighbourhood of A, and not anywhere in B(A). Moreover, the asymptotic condition
in Definition 5.1 of [616], concerning asymptotic stability in the large, would imply asymptotic
resilience, provided that vy < 1, with A = {0} and 6§ = 0.

Remark 8 (Alternative definitions of resilience) The proposed definitions of resilience heavily rely
on the structure of the family F. In particular, the attractor-basin pair (A, B(A)) is determined (and
fixed) by reference to the nominal deterministic system Gy,. The resilience of G for A # Ao is then
determined by relating the behaviour of the trajectories x(t; xo,mx) to a neighbourhood of A. Consider,
for example, Definition |5|for X # Xo. Even when ny is deterministic, its addition to the right-hand
side of the ODEs may alter the attractor A to a new attractor A(X), which will be close to A, subject
to appropriate assumptions on nx. Hence, allowing for 6 > 0 in Definition |5|is essential to obtain a
meaningful definition. An alternative approach to defining resilience would be to require the property
of existence of an attractor-basin pair (which may be different from the pair (A, B(A)), induced by
the nominal system G ) to be preserved, with high enough probability.

Other concepts surveyed in Table 2] can be interpreted through the lenses of Definitions [4]
and 5| For example, the recovery or approximate recovery after (random) shocks, with high
probability, can be interpreted via Definition[5} To some extent, the entire idea of a dynamical
system preserving its qualitative behaviour despite (random) perturbations is associated with
the concept of residency within an attractor: network resilience as introduced by [136] is a
special case of system resilience assessed through bifurcation analysis (see Chapter [4).

Building upon the provided resilience definitions, we consider, as a specific resilience in-
dicator, the attraction time of a system, which probabilistically quantifies the time it takes for a
perturbed or noisy system to reach a neighbourhood of a prescribed equilibrium state. Here,
we show how such an indicator can be formally defined, for the family of systems in Defini-
tion 3} relying on asymptotic practical resilience in Definition

Definition 6 (Attraction time) Consider the family F = {Gx}, o7 and let (A, B(A)) be an attractor-
basin pair of the nominal system Gy,. Let A # o and assume that G is (v, §)-asymptotically prac-
tically resilient for some § € [0,00),v € (0,1], as per Definition |5 Let xyg € B(A), v € [0,00),
7 € (0,00) and 1 € (0, 1). Then, the system G has a (7, u, v)-attraction time with respect to x if

Py ( sup dist (z(t; 20, 70), A) < u) > p.
te[r,00)

Similarly, given xo € B(A), the family F has a (, p, v)-attraction time with respect to x if

inf P sup dist (x(¢; xo, A <v | > .
AET\{Ao} A(m%ﬁq (z(t:20,7m2), 4) ) a
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Intuitively, G\ has a (7, i, v)-attraction time if the probability of the state to return to a v-
neighbourhood of the attractor A after time 7 is at least p.

Note that, given v, smaller 7 and/or larger u for which G has (7, u, v)-attraction time
imply higher resilience of the attractor A of G5, when the dynamics is perturbed by 7,. In
fact, consider the case of y fixed. Then reducing 7 in Definition [f| to 7/ < 7 means that the
state of G returns to the v neighborhood of the attractor A faster (with probability at least 1),
which indicates higher resilience of the nominal system G,, to the addition of the stochastic
perturbation 7, to its right-hand side.

Importantly, the (7, i, €)-attraction time is well-defined, in the sense thata (v, 6)-asymptotically
practically resilient system also has (7, y1, v)-attraction time for some 7, 1, and v, as the follow-
ing proposition shows.

Proposition 4 Let G be (v, d)-asymptotically practically resilient for vy € B(A) and some § €
[0,00),7 € (0,1]. Then, there exist some v,7 € (0,00) and p € (0,1) such that G has a (1, p,v)-
attraction time.

Proof 4 Choose v > 0 and define the sets

Ey = {limsupdist (x(t; o, m0), A) < 6}

t—o0

and
E, = {supdist (x(t; g, mr), A) < 1/} )

t>n

By definition of the limit superior, Ey C |J
monotone convergence

nen En. Also, E, C Epyy forall n € N. Hence, by

v <PA(Eo) = lim Py (EoNE,) < lim Py(E,).

n—oo n—oQ

Therefore, for any 0 < < 1, there exists a sufficiently large n such that G has a (n, ¢y, v)-attraction
time.

We will further discuss resilience indicators proposed in the literature in Chapter @ where
we will illustrate other types of indicators and outline how they can be refined or adapted in
light of the novel definitions presented above.

3.5 Examples of resilience analysis

We now showcase how the definitions of (asymptotic) practical resilience and attraction time
can be used to gain quantitative insight into the dynamics of case studies in systems biology,
thus complementing robustness analysis. The resilience analysis of a dynamical system allows
us to quantitatively study the noise-rejection properties of the system and better understand
how biological regulation mechanisms maintain their function (e.g., protein production) de-
spite external perturbations (in addition to parametric uncertainties).

3.5.1 Gene regulation
Consider the gene regulation model in Eq. (39), where A = {x3} and the smooth transition

function is
Tr— X3 — —x + X3 —
o =) (2S5 o (2 m), .

where
(46)
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Figure 19: The function g(z) := g(x; x3) that weighs the noise, chosen as described in Section with ¢ = 0.0001;
X3 =~ 1.463.

and

1
9(z) = e =z whenz > 0 47)
Owhenz <0

with z € R, and ¢ = 0.0001, as shown in Figure

To assess (7,7, 9, 6)-practical resilience, we perform numerical simulations of the system
(39) around the stable equilibrium x3, for uniformly spaced initial conditions zy € (x3 —d; x3 +
d), and assess whether the trajectories lie within the interval (x5 —d; x3+ ) over a finite horizon
tfin, for a range of noise intensities A. Let us consider the model parameters £ = 0.1, h = 2
and a = 2 (within the bistable region in Figure [§), for which the lower stable equilibrium is
x1 =~ 0.137, the intermediate unstable equilibrium is x; = 0.5 and the upper stable equilibrium
is x3 ~ 1.463. Figure [20| shows sample trajectories of the nominal system G, with Ay = 0,
corresponding to the deterministic system in (31), converging to the stable equilibrium x;, for
different initial conditions zy € (x3 — J;x3 + 4), with 6 = 0.8.
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Figure 20: Convergence of several trajectories of the nominal deterministic system in Eq. to the stable equilib-
rium x3, for a range of initial conditions ¢ in a é-neighbourhood of the attractor, zo € (x3 — d;x3 + 9), 6 = 0.8.

For the stochastic gene regulation model (39), we can numerically assess the dependency of
Py on both § and .

We consider different values of the distance 6 € [d,in, Omaz], With 6y = 0.05x5 and §pae =
|x3 — x2|, which is the distance from the unstable equilibrium x5. In fact, all trajectories leave
the basin of attraction of the stable equilibrium x3 after hitting the unstable equilibrium x;,
regardless of the noise intensity A. Figure left, shows the values of Py depending on &
and A: as expected, the probability of remaining within a §-neighbourhood of the attractor is
larger if ¢ is larger and if the noise intensity A is smaller. Setting the desired threshold « for P
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identifies specific resilience levels.

The worst-case attraction time 7 over all simulated initial conditions can be used as re-
silience metric, yielding the values shown in Figure21] right. For system (39), we compute the
worst-case attraction time 7, over all simulated initial conditions, by setting v = § and 1 = 1,
for each of the values of § and A considered above. As shown by comparing Figures [21| right
and left, the region with high values of Py (close to 1) is correlated with smaller values of the
worst-case attraction time. The upper bound on 7 in Figure 21} right, designates the simulation
horizon and identifies cases where asymptotic practical resilience was not observed within the
pre-specified time.
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Figure 21: For the stochastic gene regulation model in Eq. (39), with parameters k = 0.1, h = 2 and a = 2 (within
the bistable region in Figure [B), the plots show: (left) the dependence of P on § and A, and (right) the worst-case
attraction time 7 for different 6 and A, considering v = ¢ and p = 1. The region with values of Py close to 1 is
correlated with smaller values of the worst-case attraction time.

Simulations so far demonstrated the definitions for prescribed values of the system param-
eters, including a. How do resilience levels change as parameter « is varied? The deterministic
model with fixed k = 0.1 and h = 2 exhibits a bifurcation when a = a.; (see Figure . It
is of interest to understand how proximity of a to its bifurcation value a.; affects the resilience
of the perturbed stochastic system G in (39).

To this end, we study (o0, -, 6(a), d(a))-practical resilience, where d(a) = |x3(a) — x2(a)| and
a € (ac,1;Amaz). Here, ac1 =~ 1.77 corresponds to the lower bifurcation value (see Figure
and amee = 1.89 < a., ~ 2.63 is within the bistable parameter region, while x3(a) is a stable
equilibrium and x(a) is the unstable equilibrium (see Figure [15). The resulting values of the
probability P are given in Figure The perturbed system trajectories reside within a §(a)-
neighbourhood of x3(a) when the bifurcation parameter « is sufficiently far from a. ;, for all
simulated noise intensities. However, as a tends to a1, the probability associated with prac-
tical resilience decreases sharply. Specifying a desired v then allows one to identify regions of
interest where practical resilience holds with the required probability.

3.5.2 Turing patterns

Also the population model in Eq. can help us illustrate how resilience definitions can
quantify the sensitivity of a model to noise and initial conditions, over its dynamical evo-
lution. As discussed by [617], the deterministic Levin-Segel model exhibits regions of
multistability, where patterns may temporarily form but ultimately dissipate and other stable
structures emerge, with the limit case of spatially homogeneous equilibrium values (@,7) =

(tm%dde, o de) when D,, = D, = 0. Noise may further alter the picture, yielding alternative

patterns during the time evolution. Practical resilience and attraction time provide summary
statistics to quantitatively compare different scenarios.

Consider the system parametersa =d = e =0.5,b=c=1, D, = 0.005, D,, = 1.4-107%. Fig-
ure [23| shows the stable deterministic pattern obtained by discretising the deterministic equa-
tion (40) through the Crank-Nicolson numerical scheme with Neumann boundary conditions,
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Figure 22: Dependence of Py on A and a — a.,1, where a.,1 is the lower bifurcation value (see FigureEI), for system
@withk =0.land h = 2.

spatial step dz = 0.01 and time step dt = 0.01 over a rectangle with spatial length L = 1 and
time horizon ¢ ;, = 250 s.
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Figure 23: Left: Turing-pattern attractor corresponding to u from the deterministic system in Eq. @0) with A = Ao =
0, visualised over space x and time ¢, with the parameter values described in the main text. Right: Turing-pattern
attractor for u, blue, and v, orange.

In Figure 24 the stochastic system is simulated, after discretization over space as in (#2), us-
ing the Milstein method [620], and with the weighting function gon : R?Y — R that multiplies
the noise given by gon (w; w) = I3, g(w®; w®), where w(® (w(?) denotes the i-th element of
vector w (w) and ¢g: R — R is defined as in the previous numerical case study, with ¢ = 0.0001.
System solutions emanating from initial conditions within 44 distance from the Turing-pattern
attractor, and affected by noise with intensity ), yield system realisations that are different from
the nominal Turing pattern at each time point.

We consider simulations of the stochastic system starting from sampled initial conditions
close the steady-state ones, on a simulation horizon t;, = 250 s. Practical resilience (Defini-
tion @) with ¢ = § and attraction time (Definition [6) reveal up to which distance § (uniform
over the spatial grid) the Turing patterns can be considered resilient, depending on the noise
intensity A. Table B|reports selected case studies. For low noise intensity ), the system state
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Figure 24: Realisations of states u(t, -) and v(t, -) of system (@0), with t = 250 s, in the deterministic case A = Ag = 0
(solid) and in the stochastic case A = 40-10~* (dashed), with the other parameter values as described in the main text.

may remain within distance § from the deterministic Turing-pattern attractor, with a proba-
bility P, that increases for larger J, as expected. However, increasing A disrupts the patterns
and drives the states away from the original attractor. Using the attraction time as a resilience
indicator offers a consistent insight. We compute the worst-case attraction time over all the
simulated initial conditions. As shown in Table 3] 7 is smaller when the corresponding prob-
ability is larger, and vice versa; the indication ‘—’ for T denotes settings for which asymptotic
practical resilience was not achieved within the simulation horizon ¢¢;, = 250 s. Overall, this
analysis allows us to identify probabilistic performance guarantees, beyond robustness analysis,
according to a desired confidence level 7.

d (for Py) 0 (for 7s])
A(-107%) | 001 005 01 | 001 0.05 0.1
1 0.12 0.855 0945 | 200 88 67
9 0 0 0.47 - - 170
25 0 0 0 - - -
40 0 0 0 - - -

Table 3: Values of Py (center) and of the worst-case attraction time 7 (right) for given choices of the
distance ¢ and of the noise intensity ), for system with parameter values as in the main text.

3.6 Novelty and future directions

Robustness and resilience are concepts that address different aspects of dynamical systems, in-
cluding their ability to withstand parameter variations and external perturbations, and have
been used with varying degrees of rigour in numerous disciplines. While robustness analy-
sis has a long tradition in control theory, rigorous and formal control-theoretic definitions of
resilience could not be found in the literature until very recently, thus hampering the devel-
opment of a cohesive framework. Motivated by applications in systems biology, this chapter
introduces definitions of resilience for a class of stochastic dynamical systems, to complement
control-theoretic notions of robustness. These definitions allow for a quantitative probabilis-
tic assessment of the impact of noise on desired system properties, related to the preservation
of an attractor. Furthermore, the proposed concepts allow us to formally define the attraction
time as a rigorous resilience indicator. As shown by the examples, choosing the appropriate
definition among the ones we proposed, as well as suitably tuning the parameters involved in
the definition, allows flexibility and applicability in various concrete problems in different con-
texts, and enables us to formulate and answer different types of questions, related to diverse
nuances of the concept of resilience [621].
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We have shown how the considered definitions can be applied to gain insight into the be-
haviour of widely used biological systems, motivating the inclusion of resilience in the study of
systems properties. The case studies from systems biology exemplify the information that can
be obtained through our newly proposed resilience concepts. Future work will include the ap-
plication of the proposed framework to the numerical and analytical study of complex systems
subject to parametric uncertainties and stochastic disturbances. Our new resilience definitions
also pave the way to the design of novel resilience indicators, in addition to the attraction time
and to the indicators that will be discussed in Chapter [4]

This chapter introduces some novelties with respect to recent contributions on the topic,
and complements their perspectives. [305] surveyed the notion of robustness and resilience in
network science, associating them with persistence of function against adversarial attacks tar-
geting the network structure or against node disturbances (such as node removal); their work
mostly relies on heuristic definitions and focuses on static properties, while our distinction
between robustness and resilience can embrace dynamic properties and differentiates between
parametric uncertainty and stochastic perturbations. [99] offers a survey of working definitions
and heuristic methods to assess network resilience; our definitions discussed above allow us to
derive most of them as special cases, by appropriately tuning the parameters in the definition.
[99] also surveys indicators for resilience loss — as also done, with additional mathematical
rigor, by [311]].

Even though resilience indicators are the main subject of the next chapter, it is useful to
immediately discuss the novelties presented in this chapter with respect to existing resilience
indicators. First of all, [311] do not introduce any formal definition of resilience itself, but only
implicitly define resilience through the definition of several different resilience indicators that
have been proposed in the literature over time. Such indicators are tailored to two main alterna-
tive scenarios. For purely deterministic parameter-dependent systems, resilience is quantified
through concepts of return time after a perturbation in the initial conditions, or through the
geometry of the basin of attraction, or through bifurcation analysis in the presence of param-
eter variations. Conversely, for stochastic differential equations obtained from a deterministic
system by adding white noise, typically having the form (70), resilience is either quantified in
probability through expected escape times (akin to the Mean First Passage Time that we will
discuss in Section [#.3.2) or analysed by considering the deterministic dynamical system satis-
fied by the covariance matrix of the process and quantifying the maximum norm of its solution
[311} Section 3.4]. Our approach is significantly different and complementary, as it considers a
purely stochastic formulation and provides rigorous definitions of resilience quantified in terms
of probability. Our proposed resilience indicator, the attraction time, is complementary to the
definitions of return time [311], Definitions 3.1 and 5.1], which are only suitable for deterministic
systems, and to the definition of expected escape times, which are associated with the time
needed on average to escape from the attractor — and not with the probability of returning to a
neighbourhood of the attractor after a given time.

As a final note, it would be interesting to explore the connection between the proposed
definitions and a stochastic version of the stability radius [622], which may allow for further
quantification of resilience. We hope that bridging robustness and resilience will propel new
analysis and insights, both in the control field and in multidisciplinary endeavours, to improve
the modelling and the understanding of the behaviour of complex systems subject to perturba-
tions, disturbances and uncertainties.

66



4 Data-driven detection of resilience loss

In the previous chapter, we have provided quantitative definitions of resilience, and we have
introduced the attraction time as a novel resilience indicator. Our framework effectively links
formal definitions and existing indicators of resilience, such as those surveyed by [311]. How-
ever, additional challenges arise when scarce information is available about the system and
reliable models are not available. In these cases, semi-quantitative and data-driven meth-
ods can be employed to extract useful knowledge. In this chapter, we review heuristic and
semi-quantitative methods discussed in the literature to infer resilience loss in poorly-known
systems. We then present a methodology that addresses the discussion on robustness and re-
silience, by introducing the notion of generic resilience indicators building on bifurcation analysis,
which were initially defined in mathematical ecology [133}/581] and are increasingly employed
in systems biology and biomedicine [623]. Our goal is to provide a new perspective on this
vibrant topic and bridge it across disciplines, by highlighting its strong connection with ro-
bustness analysis, presenting recent advances and outlining directions for future research that
can leverage our quantitative definitions proposed in Chapter[3} Since this research area is still
evolving, the available results are mostly fragmented and consisting of case-by-case studies:
strong generalisable results are still missing, and several problem-specific research directions
have been initiated. Hence, due to the current state of development of the field, this chapter
mainly aims at connecting different disciplines and highlighting open problems.

In the case studies throughout the chapter, when we refer to attractors of dynamical sys-
tems, we mostly consider attractors defined by fixed points (equilibria). Limit cycles and
pseudo-regimes [321]], strange attractors [186] or global bifurcations [381] are not explicitly
considered (although they could be included).

4.1 Looking for resilience indicators: why?

In nature, many systems are known to experience regime shifts [577], which are mostly under-
stood as shifts among basins of attraction [578] [581]]. Such shifts can pose significant threats
to the system functioning and survival: examples include transitions to cancerous cell states
[624], genomic switching [625], onset of epileptic seizures [626] or epidemic re-emergence [627].
Whenever the system of interest can be aptly captured by a quantitative model, the resilience
definitions from Chapter [3|immediately apply.

Often, however, complete and validated models enabling quantitative predictions are miss-
ing or poorly identifiable; for example, only time-series data may be available. In addition,
regime shifts are often abrupt and unexpected [628} 629]. Consequently, monitoring, anticipa-
tion and management are particularly challenging [321], especially when only little informa-
tion is available, i.e., when the exact functions governing the dynamics are not known, or no
viable mechanistic models are available. In these cases, a quantitative investigation of system
resilience becomes harder. On the other hand, purely data-driven statistical methods (see, e.g.,
[630, 631} 1632} 1633]) may fall short: they lack causal explanations, are often opaque to interpre-
tation and are heavily based on past data, therefore being less suitable for events that are rare
or for which big data are hard to gather. Looking for generic indicators to alert for resilience
loss is thus an active area of research, often going under the umbrella of the Critical Transitions
framework [634].

The field is still relatively at its infancy and different methods have been recently suggested
and tested. To the best of our knowledge, little systematic studies have been conducted to link
the various, albeit problem-specific, research directions that are being developed. Preliminary
reviews have been provided by [311} [99] [63]. In this chapter, we survey this promising area,
highlight its recent developments and its connections to the results presented in the previous
chapters, and discuss open problems and research directions to which the systems-and-control
community could greatly contribute.
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4.2 Regime shifts and analysis methods

Regime shifts from an attractor to an alternative one are known to occur, usually following
three main mechanisms [578} 582} 635]: a bifurcation (qualitative dynamical change produced
by parameter variations, [636]) altering the system and making the original equilibrium vanish;
random (noisy) deviations, driving the system state away from the original attractor due to
stochasticity [637]; and non-autonomous ramping parameters, yielding so-called rate-induced
transitions [638}1639].

The first (deterministic) case is mainly investigated in bifurcation theory; we refer to [636}
640] for a formal introduction. As an example, consider the gene regulation model from Eq.
(31), whose equilibria have been discussed along with their stability properties in Chapter[3} Its
bifurcation diagram, reporting the dependency of its equilibria & on the parameter a, is shown
in Figure[25] Consider initially a > 2.6, so that the system rests on the upper stable equilibrium
branch. If the parameter a is lowered in a quasi-steady-state fashion (see Appendix until
it crosses the critical value a ~ 1.77, the system trajectories converge to the lower equilibrium.
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Figure 25: The bifurcation diagram (a, &) of Eq. (8I), where # identifies the equilibrium points. The bifurcation
diagram is often referred to as a resilience function, as it depicts the critical parameter values for regime shift. Blue
denotes stable equilibria, red unstable ones.

Stochastic nonlinear systems can have behaviours that could never be observed in the deter-
ministic case; when some characteristics of the stochastic external disturbance (e.g., its variance)
cross certain thresholds, transition phenomena can take place. Noise-induced transitions can
occur because switching between alternative states can be triggered, with a certain probability,
due to random “jumps” driven by the stochastic dynamics. An example is the fluctuation of
enzymes across potential barriers [641] in cell biology; in epidemiology, individual variations
or random super-spreading events can trigger local outbreaks [642} 643], making disease-free
equilibria shift into epidemic states.

Rate-induced shifts are typical of non-autonomous systems [644]. They were experimented
in engineered thermo-acoustics systems [645] and may occur in living organisms too, e.g., in the
case of speed-dependency concurring in regulating cellular decision making [646]; however,
non-autonomous systems are not the focus of the monograph and we do not delve further into
this topic.

Another interesting case, recently getting much attention from the modelling and applied
mathematics community [581] 63} 647], is that of systems primarily governed by determin-
istic functions, with some added stochasticity, for which partial or qualitative information is
available. In the terminology of the Critical Transitions framework, this is the case of noisy
bifurcation-induced shifts, where stochastic noise is added on top of slowly varying parame-
ters, in the slow-fast system interpretation of Eq. (66).

A biological example, supported by experimental evidence, is offered by a colony of bud-
ding yeast, a unicellular organism. The bifurcation diagram reconstructed from experiments
[648]], reporting how the steady-state cell density in the colony depends on a suitable chemical
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dilution factor (DL), is shown in Figure DL acts as a control parameter; its exact effect is
not entirely known yet, but evidence suggests that it alters the mutual interconnections among
cells, thereby altering the normal state of the colony. Experimentally, it is possible to change the
dilution factor. At very low concentrations, the colony prospers (it survives at high cell den-
sity). Despite random loss of individual cells (see the standard deviation bars in the figure), the
colony survives under moderate to high levels of dilution in the environment, up to a thresh-
old concentration (DL ~ 1600) that yields sudden collapse. In this case, the colony experiences
a slow approach to a bifurcation point (driven by increasing dilution factor); this scenario is
characterised by stochasticity, as individual variations, cell-cell heterogeneity and random cell
death contribute to colony randomness.
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Figure 26: Cell density in yeast colonies versus dilution factor (biological stressor). Increasing dilution values
slightly modifies the cell density, up to a critical value (last point) after which the population is driven to collapse
(density of zero cells/ul, not shown in the graph). The population undergoes a bifurcation that drastically changes its
regime. Elaboration on public data from [648]; a full experimental phase portrait is in the original publication.

The quantitative drivers of colony collapse, including dynamic intrinsic and extrinsic fac-
tors such as cell-cell variability or varying concentrations of dilution factors, can be understood
within the conceptual framework of system resilience. However, as complete models are not
available, hybrid methods should be employed to quantify resilience, combining data-driven
techniques informed by minimal surrogate models. Can one identify generic indicators of re-
silience, or of loss thereof, that work for broad classes of systems and are easy to extract from
empirical data, which are often sparse or noisy?

Here, we review the recent literature proposing multiple resilience indicators, demonstrate
their application in examples, highlight open questions and topics that the control community
could contribute to, and discuss perspectives to improve our understanding, prediction and
management of resilience and regime shifts.

4.2.1 Bifurcation normal forms as minimal models

Bifurcations [649] [650] are powerful tools to analyse qualitative changes in system dynamics,
due to parameter variations. For many (high-dimensional) systems, the transition from an
attractor to another can be understood locally through an approximation by a low-dimensional
bifurcations, which plays an important role for dimension reduction and analysis. Bifurcations
are widely discussed in systems biology [235] 516} (651 33 1652} [589] and can be connected to
robustness studies using the generalised Nyquist stability criterion [179], thereby being useful
for models from complex system theory. Deducing the existence of bifurcations from scarce
data, or formally proving it in complex models, is a particularly challenging problem. Here,
we just briefly discuss how to design effective inference methods.

An important notion is that of normal forms. Sufficiently close to the critical value of a
local bifurcation, a dynamical system may be mapped upon a nonlinear canonical form of a
given bifurcation (mostly associated with an ODE whose right-hand side is a polynomial of
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the state, see Appendix[A.4) via a coordinate transformation, which defines the normal form
of the dynamical system/'| Normal forms can be used as surrogate models to reduce complex
high-dimensional dynamics to local low-dimension dynamics, along a direction identified by
the leading eigenvalue of the system. Studying properties of normal forms enables simplified
stability analysis, whose local results can be extended to broad classes of systems characterised
by the same type of bifurcation [655]. For this reason, bifurcation normal forms can be seen as
“universal patterns” for critical and explosive phenomena [655} [656].

To visualise how normal forms can effectively approximate systems in the neighbourhood
of a bifurcation point, consider the gene regulation model close to a regime shift (abrupt
transition between different values of the protein concentration, ) and compare it to the nor-
mal form for the fold (i.e., saddle-node) bifurcation (see Appendix[A.4): Figure 27 compares
their vector fields, and Figure 28| their bifurcation diagrams. The fold bifurcation is also in-
volved in the transition to epidemic outbreaks in SIR-like models with vaccination [247].
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Figure 27: Local bifurcation behaviour and normal forms. Left: plot of f(x,a) = fg(x, a), the right-hand side of
the ODE for the gene regulation model (3I). Right: plot of f(z,p) = —p — 22, corresponding to the fold bifurcation
normal form (see Appendix [A4). The red rectangle highlights the local region where the gene regulation model is
approximated by the normal form: both undergo a bifurcation as the function crosses the z-axis due to changes in the
bifurcation parameter.
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Figure 28: The local system behaviour can be approximated by the associated normal form also in terms of bifur-
cation diagram close to the bifurcation point. Big: bifurcation diagram for the gene regulation system (BI). Inset:
bifurcation diagram for the fold normal form & = —p — 2. A complete analysis, including the case of h > 2 in 81), is
provided by [590]. Stable equilibria are in blue and unstable equilibria in red.

Other abrupt regime shifts, e.g., in epidemiological models [627]], can be locally captured by
bifurcation normal forms. For instance, the SIR model extended to include a birth or influx

IDemonstrating the soundness of such an approximation requires the center manifold theorem [653] and other notions
of applied bifurcation theory, which are beyond the scope of this monograph. The interested reader is referred, e.g., to
[649] 1654 1640].
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rate 7 and a natural death or outflux rate y,
, ) 7
i(t) = BS(HI(E) = (+ 1), (48)

is characterised by a transcritical bifurcation (see Appendix [A.4) in the transition from the
disease-free equilibrium to an epidemic outbreak [657]. The same bifurcation also occurs in
models accounting for non-pharmaceutical interventions and quarantine; see, e.g., [243] and

Figure 29
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Figure 29: Local bifurcation behaviour and normal form. The local behaviour of an extended SIR-like model akin
to Eq. {8), with 3 — Bp and max(I) shown as a function of the bifurcation parameter p [243], can be approximated
by a transcritical normal form & = pz — x2 (see Appendix , in the inset. Stable equilibria are in blue and unstable
equilibria in red.

Bifurcations and their associated normal forms may fall short when multiple eigenvalues of
commensurable amplitude exist; moreover, their application to natural systems heavily relies
on slow-fast approximations of relative timescales (see, e.g., [583,1582]], and Appendix. Still,
they provide powerful minimal models that encompass numerous applications and allow for
resilience analysis; they have been proposed as candidates for bridging scales and for the de-
sign of models, together with data-driven inference [[60]; and they provide minimal benchmark
models in case of unknown dynamics, subject to some (minimal) modelling assumptions.

In the next section, we use bifurcation normal forms as minimal surrogate models G, and
augment (when necessary) their associated ODE with stochastic noise, in the same spirit as
in Section Then, reducing the original system to its associated normal form enables the
derivation of generic indicators of resilience loss, which can be applied to extract indicators
of system resilience (and early warning signals to alert about loss of resilience and imminent
critical transitions) from real-world time series [658].

4.3 Resilience indicators

Here, we survey several indicators suggested in the literature as proxies for resilience, when-
ever bifurcation normal forms augmented by stochastic terms are suitable minimal models for
the system of interest.

4.3.1 Recovery rate

Engineering resilience is often measured in terms of recovery rates from perturbed states back
to the equilibrium (see Section[1.4.3), and can be understood in terms of bifurcations.

Given the system #(¢) = f(x(t),p), where p is a bifurcation parameter, let Z(p) be an asymp-
totically stable equilibrium such that f(Z(p),p) = 0. Then, solutions emanating from initial
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conditions z = Z(p) + w, sufficiently close to Z(p), converge to Z(p) with an exponential decay
rate of A\, < 0, which is the Lyapunov exponent in the u direction. If the leading Lyapunov ex-
ponent (the largest, i.e., the smallest in magnitude) is O(p®), then we call « the recovery exponent
[581) Definition 2.9]. The exponent « thus provides a measure of how quickly the trajectories
converge to the equilibrium after a perturbation in the initial conditions, near a bifurcation,
depending on the distance to the bifurcation point (corresponding to p = pg = 0 without loss
of generality). Larger o corresponds to slower convergence. As shown by [581], the value of
the recovery exponent depends on the bifurcation type: o = 1/2 for fold bifurcations, while
a = 1 for pitchfork, transcritical and Hopf bifurcations.

In perturbed systems, the recovery rate can assess the proximity to catastrophic shifts [659],
as demonstrated in ecological applications [288]].

4.3.2 Escape rate

The abundant literature on stochastic processes [175] 1598, [660| (661] often studies how likely a
random walker is to jump from one basin of attraction to another due to noise. For double-well
potentials, such as that in Figure[15, mean passage time and Kramers’ escape rate [584, 598 661]
are popular measures for the likelihood of a regime shift. Escape measures quantify how long
it takes to jump onto an alternative well for the first time, or how often such jumps are expected
to occur. We briefly describe these measures for one-dimensional potentials and homogeneous
processes; for extensions to multi-dimensional domains and non-homogeneous processes, see
[584,598].

To derive the Kramers’ escape rate, consider a landscape representation (analogous to the
notion of Lyapunov function, c¢f. [662]) of a system of interest, such as the one depicted in
Figure associated with the potential function V. A collection of independent Brownian
particles is initially located within a “stable well”, i.e., at a stable equilibrium point (e.g., x1
in Figure [I5). Being exposed to stochastic fluctuations, the particles may escape the well by
reaching an unstable equilibrium (e.g., 2 in Figure and crossing the barrier towards an
alternative stable equilibrium (e.g., z3 in Figure[I5). What is the rate at which this escape takes
place? Under suitable assumptions, the Kramers’ escape rate is given by [663} 661]]

(z1)—V(z2)
" " Vf
V@Vl )

2m ’

where V" denotes the second derivative of V, V(z1) and V(z3) are the values of the poten-
tial function at the stable and unstable equilibrium points, and D is the diffusion term of the
stochastic Fokker-Planck equation (72). The Kramers’ escape rate has been used to characterise
the resilience of chemical reactions across potential barriers [664] and, recently, the resilience of
gene regulation motifs (on average across cell populations) against noisy regime shifts [590].
For Ornstein-Uhlenbeck (OU) processes (73), associated with a linearised approach to one-
dimensional bifurcations, it can be shown that the escape rate increases exponentially as a
bifurcation point is approached (and, when the noise D is large, it has non-negligible values
even relatively far away from the bifurcation point, thus indicating the risk of noise-induced
regime shifts); this makes it a valuable indicator of the system’s resilience.

Alternatively, authors such as [665] suggest, as a resilience indicator, the Mean First Passage
Time (MFPT) 7 (z), i.e., the time it takes, on average, for a single, randomly forced particle with
state = to randomly drift from a stable equilibrium to an unstable one.

Consider a SDE of the form (70); in its associated Fokker-Planck representation (72), the
stochastic variable z is associated with a stationary probability density function p(x). We de-
note by z; and z, the initial stable equilibrium and the unstable equilibrium (located at the
boundary of the basin of attraction of ), respectively. Assume that z; < x2. Then, the amount
of time it takes for the system to transition from z; to x5 is the mean first passage time:

_ [ Jyp(z)dz

T@=2] @p)

dy forz < xs. (50)
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To estimate the MFPT from a stable equilibrium x3 such that x3 > =, it suffices to set the
boundary conditions appropriately in (50). In biology, 7 (x) was used by [283] to compare the
resilience of gene regulatory systems of the form (31I), as illustrated in Figure

2.5F

1.5¢

log, [[MFPT]

0.5f

1.6 1.9 2.2 2.5
a

Figure 30: Logarithmic Mean First Passage Time for the gene regulation system as a function of the bifur-
cation parameter a, with £ = 0.1 and ¢ = 0.2. When a is close to its bifurcation value a ~ 1.6, the MFPT becomes
negligible, while it becomes higher for values further from the bifurcation.

4.3.3 Stochastic indicators

For bifurcation normal forms with added noise terms, summary statistic indicators that can
be derived by studying normal forms [581] are particularly useful because their behaviour is
correlated with the proximity to the bifurcation points, provided that the noise magnitude re-
mains constant; hence, they serve as indicators for loss of resilience. In this section, we present
summary statistic indicators and discuss recent results for their application to unknown bio-
logical and epidemiological systems. Currently, this theory is less developed and formal than
the theory revolving around structural analysis; here, we aim to foster interest in connecting
the concepts within an interdisciplinary research effort.

Stochastic indicators for systems near bifurcation points are usually derived by analysing
linearised normal forms around equilibria, which can be mapped into Ornstein-Uhlenbeck pro-
cesses (73). This mapping provides exact analytical solutions based on the theory of stochas-
tic processes [598]], and enables an immediate interpretation of sample summary statistics ex-
tracted from data, which can be thus compared with theoretical predictions to assess the va-
lidity of resilience indicators. We survey here the basic indicators [577] upon which many
resilience studies are based. The results below assume quasi-steady state parameters (in the
framework of timescale separation, see Appendix and white noise. We summarise the
most relevant indicators and their functional forms; the proofs of the formal results are pro-
vided in Appendix [B} while Figure [31|shows examples of the behaviour of these indicators as
a critical point is approached.

More details on Ornstein-Uhlenbeck process are in Appendix

Proposition 5 For an Ornstein-Uhlenbeck process
dr = —k x dt + V2DdWy, (51)

where D is the diffusion intensity and W, a Wiener process, as a bifurcation point is approached (i.e., as
k — 0), the solution is a stochastic stationary process with:

o wariance Var = (y7) — (y)? = 2 tending to infinity (namely, limy,_,o £ = o), as shown in
Figure|31} upper left panel;

e autocorrelation at lag-1 AC(1) = e~* tending to 1 (namely, limy_,0e™* = 1), as shown in
Figure|31} upper central panel.
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We recall that the autocorrelation is
C )yt '
t.t'=oo \/Var(y(t))Var(y(t'))
and the autocorrelation at lag-1is AC(t — t') computed for ¢t — ' = 1.
Other statistical moments like skewness, kurtosis and higher moments, for quasi-steady-
state parameters, can be expressed as

=) = [ = nre)ay 52)
where ;i = (y) is the mean (expected value) and p(x) is the probability density function. In case
of white noise, p(z) is Gaussian; in general, it can be derived from the Fokker-Planck equation
(72).

Also the phenomenon known as spectral reddening is sometimes used as a resilience indica-
tor [666]667].

Proposition 6 (Spectral reddening) Foran Ornstein-Uhlenbeck process (1), the solution is a stochas-
tic stationary process with power spectral density function S(w, k) = W. As a bifurcation point

is approached (i.e., as k — 0), its maximum value max,, S(w, k) increases, and it is always achieved for
low frequencies w, as shown in Figure|31} lower panels.

Another relevant indicator showing an increase near bifurcation points is the Shannon en-
tropy.

Proposition 7 For an Ornstein-Uhlenbeck process (51), as a bifurcation point is approached (namely,
as k — 0), the solution is a stochastic stationary process whose (non-normalised) entropy Hs(x) =
1 (log(2mVar) + 1) tends to infinity, as shown in Figure upper right panel.

Figure [31| shows the behaviour of these summary statistics, as functions of the distance &
from the bifurcation parameter, and for a fixed value of D (in particular, we used D = 0.1).
According to the literature, the increase of each indicator as k — 0 (clearly visible in Figure [3T)
indicates that the system is approaching the bifurcation point and therefore that there is a re-
silience loss.

The propositions above rely on surrogate models and are therefore valid regardless of the
specific original system, provided that the modelling assumptions on stationarity and noise
type are respected, and that the surrogate models provide a sufficiently accurate approxima-
tion of the original system, at least close to the bifurcation point. The indicators are easily com-
puted from distributions or from time series (using rolling windows and under the assumption
of ergodic distribution), using their counterparts based on samples [668}582]. Hence, they can
be easily extracted from simulated or empirical data. Figure [32|shows an example of increas-
ing variance before a tipping point and compares: the theoretical expression of the stationary
variance Var = £ as a function of the distance k from the bifurcation value, as in Eq. (81);
the expression of the variance as a function of the distance a — a¢ from the bifurcation value,
computed from numerical simulations, for system ; and the expression of the variance as a
function of time based on empirical results about COVID-19 data in Luxembourg [669].

Resilience loss is associated with an increase of the indicators, which needs to be quanti-
fied. When is the value of the indicator large enough to denote an imminent critical transition,
or tipping point? Common methods employ optimised thresholds (to raise alerts in monitor-
ing applications), or significant increases assessed via o or p-value analysis [670, [63, 590]], or
Kendall’s 7 scores to identify monotonic behaviour. In particular, Kendall’s 7 score [671] is
defined as

L #concordant pairs — #discordant pairs
N M(M —1)/2 ’

where M is the number of considered time points. Two generic points (¢1,z1) and (2, x2),
with ¢; < t3, are a concordant pair if 1 < x5 and a discordant pair otherwise. For constant
sequences, 7 = 0.
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Figure 31: Behaviour of variance Var, autocorrelation at lag-1 AC(1), Shannon entropy H, and power spectral
density function S(w, k) for an Ornstein-Uhlenbeck process (5I) as the distance from the bifurcation parameter k
converges to 0 from the right. The first three indicators increase when approaching the bifurcation point, while the
spectral density function does so visibly only in the low frequencies (spectral reddening), as is also visible in the graph
on the bottom right, that shows S(w, k) as a function of w for different values of k.
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Figure 32: Increasing variance before a tipping point. (a) The theoretical expression of the variance as a function of
the distance k from the bifurcation value, shown in Eq. (8I), increases when approaching the bifurcation point (k = 0).
(b) The numerically computed expression of the variance as a function of the distance a — a¢o from the bifurcation
value ag, for the minimal model of gene activation in Eq. (8I), increases when approaching the fold bifurcation point
at ag = 2.63. The solid line corresponds to the mean over 500 repeated simulations, while the gray ribbon correspond
to the mean +1 standard deviation. (c) The variance computed from COVID-19 empirical data increases just before the
second wave in Luxembourg (whose onset is marked with a dashed vertical line; adapted from [669]). The data were
pre-processed with a Gaussian rolling window of 14 days. The increasing behaviour was assessed with a Kendall’s 7
score > 0.8.

Stochastic indicators have been applied to case studies in systems biology, including phe-
nomenological models for epithelial-mesenchymal transitions [672], biochemical reaction net-
works with feedback [673], microbiological yeast colonies [648]. In epidemiology, they have
been tested on SIR- and SIS-like models [611}627], and on data from epidemics and from
the COVID-19 pandemic [675, 243]. Extensions to ecological systems have been proposed, e.g.,
by [320].

Their seemingly generic applicability and their ease of extraction from data supported the
use of statistical indicators to gauge resilience loss in various systems. However, rigorous guar-
antees such as those offered by Propositions B} [/ are valid only for stationary parameters and
white noise. By leveraging theory by 661], these results have been partially gener-
alised to state-dependent noise or ramping parameters [582], as well as non-Markovian noise
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[676]. However, in realistic scenarios encountered in natural systems [677], the results may
not hold and thus the applicability of the indicators is hampered. Determining a safe space
for operations, as well as finding the indicators that provide the best performance in terms of
reliability and sufficient lead time, is still an open challenge. As a first step in that direction,
[582] developed an optimisation procedure to maximise the signal of resilience loss, and its
lead time, in the case of state-dependent noise. Further refinements and extensions, including
a general analysis of system structures to determine conditions for the applicability of various
indicators, are left for future studies.

4.4 Robust and structural analysis can frame resilience studies

The resilience of a system is associated with a quantification of the possibility that the system
undergoes a regime shift. Hence, assessing resilience loss to characterise the vulnerability of a
system to a critical transition is only meaningful if such a critical transition is possible given the
dynamics of the system of interest, i.e., if the system can actually undergo a regime shift, caused
by stochastic noise or parametric uncertainties. Otherwise, if we already know that no critical
transition is possible (see, e.g., Proposition 2.3 by [668]), resilience analysis may be neglected in
favour of (structural) robustness considerations (see, e.g., [326]).

In the biological, ecological and epidemiological literature, it is often assumed that the sys-
tem under study can — and will — undergo a critical transition [624] 99) [678]. However, it has
been debated whether the burden of proof lies in supporting the hypothesis of unique or of
alternative regimes [679]]. Alternatively, one may quantify the probability of actually hitting a
tipping point, given that a warning for resilience loss has been triggered. Under a Bayesian
framework, such probability is [680]:

P(IRL|CT)P(CT)

P(CT[IRL) = PIRL) :

(53)

where CT and IRL are the events associated with the occurrence of a Critical Transition (or,
equivalently, of the system hitting a Tipping Point) and an Indication of Resilience Loss, re-
spectively. According to Bayes’ rule (53), the quantity of interest P(CT|IRL) (i.e., the probabil-
ity of a critical transition actually occurring, given that an indication of resilience loss has been
detected) depends on P(IRL|CT) (i.e., the probability of detecting an indication of resilience
loss given that a critical transition is about to occur), on P(IRL) (i.e., the probability that an
indication of resilience loss is detected, which is the subject of several studies inquiring the
performance of related indicators, see, e.g., [676] 582]) and on P(CT) (i.e., the a-priori probabil-
ity that the system undergoes a critical transition).

Structural stability analysis and robust stability analysis (cf. Chapter[2) precisely address the
latter point: they rely on qualitative, graph-theoretic information and on systems-and-control-
theoretic methodologies to inquire whether alternative regimes (i.e., attractors, or stable equi-
libria), including tipping points and critical transitions amongst them, may exist a priori and
therefore help rigorously assess P(CT). Structural analysis yields a binary outcome: it can only
ensure that a critical transition is structurally impossible (hence, P(CT) = 0), or that a critical
transition is structurally unavoidable (hence, P(CT) = 1), whereas it cannot offer a quantitative
answer when a critical transition is possible with some probability. Conversely, a probabilistic
framework for robustness analysis, in the spirit of [366], would return continuous values for
P(CT) € [0, 1]; see, e.g., the recent preliminary work by [552] discussed in Section[2.4.3] Robust-
ness analysis is therefore often a necessary prerequisite to enable the correct interpretation and
application of resilience results, and should be a fundamental preliminary step when studying
the resilience properties of uncertain systems in nature.

Example 20 (Shallow lake ecosystem) Figure[33|shows the reconstructed graph of interactions among
species, for a biological system that captures population dynamics in a shallow lake.

Assuming knowledge of the graph, monotonicity of the transition rates between compartments (with
the signs shown in the figure) and nonlinearity of the interaction from Submerged Vegetation (SV) to
Water Clarity (WC) [681, 1682l structural methodologies from Chapter [2] can be applied to infer that
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Figure 33: The reconstructed signed graph for a shallow lake system, adapted from [681]. Hammer-head
arrows represent negative effects (e.g., depletion, predation), while pointed arrows represent positive
effects (e.g., enhancement, sustainment).

the system can only exhibit bistability, whenever the equilibrium is destabilised, through a saddle-node
bifurcation. In fact, since all the cycles in the graph are positive, the system is structurally a strong
candidate bistable system according to the classification by [28) 129} 1518]; alternatively, checking that all
the loops and paths from SV to WC are positive proves that the system can be bistable as per the results by
1526ll. Indeed, system bistability was empirically observed [682]] and resilience indicators were correctly
applied and employed to monitor the state of shallow lakes [577].

Example 21 (Brain network) The brain network in Figure|34| reconstructs cortex and basal ganglia
interactions and has been suggested to be relevant to the development of Parkinson’s disease [683].
Robustness analysis can reveal whether its alteration may induce a regime shift from the healthy equi-
librium to the disease equilibrium through bistability, thus triggering Parkinson’s disease due to the
bistable switch-like behaviour of the ganglia circuit.

— Putamen

' 1 1

Cortex GPe —i| GPi SNr — VL
] _L A

Brain stem — STN

spinal cord

Figure 34: Reconstructed signed graph for dopaminergic pathways between the basal ganglia and the
cortex (adapted from [683]). The variables describe the activity of each brain region. Pointed arrows
represent excitatory connections (+), and hammer-head arrows inhibitory connections (—). GPe: external
segment of the globus pallidus; STN: subthalamic nuclus; GPi: internal segment of the globus pallidus;
SNr: substantia nigra pars reticulata; VL: ventrolateral nucleus of the thalamus.

Only one of the four cycles in the graph is positive (Cortex — Putamen — GPi SNr — VL — Cor-
tex), hence the system cannot be structurally a strong candidate bistable (according to the classification
by [28,129,1518ll). Bistability phenomena may arise for specific values of the parameters, i.e., the strength
of the various interconnections (see, e.g., [236]]), but oscillatory behaviour cannot be ruled out. For pa-
rameter values that do not allow for bistability, the computation of resilience indicators for this system
would be misleading and not really informative about potential resilience loss, since structural stability
analysis cannot guarantee the emergence of multiple stable regimes.

The possibility to switch from a healthy equilibrium condition to a pathological equilibrium
condition has been studied in two steps, first through the theoretical structural or robust assess-
ment of the possibility of a bistable behaviour, and then through a computational bifurcation
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analysis, in several other examples in medicine and physiology — e.g., for the onset of diseases
such as Mal de Debarquement syndrome [46] 49]], amyotrophic lateral sclerosis [45] and fi-
bromyalgia [47, 48] — as well as in entomology —e.g., [519] propose a model of honey bee health
in the presence of several stressors, including parasites, pathogens and toxic compounds such
as pesticides, and show that a bistability mechanism leads to two possible extreme outcomes
in terms of survival or extinction of the bee colony.

Structural and robust analysis are thus precious not only for model falsification (see, e.g.,
[124, 25]) but also to enable the correct application and interpretation of resilience indicators
for unknown systems [680]. Going beyond a case-by-case assessment depending on the spe-
cific choice of parameters and extending formal results on the expected bifurcation type, based
on qualitative and semi-quantitative information about the network structure and the proper-
ties of the system’s functional expressions, is a challenging topic for future studies. System-
atic methods to support informed modelling choices are fundamental in this context, since
models (at least surrogate ones) are currently paramount to enable inferring bifurcations from
data [320]. Integrating robustness and resilience would therefore offer a powerful and reliable
framework to address open challenges in systems biology and epidemiology.

4.5 Resilience indicators for complex networks

The results discussed so far were focused on low-dimensional systems or on mean-field ap-
proximations of large networks. Here, we review resilience indicators tailored to encompass
large-scale complex networks [205) 147].

451 Leading linearised eigenvalue

For multidimensional systems, it is possible to look at the leading eigenvalue of the diagonali-

sation. Consider the system
&= f(z), zeR" (54)

and let £ € R™ be an equilibrium point; without loss of generality, z = 0. We can study the
local behaviour of the system by considering its linearisation around the equilibrium point,
associated with the Jacobian matrix J = g—i |z=z. Then, the multivariate Ornstein-Uhlenbeck
process corresponding to the linearisation of can be written as

dX(t) = JX (t)dt + odW (55)

where X is an n-dimensional vector of stochastic processes. Assuming that the system Jaco-
bian is diagonalisable, we can enforce a coordinate transformation induced by the invertible
square matrix ), whose columns are eigenvectors of J, so that X'(t) = Q7'X, o/ = Q 1o,
and the diagonal matrix A = Q~!JQ has the eigenvalues of J on its diagonal. The coordinate
transformation leads to the diagonal system

dX'(t) = AX'(t)dt + o’ dW . (56)

If the diffusion terms have multivariate normal distributions, statistical moments for Eq.
can be computed exactly. Multivariate Ornstein-Uhlenbeck processes are well studied
and several results are proposed in the literature [175, 598} 684, [685]. Notably, considering the
leading eigenvalue in the multivariate case allows us to obtain results similar to those for the
univariate case, and thus enables the use of the resilience indicators discussed in Section 4.3.3

For simplicity, consider the case of J with real eigenvalues, which are assumed to be ordered
in matrix A so that Ay; > Ay > --- > A, and introduce

vec(XL ) := [—(A @ A)] tvec(Y), (57)

where ¥/ = ¢'¢'T, vec is the vectorisation operator (which transforms matrices into column
vectors by stacking the matrix columns), and @ is the Kronecker sum, defined as A @ B =
A® I + I, ® B (where a and b are the sizes of the square matrices A and B, respectively, I,
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is the identity matrix of size h, and ® is the Kronecker product). Due to the properties of the
Kronecker sum, A & A is diagonal, and it has been shown that only its first element approaches
zero when the system gets close to a bifurcation point [598]; its inverse is also diagonal, and its
first element approaches infinity. Since

Var(./X’) /
vec(D ) = |Cov(X, Xo)| | (58)

where X/ is the ith entry of vector X”, it follows that, as ¢ — oo, the multivariate variance tends
to infinity along the first eigendirection. This property is also conserved when reverting to the
original coordinates and studying Y., defined similarly to ¥/ in (57). Along the same lines,
the auto-covariance of X’ (¢) can be computed as

lim Cov(X'(t), X'(t + At)) = e A% . (59)

t—o0

Since matrix A is diagonal,
Mt = diag {eA“At, . eA”"At} . (60)

The largest eigenvalue A; approaches 0 when the system gets close to a bifurcation point
[598], and hence the first element of the auto-covariance matrix approaches Var(X7), while the
other elements do not display relevant changes in the vicinity of the bifurcation point.

Stemming from these results, data-driven methods employing PCA (Principal Component
Analysis) or MAF (Min/Max Autcorrelation Factor) have been proposed [686] to assess re-
silience in networks. Alternatively, [687] have directly gauged the first eigenvalue by interpo-
lating Eq. to empirical data.

4.5.2 Dimension reduction

Several network-based techniques have been suggested to reduce complex large-scale dynam-
ical networks to low-dimensional systems, through aggregation procedures involving either
the links or the vertices, and then extract from the low-dimensional model information related
to the resilience properties of the original network. Most of these techniques are heuristic, and
providing them with solid mathematical foundations is an essential open problem in the field.

One of the first attempts is due to [136], who proposed a weighted dimension reduction on
homogeneous networks. The method aims at “collapsing” a large system of equations into a
scalar system, while retaining the qualitative stability properties of the original multidimen-
sional system. The fundamental idea is to assign weights to each of the nodes, proportional
to their degree, and thereby obtain new effective dynamics in R. Specifically, consider a system
with state vector x = [z7 ... 2] T € RV, whose scalar components have dynamics

N
gy = F(2;) + Y AijGlzi ;) >0, (61)

Jj=1

where F' describes the dynamics of each subsystem in isolation, G describes the interaction
between connected subsystems, and A;; > 0 is an entry of the adjacency matrix expressing the
strength of the interconnection (if any) between subsystems i and j. As an example, this model
can capture a large-scale gene regulation system such as that in Eq. (6) where only activating
functions are present. Assume that the out-degree (sum of the weights of the outgoing links)
and the in-degree (sum of the weights of the incoming links) are the same for each node. The
effective state x¢ of the system is obtained by the average nearest neighbours activity

1TAx  (s°Ux)
— = 2
Tetf 1T A1 <S> ) (6 )
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where (.) is the averaging operation, 1 is the all-ones vector of the appropriate size, s°* is the
out-degree and (s) = (s°) = (s™) is the weighted average degree. Also, an effective coupling
parameter can be computed as

1TAsin <Soutsin>

Bett = <747 = B (63)

Then, the N-dimensional system in can be reduced to a scalar equation

Totf = F'(Tefr) + BettG(Teff, Teff) , (64)

and one can hope that studying the stability, robustness and resilience properties of can
shed light on the analogous properties of the original system (61). In fact, the bifurcation di-
agram of x.¢ with respect to the bifurcation parameter Se includes the transition point from
one stable equilibrium to another, which is fully determined by the dynamics and not by the
network topology. Mapping the network into the aggregate scalar equation allows
us to apply the potential landscape analysis in Section Overall, the technique aims at
estimating reduced/approximate resilience functions [688], which are bifurcation diagrams of
bistable systems undergoing saddle-node bifurcations, akin to that in Figure 25; depending on
the visualisation technique, they can also be easily mapped to diagrams such as that in Figure
or, by integration, to landscapes such as that in Figure

In case of heterogeneous networks or of other types of resilience functions (hence, of bifur-
cations), alternative methods can be employed, involving, e.g., spectral dimension reduction
[211} 689], decoupling methods [690, [691] or ad-hoc assumptions on reduction closure [692].
This research direction, relatively novel in network science, can fruitfully benefit from cross-
interactions with the control and estimation community and its consolidate expertise on bista-
bility detection [693] and model order reduction [694], to propose methods that yield formal
resilience indicators, accompanied by rigorous theoretical guarantees.

Other relevant approaches for model dimension reduction in the literature exploit param-
eter space compression [695] and model manifold boundaries [696, [697], where the latter has
also been applied to Michaelis-Menten reaction dynamics [698].

4.5.3 Dynamical network biomarkers

Dynamical network biomarkers couple the theory of leading eigenvalues passing through bi-
furcation values and the knowledge of biological networks, so as to infer changes in the cor-
relation between relevant nodes that constitute early warning signals for sudden alterations
of the system behaviour, including deterioration of complex diseases [624]. The method in-
volves the identification of core subnetworks, for which monitoring the evolution of variance
correlation would alert for possible impending tipping points. Coupling formal methods and
heuristics to derive resilience indicators has enabled important applications in systems biology
and medicine [699, [700], and initiated the study of network-specific indicators for system re-
silience. Although they were initially designed for distribution-type biological data, extensions
to time-series networked data, including epidemiological ones, have been suggested [701}[675].
A recent survey on dynamical network biomarkers is offered by [702]. Other network biomarkers
have been proposed based on other summary statistic indicators, such as autocorrelation [652]
or Jensen-Shannon divergence [703]. Applications range from cell-fate decision, to diseases like
prostate cancer, bladder urothelial carcinoma, or viral infections. However, such methods are
skewed to data-driven approaches and would drastically benefit from theoretical validation,
to improve their interpretability and verify their rigorous application domain.

4.5.4 Global network-based methods

The methods described so far rely on the linearisation of a complex network around an equi-
librium. However, capturing the intrinsic nonlinearities of systems that experience sudden
tipping points can provide further insight and global methods have been proposed, albeit lim-
ited to specific cases. [322] suggest that loss of low-degree nodes may be an early warning
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signal of resilience loss for the whole networked system, and employ algorithmic techniques
to gauge structure-based resilience (akin to the concept of robustness in network theory). [704]
mix various signals from multiple nodes, obtaining a computational average over the complete
network. [705] discuss the role of observables in multidimensional systems, to guarantee the
effective extraction of early warning signals. [572] extend functional observability analysis (as-
sessing whether a functional of the state variables can be reconstructed from measurements)
of complex nonlinear systems to link observability, topological features of system attractors
and resilience indicators so as to offer early warnings for epileptic seizures; the smallest sin-
gular value derived from time-series data is taken as a proxy for the system observability, and
is shown to serve as a resilience indicator predicting switches from resting to epileptic brain
states. The method still requires extensive validation on multiple time series and other models,
but suggests a promising direction for the study of strongly nonlinear phenomena.

4.6 Resilience indicators in biology and epidemiology

Indicator-based resilience studies are particularly popular in ecology [706} 1667, [707| 577] and
climate science [708} 709, 710} [711} 712} [635], where the interested reader may find most ap-
plications. However, in recent years they have also been investigated in systems biology and
epidemiology, mostly with the aim of anticipating the emergence of undesired regimes.

In systems biology and medicine, indicator-based resilience methods were used to antici-
pate tipping-like behaviours in (almost) model-free systems [713}1623]. Theoretical studies ad-
dressing gene regulation and epithelial-mesenchimal transitions showed that indicators can be
used to monitor and alert [283], and optimisation protocols have been developed to anticipate
biological regime shifts from noisy and distribution-based data [582]. Hypotheses have been
built around their use in assessing brain dynamical states, e.g., to predict epileptic seizures
[626], although with varying success [714]. As mentioned, dynamical network biomarkers
[702] are an active area of research combining indicators and heuristics. Overall, a systematic
characterisation of system features and indicator performance, together with formal charac-
terisation and applicability assessment, is needed to advance this promising and important
research, and build a complete framework that supports estimation, prediction, targeted inter-
ventions and control.

The interest in epidemiological applications, further propelled by the COVID-19 pandemic,
relies on the fact that the transition from a disease-free state to an outbreak, or to endemic-
ity, can be understood as a bifurcation phenomenon ([627]; see also the examples provided
in Section [£.2.1). Theoretical and applied research in this area often aims at enriching moni-
toring toolboxes for prompt responses in the detection of epidemic outbreaks [611}, 630, [715].
The effectiveness of resilience indicators has been assessed for various types of disease trans-
mission, network topology and data sources [716} [717], showing varying success in correctly
identifying resilience loss. This issue is primarily due to the relative time scales of contagion
and noise type in data, as pointed out by [718}1669]; hence, more robust and transferable meth-
ods are needed. Prospects and applicability of resilience indicators in epidemiology have been
surveyed by [719], from a theoretical standpoint, and [675], with an application-oriented per-
spective. They highlight the importance of developing generic indicators that can be applied
even with little knowledge about the system, but recognise the potential limitations when the
available knowledge about the system is insufficient. Systematic studies that quantify or list the
necessary information, including (partial) knowledge of the network structure, are still needed.
Leveraging resilience indicators for (epidemic) control is also an uncharted research area [720].

4.7 Open challenges

The challenge of developing a coherent framework to investigate resilience, and loss thereof,
has recently started being tackled. This quest shows promising avenues to which the exper-
tise of the control community can contribute significantly; as an example, the recent work by
[721]] expands the investigation of critical transitions with notions from the theory of control
over networks. The scarce information available about complex systems, as well as the need
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for generic and data-driven methods, fuelled the development of data-based indicators for re-
silience loss, which do not require full mechanistic and quantitative models, but are based on
a careful assessment of the system underlying structure and robustness, hence pointing at the
necessity to integrate the two concepts and methodological paradigms.

In this chapter, we have considered resilience loss driven by parameter variations inducing
bifurcations, in the presence of stochastic fluctuations or noise. We have surveyed several
approaches, their potential and limitations, focusing in particular on applications to systems
biology and epidemiology, and we have pointed at opportunities for cross-pollination between
network science and systems theory. Further efforts are still required in order to build a unique
systematic framework that tackles system robustness and resilience.

Moreover, it is still unclear how one can determine which bifurcations best describe the
regime shift that may occur in a networked system, given its structure or relevant time-series
data. It has been suggested [666) 722, [383] [63] that resilience indicators and stochastic indicators
based on surrogate models (see Section may be extracted from data subsets to validate
bifurcation modelling choices. Also in this direction there is vast room for improvement, to
systematise model selection and identification.

Finally, as briefly mentioned in Section #.2} other types of regime shifts may occur, different
from noisy bifurcations. In some cases, including noise-induced phenomena, rate-induced in-
stabilities in non-autonomous systems, or structural network modifications, combining robust-
ness and resilience definitions could enable significant advances towards the understanding,
prediction and control of complex networked systems.
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5 Concluding discussion

The interplay of mathematical disciplines with biology and epidemiology is unravelling new
knowledge, in terms of both theoretical methodologies and algorithms, and their applica-
tions to the life sciences. Complementing empirical insight with mathematical modelling and
analysis enables novel scientific discoveries, and allows us to address old and new questions
from different perspectives. Capturing the essence of phenomena using interpretable models,
and providing sharper and testable definitions to fundamental concepts, allows us to provide
deeper insights into natural principles and enables both theoretical predictions and the design
of control strategies to enforce the desired properties and emergent behaviours.

5.1 Uncharted directions

Within the broad field of dynamical systems, this monograph focused on the narrower scope of
understanding structural, robust and resilient properties of systems in biology and epidemiol-
ogy (with additional hints to systems in ecology, neuroscience and medicine). The concepts we
discussed can be easily extended to other disciplines. In fact, studying the dynamic behaviour
of uncertain nonlinear interconnected systems is fundamental to understand and control phe-
nomena not only in the life sciences, but also in climatology, sociology, opinion dynamics,
economy, finance, physics and engineering (electronics, transportation, communication net-
works, embedded systems, multi-agent robotics), as long as they can be cast within the same
modelling framework (which is often the case, provided that suitable assumptions hold). An
example is the dynamic spreading of diseases, cyberattacks or opinions: predicting the evo-
lution and containing contagion, or fake news, is crucial in all these cases and the respective
dynamics are akin. Due to the strong analogies between phenomena in different contexts, anal-
ysis and control results can be then immediately applicable, or easily generalisable, to various
systems across science and engineering, to gain new knowledge and better understand real
phenomena, as well as to devise new paradigms for control, coordination, system design and
optimisation.

Many of the topics we have discussed in this monograph offer several open problems for
cutting-edge research; we have already outlined in each chapter possible promising directions
for future research aimed at expanding our toolkit of mathematical theories and algorithms,
including the integration of structural and probabilistic methodologies, and the development
of a unified formal theory for resilience definitions and related indicators. We briefly mention
here issues that we could not examine more in depth, so as to sketch other prominent research
questions in the thriving field revolving around robustness and resilience for dynamical net-
works in nature.

5.1.1 Bifurcations and normal forms for control

Bifurcation normal forms are known mathematical constructs, whose relevance for control is
still undermined. After developing systematic taxonomies and exploring the related proper-
ties, a general framework is necessary to distinguish and validate them as minimal models for
unknown dynamics and perform model selection [62} [666].

When validated and tractable models are available, the associated normal forms can be
derived by employing various techniques, such as general center manifold calculation [636]
655] or Taylor expansion around the “critical” values = x. and p = p. up to second or third
order [186]]:

of(z,
i o= f@) = faepd + (@ -z LD
(CEcapc)
8f('rap) 1 2 an(mvp)
+ (p—pc) ——— +—(r —x)* —— +....
9p (Te,pe) 2 O (Te,pe)

However, this procedure is not always possible and it is often necessary to hypothesise the
bifurcation to decide at which order the expansion should be truncated. Graphical inspection
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might suggest the expansion order: one can check how the diagram (f(z,p), ) changes when
varying p, and compare its local properties next to the z-axis with those of normal forms. Other
approaches rely on spectral analysis of the Jacobian and verification of the conditions defining
each normal form, and thus can rarely be applied when models are complex.

Methods to infer bifurcation dynamics from structural information or from data (of various
quality) are thus necessary, and can also foster the design of control strategies for the system.
Not only attractors can be considered, but also limit cycles and pseudo-regimes [321], strange
attractors [186] or global bifurcations [381]. Deriving performing resilience indicators for these
cases is an intriguing challenge, as well as verifying methods for multivariate systems without
resorting to one-dimensionalisation through normal forms. This interesting research avenue
is also suggested by a recent paper focusing on resilience of dynamical systems [311], which
provides an ample classification of resilience indicators.

Finally, several papers in control [723] 724} 226] are building on the concept of complex
bifurcations to steer systems towards consensus in a fast and flexible manner. Leveraging data-
driven indicators that alert about an approaching bifurcation would provide information about
the proximity to consensus-breaking, and would provide useful information to control systems
at the edge of critical transitions.

5.1.2 Dimension reduction and model order reduction

The control community has widely studied, also in the context of systems biology, methods for
model order reduction [207, 208} 209] and decomposition of dynamical systems [725], aimed at
constructing models of lower dimensionality, which are more amenable to analytical study and
at the same time retain key properties, such as asymptotic stability, monotonicity, or positivity.

The network community, conversely, pursues the development of dimension reduction
methods aimed at preserving and predicting resilience properties and tipping mechanisms
136,726,211, [727,[728,1212,[729,(730]. As discussed in Section the goal is to find a reduction
of system dimension, based on networks properties such as mean degree, spectral eigenvalues
or other network metrics, to obtain a low-dimensional system to which resilience indicators
can be more easily applied. Other approaches use a data-driven version of the Central Limit
Theorem [649] to constrain time series around low-dimensional dynamics, and then study their
resilience properties. Potential extensions are further reviewed by [99].

Combining the approaches for model order reduction and dimension reduction could pave
the way for improved system understanding and control, thus allowing an analytical assess-
ment of robustness and resilience (possibly with integrated structural and probabilistic ap-
proaches) in real-world applications.

5.1.3 Higher-order networks

Beyond classical networks [731) 202} 280, [732]], an array of extensions have been recently pro-
posed to study systems at all scales [733]. Multilayer networks [734] describe multiple inter-
twined modes of contact formation within a set of nodes, with out-layer edges between the
same nodes (multiplex, see for instance [735]) or different ones (interconnected networks, see for
instance [736]), static or dynamic [737, [738], homeogenous or weighted [739]. Higher-order
networks, as well as simplicial complexes and triadic interactions [204] 205} 740} 206} [741] [742],
describe group interactions that are more complex than pair-wise ones [743]. These models
are increasingly used to model biological regulation [744] and epidemic spreading phenomena
[745][746].

Unexpected and explosive transitions have been recently observed in higher-order net-
works [747]. Future research may investigate their robustness and resilience, as well as derive
indicators to efficiently and systematically assess such properties. Such a research endeav-
our requires refining and developing methods to identify higher-order networks in biological
systems [748], to derive dimension reduction techniques [749] and to solve structural stabil-
ity problems, as well as systematic studies on their efficacy with limited available information.
Assessing the robustness of higher-order networks with multiple spreading phenomena would
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be fundamental to advance our understanding of coupled diffusion, e.g., in the context of epi-
demics evolving together with information spreading [750].

5.1.4 Combining analytical insights and data-driven methods

Data-driven and machine learning approaches are starting to be used to learn resilience prop-
erties from data [630, 1631 (751}, 752} [753]. The limitations of machine learning-based techniques,
due to data scarcity and poor interpretability, could be circumvented by coupling them with
models based on bifurcations, to create training sets while going beyond the linearisation of
normal forms. However, preliminary studies are currently restricted to easy cases, and aimed
at anticipating critical transitions rather than fully characterising the system’s resilience prop-
erties. Despite the growing interest, abundant, curated and systematised data on regime shifts
are still missing, and the low agreement between resilience definitions (see Chapter 3) hinders
the development of more complex algorithms across fields. While this monograph paves the
way to addressing the issue related to resilience definitions, developing datasets and validating
algorithms is a long-term endeavour. Data-driven and model-driven approaches are expected
to complement and support each other, towards a better understanding and assessment of the
robustness and resilience of dynamical systems.

5.1.5 Model validation and model falsification

Qualitative and semi-quantitative information from structural analysis is key for model vali-
dation or falsification [61] 124 [62, [154], by comparing structural predictions to experimental
results. The fundamental role of such a preliminary analysis for the subsequent application of
resilience indicators has been discussed in Section[4.4and can be further developed. Moreover,
structural approaches help predict necessary outcomes, stemming from the system structure,
or rule out incompatible behaviours, to be tested against experimental results. If behaviours
that are structurally incompatible with the considered model are nonetheless observed in the
data, then the model is structurally unsuitable and deserves radical amendment. Otherwise, the
model survives the checkpoint and can be further tested using additional methods. For exam-
ple, [754] used robustness analysis to validate a model of galactose uptake genes for Saccha-
romyces cerevisiae, which has been shown to exhibit structural bistability [333]]; another example
of tests on regulatory networks is provided by [755]], while epidemic models are discussed e.g.,
by [756]. [124] propose an approach to invalidate biological models using monotone systems
theory; conversely, [757] provide examples of model falsification based on non-monotonicity.
Analogous techniques can be used to compare “competitive” alternative models and perform
counterfactual analysis, as suggested by [61} 62} 25} 370} 1371} [154].

5.1.6 Control

Modelling systems in biology and epidemiology as dynamical networks allows us enforce a
desired global property through targeted local actions inspired by strategies developed in en-
gineering, such as pinning control (controlling a whole networked system through strong lo-
cal feedback control actions that only affect some of the nodes, see [758] and also [759]) and
network-decentralised control (controlling a whole networked system through local control ac-
tions that affect the interactions among the nodes, for instance by deciding the flows associated
with the links, see [760] and also [761} 762} 763} 764]), whose concept is visualised in Figure
In this respect, a fundamental first step is to identify the dominant nodes (or links) that can
be controlled in order to govern the behaviour of the whole system; integrated structural and
probabilistic approaches for control and decision could be applied to whole families of uncer-
tain networked systems, targeting the crucial parameters and key network motifs identified in
the analysis phase.

Pinning and decentralised strategies are particularly relevant for natural systems, where a
different paradigm is needed with respect to the classic sensor-controller-actuator feedback
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Figure 35: Pinning control and network-decentralised control strategies.

paradigm employed in engineering: for systems in biology and epidemiology, control de-
cisions often need to be made based on limited information (sensors may be impossible to
place, and only some specific quantities can be measured or observed) and control actua-
tion is strongly limited in nature. Hence, only some specific types of actions are possible.
Control and decision making is particularly crucial in the case of epidemics and infectious
diseases [52, [765] 56| (183, 260, [766), [767, [768], and pinning and network-decentralised control
strategies are well-suited to represent the types of actions that can be enforced for epidemic
control: some affect the individual hosts (nodes), through pharmaceutical interventions such
as vaccination, therapies, treatment [65] 55, [769, 576| [770] and others affect the interactions
(links), through non-pharmaceutical interventions such as use of personal protective equip-
ment that reduces pathogen transmission, physical distancing, travel restrictions, lockdown
[771), 772, 154, [773] 774, [775) 776}, [777]. Awareness of the structural robustness of the system
can thus support decision-making strategies for the multi-pronged control of epidemics. In
this context, the availability of huge amounts of data (although often difficult to handle, see
[52, 292]]) and the inherent stochasticity related, e.g., to waning immunity and pathogen mu-
tations suggest the importance of leveraging probabilistic information and approaches and
embedding them into structure-based control approaches. For instance, for systems admitting
a BDC-decomposition, such control strategies can be structurally designed based on control
polyhedral Lyapunov functions [759].

A promising research direction is to build an integrated structural and probabilistic paradigm
for control and decision making, which exploits the insight obtained with the analysis ap-
proaches discussed in this monograph to provide rigorous theoretical guarantees in probability.
Such approaches would also enforce properties that go beyond stability and aim at some form
of optimality, as guaranteed by optimisation-based and model-predictive control approaches
[52, [769] [775, [776]]. For instance, multi-pronged epidemic control requires multi-objective op-
timisation with possibly conflicting goals and constraints, related to public health, social and
mental well-being, costs and economic factors, limited available resources; embedding all such
requirements within a unified (holistic) formal framework would allow for precise and reliable
interventions.

In a control theoretic context, and in particular in subfields of control theory such as cy-
bernetics [778], system resilience is being increasingly investigated, also building on game-
theoretic formulations [779][780]. The formalism of game theory has not been addressed in this
monograph; we just note in passing that a promising direction for future investigations is to
delve deeper into the contact points between game-theoretic approaches and the framework
presented in this monograph, so as to develop a more comprehensive quantitative theory of
robustness and resilience.

5.1.7 Towards real-world applications

We finally recall the challenges of connecting theoretical results with real-world applications
[781} [782], which require user-friendly formulations, reliable and consistent methods, and per-
forming metrics. Models and analytical methods ought to offer clear insight and encom-
pass assumptions that are consistent with real-world scenarios, so as to overcome the chal-
lenges of actual and effective implementation [292, 769, [783]. In spite of the analogies be-
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tween the dynamics and the structure of models describing mechanisms in engineering and
in nature, biological and epidemiological systems are inherently different from engineered sys-
tems, in that their design principles were not human-made and are not mechanistically known
a priori. In addition, their interplay with other open natural and human-made system (e.g.,
[784, 785, [786), 787, 788, 228, [789]) makes it more challenging to disentangle effects and de-
sign optimal strategies. Network models are suitable candidates for such tasks, but research
in this direction is still at its infancy [224), [790]. Importantly, models of different nature can
be combined to provide independent, robust and reliable results. In order to be relevant for
real applications, they should be tuned and parametrised according to available data, to make
sense of what is possible to observe and collect [791} 792} 793} 794} [795]; in this way, theoretical
advancements can be fruitfully coupled with real-world monitoring capacity, and thus enable
effective interventions.

5.2 Conclusion

Biomolecular systems composed of nonlinear interconnected dynamic entities are commonly
encountered in cell biology, and the synthesis of biomolecular circuits with complex desired
behaviours is a sought-after objective: it is thus fundamental to better understand and engi-
neer the building blocks of life, by streamlining the analysis and synthesis of biomolecular
feedback systems, and tightly controlling their function in spite of uncertainty and variability.
The analysis of physiological models is crucial to elucidate the onset of diseases, and hence
identify therapeutic targets; the achieved insight can pave the way for smart drugs, innova-
tive therapies and biotechnologies to improve human health and quality of life. Studying how
infectious diseases spread in an interacting population, possibly including for each individ-
ual the dynamics of pathogens and immune system, helps predict the emergence and time
evolution of contagion, and contrast the epidemic spread by combining non-pharmaceutical
interventions and optimal vaccination plans.

To gain rigorous theoretical insight in spite of huge uncertainties, parameter-free structural
methods [96] have been developed for systems in the life sciences, to predict the parameter-
independent, structural properties of whole families of uncertain systems, exclusively based
on the analysis of their structure. However, although structural methods can yield very strong
conclusions, their “yes” versus “no” qualitative outcome leaves us clueless when the property
under investigation does not hold structurally: does it hold for some systems in the family?
If so, with which probability? Or for which ones, and what do they have in common? Prob-
abilistic approaches [579] 1366, 367, 1368], including those based on uncertainty quantification
and generalised polynomial chaos [559, 558} 5561552 [796) 557, 647], can offer flexible and com-
putationally efficient answers to these questions, allowing us to explore a whole quantitative
spectrum of outcomes, gain both qualitative and quantitative insight, and reveal the sources of
indeterminacy for non-structural behaviours.

Complementing the investigation of the robustness of systems to parametric uncertain-
ties in their dynamics with a formal analysis of the preservation of properties in the face of
stochastic external perturbations enables a rigorous and thorough assessment of the resilience
of systems. A combined study of the resilience and the robustness of complex systems in na-
ture unveils their conserved mechanisms, identifies core evolutionary strategies rooted in their
structure and enables targeted interventions to enforce desired properties. It gives us precious
qualitative (and quantitative) information about highly uncertain models, when the underly-
ing mechanisms are not fully known, and when complete information about the dynamics,
parameters and disturbances is missing.

In this monograph, we have offered a broad and thorough overview of different types of ap-
proaches to assess robustness and resilience in dynamical networks, which are focused on chal-
lenges in the life sciences (in particular, biology and epidemiology), but have the strong poten-
tial to benefit applications in several other disciplines, and society at large [797]. Through close
collaboration with experimentalists and other theoreticians, the systems-and-control commu-
nity can provide a fundamental contribution to the development of new theories, frameworks
and applications that allow us to understand, predict and control natural phenomena.
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Appendices

A Mathematical background and definitions

A.1 Dynamical systems and ODEs

Here, we summarise fundamental definitions and results related to dynamical systems and
ordinary differential equations (ODEs); we refer to [583), [798] 1649, 640, [186] and for a more
thorough exposition.

Definition 7 (Dynamical system) Let T denote one of the additive topological groups R or Z, and
let ) be a topological space, referred to as the state space, or phase space. A dynamical system is the

triple D = (Q, {Dt,s}) cer 'T), where for all t,s € T, ¢y 5: & — Q are continuous maps such that,
forallz € Qand u,t,s € T, (i) ¢y (x) =, and (i) ¢y s(x) = ¢u,1(¢r,5(x)). A dynamical system is
homogeneous if, for all u,t € T, it holds that ¢, 1 = ¢y—¢,0; then, we can consider the one-parameter
family of maps ¢y == ¢y 0.

Definition 8 (Trajectory) Given the homogeneous dynamical system D, an orbit, or trajectory, cor-
responding to the initial condition xy € € is the image of ¢.(xo): T — §, namely, Or(zg) =

{¢1(xo): t € T}

Definition [/]implies that the relation  ~ y, 2,y € @ <= =z € Or(y) is an equivalence relation,
and motivates the following definition.

Definition 9 (Phase portrait) Let D be a homogeneous dynamical system. The phase portrait of D
is the quotient set 1/ _, corresponding to the relation ~.

The main class of dynamical systems we consider are those induced by ODEs of the form
#(t) = f(t,2(t)), x(to) = w0, =0, (65)

where (to,z0) € U and f : U — R™ is sufficiently smooth. Throughout this monograph, we
assume that U = Rx U’, with U’ C R", and that for every (o, z9) € U we have that the interval
of existence and uniqueness of the solution is I, ,,) = R (i.e., the solutions are extensible to all
times).

The following standard existence and uniqueness theorem for guarantees that an ODE
induces a (local) dynamical system.

Theorem 1 (Existence and uniqueness) Let U = R x U’, with U’ C R"™, and consider the system
of ordinary differential equations (65), where (to,zo) € U and f : U — R™ is continuous. If f is
locally Lipschitz in the second argument, uniformly with respect to the first, then there exists some open
interval to € I, 4,y and a unique local solution x(-; to, xo) € Cl(I(to,wo))for the ODE (65).

We focus on autonomous ODEs (65), where f does not depend on time, i.e., f = f(x). Under
these assumptions, we associate a dynamical system with the ODEs by defining, for all
2o € U and t € R, the flow

¢t(x0) = {,C(t; t() = 0, LE())

with the corresponding orbits obtained from Definition|§]

A.11 Equilibria, cycles, invariant sets and stability

Consider an autonomous ODE system (i.e., f therein is independent of t) with (¢,x) €
R x U’ C R*tL,

Definition 10 (Equilibrium) A point & € U’ is called an equilibrium point, or fixed point, or steady
state, if f(Z) = 0.
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Remark 9 (Equilibrium versus steady-state) In the spirit of bridging these concepts to other disci-
plines like statistical physics, we point out that, when referring to “equilibrium”, we use here the notion
of “steady-state”, given by the no-change condition % = 0 in the associated ODE. This concept is differ-
ent from the mechanical definition of equilibrium as balance of forces acting on the system, . F; = 0,
or the thermodynamic requirement of absence of net flux of energy through the system, y . J; = 0
(adiabatic regime).

In addition to equilibrium points, periodic trajectories (cycles) are also of immense interest
in systems and control.

Definition 11 (Cycle) The orbit Or(xo) = {x(t;z0) : t € R} is a cycle of a dynamical system if it a
periodic trajectory, namely, Or(x) is not a singleton and there exists some T > 0 such that z(T;z¢) =
xo. The smallest 7 > 0 with this property is called the period of the cycle/trajectory. If there exists
d > 0 such that in the 6-neighbourhood of Or(xy) there are no other cycles, and there exists at least one
x1 ¢ Or(xo) such that x(t; z1) tends to Or(xg) as t — oo, then we say that Or(x) is a limit cycle.

Definition 12 (Invariant set) A set S C R" is forward invariant, or positively invariant, for the
dynamical system if xg € S implies x(t;x) € S forall t > 0.

Definition 13 (Stability) An invariant set S is Lyapunov stable if, for any neighbourhood X, with
S C X, there exist a neighbourhood V, with S C V, such that x(t;x0) € X forall xg € V and all
t > 0. S is asymptotically stable if, in addition, there exists a neighbourhood W, with S C W, such
that lim,_, o dist (x(¢; z0),S) =0 forall xzo € W.

For autonomous ODE systems with absolutely continuous right-hand side, the following
sufficient condition for stability is known as Lyapunov’s indirect method.

Theorem 2 An equilibrium point I is asymptotically stable if all eigenvalues of the Jacobian matrix
% (%) have a negative real part.
A.1.2 Attractors and regimes

Definition 14 (Attractor and basin of attraction) Let A be a stable invariant set and let B(A) be
the set of all ¢ € U’ such that

thj& dist (z(t;¢), A) =0,
namely, the set of all initial conditions for which the trajectory emanating from the initial condition
converges to the set A. If B(A) # 0, we call A an attractor and B(A) its corresponding basin of
attraction.

In addition to model-based techniques (analytical or computational) for finding stable invari-
ant sets [356]], time-series driven methods [572] to reconstruct attractors have been developed
building on Takens’ theorem [799], that identifies conditions under which an attractor of a
discrete-time system can be reconstructed through a delay embedding. Other methods, using
the concepts of quasi-potential, were mentioned in Section [161] recently proposed a
method for efficient and faithful reconstruction of dynamical attractors from time series based
on the homogeneous differentiator introduced by [800] 801} 802} [803].

Definition 15 (Hyperbolic and elliptic equilibria) Consider an autonomous system and let
f be continuously differentiable. An equilibrium point & is hyperbolic (or generic) if %(:ﬁ) has no
eigenvalues on the imaginary axis. Otherwise, the equilibrium is elliptic.

The behaviour of a dynamical system in a domain near a hyperbolic equilibrium point is qual-
itatively the same as the behaviour of its linearisation near this equilibrium point (Hartman-
Grobman theorem; see, e.g., [804]). This fact justifies the use of linearised Langevin equations
to derive indicators for resilience loss in Chapter 4
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A.2 Slow-fast systems on different time scales

We often consider ODE systems that depend on uncertain parameters p € R™. In natural
systems, such parameters (which are often the expression of modelling choices associated with
functional dependencies among variables) may be time-varying and evolve on a different time
scale with respect to the dynamics of the state z(¢t) € R™. In the literature, noise has been
approximated by rapidly-varying deterministic variables [582], employing a hierarchy of time
scales. Here, we briefly recall the notion of ODEs on multiple time scales [109], often written in
the form J

6% :f(l',y), % :g(azy), (66)
where ¢ > 0 is a small parameter. The first equation captures fast dynamics, whereas the
second captures slow dynamics. System can be re-written in terms of the fast timescale
s=1%t>0,as

dx?® dy?®

ds :f(xs7ys)7 ds :€9($87y5)7 (67)

where 2°(s) = z(es) and y*(s) = y(es). Such timescale separation is motivated by the obser-
vation of real-life phenomena evolving on significantly different time scales. Examples include
fast promoter activation versus slow protein degradation, or fast neural spiking versus slow
signalling control [805], or even viral dynamics versus population-wide epidemic spreading
of influenza [806] and replicator-mutator dynamics in large populations of individuals [807].
Different methods to verify timescale separation in models exist, including spectral theory and
large deviation theory [583]. Empirically, one normally considers the rates (or times) in which
a process and its coupled processes occur and compares, e.g., their orders of magnitude. For
instance, in chemical neuroscience, it is known that the action of ion channels across neural
membranes happens at a different (slower) timescale than neural firing [808) [809], and this
slow-fast activation at the feedback level can be exploited to develop refined models for neural
dynamics [810] 542, [811]]. In these cases, the slow variable can be interpreted as a quasi-steady-
state parameter, and methods from singularity theory can be readily applied (see, e.g., [810]
and Chapter [d). Additional methods to extract slow-fast information from data are currently
being developed also in other fields such as climatology; see, e.g., [812].

For a rigorous theoretical treatment of slow-fast dynamics, the reader is referred to the
foundational work on singular perturbation theory, also known as Tikhonov theory [813] 814}
815, 816]]. For a modern treatment of quasi-steady-state approximation (QSSA) and double
timescale approximations, a relevant reference is provided by [817].

A.3 From ODEs to SDEs

Stochastic processes model random phenomena and can be leveraged to introduce parametric
uncertainty into a dynamical system. Notably, stochastic differential equations (SDEs) have
been related to slow-fast systems (see Appendix via the method of averaging [818]. Fur-
thermore, the numerical simulation of stochastic processes via highly oscillatory dynamics (i.e.,
dynamics of fast variables that evolve on much shorter time scales than state variables) has
been well studied in the literature [819]. Moreover, stochastic averaging was proven to be
equivalent to stochastic normal forms ([820]; see also Section . Such normal forms are
thus widely employed first approximations [583] to model fast fluctuations on top of slowly
varying state variables. Here, we recall some of the basic definitions concerning probability
theory and stochastic systems; for a more thorough discussion, see, e.g., [175} 583} 1581} 1660].

Henceforth we let (2, A, P) be a probability space, where the sample space (2 is the set of all
possible outcomes of the random process, the event space A is a o-algebra on €2 (i.e., a family
of subsets of Q, A C 2%) and Pis a probability measure. We further denote by B (R*) the Borel
o-algebra on R¥ k > 1.

Definition 16 (Random variable) Given k > 1, a k-dimensional random variable, or stochastic
variable, is a measurable function i: Q — R¥; i.e., the inverse image of any Borel set in R¥ must be an
event, 1 1(B) € Aforall B € B(RF).
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Definition 17 (Cumulative distribution function) Let & be a random variable. Consider the push-
forward measure P o 2! on (R, B(R)) . The cumulative distribution function (CDF) of i is the
function Fy: R — [0, 1] defined via Fyz(2) = Poz ™! ((—00,2]) =P ({w € Q : #(w) < 2}). The stan-
dard properties of Fy are: (i) Fy is right-continuous and non-decreasing, and (ii) lim,_, . Fz(z) = 0
and lim,_, ., Fz(2) = 1.

We consider random variables & for which F} is absolutely continuous, thereby giving rise
to a probability density function.

Definition 18 (Probability density function) The probability density function (PDF) f; : R —
R is a Lebesgue integrable function defined as

Be - [ hoa (69)

We often denote f(t) = 9Lz (t), t € R. Note that f; is well defined and non-negative almost every-
where.

Let us fix k = 1 and refer to & as a real random variable. Henceforth, we proceed under this
assumption.

Definition 19 (Stochastic process and sample path) A stochastic process is a family of random
variables {&(t,-)},.<, indexed by some set X. Given w € €, we will call {Z(t,w)}, .+ a sample path.

We consider T C R, whence we refer to ¢ as a time parameter. In general, both discrete and con-
tinuous stochastic processes exist, depending on the domain of t and range of &(¢, ), t € T, with
different properties [821]. We only consider continuous stochastic processes. Continuous mod-
els can be connected with other, fine-grained, descriptions, such as the Master equations [606].
To study the evolution of continuous processes, Langevin equations and their corresponding
Fokker-Planck equations are often employed [598]. In particular, the Langevin equation is an
SDE, widely used to describe phenomena that are subject to combinations of deterministic and
stochastic processes, whose general form is

ki) = T o 0) + 3 B 0)gn), 69)
m=1
wherei = 1,...,n, = [z1...3,]" € R" is the state vector and {g,,(t)} _, are fluctuation

forces (random forces), which obey a Gaussian distribution and represent the effects of white
noise. The fluctuation forces are often assumed to be Wiener processes.

Definition 20 (Wiener process) A stochastic process {W; := W (t, )}, is a (one-dimensional) Wiener
process, or Brownian motion, if B

1. {W(t,w)}, are continuous in t for almost all w € €,
2. W(0,w) = 0 for almost all w € €,

3. For 0 < s < t, the increment W (t,-) — W (s, -) is a Gaussian random variable with zero mean
and variance t — s.

4. The random variables W (to,-), W (t1,-) — W(to,+),..., W(tg, ) — W(tg—1,-), forevery k > 1
and 0 =ty <ty < --- < ty, are independent.

The Langevin equation is then recast as
dx = a(x) dt + b(z) dWy, (70)

where b(x), which can be either a state-independent (constant) or a state-dependent function,
dictates the noise type. Alternatively, one can also write the Langevin equation in the form
dz(t)
dt

= a(x) + b(z)n(t), (71)
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where 7)(t) is a white noise process such that () = 0 and (n(t)n(¢')) = 204(t — t'), where ¢
is the noise intensity, ¢ is the Dirac delta and (-) is the expected value. In many cases, state-
dependent noise fits empirical biological data better than additive white noise [822, [823]], and
is a good representation of biological coloured noise [824].

The Langevin equation describes the evolution of a stochastic process; the evolution of its
associated probability density function is described by the associated Fokker-Planck equation.
In particular, consider the one-dimensional SDE

dx = A(z,t)dt + o(x,t)dW;

and denote by p(z,t) the probability density function of x at time ¢, which evolves according
to the Fokker-Planck equation

Oup(a, ) = ~0u [Al, Op(a, 0] + 302 [B* (e, Op(a, 0] 72)

with appropriate initial conditions, where B(xz,t) = |o(x,t)| is related to the diffusion coeffi-
cient and A(z,t) is a drift term that accounts for the deterministic forces acting on the system.
In case of multiplicative noise, with b(z) non-constant in Eq. (70), A and B can be combinations
of a and b [825].

The linear case, also multidimensional [598], is obtained from the following second-order
model for Brownian motion, in Langevin form

i(t) = —ku(t) + V2Dn(t),

with appropriate (Gaussian) initial conditions. Here u(t) is the position of the Brownian parti-
cle, k is the drift coefficient, D is the diffusion coefficient and 7 is a white noise process, as in
equation (7I). Setting y = 4 to be the velocity process yields the Ornstein-Uhlenbeck process (OU
process)

dy = —kydt + 2D dW,, (73)

where k£ and D are drift and diffusion parameters and v2D = ¢. An OU process can be
alternatively represented by its Fokker-Planck equation

dp(y) = 0y (kyp(y)) + D 2p(y) . (74)

OU processes are central to our discussion of resilience indicators in Chapter

A.4 Bifurcation normal forms

We provide here a more extensive description of five bifurcation normal forms, frequently en-
countered in systems biology and epidemiology.

A.4.1 Fold (saddle-node) bifurcation

The basic bifurcation by which point attractors are created or destroyed occurs when the lead-
ing negative eigenvalue crosses 0. A fold (or saddle-node, or blue-sky) bifurcation is a dimension-
1, codimension-1 bifurcatiorE] with normal form:

i(t) =p+z(t)?, (75)

with z € R. For p < 0, the system admits two equilibria £ 2 = +/—p; Z; is stable and %5 is
unstable. At the critical value p = py = 0, the two equilibria collide and vanish; for p > 0, the
system does not admit any equilibrium. The mechanism captured in Figure 8 for the genetic
regulation system, where two equilibria collide and disappear when f>(x) becomes tangent to
fi(z), corresponds to a fold bifurcation. In the potential landscape representation, a fold bifur-
cation occurs when the concavity /convexity of the basin of attraction near an equilibrium point

2The codimension is the number of parameters that need to be varied for the bifurcation to occur.
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flattens and then disappears (Figure [15). Fold-induced bistability is also present in epidemic
models with vaccination [826], and this bifurcation typically allows us to reproduce switch-
ing behaviours, often observed in cell development [827, [828]. The saddle-node bifurcation
diagram is shown in Figure [36p.

Importantly, any system derived from through a mapping « — —z or p — —p, such
as (t) = p — z(t)?, is also a saddle-node normal form. Moreover, near the origin, any system
i(t) = p+ x(t)? + O(x(t)?) is locally topologically equivalent to the system #(t) = p + z(t)?
[186]. The saddle-node bifurcation is thus generic, since additional parameters do not change
its structure.

A.4.2 Transcritical bifurcation

A transcritical bifurcation captures the scenario in which a fixed point always exists (e.g., popu-
lations with zero infectious individuals never experience outbreaks, regardless of the infection
rate and the other system parameters), but its stability properties change when a relevant pa-
rameter is varied. This situation is typical of SIR-like models where, in the absence of seasonal-
ity, behavioural or vaccine feedback, the endemic equilibrium and the disease-free equilibrium
exchange their stability properties ([10]; see also [243] for the effect of various parameters on
transcritical bifurcations). The associated normal form,

i(t) = pa(t) — 2(t)?, (76)

has two equilibria: £; = 0 is stable when p < 0 and unstable when p > 0; £, = p is stable
when p > 0 and unstable when p < 0. The critical value is thus p = pg = 0. The transcritical
bifurcation diagram is shown in Figure 36p.
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Figure 36: Bifurcation diagrams, where & is associated with equilibrium points (f(Z) = 0) and p with
the bifurcation parameter. (a) Saddle-node bifurcation diagram, see . Stable (blue) and unstable (red)
equilibria collide for a critical value of p and vanish. (b) Transcritical bifurcation diagram, see (76). Stable
(blue) and unstable (red) equilibria intersect and exchange stability at a critical value of p.

A.4.3 Pitchfork bifurcation

The pitchfork bifurcation leads to the emergence of two new equilibria (which are symmetric,
and then the system is driven towards either one or the other), or to their disappearance, and is
common in models of cell-fate decision, when new phenotype pathways become available, e.g.,
during stem cell development [588, 589]. It is customary to distinguish between supercritical
and subcritical pitchfork bifurcations: in the former case, two new equilibria appear, while in
the latter case, two equilibria vanish. The normal form is

i(t) = pe(t) £ (t)?, 77)

with + for the subcritical bifurcation and — for the supercritical.
Figure37h shows the bifurcation diagram in the subcritical case. The system has three equi-
libria for p < 0: the equilibrium at the origin 3 = 0 is stable and the two symmetric equilibria
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&1, = £/—p are unstable. After the critical value p = py = 0, the unstable equilibria collide
with the stable one and vanish, while the equilibrium &3 becomes unstable. This bifurcation is
found, e.g., in models of cell-fate decision, with abrupt switching [71]]. The instability is often
counterbalanced by the stabilising influence of higher order terms.

In the case of a supercritical pitchfork bifurcation, the system admits a unique equilibrium
Z3 = 0, which is stable, for p < 0. For p = py = 0, &3 becomes unstable, while two other stable
equilibria & o = ++/—p appear, thus leading to bistability. The bifurcation diagram is shown
in Figure[37p. Extra parameters can be added [829], producing cusp-like bifurcations.
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Figure 37: Pitchfork bifurcation diagrams, showing stable (blue) and unstable (red) equilibria. (a) Sub-
critical case: with +. (b) Supercritical case: with —.

A.4.4 Cusp bifurcation

The cusp is a generic dimension-1, codimension-2 bifurcation. It is often called “organising
centre” as it governs bistable regimes and switches across them [809, 656], and its normal form
is

i(t) = a+ ba(t) — x(t)®. (78)

The bifurcation mechanism is visualised in Figure[38p. The projection of its stable region in the
(a,b) plane is shown in Figure B8b; Figure [16]is the cusp diagram for system (I). The cusp
can be interpreted as an “intersection” of supercritical pitchfork and fold bifurcations, or as
an unfolding around a supercritical pitchfork bifurcation (Figure B8), and induces symmetry
breaking in the dynamics, a known mechanism for, e.g., asymmetric cellular differentiation
[830].
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Figure 38: (a) Representation of a cusp stable manifold, its projection on the (a, b) plane and the “inter-
section” of supercritical pitchfork and fold bifurcations; figure from [831]. (b) Projection of the bistable
region in the (a,b) plane, corresponding to the shaded area. Outside the shaded area, the system is
monostable. On the lines, saddle-node bifurcations occur. (c) Cusp plot as an unfolding of the pitchfork
bifurcation, 4(t) = 0.0005 + pz(t) — z(t)>.
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A.4.5 Hopf bifurcation

The Hopf bifurcation is a generic dimension-2, codimension-1 bifurcation from a stable equi-
librium to a limit cycle. Its normal form is:

(79)

1 = pry — w9 + Loy (22 + 22),
&y =1 + pwo + loo(2? + 22),

where ¢ is the Lyapunov coefficient; the bifurcation is subcritical if £ > 0 and supercritical if £ < 0.
It is characterised by complex eigenvalues crossing the imaginary axis, yielding oscillations.
The bifurcation diagram for the supercritical case is shown in Figure
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Figure 39: Supercritical Hopf bifurcation diagram. The subcritical case similarly follows the bifurcation
diagram in Figure @

B Derivation of stochastic indicators

Here we provide the proofs for the results stated in Section[4.3.3]

B.1 Proof of Proposition

To derive expressions for stationary variance and autocorrelation, we solve Eq. with an
Itd-like integration and the method of variation of constants for the solution of differential
equations. In particular, we consider y = e*'y; as an Ansatz of solution and we proceed with
It6 differentiation:

d (ektyt) = keFy, dt + eFtdy,
— kePty, dt + (fk yedt + V2D th) — ekt 2D AW,

Integrating yields e*'y; — yo = V2D fot ek dW, which can be re-arranged to get the stochastic
trajectory

t
Y = yoe M+ vV 2D/ eFE=aw, .
0

If the initial condition is deterministic or Gaussian, we can estimate the stationary mean
t t
() = (yoe ™ + \/@/ FEDAW,) = (yoe F1) + <\/@/ =D aw,)
0 0

t
:yoe_kt-f— /QDA ek(s—t)<dWS> :yoe—kt+0 t—o00 0

95



and the covariance Cov(y(¢)y(t')) = (yryw ), which is

) 2 [ttt o
(yeyer) = ygefk(tft ) 1 ( /72D> / / k(=) k(s —t )<dVVs AW,/)
0o Jo

t ot
= e F=t) L op ekt / / Pt 5(s — §')dsds’,
o 0

where we exploit the property of Wiener processes that (dW, dWy) = §(s — ') dsds’, with
d(s — ') the Dirac delta. Then,

—min(s,s’ min(t,t')
2 —k(t+t) —k(t+t)) e (25
(yeye) = yoe +2De 5%
0
_ 2 —k(t+t)) 2 —k(t+t") [ _2k—min(t,t")
= ype + 3 e e -1
_ ygefk(urt') + %64@%4’\ _ Be*k(Ht’)

and, by neglecting the rapid initial transient, we finally get:

t,t' —o0 Be_klt_t/‘

{Yryer) (80)

The stationary variance Var = (y?) — (y;)? can be computed as:
Var = (ysyu|tr=1) — <yt>2 = % (1 - 672“) 2o % (81)
The autocorrelation is AC(t —t') = lim; 00 CovlyWut) _ _ o=klt=+'| hence AC(1) = e~ .

\/Var(y(t)) Var(y ("))

B.2 Proof of Theorem [6]

Given a stationary stochastic process, its stationary spectral density function is defined as the
Fourier transform of the Covariance function [660]:

S() = Flty(e+ (o)) = 5- [ " R(r)e e, 52)

:% .

where R(7) is the covariance function. For ¢,t’ — oo, the covariance function has the expression
in (80), so the calculation is straightforward as long as we perform the change of coordinates
[t' — t| — |t|, which is admissible for stationary processes:

1 [~ _..D D 0 , o
S - —iwt = =kt _ / t(—zw-i—k)dt / —t(zw-‘rk)dt
(@) 2m / ¢ k€ 21k \J_oo ¢ * 0 ¢

— 00

D(l 1>_Dk:_D

" 2k —iw—|—kz+iw—|—kz Tk k2 +w? T w(k24w?)

B.3 Proof of Theorem

Deriving the Shannon entropy for a Gaussian distributed variable y ~ N (y, Var) yields

Ho(y) = — / p(y) log p(y/')dy/

= —E[log N (u, Var)] = E [log [ = eXP (_ 2\1ar - M)2>”

Vv 2mVar
1 1 ;1
=3 log (27Var) + M]E [(z — p)?] = 5 (log(2mVar) +1).
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