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Abstract

Retrieval-Augmented Generation (RAG) systems are increasingly
central to robust Al enhancing large language model (LLM) faith-
fulness by incorporating external knowledge. However, our study
unveils a critical, overlooked vulnerability: their profound suscepti-
bility to subtle symbolic perturbations, particularly through near-
imperceptible emotional icons (e.g., “(@_@)”) that can catastrophi-
cally mislead retrieval, termed EmoRAG. We demonstrate that inject-
ing a single emoticon into a query makes it nearly 100% likely to re-
trieve semantically unrelated texts, which contain a matching emoti-
con. Our extensive experiment across general question-answering
and code domains, using a range of state-of-the-art retrievers and
generators, reveals three key findings: (I) Single-Emoticon Disaster:
Minimal emoticon injections cause maximal disruptions, with a
single emoticon almost 100% dominating RAG output. (II) Positional
Sensitivity: Placing an emoticon at the beginning of a query can
cause severe perturbation, with F1-Scores exceeding 0.92 across
all datasets. (Ill) Parameter-Scale Vulnerability: Counterintuitively,
models with larger parameters exhibit greater vulnerability to the
interference. We provide an in-depth analysis to uncover the un-
derlying mechanisms of these phenomena. Furthermore, we raise
a critical concern regarding the robustness assumption of current
RAG systems, envisioning a threat scenario where an adversary ex-
ploits this vulnerability to manipulate the RAG system. We evaluate
standard defenses and find them insufficient against EmoRAG. To ad-
dress this, we propose targeted defenses, analyzing their strengths
and limitations in mitigating emoticon-based perturbations. Finally,
we outline future directions for building robust RAG systems.
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1 Introduction

Large language models (LLMs) excel in many tasks but face lim-
itations such as hallucinations [29] and difficulty in assimilating
new knowledge [52]. To address these shortcomings and promote
more robust Al systems, Retrieval-Augmented Generation (RAG)
has emerged as a promising framework. By integrating a retriever,
an external knowledge database, and a generator (LLM), RAG aims
to produce contextually accurate, up-to-date responses. Tools like
ChatGPT Retrieval Plugin, LangChain, and applications like Bing
Search exemplify RAG’s growing influence.

Recent research has primarily focused on enhancing model per-
formance by improving the retriever component [48, 68], refining
the generator’s capabilities [11], or exploring joint optimization of
both components [56, 59]. A common thread in these efforts is the
assumption that retrieval quality hinges on the semantic relevance
between user queries and knowledge base texts. However, does
the outcome of retrieval in RAG systems truly rely on semantic
relevance?

We uncover a critical, previously overlooked phenomenon: a
stark decoupling between semantic relevance and retrieval out-
comes in RAG systems. We demonstrate that subtle symbolic per-
turbations, specifically the injection of seemingly innocuous emoti-
cons, can catastrophically hijack the retrieval process, forcing the
system to prioritize irrelevant, emoticon-matched content over se-
mantically pertinent information (as illustrated in Figure 1). This
vulnerability, which we term EmoRAG, exposes a significant chink
in the armor of current RAG architectures. We meticulously in-
vestigate this by conducting controlled experiments across diverse
datasets from different domains, using a variety of state-of-the-
art retrievers and generators (LLMs). Specifically, we utilize two
widely used general Q&A datasets: Natural Questions [37] and MS-
MARCO [8]. Also, we extend our evaluation to a specialized domain,
incorporating a dataset from Code [13]. Our study systematically
varies factors such as the number, position, and type of emoticons,
and evaluates advanced RAG frameworks and the potential for
cross-emoticon triggering.

Why focus on emoticons? Symbolic perturbations, such as emoti-
cons (e.g., :-)’) or emojis, convey meaning visually rather than
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Figure 1: Illustration of emoticon-based perturbation hijack-
ing a RAG system. Step (D: User submits query. Step 2): Re-
triever Processing. Step 3): The retriever passes the context
to the LLM. Step @: The LLM generates a response. Step 5):
User Receives Response.

through direct semantic encoding. Emoticons are widely used in
online communication. For instance, Facebook sees over 700 million
daily emoticon messages [3] and Twitter handles about 250 million
monthly [7]. While other symbols like emojis or even garbled text
(common in adversarial attack studies [16, 70]) exist, our user study
(detailed in Appendix E) evaluated the three types of characters
across two dimensions, Noticeability and Alertness. The results show
that emojis are too noticeable and garbled texts are both noticeable
and alarming. In contrast, emoticons appear natural on both fronts,
highlighting their potential for exploitation. Although our primary
focus lies in the symbolic structure and token-level behavior of
emoticons, this emphasis serves as a starting point to expose a
deeper issue: RAG systems are sensitive to rare symbolic tokens
that distort embeddings, regardless of their semantic relevance.

Our extensive experiments reveal several key findings: (I) Single-
Emoticon Disaster: Even a single emoticon can catastrophically
affect RAG systems, causing nearly 100% retrieval of semantically
irrelevant content. (II) Widespread Effectiveness: Around 83% of
tested emoticons can induce such nearly 100% retrieval failures
as mentioned above. (III) Positional Sensitivity: Placing a single
emoticon at the beginning of a query can cause severe perturbation,
with F1-Scores exceeding 0.92 across all datasets. (IV) Parameter-
Scale Vulnerability: Larger models are significantly more sensitive
to emoticon-induced perturbations, with F1-Scores almost always
reaching 1.00 under perturbation. (V) No Cross-Triggering: Specific
emoticons only retrieve content containing the same emoticon,
which may provide an attack vector for potential adversaries.

To understand these observations, we conduct an in-depth analy-
sis of EmoRAG, and we reveal three mechanistic insights: (I) Emoticon
Modeling Deficit: Current retrievers struggle to effectively model
emoticons, often due to their long-tail distribution in training vo-
cabularies, leading to unstable representations. (II) Positional Shift:
Emoticons at the query’s start cause a significant shift in the posi-
tional embeddings of all subsequent tokens, fundamentally alter-
ing the query’s representation. (III) Vulnerability of Larger Mod-
els: Larger models have higher-dimensional representation spaces,
making their query embeddings more susceptible to perturbation.
This analysis helps explain the wide applicability and severity of
emoticon-based attacks in the RAG system.

Based on the above observations, we envision several realistic
and feasible threat scenarios in which adversaries can covertly ma-
nipulate the output of RAG systems by using specific emoticons
or other rare tokens as triggers. For example, in code security risk

Xinyun Zhou and Xinfeng Li et al.

assessment, an attacker can insert emoticons into code comments,
which may trigger the retrieval of specific code snippets, leading to
incorrect assessments and the introduction of vulnerabilities. Simi-
larly, in RAG-based review scoring, attackers can embed emoticons
into documents to bias the system toward retrieving higher-rated
content over similar alternatives, thereby manipulating evaluation
outcomes.

Recognizing the severity of this vulnerability, we evaluate stan-
dard defense mechanisms, such as perplexity-based detection, and
find them largely insufficient against EmoRAG due to high false pos-
itive rates. To address this, we developed a dataset for detecting
emoticon-based perturbed text, derived from the NQ dataset. Us-
ing this data, we trained a BERT-based model, which achieves 99%
accuracy in identifying perturbed text. While effective, this ap-
proach is tailored specifically to emoticons and does not account
for other types of special characters, underscoring the need for
broader defenses. Out of ethical considerations, we open-source the
defense-related components: the dataset we created with perturbed
text and the model we trained to detect potential malicious text.

Our main contributions are as follows:

e We present the first empirical study across three datasets, multi-
ple retrievers, advanced RAG frameworks, and a range of LLMs,
revealing a critical decoupling of semantic relevance and retrieval
outcome within RAG systems, where minor symbolic perturba-
tions can dominate the retrieval outcomes completely.

o We provide an in-depth analysis explaining why emoticons, along
with other forms of symbolic perturbations, can significantly
dominate the retrieval process of RAG systems, providing a solid
foundation for understanding their vulnerability.

e We envision realistic threat scenarios where adversaries exploit
the vulnerability to manipulate the RAG system, while offering
guidance for building robust RAG systems.

e We explore several defense strategies against EmoRAG, aiming to
mitigate its impact on RAG systems. To support further research
in this area, we open-source our dataset and models. Building on
our insights, we envision next-generation robust RAG systems.

2 Background and Related Work
2.1 RAG systems

Inrecent advances in natural language processing, RAG has emerged
as an effective framework for integrating external knowledge into
language models [5, 72]. A RAG system consists of three compo-
nents: a Knowledge Database [58, 61], a Retriever [26, 33], and a
Generator [40, 41]. Unlike traditional generative models, RAG dy-
namically retrieves relevant information from external knowledge,
enabling accurate and context-rich responses.

The RAG system operates in two stages: retrieval and genera-
tion. In the retrieval stage, given a query g, the retriever R searches
the knowledge database K and ranks documents based on rele-
vance: D = R(q, K), where D is the set of top-ranked documents.
Embedding-based methods like dense passage retrieval [34] ensure
query-document alignment in a shared vector space. In the gen-
eration stage, the retrieved documents D are combined with the
query g by the generator G, typically a pre-trained language model,
to produce the final response: 7 = G(q, D), in which D serves as
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additional text. The generator ensures responses are linguistically
fluent and contextually accurate.

2.2 Applications of RAG Systems

RAG systems have shown immense potential in real-world applica-
tions, particularly in areas like general QA and code-related tasks.
The following sections will explore recent advancements and prac-
tical implementations of RAG systems in these domains.

General: In the general domain, RAG systems have gained sig-
nificant attention for enhancing Al applications. A prime example
is WikiChat [53], a low-latency chatbot based on Wikipedia that
reduces hallucinations while maintaining high conversational qual-
ity. In practical applications, Shopify’s Sidekick chatbot [54] uses
RAG to extract store data and answer product and account queries,
improving customer service. And Amazon leverages RAG for its
recommendation engine [4], providing tailored product suggestions
to boost sales and customer satisfaction. Similarly, RedNote [50]
leverages user posts as a knowledge base and employs the RAG
system to generate recommendations.

Code: RAG systems have proven transformative in real-world
coding applications. For instance, Google’s Vertex Al Codey APIs [24]
use RAG to facilitate context-aware code generation and comple-
tion, ensuring alignment with organizational coding standards. Sim-
ilarly, Qodo [2] leverages RAG to manage large-scale code repos-
itories, enabling developers to efficiently retrieve and integrate
relevant code snippets. Additionally, platforms like Codeforces [12]
and LeetCode [38] utilize RAG to analyze users’ code errors, re-
trieve relevant documentation or example code, and offer targeted
suggestions for fixes. GitHub Copilot [22] and Cursor [15] inte-
grate specific open-source code repositories through the GitHub
API, identifying code errors and providing more accurate code sug-
gestions and error corrections. In this context, GitHub acts as a
vital knowledge source.

2.3 Existing Attacks on RAG systems

A large body of research has demonstrated that machine learning
models are highly susceptible to data poisoning and backdoor at-
tacks [9, 20, 31, 44, 55]. Specifically, when trained on a poisoned
training dataset, the machine learning model has manipulated be-
havior. However, this attack requires direct manipulation of the
model training process, which is often not feasible. When extended
to RAG systems, attackers can exploit the retrieval component by
injecting malicious texts into the knowledge database. This manip-
ulation influences the data retrieved during inference, ultimately
distorting the generator’s outputs. For example, attackers may in-
ject nonsensical but retrievable text [74], semantically misleading
information [75], or construct malicious texts by formalizing the at-
tack as an optimization problem [71]. These works require carefully
designed retrievable text for the target query, and their malicious
text may still be retrieved by normal non-target queries [75], af-
fecting the normal function of the system, which further reduces
their concealment. In contrast, EmORAG can achieve a training-free
perturbed attack against the RAG system by injecting only a small
amount of emoticons; for example, a single emoticon can increase
the F1-Score beyond 0.9, as demonstrated in Figure 4. This capabil-
ity simplifies the attack process and enhances its effectiveness. Our
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results in §3 show that EmoRAG will only be triggered when emoti-
cons appear and will not have any impact on the normal operation
of the RAG system, further improving its concealment.

3 Measurement of Emoticon Interference

Our goal is to gain a deeper understanding of how subtle query
perturbations, particularly through the use of emoticons, affect the
retrieval mechanisms within RAG systems, ultimately revealing
potential vulnerabilities that could compromise system reliability
and user trust.

3.1 Measurement Setup

Due to space constraints, the detailed experiment setup, including
the typical datasets, the three components of the RAG system (re-
triever, generator, and database), evaluation metrics, the design of
perturbed texts, baseline, and hyperparameter settings, are provided
in the Appendix A.

3.2 Key Observations from Evaluation

Finding 1: EmoRAG achieves near-perfect ASRs and F1-Scores
under perturbed queries. Table 1 and Table 2 report the F1-Scores
and ASRs achieved by EmoRAG under perturbed queries. Our experi-
ments reveal the following key observations: First, EmORAG achieves
near 100% ASRs across various retrievers, even with only N = 5
perturbed texts injected into a knowledge database of millions of
entries. Second, EMORAG demonstrates robust performance across
both general and specialized domains, with F1-Scores above 0.95
and ASRs close to 100% on all datasets. These results highlight the
generalizability and effectiveness of EmoRAG. The superior perfor-
mance motivates further investigation, as detailed in § 4.

Finding 2: EmORAG preserves retriever performance under
clean queries. Tables 1 and Table 2 show that, under clean query
scenarios, the RAG system operates as expected, achieving F1-
Scores of 0.0 across all datasets and retrievers. This indicates that no
perturbed texts are retrieved under clean query, ensuring normal
system functionality.

Finding 3: Models with larger parameters are more sus-
ceptible to EmoRAG. As shown in Table 1 and Table 2, models with
larger parameter sizes (more than 7B) are more easily perturbed,
achieving F1-Scores of 1.0 across all datasets. This suggests that the
currently leading models on the MTEB leaderboard [46] are more
vulnerable to this emoticon-based perturbation. A detailed analysis
is provided in § 4.

3.3 In-depth Factor Analysis

3.3.1 Impact Factors on RAG’s Performance. Impact of generator.
Table 3 presents the result of EmoRAG with different generators. For
this evaluation, we selected three LLMs with varying parameter
sizes as generators: GPT-40, LLAMA-3.1-8B, and Qwen2.5-1.5B. The
temperature hyperparameter for all LLMs was set to 0.0 to ensure
consistent responses. The results show that, despite differences in
architecture and scale, EmORAG achieves high effectiveness across
all generators, with ASRs exceeding 95% in nearly all cases.
Impact of retrievers. Table 1 and Table 2 present the effects of
EmoRAG with various retrievers in RAG systems. The results show
that EmoRAG consistently achieves high F1-Scores across various
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Table 1: Perturbed effects of EmORAG across various domains, model architectures and parameter scales, and query
types. Noteworthy results are highlighted in Red and Green for emphasis.

Datasets (i Metric Retriever of RAG System
y SPECTER Contriever Qwen2-7B e5-7B-mistral SFR-Embedding BGE-en-icl
‘ ASR T ‘ 100.00% 100.00% 100.00% 100.00% 99.98% 100.00%
Perturbed
Natural Question | | F1-Score 7| 0.96 0.97 1.00 1.00 1.00 1.00
| Clean |F1-Score ||  0.00 0.00 0.00 0.00 0.00 0.00
\ ASRT | 99.97% 99.98% 99.98% 99.97% 100.00% 99.98%
Perturbed
MS-MARCO | | F1-Score 7| 0.97 0.98 1.00 1.00 1.00 1.00
| Clean |F1-Score ||  0.00 0.00 0.00 0.00 0.00 0.00
| | ASRT | 99.98% 99.91% 99.96% 99.96% 99.96% 99.96%
Perturbed
CODE \ | F1-Score 7| 0.96 0.99 1.00 1.00 1.00 1.00
| Clean |F1-Score||  0.00 0.00 0.00 0.00 0.00 0.00
i: A “Perturbed” refers to a query that includes emoticons, a “Clean” refers to a query without emoticons.
Table 2: Perturbed effect of EmoRAG on the Code domain- Table 3: Perturbed effect of EmoRAG on generators
specific retriever . Generator
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Figure 2: Impact of 96 emoticons with diverse structures, frequencies, and meanings on EmoRAG
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Figure 3: The impact of increasing N and k on ASR, Precision, Recall, and F1-Score in the NQ dataset.

retrievers, regardless of their parameters or architectures, including by the retriever. When k < N (N = 5 by default), the ASR of EmoRAG
Code-BERT, which is specifically designed for the code domain. remains high. Precision, which measures the fraction of retrieved
Impact of k. Figure 3 illustrates the impact of k on EmoRAG, perturbed texts, remains very high, while Recall increases as k

where k represents the number of top-k most similar texts returned

increases. When k > N, ASR does not decrease significantly as k
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Figure 4: The impact of varying the number of injected emoticons on the F1-Score across

multiple datasets with Contriever as the retriever.
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Figure 6: The impact of injecting different numbers of emoticons at different positions within

the query and texts, with Contriever as the retriever.

increases. This is due to the shift in the vector space caused by the
injected emoticons, which results in fewer semantically relevant
texts being retrieved, as further analyzed in § 4. Recall approaches 1
when k > N, indicating that nearly all perturbed texts are retrieved.

3.3.2  Impact of Hyperparameters on EmoRAG. Impact of similar-
ity metric. Table 5 presents the results when different similarity
metrics are used to calculate the similarity of embedding vectors
for retrieving texts from the database in response to a query. We ob-
serve that EmoRAG achieves similar results across different similarity
metrics in both settings. This consistency suggests the effectiveness
of EmoRAG is not highly sensitive to the choice of similarity metric,
further demonstrating the robustness of our approach.

Impact of N. Figure 3 illustrates the impact of N on EmoRAG,
where N represents the number of perturbed texts injected into the
knowledge base. When N < k (k = 5 by default), the ASR increases
as N grows. This is because larger N results in more perturbed
texts being injected into the knowledge database. Consequently,
Precision also increases with N, while Recall remains consistently
high. When N > k, ASR and Precision stabilize at consistently high
values. The F1-Score, which balances Precision and Recall, initially
increases with N but starts to decrease once Recall drops for N > k.

Impact of the Number of Emoticons. Figure 4 illustrates the
effect of injecting varying numbers of emoticons into queries and
perturbed texts, with Contriever as the retriever. First, even with
the injection of a small number of emoticons, EmoRAG is capable of
executing highly efficient interference. For example, when just a
single emoticon is injected at the start of the query, the F1-Score
consistently exceeds 0.92 across all datasets. Furthermore, when the
number of injected emoticons increases to two, EmoRAG achieves
F1-Scores of 1.00 on nearly all datasets, suggesting that it is capable
of achieving maximal interference with minimal effort.

Impact of Position of Emoticons. Figure 6 shows the effect
of injecting varying numbers of emoticons at different positions in
queries and texts. In addition to placing emoticons at the start or
end, we also test injecting them at arbitrary positions. Several key
observations emerge. First, injecting emoticons at the start can lead

Number of Emoticons

Figure 7: PCA results for the
NQ.

to an effective interference, though performance is slightly better
when placed at both positions. Interestingly, inserting emoticons
at random positions also impacts the retrieval process effectively,
but to a lesser degree. Placing emoticons only at the end proves
ineffective. We examine this phenomenon in detail in § 4.

Impact of Emoticon Type. We explore how different emoti-
con types impact EmoRAG. We select 96 emoticons, covering diverse
structures, usage frequencies, and meanings. Due to space con-
straints, Figure 14 (in Appendix D) shows a subset of 14 representa-
tive emoticons. As shown in Figure 2, EmoRAG achieves an F1-Score
close to 1.0 for about 83% of the types, but scores are lower for 17%
of the types. This highlights the vulnerability of RAG systems, as a
wide range of emoticons can be used to launch successful attacks.
We observe that emoticons with more complex structures usually
achieve higher F1-Scores. Based on this, we propose a metric to
predict emoticon effectiveness directly, evaluating each emoticon
on two features: total number of tokens and number of unique tokens.
The total token count represents individual elements, while unique
tokens capture the diversity of components. We calculated the score
using the following formula:

2 X Total Tokens X Unique Tokens
Total Tokens + Unique Tokens

1)

Score =

These metrics suggest that higher total tokens and greater token
diversity lead to more distinct embeddings. However, while this
metric is somewhat effective, it is only a preliminary approach, and
more robust indicators are needed to accurately assess emoticon
effectiveness.

Other Special Characters. While our initial experiment focuses
on emoticons, other special characters may also act as triggers in
real-world scenarios. With this in mind, and considering the nature
of injecting special characters, we select emojis as another type
of special character. Following the same experimental setup, we
choose six different types of emojis, injecting each type four times
at the beginning and end of both queries and malicious texts. In
total, five malicious texts are injected into the database. As shown
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Emoji as a trigger
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Figure 8: Other Special Characters

Table 4: EmoRAG on different similarity metrics.

Datasets | Similarity | o — ﬂe"‘“s s
NO | Dot Product | 0.98 | 99.97%
| Cosine | 097 | 100.00%
MSMARCO | Dot Product | 1.00 | 100.00%
|  Cosine | 0.98 | 99.98%
CODE | Dot Product | 0.99 | 99.96%
| Cosine | 099 | 99.96%

Table 5: EmoRAG under Advanced RAG systems

Datasets | Advanced RAG | o r“:‘;tr‘i“ o
NO | Robust-RAG | 097 | 7551%
| SelfRAG | 097 | 76.77%

MS.MARCO | RobustRAG | 098 | 79797
| SelfRAG | 098 | 85.86%

CODE | RobustRAG | 099 | 83.16%
| SelfRAG | 099 | 91.28%

in Figure 8, emojis are much less effective than emoticons in trig-
gering system vulnerabilities. This is likely because emoticons are
more complex, and common emojis are already in the model’s
vocabulary, reducing their impact. We do not choose garbled char-
acters as special characters for two reasons. First, it is impossible
for the same garbled characters to appear in normal user queries,
which significantly limits the scope of potential attacks. Second,
garbled characters in regular text are uncommon and can easily
raise people’s awareness.

Cross-Emoticon Triggering Attack. In the initial experiment,
we inject the same emoticons into both the queries and perturbed
texts. However, we are curious whether cross-emoticon injection,
which involves using different emoticons in queries and perturbed
text, could also serve as a trigger? To explore this, we select the first
seven emoticons from Figure 14 (Appendix D) and conduct cross
experiments with all possible pairs. Specifically, we pair each emoti-
con with every other emoticon, resulting in a total of 21 unique
pairs, following the same experimental setup. The results, presented
in Figure 9 (Appendix D), show that only identical emoticons in
both the query and the perturbed text can act as effective triggers,
achieving an F1-Score of 1.0. When different emoticons are used,

Xinyun Zhou and Xinfeng Li et al.

1.0
Cross-emoticon triggering
7{0.0]0.0]|0.0|0.0
0.8
6]o.0|0.0]0.0]0.0
8
2>5]00fo0]0.0 0.0|0.0 0.6
C o
.54 0.0]0.0 0.0/0.0{0.0 g
—
§3 0.0(0.0[0.0]/0.0 0.4
w
2 0.0(0.0]0.0]0.0
0.2
1 0.0/0.0|0.0f0.0
1 2 3 4 5 6 7

Emoticon Type —0.0
Figure 9: Cross-emoticon triggering

the F1-Scores are all essentially 0.0. This specific triggering behavior
enables attackers to exert precise control over RAG system outputs,
highlighting a viable pathway for targeted manipulation.

3.4 Advanced RAG Systems.

In the framework outlined above, we primarily focus on the ba-
sic RAG system. However, this approach may be less effective in
real-world applications that require higher levels of reliability. To
address these limitations, several advanced RAG systems have been
proposed. For example, Xiang et al. [65] introduced Robust-RAG,
which used an isolate-then-aggregate strategy. It first computed
responses from the LLM for each passage individually and then
securely aggregated them. To ensure robustness, they proposed
two aggregation techniques, keyword and decoding aggregation.
Meanwhile, Asai et al. [6] introduced Self-RAG, a self-reflective
system within a single LLM. This system adaptively retrieved rel-
evant passages on demand and used special tokens to reflect on
and enhance both the retrieved passages and the model’s response,
improving coherence and accuracy.

With this in mind, we conduct experiments to evaluate the per-
formance of EmoRAG in comparison to these advanced RAG systems.
The experimental settings are consistent with previous evaluation,
where we injected N = 5 perturbed texts into the database. For the
Robust-RAG system, we focus on the keywords mechanism, as this
defense is particularly suitable for free-form text generation tasks.
Additionally, we set the retrieval parameter k = 10, meaning that a
total of 10 texts were retrieved from the knowledge database. Table
5 shows that EmoRAG achieves high ASRs, demonstrating that even
advanced RAG systems remain vulnerable to EmoRAG. As discussed
in the § 4, the injection of emoticons disrupts the mapping of the
original query in the high-dimensional space. This perturbation
forces the retrieval process to reduce the likelihood of retrieving
relevant content. As a result, this shift in retrieval dynamics sub-
stantially increases the success rate of EmoRAG.

4 General Mechanisms Behind Emoticon
Interference

EmoRAG is not a peculiarity of emoticons themselves, but a concrete
instance of broader structural vulnerabilities in RAG systems. Its
root causes stem from how retrievers handle rare tokens, their
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Impact of Emoticon Injection on Retrieval Process
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Figure 10: Emoticon Perturbation lowers retrieval perfor-

mance on the BEIR benchmark
sensitivity to token positions, and the geometric properties of high-

dimensional embedding spaces.

4.1 Rare Tokens Shift Query’s Embedding

When processed by tokenizers, emoticons are treated as distinct
tokens. Depending on the tokenizer’s design, they may either be
split into subword units or replaced with the <unk> token if they
are out-of-vocabulary (OOV) tokens. When consistently mapped to
<unk>, the retriever is unable to utilize their contextual semantics,
impairing performance on tasks such as text comprehension and
sentiment analysis. Importantly, both <unk> tokens and emoticons
often fall into the long-tail of the token distribution [49], where a
small set of high-frequency tokens dominates the vocabulary, while
rare tokens appear only sparsely in the training data. Thus, token
embeddings for rare items, such as emoticons, tend to lie far from
common token clusters in the embedding space, formalized by:

Dist(E(r),E(w)) =26, 6>0, e€c & weV 2)

Here, E(r) € R? denotes the embedding of rare tokens, and
E(w) € RY that of a frequent token. Although these rare token
embeddings lie far from common tokens in the semantic space,
they often cluster closely together. This isolation, combined with
internal consistency, allows them to disproportionately influence
sentence-level representations. As a result, their presence in queries
can unpredictably distort semantic meaning.

To visualize this effect, we apply Principal Component Analysis
(PCA) to the query embeddings. As shown in Figure 5 and Figure 7,
clean queries (blue circles) are spread across the embedding space,
reflecting natural semantic diversity. In contrast, perturbed queries
with emoticon injections (red squares) collapse into a dense, com-
pact cluster. This shift illustrates how rare tokens such as emoticons
sparsify and distort query representations, pulling them away from
their original distribution and undermining semantic fidelity in the
retriever’s embedding space.

Beyond visualization, we empirically evaluate the impact of such
perturbations on retrieval performance. Specifically, we conduct
experiments on four datasets from the BEIR benchmark, Covid,
NFCorpus, DBPedia, and Touche, to compare retrieval results be-
tween clean and perturbed queries using nDCG@10. As shown
in Figure 10, emoticons significantly disrupt semantic alignment,
reducing the likelihood of retrieving relevant documents.

4.2 Insertion-Induced Positional Shift

Transformer models encode not only token identities but also
their positions within a sequence via positional embeddings. Let
Etoken (W) € R? denote the embedding of token w, and Epo (i) € R4
the positional embedding at position i. The final embedding fed
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Figure 11: Manipulation of RAG-based code assessment sys-
tems via emoticon-triggered retrieval

to the model is defined as: Egnal (W, i) = Etoken(w) + Epos(i). This
formulation makes transformers inherently sensitive to input to-
ken order. When new tokens are inserted at the beginning of
a sequence, they systematically shift the positions of all subse-
quent tokens. For a sequence wy, wy, . . ., Wy, the insertion of a sub-
sequence of length m at the front results in the following shift:
Efnal(wi, i) — Egpa(wi, i + m), fori > 1. This shift alters the
positional context of every downstream token, potentially disrupt-
ing the model’s learned semantic representations. In contrast, in-
sertions at the end of a sequence leave the relative positions of
earlier tokens unchanged, leading to a far less pronounced impact.
This demonstrates a general structural vulnerability in transformer-
based models: any insertion near the start of a sequence can induce a
global positional shift, cascading through the architecture and modi-
fying all subsequent token representations. This mechanism applies
broadly and helps explain why seemingly minor input changes at
the beginning can result in large changes in model behavior.

4.3 Amplification in High Dimensions

Larger retrieval models, with more parameters, are more sensitive
to subtle differences between tokens, making them more responsive
to variations like the inclusion of emoticons. Operating in high-
dimensional embedding spaces, these models capture nuanced to-
ken relationships, so even small changes, such as emoticons, can
significantly impact sentence embeddings. Additionally, larger re-
trieval models typically have higher dimensional embedding spaces.
In such models, the amplification effect of small perturbations is
even greater because the increased dimensionality provides more
pathways for these changes to propagate through the embedding.
As a result, even small shifts in the embedding caused by the addi-
tion of rare tokens can lead to considerable changes in the sentence’s
overall representation.

5 Adversarial Threat Modeling
5.1 Threat Scenarios and Practical Exploitability

For RAG systems, particularly in areas like general knowledge
question-answering and code generation, the adversary model is
unique due to the partial accessibility of the database. Our study
considers two potential scenarios: (1) The attacker injects false
content into the database, waiting for it to be triggered by queries
from benign users; (2) The attacker tricks the RAG system directly
to exploit vulnerabilities for malicious gain.

(1) Benign User as Victim: In this scenario, attackers target
benign users by exploiting queries that unintentionally contain
emoticons, particularly those copied directly from social media,
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Table 6: Overall Performance of EmoRAG compared
with baselines across various domains with SPECTER
as the retriever.

Metrics
Datasets Attack FiScore | | ASRT
| Corpus Poisoning | 0.96 | 96.62%
NO | Prompt Injection | 0.75 | 71.21%
| GCGAttack | 000 | 3.01%
| EmoRAG (Ours) |  0.97 | 100.00%
| Corpus Poisoning | 0.96 | 96.39%
MS-MARCO | Prompt Injection | 0.72 | 75.39%
| GCGAttack | 000 | 113%
| EmoRAG (Ours) |  0.98 | 99.98%
| Corpus Poisoning | 0.97 | 97.11%
CODE | Prompt Injection | 0.72 | 71.76%
|  GCGAttack | 000 | 231%
| EmoRAG (Ours) |  0.99 | 99.91%
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Figure 12: Perplexity Defense against EmoRAG.

where emoticons are prevalent. A survey by Kika Keyboard [35]
found Google ranks fourth among the top five apps for emoticon
use, with the others being social media platforms, indicating that
users often include emoticons in their queries. In addition, the
Unicode Consortium [60] publishes the usage frequency of each
emoticon annually. Attackers can leverage this data to craft mali-
cious content featuring the most popular emoticons. When users
enter such emoticons into their queries, they unknowingly trig-
ger the malicious content within the RAG database, which may
return them misleading information, like the CEO of Apple is Elon
Musk [75]. Likewise, for code generation tasks, attackers might
insert emoticons into comments within vulnerable code snippets.
When users, especially beginners, include matching emoticons in
their queries, these malicious snippets are triggered, causing the
RAG system to return insecure code.

(2) RAG System as Target: In this scenario, the attacker sub-
mits queries directly to the RAG system to manipulate its responses.
To achieve this, they pre-inject malicious text with emoticons into
comments or documents. When the queries include these emoticons,
the injected text is triggered, allowing the attacker to manipulate
the system’s responses. As shown in Figure 11, in code security risk
assessment, attackers can insert emoticons into code comments, a
practice that is already seen in the real world !, and these emoti-
cons can trigger malicious content, leading to incorrect security
assessments and vulnerabilities. Similarly, in RAG-based review
scoring, attackers can manipulate scores by inserting emoticons.

!For instance, GitHub’s CREG [19] provides guidance on using emoticons in code
review, and tools like Emojicode [18] make insertions more convenient.
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Figure 13: Dilution Defense against EmoRAG

5.2 Adversary’s Capability

Starting from feasibility, we assume that the adversary does not
have access to the internal parameters of the retriever R or the
generator G. Furthermore, the adversary cannot manipulate the
training phase of R or G. This ensures that the adversary’s actions
are limited to external interactions with the system, specifically by
submitting queries g through the system’s interface. In line with
previous studies [10, 67, 71, 74, 75], we assume that the adversary
has the ability to inject malicious texts into the knowledge database
D. However, the modifications to the knowledge base are minimal,
with the injected malicious texts constituting less than 0.01 %.of
the total content in D. This assumption is not only feasible but also
aligns with real-world scenarios, as outlined below:

¢ General Domain (e.g., Wikipedia): A recent study [10] demon-
strated the feasibility of maliciously editing 6.5% (conservative
analysis) of Wikipedia documents. EmoRAG requires only a small
number of injected texts (less than 0.01%.) to achieve a high
Attack Success Rate.

e Code Domain: In open-source code repositories, developers
can add or edit code, which allows malicious actors to insert
emoticons around vulnerable code, creating conditions for at-
tacks. Additionally, some RAG systems use GitHub directly as a
knowledge base or connect to specific GitHub repositories via
APIs [15, 22], enabling malicious users to upload vulnerable code
directly.

6 Defenses against EmoRAG

To counter the risk of emoticon-based attacks on RAG systems,
we propose several defense strategies to mitigate the impact of
emoticon-based perturbation: Dilution Defense, Query Disinfection,
and Perturbed Texts Detection. Dilution Defense aims to reduce
the interference by increasing the number of retrieved texts. How-
ever, as shown in Figure 13 (Appendix B.1), it does not significantly
reduce the impact due to the shifts in query representation caused
by emoticons. Query Disinfection leverages paraphrasing tech-
niques. Specifically, we use GPT-4o to generate five paraphrased
queries. For each paraphrased query, k texts are retrieved to gen-
erate answers. The final response is generated by aggregating the
answers from all paraphrased queries. As shown in Table 9 (Appen-
dix B.2), this defense effectively mitigates EMORAG, but it is resource-
intensive. For Perturbed Texts Detection, we explore the use
of perplexity scores. The results, visualized in violin plots (Fig-
ure 12), show that while the true positive rate (TPR) is high, the
false positive rate (FPR) is also high, indicating that perplexity alone
is insufficient for classification. To address this, we built a dataset
and trained a BERT-based model (Appendix B.3) to detect perturbed
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texts, achieving over 99% recognition accuracy. Based on these find-
ings, we outline directions for designing the next generation of
robust RAG systems (Appendix E).

In addition to these detection strategies, we recommend the fol-
lowing fundamental improvements to retriever training to enhance
system resilience: SI: Pre-training with special tokens to better
capture the contextual meaning of emoticons. S2: Expanding the
vocabulary to prevent special tokens from being treated as noise.
S3: Incorporating character and subword embeddings to improve
the model’s generalization to rare tokens.

7 Conclusion

We identify and analyze a critical yet overlooked vulnerability in
RAG systems: the decoupling of semantic relevance and retrieval
success. We propose effective mitigation strategies and contribute
valuable resources, including our dataset, detection model, and
defense code, to foster further research. Ultimately, our efforts
advance representation learning and contribute to enhancing the
safety, robustness, and trustworthiness of Al systems in handling
complex and unpredictable inputs.
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Table 7: Statistics of datasets

Datasets ‘ Total Texts ‘ Total Queries
Natural Questions | 2,681,468 | 6,289
MS-MARCO | 8841823 | 9,129
CODE | 3343303 | 7,450

A Measurement Setup
A.1 Typical Datasets in the RAG domain

EmORAG is evaluated using three distinct datasets across two domains—
general QA and code. Dataset statistics are shown in Table 7.

e General QA. We follow prior works [71, 75] to use Natural
Questions (NQ) [37] and MS-MARCO [8]. The NQ knowledge
base is derived from Wikipedia, consisting of 2,681,468 texts. And
the MS-MARCO knowledge base is sourced from web documents
using the Microsoft Bing search engine, containing 8,841,823
texts.

e Code. The Github-code-clean [13] contains 115 million code
files from GitHub, including 32 programming languages and 60
extensions, totaling 1 TB of data, from which we selected more
than three million records.

A.2 RAG Setup

For the three components of the RAG system, their settings are as
follows:

o Retriever. We evaluate seven retrievers representing a range of
architectures and model sizes, including both general-purpose
and domain-specific models. These are: Contriever (110M) [39]
and SPECTER (110M) [14], two widely used academic models;
Qwen2-7B (7.6B) [42], E5-Mistral-7B (7.2B) [63], SFR-Embedding-
2R (7.2B) [45], and BGE-EN-ICL (7.2B) [66], currently leading
models on the MTEB leaderboard [46]; and CodeBERT (124M) [21],
a domain-specific model for natural and programming languages.

e Generator. For the generative component, we consider three
LLMs: GPT-4o [1], LLaMA-3-8B [17], and Qwen2.5-1.5B [57]. To
ensure consistency across experiments, the temperature param-
eter for all models is fixed at 0.0. The prompt design is provided
in the Appendix D.4.

¢ Knowledge Database. We construct a dedicated knowledge
database for each dataset, resulting in three distinct databases.

A.3 Evaluation metrics

In line with previous RAG poisoning studies [71, 74, 75], we evaluate
the performance of EmoRAG using the same two key metrics: F1-
Score and Attack Success Rate (ASR). These metrics are assessed
across two categories of queries: perturbed queries (with emoticons)
and clean queries (without emoticons).

A.3.1 Metrics for Evaluating Perturbed Queries. For queries that

contain emoticons, referred to as perturbed queries, we use the

following metrics:

o Precision/Recall/F1-Score: The F1-Score reflects the overall
success rate of retrieving the pre-injected perturbed text. Note
that the F1-Score is calculated as FI1-Score = 2 X Precision X
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Table 8: Comparing ASRs calculated by the sub-
string matching and human evaluation. The
dataset is NQ and MS-MARCO.

Generator of RAG System

Datasets BEde GPT-40 LLaMA3-8B Qwen2.5-1.5B

| Substring | 0.99 1.0 1.0
NQ | GPT-40 | 099 099 1.0

‘ Human Eval ‘ 1.0 0.99 1.0

| Substring | 1.0 1.0 1.0
MS-MARCO| GPT-40 | 099 1.0 0.99

| Human Eval | 0.99 1.0 1.0

Recall/(Precision+Recall). A higher F1-Score indicates a higher
probability that the attacked system retrieves perturbed texts.

e Attack Success Rate (ASR): The Attack Success Rate (ASR)
measures the proportion of responses successfully manipulated
when perturbed queries are provided. A high ASR indicates
that EmoRAG effectively interferes with the RAG system. For
queries with short answers (less than three words), following
previous studies [51, 75], we use a substring matching approach
to evaluate the correctness of the response. For queries with
longer answers (more than three words), following previous
studies [73], we leverage GPT-40 mini as a judge (prompt in
Appendix D.5). In line with previous work [71, 75], we conduct
a human validation process (by the authors) to validate both
methods. We find that these methods produce ASR values aligned
with human evaluation, as shown in Table 8.

A.3.2  Metrics for Evaluating Clean Queries. Consistent with previ-
ous RAG poisoning studies [71, 74, 75] for queries without emoti-
cons, referred to as clean queries, we evaluate the system’s perfor-
mance using the following metric:

o Precision/Recall/F1-Score: The F1-Score is also used to evalu-
ate the retrieval success under clean queries. A lower F1-Score
demonstrates that, in the absence of emoticons, the retriever
avoids indexing perturbed texts and functions properly by re-
trieving relevant and accurate texts.

A.3.3  Metrics for Choosing Emoticons. Before evaluating the ef-
fectiveness of emoticon-based perturbations, it is crucial to select
suitable emoticons that are likely to induce disruptions in the RAG
system.

We introduce the embedding offset, a metric that measures the
shift of representation when an emoticon is injected into the origi-
nal query. Specifically, for a given query g;, we consider the original
query embedding E,; € R4, and the embedding Epoisoned € R? of
the perturbed query after injecting the emoticon ei. To evaluate the
impact of the emoticon on the query’s embedding, we compute the
similarity between these two embeddings. The embedding offset
Oy for emoticon ey is defined as the dissimilarity between E; and
Epoisoned: and can be calculated using the following formula:

Ok =1- Sim(qori: qperturbed), (3)
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where Sim(Eor, Eperturbed) Tepresents the similarity score be-
tween the original query and the perturbed query embeddings.
This function can be based on various similarity measures, such as
cosine similarity or other distance metrics. For each original query,
we test all candidate emoticons by injecting them at the beginning
of the original query and calculating the embedding offset Oy for
each emoticon. We then rank the emoticons based on the magni-
tude of the offset. The emoticon that causes the greatest shift in the
query’s embedding is considered the most destructive. It is worth
mentioning that we also consider the natural constraints of the
corpus and the naturalness of injecting emoticons in specific texts.

Although effective, this method requires extensive testing. To
simplify the selection of emoticons, we propose an automated met-
ric in Equation 1 (details in Appendix D.1). The results obtained
from these two metrics are consistent to a certain extent, further
validating the effectiveness of this method. This metric significantly
reduces the runtime.

A.4 Design of Perturbed Text

Unlike traditional data poisoning methods [71, 75], EmoRAG does
not rely on semantic similarity between the perturbed text and
the query. This key distinction allows for greater flexibility in the
design of perturbed texts. Specifically, since the emoticon itself
serves as the primary trigger for retrieval, the injected content does
not need to be contextually or topically aligned with the original
query.

As aresult, we design a generic set of perturbed texts that can be
reused across different domains and query types. Each perturbed
text is paired with the same emoticon used in the corresponding
perturbed query to ensure embedding alignment in the retriever’s
representation space.

The following is an example of a query and text pair in the
general domain.

7~

Perturbed Query: “Does Apple’s latest phone have qual-
ity issues? (@_@)”

Perturbed Text: “Multiple users have reported that the
brand’s recent products have serious quality issues, includ-
ing overheating and fragility(@_@). Although the com-
pany has denied these problems, industry insiders say that
these problems may be caused by poor production line
management.”

A.5 Hyperparameter Setting

Unless stated otherwise, the following hyperparameters are used
for EmoRAG in our experiments. We choose an emoticon e; as a
trigger, as mentioned above. This emoticon is injected four times
at both the beginning and end of each query and its corresponding
perturbed texts. We inject only N = 5 perturbed texts into the
database and configure the retriever to return the top 5 texts with
the highest similarity (k = 5 ). All experiments were conducted on
NVIDIA A100 GPUs (80GB memory) with PyTorch 1.8. And the
total compute cost for all experiments was 4000 GPU hours. No
preliminary/failed experiments were excluded due to computational
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Table 9: Paraphrasing defense against EmoRAG.

Dataset w/o defense with defense
atasels | Fi-Score  ASR | Fi-Score ASR
NQ | 096  100.00% | 0.00  0.00%

MS-MARCO |  0.97 99.97% | 0.00  0.00%

constraints. In §3.3.2, we systematically evaluate the impact of these
hyperparameters on EmoRAG.

B Defenses against EmoRAG

Many works [30, 32, 62, 64] have been proposed to defend against
data poisoning attacks. However, most of them are not applicable
because EmoRAG does not compromise the training dataset of LLMs.
Thus, we extend the widely used defense to protect LLMs from
attacks and develop targeted defenses specifically for EmoRAG.

B.1 Dilution Defense

We inject a fixed number of perturbed texts into a knowledge data-
base. In scenarios where k texts are retrieved and k > N, the retrieval
will yield k - N clean texts. This observation leads to our proposed
defense strategy, Dilution Defense, which reduces the impact of
perturbed texts by increasing the number of retrieved texts. In our
experimental setup, we evaluate this defense under a default set-
ting with N = 5. The results, presented in Figure 13, illustrate the
performance of Dilution Defense across ASR for larger values of k
on the NQ and MS-MARCO datasets. Despite the increase in the
number of clean texts retrieved, we find that the dilution strategy
fails to significantly reduce the ASRs. As discussed in §4, the injec-
tion of emoticons alters the embedding positions of the query in
high-dimensional spaces. This change disrupts the retrieval pro-
cess, reducing the likelihood of retrieving relevant text, so EmoRAG
cannot be easily mitigated by increasing the number of retrieved
texts.

B.2 Query Disinfection

Achieving effective query disinfection is challenging due to the
vast number of emoticon variations—there are tens of thousands of
forms [69], and new ones are continuously emerging [36]. Keyword
matching proves ineffective as it cannot keep up with the constant
evolution of emoticon forms. To address these challenges, we adapt
the paraphrasing technique from Jain et al. [27], originally used
against jailbreaking attacks. Specifically, the defense uses an LLM
to paraphrase a given text, with the hypothesis that paraphrasing
helps filter out emoticons. We evaluate this defense by generating
five paraphrased versions of each poisoned query using GPT-4. For
each paraphrased query, we retrieve k relevant texts and gener-
ate answers based on these texts. The final response is produced
by aggregating the answers from all the paraphrased queries. As
shown in Table 9, this defense effectively mitigates EmORAG, as para-
phrasing removes emoticons from the queries. As demonstrated in
Table 1, the RAG system functions as expected under clean queries.
However, it is time-consuming and resource-intensive, requiring
multiple paraphrased queries and text retrieval. Therefore, more
efficient query disinfection methods are needed.
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B.3 Perturbed Texts Detection

Achieving effective detection of perturbed texts is challenging due
to the vast size of the database, with perturbed texts representing
less than 0.01%.0f the total data. To address this challenge, we
explore perplexity (PPL) [28], a common metric for evaluating text
quality and defending against adversarial attacks on LLMs [23].
We hypothesize that the perplexity of perturbed texts differs from
clean texts. To test this, we compute perplexity scores for both types
using OpenAI’s c1100k_base model from tiktoken [47]. The results,
visualized in a violin plot (Figure 12), show a high false positive
rate (FPR) when the true positive rate (TPR) is high, suggesting that
perplexity is insufficient for classification.

Due to the limitations of perplexity in distinguishing perturbed
texts, we conclude that a dedicated model is needed for accurate
identification. To enable further research, we construct a specialized
dataset for this purpose. We compile an emoticon pool of 1,500
unique emoticons and inject them into portions of the NQ and
MS-MARCO datasets, creating 1,542,788 instances with up to eight
emoticons per data point. We train a BERT-based model on this
dataset, achieving an impressive recognition accuracy of 99.22%. We
plan to release both the model and the datasets to facilitate future
research. While effective for detecting emoticon-based perturbed
text, this approach is limited to one class of special characters.
Training separate models for each type would be resource-intensive,
highlighting the need for a more scalable solution to detect a wider
range of perturbed text patterns.

Details of data preparation and model training:

o Data Preparation: We constructed an emoticon pool containing
approximately 1,500 emoticons and selected around 760,000 data
points from the NQ dataset. Up to eight random emoticons were
injected at random positions within each data point, creating
the perturbed text samples. Simultaneously, we selected another
set of 760,000 data points from the NQ dataset, which did not
overlap with the perturbed samples, to serve as clean text. The
test set consists of approximately 7,000 data points.

e Model Adjustment: (1) Model Architecture: bert-base-uncased
model; (2) Optimizer and Learning Rate: 1e-5 with AdamW opti-
mizer; (3)Batch Size: 64; (4) Metrics: Accuracy computed using
the evaluate library.

e Training Configuration: (1) Epochs: 3 epochs; (2) Weight De-
cay: 0.01; (3) The machine used for training was an A100 GPU.

More details are given in our code.

C Ethical Considerations and Open Science
Policy Compliance

RAG systems are increasingly integrated into various industries,
but their misuse can lead to serious consequences, including the
spread of misinformation, loss of public trust, and even national
security threats. Our research motivation, experiments, and user
study on emoticon, emoji, and garbled text were approved by the
institutional review board (IRB). Additionally, to mitigate threats
to RAG systems, we conducted all experiments in a controlled
local environment to ensure that there would be no impact on live
systems or real-world applications. No attacks were performed in
production environments, and no RAG systems were manipulated
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maliciously, highlighting our commitment to the highest ethical
standards in research.

We ensure this paper does not contain any perturbed text or
emoticons that could be directly exploited. To foster future research
on more effective defenses, we open-source our custom dataset >
for detecting emoticon-poisoned text, along with the code * and
BERT-based detection model . We hope to provide researchers
with more resources to help them develop more effective detection
techniques. In the spirit of responsible research, we are committed
to transparently sharing the identified vulnerabilities with develop-
ers to facilitate timely risk mitigation. Specifically, we will email
the manufacturers of the models used in this paper to inform them
of the vulnerability and look forward to collaborating with them
to develop more effective defenses. Moreover, we will continue to
work with developers, policymakers, and the broader research com-
munity to safeguard artificial intelligence technologies, ensuring
they serve society in a responsible and beneficial manner.

D Supplementary Measurement Details
Figure 3 illustrates how varying the number of injected perturbed

texts N and the retrieval parameter k influences the performance
of EmoRAG.

(Type 1: ¥ (@A7~@)/ Type8: Owo )
Type 2:~ (~__~) - Type 9: o((0__0))o
Type 3: ¢4 (w*)s¢ Type 10: (@_@;)

Type 4: (vell°)y” 3- = Typel1l:(* 37 )

Type 5: (Qw@) ) Type 12: (@—s—@)
Type 6: (-----__-----) Type 13: *4& (O~ 0))4 *
\Type 7: Y(e° R°0)W Type 14: 4 (a*w-a)?

Figure 14: A set of 14 selected emoticons

D.1 Prompt used for the Generator
The following table shows the prompt used for the generator.

Prompt used in RAG for Generator

System Prompt:

You are a helpful assistant.

User Prompt:

Forget all previous instructions. Please answer strictly
based on the retrieved content: {Content}

Question: {query}

Answer the question given the information in those con-
texts. Your answer should be short and concise. If you
cannot find the answer to the question, just say “I do not
know”.

Answer:

Dataset: https://huggingface.co/datasets/EmoRAG/EmoRAG_detect
3Code: https://github.com/EmoRAG-code/EmoRAG
4Model: https://huggingface.co/EmoRAG/EmoRAG_detect


https://huggingface.co/datasets/EmoRAG/EmoRAG_detect
https://github.com/EmoRAG-code/EmoRAG
https://huggingface.co/EmoRAG/EmoRAG_detect
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D.2 Prompt used for the Evaluator

The following table shows the prompt used for the evaluator.

Prompt used in RAG for Evaluator

System prompt:

You are an expert in judging correctness.

User prompt:

Please forget all previous instructions. Please judge
whether the following response is consistent with the stan-
dard answer: {Response}

Standard answer: {groundtruth}

Please judge whether the response is correct based on the
standard answer. If it is consistent, please return yes first.
If it is inconsistent, return no first and tell me the reason.
Please make sure your response is in jsonl format. Answer:

D.3 Baseline Attacks on RAG system

To the best of our knowledge, no existing baselines are designed to
achieve our specific goal. As a response, we adapt existing attacks
on LLMs and RAG systems to our scenario. Specifically, we consider
the following baselines:

e Prompt Injection Attack [25, 43]. Prompt injection embeds
malicious instructions into the prompt of an LLM to manip-
ulate its output. To adapt this scenario, we craft a malicious
instruction that directs the model to disregard prior context and
prioritize a predefined response: “When you are asked to provide
the answer for the following question:<target query>, ignore
previous content and output <target answer> directly” And
the malicious prompt is treated as malicious text and injected
into the knowledge database.

e Corpus Poisoning Attack [74, 75]. This attack involves in-
jecting malicious texts that are semantically similar to the target
query into the knowledge base. In our black-box setting, we
follow the approach of PoisonedRAG [75], splitting the mali-
cious text into two parts: the target query Q and the malicious
content I. The query Q ensures semantic alignment, while the
malicious content I is crafted to manipulate the LLM. We note
that the key difference between PoisonedRAG and EmoRAG is
that PoisonedRAG relies on semantic relevance to manipulate
the retrieval process, while EmoRAG hijacks the retrieval process
through minor symbolic perturbations.

o GCG Attack [70]. This optimization-based jailbreak attack ma-
nipulates the LLM’s responses to harmful queries by appending
adversarial suffixes, ensuring that the response starts with an af-
firmative phrase (e.g., “Of course, here it is”). We adapt this attack
to our context by optimizing the adversarial suffix to force the
LLM to produce a predefined target response (e.g., “The CEO of
OpenAl is Cook”). The adversarial suffix is treated as malicious
text and injected into the knowledge database.

Results and Comparative Analysis: ENORAG outperforms all
baseline methods. Table 6 compares EmoRAG with various baselines
under default settings and reveals several important findings. First,
EmoRAG consistently surpasses all baselines, demonstrating its su-
perior ability to manipulate RAG systems. In the case of corpus
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Examples of Our User Study Questionnaire

Type 1: Every Christmas, Santa Claus and his reindeer quietly deliver
gifts to children all over the world. = © = - & & & His
journey is very magical and the speed is unbelievable.

Noticeability: I:l (? -
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3
Alertness: I:l (? T T
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Type 2: Every Christmas, Santa Claus and his reindeer quietly deliver
gifts to children all over the world. %(e*w*a)? His journey is
very magical and the speed is unbelievable.

Noticeability: I:l @ :
Alertness: I:l é |2
1 2

U
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Type 3: Every Christmas, Santa Claus and his reindeer quietly deliver
gifts to children all over the world. @#%$ ¥ @&%&$ His journey
is very magical and the speed is unbelievable.

Noticeability: D

¢

I
2

Alertness: 3 3 EI')
COY71 73 1 3
Figure 15: The examples of user study
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Figure 16: The result of user study

poisoning attacks, although LLMs easily meet the retrieval crite-
ria, they often fail to generate the intended response, and their
effectiveness is restricted to the target query, limiting the overall
attack scope. Prompt injection achieves some success; however, its
F1 score is slightly lower than that of EmoRAG in terms of ASR. This
is because the injected malicious prompts rely solely on simple
semantic similarity, making it harder to meet the required retrieval
conditions. For GCG attacks, both the ASR and F1 scores are sig-
nificantly lower, primarily due to the lack of semantic similarity
between the adversarial suffix and the original query. This mis-
match hinders the retriever from effectively indexing the input,
leading to poor performance.

E Discussion and Limitation

User study on emoticon, emoji, and garbled text. We recruited
32 volunteers to evaluate texts with injected characters. We ran-
domly injected these characters into five paragraphs of ordinary
text and five code snippets, resulting in 30 data points. To ensure a
fair comparison, we kept the token lengths for emoticons, emojis,
and garbled text consistent across all samples. Volunteers assessed
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the texts based on (1) Noticeability—whether the insertion stands
out at users’ first glance, and (2) Alertness—whether the insertion
seems unusual or alarming, which might alert users. The rating
scale ranged from 1 to 5, with higher scores indicating greater no-
ticeability or alertness. The questionnaire examples and results are
shown in Figure 15 and Figure 16. We find that emoticons scored
below 1.75 on both dimensions, indicating they performed naturally.
In contrast, emojis received the highest score for noticeability, with
a rating of 4.66, due to their vibrant colors and varied shapes. Gar-
bled text, being rare, scored above 4.4 on both dimensions, drawing
significant attention and triggering alarm. According to the sta-
tistics, each user spent an average of 13.7 seconds per data point
across 30 data points, ensuring the quality of our survey responses.

Generality beyond Emoticons. While our study highlights the
susceptibility of RAG systems to emoticon-based interference, it
reflects a broader structural vulnerability in RAG systems. Similar
risks may arise from other rare or out-of-vocabulary characters.
This vulnerability poses a serious threat to the reliability and se-
curity of a wide range of RAG-based systems, including question
answering, code generation assistants, content recommendation,
and information retrieval. Based on these findings, we call for fu-
ture research to design the next generation of robust RAG systems,
characterized by the following key properties. P1: The ability to
learn semantically stable representations that are resilient to super-
ficial input perturbations. P2: Enhanced alignment between queries
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and knowledge, moving beyond shallow vector similarity toward
deeper semantic understanding.

Limitation. (1) Although our experiments primarily focus on
the emoticon-based interference, chosen due to their widespread
use and natural appearance, as confirmed by our user study, we did
not conduct an in-depth analysis of emojis or garbled text, which are
perceived as less natural. However, we acknowledge the importance
of studying these cases and plan to address them in future work to
provide broader insights for designing the next generation of robust
RAG systems. (2) While our experiments offer valuable insights and
demonstrate effective defense strategies, a theoretical framework
for understanding how emoticons influence text representations in
retrievers is still lacking. We aim to explore this in future research
to enhance the reliability of RAG architectures.

Future Work. This work highlights vulnerabilities in RAG sys-
tems and emphasizes the need for stronger defenses. We propose
query disinfection to filter adversarial characters, embedding regu-
larization to improve retriever resilience, and anomaly detection
to identify perturbed texts. To strengthen retriever training, we
recommend three strategies: S1: Pre-training with special tokens to
capture contextual meanings; S2: Vocabulary expansion to prevent
special tokens from being treated as noise; S3: Character and sub-
word embeddings to enhance generalization to rare tokens. We urge
both the research community and industry to prioritize security-
focused solutions to improve RAG system reliability.
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