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ABSTRACT

Achieving optimality and adversarial robustness in deep reinforcement learning
has long been regarded as conflicting goals. Nonetheless, recent theoretical in-
sights presented in CAR (L1 et al.| [2024) suggest a potential alignment, raising
the important question of how to realize this in practice. This paper first iden-
tifies a key gap between theory and practice by comparing standard policy opti-
mization (SPO) and adversarially robust policy optimization (ARPO). Although
they share theoretical consistency, a fundamental tension between robustness and
optimality arises in practical policy gradient methods. SPO tends toward con-
vergence to vulnerable first-order stationary policies (FOSPs) with strong natural
performance, whereas ARPO typically favors more robust FOSPs at the expense
of reduced returns. Furthermore, we attribute this tradeoff to the reshaping ef-
fect of the strongest adversaries in ARPO, which significantly complicates the
global landscape by inducing deceptive sticky FOSPs. This improves robustness
but makes navigation more challenging. To alleviate this, we develop the BARPO,
a bilevel framework unifying SPO and ARPO by modulating adversary strength,
thereby facilitating navigability while preserving global optima. Extensive em-
pirical results demonstrate that BARPO consistently outperforms vanilla ARPO,
providing a practical approach to reconcile theoretical and empirical performance.

1 INTRODUCTION

Deep reinforcement learning (DRL) has demonstrated remarkable success across a variety of com-
plex tasks (Mnih et al., 2015} Lillicrap et al., 2016} Silver et al., |2016) and real-world applications,
including robotics (Ibarz et al.,|2021}; |Liu et al., 2022} Tang et al.,2025), autonomous driving (Kiran
et al.| [2021;|Chen et al., [2022;|2024), and large model training (Xin et al., 2025} [Kumar et al., 2025}
Guo et al., [2025). Despite such substantial progress, DRL agents remain highly vulnerable to im-
perceptible attacks on their state observations, leading to severe performance degradation and even
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Figure 1: Schematic illustration of the optimization landscapes under SPO, ARPO, and BARPO.
(a) SPO acsents along fragile directions, leading to vulnerable FOSPs with high natural value. (b)
ARPO becomes trapped in robust regions but is limited to low-return solutions. (c) BARPO reshapes
the landscape by lifting robust but low-return regions, enabling convergence to robust FOSPs with
high returns. (d) Overall comparison of the three paradigms: contour lines represent natural returns,
while background color indicates robustness, with darker red denoting lower robustness.

complete system failure (Huang et al., |2017; Behzadan & Munir, 2017a; Lin et al., 2017 |Kos &
Song, 2017; |Pattanaik et al.,|2018;|Weng et al., 2019; Inkawhich et al.,[2020; [lahi et al.,|2021)). This
vulnerability threatens the reliable deployment of DRL in safety-critical environments, highlighting
the urgent need for robust agents capable of withstanding subtle perturbations and malicious attacks.

Motivated by these challenges, Zhang et al.|(2020c) introduced the state-adversarial Markov deci-
sion process (SA-MDP) framework, providing a theoretical foundation for adversarial robustness in
reinforcement learning. Building on this framework, they demonstrated that an optimal robust policy
(ORP) may not always exist, indicating a potential conflict between the objectives of optimality and
robustness. Recently, [Li et al.| (2024} 2025)) further explored the concept of ORP in practical settings
and proposed the ISA-MDP formulation, a refinement that formally establishes the existence of an
ORP that coincides with the Bellman optimality policy. These theoretical results suggest that the
objectives of adversarial robustness and optimality are, in principle, aligned in most practical tasks.

This insight drives the pursuit of DRL agents that not only maintain strong performance in clean en-
vironments but also exhibit resilience to adversarial attacks. This theoretical consistency is critical
for deploying DRL agents in real-world applications, where strong malicious attacks are compar-
atively rare. However, in practice, achieving this alignment remains challenging. Despite sharing
this theoretical consistency, conventional policy optimization methods struggle under adversarial
settings (Zhang et al.,|2021; Sun et al., [2022; 2024)). It remains an open problem whether this theo-
retical alignment can be technically realized, leaving a critical gap between theory and practice.

In this paper, we delve into the optimization behavior and learning dynamics of two train-
ing paradigms: standard policy optimization (SPO) and adversarially robust policy optimization
(ARPO). SPO aims to maximize the standard value function, i.e., max, V™ (s), V s, while ARPO
optimizes the worst-case adversarial value function, i.e., max, min, V7™°(s), V s. By conducting a
systematic comparison, we reveal a novel optimality-robustness tension in policy gradient methods.

In our analysis, we first prove that both SPO and ARPO converge to first-order stationary policies
(FOSPs) rather than global optima. Next, by examining the learning behaviors around these FOSPs,
we uncover a key discrepancy: ARPO consistently produces policies with markedly higher robust-
ness to state perturbations, whereas SPO-derived FOSPs remain vulnerable. These findings help
explain the empirical vulnerability of SPO, despite the theoretical existence of an ORP, and empha-
size the importance of ARPO in building robust DRL agents. Finally, we reveal that this robustness
gain comes at a significant cost: ARPO-trained policies exhibit substantially lower natural returns
compared to SPO. Altogether, these results expose a fundamental robustness-performance tradeoff
in policy-gradient methods, highlighting a practical challenge for closing the theory-practice gap.

To understand this tradeoff, we analyze the optimization landscape and value geometry induced by
SPO and ARPO. We attribute the tension to the reshaping effect induced by the strongest adver-
saries: although they help guide the agent toward robust FOSPs, they often impede optimization by
compromising the navigability of the landscape. As illustrated in Figure [I, ARPO creates robust
peaks but introduces additional valleys, distorting the global landscape to a more rugged terrain.
These new valleys act as traps for the optimization path, hindering gradient-based methods from
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ascending towards the global or better local peaks. Instead, the optimization process stalls at these
deceptive sticky FOSPs, which often result in lower natural returns compared to those achieved by
SPO. This reshaping effect presents a core barrier to learning both optimality and robustness.

To address this challenge, we propose a bilevel optimization framework that bridges SPO and ARPO,
which adjusts the adversary strength to promote traversable optimization paths while maintaining
robustness. This modulation prevents the optimization landscape from becoming overly rugged,
helping to avoid local traps while still encouraging robustness. Importantly, it preserves the glob-
ally optimal robust policy shared by both SPO and ARPO. To enhance convergence and efficiency,
we incorporate SPO dynamics into the bilevel framework, further smoothing the optimization land-
scape. The resulting approach, Bilevel ARPO (BARPO), consistently achieves superior natural and
robust returns, offering a promising approach to bridging the gap between theoretical alignment and
practical performance. To summarize, this paper makes the following cohesive contributions:

e We explain the nature of vulnerability in standard policy optimization (SPO) within the theoreti-
cally aligned framework. While an optimal robust policy exists, SPO typically converges to fragile
first-order stationary policies (FOSPs), which offer strong natural performance but lack robustness.

* We uncover a new form of optimality-robustness tension arising in policy optimization. Unlike
prior notions of conflicting objectives, adversarially robust policy optimization (ARPO) shares the
same global optima with SPO but prefers more robust FOSPs that typically yield lower returns.

* We elucidate the underlying mechanism behind this trade-off. The strongest adversaries in ARPO
reshape the optimization landscape by introducing numerous sticky FOSPs, which improve robust-
ness but hinder effective policy improvement by making the landscape more difficult to navigate.

* We propose a unified bilevel framework that connects SPO and ARPO, and instantiate it as Bilevel
ARPO (BARPO), a novel method that reshapes the landscape to reduce the prevalence of poor sticky
FOSPs while retaining access to robust global optima. Empirical results demonstrate that BARPO
significantly improves practical performance, narrowing the gap between theory and practice.

2 PRELIMINARIES AND NOTATIONS

MDP and SPO. A Markov Decision Process (MDP) is formulated as a tuple (S, A, r,P,v, uo),
where S is the state space. A is the action space. The reward function r : S x. A — R assigns a scalar
reward to each state-action pair. The transition dynamics P : S x A — A (S) define the probability
distribution over next states, and pg € A (S) denotes the initial state distribution. The discount
factor v € [0, 1) controls the trade-off between immediate and future rewards. A stationary policy
m: S = A (A) maps each state to a probability space over actions. Under a given policy 7, the state
value function is V™ (s) = Ep [ ;o 7'7(st,at)|so = s], and the action-value function (or Q-
function) is Q" (s,a) = Exp [Y_ ;o0 V7 (st,at)|s0 = s, ap = a]. A fundamental property of MDPs
is the existence of a stationary and deterministic optimal policy 7*, termed Bellman optimality policy
(BOP), that maximizes all V™ (s) and Q™ (s, a) for all states and actions. In practice, particularly for
large-scale state and action spaces, standard policy optimization (SPO) methods are widely used for
their efficiency (Silver et al.| 2014} Schulman et al., [2016; 2015} [Lillicrap et al.l |2016; Mnih et al.,
2016; Schulman et al., 2017; Haarnoja et al.,[2018)). For the parameterized my, SPO aims to solve:

max V7™ (s), Vs €S, where Il := {mg|my(-|s) € A(A), Vs € S}. (SPO)
T

To simplify notations, we take the expectation over the distribution g V™ (110) = Egp, [V ()]

ISA-MDP and ARPO. An Intrinsic State-adversarial Markov Decision Process (ISA-MDP) is de-
fined by the tuple (S, A, r,P,~, uo, B*). This formulation extends the standard MDP by incor-
porating structured neighborhoods of allowable state perturbations. For each state s € S, the
set-value function B*(s) C S specifies admissible perturbations which cannot alter the optimal
action. An adversary is represented by a mapping v : S — S that perturbs the observed state
s to a nearby state s, := v(s) € B*(s). Under this adversary, the policy operates on the per-
turbed state, denoted by (7 o v/)(s) := 7(a|v(s)). Under this setting, the adversarial value func-
tion is given by V™" (s) = Eropp [Y oo 7'7(St,a)|so = s], and the corresponding adversarial
Q-function is Q™" (s,a) = Erovp [> oo V' (51, a1)|s0 = s,a0 = a]. For any policy m, there ex-
ists the strongest adversary v*(7) that minimizes the value function across all states, defined by
v*(m) = argmin, V™°"(s), Vs. Within this framework, an optimal robust policy (ORP) 7* ex-
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ists, which simultaneously maximizes performance against its strongest adversary for all states, i.e.,
V™ ort () (5) = max, V™ (") (s) for all s € S and 7* aligns with Bellman optimality policy.

We refer to the robust optimization problem in ISA-MDP as Adversarial Robust Policy Optimization
(ARPO). Despite its centrality to robust decision-making, ARPO has not been thoroughly explored.
In this work, we adopt the direct parameterized adversary, resulting in the following formulation:
max min V7™ (s), Vs e S, where ¥ := {vy|vy(s) = s+ s € B*(s), Vs}. (ARPO)
O:mgell Yivyew
Similar to SPO, we consider the expected objective: V™0 (1) = Eg.,,, [V™°? (s)]. In particu-
lar, SPO corresponds to solving the outer maximization while fixing the inner solution to ¥ = 0.

FOSP refers to a stationary point in the optimization sense, where the policy gradient vanishes.
Formally, we define 7y (or 6) as a first-order stationary policy (FOSP) for if it satisfies:

VoV™ (1) =0, V2,V™ (o) < 0. (FOSP in SPO)

Similarly, 7y (or #) is a FOSP forif it satisfies the following conditions:
VoV ™o (™) (1) =0, V2,V (™) (1) < 0. (FOSP in ARPO)
We further define (g, v*(7g)) (or (6,9*(0))) as a first-order stationary policy-adversary for[ARPO}

Terminology Clarification. To avoid ambiguity, we define the following terms used throughout
the paper: 1) Natural returns (or performance): the estimate of standard value function V™ (). 2)
Robust returns (against v): the approximation of adversarial value function V™°% (119). 3) Robustness

VT (o) =V (j10) < g

(against v): an estimation of the relative degradation in performance V(o)

3  OPTIMALITY-ROBUSTNESS TENSION IN POLICY OPTIMIZATION

This section identifies the inherent tradeoff between optimality and robustness in policy gradient
methods. Although and share the consistent globally optimal robust policy, their con-
vergence behaviors diverge significantly. In practice, SPO often tends to vulnerable policies with
high natural performance, while ARPO prefers more robust policies, typically at the cost of reduced
returns. Notably, we explore the value geometry and optimization landscape, attributing this diver-
gence to the adversarial reshaping of ARPO. The strongest adversary distorts the global terrain by
introducing numerous local minima, which trap the navigation in robust but suboptimal policies.

3.1 ROBUST CONVERGENCE BEHAVIOR OF ARPO

We begin with a rigorous convergence analysis of showing that it generally converges to a
first-order stationary policy (FOSP) rather than the global optimum. To better understand this, we
examine the nature of FOSPs in both [ARPO| and [SPO]| by analyzing empirical behaviors and local
learning dynamics. Our findings reveal that ARPO promotes stronger robustness near convergence,
even without reaching the globally optimal policy. In contrast, SPO achieves high natural returns but
lacks robustness against perturbations. Furthermore, this analysis uncovers a connection between
robustness and generalization, suggesting that sufficient robustness may improve generalization.

3.1.1 CONVERGENCE TO FIRST-ORDER STATIONARY POLICIES

To enable a formal gradient-based analysis of ARPO, we first derive the policy gradient expression
for the adversary. This formulation facilitates sample-based estimation and numerical computation
within the inner optimization. The complete derivation and proof are provided in Appendix [C.1]

Theorem 3.1 (Policy Gradient for Adversary). Given a policy g, for all state s € S, consider the
direct parameterization representation for adversary vy : S — S, s — s + U5 € B(s). Then, for
any state s; € S, we have the state-wise policy gradient for the adversary as follows:
1
Vo, VT (s) = ——E(y arymamoovo [Q™°" (s',a")Vy_, logmg(d'|s' +9s) - I(s' = ;)]

where d™°" is the state-action visitation distribution under m o v, and 1(-) is the indicator function.
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Table 1: Natural and robust performance of SPO and ARPO for continuous control tasks in MuJoCo.

Envi Natural Return under Attack Worst-case
nvironment Method
Return Random Critic MAD RS SA-RL PA-AD Worst ~ Robustness
Hopper SPO 3081 =638 2923 £767 20351035 1763 £619 756 +£36 79 +2 823 £182 79 +2 -0.974
(e = 0.075) ARPO 2101 +588 | 32% 2058 +559 3156 +528 2225 +641 1001 +30 1032 + 47 1799 + 547 1001 + 30 -0.524 1 46%
Walker2d SPO 4662 +22 4628 =21 4584 15 4507 675 1062 £150 719 + 1079 336 +252 336 £252 -0.928
(e = 0.05) ARPO 2095 +983 | 56% 1815 +£930 2360 +1021 1944 +976 1360 +835 1270 + 502 1460 + 739 1270 + 502 -0.394 1 58%
Halfcheetah SPO 5048 = 526 4463 650 3281 1101 918 £541 1049 £50  -213 =103 -69 +22 213 103 -1.042
(e = 0.15) ARPO 1412 +99 | 72% 1363 + 285 1359 + 59 1402 + 64 1230 + 75 1079 + 43 1216 + 458 1079 + 48 -0.236 1 77%
Ant SPO 5381 + 1308 5329 £976 4696 1015 1768 £929 1097 +633 -1398 +318  -3107 £ 1011 -3107 101 -1.577

(€ = 0.15) ARPO 1709 +564 | 68% 2026 + 38 1976 +131 1839 +350 1661 +503 1648 + 666 1675 +£573 1648 + 666 -0.034 T 98%

Based on this analytical expression, we further characterize the convergence behavior of ARPO. The
detailed analysis and proofs are provided in Appendix [C.2] Justifications and potential relaxations
of assumptions, and the connection with core contributions are further discussed in Appendix [H.1]

Theorem 3.2 (Convergence of ARPO). Denote A := maxg ming V™% (1) —ming V70 %9 ().
Assume that the sampled policy gradient is Lipschitz continuous and bounded by My, the sampled
estimation of the value function is locally u-strongly convex, the state-action visitation distribution
is Lipschitz continuous, and the variance of the stochastic gradient is bounded by o®. Set the step
sizeas i, = \/A [(62LK). Then, the ARPO with §-approximate adversary and K > % satisfies:

K-—1
1 . 2 AL 2L2,6
- 7o, ov™ (me, ) e 09
g E [HVg[/ Ok Ok (MO)HJ < 4o + ,

k=0 H
where Loy and L = % + Lgo + My (% + Ldg) are the Lipschitz constants.

Theorem shows that, instead of converging to the globally optimal robust policy, ap-
proximates an FOSP of the value function under the strongest adversary. The convergence rate is
O(K~1/2), and the approximation error depends on the strength of the adversary. Similarly,
achieves convergence to the FOSP of the standard value function at the same rate (Agarwal et al.,
2019;2021)). These underscore the gap between theoretical optimum and practical convergence.

3.1.2 LEARNING BEHAVIORS NEAR FIRST-ORDER STATIONARY POLICIES

Based on the above convergence results, we further explore the characteristics of SPO and ARPO
around their FOSPs, highlighting the critical difference between robustness and natural performance.

Empirical Behaviors Near FOSPs. We empirically examine the properties of FOSPs obtained by
ARPO across both simple and complex environments. Specifically, we analyze a toy ISA-MDP with
two states and two actions using directly parameterized policies, alongside continuous control tasks
in MuJoCo employing neural network policies. In both settings, we observe that FOSPs discovered
by ARPO tend to exhibit robustness but generally achieve substantially reduced returns than those
achieved by SPO. The detailed analysis and complete proofs are provided in Appendix

Proposition 3.1. There exists an ISA-MDP such that the following statement holds. Let mg be a
FOSP under SPO, and let 7w 4 be a FOSP under ARPO. Then, T 4 is a robust policy with V™4 (110) —
V= (po) < (V™ (o) — V= (o)), where V= (po) = min, V™ (uo) denotes the worst-case value.

Furthermore, as shown in Table [T} in complex high-dimensional tasks, SPO achieves strong natu-
ral performance but suffers substantial degradation under adversarial attacks. In contrast, ARPO
exhibits substantially greater robustness, particularly in more challenging environments such as
HalfCheetah and Ant. However, its natural performance remains consistently and noticeably lower,
often reaching less than half the returns achieved by SPO. These empirical results underscore the
practical disparity between the FOSPs obtained by SPO and ARPO, revealing an inherent tradeoff
between robustness and optimality in policy gradient methods. We also analyze the learning dynam-
ics of SPO and ARPO in Appendix revealing a link between robustness and generalization.
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3.2 RESHAPING EFFECT OF STRONGEST ADVERSARIES HINDERING POLICY IMPROVEMENT

In this subsection, we investigate how the strongest adversary in ARPO reshapes the optimization
landscape and value space geometry, shedding light on a key factor behind the optimality-robustness
tension. We show that although the strongest adversary promotes convergence to robust FOSPs, it
also severely distorts the global landscape, thereby impeding effective policy improvement.

Adversarial Reshaping Promotes Robust v o
FOSPs. As illustrated in Figure 2] we com-
pare ARPO with SPO. It follows directly
from the definition that the robust objective \
Vmoor (7o) (114) is always less than or equal to A_
the standard objective V™ (uo). In blue re-
gions where my exhibits strong robustness, the
gap V7 (pg) — V™" (70) (144) remains small, ) - .
leading to only a slight shift in the location of Figure 2: Intuitive examples of reshaping.

0 within the landscape relative to that under SPO. In contrast, in red regions where 7y is more
vulnerable, the gap becomes substantial, resulting in a sharp decline in the objective value at the
corresponding location. This adversarial reshaping significantly increases the ruggedness of the
optimization landscape, thereby steering the learning process toward robust policies as FOSPs.

vulnerable  robust robust vulnerable

g U

(a) SPO (b) ARPO

Distorted Landscape Impairs Policy Navigation. However, the robust policy space typically ex-
hibits vulnerable connectivity. Adversarial reshaping introduces deep valleys that fragment the ter-
rain, isolate different FOSPs, and obstruct gradient-based traversal. The proof is in Appendix

Proposition 3.2 (Vulnerable Connectivity Leading to Separated FOSPs). There exists an ISA-MDP
where the robust policy space Il oy, st contains a cut point; that is, there exists a policy 7 such that
M robust \ {7} is disconnected. Therefore, ARPO tends to yield more isolated FOSPs than SPO.

As illustrated in Figure @{b), the valleys intro- ~ * * opimal obustplcy %
duced by the adversary create barriers that ob-
struct ARPO from reaching better FOSPs or the "’ " /
globally optimal robust policy. This fragmenta- B RN
tion increases the difficulty of learning and of-
ten traps the agent in suboptimal FOSPs. As
further shown in Figure[3] even in a simple ISA-
MDP, approximately one-third of initial poli-
cies converge to a deceptive FOSP with low
value, highlighting the stickiness of these de-  Figure 3: Adversarially robust value geometry.

ceptive solutions and how the reshaped terrain can mislead the learning dynamics. These results
reveal a core optimization challenge in adversarially robust DRL: adversarial reshaping not only
fosters robustness but also introduces deceptive FOSPs that impede consistent policy improvement.

deceptive FOSP

DF-Convergent policy

4 BRIDGING OPTIMALITY AND ROBUSTNESS VIA A BILEVEL FRAMEWORK

The above analysis highlights the strong influence of worst-case adversaries on the optimization
landscape. In this section, we seek to mitigate the distorting effects of such adversarial reshap-
ing while preserving strong robustness. To this end, we propose a bilevel optimization framework
that interpolates between standard and adversarially robust policy optimization by modulating the
strength of the adversary. Furthermore, we derive a surrogate for the strongest adversary to construct
a practical algorithm that smooths the distorted landscape while maintaining robust performance.

4.1 UNIFYING STANDARD AND ADVERSARIALLY ROBUST POLICY OPTIMIZATION

To bridge standard and adversarially robust policy training, we introduce the following bilevel op-
timization framework that relaxes the inner optimization to allow non-strongest adversaries. This
relaxation enables a better balance between adversarial robustness and landscape smoothness:

max Ve O (ug), st v°(0) = argmax G(mg, vy). (General Bilevel ARPO)
9
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Here, the inner objective G(m,v) defines the adversary behavior, extending robustness beyond
worst-case scenarios. This formulation generalizes both SPO and ARPO. Specifically, when
v°(s;0) = s, this framework reduces to[SPO} and when G(mr,v) = —V™°(y), it recovers[ARPO]
Importantly, within the ISA-MDP setting, this unified framework preserves the same optimal robust
policy as both [SPOJand [ARPO] preserving the theoretical alignment of optimality and robustness.

4.2 BILEVEL ADVERSARIALLY ROBUST POLICY OPTIMIZATION WITH KL-SURROGATE

To make the proposed bilevel framework applicable in practice, we need to specify a suitable inner
objective GG that both promotes policy learning and maintains strong robustness. To this end, we
consider adversaries practically derived via policy gradient methods, and identify the KL divergence
between the original and perturbed policies as an effective surrogate for the strongest adversary.

Theorem 4.1 (Surrogate Adversary). For any policy my, state s € S, and K > 0, let the adversary
¥ be computed via K -step gradient descent on the adversarial value function, i.e., Vs j, = Vs j—1 —
Ns =1V, VU (8)|9, =9, 1,1 < k < K. Assume that step sizes s, < 1/(\s + ) for some
d > 0,and G(s;m,v) := Dgy(m(:|s)||mov(:|s)) < 1. Then, we have the lower bound of robustness:

26
V7o (s) = VT (g) > —
( ) ( ) o )\max(E‘?,O)K
where Fy g is the Fisher information matrix of log mg o vy (a|s) with respect to 95 = 0, defined as
Fso = F(6, 5) = Ea~w9(~|s) |:(V195 log 7T0(CL|S + 195)|195:0) (Vﬂs log 7'('9(@‘8 + 195) ﬁs:O)T}r g =

MaX, g, eB(s) Amax(Vig V™0 (8)]o=v.) and Amax () is the largest eigenvalue of matrix.

G(s;mo,v9) + O (G(s;we, Vﬁ)%) ,

The detailed proof is provided in Appendix [E] Theorem [@.T]indicates that, for gradient-based strong
adversaries, the KL divergence serves as a valid first-order surrogate for minimizing the adversarial
value. This surrogate is both appropriate and reliable from an optimization perspective. Motivated
by this insight, we propose the following instantiation of our framework, termed Bilevel ARPO:

max Ve O (o), st v°(s;0) = argmax Dk (me(|s)|| g 0 v (t]s)), Vs € S. (BARPO)
9

As illustrated in Figures [T] and @] BARPO] ef-
fectively reshapes the landscape by elevating
low-value but robust regions, thereby creating
smoother paths toward better FOSPs and even
global optima. This restructuring facilitates

learning navigability while promoting updates (a) SPO (b) ARPO (c) BARPO
along robust trajectories, ensuring simultane- - :

ous improvements of optimality and robustness.  Figure 4: Illustrative Optimization Landscapes
In contrast, [SPO] tends to follow vulnerable di-

rections, frequently ascending fragile peaks. Meanwhile, ARPO]strictly follows the most robust path
but often gets stuck in valleys from overly strong adversaries, hindering escape from poor FOSPs.
We further delve into the theoretical understanding of BARPO in Appendices and[H.4]

5 EXPERIMENTS

In this section, we conduct comprehensive comparison experiments and ablation studies to empiri-
cally substantiate our theoretical insights and evaluate the practical effectiveness of BARPO.

5.1 IMPLEMENTATION DETAILS

Environments and Baselines. Following baselines (Zhang et al., [2020c} [Oikarinen et al., 2021}
Liang et al.| |2022), we perform experiments on four challenging MuJoCo benchmarks (Todorov
et al.| 2012)) with continuous action spaces: Hopper, Walker2d, HalfCheetah, and Ant. We compare
BARPO against several state-of-the-art robust training methods. SA-PPO (Zhang et al., 2020c) in-
corporates a KL-based regularization and solves the inner maximization problem using PGD (Madry
et al.| 2018) and CROWN-IBP (Zhang et al.,|2020b)), respectively. RADIAL-PPO (Oikarinen et al.,
2021)) incorporates adversarial regularization guided by robustness verification bounds derived from
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o
-

(c) Halfcheetah

(a) Hopa;(;er

Figure 5: Natural and robust performance of SPO, ARPO, BARPO without guidance, and BARPO
for four continuous control tasks in MuJoCo. BARPO (w/o g) consistently outperforms ARPO.

IBP (Gowal et al., 2019). WocaR-PPO (Liang et al., 2022) estimates worst-case values and also
employs KL-based regularization. We use the official implementations of these baselines to train 17
agents per method under identical settings. Regularization coefficients are tuned appropriately for
each method. To mitigate the effects of high variance in reinforcement learning training, we report
the median performance across 17 runs to ensure reproducibility. More details are in Appendix [F}

Evaluations. We evaluate the robustness of agents on MuJoCo tasks using six adversarial at-
tack methods: (1) Random Attack: adds uniform random noise to state observations; (2) Critic
Attack (Pattanaik et al., |2018)): perturbs states based on the action-value function; (3) MAD At-
tack (Zhang et al.l [2020c): maximizes the discrepancy between policies in clean and perturbed
states; (4) RS Attack (Zhang et al. 2020c): first learns a robust action-value function, then con-
ducts critic-based attacks guided by it; (5) SA-RL (Zhang et al., 2021): employs a learned adversary
against the victim to perturb the state; (6) PA-AD (Sun et al., [2022): trains an adversarial agent to
identify a vulnerable perturbation direction, followed by an FGSM attack along that direction.

BAR-PPO. We implement both ARPO and BARPO on top of the PPO algorithm (Schulman et al.,
2017), a widely adopted policy-gradient method that serves as a standard baseline in adversarially
robust DRL research. To improve convergence and efficiency, we integrate SPO dynamics into the
bilevel framework using a regularization weight x, resulting in a practical instantiation of BARPO,
referred to as BAR-PPO. For solving the inner optimization problem, we employ SGLD (Gelfand
& Mitter} [1991)) to obtain the adversarial perturbation policy ©°. In the outer optimization, we treat
the inner solution as fixed and omit second-order terms to facilitate efficient updates of the primary
policy. A complete description and further implementation details can be found in Appendix [F} In
the following, BARPO refers to the combination of SPO-based guidance with the bilevel framework,
BARPO without guidance uses only the bilevel framework, ARPO uses only the maximin framework,
and ARPO with guidance improves the maximin training through combining the SPO guidance.

5.2 COMPARISON RESULTS

BARPO Consistently Improves over ARPO. Figure [5| compares the natural and robust perfor-
mance of four methods: SPO, ARPO, BARPO without SPO guidance, and BARPO with SPO guid-
ance. Detailed evaluation results are provided in Appendix [G.I] Notably, BARPO without SPO
guidance consistently outperforms ARPO across all environments, improving both natural and ro-
bust returns. Even in environments like Walker2d and Halfcheetah, it achieves substantial gains
in robustness. Specifically, BARPO without SPO guidance improves the natural return by approx-
imately 75%, 104%, 156%, and 113% on Hopper, Walker2d, Halfcheetah, and Ant, respectively,
while boosting robust return by about 4%, 173%, 209%, and 61% in the worst-case setting. Remark-
ably, in the Hopper and Walker2d tasks, BARPO without SPO guidance achieves natural returns on
par with state-of-the-art methods. As further illustrated in Figure [f] BARPO improves the training
dynamics by guiding policy learning toward regions in the landscape that yield higher returns.

BAR-PPO Exhibits Superior Natural and Robust Performance. As shown in Table[2] BAR-PPO
demonstrates strong overall performance across all four MuJoCo environments, achieving both high
natural returns and robust resilience to adversarial perturbations. In particular, BAR-PPO outper-
forms vanilla PPO in terms of natural returns on Hopper and Walker2d, and achieves comparable
performance on Halfcheetah and Ant. In terms of worst-case robust returns, BAR-PPO significantly
surpasses all baselines, with improvements of 4%, 154%, 40%, and 20% over the second best, re-
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Table 2: Average returns (£ std) over 50 episodes for baselines and BAR-PPO on MuJoCo tasks.
Results include natural return, returns under six attacks, the worst return and robustness under these

attacks. Bold and underlined values indicate the top and second performances, respectively.

Environment Method Natural Return under Attack Worst-case
Return  Random Critic MAD RS SA-RL PA-AD Worst ~ Robustness
PPO 3081 +638 2923 £767 2035 1035 1763 619 756 +36 79 £2 823 +182 79 £2 -0.974
Hopper SA 3518 +272 2835 +3866 3662 +6 3045 + 797 1407 +36 1476 +255 1286 + 282 1286 + 282 -0.634
e = 0.075) RADIAL 3254 +714 3170 £75¢ 3706 + 11 2558 +888 1307 +£420 993 + 717 1696 + 574 993 + 717 -0.718
WocaR 3629 +35 3637 +29 3657 £30 3150 +737 1171 1013 1452 +66 2124 +3872 1171 1013 -0.677
BAR 3684 + 20 3692 + 24 3678 +19 3437 + 555 1340 +42 1728 + 62 1908 + 410 1340 + 42 -0.636
PPO 4662 + 22 4628 +21 4584 +15 4507 6715 1062 150 719 £ 1079 336 +252 336 +252 -0.928
Walker2d SA 4875 +278 4907 + 187 5029 +74 4833 +132 2775 +1308 3356 +1433 997 1152 997 + 1152 -0.795
€ — 0.05) RADIAL 2531 +1089 2170 £ 1102 2063 £ 1068 2316 + 1171 1239 + 800 426 + 22 1353 921 426 +22 -0.832
WocaR 4226 +938 4347 +892 4342 +875 4373 +£850 3358 +1242 2385 +840 1064 + 999 1064 + 999 -0.752
BAR 4732 + 36 4718 +59 4727 +36 4750 + 65 4646 +53 4285 + 1282 2699 +1192 2699 + 1192 -0.436
PPO 5048 £526 4463 £es0 3281 1101 918 +541 1049 £50 213 + 103 -69 £ 22 -213 £103 -1.042
Halfcheetah SA 4780 £ 1456 4983 £ 1122 5035 1245 3759 £1963 2727 +1707 1443 1082 1551 £ 1139 1443 + 1082 -0.698
(€ = 015) RADIAL 4739 +s0 4642 +75 4546 £329 2961 +1478 1327 +1112 1522 + 1059 1968 +1284 1327 1112 -0.720
WocaR 4723 + 462 4798 +69 4846 +349 4543 +566 3302 +1718 2270 + 1318 2498 + 1224 2270 +1318 -0.519
BAR 4837 +99 4741 + 501 4803 + 54 4729 +105 4265 +1077 3894 +1322 3181 +1593 3181 + 1593 -0.342
PPO 5381 +1308 5329 +976 4696 + 1015 1768 +929 1097 +633  -1398 +318  -3107 1071 -3107 + 1071 -1.577
Ant SA 5367 +94 5217 +410 5012 113 5114 +204 4396 + 1225 4227 177 2355 +1620 2355 + 1620 -0.539
=015 RADIAL 4358 +98 4309 +206 3628 +267 4205 +127 3742 + 69 2364 +47 3261 + 134 2364 +47 -0.462
’ WocaR 4069 +598 3911 +659 3978 £190 3689 841 3176 + 908 1868 + 99 1830 + 102 1830 + 102 -0.550
BAR 5024 +117 4979 + 114 4777 122 4843 +120 4171 +826 3367 +902 2825 + 757 2825 + 757 -0.438
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Figure 6: Natural training curves of ARPO and BARPO with and without SPO-guidance.
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spectively. Notably, BAR-PPO achieves the highest robustness across Walker2d, Halfcheetah, and
Ant, and is on par with the strongest robustness on Hopper, with a negligible gap of only 0.3%.

5.3 ABLATION STUDIES

Effect of SPO-Guidance. As shown in Figures[5]and [f] incorporating SPO-based guidance further
enhances the natural performance of BARPO, particularly in more complex environments such as
Halfcheetah and Ant. In certain cases, the enhancement in natural returns is accompanied by corre-
sponding improvements in robust returns, as observed in the Hopper and Ant tasks. However, this
incorporation often involves a trade-off, where improvements in natural performance may lead to a
reduction in the worst-case robustness, as presented in the Walker2d and Halfcheetah environments.

Comparisons between BARPO and ARPO with SPO-Guidance. To further validate the effec-
tiveness of BARPO, we compare it with ARPO enhanced by SPO-based guidance. As presented
in Table 3] on the Hopper, Halfcheetah, and Ant tasks, BARPO exhibits a slight reduction in natu-
ral returns compared to ARPO with guidance, approximately 0.4%, 3.2%, and 6.8%, respectively.
However, BARPO achieves significantly higher robust returns and markedly stronger robustness,
with improvements of 19%, 193%, 138% in robust returns, and 8.4%, 56%, and 43% in robustness
metrics. On the Walker2d task, BARPO attains gains in both natural and robust returns, with a mi-
nor compromise in robustness. These findings indicate that although integrating SPO guidance into
ARPO can enhance performance to some extent, this direct combination does not effectively miti-
gate the reshaping effect induced by the strongest adversary. Consequently, numerous sticky FOSPs
with low returns persist, posing challenges for optimization. In contrast, BARPO substantially re-
shapes the landscape, enabling the discovery of improved navigation that yields higher returns.

We also conduct additional ablations in Appendices [G.6 and [G.7] to identify the effects of bilevel
structure, SPO guidance, and KL surrogate. These further validate the effectiveness of BARPO.
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Table 3: Comparisons between BARPO and ARPO with SPO-based guidance.

Envi Natural Return under Attack Worst-case
nvironment Method
Return Random  Critic MAD RS SA-RL PA-AD Worst Robustness
Hopper ARPO (w g) 3699 +11 3652 +222 3693 +38 3132 +692 1130 +30 1278 + 359 1756 +415 1130 +30 -0.694
(€ = 0.075) BARPO 3684 +200.4% 3692 +24 3678 19 3437 +555 1340 + 42 1728 + 62 1908 +410 1340 + 421 19% -0.636 18.4%
Walker2d ARPO (w g) 4206 + 30 4231 +40 4283 +38 4226 +68 3139 1442 3565 +988 2496 + 1871 2496 + 1871 -0.406
(€ = 0.05) BARPO 4732 £86 T 11% 4718 +59 4727 +36 4750 + 65 4646 +53 4285 £ 1282 2699 £1192 2699 +19278.1%  -0.436 | 7.4%
Halfcheetah  ARPO (wg) 4997 +71 4934 +57 5040 £s50 2570 +1588 3605 448 1356 +1165 1086 +758 1086 + 758 -0.783
(e = 0.15) BARPO 4837 +99 [ 3.2% 4741 +500 4803 +54 4729 +105 4265 +1077 3894 + 1322 3181 +1593 3181 +15937193%  -0.342 1 56%
Ant ARPO (w g) 5390 =120 5227 +186 4768 +92 4059 +921 2670 +1365 1185 +253 1757 + 811 1185 + 253 -0.773
(e = 0.15) BARPO 5024 +117 [ 6.8% 4979 + 114 4777 +122 4843 +120 4171 £826 3367 +902 2825 +757 2825 +7571138%  -0.438 143%

6 CONCLUSION

In this paper, we explore whether the theoretical alignment between optimality and robustness can be
realized in practical policy optimization, and propose BARPO, a novel bilevel framework that uni-
fies standard and adversarially robust policy optimization. Through extensive analysis, we reveal a
fundamental tradeoff between optimality and robustness in existing policy gradient methods, expos-
ing a critical gap between theory and practice. Notably, our work demystifies the underlying cause
of this tension from the perspective of optimization landscapes and value space geometry. Specifi-
cally, the strongest adversaries in ARPO significantly reshape the learning landscapes by introducing
numerous sticky and deceptive local optima. While this promotes robustness, it also hinders effec-
tive policy improvement by making the landscape more rugged and difficult to navigate. BARPO
refines the landscapes by modulating the adversary strength, thereby creating pathways toward su-
perior policies and reducing the prevalence of poor sticky local optima. Surprisingly, this bilevel
framework empirically showcases the potential for approaching the globally optimal robust policy,
suggesting a promising step toward bridging theoretical guarantees and practical performance.
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A OUTLINE OF APPENDIX

* Appendix[B; We review related work on adversarial attacks and defenses for reinforcement learn-
ing against perturbations on state observation.

+ Appendix [C; Detailed theoretical analysis of ARPO, including proofs for the adversary’s policy
gradient (Theorem [3.1)) in Appendix convergence (Theorem in Appendix|C.2] and learning
dynamics in Appendix [C.3]

* Appendix[D; An intuitive analysis of a toy ISA-MDP, corresponding to Propositions [3.T]and [3.2]
* Appendix[E} The analysis and proof for the KL-based surrogate adversary (Theorem [.T)).

* Appendix [F; Additional implementation details, including pseudocode for ARPO (Appendix
and BARPO (Appendix [F2)), hyperparameter settings (Appendix [F3)), and compute resources

(Appendix [F.4).

* Appendix [G Additional experimental results, including detailed comparisons (Appendix [G.1),
statistical significance analysis (Appendix [G.2), extended experiments on Humanoid (Appendix
[G.3), and ablation studies on the regularization coefficient ~ (Appendix [G.4) and our proposed

components (Appendices and[G.7).

+ Appendix [H} Further discussions clarifying our contributions and convergence proof (Appendix
[H.T), the novelty of the bilevel framework (Appendix [H.2)), and a deeper theoretical examination of

BARPO (Appendices and[H.4).

* Appendices [I] and E]: A discussion of limitations, future work, and a clarification on the use of
large language models.

B RELATED WORK

B.1 ATTACKS ON STATE OBSERVATIONS OF DRL AGENTS

Adversarial Attacks on State Observations of DRL Agents. The susceptibility of DRL agents
to adversarial attacks was initially exposed by [Huang et al.[| (2017), who demonstrated that DRL
policies could be significantly disrupted using the Fast Gradient Sign Method (FGSM) (Goodfel-
low et al. [2015) in Atari environments. This seminal discovery laid the foundation for a wave of
subsequent studies on adversarial strategies and policy robustness in DRL. Building on this, |Lin
et al.[(2017) and |[Kos & Song| (2017) proposed limited-step perturbation techniques aimed at mis-
leading DRL policies, revealing that even small, strategically applied modifications could impair
agent behavior. In a further advancement, |Pattanaik et al.|(2018)) exploited the critic function along-
side gradient descent to craft adversarial inputs that degrade policy performance more systemati-
cally. Behzadan & Munir| (2017a)) extended the threat model by introducing black-box attacks on
DQN, confirming that adversarial examples could successfully transfer across different network ar-
chitectures, thereby emphasizing their real-world applicability. Meanwhile, Inkawhich et al.| (2020)
demonstrated that even adversaries with access restricted to action and reward signals, without in-
ternal model information, could still inflict considerable harm. In the domain of continuous control,
Weng et al.|(2019) devised a two-step adversarial framework leveraging learned dynamics models
to generate more effective attacks. Furthermore, Zhang et al|(2021) and [Sun et al.|(2022) advanced
the field by training adversarial agents using reinforcement learning, giving rise to adaptive attack
strategies known as SA-RL and PA-AD. [Korkmaz|(2023)) investigated adversarial directions in the
Arcade Learning Environment and discovered that even state-of-the-art robust agents (Zhang et al.,
2020c; |Oikarinen et al., [2021)) remain susceptible to perturbations aligned with policy-independent
sensitivity axes. Most recently, [Liang et al| (2024) proposed a temporally-coupled attack strategy
that exploits temporal correlations to further compromise the performance of robust policies.

Other Attacks on DRL Agents. Research by [Kiourti et al.| (2020); Wang et al.| (2021); [Bharti
et al.| (2022); |Guo et al.| (2023) delved deeper into backdoor attacks within reinforcement learning,
revealing profound vulnerabilities that pose significant threats to policy integrity. In a novel contri-
bution, |Lu et al.| (2023) proposed an adversarial cheap talk framework, where an attacker is trained
via meta-learning to manipulate agent behavior through indirect communication. [Franzmeyer et al.
(2024) introduced a dual ascent-based approach to train an end-to-end illusory attack capable of
deceiving DRL agents effectively. In the context of multi-agent environments, (Gleave et al.| (2020)
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examined how adversarial policies can manipulate or destabilize cooperative or competitive dynam-
ics among agents.

Collectively, these studies reveal the broad and persistent vulnerability of DRL agents to adversarial
manipulation across diverse threat models and environments. From observation perturbations and
black-box attacks to communication-based deception and multi-agent exploitation, adversaries have
consistently demonstrated the ability to significantly degrade policy performance, highlighting the
urgent need for continued advancements in defense mechanisms.

B.2 DEVELOPING ROBUST DRL AGENTS AGAINST PERTURBATIONS ON STATE
OBSERVATION

Early Attempts to Develop Robust Agents. Early efforts by [Kos & Song (2017); |Behzadan &
Munir| (2017b) explored incorporating adversarial states into the replay buffer during training on
Atari environments, although these approaches yielded only limited robustness improvements. To
address this, [Fischer et al.|(2019) proposed a decoupled architecture for DQN, separating it into a Q-
network and a policy network, and robustly trained the policy component using generated adversarial
states under provable robustness guarantees.

Smoothing Techniques. [Shen et al.|(2020) demonstrated that applying smoothness regularization
can simultaneously improve both the natural performance and robustness of TRPO (Schulman et al.}
2015) and DDPG (Silver et al., 2014) algorithms. Building on this idea, Wu et al.|(2022a) and |Kumar,
et al.| (2022)) employed Randomized Smoothing (RS) techniques to achieve certifiable robustness
guarantees. More recently, [Sun et al.|(2024) proposed an innovative smoothing approach designed
to mitigate the common issue of robustness overestimation, thereby enhancing both natural and
robust returns in tandem. Importantly, these smoothing methods are complementary to our work
and can be seamlessly integrated into our proposed algorithms.

Robust Multi-Agent DRL. In the context of multi-agent systems, He et al.| (2023) investigated
state adversaries within Markov Games and developed robust multi-agent Q-learning and actor-
critic algorithms to achieve robust equilibrium solutions. Building on robustness regularization
techniques (Shen et al., [2020; Zhang et al., [2020c), Bukharin et al.| (2024) extended these methods
to multi-agent environments by considering sub-optimal Lipschitz continuous policies in smooth
settings. [Liu et al.| (2024a)) proposed an adversarial training framework employing two timescales
to ensure effective convergence towards robust policies. Another research direction involves alter-
nating training between agents and learned adversaries (Zhang et al., 2021} |Sun et al.| [2022), which
Liang et al.|(2024) further formalized within a game-theoretic framework.

Beyond the Worst-Case Robustness. Furthermore, Liu et al.|(2024b) introduced an adaptive de-
fense mechanism during testing, leveraging a set of non-dominated policies. The latest work by
Belaire et al.[(2025) considers the partial observability setting and balances the value optimization
with robustness based on beliefs.

Adversarially Robust Training for DRL Agents. In this paper, we mainly focus on the adversari-
ally robust training paradigm. Zhang et al.|(2020c) formally modeled state-adversarial reinforcement
learning as a state-adversarial Markov Decision Process and highlighted the potential absence of an
Optimal Robust Policy. To tackle this, they introduced a TV-distance-based regularization technique
to balance robustness with nominal performance. Building on this, |Oikarinen et al.|(2021) employed
certified robustness bounds to construct the adversarial loss, which they integrated with standard
training objectives. [Liang et al.|(2022)) enhanced training efficiency by estimating worst-case value
functions and combining them with classical Temporal Difference (TD) target (Sutton, |1988) or
Generalized Advantage Estimation (GAE) (Schulman et al.l 2016). [Nie et al.| (2024) proposed a
DRL framework for discrete action spaces based on SortNet (Zhang et al. 2022)), which ensures
global Lipschitz continuity and eliminates the need for training additional adversarial agents. More
recently, L1 et al.[ (2024; 2025) developed the universal ISA-MDP framework, within which they
formally proved the existence of the ORP and demonstrated its consistency with Bellman optimality
policies. Moreover, they established that an infinity-measurement error is a necessary condition for
adversarial robustness. However, their theoretical analysis is limited to worst-case settings for RE-
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INFORCE and PPO. In contrast, our analysis builds upon practical policy gradient methods, making
it broadly applicable to real-world policy optimization.

These studies underscore the crucial importance of developing robust DRL policies and highlight
the ongoing challenges in enhancing adversarial robustness in DRL agents.

B.3 ROBUST RL AGENTS AGAINST PERTURBATIONS ON TRANSITION DYNAMICS

Research on robustness against transition uncertainty (Pinto et al., 2017; |Gu et al., [2019; |Ka-
malaruban et al.,|2020; Dong et al., 2025)) is primarily formulated as Robust Markov Decision Pro-
cesses (RMDPs) (Nilim & Ghaouil, 2003} Iyengar, 2005} [Wiesemann et al.| [2013)). This paradigm
differs fundamentally from SA-MDP. In SA-MDP, the adversary corrupts the policy input, forcing
the agent to act on distorted observations. Consequently, robustness depends on the policy’s stabil-
ity with respect to state variations. In contrast, RMDPs involve perturbations to the environment’s
dynamics. The agent observes the true state, but the transition leads to a worst-case outcome. Since
the decision precedes the perturbation, state-space smoothness does not guarantee robustness against
dynamic shifts.

C ADVERSARIALLY ROBUST POLICY OPTIMIZATION
In this section, we present a detailed theoretical analysis of ARPO. In the subsection [C.I] we show
the analysis of policy gradient for the adversary. In the subsection we show the convergence

analysis of ARPO. And in the subsection|C.3] we explore the learning dynamics in the neighborhood
of FOSPs in both ARPO and SPO.

C.1 PoLICY GRADIENT FOR ADVERSARY

Theorem C.1 (Policy Gradient for Adversary). Given a policy 7y, for all state s € S, we have

VoV (5) = Ermrpory P

R(r) ) Vylog mg(at|ug(st))]

t=0

o0
= Errmpovy P lz QT (54, a) Vg log Wa(atIVﬁ(St))]
t=0
1
= =B aymaronss [Q7 ()T log ol (+)].
Specifically, consider the direct parameterization representation for adversary vy : S — S, s —
s+ € B(S). Then, for any state s; € S, we have the state-wise policy gradient for the adversary

vﬁSi Vmeovy (S)
= Ervrpovyp |R(T) D Vo, logmp(arls, +0s,) - L(se = Si)] ;
t=0
oo (D
= Ermpory® | D7 Q7 (s1,0) Vg, logmo(as|s, +ds,) - Ui = 5,)
t=0
1

- ﬁE(S’,a/)Nd"GOVﬂ [QMOW (s'y al)vﬁs/ log mg(a'[s" + V) - I(s" = Sz)} )

where d™°V is the state-action visitation distribution under 7 o v and 1(-) is the indicator function.

Remark C.1. Equation (|I)) indicates that for computing the strongest adversary, we can decompose
it into calculating the strongest adversary in every state after sampling.

Proof. The definition of V™0 (s)

(o)
V7oors (s) = Errrpovy P [Z (s, ar)|so = 8| = Ermmpory .p [R(T)]S0 = 8] .

t=0
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The probability of attaining trajectory 7 = {sq, ag, $1, a1, ... } under my and vy with initial state
distribution g is

=,

ﬁ
Il
-

Pe,ﬂ(T) = po(s0)me(ao|ve(so)) P(si|si—1,ai—1)me(ai|vo(si))

=

= Mo(so)ﬂe © Vﬁ(ao|80) P<5i|5i717ai71)7"6’ o Vﬁ(ai|5i>-

i=1

For any state s, compute the gradient of the adversarial value function with respect to v.
VyVmeor (s)

= Vﬂ / R(T)Pg,g(ﬂSO = S)
== /R(T)Vﬁpg’ﬁ(7'|$0 = 8)

= /R(T)Pg,,g(ﬂso = 5)Vylog Py g(T|so = s)

= / R(7)Py (1) Z Vo logmg o vy(ag|s:)

t=0

= ETNﬂ'gOVg P

R(r) > Vylogmo Vﬁ(at|5t)]

t=0

= E’Twﬂ'eoug P

R(7) Z Vs log We(at|V§(St))] )

t=0
Let 7.+ = {so, a0, S1, a1, - - ., St, at }. Furthermore, we have that
Vg VToore (s)
[ oo 0o
= Errpory® | D7 7(si,0:) Y Vg log We(atw(st))]
Li=0 t=0

[ 00 o
= ETNWeouﬂ P Z Z ’Yir(sia CLi)Vﬂ 10g o (Clt‘l/ﬁ (St))‘|

Lt=0 i=0
[ oo [e%S)

= ETNTrgOl/ﬁ P Z ]E‘rt; Z IYIT(S'LV ai)vﬁ lOg 7T-9(alt|ul9(3t)) | 7_:151‘| ]
Lt=0 =0

=Ermporgp | 3 Br || D v'r(sisai) + > v'r(siyai) | Vologma(arva(s)) | 71
t=0

i<t i>t

0o
= ETNTFQ ovy,P § ]E‘rt:

Z 'yir(si, ai)Vﬂ log We(at|Vq9(St)) | T:t—l] ]

Lt=0 1=t
= ETNweow P Z Z 'Yir(sia ai>vl9 log g (at‘yﬂ (st))‘|
Lt=0 i=t

= Errporg® | D Erpis, lz V'r(si,ai) Vg logmo(ar|vg(st)) | T:tH

Lt=0 i=t

[ oo 00
= ETNTFBOI/ﬂ,P ZEH+1; [Z ryir(sia ai) ‘ St at] v19 IOg W@(G”Vﬂ(St))]

Lt=0 i=t

= Ernmporg® |37 Q7 (50,0:)V g log m(atm(st))} .
Lt=0
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Algorithm 1 Adversarially Robust Policy Optimization with §-Approximation Adversary

Input: training steps K in outer loop, outer loop step size 7, inner loop PGD step K p, inner loop PGD step
size np, inner loop approximation accuracy 9, batch size B
Output: adversarially robust policy e
1: Initialize 6 and ¥
2: fork=1 to K do

3:  Initialize indicator vector I = 15|, PGD step number j = 0

4:  while ||I|; >0&j < Kp do

5: Sample trajectories 7 ~ g o vy, P until the batch is full.

6: Compute the unbiased estimation of the action-value function Q7?°"? (s, at): Qroovo (s¢,ai) ==

oy 7t (s, ap), for all (s¢, az) in the batch

7: for s in the batch do o

8: vy(s) «— vy(s) — np - sign (Q’rem’ﬂ(s7 a) - Vyglog 7r9(a|1/19(s))> -1(s)

9: vy(s) «— clip(vo(s),s —€,s +¢€)

10: I(s)=1 (maXSUeB(S) <V19(S) — Sy, ﬁ(ﬁo\w (s,a) - Vylogme (a|w(s))> > 5)
11: j—j+1

12: end for
13:  end while

14:  Compute the unbiased estimation of the gradient of the value function VoV™0°"? (ug):

VoV 00 (10) i= s 3o mye @70 (5,) - Vo log o (alvs(s))
15: 0<«— 0+ nkVQVTFGOV'ﬂ (/Lo)

16: end for
Furthermore, through  the definition of the  state-action  visitation  distribu-
tion following the policy mg o vy starting from s: droevo (s’ a') =

EStNP("Stfl-,atfl)vat’\‘ﬂ'GOVﬁ("St) [(1—7) Z;)io ’YtH(St =¢',a; = a’)|sp = |, we have that

1
VoV (8) = T By [Q7 (8 a!) Vo logmo(a ().

Specifically, for the representation for adversary vy : S — S, s +— s+ s € B(s), we have

Vo., Voo ()

= ETNWgOVg,IP’ R(T) Z vﬁgl lOg Uy (at|yﬁ(3t))]
t=0

%)
= ETNTrgOVﬂ,IP’ R(T) Z vﬂsi IOg i (at|5t + ﬂst)
t=0

B 0o
= IETNW@OV@,IP’ R(T) Z VﬂSt lOg W@(at|8t + ﬁst) . H(St = SZ)‘| .
t=0

Similarly, we have
Vi, V7 (8) = Brmmgory | D7V QT (51,a1)Vap,, log mg(au] s + Us,) - I(s = si)]

t=0

1
B ﬁE(s/,a/)wzww [Q°" (s,a")Vy,, logme(a'|s" +D0yr) - I(s" = 57)] -

This completes the proof. O

C.2 CONVERGENCE OF ADVERSARIALLY ROBUST POLICY OPTIMIZATION

We analyze the convergence properties of ARPO with §-Approximation Adversary (Algorithm|[T) in
this subsection.
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C.2.1 NOTATIONS

For a sampling trajectory 7 = (sg, ag, o, ..) ~ g o Vg, P, denote the unbiased estimation of the
action-value function Q™¢°"? as

—_—
Qoo (s¢, ar) ZW ‘r(se,a),Y(se,ar) € T.

t'>t

For simplicity of writing and reading of the latter, denote the sampled estimate as:

0(5,;0,9) = 7= sg (@ (5,0)) - log my (alva () @

1—7

whereas sg(-) is the stop-gradient operator, meaning that (Q™?°*» (s, a) is seen as a function accord-
ing to (s,a) and is detached from the gradient operation for (6,) in the following context. This
implies that

1 —
Voi(s,a;0,9) = 1fQ’WO”ﬂ(s a) - Vologmy (alvy(s))

1 —
Vob(s,a;0,9) = 1fQ’THO”ﬂ(s a) - Vylogmg (alvs(s)).

Furthermore, denote the unbiased estimation of the gradient of the value function VoV ™°"? (114) as

Z Voi(s,a;0,9),

(s,a)eT

i 1
VoV (i) =

and denote the unbiased estimation of the gradient of the value function VyV™°? (1) as

— 1
VgV meove (‘U,()) =

B > Vi(s,a;0,9).

(s,a)eT

C.2.2 PREPARATIONS

We quantify the solution of inner optimization, that is, the adversary, by extending the First-Order
Stationary Condition (FOSC) proposed by Wang et al.| (2019).

Definition C.1 (§-Approximation Adversary). For a given policy g and the sampled estimation
Qmoovo (s, a), if vy (s) satisfies the following condition:

1 —
max <V19(5) = 8y, Q%" (s,a) - Vylogmy (a|Vﬁ(5))> <9,
sy EB(s) 1—7

then, we called that the vy (s) is 6-approximation adversary for the strongest adversary v*(s; mp).
Before our main convergence analysis, we provide a few assumptions utilized in our analysis.

Assumption C.1 (Lipschitz of Sampled Policy Gradient). The function 0(s,a;0,9) satisfies the
gradient Lipschitz conditions as follows:

sup ||VQ’LA)(S,CL; 9,’(9) - V@f}(s,a; 9/719)”2 < L99||6 - 9/H27

s,a,9

sup ||[Vot(s,a;0,9) — Voi(s,a;0,9)||2 < Lyg|l0 — 0'||2,

s,a,9

sup || Vot (s, a;0,9) — Voi(s,a;0,9)||2 < Log||9(s) — ' (s)||2, Vs,
a,l

where Lgg, Loy, Lyg are positive constants.
Assumption @] has been made in previous research on adversarial robustness (Sinha et al., 2018;

Wang et al.| 2019). A line of studies on deep neural networks helps to justify this assumption
(Allen-Zhu et al., [2019; |Du et al., 2019; |Zou et al., [2020).
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Assumption C.2 (Bounded Sampled Policy Gradient). The gradient of the function 0(s,a;,1)
with respect to 0 is uniformly bounded, i.e., 3 My > 0, such that
sup ||Ved(s,a;0,9)| < M,.

s,a,0,9

Assumption[C.2]can be verified by bounded rewards and the lower-bounded probability of the sam-
pled action, which are mild conditions in practical algorithms.

Assumption C.3 (Locally Strongly Convex Adversary). For any state s and action a, the function
0(s,a;0,9) is locally p-strongly convex in B.(s) = {vy(s) = s + s | |9sloo < €}, i.e., for any
1,99, we have that

0(s,a;0,01) = 0(s,a;0,02) + (Voi(s, a; 0,92),91(s) — da(s)) + gllﬁl(S) —D2(s)]13.

Assumption @] has been studied in |Sinha et al.| (2018); Lee & Raginsky| (2018)), which can be
verified by the relation between robust optimization and distributional robust optimization.
Assumption C.4 (Lipschitz Conditions of State-Action Visitation Distribution). The state-
action visitation distribution under policy mg o vy dgy(s,a) = dj2°(s,a) =
Eogmpio ()50 ~B (|5t 1,00 1)sa0~mgory (se) [(1 =) Dopeo V' I(st = s,ar = a)] satisfies the Lipschitz
conditions under the total variation distance as follows:

Sl;p lldo.v — do w|lTv < Lag||0 — 6’| 2,

sup ||dg.9 — do,9||Tv < Law |9 — V']
0

Assumption [C.4] has been derived by [Pirotta et al.| (2015) based on Lipschitz environments and pol-
icy. Certain natural environments show smooth reward functions and transition dynamics, especially
in continuous control tasks where the transition dynamics come from some physical laws (Bukharin
et al., 2024; |Li et al., 2025)), such as MuJoCo environments, where we conduct numerical experi-
ments. These environments are thus Lipschitz. The policy parameterized by neural networks can
be seen as Lipschitz based on neural network analysis (Allen-Zhu et al.| 2019; |Du et al., 2019} |[Zou
et al.l [2020).

Assumption C.5 (Bounded Variance). The variance of the stochastic gradient is bounded as fol-
lows:

e [ror ) s e <o

Assumption[C.3]is a common assumption in the analysis of stochastic optimization.

The proof framework of Theorem@] is drawn onWang et al.| (2019)); |Pirotta et al.|(2015)). We begin
by proving the following four technical lemmas.
Lemma C.1 (Lipschitz of Strongest Adversary). Suppose assumptions|C.1|and [C.3|hold. Then we

have that the strongest adversary 9*(s;01) is LZ" -smooth, i.e., given a state s, for any 0, and 0,
we have that

L
97 (s361) — 9" (3 62) |2 < =2[|61 — 2.
I

Proof. For any state s and action a, under assumption [C.3] we have that
@(S, a; 92, 19*(91))
> 0(s,a;02,9%(02)) + (Vo0(s,a;02,9%(62)), 0" (s;61) — 9 (s; 02))

G 10" (5361) — 9" (s:62) 3
> (s, 30, 0" (62) + S110" (5161) — 9" (s:.62) 3,

where the last inequality comes from (Vy9(s, a; 02,9%(02)), 9*(s;01) — 9*(s;62)) > 0. Similarly,
we have

(s, a;02,97(02))
> 0(s,a;02,9%(01)) + (Vod(s,a; 02,9 (01)), 9" (s;02) — 9" (s;61))

- I (5:61) — 0" (s:.62) 3
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Combining the above two inequalities, we have

pl|9* (53 61) — 9% (s 62) I3
< |(Vyi(s,a;bs,9%(01)),9"(s;01) — 9*(s;02))
< (Vyb(s,a;02,9%(01)) — Voi(s,a;01,9%(01)),9"(s;61) — 9" (s;02))
< |IVoo(s, a; 02,97 (601)) — Voi(s,a; 01,97 (01))|l2 - [|97(s;601) — 97 (s; 62)]|2
< Lygllf2 — 012 - [[97(s:61) — 97 (55 62)][2.
The second inequality comes from (—Vy0(s, a; 61, 9*(61)), 9% (s;01) — 9*(s;02)) > 0. The third

inequality comes from the Cauchy-Schwarz inequality, and the last inequality comes from Assump-
tion[C.1] Therefore, we have that

L
197 (5300) = 9" (s:62)ll2 < = =162 = 6ull>
This proof is concluded. ]

Lemma C.2 (Lipschitz of Sampled Policy Gradient against Strongest Adversary). Suppose assump-
tions and|[C.3| hold. Then we have that the sampling estimation (s, a;0,9*(0)) is Ly-smooth,
i.e., for any 01 and 05, we have that

Vot (s,a; 01,97 (01)) — Voi(s,a; 02,97 (02))||2 < Ls||01 — 022,

where Ly = % + L.

Proof. For any 6, and 65, we have that

Vod(s, a;61,97(61)) — Voi(s, a; 02,97 (62))]|2
< |IVot(s,a;01,9%(61)) — Vod(s,a; 01,97 (02))||2

+ || Vod(s,a; 01,9 (02)) — Voi(s, a; 02,97 (02))||2
< Loy |97 (s501) — 9" (s502) |2 + Loal|01 — 02]|2

LggL
< (91;190 + Lee) 161 — 62]|2.

The first inequality comes from the triangle inequality, the second inequality comes from Assump-
tion[C.1] and the last inequality comes from Lemma[C.I] Therefore, the proof is concluded. O

Lemma C.3 (Smoothness of Adversarial Value Function against Strongest Adversary). Suppose

assumpttons ﬂ - H and -h()ld Then we have that V7™0°" (”9)(/,L0) is L-smooth, i.e., for
any 01 and 05, we have that

V7000 (g) = Ve 702) () — (Vg V74 ) ), 0y — b2)| < 51101 — a3,

Nis

[V VTeror" (mo1) (115) — VgV ™02 (02) (1) < L||01 — 22,

where L = 7LWHLW + Loy + My (LZLW + Ldg).

Proof. For any 07 and 65, we have
Hvevﬂ'gl ov*(me, ) (,UO) - vavﬂ-ez ov* (7r92)('u0) H2

By ey V095, 00,9° O] = Evrarma, ey, [V, 02,9° 02))] |

< B, e (Vo (s, 560,9%(61) = Foi(s,ai 02,97 (62))] |

+ By Vo5, a3 02, 07 (62))]| -

N(del‘m(el)—dez,mwﬁ)
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This inequality comes from the triangle inequality. For the first item, we have
B, e oy, [Vo0(30501, 9" (601)) = Voir(s, as02,9" (02))] |
< Eeamdsy oo oy, V00 (5, 03 00, 0% (1)) — Voi(s, a; 02, 97 (0))],]
< (Lo
I

+ L99> 101 — 0O2]|2,
where the last inequality comes from Lemma|[C.2} For the second item, we have that

HE ) [V@@(s,a;eg,ﬁ*(ﬁg))]Hz

(ssa)~(doy 0% (01)—doy, 0% (02)

HIE Voi(s, a; 92,19*(92))]”2

()~ (doy 9% (9)—doy 0% (02)) [

+ HE ) [Vgﬁ(s,a;QQ,ﬁ*(Gg))]Hz

(s,a) d91719*(92)_d92v19*(92)

< ||dg, 9+(8,) — do, 0+ (62) TV - SUP [[ Vo0 (s, a; 02,97 (62)) |

s,a

+ [|do, 9+ (65) — dos 0+ (82) TV - SUP [V (8, a; 02,97 (62)) ||

< LdﬂMAH'l?*(al) — 9%(02) |2 + LagM3l|61 — 02]]2

< LggM; 7”91 — O2]2 + Lao M5 |01 — 62]|2

LgsL
= Mj; (dﬁuﬂe + Ld9> 161 — 022

The penultimate equation comes from assumptions [C.2] and [C.4] The last inequality comes from
Lemma[C.1] Thus, we have that

VgV ™o (M) (11) — VoV ™02 (T02) (1)
& L0 L) ) 102 el

Therefore, the proof of this lemma is concluded. O

< +L09+M@(

Lemma C.4 (Bounded Error of Approximate Stochastic Gradient). Suppose assumptions|[C_1| and
hold. Then we can control the error of the approximate stochastic gradient in the ARPO with
d-approximation adversary in definition[C_1| (Algorithm[). Specifically, we have that

_ — 5
Hve‘/Weoug(uo) _ VGVﬁeou (We)(HO)HZ < L‘gﬁ\/;.

Proof. We have that
HVW” (ko) = VeV’”’o”*(”)(Mo)H2

1 . . x
= I Z (Voi(s,a;0,9) — Voi(s,a;0,9"(0)))
(s,a)eT 9
1 ~ ~ *
< ] Z Vo(s,a;6,9) — Voi(s,a;0,9%(0))|l5
(s,a)eT
1 *
|7 Z Loy [|9(s) = 9" (s:0)|l, -
(s,a)er

The first inequality comes from the triangle inequality, and the last inequality comes from Assump-
tion[C.1} Under Assumption [C.3] we have that

0(s,a;0,9) > 0(s,a;0,97(0)) + (Vod(s,a;0,97(0)),0(s) — 9" (s;0)) + %Hﬁ(s) —9*(s;0)]3,
0(s,a;6,9%(0)) > 0(s,a;0,9) + (Vyo(s,a;0,9),9"(s;0) — ¥(s)) + %Hﬂ(s) —9%(s;0)]|3.
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Combining the above two inequalities, we have that

plld(s) = 0" (s:0)|3
<(Vy0(s,a;0,9) — Vyi(s,a;0,9%(0)),9(s) — 9*(s;0))
<0 —(Vyv(s,a;0,97(0)),9(s) —9*(s;0))
<.

The second inequality comes from that vy is a d-approximate maximizer of 4(s, a; 6,1), i.e.,
(Vod(s,a;0,9),9(s) — 9" (s;0)) <.
The last inequality comes from the optimality of 9%, i.e
(Vsd(s,a;0,97(0)),9(s) —9*(s;0)) >0

Therefore, we have that

— — )
HVGVTI'GOVﬁ (/J/O) _ VGV‘Ireou*(WB)(uo) HQ < Lgﬁ\/;.
This completes the proof of this lemma. O

C.2.3 MAIN CONVERGENCE RESULTS

Based on these assumptions, we derive the main convergence property of ARPO.
Theorem C.2 (Convergence of ARPO). Denote A :=  maxgming V™" (ug) —

ming V™°" (uq). Under assumptionsl a E H and set the step size 1 = / ﬁ

Then, for the ARPO with §-approximation adversary in Deﬁmlzon C (Algorithm I and K> AZL ,

we have
K—1 2
1 Z [HWVWW (o) (10 H } <do [AL N 2LM(57
K %

=0

where L = 7L9ﬂfl"9 + Loy + M; (Lﬂfﬁe + Ld9>.

Proof of Theorem|[C.2] For convenience, we denote the objective function V'(§) := V™0V (70) (1),
the accuracy stochastic gradient G(0) := VoV ™" (70) (1), and the approximation stochastic

gradient G(0) := VWW (110). According to the gradient Lipschitz of V7°*"(7¢) shown in
Lemma[C.3] we have that

V(0k+1)
L
> V() +(VeV(0r), 041 — Or) — §||9k+1 —0cll3

= V() + m VoV (8,). G6,)) — 2L G0, 3
= V() + TV (00) I — ZEIGODIE + e (ToV (B0). Cl0:) — TV (00)
= vion - (1- 555 ) IV 612

(1= L) (VoY (00).G(00) — VoV (8:)) — “221G(6,) — ToV (00

— V() - (1 - L) IVV B2 + me (1 — L) (VoV(81), G0:) — G(6)
+ 0k (1 = Lng) (VoV (0r), G(Or) — VoV (1))

—L—”’%né(e ) — G(0r) + G(6r) — VoV (6r)]|2
5 k k k 0 (k)Hz
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By Young’s inequality, we have

(VaV(6), G0) — GO < 5 (IVaV O3 + 1G(6r) — GO

1
)
2 (I1G(Ox) — GO + 1G() — VoV (6r)13)

IG(Or) — G(Or) + G(Or) = VoV (8|5 <
Therefore, we have that

V(0r+1)

> V(0) + 1m0 (1 - L) ATUSIE

=2 (1= L) (IV0V ORI + 1G(6:) - GORI3)
+ 1 (1= L) (VoV (0r), G(0) — VoV (0k))
— L} (Héww — GO+ GO — VoV (Bi)I3)
=V(bk) + HVGV(Qk)HZ 2 " (1+ L) [|G(0x) — G(01)II3
+ e (1 — Lnk) (VoV (01), G(0x) — VoV (0r)) — Lngl|G(0x) — VoV (81|13
Taking the conditional expectation on both sides of the above inequality, we have that
[ (ak) = V(Ok+1) | Ok]
< —ZE[IVeV(0)I3 | 0] + 5 (1+ Lnn) E [|G(600) — GO | 0]
+ e (1= Lng) E[(VoV (0k), VoV (0k) — G(0k)) | O]
+ LR [[|G(6) — VeV (01)Il3 | 0]
=~ BB [IVoV )3 | 6] + % (1 + L) E [IG(00) — GO | 64]
+ LWIQCE [IG(0k) — VoV (01|35 | 4]

u Ly
< —E[IVoV(0:)5 | 0] + 2 (14 L) ——
+ LnkE [1G(6r) — Vev(ek)ﬂg | 0]
L2.6
<—* [IVoV (60)II3 | 0k] + " (14 L) Z22% 4 Lo,

2

The first equation comes from the unbiased estimation G(#), i.e., E[G(0)] = VoV (0). The second
inequality comes from Lemma|C.4] and the last inequality comes from Assumption|C.5] Taking the
telescope sum of the above inequality, we have that

N

—1 K-1
L2,6

%]“E [IIVeV (03] <E[V(0x) — V(80)] + %(HLnk) if + ) Lnjo®

k=0 0

K-1

b
Il

Because 1, = 4/ 2% = and K > A , we have that L7, < 1. Furthermore, we have that

K-
AL 2L2,6
Z [IVoVERIE] < 4o/ 7= + =5

k=0

Therefore, the proof of this theorem is concluded. O

C.3 LEARNING DYNAMICS NEAR FIRST-ORDER STATIONARY POLICIES

We explore the properties of FOSPs in ARPO and SPO by analyzing the learning dynamics in their
neighborhoods. Our framework of analysis is drawn on the linear stability analysis of stochastic
gradient descent (Wu et al.,2022b) and sharpness-aware minimization (Zhou et al., | 2025).
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C.3.1 LEARNING DYNAMICS NEAR FOSPs IN ARPO

We first consider the learning dynamics near FOSPs in ARPO. Let (6*,9*) be a first-order stationary
policy-adversary of V70°¥? (141). To simplify analysis, we consider (6*,9*) satisfies the following
second-order optimality conditions:

vevﬂg* [y 78 (MO) _ 0’ vﬁvwg* OV * (//40) _ 07 Vzav‘n'e* OV * (,Uf()) < 07 v%ﬁvﬂg* OV (MO) > 0.
3)
Note that it makes no sense on the gradient when the objective adds a constant. Therefore, to
explore the local properties around (6*,9*), denote L(6, ) := V7™o*°¥o* (19) — V™0 (114). In the
neighborhoods of (6*,9*), we considering the local quadratic approximation of £(6, ) as:

L£(0,9) = =(0 —0") T Hg(0",9°)(0 — 0") + = (0 — 0%) T Hg(6,9%) (0 — 9%), 4)

1 1
2 2
Lg(0,9) Ls(6,9)

where Hy(0*,9%) := V2,L(0*,9%) and Hy(0*,9*) := V3,L(0*,9*) are the Hessians with respect
to 6 and ¥, respectively. Then, we have the following optimality conditions from (3)).

VoL(0*,9%) =0, VoL(6%,9%) =0, V2,L(0*,9%) = 0, V2,L£(0%,9%) < 0. 5)

Let ¢ denote the stochastic variable of sampling and let the sampled estimation f(s;6,19) :=
—0(s,a;60,9) as defined in . Denote the sampled policy gradient estimation as

4 1 5 1
VoLe(0,9) = 5 > Vol (si:0,9), VoLle(0,9) = 5D Vo f(si;0,0).
i€ 1€€

Consider the following single-loop adversarially robust policy optimization iteration:

D1 = O + €V Le Ok, O),

. (Single-Loop ARPO Iterator)
Op+1 =0k —nVoLe(Ok, Vit1)-

Policy Gradient Noise. Denote the 1-batch gradient noise as &y ;(0,9) = Vof(si;0,9) —
VoL(0,9) and £y ;(0,9) = Vo f(s:;0,9) — VyL(6,9). Let X9(0,9) :=E [6971(9,19)6971'(9,19)T]
and Xy(0,9) .= E [&“(9, ITRICA 19)T] as the 1-batch gradient noise covariance. Then, we have
that
S0(0,9) =E [Vof(s:;0,9)Vof(s::0,9) "] — VoL(0,9)VeL(0,9)T, (6)
29(0,9) =E [Vyf(si;0,9)Vof(s:;0,9) ] — VyL(0,9)VyL(0,9)". @)

Furthermore, denote the sampled full-batch gradient noise as &2(6,4) VoLle(6,9) —

VoL(0,9) = % Zieg &p,:(0,7) and 55(9,19) = Vﬁﬁg(&ﬁ) — VoL(0,9) = % Zie& £9,:(0,0).
Then, for the full-batch gradient noise, we have that

E (80, 0)65(0.0) 7] = L [60:(0.9)60.(0. )] = 1-50(6.9), ®
E (650,065 (0.9)] = E [€0.(0, 0)60.:(0,9)T] = £ 50(6,9). ©

Based on these notations, we make a coercive assumption about gradient noise based on Hes-
sians. Similar insights have been theoretically and empirically validated in a variety of studies about
stochastic gradient descent in supervised learning settings (Zhu et al [2019; Feng & Tul [2021; [Wu
et al., [2020; |2022b; Mori et al., [2022; |Wang & Wu, [2023; [Wojtowytschi, [2024; |Zhou et al.| 2025)).

Assumption C.6 (Coercive Policy Gradient Noise). There exists k > 0, such that for all 0 and 9,
the following coercive conditions hold:

Tr (M&(a,ﬁ)) > 2rg|| Ho(0,9)| %, Tr (Ww(&ﬁ)) > =2y Hy (0,9)|7-
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Local Stability of ARPO. Similar to the linear stability of stochastic gradient descent (Wu et al.,
2022b) and sharpness-aware minimization (Zhou et al.;,|2025), we define the local stability of ARPO.
Note that in the practical optimization process, only local stable optima can be selected.

Definition C.2 (Local Stability). The first-order stationary policy-adversary (6*,9*) is said to be
locally stable if there exists a constant C' > 0 such that for the|Single-Loop ARPO Iteraton the local
quadratic model ({{)) L(0,9) satisfies E[L(01, V1)) < CE[L(6p,Y0)], VE > 0.

Based on these, we characterize the Hessian properties of FOSPs in ARPO.

Theorem C.3 (Flatness Bound of FOSPs in ARPO). Let (6*,9*) be a first-order stationary policy-
adversary in ARPO and satisfy the second-order optimality condition . Denote Amin(+) and
Amax(*) as the minimum and maximum eigenvalues, and let d be the state space dimension. If
(0*,9%) is locally stable, L(6y,90) > 0, 1 > 2/Amin (Ho(0*,9%)), € < 2/Amax(—Hy(6%,9%)),
B > d62I€19)\max(—H19(9*, 19*))2, and Assumptionholds, then for single-loop ARPO, we have

that
B 2rig|| Ho (0%, 97)]2 B
H * *\ (|2 1— ) F < 1
(1ot 00+ =25 ) B <2, (10)

where B is the batch size, k is the coercive coefficient, € is the attack budget, and n is the step size.

Remark C.2. L£(0y,vY¢) > 0 means that V™" °"o* (o) > V™8 "% (), which holds in practical
training from the scratch.

Proof. Because L(6y, ) > 0, by recursion, we can prove that £(0;_1,9;) > 0 and L£(0g, V) >
0, Vk > 1. Then, we have that
L(Ok41,V541)
1 1
= 5 O = )T H (0%, ") Oa = 0) 45 D = ) Hy(0°,9°) (Dis = 0°)

I 17

Without loss of generality, we can let * = 9* = 0. Denote H; := Hy(0*,9"), Hy := Hy(6*,9%).
According to the definition of the sampled full-batch gradient noise, we have that £ (6,9) =

VoLe(0,9) — VoL(0,9), and £F(0,0) = VLe(0,9) — Vo L(6,9).
Then, on one hand, we have that
E[1]
=K [(9}.C - HVQﬁg(ek, ’l9k+1))TH1(9k — HVQ[:&“(@;.C, 79k+1))}

=E [(0k — 1V L(Ok, Is1) — 05 Ok, O41)) " Hi(Ok — 1V L (O, Irir) — 05 (On, Oy1))]
=E [(6x = nVoL(Ok, Vit1)) Hi(0k — nVoL(Ok, Vit1))]
+0°E [5 Ok, Ops1) T H1&5 (O, Ons1)]

2
= E[(0 — nVL(0k, D))" Hy(0h = V0L (Ok, I11))] + HE [T (o0, Dri1) )]

T 20 kg || H |17
> E [0k — nVoL(Ok, Vr11)) ' Hi(0k — nVeL(Ok, Vrt1))] + —p5 EL(Ok Uk1)]
2% kg|| Hy

2
B e g [L(Ok, Vrt1)]
2% kg || Hy

1%
E[L(0x, 0
B [L(Ok, Vp11)]
2% kg || Hyl|2
%E [L(O, Drs1)] -

The third equation comes from E [55 (0, 19)] = 0. The fourth equation comes from . The first

inequality comes from Assumption Because of n > /\-#(Hl)’ we have that H; > %I . This

=E [0 (I — nHy)Hy (I —nHy)0;] +
> E [0 H.0;] +

=2 [Lo (O, Ir)] +
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comes that Hy — 2nH? +n*>H3} = Hy, which leads to the last inequality. Now, we need to estimate
the lower bound of E [Lg (0, 9541)]-

E [‘C(élw lSkH»l)]
1
2

1
=E [Ly(Ok, V)] + §II.

E [04 H10) + V)4 HoOp 1]

On the other hand, we have that
E [I1]
[ (O + €V Le(0h, 04)) T Ha (W + €V Le 00, 01))|
E [(9k + eVoL(Ok, V) + €£5 (O, 9%)) " Ho(9k + €V L(Ok, V1) + €£5 Ok, Vi))]
E (
E (

O + €V L (O, 9k)) " Ho(Ok + eV L(Ok, I1))] + €E [5 Ok, 9%) " Ha&F (Or, )]

2
Oy + eVyL Qk,ﬁk))THg(ﬁk + 6V,9£(9k,19k))] + %E [TI' (E§(9k719k)H2)]

E [(9k + eVoL(Ok, 9)) " Ha (D + €V o L(Ok, Ik))] — %E [L(0r, V)]
=E [0 (I + eH>)Hy(I + eHs)dy,| — %E [L(0), V)]

E [, Ho¥x] — %E [L(Or,91)]
= 2K [Ly(Or, Ir)] — %E (L0, k)] -

The third equation comes from E [{1]93 (0, 19)] = 0. The fourth equation comes from (EI) The first
inequality comes from Assumption Because of ¢ < ﬁ, we have that Hy = —21. This

comes that (I + eHy)Ho(I + ¢Ho) = Hy + 2e¢H3 + ¢2H3 = Ho, which leads to the last inequality.
Therefore, we have that

kgl Hy|?
E[L(0k, Dpt1)] > (1 - M) E [£(6),91)] - (11)
Because of B > de?kgAmax(—Ho2)?, we have that
|H2l3 < Ao (—Ha)? <
- ~ 2Ky
s b kgl Hall3
which indicates that 1 — —==£ > (.
Furthermore, we have that
2 H 2 2 S H 2
E[£(0ks1, Drs1)] > (1 + "”””Q”Bl”F> (1 - ”5”32”F> E[L(k 0] (12)
Hence, (6*, 9*) is locally stable for stochastic ARPO, so the following inequality must hold:
2 2 2 2
n° kol Hil|% k| Ha| %
14+ —= 1—-—=X ) < 1. 13
(1 el I 0

In conclusion, we have that for a local optimizer (6*,9*) of V™% (1), it holds that:

B rg|| Ha |7 B
Hiq|| 1-— £ < . 14
<| e+ H9n2> ( B = kgn? (19

This completes the proof. O
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From Theorem [C.3] we observe that for FOSP in ARPO, if the adversary-side curvature is bounded
as ||[V2,V™e oo () ||% < B/(2kge?), then the policy-side curvature in ARPO matches that of
SPO (as later shown in Theorem [C.4), i.e., ||V, V™" °*o* (uo)||3 < B/(ken?). This implies that
if ARPO achieves sufficiently strong robustness, i.e., flat adversarial curvature, it can preserve gen-
eralization comparable to SPO. Moreover, greater robustness may further enhance generalization.
However, if robustness is insufficient, generalization may be significantly degraded.

C.3.2 LEARNING DYNAMICS NEAR FOSPs IN SPO

Similarly, for an FOSP 6* in SPO, we establish the learning dynamics analysis. Let 6* be a first-
order stationary policy-adversary of V™ (ug). To simplify analysis, we consider 6* satisfies the
following second-order optimality conditions:

VoV (o) = 0, Vo V™ (o) < 0. (15)

Note that it makes no sense on the gradient when the objective adds a constant. Therefore, to explore
the local properties around 6*, denote L£(0) := V™" (119) — V™ (119). In the neighborhoods of 6*,
we considering the local quadratic approximation of £(6) as:

£00) = 50— )T Ho(07)(0 — 0°), 16)

where Hy(0*) := V2,L(0*) is the Hessians with respect to 6 respectively. Then, we have the
following optimality conditions from (I5).
VoL (0*) =0, Vi, L(0%) = 0. (17)

For a sampling trajectory 7 = (so,aq,70,...) ~ ma,P, denote the unbiased estimation of the
action-value function Q™ as

éﬂ\"(staat) = Z’YtLtT(St/,at’)yv(st,at) €T

v >t

For simplicity of writing and reading of the latter, denote the sampled estimate as:

sg (@7 (s,0)) -log o (als). (18)

1
0(s,a;60) := T

whereas sg(-) is the stop-gradient operator, meaning that ()™ (s, a) is seen as a function according
to (s, a) and is detached from the gradient operation for 6 in the following context.

Let £ denote the stochastic variable of sampling and let the sampled estimation f(s;0) :=
—0(s, a;0) as defined in . Denote the sampled policy gradient estimation as

4 1
VoLe(0) = B Z Vo f(si;0).
€€
Consider the following SPO iteration:
Ori1 = Ok — nVoLe(0r). (SPO Iterator)
Policy Gradient Noise in SPO. Denote the 1-batch gradient noise as &y ;(6) = Vg f(s;;0) —

VoL(0). Let Sg(0) := E [£9,:(6)&0,:(0) ] as the 1-batch gradient noise covariance. Then, we have
that

S0(0) =E [Vof(si;0)Vof(si:0)"] — VoL(0)VeL (D), (19)

Furthermore, denote the sampled full-batch gradient noise as &7 (6) := Vgﬁg(@) — VoL(0) =
3 ¢ §0,:(6). Then, for the full-batch gradient noise, we have that

E [ (0)¢5(0)"] = %E [€0.(0)60,4(0) "] = %29(9)- (20)

Based on these notations, we make a coercive assumption about gradient noise based on Hes-
sians. Similar insights have been theoretically and empirically validated in a variety of studies about
stochastic gradient descent in supervised learning settings (Zhu et al, [2019; Feng & Tu, 2021} [Wu
et al., [2020; |2022b; Mori et al., [2022; |Wang & Wu, [2023; [Wojtowytsch, |[2024; |Zhou et al.| 2025)).
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Assumption C.7 (Coercive Policy Gradient Noise in SPO). There exists k > 0, such that for all 6,
the following coercive conditions hold:

(0) :
i (g H6)) > 250l Ho0) -

Local Stability of SPO. Similar to the linear stability of stochastic gradient descent (Wu et al.,
2022b) and sharpness-aware minimization (Zhou et al.| 2025)), we define the local stability of SPO.
Note that in the practical optimization process, only local stable optima can be selected.

Definition C.3 (Local Stability of SPO). The first-order stationary policy 6* is said to be locally

stable if there exists a constant C' > 0 such that for the the local quadratic model ({I6)
L(0) satisfies E[L(0)] < CE[L(6p)], Yk > 0.

Based on these, we characterize the Hessian properties of FOSPs in SPO.

Theorem C.4 (Flatness Bound of FOSPs in SPO). Let 0* be a first-order stationary policy in SPO
that satisfies the second-order optimality condition. If 0* is locally stable, L(6y) > 0, and Assump-
tion[C.7|holds, then for SPO, we have that
B
Hy (6" < — 21
o)} < o e

Proof. Because L(6y) > 0, by recursion, we can prove that £(6y) > 0, Vk > 1. Then, we have that

1
L(Oky1) = 5(9k+1 —6") " Ho(6%)(Ors1 — 67).

Without loss of generality, we can let 6* = 0. Denote H; := Hy(6*). According to the definition
of the sampled full-batch gradient noise, we have that ££(0) = VL (0) — Vo L(0).

Then, we have that

E (0441 Ho(0%)0)11]
=B [(0 — 1V0Lc(00)) Ha (0 — 1V6Lc(6))]
=E [(0x — nVoL(Or) — 0 (0x)) T H1(0r — nVoL(0k) — 1EF (61))]
=E [(0r —nVeL(0k)) Hi(0r — nVeL(01))] + n°E [£5 (0x) T H1&5 (61)]
=E [(0r —nVoL(6r)) " Hi(6x — VoL (0k))] + %]E [Tr (Zo(0k)H1)]

E [(0r — nVoL(6)) " H1(6x —nVeL(0k))] + ME [£(6r)]
B (0] (I — nHL )L — niy)ey] + 2Rl g g )

B
21k || Hy||?
> 2l il g (g,
The third equation comes from E [{f (0, 19)] = 0. The fourth equation comes from . The first

inequality comes from Assumption|C.7] Because of H; = 0, we have that Hy — 2nH? +n*H} = 0,
which leads to the last inequality.

Furthermore, we have that

2;‘1 H 2
El£0) > T e g (29, @)
Hence, 6* is locally stable for stochastic SPO, so the following inequality must hold:
2 12
e et 23
L < 23)

In conclusion, we have that for a local optimizer 0* of V™ (1), it holds that:

B

2
| Hillz < ey (24)

This completes the proof. O
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D ANALYSIS ON INTUITIVE ISA-MDPs

In this section, we illustrate and analyze detailed two-state and two-action ISA-MDPs to provide
intuitive explanations from the numerical properties and their value space geometry. These examples
are drawn on Dadashi et al.|(2019).

Lemma D.1 (Line Theorem (Dadashi et al.,|2019). Let s be a state and 7 a policy. Then there exist
two s-deterministic policies in Yg\{s}, denoted Ty, T, such that for all ™’ € YS”\{S},

fo(me) = fo(n') =2 folma),
where f,(7) = V™, and Yg\{s} describe the set of policies that agree with w on all states except s.

Furthermore, the image of f, restricted to Yg\ (s} is a line segment, and the following three sets are
equivalent:

(i)fv (YST'F\{S}> ’
(i){fo (ame + (1 — a)my) | o € [0,1]},

(iii){afy(me) + (1 — ) fy(my) | @ € [0,1]}.

Based on the above Lemma, we derive the following Proposition.
Proposition D.1. There exists an ISA-MDP that satisfies the following properties:

(1) Its robust policy space has a cut point, i.e., there exists a policy w such that Mgyp,s/{m} is
disconnected, where oy, = {7 € TV ™ (s5) = V™ (7)(s),Vs}.

(2) The FOSPs in ARPO are more than those in SPO. Moreover, let mg be a FOSP under SPO, and
74 be a FOSP under ARPO. Then, 7 4 is a robust policy with V™4 (pg) — V= (po) < 3(V™ (o) —
V= (o)), where V'~ (po) = ming V™ (o) is the worst value in ISA-MDP.

Proof. Consider a two-state, two-action ISA-MDP M = (S, A,r, P,v, B), with § = {s1, 52},
A = {a1, a2}, and reward and transition structure specified as

r(siya;) = #[(i = DA+ — 1],  P(sklsi,a;) = P[(i — 1)] Al + j — 1][K],
where
7 = [-0.45,—-0.1,0.5,0.5], P= [[0.7,0.3],[0.99,0.01], [0.2, 0.8], [0.99, 0.01]].

Set the discount factor v = 0.9, and let B(s1) = B(s2) = {si1,s2}. Parametrize policies as
O={(a,p):0<a<1,0<p8<1},withmyg(ai|s1) = a, ma pa1]s2) = 6.

The robust policy parameter space is defined as
®Robust = {(Oé, 6) €0O: Vﬂa’ﬁoy*(ﬂa‘ﬁ) = Vﬂ-a'ﬁ}.

‘We derive that:

Aa g
Vs (5y) = 22 25
(s1) Py’ (25)
Bas
T, — > 2
V) = 5, 26)
OV (s1)  0.2488583 —0.21635 _ 0.0261A4, 27
804 o Pa’ﬁ PaﬁQ ’
QV a8 0.24885 0.0711  0.0711A4,
(Sl) - ot + 2 0 ) (28)
aﬁ Pa,ﬁ Pa,ﬂ
OV7e8(sy)  0.2488583 — 0.18135 _ 0.0261B,, (29)
804 o Pa’g Pa”@2 ’
QV a8 0.24885 0.0711  0.0711B,
(52) - ot + 2 .0 ) (30)
8ﬁ Pa,g Pa,B
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where
Pog = |I_’VPWQ’B|
= (0.991 — 0.7115)(0.261c + 0.109) + (0.261cx + 0.009)(0.7115 — 0.891),
Aq.p = 0.1305 + (0.35¢ 4+ 0.1)(0.7118 — 0.991) + 0.0045,
Ba.p = 0.1305c + (0.35¢ + 0.1)(0.7118 — 0.891) + 0.0545.

Direct calculation from (23] and (26) shows that the policy 1,1 achieves the highest value, i.e., 71 1
is globally optimal. Moreover, the following ordering holds:
V™2 (0.16,1.89) T = V™1 ~ (—0.81,1.26) "
=VT00 & (—0.95, —0.35) T = V™o v (=247, -1.71) . (31)

To further analyze value relations, define
f(B,s) :=VTL(s) — VT8 (), s € {s1,82}.
Explicit calculation shows there exists a threshold 3 &~ 0.777 such that
f(B,5) >0, if3>p,
F(B.s)=0, if=, (32)
f(B.s) <0, if <P,
and this sign structure holds identically for both s; and ss.
Applying the Line Theorem D] for any 0 < o < a2 < 1 and for each fixed s,
Vs (s) < VT2 (s), if B> B,
VT8 (g) = VTe28(s), if = B, (33)
VTe18(s) > V™2.8(s), if < f,
again for both s; and ss.
Now, for value improvement in the J direction, define
glay 8) :=VTel(g) — V7T0(g).

Explicit computation confirms that g(a, s) > 0 for any 0 < a < 1 and both s, s2. Thus, for any
0 < fB1 < B2 <1 and fixed a,

Vb (8) < YTa.B2 (S) (34)

Let us now determine the structure of the robust policy region. By definition, for any («, ) € O,
Ta,p 0V (Ta,p) = argminger, , V7, where Iy 5 = {Ta,0) Ta,8, T6,0: 75, }-

If o = S, thenIl, o = {7q .0} 30 (o, B) is always robust. If § < min{a, B} Using for 8 < «

gives V7.8 (s) < Ve (s), and V™. (s) > V78.8(s). Together with and 8 < B, V™8 (s) <
V8.8 (s). Therefore, V™8 (s) is the minimal value in IT, g for both states, so robustness holds.

For other regions (a, 8) ¢ {a = 8} U {B < min{a, 3} }, by similarly using and (34), one can
verify that the minimal value in II, g is always attained at a different policy (specifically, at 7g 4,
Ta,as OF Tg g in the respective regions). Thus, the robust region is exactly the union

GRobust = {(avﬁ) L= B} U {(avﬁ) : B S min{aag}}'

Notably, the point (B , B) serves as a cut point: removing it disconnects © gopyst- This completes
the proof of property (1).

For property (2), we show that, unlike SPO, the ARPO objective can admit more FOSP. Indeed, we
focus on

ai/B Z 0;
. /3207
max V™8 (s subject to: { =
e VI (s) ! f-p=0,
1—a>0.
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We analyze the Karush-Kuhn-Tucker (KKT) conditions at (o, 3) = (0,0) to verify FOSP. The
Lagrangian is defined as:

L(s,a,B,A) = V™ (s) + Ao — B) + Xaff + A3(B — B) + (1 — ).
The KKT conditions at («, 5) = (0,0) are:

Stationarity:
VT8 (s)
r-ea— A=A =0
e l0,0) F A1 = A =0,
OVTaB (s
736( )‘(070)—)\14-)\2—)\3:0.

Primal feasibility: (0, 0) satisfies all inequality constraints.
Dual feasibility: X; >0, j=1,2,3,4,
Complementary slackness:
Mfa=B) =0, A2 =0, X3(5 — ) = X3 =0, Ma(1 — ) = 0.

Since at (a, 8) = (0,0), the gradients %‘(070) and &| 0,0) both exist, and by the

structure of the problem the corresponding dual variables can be chosen to satisfy the equations
above, all KKT conditions are satisfied. Therefore, (0,0) is a FOSP for ARPO, even though it is not
a FOSP for SPO.

Let g = m1,1,74 = To,0, Mo is the uniform distribution on S. In this example, 7~ = 1 . By (31)),
we know that
Vs (/1,0) ~ 1037 yra (M()) = —0.65, V- (/1,0) = —2.09.

Then, we have that

V7 (o) = V™ (o) = 3.12, V7 (o) — V™ (o) = 1.44 < (V”S (ko) = V™ (10))-

This completes the proof. O

E ANALYSIS ON SURROGATE ADVERSARY

In this section, we provide the analysis and proof about the surrogate adversary.

Theorem E.1 (Surrogate Adversary). For any policy g, state s € S, and K > 0, let the adversary
¥ be computed via K -step gradient descent on the adversarial value function, i.e., 95 ) = Vs —1 —
Ns,k—1 Vo, VT (8)]9,=9, 1,1 < k < K. Assume step sizes ns < 1/(As + 9) for some 6§ > 0,
and if G(s;m,v) := Dgr(mw(:|s)||m o v(:|s)) < 1. Then, we have

26
V7o(s) —Vmeor(s) > ——————
( ) ( ) o )\max(Fs,O)K
where F g is the Fisher information matrix of log g o vy(als) with respect to 95 = 0, defined as
E@,O = F(G, S) = Ea~7‘r9(~|s) |:(v195 log 7T9(CL|S + 199) = ) (Vﬁs 10g 770(04‘5 + 199) 9 :O)T:|; As =

max, 9, cB(s) /\max(vgﬁvm”ﬂ (8)|9=v,) and Amax(+) is the largest eigenvalue of matrix.

G(s;mg,v9) + O (G(s T, Vﬁ)%)

Proof. We begin by examining the local behavior of the KL-divergence between the policy at the
original and perturbed state:

G(s;mp,v9) 7= Dxu (mo(-|s)[[mo(-]s + 7)) -

Let us expand G(s; 7y, V) for small ¥:

o (a
G(s;mg,vy) ZTFQ als) log (cf|i—||—)19 ]

= IEGNM(_‘S) [log g (als) — log mo(als + ¥s)] .
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Now, expand log 7y (a|s + ) at 95 = 0 using a Taylor expansion:

1
log 7 (a|s+19s) = log mg(als)+Vy, log 7r9(a|s)|1—gszo195+§19;rV%s log 7 (al|s)

9,=09s+O0([195]3).

Plugging this into the difference, log mg(als) — log mg(als + 9), and taking the expectation over
a ~ mg(-|s):

1
;—520195 — iﬁjvgs log 7 (als)

Earns(ie) |~ Vo, logms(als) ﬁs—oﬁs] Lo,

The first term equals zero because

Earory (1) Vo, 10g mo(als)|o,=0] = Vo, Y _ mo(als +9s)lg,=0 = 0,

since the sum of probabilities is always 1.

The second term can also be separated using Fisher information matrix properties:
Fyp = Equny(ls) [V, logmo(als)Vy, logme(als) "],
and
]E(,INTI'Q("S) [vq%g log e (a|s)] = —Il'sp.
Therefore, combining the above,

1
G(S; e, Vﬁ) = iﬂ;rFs,Hﬁs + O(||193||“;’)

From the expansion above, since F g is positive definite (or at least positive semi-definite), we have:
1 1 1
iAmin(Fs,O) Hﬁs H% S iﬁIFS,(ﬂ?s é iAmax(FS,()) ||7~95 ||§

Neglecting the lower bound (since we only need an upper bound for ||¥]|3), isolate |9, ]|3:

2
Vel3 < ———
|| ||2 /\max(Fs,O)

Here, the O(G3/?) term comes from inverting the Taylor expansion when ©J, is small. We now
analyze the decrease in the value function resulting from K steps of gradient descent:

G(s;m9,v9) + O(G(s; 79, v9)*/?).

For each step,
Vs = Vs o—1 — Ns k—1 Vo, V0 (s)

Let Vi, = V"°"?s.k (). Expanding V}, around s 1 using Taylor’s theorem:
Vi = Vi1 + Vo,V ()|, —g, ., (Psk — Vs k1)

1
5 Wk = Dasm) TV VT ()]0, =0,y Dk = Duit) + Ok = Dupr ).

ﬂszﬂs,k’—l .

Summing over k = 1 to K and noting telescoping sum of Vj,_; — Vj:

K
VT (s) = VT (5) = 3 (VT eikt (5) — VTOO00k (s))
k=1
K
+0 (Z 105,k — 195,1@—1||§’>
k=1
K
== Vo, VU s) g~ Dk — Dak1)
k=1
| K
~3 Z(ﬁs,k — Do) TV VT () gm0y (s — s p—1)
k=1
K
+O (D 10ak — 193,k_1||§> :
k=1
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The gradient update yields:
sk = Vs o1 = —Ns k-1 Vo, V7" (s)

For small enough steps, and since the step size ns x—1 < 1/(As + J) ensures sufficient decrease
(similar to the classic descent lemma in optimization), we can bound the value difference as:

Fs=0s,k—1"

K K
V7 (s) — VTeoVe, ke (s) > (SZ 195,k — 198,;6,1”% + O (Z 195,k — 198_,1@1”3) .
k=1 k=1

By Jensen’s inequality,
2

1
= =0kl
2

K 1 K
; ||195,k - 195,]971”% 2 E kz_l('l?s,k - ﬁs,kfl)

Now substitute the earlier quadratic relationship between ||, i ||? and G(s; 79, vg, . ):

T oV, J :
VTo(s) = VIO (5) > 2 105 k|3 4+ O(95,k12)
26

> -
o )\max(E‘;ﬂ)K
This completes the proof. O

G(s;mg,v9, 4 ) + O(G(s;m, 1/,9571()3/2).

F ADDITIONAL ALGORITHM DETAILS

F.1 ADVERSARIALLY ROBUST PROXIMAL POLICY OPTIMIZATION (AR-PPO)

We apply the ARPO paradigm on top of the PPO algorithm and further incorporate the SPO-based
guidance, yielding Adversarily Robust Proximal Policy Optimization (AR-PPO). The overall algo-
rithm is presented in Algorithm 2]

F.2 BILEVEL ADVERSARIALLY ROBUST PROXIMAL POLICY OPTIMIZATION (BAR-PPO)

We apply the BARPO paradigm on top of the PPO algorithm and further incorporate the SPO-based
guidance, yielding the Bilevel Adversarially Robust Proximal Policy Optimization (BAR-PPO). The
overall algorithm is presented in Algorithm 3]

F.3 ADDITIONAL IMPLEMENTATION DETAILS

We run 2048 simulation steps per iteration and use a simple MLP network for all agents. SA-PPO,
WocaR-PPO, and BAR-PPO are trained for 2 million steps (976 iterations) on Hopper, Walker2d,
and Halfcheetah, and 10 million steps (4882 iterations) on Ant for convergence. RADIAL-PPO is
trained for 4 million steps (2000 iterations) on Hopper, Walker2d, and Halfcheetah following the
official implementation and 10 million steps (4882 iterations) on Ant. The attack budget € is lin-
early increased from O to the target value during the first 732 iterations on Hopper, Walker2d, and
Halfcheetah, and 3662 iterations on Ant, before continuing with the target value for the remaining
iterations. This scheduler is aligned with Zhang et al.|(2020c); Liang et al.|(2022) without extra tun-
ing. The regularization weight  is chosen from {0.1,0.3,1.0} for BAR-PPO. We run 10 iterations
with step size €/10 for both methods and set the temperature parameter 3 = 1 x 10~ for SGLD.

We implement all PPO agents with the same fully connected (MLP) structure as/Zhang et al.|(2020c);
Oikarinen et al.[(2021). In the Ant environment, we choose the best regularization parameter x in
{0.01,0.03,0.1,0.3,1.0} for SA-PPO, RADIAL-PPO, and WocaR-PPO to achieve better robust-
ness. For fair and comparable agent selection, we conduct multiple experiments for each setup,
repeating each 17 times to account for the inherent performance variability in RL. After training,
we attack all agents using random, critic, MAD, and RS attacks. Then, we select the median agent
by considering the natural and robust returns as our final agent. This chosen agent is then attacked
using the SA-RL and PA-AD attacks to further robustness evaluation, because these attacks involve
quite high computational costs.
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F.4 EXPERIMENTS COMPUTE RESOURCES

All MuJoCo experiments were conducted on a machine with an AMD EPYC 7742 CPU and no
GPU acceleration.

BARPO’s training takes approximately 2 hours for Hopper, Walker2d, and HalfCheetah, and 9 hours
for the more complex Ant environment. This represents roughly a 2x increase in wall-clock time
compared to standard, non-robust PPO training. Crucially, this overhead is on par with other leading
robust baselines (Zhang et al.,|2020c} |Oikarinen et al., 2021} |Liang et al.,2022)), which require simi-
lar inner-loop computations to find the adversary. The choice of a CPU-only setup follows baselines,
as the wall-clock time in these MuJoCo tasks is overwhelmingly dominated by the environment sim-
ulation overhead, ensuring a fair comparison of the algorithmic sample complexity.

Furthermore, we confirm that BARPO introduces no significant additional memory overhead com-
pared to standard PPO training.

Algorithm 2 Adversarially Robust Proximal Policy Optimization (AR-PPO).
Input: Number of iterations 7, a schedule ¢; for the perturbation radius ¢, robustness weighting .

1: Initialize policy network mg(a|s) and value network Vp,, (s).

2: fort=1toT do

3:  Run my, in the environment to collect a set of trajectories D = {7}, } containing |D| episodes,
each 7, is a trajectory containing |75 | samples, 7 := {(Sk i, ki, Tk,is Skit1) }, 0 € [|78]]-

4:  Compute reward-to-go sz for each step ¢ in every episode k using the trajectories and dis-
count factor .

5:  Update value network Vp,, (s) by regression on the mean-square error:

|75

Oy <—argm1n Zk‘ -y Z Z( (Sk.i) Rk,i)Q.

T, €D i=0

6:  Estimate advantage Ak,i for each step 7 in every episode k using generalized advantage esti-
mation (GAE) and the current value function Vp,, (s).

7:  Solve the inner optimization using gradient descent (PGD):

8: For all £, 7, run PGD to solve (the objective can be solved in a batch):

5y = argmin g<ﬂe(ak8> Am)?
sv€B., (ski) \T0; (Qn,ilSk,i)

where g(z,y) = min{z - y,clip(z,1 —n,14+1n) - y}.

9: Compute the approximation of the outer optimization:
|Tk‘ ﬂe(ak'|5' ) R
r < (o (Cl58.4)) — g ( Ak))
o ®) |Tk| TZE:D; (lows) o, (an,ilse) "

10:  Update the policy network by minimizing the vanilla PPO objective and the AR objective (the
minimization is solved using ADAM):

75|
. mo(ak,ilski) 3 )
0,11 < ar mln E E 7141- + K- Lo (0).
t+1 g9 | k| ( k, ( )

€D i=0 o, (ak,ilskq)’

11: end for
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Algorithm 3 Bilevel Adversarially Robust Proximal Policy Optimization (BAR-PPO).
Input: Number of iterations T, a schedule €, for the perturbation radius €, robustness weighting «.

1: Initialize policy network 7y (a|s) and value network Vp,, ().

2: fort=1to T do

3:  Run 7y, in the environment to collect a set of trajectories D = {1} containing |D| episodes,
each 7, is a trajectory containing |74| samples, 7 := {(Sk i, @k,i, Tk is Ski+1) }, 0 € [|T8]]-

4:  Compute reward-to-go Rk,i for each step ¢ in every episode k using the trajectories and dis-
count factor ~y.

5:  Update value network Vp,, (s) by regression on the mean-square error:

|75

Zk‘ | Z Z( (sk.1) Rk,i)Q.

TLED i=0

Oy arg min ————

6:  Estimate advantage flkl for each step ¢ in every episode k using generalized advantage esti-
mation (GAE) and the current value function Vp,, (s).

7. Solve the inner optimization using stochastic gradient Langevin dynamics (SGLD):

8: For all k, ¢, run SGLD to solve (the objective can be solved in a batch):

sip = argmax KL (mg(:|sk,q)|lmo(-|s0)) -
sy EBe, (sk,:)

9: Compute the approximation of the outer optimization:
S mo(anilsin)
Ly ( (mo(:|sk,i)) — g < L Ay ))
)= = p3h> Clonal) —g (2l 4, )

where g(x,y) = min{z - y,clip (x,1 —n,1+7n) - y}.
10:  Update the policy network by minimizing the vanilla PPO objective and the BAR objective
(the minimization is solved using ADAM):

7% |
9t+1 — arg min ————— | Z Z (71-0ak1|5k1) Ak}ﬂ') + K- Ebar(a)-

Zk| 2 7o, (ki Ski)’
TLED 1=0

11: end for

G ADDITIONAL EXPERIMENT RESULTS

G.1 COMPARISON OF SPO, ARPO, BARPO WITHOUT GUIDANCE, AND BARPO

In Table ] we compare the natural and robust performance of SPO, ARPO, BARPO without guid-
ance, and BARPO for continuous control tasks in MuJoCo. We also plot Figure [/} the version of
Figure[5|without the standard deviation. We can see that BARPO, without guidance, consistently and
significantly outperforms ARPO in natural and robust returns with respect to the mean performance.
Moreover, BARPO further improves the overall performance by utilizing the SPO guidance.

G.2 STATISTICAL SIGNIFICANCE OF COMPARISON RESULTS

We discuss the statistical significance of comparison results between BARPO and baselines from
two key considerations: (1) the comparison of mean performance, and (2) a comprehensive analysis
incorporating both the mean and the standard deviation.

Superiority in Mean Performance. From the perspective of mean returns, BARPO demonstrates
a clear and significant advantage. To quantify this, we have calculated the average improvement
of BARPO’s mean returns over each baseline across all four environments, both with and with-
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Figure 7: Natural and robust performance of SPO, ARPO, BARPO without guidance, and BARPO
for four continuous control tasks. BARPO (w/o g) consistently outperforms ARPO.

Table 4: Natural and robust performance of SPO, ARPO, BARPO without SPO-guidance, and
BARPO for continuous control tasks in MuJoCo. Bold and underlined values indicate the top and
second-best performances, respectively.

. . Natural Return under Attack Worst-case
Environment Paradigms Return . Robustness
Random Critic MAD RS SA-RL PA-AD Worst
SPO 3081 £638 2923 £767 2035 £1035 1763 619 756 +36 79 +2 823 182 79 +2 -0.974
Hopper ARPO 2101 +588 2058 +559 3155 £528 2225 +641 1001 + 30 1032 +47 1799 + 547 1001 + 30 -0.524
(¢ = 0.075) BARPO (w/og) 3675 +15 3634 +170 3588 +263 3575 +£205 1195 +79 1037 +24 1060 + 125 1037 +24 -0.718
BARPO 3684 + 20 3692 +24 3678 +19 3437 +555 1340 +42 1728 + 62 1908 + 410 1340 + 42 -0.636
SPO 4662 + 22 4628 +21 4584 +15 4507 +675 1062 + 150 719 + 1079 336 +252 336 +252 -0.928
Walker2d ARPO 2095 983 1815 +930 2360 £1021 1944 £976 1360 £835 1270 + 502 1460 + 739 1270 + 502 -0.394
(e = 0.05) BARPO (w/og) 4287 +15 4289 +17 4231 +10 4223 +406 4201 +44 3913 +694 3473 +495 3473 + 495 -0.190
BARPO 4732 + 386 4718 + 59 4727 +36 4750 +65 4646 +53 4285 + 1282 2699 + 1192 2699 + 1192 -0.436
SPO 5048 +526 4463 +650 3281 + 1101 918 + 541 1049 + s0 =213 + 103 -69 + 22 =213 +103 -1.042
Halfcheetah ARPO 1412 £99 1363 285 1359 +59 140264 1230 +75 1079 +48 1216 + 458 1079 +48 -0.236
(e =0.15) BARPO (w/og) 3619 +44 3612 +28 3654 +28 3616 £37 3636 +523 3365 +40 3337 +45 3337 +45 -0.078
BARPO 4837 +99 4741 +501 4803 +54 4729 +105 4265 +1077 3894 + 1322 3181 +1593 3181 +1593 -0.342
SPO 5381 +1308 5329 +976 4696 + 1015 1768 +929 1097 +633  -1398 £318  -3107 10711 -3107 + 1071 -1.577
Ant ARPO 1709 +564 2026 £38 1976 =131 1839 +350 1661 +503 1648 + 666 1675 +573 1648 + 666 -0.034
(e =0.15) BARPO (w/og) 3647 £128 3590 +431 3802 £84 3597 +357 3429 +679 2769 + 608 2659 + 541 2659 +541 -0.270
BARPO 5024 + 117 4979 114 4777 +122 4843 1120 4171 +826 3367 + 902 2825 + 757 2825 +757 -0.438

out attacks. The results, summarized in Table[3} show that BARPO consistently and substantially
outperforms the baselines on average.

Table 5: The average improvement of BARPO’s mean of returns over baselines.

Compared Method Natural Return Rand Critic MAD RS SA-RL PA-AD Worst
SA -0.85% +4.17% -2.19% +8.20% +28.29% +48.31% +85.93% +74.96%
RADIAL +29.40% +37.89%  +3420%  +4835%  +77.60%  +294.27% +24.88% +156.68%
WocaR +10.59% +8.94% +7.21% +13.28%  +28.34% +92.61% +31.30% +65.65%

SPO +2.56% +6.94% +82.99%  +197.59% +350.34% +1238.33% +1708.38%  +1000.94%

ARPO +159.37% +158.24% +128.23% +149.80% +168.34%  +167.73% +80.29% +103.16%

Advantage Considering Standard Deviation.

Beyond the mean, a robust comparison must ac-

count for performance variance. Our results show that BARPO’s advantage holds even when con-
sidering the standard deviation. (1) In the majority of cases, the upper performance bound of the
baselines (i.e., mean + standard deviation) is still lower than the mean performance of BARPO alone.
(2) More strikingly, in several scenarios, the upper bound of a baseline’s performance (mean + stan-
dard deviation) is lower than the lower performance bound of BARPO (mean - standard deviation).

These points strongly indicate that the performance distributions are well-separated, and BARPO’s
superiority is not an artifact of sampling variance. This demonstrates a statistically significant edge
over existing methods.

G.3 EXTENDED EXPERIMENTS ON HUMANOID TASK

Humanoid task in the MuJoCo environment is a 3D bipedal robot designed to simulate a human and
is widely considered the most difficult MuJoCo locomotion task, featuring:

* A 348-dimensional observation space ( 31.6x Hopper, 20.5x Walker2d/HalfCheetah, 3.3x Ant).
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* A 17-dimensional action space ( 5.7x Hopper, 2.8x Walker2d/HalfCheetah, 2.1x Ant).

For this challenging environment, we implemented a comprehensive comparison of methods: SPO,
ARPO, BARPO (w/o g), ARPO (w/ g), BARPO, and the robust baseline SA-PPO. Each method’s
training was repeated 17 times. We evaluated both the natural performance and the robust perfor-
mance under four different attack types, and we report the results of the median-performing agent.
For the training of ARPO (w/ g), BARPO, and SA-PPO, the hyperparameter x was selected via a
grid search over the set {0.1,0.3,1.0}.

Our results, shown in Tables[6|and[7} demonstrate that BARPO continues to achieve a strong natural
and robust performance even in this significantly more complex environment. This further validates
the effectiveness of our approach.

Table 6: Performance of SPO, ARPO, and BARPO without guidance in the Humanoid task.

Paradigm Natural Return Random Critic MAD RS
SPO 5227 £+ 963 5320 £ 730 4232 £ 1545 1059 £563 910 £ 595
ARPO 551 + 44 544 + 47 553 +£51 554 £ 52 522 + 60

BARPO (w/o g) 6177 £+ 21 6177 £ 18 6204 £+ 13 6180 £ 18 5871 + 1066

Table 7: Performance of SA-PPO, ARPO with guidance, and BARPO in the Humanoid task.

Paradigm  Natural Return Random Critic MAD RS
SA-PPO 6315 £ 12 6313 £16 6385+10 632115 5889 £92
ARPO (w/ g) 6035 + 38 6041 +£41 5978 £559 5940 +93 5637 £+ 622
BARPO 6615 + 39 6612 +32 6698 =33 6623 +40 6031 + 827

G.4 ABLATIONS ON REGULARIZATION COEFFICIENT

The regularization coefficient « plays a key role in robust training. Following baselines (Zhang et al.,
2020c; |Oikarinen et al., 20215 |[Liang et al., 2022), we performed a limited grid search for BARPO
in {0.1,0.3,1.0}. We emphasize that adversarial RL typically requires moderate tuning, and our
method introduces no additional burdens than standard methods in the field. We also add ablations
to reflect the performance of BARPO across different x choices in Table [§]

Table 8: Natural and worst-case robust performance of BARPO across various «.

Env +  Natural Return Worst Robust Return
1.0 3636 1083
Hopper 0.3 3684 1340
0.1 2151 959
1.0 4401 3254
Walker2d 0.3 4732 2669
0.1 4672 1615
1.0 3843 3436
Halfcheetah 0.3 4837 3181
0.1 5133 749
1.0 5024 2825
Ant 0.3 5557 1413
0.1 5596 439

G.5 ABLATIONS ON INNER STEPS AND STEP SIZES

We further compare the BARPO’s performance with different inner steps (10, 15, 20) and vary-
ing step sizes (scaling from 1x to 3x the base ratio of e/steps) in Tables [0 and [I0] Across these
variations, BARPO consistently maintained its performance, indicating it is not sensitive to specific
parameter tuning.
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Table 9: Natural and worst-case robust performance of BARPO across various inner steps.

Env Return 10-steps 15-steps  20-steps
Natural 3677 3742 3652

Hopper  “\yorst 1240 1049 1194
Natural 4401 4733 4519

Walker2d "ol 4140 3536 3913
Natural 4623 4408 4455

Halfcheetah \oo o 3453 3845 3972
Ant Natural 5024 4917 4852

Worst 4171 4333 4303

Table 10: Natural and worst-case robust performance of BARPO across various inner step sizes.

Env Return e/steps 2e/steps  3e/steps
H Natural 3677 3573 3673
opper Worst 1240 1242 1250
Natural 4401 24 2219
Walker2d — “wol 4140 4284 3159
Natural 4623 4307 4549
Halfcheetah  \oo " 3453 3754 3988
At Natural 5024 4772 4853

Worst 4171 4124 4226

G.6 FURTHER ABLATIONS ON EFFECTS OF THE BILEVEL STRUCTURE AND SPO

As shown in “Effect of SPO Guidance” of Section [5.3] (Figures [5] and [6)), we perform ablations
comparing BARPO with and without SPO guidance, showing that SPO improves natural return but
reduces robustness. Additionally, as detailed in the second part of this section, Table (3| shows that
introducing bilevel optimization on top of SPO substantially improves robust return with only minor
degradation in natural return.

To further disentangle the effects of the bilevel structure and SPO, we now include additional com-
parisons (ARPO, ARPO w/ g, BARPO w/o g) and report the relative improvements of ARPO w/ g
and BARPO w/o g compared to ARPO in Table

Table 11: Relative improvements of ARPO w/ g and BARPO w/o g compared to ARPO

Env Paradigm Natural Return Random Critic MAD RS SA-RL PA-AD Worst
Hopper ARPO (w g) +76.0% +775%  +17.1% +40.8% +129%  +23.8% -2.4% +12.9%
PP BARPO (w/o g) +74.9% +76.6%  +137%  +60.7%  +194%  +0.5%  -41.1% = +3.6%
Walker2d ARPO (w g) +100.8% +133.1% +81.5% +1174% +130.8% +180.7%  +70.9% +96.5%
BARPO (w/o g) +104.6 % +136.3%  +79.3%  +1172% +208.9% +208.1% +1379% +173.5%

Halfcheetah ARPO (w g) +253.9% +261.9% +2709%  +833%  +193.1% +25.7% -10.7% +0.6%
BARPO (w/o g) +156.3% +165.0% +168.8% +157.9% +195.6% +211.9% +1744% +209.3%

Ant ARPO (w g) +215.3% +158.0% +141.3% +120.7%  +60.7% -28.1% +4.9% -28.1%
BARPO (w/o g) +113.4% +77.2% +92.3% +95.6%  +106.4% +68.0%  +58.7%  +61.3%

G.7 COMBINATION EFFECT OF BILEVEL FRAMEWORK AND KL SURROGATE

We have found that BARPO improves the optimization landscape. We further analyze whether the
improvement primarily arises from the bilevel optimization structure itself or from the KL surrogate
objective. We clarify that the improved optimization landscape in BARPO arises from the combi-
nation effect of both the bilevel optimization structure and the KL surrogate objective. This means
that neither component alone is sufficient to achieve the observed improvements.

First, a bilevel structure by itself does not guarantee a smooth or well-behaved landscape. As noted
in Section {.1] both SPO and ARPO can be interpreted as special cases of bilevel optimization.
However, they suffer from undesirable first-order stationary policies. The empirical improvements
of BARPO over SPO and ARPO thus highlight the importance of a well-chosen surrogate objective.
Our Theorem [.T] provides theoretical support for using the KL divergence as a meaningful and
tractable surrogate. In contrast, poorly chosen surrogates without such properties may result in
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worse behavior. In particular, the reformulation (33)) offers a promising direction for identifying
optimal surrogates theoretically.

Second, the KL surrogate alone is insufficient without the bilevel structure. To disentangle the con-
tributions of each component, we conducted an ablation study comparing BARPO to an augmented
version of SPO that uses the KL surrogate directly within a minimax formulation. The results (see
Table [12) show that BARPO consistently achieves a better trade-off between natural and robust re-
turns. Specifically, in Hopper and HalfCheetah environments, BARPO outperforms the Minimax
baseline on both metrics. In Walker2d and Ant, BARPO achieves slightly lower natural returns but
significantly higher robust performance, suggesting a better robustness-optimality balance overall.

Table 12: Comparison of KL surrogate with minimax and bilevel structure.

Env Structure Natural Return  Worst Robust Return
H Minimax 3518 1286
opper Bilevel 3684 1340
] Minimax 4875 997
Walker2d  “gijvel 4732 2669
Minimax 4780 1443
Halfcheetah  “gy 0001 4837 3181
Ant Minimax 5367 2355
n Bilevel 5024 2825

H ADDITIONAL DISCUSSIONS AND CLARIFICATIONS

H.1 DISCUSSION ON ASSUMPTIONS IN THEORETICAL ANALYSIS OF CONVERGENCE

We offer the following clarifications and discussions on the assumptions in the theoretical analysis
of convergence for ARPO.

Clarification for core contributions. Our main contribution is not the convergence proof itself,
but the identification of a fundamental tension between optimality and robustness in policy gradient
methods, and further developing a principled solution to mitigate this tradeoff. Our theoretical
analysis reveals the root cause of this tradeoff, the landscape distortion induced by the strongest
adversaries, and motivates the design of a bilevel framework to alleviate it. The convergence proof
merely supports the conclusion that ARPO converges to FOSPs.

Justification of assumptions. We acknowledge that assumptions like Lipschitz smoothness and
strong convexity may not strictly hold for deep neural networks. However, they are widely adopted
in prior works on adversarial robustness (Sinha et al., 2018} Wang et al.l | 2019). Lipschitz continuity
of sampled policy gradients has been explored and supported in various works (Allen-Zhu et al.,
2019; Du et al., 2019; Zou et al., 2020) that study smoothness properties of deep neural networks.
The assumption of locally strongly convex adversaries is also common in robust optimization liter-
ature (Sinha et al.l [2018]; |[Lee & Raginsky, [2018)) and can be justified through its connection with
distributionally robust optimization.

Potential relaxations. These conditions can be further relaxed. Specifically, the Lipschitz gradi-
ent assumption can be relaxed to (Lg, L1 )-smoothness (Zhang et al., 2020d}a), generalized smooth-
ness (L1 et al., [2023)), or smooth adaptivity (Bauschke et al., 2017; Bolte et al.l 2018} |Ding et al.,
2025)). Strong convexity can be weakened to weak strong convexity (Necoara et al.,[2019), restricted
secant inequality (Agarwal et al.,[2012), PL condition (Karimi et al., 2016)), KL condition (Bolte
et al.,[2014)), error bounds, and quadratic growth conditions (Drusvyatskiy & Lewis}, [ 2018)).

H.2 CLARIFICATION ON NOVELTY OF THE BILEVEL FRAMEWORK

We clarify that our core contributions extend significantly beyond the proposal of using a bilevel
framework. We view the bilevel framework not as the end goal, but as a significant tool to address
fundamental challenges in adversarial robust policy optimization that we, to our knowledge, are the
first to identify and analyze. Our key contributions are cohesively threefold:
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New Insight into Inherent Vulnerability. We reveal that even under theoretically aligned models,
standard policy optimization is inherently vulnerable. We pinpoint the underlying cause: its ten-
dency to converge to fragile first-order stationary policies. This vulnerability is not due to model
mismatch but a fundamental issue in the optimization process, which is a perspective overlooked in
the prior literature.

Revealing and Analyzing a New Optimality-Robustness Tension. We uncover and analyze a fun-
damental tension between optimality and adversarial robustness in practical policy gradient methods.
We further attribute this trade-off to an intrinsic reshaping effect induced by the strongest adversary
on the optimization landscape, an insight not explicitly identified in prior works. This analysis
explains why naively optimizing for robustness can degrade performance.

A Principled Solution to Mitigate the Trade-off. Motivated by the above findings, we propose the
bilevel optimization framework. More importantly, we propose a practical, theoretically grounded
instantiation of this framework designed specifically to mitigate this trade-off and find policies that
are both high-performing and robust.

While bilevel optimization as a concept is not new, its application to analyze and solve this spe-
cific, newly identified problem in policy-based RL is, to the best of our knowledge, entirely
novel. We believe the main novelty lies in the complete narrative: identifying the problem, analyz-
ing its root cause, and providing a theoretically-principled solution.

To the best of our knowledge, we are the first to use a bilevel framework to analyze the adversarial
robustness of policy-based reinforcement learning.

H.3 QUANTIFY THE GAP BETWEEN BARPO AND ARPO

We quantify the connection between our KL-based bilevel formulation (BARPO) and the original
minimax formulation (ARPO) from two perspectives.

Theoretical alignment. We emphasize that under ISA-MDP, BARPO and ARPO share the same
global optima in theory. Theorem [4.1] further shows that BARPO’s inner optimization is approxi-
mately equivalent to that of ARPO.

Optimization proximity. Following [Kwon et al.|(2023)); Lu & Meil (2024), for sufficiently large
«, BARPO can be reformulated:

max mﬁin L¥(0,0°,9) = Egup, [Vﬂeoyo(s)}

0,v°
+ Ay [KL (76 (s)(|mg 0 v°(s)) — KL (g (s)||7g 0 v9(s))] -
We quantify the deviation from the original objective using the bound:
L% (30, 0°,0) = V7o (s)] < [V (5) = V700 (s)]
+ af KL (mg(s)[mg 0 v°(s)) — KL (ma(s) |79 o vo(s)) |-

The first term is bounded by C'\/KL(my o 1°||mg o 1) through Theorem 5 in Zhang et al./(2020c).

Uyl Ol/0
MOy

o

Tovr®

The second term can be bounded by C'

V/KL(7g o v°||mg o v9) by reverse

Pinsker’s and Pinsker’s inequalities. Specifically, when 7y o v°® and 7y o vy are not too far apart, the

second term is also O (\/ KL(mp o v°||mg o 1/19)) by Taylor expansion. Thus, the deviation between

BARPO and ARPO can be controlled by the square root of the maximum KL divergence between
7 o v° and my o vy.

These connections indicate that BARPO, while structurally different, retains a strong theoretical
connection to the ARPO.

H.4 FURTHER THEORETICAL UNDERSTANDING OF BARPO

We further delve into a deeper theoretical understanding of how BARPO reshapes the optimization
landscape from three complementary perspectives:
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Adversarial Value Improvement through Landscape Lifting. Let ° denote the solution to
BARPO’s inner problem and v* denote the strongest adversary defined in ARPO. By definition,
ymov(m) > V”OV*(”), indicating that BARPO tends to elevate low-value regions in ARPO’s land-
scape. Furthermore, Theorem [4.1| shows that maximizing the KL surrogate aligns with minimizing
adversarial value: when the KL surrogate is high, the adversarial value is correspondingly low. This
provides a theoretical link between BARPQO’s surrogate objective and ARPO’s robustness.

Smoothing via Regularized Maximin Reformulation. Following prior work (Kwon et al.| 2023
Lu & Mei, 2024), when « is sufficiently large, BARPO can be reformulated as an equivalent max-
imin problem:

maxmin L(6,°,9) = Esw, [V”O”O (s)+a(KL (mg(s)||mg o v°(s)) —KL (7 (5)||7mg o vy (s)))]-

O,v° 9

(35)
Compared to ARPO’s objective, this formulation introduces a regularization term that has a smooth-
ing effect on the outer landscape. Structurally, this resembles the use of Bregman divergences in
defining the Moreau envelope (Bauschke et al) 2018)), which is known to smooth the nonsmooth
optimization problems.

Robustness under Date-driven Value Approximation. In practice, ARPO optimizes a lower
bound L(m, ) < V™ due to practical data-driven estimation for V™°, i.e., the practical objective
becomes max, min, L(m, ), which is no longer equivalent to the ideal adversarial objective. In
contrast, BARPO’s inner optimization minimizes an upper bound on the adversarial value, while
the outer loop maximizes a lower bound. This formulation is more faithful to the original robust
motivation and offers better resilience under value function approximation, helping to improve per-
formance in practice.

We believe these perspectives offer promising foundations toward a more complete theoretical un-
derstanding of BARPO and plan to explore them in greater depth in future work.

I LIMITATIONS AND FUTURE WORK

Despite the advancements introduced in this work, several challenges remain open for future re-
search. First, we solve BARPO using a straightforward approach that ignores the second-order
term. This solution process can be further improved via an advanced optimization method on a
bilevel problem, such as transforming the bilevel optimization into a penalty-based minimax formu-
lation and then solving it via fully first-order gradient methods. Additionally, we derive a surrogate
for the strongest adversaries under specific conditions, which approximates but does not coincide
with the strongest adversary. Nonetheless, BARPO, based on this surrogate, achieves strong robust-
ness, even significantly outperforming ARPO, which relies on the strongest adversary, in tasks like
Walker2d and HalfCheetah. While these empirical results are somewhat aligned with theoretical
consistency between optimality and robustness, there remains a larger theoretical space to further
explore. Finally, our analysis and results can be naturally extended to more general settings where
strict theoretical consistency may not hold, offering valuable insights for related fields.

J USE OF LARGE LANGUAGE MODELS

The core method development in this research does not involve large language models (LLMs) as
any important, original, or non-standard components. We utilized the LLM to assist only in the
writing process of this manuscript. All content, ideas, and arguments were conceived and written
by the human authors. The LLM was then used to provide suggestions for improving grammar,
phrasing, and readability. The authors reviewed these suggestions and retained full editorial control,
taking sole responsibility for the final version of the text.
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