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Abstract—Safety aligned language models often refuse
prompts that are actually harmless. Current evaluations
mostly report global rates such as false rejection or compli-
ance. These scores treat each prompt alone and miss local in-
consistency, where a model accepts one phrasing of an intent
but rejects a close paraphrase. This gap limits diagnosis and
tuning. We introduce ‘“semantic confusion,” a failure mode
that captures such local inconsistency, and a framework to
measure it. We build ParaGuard, a 10k prompt corpus of
controlled paraphrase clusters that hold intent fixed while
varying surface form. We then propose three model agnostic
metrics at the token level: Confusion Index, Confusion Rate,
and Confusion Depth. These metrics compare each refusal
to its nearest accepted neighbors and use token embeddings,
next token probabilities, and perplexity signals. Experiments
across diverse model families and deployment guards show
that global false rejection rate hides critical structure. Our
metrics reveal globally unstable boundaries in some settings,
localized pockets of inconsistency in others, and cases where
stricter refusal does not increase inconsistency. We also show
how confusion aware auditing separates how often a system
refuses from how sensibly it refuses. This gives developers
a practical signal to reduce false refusals while preserving
safety.

1. Introduction

Large language models (LLMs) are now used in set-
tings where safety and reliability are essential. Modern
alignment pipelines, including pre-training data filtering,
supervised safety tuning, and preference-based methods
such as RLHF and Constitutional Al, aim to prevent harm-
ful generations and ensure that models refuse malicious
instructions [ | ]-[3]. Deployment-time guards, for example
Llama Guard [4], ShieldGemma [5], and WildGuard [6],
add a further moderation layer by blocking unsafe inputs
and outputs. These mechanisms also introduce a well-
documented side effect: false refusals, where models reject
benign prompts that merely resemble unsafe ones [7], [8].
Such failures erode user trust, distort expected product
behavior, and push developers to loosen safety constraints,
which can reduce overall safety.

Recent datasets and benchmarks (XSTest [9], OK-
Test [10], PHTest [ 1], OR-Bench [12], FalseReject [13])
show that overrefusal is common and costly. Yet these
efforts reveal a deeper issue: most evaluations report only
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global summaries such as false rejection rate (FRR), com-
pliance rate, or refusal gap. They score each prompt in
isolation and therefore cannot detect local inconsistency,
where a model accepts one phrasing of an intent but rejects
a semantically equivalent paraphrase. This problem, which
directly affects user facing reliability, remains largely
unmeasured.

Closing this gap requires three elements that prior
work does not provide: (i) tightly controlled paraphrase
clusters that hold intent fixed while varying surface form,
(ii) a way to condition each refusal on its nearest accepted
neighbors, and (iii) token level signals that capture how
the model’s processing diverges across near equivalent
prompts. Building such clusters is difficult: paraphrases
must be diverse enough to stress the guard while still
semantically aligned, and filtering must ensure harmless-
ness without collapsing variants into trivial duplicates.
In addition, a useful metric should be model agnostic,
comparable across guard architectures, and sensitive to
boundary irregularities that global statistics miss.

We introduce ‘“‘semantic confusion”: contradictory
decisions by an LLLM across inputs that express the same
intent, and we provide the first framework to quantify
it. We build ParaGuard, a 10k-prompt dataset orga-
nized into controlled paraphrase clusters derived from OR-
Bench, USEBench, and PHTest seeds. Each variant passes
strict gates on semantic similarity, lexical divergence, and
ensemble safety scores, creating structured neighborhoods
where contradictory decisions can be measured and ana-
lyzed.

On this foundation, we develop three token-level met-
rics—Confusion Index (CI), Confusion Rate (CR), and
Confusion Depth (CD)—that quantify disagreement be-
tween rejected prompts and their nearest accepted para-
phrases. These metrics combine token-embedding drift,
probability-distribution shift, and perplexity contrast, cap-
turing complementary aspects of inconsistency that are
invisible to prompt-level or global evaluations. Because
they rely only on model outputs and token-level traces,
they are model-agnostic and apply to any LLM or guard
without retraining.

This semantic lens also offers a new evaluation axis
for jailbreak defenses. Prior work typically reports attack
success, defense success, and utility degradation [14],
but does not examine whether a defense stabilizes or
destabilizes the local decision boundary around benign
paraphrases. CI/CR/CD reveal whether a defense that
appears strong globally inadvertently increases semantic
confusion, thereby harming usability.
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We can summarize our contributions as follows: (1)
Formalize ‘“‘semantic confusion” as a measurable fail-
ure mode of safety-aligned LLMs and provide the first
framework to quantify it. (2) Introduce ParaGuard, a
10k-prompt paraphrase corpus with controlled clusters
that hold intent fixed while varying surface form, en-
abling neighborhood-conditioned evaluation. (3) Propose
CI/CR/CD, model-agnostic token-level metrics that cap-
ture boundary inconsistency within paraphrase neighbor-
hoods and complement global FRR. (4) Show—across
diverse model families and deployment-time guards—that
these metrics expose patterns invisible to global refusal
rates, including globally unstable boundaries, localized
pockets of inconsistency, and regimes where stricter re-
fusal does not imply higher inconsistency, thereby sepa-
rating how often models refuse from how sensibly they
refuse.

2. Related Work

Work on safety for large language models (LLMs)
spans safety alignment, safety—helpfulness trade-offs,
over-refusal benchmarks, jailbreak defenses, and align-
ment diagnostics. We position our notion of semantic
confusion and our metrics (CI, CR, CD) within these
areas, emphasizing where existing approaches stop at
global statistics and where our local, token-level view adds
discriminatory power.

2.1. Safety Alignment and Deployment-Time
Guards

Modern LLMs are aligned through staged pipelines:
pre-training data filtering, supervised safety fine-tuning,
and preference-based alignment such as RLHF and re-
lated methods [1]-[3]. Technical reports for frontier mod-
els (e.g., Llama 3, Claude) explicitly acknowledge an
“alignment tax,” where stronger safety tuning increases
the frequency of refusals on benign content that only
superficially resembles unsafe prompts [15], [16].

At deployment, providers add input—output modera-
tion layers such as Llama Guard [4], ShieldGemma [5],
and WildGuard [6]. These systems are evaluated mostly
with global refusal rates on curated harmful/benign splits
and qualitative examples. They rarely diagnose whether
a guard contradicts itself within a tight paraphrase neigh-
borhood (accepting some phrasings and rejecting others of
the same intent). Our work is complementary: we assume
an aligned model or guard and provide CI/CR/CD as a
semantic, neighborhood-level diagnostic of how erratic its
accept/reject boundary becomes under paraphrase.

2.2. Safety—Helpfulness Trade-offs and Over-
Refusal Benchmarks

The tension between safety and helpfulness has been
widely documented. Early studies measured how safety
alignment affects performance on factual QA, reasoning,
and coding tasks [2], [17], [18]. Later work focused
directly on over-refusal: Bianchi et al. [7] show that
safety-tuned models can reject safe prompts that resemble
unsafe ones; Tuan et al. [8] show that prioritizing safety

can significantly depress user engagement and perceived
helpfulness.

Several benchmarks target exaggerated safety. XSTest
[9] and OKTest [10] construct small, carefully written safe
prompts that look toxic or risky on the surface. PHTest
[11] generates pseudo-harmful prompts tailored to specific
LLMs. OR-Bench [12] scales up to ~ 80K prompts
by iteratively rewriting harmful seeds until LLM-based
moderators label them harmless, and evaluates models
using false rejection rate (FRR) and related aggregate
statistics. OR-Bench also studies how different defenses
shift FRR on its pseudo-harmful sets. FalseReject [13]
extends this line by constructing a large-scale resource
with structured reasoning traces, aiming to mitigate over-
refusals via better contextual safety checks rather than
only threshold tuning.

These works collectively demonstrate that over-refusal
is both common and costly, but they all share a structural
limitation: each prompt is evaluated as an isolated test
case. Benchmarks such as XSTest, OKTest, PHTest, OR-
Bench, and FalseReject can tell us how often an LLM
refuses benign inputs and which prompts tend to trigger
exaggerated safety, yet they provide little insight into
the shape of the refusal boundary itself. Because their
evaluation relies on global aggregates—FRR, accuracy,
or compliance rate—they cannot reveal whether a model
contradicts itself across paraphrases of the same intent,
nor where the decision surface becomes unstable under
minimal linguistic variation. In effect, these benchmarks
characterize the rate of over-refusal but not the structure
of semantic inconsistency: they show that models over-
refuse, but not how small, intent-preserving shifts can flip
an acceptance into a rejection. This leaves unexplored a
crucial layer of safety evaluation—the local, fine-grained
behavioural patterns that emerge when models face clus-
ters of near-equivalent prompts.

2.3. Jailbreak Attacks, Defenses, and Perfor-
mance Degradation

Another large body of work studies jailbreak attacks
and defenses. Red-teaming frameworks combine human
creativity [17] and automated search [19], [20] to elicit
unsafe behavior. Recent work proposes diverse jailbreak
strategies [21]-[26] and defenses such as randomized
smoothing (SmoothLLM) [27], in-context safety prompt-
ing [28], response-side safety checks [29], and self-
reminder mechanisms [30]. Mai et al. [14] explicitly quan-
tify performance degradation under a range of jailbreak
defenses, showing that stronger defenses often come with
non-trivial drops in accuracy and helpfulness.

However, these works largely overlook semantic sta-
bility: they track whether a defense blocks attacks, but not
whether it destabilizes the model’s behaviour on benign
inputs that differ only slightly in surface form. Evaluation
is typically framed in terms of global trade-offs—attack
success, defense success, and aggregate utility—without
examining how defenses reshape the local accept/reject
boundary inside paraphrase neighborhoods. As a result, a
defense may appear effective at the dataset level while
producing erratic, contradictory decisions across near-
equivalent prompts, thereby amplifying over-refusal or



introducing new inconsistencies. This missing dimen-
sion—semantic confusion—remains unmeasured in cur-
rent jailbreak and defense benchmarks, even though it is
critical for understanding the true cost of “safe” deploy-
ment.

2.4. Refusal Metrics and Alignment Diagnostics

False-refusal benchmarks typically report FRR on be-
nign subsets, sometimes alongside fulfilment/compliance
rates [9]-[12]. These metrics answer questions like “How
often does the model refuse when it should answer?”,
aggregated over heterogeneous prompts. Recent work also
explores richer diagnostics: WildGuard [6] jointly predicts
harmfulness and refusal, and FalseReject [13] uses struc-
tured reasoning traces to better judge when a refusal is
contextually warranted.

However, most existing metrics share two limitations
for our setting. First, they are predominantly global: they
average over large, mixed prompt collections and do not
explicitly leverage structured paraphrase neighborhoods
where semantic equivalence is controlled. Second, they
are prompt-level: they treat each input as a point and
do not analyze the model’s token-level dynamics (em-
beddings, token probabilities, perplexity) across accepted
and rejected paraphrases of the same intent. A finer-
grained evaluation axis that is both neighborhood-aware
and token-sensitive is still missing, leaving a central aspect
of refusal behaviour—semantic consistency across near-
equivalent prompts—Ilargely unquantified.

3. Semantic Confusion and Metrics

In language models, semantic confusion arises when
the model rejects a prompt while accepting semantically
equivalent variants of the same intent. To quantify this
confusion, we introduce three novel metrics: the Con-
fusion Index (CI), Confusion Rate (CR), and Confusion
Depth (CD). These metrics offer a granular, token-level
analysis of decision-making inconsistencies in LLMs, fo-
cusing on local contradictions that traditional metrics fail
to capture.

3.1. Confusion Index (CI): Measuring Local Con-
tradiction

To formalize semantic confusion, let g X —
{ACCEPT,REJECT} be the decision function of the
model, where X represents the input prompt space. Let
E : X — R? be an encoder that maps prompts to a d-
dimensional embedding space. We define the similarity
between two prompts x and y using cosine similarity:

sim(z,y) = cos(E(z), E(y)),

which measures the semantic proximity between prompts
x and .

A confusion event occurs when an accepted prompt
P, 1s semantically similar to a rejected prompt p,., i.e.,

9(pa) = ACCEPT, g¢(p.) = REJECT, sim(pg,pr) > 0,

where 6 is a semantic similarity threshold. This captures
the core of semantic confusion: the model accepts one
phrasing while rejecting a near-equivalent paraphrase.

For each rejected prompt r, we retrieve the top-k most
similar accepted prompts, denoted as Ny (r):

Ni(r) = arg topk sim(r,a), k =5.

This neighborhood provides context for evaluating how
semantically close the rejections are to accepted prompts.

The Confusion Index for a single rejected prompt r
is calculated as the average confusion score over its k
nearest accepted prompts:

01(7«):% S CS(ar),

a€N(r)

where CS(a,r) is the confusion score for each accepted-
rejected pair.

3.2. Token-Level Confusion: Quantifying Dis-
agreement

To capture semantic confusion between accepted and
rejected prompts, we focus on three token-level signals:
Token Drift, Token Probability Shift, and Perplexity
Contrast. These signals provide a granular understanding
of the model’s decision-making process by analyzing how
small shifts in input affect the model’s output. Unlike
global metrics like accuracy or FRR, which measure
broad performance, token-level analysis reveals local con-
tradictions that can significantly impact model behavior,
especially in safety-critical applications. By focusing on
these token-level shifts, we can detect inconsistencies that
arise from subtle semantic differences.

Token Drift:. Token drift measures how much the
meaning of individual tokens changes between semanti-
cally similar prompts. This is crucial because even when
two prompts have similar surface forms, their semantic
meaning may differ at the token level, leading to different
model responses. The drift is quantified by calculating the
cosine distance between the embeddings of aligned tokens
from the accepted and rejected prompts:

N 1 &
Drift(a,r) = — > (1= cos(¢a(t), do(t7))) »
i=1
where ¢y(t) is the token embedding, and m =
min(ng, n,.) is the length of the shorter prompt. This
signal captures shifts in meaning, even if the surface forms
of the prompts remain nearly identical.

Token Probability Shift:. Token probability shift
measures how the model’s confidence in predicting
the next token changes between accepted and rejected
prompts. When two prompts are semantically similar,
but one is accepted and the other rejected, the model’s
confidence profile can differ. This is quantified by the
absolute difference in the predicted probabilities for each
token:

m

: 1 a a r ‘.
ProbShlft(a,r) = E E ||p9(ti | a, t<i) - pe(ti ‘ T7t<i)||1 )
=1

where py is the model’s predicted probability for the next
token. This shift captures how changes in wording affect



the model’s confidence, complementing token drift by
indicating how the model responds differently to seman-
tically close prompts.

Perplexity Contrast:. Perplexity contrast mea-
sures the uncertainty in the model’s predictions for ac-
cepted and rejected prompts. A higher perplexity indicates
greater uncertainty. We calculate the perplexity for each
prompt as:

1 &
PPL(z) = exp (—n > logpa(tf |, t%)) ;

=1

where n, is the number of tokens in prompt z. The
perplexity contrast between accepted and rejected prompts
is then defined as:

_ |PPL(a) — PPL(r)| — min

APPL(a,r) = € [0,1],

max — min

This measure is particularly valuable because it captures
the level of uncertainty the model has when handling
semantically similar inputs. While token drift and token
probability shift focus on the model’s internal consis-
tency in token meaning and confidence, perplexity contrast
quantifies the model’s overall uncertainty. This is impor-
tant because even when token-level shifts or confidence
changes are small, a model may still struggle to make
consistent decisions, reflected by high perplexity. Perplex-
ity thus complements the other two metrics by adding an
additional layer of analysis, capturing cases where the
model’s decision-making may be uncertain even if the
semantic meaning or probability distribution is somewhat
stable.

By analyzing these three token-level signals, we gain a
more nuanced understanding of confusion in LLMs. Each
metric focuses on a distinct aspect of the model’s behav-
ior—whether it’s a shift in meaning (drift), a change in
confidence (probability shift), or an increase in uncertainty
(perplexity). Together, these metrics offer a comprehensive
view of the local decision boundaries, helping to identify
and diagnose inconsistencies that traditional metrics miss.

3.3. Confusion Score and Dataset-Level Metrics

The confusion score for a pair of prompts (a,r) is a
weighted sum of these signals:

CS(a,r) = wq - Drift(a, ) + w, - ProbShift(a, r)
+ w, - APPL(a,r),

where the weights wg, wy, and w, are non-negative and
sum to 1. This score quantifies the degree of semantic
confusion between the accepted and rejected prompt.

We then calculate the Confusion Index (CI) for each
rejected prompt r as the average confusion score over the
k nearest accepted neighbors:

CI(r):% S CS(a,r).

a€Ny(r)

To summarize confusion across the entire dataset, we
compute the average confusion index (CI), confusion rate
(CR), and confusion depth (CD):

1
Cl= ] > CI(r),

reER

CR@r — % S 1{CI) = 7}, M
reER
CD = stdev ({CI(r) }rer)

where R represents all rejected prompts in the dataset,
7 is a threshold for severity, and CI(r) is the confusion
index for each rejected prompt.

3.4. Comparison with Existing Metrics

Below we contrast our metrics with commonly used
ones and highlight their limitations.

False Rejection Rate (FRR). Measures the pro-
portion of benign queries rejected by the model. Useful
for assessing over-blocking, but it does not locate which
prompts or reveal semantic relationships among them.
FRR remains oblivious to local decision boundaries or
near-duplicate prompt behavior.

Compliance Rate [31]. Measures the rate at
which a model follows user instructions. While important,
Compliance Rate does not examine consistency across
near-identical inputs—it lacks the semantic neighbour lens
and thus cannot surface hidden inconsistencies in how
similar prompts are treated.

Refusal Index (RI) [32]. Proposed in
recent factual-question-answering work to measure
knowledge-aware refusal by quantifying the Spearman
correlation between refusal probability and error
probability. The RI metric focuses on global refusal
behaviour rather than local semantic decision differences
and thus does not capture whether two semantically very
similar prompts—one accepted, one rejected—exist.

Refusal Gap [33] . Used in red-teaming literature
to measure mismatch between model refusals and external
evaluator labels. While helpful for alignment analysis, it
does not dive into local neighbourhoods of semantic space
or the internal token-level disagreement patterns.

Alignment Quality Index (AQI) [34]. AQI offers
an intrinsic alignment diagnostic by studying latent-space
geometry (e.g., cluster divergence and layer-wise pooled
representations) and relating it to alignment quality. How-
ever, AQI treats prompts as points in representation space
and reports global alignment scores; it does not explicitly
condition on accepted vs. rejected paraphrases of the same
intent, nor does it read out token-level dynamics that drive
local contradictions.

3.5. How Our Metrics Fill the Gaps

CI, CR and CD enable a fine-grained, token-aware
examination of model behaviour. They focus explicitly
on local decision boundaries in semantic space where a
model may accept one phrasing yet reject a near-identical
variant. - CI quantifies how strongly the model is confused
by semantically neighbouring accepted-vs-rejected pairs. -
CR identifies the share of rejected prompts that are highly
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Figure 1. Top: ParaGuard construction from OR-Bench, USEBench, and PHTest; each seed yields five intent-preserving variants via lexical/register
edits, keyword softening or hardening, and controlled rewrites. Candidates pass three gates (sentence similarity, nontrivial rewrite, safety risk),
producing a ~10,000-prompt corpus with similarity, overlap, and risk annotations. Bottom: Confusion measurement. For each rejected prompt 7,
retrieve its top-k accepted neighbors with FAISS and compute pairwise token-level drift, probability shift, and perplexity delta. Averaging over
neighbors gives C'I(r); aggregating over rejections yields CI (mean), CR@ 7 (share above threshold), and CD (spread).

confusing (i.e., close to accepted prompts). - CD mea-
sures how unevenly confusion is distributed—highlighting
whether confusion is concentrated in certain prompt types
or broadly spread. Together, these metrics reveal action-
able failure modes that global statistics such as FRR or
RI cannot locate. In settings where small wording changes
should not affect the model’s decision, our metrics shine
by diagnosing brittleness, guiding improvements, and sup-
porting robust and trustworthy model deployment.

4. Methodology

Our goal is to measure when a safety-aligned model
accepts one harmless phrasing but rejects a near-equivalent
paraphrase. We build a semantics-structured dataset of
paraphrase clusters and a model-agnostic pipeline that
labels refusals, retrieves accepted neighbors for each re-
jection, and scores token-level divergence to produce con-
fusion metrics (CI/CR/CD). The figures below summarize
the end-to-end process: dataset construction with quality
gates and neighborhood structure, followed by retrieval
and token-level scoring to derive confusion indices.

4.1. ParaGuard: Dataset Construction

We construct ParaGuard, a semantics-first corpus ex-
plicitly designed to expose false refusals under tightly
controlled paraphrase variation. Starting from three pub-
licly available benchmarks—OR-Bench, USEBench, and
PHTest—we unify all prompts under a single schema,
normalize and deduplicate entries, and uniformly sample
2,000 seeds with a fixed random seed for reproducibil-
ity. Each seed serves as an anchor for generating near-
neighbor prompts that preserve intent while providing
minimal but systematic variation in surface form.

For every seed, we generate exactly five paraphrase
variants using four lightweight transformation strategies:
lexical rewording, register shifts, keyword softening or

hardening, and intent-preserving rewrites. These transfor-
mations produce prompts that are semantically aligned
with the seed but stylistically diverse enough to mean-
ingfully stress the guard’s decision boundary.

Each candidate must pass a multi-layer quality gate
that mirrors the generation pipeline:

1) Intent retention: cosine similarity of MiniLM-
L6-v2 sentence embeddings > 0.60.

2) Nontrivial rewrite: character-level Jaccard over-
lap < 0.90, ensuring variants reflect genuine
paraphrasing rather than cosmetic edits.

3) Harmlessness: an ensemble safety score within
[0.30,0.70], combining three moderation sig-
nals: (i) toxicity detection (unitary/toxic-bert), (ii)
hate-speech detection (Hatexplain), and (iii) zero-
shot safety classification (BART-Large-MNLI)
over curated safety labels.

The resulting ParaGuard corpus contains approxi-
mately 10,000 prompts (seeds and vetted variants), each
annotated with semantic similarity, lexical overlap, and
risk score. These annotations later support precise nearest-
neighbor retrieval and token-level confusion diagnostics.

Why ParaGuard matters. Existing false-refusal
datasets predominantly collect rejected prompts without
structuring them around semantic neighborhoods. In con-
trast, ParaGuard organizes prompts into tightly controlled
paraphrase clusters deliberately engineered so that near-
identical intents can lead to divergent guard decisions.
This clustered design yields the precise local neighbor-
hoods where our confusion metrics (CI, CR, and CD)
are well-defined and diagnostically meaningful, enabling
a deeper analysis of inconsistency than global refusal rates
alone.

4.2. Semantic Confusion Measurement Pipeline

To quantify confusion within this corpus, we imple-
ment a three-stage measurement pipeline grounded in the



model’s own behavior: labeling, retrieval, and scoring.

Labeling: Each prompt is queried against the target
language model at temperature O, ensuring determinis-
tic behavior. Prompts are wrapped in a fixed safety in-
struction template to emulate real-world moderation set-
tings. The model’s responses are labeled as ACCEPT
or REJECT based on explicit refusal cues (\can’t",
\not allowed", \sorry", etc.), producing a binary
classification set.

Retrieval: Every rejected prompt is analyzed in con-
text of what the model has accepted nearby. We embed all
accepted prompts using a Sentence Transformer and index
them with FAISS’s IndexFlatL2 for efficient retrieval.
For each rejected prompt, we retrieve its top-k nearest
accepted neighbors using cosine similarity—defining its
semantic neighborhood N (7).

Scoring: Each rejected—accepted pair (r,a) is then
compared using the model’s internal token-level sig-
nals—embeddings, predicted probabilities, and perplexity
values. These are combined into a composite confusion
score capturing how meaning, confidence, and uncertainty
differ across semantically similar inputs. Averaging over
neighborhoods yields the per-prompt Confusion Index
(CI), and aggregating across rejections yields dataset-level
metrics: Confusion Rate (CR) and Confusion Depth (CD).

To ensure robustness, we grid-search over the weights
assigned to drift, probability shift, and perplexity compo-
nents, as well as the threshold 7 for severe confusion. The
chosen configuration (wg, wy, w,) = (0.4,0.1,0.5) and
7 = 0.75 provides a stable operating point, maximizing
interpretability while preserving coverage.

Unlike previous approaches that count refusals in iso-
lation, this methodology contextualizes each decision rel-
ative to its semantic neighborhood, exposing local contra-
dictions invisible to aggregate statistics. By leveraging the
model’s own token-level signals, our pipeline transforms
raw refusal data into interpretable indicators of semantic
fragility—revealing where and why large language mod-
els fail to maintain consistent reasoning across meaning-
preserving variations.

5. Experiments & Results

5.1. Experimental Setup

We evaluate on ParaGuard with approximately
10,000 prompts organized into paraphrase clusters. We
test four model families: Llama, Mistral, Qwen, and GPT.
For deployment-time screening we audit two prompt-level
guards hosted on Hugging Face, SafeUnlearn and Hate
Speech. For each system we report Confusion Index (CI),
Confusion Depth (CD), Confusion Rate at a fixed thresh-
old of 0.75 (CR@0.75), the false rejection rate (FRR), and
the counts of accepted and rejected prompts. Figures that
drill down into token-level structure and cohort effects use
the Mistral 7B model as the running example; the same
analysis pipeline is applied to all systems.

5.2. Do CI/CR/CD add information beyond FRR
across model families?

Table 1 reports the Confusion Index (CI), Confusion
Rate (CR), and Confusion Depth (CD) for six representa-

tive models, alongside their refusal statistics. While FRR
(false rejection rate) measures how often a model refuses
benign prompts, our metrics quantify how inconsistent
these refusals are within tightly controlled semantic neigh-
borhoods.

FRR captures the quantity of refusals but is blind
to the quality of the decision boundary. Models with
similar FRR (e.g., Mistral 7B and Qwen 3 8B) exhibit
dramatically different confusion behaviour. FRR also fails
to reveal whether a model is systematically over-defensive
or simply conservative in specific semantic regions. Our
metrics fill this gap: CR measures the prevalence of severe
contradictions, while CD captures how concentrated or
dispersed these contradictions are.

Both Llama 2 models show the highest CI (= 0.75)
and CR (48-50%), despite moderate FRR. Their low CD
(~ 0.028) indicates that confusion is uniformly spread:
whenever the model rejects, it is likely to contradict
nearby accepted paraphrases. This suggests an overly rigid
refusal boundary that does not adapt to subtle semantic
variation.

Mistral models exhibit substantially lower CR (20—
40%) and slightly lower CI than Llama. However, their
higher CD (0.038-0.040) reveals that confusion is local-
ized: the model is stable on most semantic neighborhoods
but unreliable in specific clusters where token-level shifts
trigger inconsistent behavior. FRR alone (4-5%) would
misleadingly suggest near-perfect behavior; our metrics
expose hidden failure pockets.

Qwen 2.5 and Qwen 3 achieve the lowest CI and
CR by a wide margin. Confusion Rate drops to near-zero
for Qwen 3 (0.4%), indicating almost no severe semantic
contradictions. CD remains low and stable, suggesting a
smooth, calibrated refusal boundary. Interestingly, Qwen
3 has a higher FRR than Qwen 2.5, yet dramatically lower
confusion, showing that stricter refusal policies need not
produce unstable or contradictory decisions.

GPT-3.5-turbo mirrors Llama: higher CI (around 0.75)
and a sizable CR (low 40%) alongside a moderate FRR,
consistent with a brittle, globally spread refusal bound-
ary. GPT-40-mini trends toward Qwen: lower CI and
very low CR (single digits) with modest FRR, indicating
a smoother, locally coherent boundary. o3 sits between
them: stricter overall (higher FRR) but notably lower CR
than Llama for a similar CI band, implying fewer arbitrary
refusals even when declining more often.

Across all families, our metrics reveal behaviours that
FRR cannot capture: Llama models show globally unsta-
ble boundaries, Mistral models show clustered confusion
phenomena, Qwen and gpt-4o-mini show the most se-
mantically consistent refusals, while gpt-3.5-turbo and 03
interpolate between these regimes. These patterns remain
invisible to traditional refusal-rate metrics, underscoring
the diagnostic value of local, token-level confusion mea-
sures.

5.3. Where in token space does confusion arise?

To understand where semantic confusion originates
inside the model, we analyze the geometry of token rep-
resentations. For each token embedding e;, we compute a



Model CI CR (%) CD FRR (%) Accepted Rejected
Llama 2 13B 0.749 50.13% 0.028 62.2% 4054 6670
Llama 2 7B 0.748 47.92% 0.029 59.1% 4382 6342
Mistral 7B 0.737 40.88% 0.038 4.65% 10225 499
Mistral Nemo 0.715 20.70% 0.040 4.81% 10207 517
Qwen 2.5 7B 0.683 2.45% 0.035 1.90% 10520 204
Qwen 3 8B 0.670 0.40% 0.034 4.66% 10224 500
gpt-3.5-turbo 0.754 41.30% 0.031 6.29% 10050 674
gpt-4o-mini 0.695 6.10% 0.033 3.81% 10315 409
03 0.743 29.70% 0.030 8.15% 9850 874

TABLE 1. CONFUSION METRICS AND REFUSAL STATISTICS ACROSS MODELS ON PARAGUARD. FRR 1S |R|/|X|.

token-level confusion score:

. 1
CImk(Z) = ? Z cos(ei,ej),
JENK ()

where Nk (i) are its K nearest neighbors (excluding
itself). A high CI indicates that the token lies in a dense
pocket of the embedding space—surrounded by many se-
mantically interchangeable neighbors—while a low score
signals a more isolated, distinctive representation.

Figure 2 visualizes this structure using a t-SNE pro-
jection. A large, bright central confusion core emerges,
composed primarily of high-frequency function words and
generic phrasing; these tokens achieve Clix ~ 0.75-
0.95. Their compressed geometry helps explain why small
paraphrases in ParaGuard—often differing only in such
generic tokens—can flip the model’s decision between
ACCEPT and REJECT.

In contrast, darker peripheral regions contain low-
Clok tokens (0.2-0.4), typically domain-specific or rare
lexical items whose embeddings remain well separated.
Prompts dominated by these tokens tend to exhibit lower
overall confusion, as their neighborhoods contain fewer
near-duplicate paraphrases.

The smooth gradient from dense to sparse regions
(silhouette ~ 0) indicates that token-level confusion is
not driven by discrete clusters but by continuous local
density. This aligns with our CI/CR/CD metrics: models
with higher confusion allocate more of their representation
space to dense, highly confusable regions, whereas more
reliable models maintain clearer token-level separation.

5.4. Are token-level
prompt similarity?

signals independent of

A natural concern is that our confusion score might
simply be a re-packaging of how close a rejected prompt
is to its neighbors in sentence-embedding space. To test
this, we compare, for each rejected prompt r, our token-
level confusion score (Section 3) against a simple prompt-
level baseline: the mean cosine similarity between r and
its accepted neighbors in the sentence-embedding space
(“prompt-level confusion”).

Figure 3 plots these two quantities for all rejected
prompts. While there is a mild positive trend, the scatter
shows substantial vertical spread at almost every x-value:
prompts with nearly identical prompt-level similarity to
their neighbors can have very different token-level confu-
sion scores. The fitted regression line explains only limited

t-SNE of Token Embeddings colored by CI_token (silhouette across quartiles = -0.01)
-1.0

|
o
©

|
o
3

100

i

|
=3
<

|
o
o

t-SNE-2
o
Token-level Confusion (Cl_token)

I
=3
wn

I
o
IS

-100

I
o
w

I
o
)

—200

—-200 -150 -100 -50 0 50 100 150 200
t-SNE-1

Figure 2. t-SNE projection of token embeddings colored by token-level
confusion Cli. Bright regions correspond to dense, highly confusable
neighborhoods; darker regions indicate more isolated, semantically dis-
tinctive tokens.

variance, indicating that our score is not a trivial function
of neighborhood cosine but reflects additional structure
in how token embeddings, next-token probabilities, and
perplexity evolve along paraphrases.

Figure 4 sharpens this view by binning prompts into
narrow bands of prompt-level similarity and visualiz-
ing the distribution of token-level confusion within each
band. If token-level confusion were largely determined
by prompt-level distance, these violins would collapse as
similarity increases. Instead, they remain wide and some-
times multi-modal across all bins, including [0.9,1.0],
where prompts are almost indistinguishable in sentence-
embedding space. Even among these near-duplicates, the
model exhibits both low and high semantic confusion.
This confirms that semantic confusion is fundamentally
a local, token-level phenomenon, not something that can
be inferred from prompt embeddings alone.

5.5. Where in semantic space does confusion con-
centrate?

We ask whether semantic confusion exposes struc-
ture that global false rejection rate (FRR) does not. For
each prompt variant we compute three scalar features: (i)
seed similarity (sentence-embedding cosine to the seed),
(i1) lexical overlap (token-level overlap with the seed),
and (iii) risk score from our safety classifier. We split
each feature into low/mid/high tertiles over the dataset
and then define four interpretable cohorts by combining



Cohort n | FRR (%) | CRyj(0.75) (%) Clj | CDyj
Other 9172 4.6 39.6 | 0.736 | 0.038
HiSim-HiLex—LowRisk 762 4.2 59.4 | 0.744 | 0.049
LowSim-HiLex 436 3.2 64.3 | 0.756 | 0.034
HiSim-LowLex—HighRisk 183 9.8 27.8 | 0.735 | 0.029
HiSim-LowLex—LowRisk 171 6.4 27.3 | 0.737 | 0.032

TABLE 2. COHORT-LEVEL FALSE REJECTION RATE (FRR) OVER ALL PROMPTS AND CONFUSION STATISTICS OVER REJECTED PROMPTS ONLY.

Orthogonality of Metrics
Pearson r=-0.03, Spearman p=-0.01

Token-level Confusion (ours)

0.6 0.8

Prompt-level Confusion (mean cosine to neighbors)

Figure 3. Prompt- vs. token-level confusion. Each point is a rejected
prompt: the x-axis shows prompt-level cosine similarity to accepted
neighbors, and the y-axis shows our token-level confusion score. The
strong vertical spread indicates that token-level confusion is only weakly
related to prompt-level similarity.

Token-level ility within fixed prompt-I

I similarity bands

[.50,.60)

[.60,.70) [.70,.80)

Prompt-level Similarity Bin (mean cosin

[.80,.90) [.90,1.00]
sine)

Figure 4. Token-level confusion within prompt-similarity bands.
Prompts are grouped by prompt-level cosine similarity, and we plot the
distribution of token-level confusion in each bin. Wide, non-collapsing
violins—even for [0.9, 1.0]—show that near-identical prompt embed-
dings can still yield very different confusion scores.

these bins: HiSim—HiLex—LowRisk (high similarity, high
overlap, low risk: true safe paraphrases), HiSim—LowLex—
LowRisk (high similarity, low overlap, low risk: creative
but safe), HiSim—LowLex—HighRisk (high similarity, low
overlap, high risk: near risky wording), and LowSim—
HiLex (low similarity, high overlap: surface overlap with
semantic drift). All remaining combinations are grouped
as Other.

For each cohort we compute FRR over all prompts
and, restricted to rejected prompts, summarize our token-
level confusion scores by the mean Confusion Index Cl.j,
its standard deviation CDy, and the Confusion Rate
CRyj(0.75), i.e., the fraction of rejections with confusion

score > 6 = (0.75. Table 2 shows that FRR varies only
mildly across the three “safe-ish” cohorts (3—6%, close
to the 4.6% baseline for Other), whereas the high-risk
cohort reaches 9.8%. FRR alone would therefore suggest
a mostly smooth increase in refusals with risk.

Semantic confusion tells a sharper story. Among re-
jected prompts, the high-risk cohort has the lowest confu-
sion rate (CRyj(0.75) ~28%), while safe paraphrase co-
horts show substantially higher confusion (around 60%).
In other words, rejections near truly risky wording tend to
be locally coherent, but rejections of low-risk paraphrases
that sit close to accepted prompts are much more likely
to be “semantically confused”.

Figure 5 summarizes where this behaviour concen-
trates. The top panel shows heatmaps over a 2 x 2 grid of
low/high risk and low/high seed similarity. FRR mainly
tracks risk (high-risk cells at =~ 5-7% vs. 2-5% for low
risk), while the confusion-rate heatmap peaks in the low-
risk, high-similarity cell (CRyj(0.75) ~ 0.52), indicating
that many rejections there are locally inconsistent with
nearby acceptances. The bottom panel zooms into the
high-similarity slice and bins prompts by lexical overlap.
Here FRR is essentially flat at ~ 5% across overlap
bins, but the confusion rate among rejections rises from
near zero in the lowest-overlap bin to ~ 0.43 in the
highest. Conditioned on a rejection, the model is thus
most likely to be “semantically confused” when it refuses
paraphrases that preserve much of the original wording
while neighbors are accepted—a pattern that global FRR
completely obscures.

5.6. How do deployment guards behave under
confusion-aware audit?

Prompt-level guards decide with a single cutoff: accept
if the benignness score p,..(x) > 7, otherwise reject. FRR
tells us how much a guard blocks, but not how sensibly.
To examine boundary quality, we analyze the rejected set
with the token-level confusion score ¢(x), which measures
how often a rejected prompt is surrounded by accepted,
near-paraphrastic neighbors. High mean ¢(z) and a large
share above a fixed threshold (CR@0.60) indicate locally
inconsistent refusals—"“no” decisions that look arbitrary
relative to nearby acceptances.

Table 3 shows two characteristic regimes. SafeUnlearn
is overzealous: it rejects 97% of inputs, and almost all
of these rejections lie in high-confusion neighborhoods
(CR@0.60=1.00; Clpeanrej = 0.74), signaling widespread
local inconsistency. By contrast, the Hate Speech guard
rejects rarely (/2.4%), yet its few rejections also cluster
in high-confusion pockets (CR@0.60=1.00; Clyeanrej ~
0.74). Thus, low FRR does not guarantee sensible bound-
aries. A practical fix is to keep the guard’s threshold but



Guard N | Accepted | Rejected FRR | Clyean,rej | Clsid,rej | CR@0.60;
SafeUnlearn | 10,724 303 10,421 | 0.972 0.7365 | 0.0384 1.00
Hate Speech | 10,724 10,462 262 | 0.024 0.7415 | 0.0438 1.00

TABLE 3. PROMPT-GUARD OUTCOMES AT DEFAULT THRESHOLDS. FRR IS THE FRACTION REJECTED. CONFUSION IS MEASURED ON THE
REJECTED SET: LARGER CI AND CR@0.60 INDICATE REFUSALS THAT SIT IN NEIGHBORHOODS WHERE SEMANTICALLY CLOSE PARAPHRASES
ARE ACCEPTED, I.E., LOCALLY INCONSISTENT “NO” DECISIONS.
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Figure 5. Where semantic confusion concentrates. Top: FRR (left)
and confusion rate (right) over low/high risk and seed-similarity bins,
showing that FRR mainly tracks risk while confusion spikes in the
low-risk, high-similarity region. Bottom: in the high-similarity slice,
FRR stays flat across lexical-overlap bins, but the confusion rate among
rejections rises sharply with overlap, indicating that refusals are most
inconsistent for paraphrases that closely reuse the seed’s wording.

add a Cl-based veto that overturns only obviously in-
consistent rejections, improving usability without broadly
weakening safety.
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